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Common Abbreviations

Common Abbreviations

AML
APG
ARS
BCS
CFATF
CFT
CTR
DEA

DHS
DNFBP

DOJ
DOS
EAG
EC

ECOWAS
EO

ESAAMLG
EU
FATF

FBI
Fl

FinCEN
FIU

FTZ
FSRB
GABAC

GAFISUD

Anti-Money Laundering

Asia/Pacific Group on Money Laundering
Alternative Remittance System

Bulk Cash Smuggling

Caribbean Financial Action Task Force
Counterterrorist Financing

Currency Transaction Report

Drug Enforcement Administration

Department of Homeland Security
Designated Noifrinancial Businesses and Professions

Department of Justice

Department of State

Eurasian Group to Combat Money Laundering and Terrorist Finan:
European Commission

Economic Community of West African States
Executive Order

Eastern and Southern Africa Ailoney Laundering Group
European Union
Financial Action Task Force

Federal Bureau of Investigation
Financial Institution

FinancialCrimes Enforcement Network
Financial Intelligence Unit

Free Trade Zone
FATF-Style Regional Body
Action Group against Money Laundering in Central Africa

Financial Action Task Force on Money Laundering in South Americ
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Common Abbreviations

GIABA
IBC

ICE
ICRG

IMF

INCSR

INL

IRS
IRS-CID
MENAFATF
MER

MLAT

MONEYVAL

MOU
NGO
NPO
OAS
OAS/CICAD
OFAC
OFC
OPDAT
OTA
SAR
STR
TBML
TTU
UNCAC

UN Drug
Convention

Inte-Governmental Action Group against Money Laundering
International Business Company

U.S. Immigration and Customs Enforcement
International Cooperation Review Group

International Monetary Fund

International Narcotics Contr8trategy Report

Bureau for International Narcotics and Law Enforcement Affairs
Internal Revenue Service

Internal Revenue Service Criminal Investigative Division

Middle East and North Africa Financial Action Task Force
Mutual Evaluation Report

Mutual Legal Assistance Treaty

Committee of Experts on the Evaluation of Aktoney Laundering
Measures and the Financing of Terrorism

Memorandum of Understanding

Non-Governmental Organization

Non-Profit Organization

Organization of American States

OAS InterAmerican Drug Abuse Control Commission
Office of Foreign Assets Control

Offshore Financial Center

Office of Overseas Prosecutorial Development, Assistandelraining

Office of Technical Assistance
Suspicious Activity Report
Suspicious Transaction Report
TradeBased Money Laundering
Trade Transparency Unit

United Nations Convention against Corruption

1988 United Nations Convention against lllicit Traffic in Narcotic Di

and Psychotropic Substances
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UNGPML United Nations Global Programme against Money Laundering
UNODC United Nations Office for Drug Control and Crime Prevention
UNSCR United Nations 8curity Council Resolution

UNTOC United Nations Convention against Transnational Organized Crime
USAID Agency for International Development

USG United States Government
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Legislative Basis for the INCSR

The Money Launderingarfeli nanci al Crimes section of the De
Narcotics Control Strategy Report (INCSR) has been prepared in accordance with section 489 of
the Foreign Assistance Act of 1961, as amende

INCSRis the 29th annual report prepared pursuant to the FAA.

The FAA requires a report on the extent to which each country or entity that received assistance
under chapter 8 of Part | of the Foreign Assi
goals and objectives of the United Nations Convention Against lllicit Traffic in Narcotic Drugs

and Psychotropic Substanceso (fil988 UN Drug C

Although the 1988 UN Drug Convention does not contain a list of goals andiwdgedtdoes

set forth a number of obligations that the parties agree to undertake. Generally speaking, it
requires the parties to take legal measures to outlaw and punish all forms of illicit drug
production, trafficking, and drug money laundering,datcol chemicals that can be used to

process illicit drugs, and to cooperate in international efforts to these ends. The statute lists
action by foreign countries on the following issues as relevant to evaluating performance under
the 1988 UN Drug Conveion: illicit cultivation, production, distribution, sale, transport and
financing, money laundering, asset seizure, extradition, mutual legal assistance, law enforcement
and transit cooperation, precursor chemical control, and demand reduction.

In attemping to evaluate whether countries and certain entities are meeting the goals and

objectives of the 1988 UN Drug Convention, the Department has used the best information it has
available. The 20112 INCSR covers countries that range from major drug pgduadirug

transit countries, where drug control is a critical element of national policy, to small countries or
entities where drug issues or the capacity to deal with them are minimal. In addition to

identifying countries as major sources of precurde@nucals used in the production of illicit

narcotics, the INCSR is mandated to identify major money laundering countries (FAA
A489(a)(3)(C)). The I NCSR also is required t
laws and regulations to prevent narcsrelated money laundering (FAA 8489(a)(7)(C)). This

report is the section of the INCSR that reports on money laundering and financial crimes.

A major money |l aundering country is defined b
engage in currayy transactions involving significant amounts of proceeds from international
narcotics traffickingo (FAA A 481(e) (7)). Ho

transactions today makes it difficult in many cases to distinguish the proceeds titsarco

trafficking from the proceeds of other serious crime. Moreover, financial institutions engaging

in transactions involving significant amounts of proceeds of other serious crime are vulnerable to
narcoticsrelated money laundering. Additionally, mgrlaundering activity has moved beyond

banks and traditional financial institutions to other-fioancial businesses and professions and
alternative money and value transfer systems.
countries recognizes thislagonship by including all countries and other jurisdictions whose

The 2012 report on Money Laundering and Financial Cr s armerad Intérrationsal Nareagids €dnteot Strategyl Repomdlhnisd at ed sect i
2012 report on Money Laundering and Financial Crimes is basedtia@ontributions of numerous U.S. Government agencies and international sources. Specifically, the U.S. Treasury
Departmentds Financial Crimes Enforcement Networ k ( Fi nlatelggnce Untshhasunique stratege anthiaaridale r of t he i nte
perspective on international amtioney laundering developments. Many other agencies also provided information on international training as well asitechthiealassistance, including the

following: Departmenb f Homel and Securityédés Bureau of | mmigration and Cust odnsr iEmd o3 eetmenn ; ( MEMEAs)t mefntJ
Criminal Division, Drug Enforcement Administration, Federal Bureau of Investigation, an&Officor Over seas Prosecutorial Development Assistance
Office of the Comptroller of the Currency, and Office of Technical Assistance. Also providing information on traininghaiwat@ssistance are the indepemndegulatory agencies, Federal

Deposit Insurance Corporation and the Federal Reserve Board.
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financial institutions and/or nefinancial businesses and professions or other value transfer

systems engage in transactions involving significant amounts of proceeds from all semeus cri

A government (e.g., the United States or the United Kingdom) can have comprehensive anti

money laundering laws on its books and conduct aggressiveangy laundering enforcement

efforts but still be classified a major money laundering jurisdictiorsome cases, this
classification may simply or | argely be a fun
such jurisdictions, quick, continuous and effective-aminey laundering efforts by the

government are critical. The following coussijurisdictions have been identified this year in

this category:

Major Money Laundering Countries in 2011:

Afghanistan, Antigua and Barbuda, Argentina, Australia, Austria, Bahamas, Belize,
Bolivia, Brazil, British Virgin Islands, Burma, Cambodia, Canada, Cayman Islands, China,
Colombia, Costa Rica, Curacao, Cyprus, Dominican Republic, France, Germany, Greece,
Guatemala, Guernsey, Guine&issau, Haiti, Hong Kong, India, Indonesia, Iran, Iraq, Isle
of Man, Israel, Italy, Japan, Jersey, Kenya, Latvial.ebanon, Liechtenstein, Luxembourg,
Macau, Mexico, Netherlands, Nigeria, Pakistan, Panama, Paraguay, Philippines, Russia,
Singapore, Somalia, Spain, St. Maarten, Switzerland, Taiwan, Thailand, Turkey, Ukraine,
United Arab Emirates, United Kingdom, United States, Uruguay, Venezuela, and
Zimbabwe.

The Money Laundering and Financial Crimes section provides further information on these
countries/entities, as required by section 489 of the FAA.

Introduction

The2012 International Narcotics Control Strategyf®et, Money Laundering and Financial

Crimeshi ghl i ghts the most significant steps coun
Money Laundering Count r i e snioneylaundering/eoneem t o i mp

terrorist financing (AML/CFT) regimesThe report provides a snapshot of the AML/CFT legal
infrastructure of each country or jurisdiction and its capacity to share information and cooperate

in international investigations. For each country where they have been completed, tg write

also povides a link to the most recent mutual evaluation performed by or on behalf of the

Financial Action Task Force (FATF) or the FAEBEyle regional body to which the country or

jurisdiction belongs. When applicable, relevant country reports also providetdi the
Department of Stateds ACountry Reports on Ter
specific to terrorism and terrorism financing. Providing these links will allow those interested
readers to find det aislABIJCFIT capaoity and the effectivemassof h e ¢
its programs.

In addition, the report contains details of United States Government efforts to provide technical
assistance and training as well as information on the multilateral organizations we support, either
monetarily and/or through participation in their programs. In 2010, USG personnel leveraged
their expertise to share their experience and knowledge with over 100 countries. They worked
independently and with other donor countries and organizationsva@ertraining programs,
mentoring and support for supervisory, law enforcement, prosecutorial, customs and financial
intelligence unit personnel as well as private sector entities. We expect these efforts, over time,

2



INCSR 2012 Volume I Money Laundering and Financial Crimes

will build capacity in jurisdictionshat are lacking, strengthen the overall level of global
compliance with international standards and contribute to an increase in prosecutions and
convictions of those who launder money or finance terrorists or terrorist acts.

Money laundering continues be a serious global threat. Jurisdictions flooded with illicit funds
are vulnerable to the breakdown of the rule of law, the corruption of public officials and
destabilization of their economies. The development of new technologies and the posgibility
linkages among illegal activities that generate considerable proceeds, transnational criminal
organizations, and the funding of terrorist groups only exacerbate the challenges faced by the
financial, law enforcement, supervisory, legal and intelligearemunities. The continued
development of AML/CFT regimes, as reflected in this report, is vital to countering these threats.
Political stability, democracy and free markets depend on solvent, stable, and honest financial,
commercial, and trade systemB.h e Depart ment of Stateds Bureau
and Law Enforcement Affairs looks forward to continuing to work with our U.S. and

international partners in furthering this important work and strengthening capacities globally to
combat money landering and the funding of terrorists and terrorism.

Bilateral Activities

Training and Technical Assistance

During 2011, a number of U.S. law enforcement and regulatory agencies provided training and
technical assistance on money laundering countermesaand financial investigations to their
counterparts around the globe. These courses have been designed to give financial investigators,
regulators and supervisors, and prosecutors the necessary tools to recognize, investigate, and
prosecute money laundleg, financial crimes, terrorist financing, and related criminal activity.
Courses have been provided in the United States as well as in the jurisdictions where the
programs are targeted.

Board of Governors of the Federal
Reserve System (FRB)

Animportan component in the United Statesd effort
terrorist financing is to verify that supervised financial organizations comply with the U-S. anti

money laundering/combating the financing of terrorism (AML/CFT) laws aveé programs in

place to comply with the Office of Foreign Assets Control (OFAC) sanctions.

Internationally, the FRB conducted training and provided technical assistance to banking
supervisors in AML/CFT tactics in partnership with regional supervigooyps or multilateral
institutions in Aruba, India, and Colombia, as well as in Washington, D.C. Countries
participating in these FRB initiatives in 2011 were Argentina, Armenia, Aruba, Bahamas, Brazil,
British Virgin Islands, Colombia, Curacao, CzeclpRic, Ghana, Hong Kong, India,

Indonesia, Jamaica, Kuwait, Lebanon, Malaysia, Mauritius, Mongolia, Nigeria, Paraguay,
Philippines, Russia, Saudi Arabia, Singapore, Slovakia, Thailand, Trinidad, and Zambia.
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Due to the importance the FRB places on internao n a | standards, the FRBGC
participate regularly in the U.S. delegation to the Financial Action Task Force (FATF) and the
Basel Committeebdbs AML/CFT expert group (AMLEG
t he U. S. Tr e a sngany PrikateBeactort Dimlegud cdorgerences. Staff also meets
frequently with industry groups and foreign supervisors to communicate U.S. supervisory
expectations and support industry best practices in this area.

Department of Homeland Security (DHS)

Immigration and Customs Enforcement (ICE)

During Fiscal Year 2011, Homeland Security Investigations (HSI), the investigative arm of the
U.S. Department of Homeland Security (DHS), continued its commitment to providing financial
investigative training toauntries around the world. The HSI lllicit Finance and Proceeds of
Crime Unit conducted and/or participated in training provided to over 900 members of foreign
law enforcement, regulatory agencies, and bank and trade officials from over 25 nations around
the world. Utilizing their broad experience and expertise in conducting international financial
investigations, HSI designed the training to provide the attendees with the critical skills
necessary to successfully identify and investigate financial criffiles programs included such
topics as an introduction to money laundering, investigating bulk cash smuggling, asset
forfeiture, an overview of unlicensed money services business/informal value transfer systems,
prepaid access devices, and interviewiroieques.

Cross Border Financial Investigations Training Seminar

The Cross Border Financial Investigation Training (CBFIT) program provides specialized
training, technical assistance and best practices related tebomaes financial investigations to
foreign law enforcement personnel, intelligence and administrative agencies, and judicial
authorities.

CBFIT provides foreign partners with the capability to effectively implement international
standards, with special emphasis on new technologiesadiss actions, competent authorities,
international cooperation, alternative remittance, and cash couriers, among others.

Using primarily U.S. Department of State funding, HSI provided to host nations bilateral and
multilateral training and technicassistance which consisted of blocks of training detailing the
various aspects of money laundering and sharing of best practices on how to initiate multi
jurisdictional investigations from interdiction incidents. These countries included: Afghanistan,
Bolivia, Brazil, Colombia, Dominican Republic, Egypt, Ethiopia, Indonesia, Mexico, Morocco,
Panama, Paraguay, Peru, and Saudi Arabia, among others.

Through the U.S. Department of Stateds I ntern
programs, HSI conductechincial investigations and amtioney laundering training programs
at various ILEA Training Centers.

Resident Cross Border Financial Investigations Advisor

HSI Special Agents and Intelligence Analysts have been deployed for extended periods of time
to foreign posts to serve as Resident Cross Border Financial Investigations Advisors (R/CBFIA).

4
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The R/CBFIA acts as the point of contact to host nation authorities for the coordination of
training sessions. Once training is completed, the R/CBFIA remaiilaldedor in person

and/or telephone mentoring of host nation partners related to incidents involving the
discovery/interdiction of currency or other financial instruments. This provides the host nation
participants the opportunity to employ the matetadttics and technology learned in the
classroom in a real world setting, while at the same time having the benefit of the experience,
guidance and investigative resources of the R/CBFIA. The R/CBFIA utilizes this knowledge to
update training aids/matatiby incorporating lessons learned from these incidents. In FY 2011,
R/CBFIAs were deployed to the Philippines, Paraguay and Argentina.

Trade Transparency Units

Trade Transparency Units (TTUs) are designed to help identify significant disparitigsart i

and export trade documentation and identify anomalies related tebonaker trade that are

indicative of international tradeased money laundering. Trade is the common denominator in
most of the worl dbés al t er nundbankiagsyseems. Tradance sy
based value transfer systems have also been used in terrorist financing. TTUs generate, initiate,
and support investigations and prosecutions related toasbid money laundering, the illegal
movement of criminal proceedsrass international borders, the abuse of alternative remittance
systems, and other financial crimes. By sharing trade data, HSI and participating foreign
governments are able to see both sides of import and export transactions for commaodities
entering orexiting their countries, thus assisting in the investigation of international money
laundering organizations. The number of tradsed money laundering investigations emerging
from TTU activity continues to grow.

The United States established a TTU wmitBHS/HSI that generates both domestic and
international investigations. With funding from the U.S. Department of State, HSI worked to
expand the network of operational TTUs beyond Colombia, Brazil, Argentina, Paraguay, Mexico
and Panama. In 2011, Ecoadfficially became the newest member of the TTU network. As

part of this new TTU initiative, HSI provided IT equipment and training as well as increased
support to this newly established TTU to ensure its successful development.

In 2011, HSI updatedhe technical capabilities of existing TTUs and trained new and existing
TTU personnel from Brazil, Colombia, Paraguay, Argentina, Mexico, Panama and Ecuador, as
well as members of their financial intelligence units. Additionally, HSI strengthened its
relaionship with the TTUs by deploying temporary and permanent personnel overseas to work
onsite and provide hands training. These actions have continued to facilitate information
sharing between the U.S. Government and foreign TTUs in furtherance af@jmat criminal
investigations.

USG and NoRUSG Partners

In FY11, HSI expanded its partnership and collaboration with a number of U.S. Government and
nonU.S. Government agencies. HSI collaborated with the Department of Justice (DOJ) Asset
Forfeiture and Money Laundering Section as well as DOJ Office of OwelPseaecutorial
Development and Training, the International Judicial Relations Committee, Treasury Office of
Technical Assistance and the U.S. Army Western Hemisphere Institute for Security Cooperation.
HSI contributed or partnered with these entitieddbiver financial investigations best practices

to members of the law enforcement community.

5
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HSI maintains a robust relationship with international organizations like the Organization of
American States, the United Nations Office on Drugs and Crimehan8iduth America
Financial Action Task Force. HSI provided subject matter expertise duringgianal
workshops held in Costa Rica, Antigua, Ethiopia, Bolivia and Moldova. The workshops
addressed best practices in the implementation ohamtiey laundring and countefinancing

of terrorism regimes.

Department of Justice

Drug Enforcement Agency (DEA)

The Drug Enforcement Administrationds (DEAOG6Gs)
expert guidance to DEAOSs Ikheimemtonalcawanfodcenientr e i g n
agencies regarding issues related to all aspects of financial investigations. FO works with DEA
offices, foreign counterparts and other agencies to identify the financial infrastructure supporting
drug trafficking orgargations and provides the financial expertise to fully dismantle and disrupt

all aspects of these criminal organizations. FO facilitates cooperation between countries,

resulting in the identification and prosecution of drug money laundering organizatiomedl as

the seizure of assets and the denial of revenue. FO regularly briefs and educates United States
diplomats, foreign governmental officials, military and law enforcement counterparts regarding

the latest trends in money laundering, naeworismfinancing, international banking, offshore
corporations, international wire transfers of funds and financial investigations.

During 2011, FO conducted numerous international symposiums for hundreds of foreign law
enforcement and military counterpartsstrategize regarding effective techniques to be utilized

in financial investigations. Some of the foreign officials briefed by FO include representatives
from Afghanistan, Australia, Brazil, Dominican Republic, Ecuador, El Salvador, Germany, Italy,
Kaz&hstan, Netherlands, Nicaragua, Paraguay, Peru, The Philippines, Romania, Saudi Arabia,
Sierra Leone, Turkey, United Kingdom, and Uzbekistan. During 2011, FO conducted seminars
in Albania, Bahamas, Belgium, Colombia, Costa Rica, Dominican Republic, Galatdagland,
Kazakhstan, Mexico, Paraguay, Poland, Qatar, Romania, Russia, Sweden, Thailand, Turkey, and
Uzbekistan. In 2011, FO and the Dutch National Police hosted an International Money
Laundering Symposium in The Hague, Netherlands. This symposasatiended by over 110

law enforcement money laundering investigators from 32 countries. These investigators
discussed the money laundering trends they were observing in their jurisdictions and effective
law enforcement techniques to counter these trefitiere were also several presentations
concerning emerging money laundering trends being used by criminal organizations around the
world.

Federal Bureau of Investigation (FBI),

During 2011, with the assistancéthe Department of Statending, the US. Federal Bureau of
Investigation (FBI) continued its extensive international training in combating terrorist financing
money laundering, financial fraud and complex financial crimes, as well as training in

conducting racketeering enterprise investmati s . One such training pro

6
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International Training And Assistance Unit (ITAU), located at the FBI academy in Quantico,

Virginia. | TAU coordinates with the terroris

counterterrorism divisiorgs well as other divisions at FBI headquarters and in the field, to

provide instructors for these international initiatives. FBI instructors, who are most often

financial analysts, intelligence analysts, staff operation specialists, operational spstisioag
supervisory special agents, rely on their experience to relate to the international law enforcement
students as peers and partners in the training courses.

The FBI regularly conducts training through the International Law Enforcement Academies
(ILEA) in Bangkok, Thailand; Budapest, Hungary; Gaborone, Botswana; and San Salvador, El
Salvador. In 2011, the FBI delivered training to 192 students from ten countries at ILEA
Budapest. At ILEA Bangkok, the FBI provided training to 47 students from pimetrees in the
supervisory criminal investigators course. At ILEA Gaborone, the FBI provided training to 161
students from 18 African countries. At ILEA San Salvador, the FBI provided training to 137
students from 19 countries.

Also in 2011, the FBI aeductedjointly with the internal revenue service criminal investigative
division, a oneweek course on combating terrorist financing and money laundering for 135
international students from Algeria, Pakistan, and Yemen. In addition, the FBI did tarroris
investigation training in Thailand, financial crimes training in Trinidad and Tobago, and money
laundering training in Serbia and Mexico for 241 international students.

At the FBI academy, the FBI included blocks of instruction on combating terroasicing

and/or money laundering for 29 students participating in the Latin American Law Enforcement
Executive Development Seminar; the studevese from Chile, Colombia, Costa Rica,

Dominican Republic, Guatemala, Nicaragua, Panama, Paraguay, PerulUspgimay, and
Venezuela. The FBI included similar blocks of instruction2fbstudents participating in the
Arabic Language Law Enforcement Executive Development Seminar; the students were from
Algeria, Egypt, Iraq, Jordan, Kuwait, Morocco, Saudi Aralbiayisia and The United Arab
Emirates.

Il n addition, as part of,the RBdinchuded téreoristfimancing i ¢ t
instruction for 50 participants from 13 countries; the students were from Australia, Cambodia,
China, Hong Kong, Indi, Indonesia, Japan, Malaysia, Philippines, Singapore, South Korea,
Thailand, and The United States.

Office of Overseas Prosecutorial Development, Assistance and
Training, the Asset Forfeiture and Money Laundering Section,

& Counterterrorism SectiofOPDAT, AFMLS, and CTS)

The U. S. Department of Justicebds (DOJ) Asse
(AFMLS) of the Criminal Division and the Office of Overseas Prosecutorial Development,
Assistance, and Training (OPDAT) continued to join forcggraviding Financial Investigations

and Prosecutions and Money Laundering and Asset Forfeiture technical assistance programs.
The programs also draw upon expertise within DOJ, including from AFMLS, the
Counterterrorism Section of the National SecurityiDvyi on ( CTS) , and U. S.
Much of the assistance provided by OPDAT and AFMLS is provided with funding from the U.S.
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Department of State. Funds are also provided by the U.S. Agency for International Development
and the Millennium Challeng@orporation.

An i mportant component in this cooperation 1is
Resident Legal Advisors (RLAS) are federal prosecutors who provideuntry technical

assistance to improve capacity, efficiency, and professionaligrm foreign criminal justice

systems. RLAs are posted to U.S. embassies for a period of one or two years to work directly

with counterparts in legal and law enforcement agencies, including ministries of justice,
prosecutor 6s of hthejedxiary bsancd. RbAsfprovede assistamnce ih i

legislative drafting, modernizing policies and practices, and training law enforcement personnel,
including prosecutors and judges. RLAs al so
Investigative TrainingAssistance Program (ICITAP), other DOJ components, other donors, and
multilateral organizations to provide assistance to police and other investigative officials.

In 2011, OPDAT, AFMLS, and CTS met with more than 195 international visitors from more
thanl17 countries and provided presentations on@aotey laundering (AML) and/or counter
terrorist finance (CFT) topics. Presentations covered U.S. policies to combat terrorism, U.S.
legislation and issues raised in implementing new legislative toolsharahanging relationship

of criminal and intelligence investigations. The meetings also covered money laundering and
material support statutes, and the Classified Information Procedures Act. Of great interest to
visitors is the balancing of civil libeds and national security issues, which is also addressed.

Money Laundering/Asset Forfeiture/Fraud

In 2011, OPDAT and AFMLS provided training to foreign judges; prosecutors; other law
enforcement officials; legislators; customs, supervisory, and finantédigence unit (FIU)
personnel, and private sector participants, and provided assistance in drafting AML statutes
compliant with international standards. Topics addressed include the investigation and
prosecution of complex financial crimes, econonrimes, money laundering, and corruption;

the use of asset forfeiture as a law enforcement tool; counterfeiting; health care fraud;
international mutual legal assistance, and recovering and managing assets from crime and
corruption. Training programs adahsing some or all of these topics were held for participants
from Egypt, Indonesia, Jordan, Kenya, the Philippines, Turkey, and the United Arab Emirates.
Additional programs include the following:

OPDAT and AFMLS cesponsored the Second Southeast AsiseA Forfeiture and Financial
Investigations Conference, which had 125 participants from 20 countries. In addition, OPDAT
and AFMLS cesponsored a seminar on the investigation and prosecution of financial crimes in
Bangladesh that covered such topics@sagonviction based forfeiture, NGO/charities,
hawala/hundi, cash bulk smuggling, and mobile banking.

In Indonesia, OPDAT csponsored training to familiarize law enforcement agencies with the
provisions of the new anthoney laundering law. With RLA spprt, the first of three anti
money laundering centers opened at the University of Indonesia in Jakarta.

In Kenya, the RLA formed an antioney laundering roundtable to encourage the Kenyan
government and its key partners to coordinate efforts amongtloeis entities working on
AML issues in Kenya.
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OPDAT and AFMLS hosted training for Bosnian judges that provided instruction on Bosnian
asset forfeiture law and procedure with a view to increasing the utilization of asset forfeiture by
Bosnian judges isriminal proceedings. AFMLS also met with officials who are forming an
asset recovery fund and will provide them an asset tracking software funded by AFMLS and
developed in Thailand.

Terrorism/Terrorist Financing

OPDAT, AFMLS, and CTS, with the assistanof other DOJ components, play central roles in
providing technical assistance to foreign counterparts to attack the financial underpinnings of
terrorism and to build legal infrastructures to combat it. In this effort, OPDAT, CTS, and
AFMLS work as intgral parts of the interagency U.S. Terrorist Financing Working Group
(TFWG),cechaired by the State Departmento6s | NL
Counterterrorism.

In 2011, the TFWG supported five RLAs assigned overseas in Bangladesh, Irag, Kenya, Turkey,

and the UAE. The RLA for the UAE is also responsible for OPDAT program activities in Saudi
Arabia, Kuwait, Qatar, Jordan, Yemen, Oman, and Bahrain. Working in countries deemed to be
vulnerable to terrorist financing, RLAs focus on money laundering aaddial crimes and
developing counteterrorism legislation that criminalizes terrorist acts, terrorist financing, and

the provision of material support or resources to terrorist organizations. In 2011, OPDAT
conducted CFT, countéerrorism and designatiaraining for participants from Indonesia and
Thailand.

Additionally, OPDAT cesponsored U.Shased training for Turkish government officials on the
benefits of interagency cooperation in couttegrorism and counteararcotics to lay the
groundworkfor a Department of Defensponsored, Joint Intekgency CountefT rafficking

Center (JICTC) in Turkey and to promote sharing of terrorist and law enforcement data among
U.S., Turkish and international law enforcement partners. OPDAT also sponsoredraroosf

in Turkey designed to promote cressrder cooperation between Turkey and Iraqg that focused
on counteiterror financing and money laundering.

Department of State

Bu

The U. S. Department of Stateds Bur eaAffaref | nte

(INL) Office of Anti-Crime Programs helps strengthen criminal justice systems and the abilities
of law enforcement agencies around the world to combat transnational criminal threats before
they extend beyond their borders and impact our homel@nchugh its international programs,

as well as in coordination with other INL offices and U.S. Government agencies, the INL Office
of Anti-Crime Programs addresses a broad esession of law enforcement and criminal justice
sector areas including: coumarcotics; drug demand reduction; money laundering; financial
crime; terrorist financing; transnational crime; smuggling of goods; illegal migration; trafficking
in persons; domestic violence; border controls; document security; corruptionccyber
intellectual property rights; law enforcement; police academy development; and assistance to
judiciaries and prosecutors.



INCSR 2012 Volume I Money Laundering and Financial Crimes

| NL and the State Depart ment 6-shaiBheintragency or Cou
Terrorist Finance Working Group (TFWG), atdjether are implementing a metillion dollar

training and technical assistance program designed to develop or enhance the capacity of a
selected group of more than two dozen countries whose financial sectors have been used, or are
vulnerable to beingsed, to finance terrorism. As is the case with the more than 100 other
countries to which INEunded training was delivered in 2011, the capacity to thwart the funding

of terrorism is dependent on the development of a robustrenmtey laundering regime.

Supported by and in coordination with the U.S. Department of State, U.S. Department of Justice
(DQOJ), U.S. Department of Homeland Security (DHS), U.S. Department of the Treasury, the
Federal Deposit Insurance Corporation, and various nongovernmentaizatgas, the TFWG
provided in 2011 a variety of law enforcement, regulatory and criminal justice programs
worldwide. This integrated approach includes assistance with the drafting of legislation and
regulations that comport with international standattus training of law enforcement, the

judiciary and bank regulators, as well as the development of financial intelligence units (FIUS)
capable of collecting, analyzing, and disseminating financial information to foreign analogs.
Courses and training habeen provided in the United States as well as in the jurisdictions where
the programs are targeted.

Nearly every federal law enforcement agency assisted in this effort by providing basic and
advanced training courses in all aspects of financial crimmwalktigation. Likewise, bank
regulatory agencies participated in providing advanced AML/CFT training to supervisory
entities. In addition, INL made funds available for the intermittent otifuk posting of legal

and financial mentors at selected oeaslocations. These advisors work directly with host
governments to assist in the creation, implementation, and enforcementrobaety

laundering, counteterrorist financing and financial crime legislation. INL also provided several
federal agenciefainding to conduct mukagency financial crime training assessments and
develop specialized training in specific jurisdictions to combat money laundering.

The State Department, in conjunction with DHS
and the [@partment of Treasury, supports seven trade transparency units (TTUS) in Latin

America: three in the tborder area of Brazil, Argentina, and Paraguay, and others in Colombia,
Ecuador, Mexico, and Panama. TTUSs are entities designed to help identificaigrdisparities

in import and export trade documentation and continue to enjoy success in combating money
laundering and other tradelated financial crimes. Similar to the Egmont Group of FIUs that

examines and exchanges information gathered thrinoghcial transparency reporting

requirements, an international network of TTUs would foster the sharing of disparities in trade

data between countries and be a potent weapon in combating customs fraud aastdde

money laundering. Trade isthecomntbe nomi nat or i n most of the wc
remittance systems and underground banking systems. -Daadd value transfer systems also

have been used in terrorist finance.

The success of the Caribbean Alftbney Laundering Program led INL to develgimilar type

of program for small Pacific island jurisdictions. Accordingly, INL funded the establishment of

the Pacific Island AntMoney Laundering Program (PALP) in 2005. The objectives of PALP

are to reduce the laundering of the proceeds of atliisecrime and the financing of terrorists by
facilitating the preventi on, i nvestigation, a
resident mentors provides regional and bilateral AML/CFT mentoring, training and technical
assistance to the Rhcific Islands Forum countries that are not members of the Financial Action

Task Force (FATF). The management of the program was transferred to the UN Global Program
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against Money Laundering from the Pacific Islands Forum in September 2008, as the PALP
began its third year of operation. The PALP completed its work in 2011, following its successful
program, as evidenced by the new laws, increased capacity and successful investigations
completed by participant jurisdictions.

INL also provided support tihe UN Global Program against Money Laundering (GPML) in

2011. In addition to sponsoring money laundering conferences and providingeshottaining
courses, GPML instituted its mentoring program to provide advisors on-topgdanasis to

specific coumtries or regions. GPML mentors provided assistance to Horn of Africa countries
targeted by the U.S. East Africa Counterterrorism Initiative as well as asset forfeiture assistance
to Namibia, Botswana, and Zambia. The resident mentor based in Nantibiadnand

monitored the Prosecutor Placement Program, an initiative aimed at placing prosecutors from the
region for a certain period of time within th
prosecuting authority. The GPML mentors in Centrsibfand the Mekong Delta continued

assisting the countries in those regions to develop viable AML/CFT regimes. GPML continues

to develop interactive computbased programs for distribution, translated into several

languages.

INL continues to provide sigficant financial support for many of the antioney laundering

bodies around the globe. During 2011, INL supported FATF, the international AML/CFT

standard setting organization. In addition to sharing mandatory membership dues to FATF and

the Asia/Padic Group on Money Laundering (APG) with the U.S. Department of the Treasury

and DOJ, INL is a financial supporterof FABFt y| e r egi onal bodiesd6 sec
programs, including the Council of Europeds M
Task Force (CFATF), the Intergovernmental Action Group against Mbaegdering in West

Africa (GIABA), the Eastern and Southern Africa AMibney Laundering Group (ESAAMLG)

and the South American Financial Action Task Force (GAFISUD). In addition vadprg

funding to GPML to place a residential mentor in Dakar, Senegal, to assist those member states

of GIABA that have enacted the necessary legislation to develop FIUs, INL worked with the

mentor to determine priorities and develop opportunities argtgmes. INL also financially

supported the Organization of American States (OAS)-Wieerican Drug Abuse Control

Commission (CICAD) Experts Group to Control Money Laundering and the OAS Counter

Terrorism Committee.

INL has supported anpiracy effors by substantively working with other bureaus within DOS

as well as with international organizations and other countries, to look at the best way to address
piracy through its financial leveisthe assets assembled as a result of piracy activity, and the
material support and instrumentalities of pira@nd the application of domestic and

international instruments to thwart pirates as we do other criminals.

As in previous years, INL training programs continue to focus on both interagency bilateral and

mu til ater al efforts. When possible, we seek
enforcement, judicial and central bank authorities to design and provide training and technical
assistance to countries with the political will to develop viable ABHY financing regimes.

This all ows for extensive synergistic dialogu
been used successfully in Africa, Asia, the Pacific, Central and South America, and Eastern

Europe. INL also provides funding for maofythe regional training and technical assistance

programs offered by the various law enforcement agencies, including assistance to the

International Law Enforcement Academies.
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International Law Enforcement Academies (ILEAS)

The mission of the regionaiternational Law Enforcement Academies (ILEAS) is to support
emerging democracies, help protect U.S. interests through international cooperation, and
promote social, political and economic stability by combating crime. To achieve these goals, the
ILEA program provides higiguality training and technical assistance, supports institution

building and enforcement capability development, and fosters relationships of American law
enforcement agencies with their counterparts around the world. ILEAs alsoagestmong
partnerships among regional countries to address common problems associated with criminal
activity.

The regional ILEAs address regional law enforcement priorities to combat security threats. The
regional ILEAs offer three different types ofograms: the core program, specialized courses,

and seminars or workshops. The core program isaedk series of blocks of instruction

tailored to regiorspecific needs and emerging global threats. The core program typically
includes 50 participantspmmally from three or more countries. The specialized courses are one
or two-week courses for law enforcement or criminal justice officials on a specific topic,
comprised of about 30 participants. Lastly, regional seminars or workshops present various
emerging law enforcement topics such as transnational crimes, financial crimes, and-counter
terrorism.

The ILEASs help to develop an extensive network of alumni who exchange information with their
regional and U.S. counterparts and assist in transnatiomstigations. Many ILEA graduates
become the leaders and decisioakers in their respective law enforcement organizations. The
Department of State coordinates with the Departments of Justice (DOJ), Homeland Security
(DHS) and the Treasury, and with faye government counterparts to implement the ILEA
programs. To date, the combined ILEAs have trained over 38,000 officials from over 85
countries in Africa, Asia, Europe and Latin America.

Africa. ILEA Gaborone (Botswana) opened in 2001. Its maitufeas a sixweek intensive
professional development progrénthe Law Enforcement Executive Development Program
(LEEDP)1 designed for law enforcement rdieiel managers. The LEEDP brings together
approximately 40 participants from several nationsrisetruction in areas such as combating
transnational criminal activity, supporting democracy by stressing the rule of law in international
and domestic police operations, and overall professional development through enhanced
leadership and management teciueis. ILEA Gaborone also offers specialized courses for

police and other criminal justice officials to boost their capacity to work with U.S. and regional
counterparts. These courses concentrate on specific methods and techniques in a variety of
subjects such as countderrorism, anticorruption, financial crimes, border security, drug
enforcement, and many others. Instruction is provided to participants from Angola, Botswana,
Burundi, Cameroon, Comoros, Djibouti, Ethiopia, Gabon, Ghana, Kenya, Lebtdkawi,

Mauritius, Mozambique, Namibia, Nigeria, Republic of Congo, Rwanda, Senegal, Seychelles,
Sierra Leone, South Africa, Swaziland, Tanzania, Uganda and Zambia. Trainers from the United
States and Botswana provide instruction. ILEA Gaborone tagipsoximately 500 students
annually.
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Asia. ILEA Bangkok (Thailand) opened in 1999. ILEA Bangkok focuses on enhancing regional
cooperation against transnational crime threats in Southeast Asia, primarily illicit drug
trafficking, financial crimes, and Inan trafficking. The principal objectives of the ILEA are the
development of effective law enforcement cooperation within the member countries of the
Association of Southeast Asian Nations (ASEAN), Timor Leste and China (including the Special
Administratv e Regi ons of Hong Kong and Macau), and
criminal justice institutions to increase its abilities to cooperate in the suppression of
transnational crime. ILEA Bangkok provides a Core coutee Supervisory Criminal

Investigator Course (SCIG)esigned to strengthen management and technical skills for
supervisory criminal investigators and other criminal justice managers. In addition, it also
provides over 20 specialized couemach lasting one to two weék®n a \ariety of criminal

justice topics each year. ILEA Bangkok has offered specialized courses on narcotics trafficking,
and terrorist financingelated topics such as Complex Financial Investigations (instructed by
IRS). Instruction is provided to particigarfrom Brunei, Cambodia, China, Hong Kong,

Indonesia, Laos, Macau, Malaysia, Philippines, Singapore, Thailand, Timor Leste and Vietnam.
Subject matter experts from the United States, Thailand, Japan, Philippines, Australia and Hong
Kong provide course struction. ILEA Bangkok trains approximately 1,400 students annually.

Europe. ILEA Budapest (Hungary) was the first ILEA, established in 1995. The mission of the

| LEA has been to support the regionbs emergin
criminal activity that emerged against the backdrop of economic and political restructuring
following the collapse of the Soviet Union. The ILEA provides advanced training for law
enforcement and criminal justice officials on regional threats such as ardamime,

cybercrime, and anthoneylaundering topics. Instruction is provided to participants from
Albania, Armenia, Azerbaijan, Bosnia and Herzegovina, Bulgaria, Croatia, Czech Republic,
Georgia, Hungary, Kazakhstan, Kosovo, Macedonia, Moldova, Magiten@omania, Russia,
Serbia, Slovakia, Slovenia, Tajikistan, Turkmenistan, Turkey, Ukraine and Uzbekistan. Trainers
from over 17 federal agencies and local jurisdictions from the United States, Hungary, United
Kingdom, Russia, INTERPOL and the Councilkafrope provide instruction. ILEA Budapest

trains approximately 950 students annually.

Global. ILEA Roswell (New Mexico) opened in September 2001. In 2011 INL revised and
updated the Roswell program in an effort to address ever emerging global ctimeatd.

ILEA Roswell, through a combination of academic programs, senior policy forums and model
law workshops provides the tools necessary to enable partner countries to formulate and execute
effective and responsible criminal justice public polichhe Academic program will equip
participants with the knowledge and skills necessary for successful criminal justice careers with
a strong focus on constructing an international network of like minded U.S. and foreign
counterparts. The Criminal Policy Fomyroceedings will focus on familiarizing higével

officials with essential elements to counter emerging criminal threats and on encouraging partner
country officials to work interand intraregionally to establish cooperative means to counter
criminal activity consistent with international standards. The Model Law programs will engage
ILEA partner countries on enhancing their legal and regulatory frameworks, and instilling a
deepseated appreciation for the importance of implementing modern, effedtivieal justice
legislation. The participants are drawn from pools of ILEA graduates from the Academies in
Bangkok, Budapest, Gaborone, San Salvador and the ILEA Regional Training Center (RTC) in
Lima. ILEA Roswell trains approximately 350 students aatigu
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Latin America. ILEA San Salvador (El Salvador) opened in 20@GS.training program is

similar to the ILEAs in Bangkok, Budapest and Gaborone. It offerswestk Law

Enforcement Management Development Program (LEMDP) for law enforcementramhtr
justice officials as well as specialized courses for police, prosecutors, and judicial officials.
ILEA San Salvador normally delivers four LEMDP sessions and approximately 20 specialized
courses annually, concentrating on international terroritegal trafficking in drugs, alien
smuggling, terrorist financing and financial crimes investigations. Segments of the LEMDP
focus on terrorist financing (presented by the FBI) and financial evidence/money laundering
application (presented by DHS/Feddraiv Enforcement Training Center and IR®)struction

is provided to participants from: Antigua and Barbuda, Argentina, Bahamas, Barbados, Belize,
Bolivia, Brazil, Chile, Colombia, Costa Rica, Dominica, Dominican Republic, Ecuador, El
Salvador, Grenadauatemala, Guyana, Honduras, Jamaica, Mexico, Nicaragua, Panama,
Paraguay, Perq, St. Kitts and Nevis, St. Lucia, St. Vincent, Suriname, Trinidad and Tobago,
Uruguay and VenezueldLEA San Salvador trains approximately 1,000 students per year.

ThelLEA R egional Training Centerin Lima (Peru) opened in 2007 to complement the
mission of ILEA San Salvador. The RTC augments the delivery of ragiedific training for
Latin America and concentrates on specialized courses on critical topics for countrees in t
Southern Cone and Andean Regions. The RTC trains approximately 300 students per year.

Department of the Treasury

Financial Crimes Enforcement Network (FINCEN)

The Financial Crimes Enforcement Network (FINCEN) is a bureau of the U.S. Departrient of
Treasury and is the U.S. financial intelligence unit (FIU). In 2011, FinCEN hosted

representatives from a variety of foreign government agencies, focusing on topics such as money
laundering trends and patterns, the Bank Secrecy Act, the USA PATRIOT AC

communications systems and databases, and case processing. A number of these visitors were
participants in the U.S. Department of Stateo

FINCEN assists new or developing FlUs it isspmnsoring fomembership in the Egmont

Group of FIUs. The Egmont Group is comprised of FIUs that cooperatively agree to share
financial intelligence and has become a key standeitthg body for FIUs. FINCEN is currently
co-sponsoring FIUs from nine jurisdictions flBgmont Group membership: China, Dominican
Republic, Ghana, Jordan, Kuwait, Oman, Pakistan, Tanzania and Yemen. As a member of the
Egmont Group, FINCEN also works multilaterally through its representative on the Egmont
Training Working Group to design, ptement, and instruct at Egmesponsored training

programs for Egmont Group members as well as Egmont candidate FIUs.

FInCEN regularly engages with foreign FIUs to exchange information on operational practices
and issues of mutual concern. The participan these exchanges share ideas, innovations, and
insights that lead to improvements in such areas as analysis, information flow, and information
security at their home FIUs, in addition to deeper and more sustained operational collaboration.
In 2011,FInCEN conducted analyst exchanges with the FIUs of Afghanistan, Brazil, Nigeria,
Panama, Paraguay, the Philippines, Russia, and Tanzania.
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Internal Revenue Service (IRS), Criminal Investigative
Division (CID)

In 2011, Internal Revenue Service, Criminaldstigation (IRSCI) continued its involvement in
international training and technical assistance efforts designed to assist international law
enforcement officers in detecting tax, money laundering, and terrorist financing crimes. With
funding provided B the U.S. Department of State and other sourcesdR#livered training

through agency and multigency technical assistance programs to international law enforcement
agencies. IR&| partnered with several U.S. Government and multilateral orgamzatio

including agencies and offices of the U.S. Departments of State, Justice, Treasury and Homeland
Security; the Joint Interagency Task Force West; host country governments; and the IMF to
deliver a variety of training.

Financial Investigative Technique3raining

Training primarily consisted of Basic, Intermediate and Advanced Financial Investigative
Techniques (FIT) courses which, depending on the venue, focused on indirect methods of proof,
an overview of global and regional investigative issues,aas, bank records, interviewing, off
shore banking, and/or corporate fraud. In 2011 @ 8onducted FIT courses for law

enforcement, customs, intelligence, and revenue officers; prosecutors; for the following
countries: Albania, Algeria, Australia, @&odia, Colombia, Denmark, Finland, Hungary,

Iceland, Kosovo, New Zealand, Norway, Philippines, Senegal, South Korea, Sweden, and
Thailand.

Other Training Initiatives

Funded by the Korean National Tax Service,/®R%rovided a one week Special Investiga
Technique course to 49 participants in South Korea. Topics included investigative tools,
undercover operations and forensic accounting.

In Indonesia, 30 participants received training in public corruption and complex financial
investigation techniges. This course used various practical exercises to instruct participants in
Indonesian case law dealing with money laundering, public corruption and asset recovery. IRS
Cl also presented a one week Fraud and Public Corruption course in Thailand datici8gmts
from Thai |l and o6-sorrdptionuitsc i a | and anti

IRS-CI presented an organized crime seminar to approximatelp@@eorgian investigators
and prosecutors.

Multiple training seminars were presented to investigators, prosecutors ged jndKosovo.

These seminars were part of the ongoing Unite
of North Carolina Kosovo initiative and their focus was to encourage aggressive investigations,

case development, and the use of plea bargpto develop evidence to resolve cases.

IRS-CI presented three workshops on financial investigations, with an emphasis on money
laundering, to a total of 101 Canadian law enforcement officials:QR&so participated in
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delivering training to combaeérrorism financing and money laundering in Islamabad, Pakistan;
Cairo, Egypt; and Johannesburg, South Africa.

Sixty Mexican federal judges, prosecutors, financial intelligence analysts, and investigators

attended a one week money launderingcoudse.ot her program titl ed AUs
Evidence in Criminal Prosecutiond | | i cit Financing and Money Lal
participants information on money laundering, financial investigations, asset forfeiture, and

special investigative techniques, wdn international scope. Other training included a one week

casino gaming conference that assisted the Mexican government in developing best practices for
regulating gaming activity and preventing money laundering. A itiagecounteterrorism and

money laundering course was also presented to federal prosecutors, investigators, forensic
criminalists and representatives from the Mexican financial intelligence unit.

International Law Enforcement Academy Training

IRS-CI provided instructor support todltState Department International Law Enforcement
Academies (ILEA).

ILEA Bangkok: IRSCI participated in one Supervisory Criminal Investigator Course which
included participants from various law enforcement agencies-CIRf&so conducted two FIT

session for 93 participants from various law enforcement agencies from the following countries:
Brunei, Cambodia, China, Hong Kong, Indonesia, Laos, Macau, Malaysia, Philippines,
Singapore, Thailand, and Vietnam. Additionally, a one week Fraud and Publip@wrru

course was presented to 42 participants from ten countries. The training focused on recognizing
methods of bribery and corruption and included two extensive practical exercises.

ILEA Budapest: IRSCI participated in delivering five sessions of thEA core program.
Participating countries included Albania, Bosnia and Herzegovina, Bulgaria, Croatia, Hungary,
Kazakhstan, Kosovo, Macedonia, Montenegro, Moldova, Romania, Serbia, Turkey, and Ukraine.
IRS-CI also conducted a one week FIT course fola80enforcement officials from Croatia,
Montenegro, and Serbia.

ILEA Gaborone: IRSCI provided instructor support for four Law Enforcement Executive
Development (LEED) programs for participants from Botswana, Cameroon, Republic of the

Congo, Gabon, GhanKenya, Lesotho, Malawi, Namibia, Nigeria, Rwanda, Senegal,

Seychelles, Sierra Leone, Swaziland, and Tanzania-CIRBpplied the class coordinator for

LEED 39. The coordinator organized and super

ILEA San Salvador: IR€ assisted in the delivery of four courses for the Law Enforcement
Management Development Programs (LEMDP) that stress the importance of conducting a

financial investigation to further develop a large scale criminal investiga#articipants were

from Antigua, Argentina, Barbados, Belize, Brazil, Chile, Colombia, Costa Rica, Dominican

Republic, El Salvador, Guatemala, Honduras, Jamaica, Panama, Paraguay, Peru, St Lucia, and
Trinidad and Tobago. For LEMDP 20, IR3 provided theclass coordinator. IREI also led

two one week FIT/Money Laundering courses. The 65 participants were members of their
respective national police agencies and prose
overview of global and regional investigagiissues using a highly interactive simulated

investigation.
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Non-routine Training Events

The International Training Team (ITT) hosted two foreign delegations. Representatives from the
Ugandan Revenue Authority and the Indian Central Board of Taxatived the Federal Law
Enforcement Training Center (FLETC). The delegations received an overview of Special Agent
Basic Training and law enforcement techniques, plus briefings from other divisions at the
FLETC.

The ITT completed two course developmprijects. Representatives from Norway and

Denmark met at the FLETC to design and develop the Nordic Financial and Organized Crimes
course. In Cambodia, the ITT met with banking, financial, law enforcement and judicial officials
to assist in the developmieof Cambodiarspecific course material.

ITT also participated in various overseas activities. At the Organization for Economic
Cooperation and Developmentdés Tax and Cri me C
money laundering and bribery awaresniefn Budapest, Hungary, IRS met with Hungarian

tax and customs officials to discuss future training initiatives.

Office of the Comptroller of the Currency (OCC)

The U. S. Depart ment @)fOffice lofeghe Comptlernotrthe &wrrencyT r e a s u
(OCC) charters, regulates and supervises all national banks and federal savings associations in

the U.S. Its goal is to ensure these institutions operate in a safe and sound manner and comply

with all consumeprotection and antmoney laundering laws and implementing regulations. In

2011, the agency sponsored several initiatives to provideramey laundering/counter

financing of terrorism (AML/CFT) training to foreign banking supervisors. These initiatives

include its annual AML/CFT School, which is designed specifically for foreign banking

supervisors to increase their knowledge of money laundering and terrorist financing typologies

and improve their ability to examine for and enforce compliance withnstiaws. The 2011

school was attended by foreign supervisors from Australia, Brazil, Canada, India, Indonesia,

Italy, Korea, Malaysia, Netherlands, Philippines, Turkey, Taiwan and Zambia. In addition to
organizing and conducting the School, OCC offe@lso met individually, both in the U.S. and
overseas, with representatives from foreign law enforcement authorities, financial intelligence
units and AML/CFT supervisory agencies to dis
risk i based approach toML/CFT supervision, examination techniques and procedures, and
enforcement actions.

The OCC continued its industry outreach efforts to the international banking community during

2011 by participating with other federal banking agencies in regulatetspainthe 16 Annual

International AntiMoney Laundering Conference (ACAMS) which was attended by more than

1,000 AML professionals from 50 countries and the Institute of International Bankers Annual
Anti-Money Laundering Seminar which hosted attendessa B0 countries. The agency also
participated in a similar panel at the Florid
AML Compliance Conference. FIBA draws its membership from 18 countries worldwide.

The OCC also participatedin Treastiry 2011 Private Sector Dialog
American and U.S. bankers to discuss issues related to AML compliance and an AML/CFT
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conference organized by the Asociacion de Bancos de México (ABM). This discussion focused
on the U.S AML regimeand approach to conducting supervisory examinations.

Office of Technical Assistance (OTA)

OTA is part of the Treasury Department and is comprised of five subgter teams focused

on technical assistance to governments to promote financial sectongefdéhe mission of the
Economic Crimes Team (ECT) is to provide technical assistance in support of the development
of antrmoney laundering/counteerrorist financing (AML/CFT) regimes. In that context, the

ECT also addresses other financial and pegdicrimes, including corruption and organized

crime. The ECT mission entails a comprehensive approach to technical assistance, and its
engagements are predicated on express requests by foreign government counterparts. ECT
management conducts an-siteassessment of the jurisdiction, to consider not only non
compliance with international standards and the corresponding need for technical assistance, but
also willingness by the counterpart to engage in a partnership with the ECT to address those
deficienges.

An engagement by the ECT is tailored to the specific conditions of the jurisdiction in which it is
engaged. An ECT engagement may involve placement of a Resident Advisor or utilize
Intermittent Advisors, under the coordination of a Team Leadee n&ture of ECT technical
assistance is broad and can include efforts to improve (i) the legal framework; (ii) technical
competence of stakeholders; and (iii) awarematssng aimed at the full range of AML/CFT
stakeholders to include the public, legisia bodies and implementers. The range of training
provided by the ECT is equally broad and includes financial investigative techniques; forensic
accounting; financial analytic techniques; crbssder currency movement and treokesed

money launderingsupervisory techniques; electronic evidence collection; the use of interagency
task forces; and measures to address corruption as well as organized crime.

The ECT is divided along three regiongurope and Asia, Africa and the Middle East, and

Latin America and the Caribbeaneach managed by a Regional Advisor. In 2011, the ECT
delivered technical assistance programs in 25 jurisdictions. In the Western Hemisphere, the ECT
operated Resident Advisor programs in Costa Rica, Guatemala, Haiti, Homdexas) and

Paraguay; an Intermittent Advisor program in Uruguay; and initiated programs in Guyana as

well as Trinidad and Tobago. Highlights for 2011 include a successful, ongoing regional

initiative in Central America aimed at international cooperagpamticularly pertaining to asset
forfeiture.

In Africa and the Middle East in 2011, the ECT operated Resident Advisor Programs in
Botswana, Ghana, Iraq, Morocco and the Palestinian Authority; Intermittent Advisor programs in
Saudi Arabia as well as Saorme and Principe; and conducted an assessment in Djibouti.
Program highlights include support for the development of financial intelligence units (FIUs),
particularly in Botswana, Ghana, Morocco and the Palestinian Authority. In Iraq, the ECT
program focsed its partnership on the Iragi Commission on Integrity and the interplay among
corruption, money laundering and asset recovery.

Likewise, in Europe and Asia in 2011, the ECT operated Resident Advisor programs in

Afghanistan, Kosovo and the Mekong Ragi{Cambodia, Lao, Viet Nam); initiated an
Intermittent Advisor program in Turkmenistan; and continued other Intermittent Advisor
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programs in Armenia, Azerbaijan and Georgia. Particular attention was focused on FIU and
financial investigative skills devepment.

OTA receives direct appropriations funding from the U.S. Congress. Additional funding sources
include the U.S. State Department, Bureau of International Narcotics and Law Enforcement
Affairs; the U.S. Agency for International Development; U.Bbassies; and the Millennium
Challenge Corporation, among others.

Federal Deposit Insurance Corporation
(FDIC)

In 2011, the Federal Deposit Insurance Corporation (FDIC) continued to work in partnership
with several Federal agencies and international grémpgombat money laundering and inhibit
the flow of terrorist funding. These efforts were focused primarily on training and outreach
initiatives. In partnership with the U.S. Department of State, the FDIC hosted -amosaty
laundering and counteerrorist financing (AML/CFT) training session for 27 representatives
from Ethiopia, Ghana, Kenya, Nigeria, and Tanzania. The training session addressed current
trends and methodologies, the AML examination process, suspicious activity monitoring,
customer da diligence, and foreign correspondent banking risks and controls.

During the year, the FDIC met with 20 supervisory and law enforcement representatives from
Pakistan and the United Arab Emirates to discuss AML issues. Topics included examination
policies and procedures, the USA PATRIOT Act, suspicious activity reporting requirements, and
government information sharing mechanisms.
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Treaties and Agreements

Treaties

Mutual Legal Assistance Treaties (MLATS) allow generally for the exchange of evidedce
information in criminal and related matters. In money laundering cases, they can be extremely
useful as a means of obtaining banking and other financial records from our treaty partners.
MLATSs, which are negotiated by the Department of State in gatipa with the Department of
Justice to facilitate cooperation in criminal matters, are in force with the following countries:
Antigua & Barbuda, Argentina, Australia, Austria, the Bahamas, Barbados, Belgium, Belize,
Brazil, Canada, Cyprus, Czech Repapbominica, Egypt, Estonia, France, Germany, Greece,
Grenada, Hong Kong, Hungary, India, Ireland, Israel, Italy, Jamaica, Japan, Latvia,
Liechtenstein, Lithuania, Luxembourg, Malaysia, Mexico, Morocco, the Kingdom of the
Netherlands (including Aruba, Boin@, Curacao, Saba, St. Eustatius and St. Maarten), Nigeria,
Panama, Philippines, Poland, Romania, Russia, St. Lucia, St. Kitts & Nevis, St. Vincent & the
Grenadines, South Africa, South Korea, Spain, Sweden, Switzerland, Thailand, Trinidad &
Tobago, Turkg, Ukraine, United Kingdom (including the Isle of Man, Cayman Islands,
Anguilla, British Virgin Islands, Montserrat and Turks and Caicos), Uruguay, and Venezuela. In
addition, on February 1, 2010, 27 UEBJ Instruments/Agreements/Protocols entered iotoef

that either supplement existing MLATSs or create new mutual legal assistance relationships
between the United States and every member of the EU. Mutual legal assistance agreements
have been signed by the United States but not yet brought into fahcthevifollowing

countries: Algeria, Bermuda, and Colombia. The United States is engaged in negotiating
additional MLATSs with countries around the world. The United States also has signed and
ratified the InterAmerican Convention on Mutual Legal Assiste of the Organization of
American States, the United Nations Convention against Corruption, the United Nations
Convention against Transnational Organized Crime, the International Convention for the
Suppression of the Financing of Terrorism, and the 198®rug Convention.

Agreements

In addition to MLATS, the United States has a Mutual Legal Assistance Agreement (MLAA)

with China, as well as a MLAAetweerthe American Institute in Taiwan and the Taipei

Economic and Cultural Repmstative Office in the United States. The United States also has
entered into a few executive agreements on forfeiture cooperation, including: an agreement with
the United Kingdom providing for forfeiture assistance and asset sharing in narcotica.cases;
forfeiture cooperation and asset sharing agreement with the Kingdom of the Netherlands; and a
drug forfeiture agreement with Singapore. The United States has asset sharing agreements with
Canada, the Cayman Islands (which was extended to AnguillasiByiirgin Islands,

Montserrat, and the Turks and Caicos Islands), Colombia, Ecuador, Jamaica, Mexico, and
Monaco.

Treasuryb6s Financi al Crimes Enforcement Netwo
Understanding (MOU) or an exchange of letters in platle thie financial intelligence units

(FIUs) of many countries to facilitate the exchange of information between FInCEN and the
respecti ve HKn€ENhasray MGU oFah é&kchange of letters with the FIUs in

Albania, Argentina, Aruba, Australia, Baélgn, Bermuda, Brazil, Bulgaria, Canada, Cayman

Islands, Chile, Croatia, Cyprus, Egypt, France, Fiji, Guatemala, Indonesia, Israel, Italy, Japan,
Macedonia, Malaysia, Malawi, Mauritius, Mexico, Montenegro, Moldova, the Netherlands,

Nigeria, Panama, Paragy@hilippines, Poland, Romania, Russia, San Marino, Saudi Arabia,
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Senegal, Serbia, Singapore, Slovenia, South Africa, South Korea, Spain, the Money Laundering
Prevention Commission of Taiwan and the United Kingdom.

Asset Sharing

Pursiant to the provisions of U.S. law, including 18 U.S.C. § 981(i), 21 U.S.C. § 881(e)(1)(E),
and 31 U.S.C. § 9703(h)(2), the Departments of Justice, State, and Treasury have aggressively
sought to encourage foreign governments to cooperate in joint iratestig of narcotics

trafficking and money laundering, offering the possibility of sharing in forfeited assets. A
parallel goal has been to encourage spending of these assets to improve natatatsaw
enforcement. The long term goal has been to@age governments to improve asset forfeiture
laws and procedures so they will be able to conduct investigations and prosecutions of narcotics
trafficking and money laundering that includes asset forfeiture. To date, Antigua, the Bahamas,
Canada, Caymalslands, Hong Kong, Jersey, Liechtenstein, Luxembourg, Singapore,
Switzerland, and the United Kingdom have shared forfeited assets with the United States.

From 1989 through 2011, the international asset sharing program, administered by the
Department of ustice, shared $235,925,145 with 38 foreign governments that cooperated and
assisted in investigations. In 2011, the Department of Justice agreed to transfer $2,602,211 in
forfeited proceeds to the Government of the Swiss Confederation, and $276,9%€itedfo

proceeds to the Government of the Bahamas. Prior recipients of shared assets include: Anguilla,
Antigua and Barbuda, Argentina, the Bahamas, Barbados, British Virgin Islands, Canada,
Cayman Islands, Colombia, Costa Rica, Dominican Republic, Ecuagypt, Germany,

Greece, Guatemala, Guernsey, Honduras, Hong Kong, Hungary, Indonesia, Isle of Man, Israel,
Jordan, Liechtenstein, Luxembourg, Mexico, Netherlands Antilles, Panama, Paraguay, Peru,
Romania, South Africa, Switzerland, Thailand, Turkey,Uinéed Kingdom, and Venezuela.

From Fiscal Year (FY) 1994 through FY 2011, the international -@ésging program

administered by the Department of Treasury shared $30,478,024 with foreign governments that
cooperated and assisted in successful foreeurestigations. In FY 2011, the Department of
Treasury transferred $54,561 in forfeited proceeds to Canada, and $132,000 to the Philippines.
Prior recipients of shared assets include: Aruba, Australia, the Bahamas, Brazil, Cayman Islands,
China, Domincan Republic, Egypt, Guernsey, Honduras, Isle of Man, Japan, Jersey, Mexico,
Netherlands, Nicaragua, Palau, Panama, Portugal, Qatar, St. Vincent & the Grenadines,
Switzerland, the United Kingdom and Vietnam.
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Multi -Lateral Organizations & Programs

The Financial Action Task Force (FATF) and FATFStyle
Regional Bodies (FSRBSs)

The Financial Action Task Force (FATF)

The Financial Action Task Force (FATF), created in 1989, is angaeernmental body whose
purpose is the development and promotion of natiandlinternational policies to combat

money laundering and terrorist financing. The FATF currently has 36 members, comprising 34
member countries and territories and two regional organizations, as follows: Argentina,
Australia, Austria, Belgium, Brazil, &ada, China, Denmark, Finland, France, Germany,
Greece, Hong Kong, Iceland, India, Ireland, Italy, Japan, Luxembourg, Mexico, The Kingdom of
the Netherlands (includes the Netherlands, Aruba, Curacao and Saint Maarten), New Zealand,
Norway, Portugal, Replib of Korea, Russian Federation, Singapore, South Africa, Spain,
Sweden, Switzerland, Turkey, United Kingdom, the United States, the European Commission
and the Gulf Cooperation Council.

There are also a number of FAEEyle regional bodies that, @onjunction with the FATF,
constitute an affiliated global network to combat money laundering and the financing of
terrorism.

The Asia/Pacific Group on Money Laundering (APG)

The Asia/Pacific Group on Money Laundering (APG) was officially establishedbrugry

1997. The 41 APG members are as follows: Afghanistan, Australia, Bangladesh, Bhutan, Brunei
Darussalam, Burma, Cambodia, Canada, China, Cook Islands, Fiji, Hong Kong, India, Indonesia,
Japan, Laos, Macau, Malaysia, Maldives, Marshall Islands, M@adNauru, Nepal, New

Zealand, Niue, Pakistan, Palau, Papua New Guinea, Philippines, Samoa, Singapore, Solomon
Islands, South Korea, Sri Lanka, Taiwan, Thailand, Timor Leste, Tonga, United States, Vanuatu,
and Vietnam. Bhutan joined the APG in July 2011

The Caribbean Financial Action Task Force (CFATF)

The Caribbean Financial Action Task Force (CFATF) was established in 1992. CFATF has 29
members: Anguilla, Antigua &arbuda, Aruba, The Bahamas, Barbados, Belize, Bermuda,
British Virgin Islands, Cayman Islands, Curacao, Dominica, Dominican Republic, El Salvador,
Grenada, Guatemala, Guyana, Haiti, Honduras, Jamaica, Montserrat, Nicaragua, St. Kitts &
Nevis, St. LuciaSt. Maarten, St. Vincent & the Grenadines, Suriname, Trinidad & Tobago,
Turks & Caicos Islands, and Venezuela.

The Committee of Experts on the Evaluation of AsiMloney Laundering Measures and the
Financing of Terrorism (MONEYVAL)

The Committee of Expeston the Evaluation of Artloney Laundering Measures and the
Financing of Terrorism (MONEYVAL) was established in 1997 under the acronyR-P.
MONEYVAL is comprised of 28 permanent members; two temporary, rotating FATF members;
and two active observer The permanent members are Albania, Andorra, Armenia, Azerbaijan,
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Bosnia and Herzegovina, Bulgaria, Croatia, Cyprus, Czech Republic, Estonia, Georgia, Hungary,
Latvia, Liechtenstein, Lithuania, Macedonia, Malta, Moldova, Monaco, Montenegro, Poland,
Romania, Russian Federation, San Marino, Serbia, Slovak Republic, Slovenia, and Ukraine. The
active observers are the Holy See and Israel. Temporary members, designated by the FATF for a
two-year membership, are currently Austria and France. The Holy $ambean active

observer to MONEYVAL in April 2011.

The Eastern and Southern Africa AmiMoney Laundering Group (ESAAMLG)

The Eastern and Southern Africa AMbney Laundering Group (ESAAMLG) was established
in 1999. Fifteen countries comprise its membiggrsBotswana, Comoros, Kenya, Lesotho,
Malawi, Mauritius, Mozambique, Namibia, Seychelles, South Africa, Swaziland, Tanzania,
Uganda, Zambia, and Zimbabwe. Comoros joined ESAAMLG in 2011.

The Eurasian Group on Combating Money Laundering and Financing ©érrorism (EAG)

The Eurasian Group on Combating Money Laundering and Financing of Terrorism (EAG) was
established in 2004, and has nine members: Belarus, China, India, Kazakhstan, Kyrgyzstan,
Russia, Tajikistan, Turkmenistan and Uzbekistan.

The Financial Action Task Force on Money Laundering in South America (GAFISUD)

The Financial Action Task Force on Money Laundering in South America (GAFISUD) was
formally established in 2000. The 12 GAFISUD members are: Argentina, Bolivia, Brazil, Chile,
Colombia, @sta Rica, Ecuador, Mexico, Panama, Paraguay, Peru and Uruguay.

Inter-Governmental Action Group against Money Laundering in West Africa (GIABA)

The InterGovernmental Action Group against Money Laundering in West Africa (GIABA) was
formally establisheth 1999. GIABA consists of 15 countries: Benin, Burkina Faso, Cape

Verde, Clte dolvoire, Th-Bissaalbéria, Mali, NgbraNigaria, Gui n
Senegal, Sierra Leone, and Togo.

The Middle East and North Africa Financial Action Task Foec(MENAFATF)

The Middle East and North Africa Financial Action Task Force (MENAFATF) was formally
established in 2004. MENAFATF has 18 members: Algeria, Bahrain, Egypt, Iraq, Jordan,
Kuwait, Lebanon, Libya, Mauritania, Morocco, Oman, Qatar, Saudi Ar8bidan, Syria,
Tunisia, United Arab Emirates, and Yemen.

The Organization of American States Inteékmerican Drug
Abuse Control Commission (OAS/CICAD) Group of Experts
to Control Money Laundering

The Organization of American States, through the {Ateerican Drug Abuse Control

Commission (CICAD/OAS) under the Secretariat for Multidimensional Security, is responsible

for addressing illicit drug trafficking and related crimes, including money lauinda g . Cl CADO
training programs seek to improve and enhance the knowledge and capabilities of judges,
prosecutors, public defenders, law enforcement agents, and financial intelligence unit (FIU)

analysts to detect, investigate and prosecute these crim2611, CICAD continued its

activities throughout Latin America and the Caribbean. The U.S. Department of State, through
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its Bureau of International Narcotics and Law Enforcement Affairs (INL), provided full or partial
funding for many CICAD training divities.

Expert Group

The Expert Group on the Control of Money Laundering (the Expert Group), comprised of legal
and law enforcememspecialists appointed by member states, met twice in 2011. It has two
working groups; the first, coordinated by CostazRdeals with the seizure, forfeiture, and
management of assets. The second, coordinated by Chile, deals with the coordination and
integration of law enforcement agencies and FIUs. In accordance with tHe&22010vork

plan, the first working group séto priority topics: developing internal guidelines for

requesting mutual legal assistance, and asset location, identification and recovery; and preparing
a study on the latest legislative and administrative developments on seizure and forfeiture
systemsn the Americas. The second working group focused on: compilingaEss
information sources for preliminary financial identification of suspected money launderers; and
developing a strategic planning process for the Expert Group.

Seized and Forfeed Assets

Buildingonatwey ear pi |l ot phase in Argentina, Chil e
Forfeited Assets Management Program of Latin America (BIDAL, from the Spanish acronym)
project shifted to a different regional focus, working with the govemimof the Dominican

Republic and El Salvador to implement asset recovery management programs by harmonizing
and strengthening procedures for the administration of seized and forfeited assets. In August, the
first national workshop took place in El Sadat.

The BI DAL project also developed reference do
t he Management of Seized and Forfeited Assets
America, 0 addressing the evol wndassetmecovdry t he | eg
agencies in Europe, and the study of comparativeofgwoperty management systems in

America. Additionally, working with the Expert Group, the BIDAL project team sponsored an
amendment to Article 9 of the CICAD/OAS Model Regulations€&oning Laundering

Offenses Connected to Drug Trafficking and Other Serious Offenses, with regard to the

confiscation of abandoned or unclaimed property. These documents were collected in a

publication that was distributed to member states.

C1 C A D 6 svlonaynLaundering Section developed and implemented coursework on the
maintenance, protection and disposition of seized and forfeited assets, which aims to improve the
knowledge and technical capabilities of officials who conduct financial and capitatigatens

and take part in forfeiture proceedings, and management and allocation of assets of illicit origin.
In the second half of 2011, CICAD held the first workshops in Argentina and Panama.

Capacity Building

The AntiMoney Laundering Section orgaeiz 13 seminars and workshops in 12 countries in

2011, training 456 judges, prosecutors, public solicitors, law enforcement officers, FIU analysts

and forfeited asset administration officers, among other participants. It collaborated with the

United Natiors Office on Drugs and Crime (UNODC), the Financial Action Task Force on

Money Laundering in South America (GAFISUD), the Ministry of Interior of the Government of
Spain and the U.S. De par t meAntericanfCon8nittaetAgajnstas we
Terrorism (CICTE) and the governments of CICAD member states.
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CICAD also coordinated with the UNODC Legal Assistance Program for Latin America and the
Cari bbean, | NTERPOL, and GAFI SUD in setting u
an instrument for ehanging information about the identification and recovery of assets or

products of transnational illicit activities.

Backed by UNODC, the Government of Spain, the tAtererican Development Bank and INL,
the AnttMoney Laundering Section continued usitsgmethodology of mock investigations and
trials to prepare judges, prosecutors, public solicimobce investigators and financial analysts
to handle complicated money laundering cases. It organized events in Colombia, Dominican
Republic, El Salvadgp Panama, Paraguay, and Peru in 2011.

Funded by INL, among others, CICAD, CICTE and UNODC organized three regional eounter
terrorism financing workshops for legislators, prosecutors, police and financial analysts in Costa
Rica (participants from six caotries), Colombia (five countries) and Uruguay (nine countries).
CICAD, CICTE and the United Nations conducted a legislative assistance mission to the
Commonwealth of Dominica, which organized a-oiag training workshop on combating the
financing of terorism and technical assistance to the Government of Dominica.

Throughout 2011, CICAD and the INL Narcotics Affairs Section in Lima continued a program

to strengthen the main law enforcement agencies and courts that deal with money laundering in
Peru (judegs, prosecutors, public solicitotayw enforcement officers, banking regulators and

FIU analysts, among others). The program concentrated on developing an integrated curriculum
for multiple agencies and reaching personnel posted outside the capitalaof The training

focused on mastering the latest techniques and tools for investigating and prosecuting cases (in
particular, special investigative techniques, incriminating evidence, and financial links and
relationships analysis).

United Nations GlobaProgramme against Money
Laundering, Proceeds of Crime, and the Financing of
Terrorism (GPML)

The United Nations Global Programme against Money Laundering, Proceeds of Crime and the
Financing of Terrorism (GPML), part of the United Nations Office on DaungkCrime

(UNODC), was established to assist member states to comply with the UN Conventions and
other instruments that deal with money | aunde
technical assistance work on courttrorist financing (CFT) &s also been a priority. GPML

now incorporates a focus on CFT in all its technical assistance work. In 2011, GPML provided
long-term assistance in the development of viable-@ainey laundering/countgerrorist

financing (AML/CFT) programs to 30 courds. GPML also delivered 39 training events

worldwide and two international conferences, in partnership with other agencies and
organizations where possible. GPML trained 1,362 representatives of law enforcement agencies,
financial intelligence units (EIs), judicial authorities and reporting entities.

The Mentoring Program

GPMLO6s mentoring program i s-kmowneactivittsof he most s
international AML/CFT technical assistance and training. By givirggipth support upon

request, the mentors have gained the confidence of the recipient institutionanylicountries,

GPML mentors are the only locally placed AML/CFT experts, hence they are heavily relied
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upon by local offices of donor countries and organizations for advice in the creation and delivery
of other donor AML/CFT projects. During 2011, GPMinployed four mentors, two of which

are shared with the World Bank. GPML mentors stationed in Central Asia, Hanoi, Namibia, and
West Africa worked extensively on the development and implementation of a wide variety of
AML/CFT programs and procedures irdimidual countries and surrounding regions.

GPML Initiatives

lllicit Financial Flows: The tracking of illicit financial flows linked to piracy was a high

priority for 2011, with the focus on Somalia and the Horn of Africa. GPML organized an
international conference in Nairobi, Kenya to increase regional and international cooperation on
combating financial flows from piracy. A second conference in Djibouti focused on improving
cooperation between law enforcement agencies and alternative money rengttdrawala and
mobile financial services providers.

Asset Recovery: UNODC and the World Bank lead the Stolen Asset Recovery (StAR) Initiative

aimed at assisting developing countries to recover stolen assets that have been sent abroad by
corrupt leade s . GPML al so continued its partnership
Camden Asset Recovery Intagency Network (CARIN), and furthered its assistance to the

operational development of other professional asset forfeiture networks, namely th&AARIN

Southern Africa and the Red de la Recuperation de Activos de GAFISUD (RRAG) in South

America.

Other GPML Tools and Services

Financial Intelligence Unit Analyst Course The course focuses on analysis of suspicious
transactions related to possib®ney laundering and terrorist financing; and addresses
relationships between the FIU and agencies responsible for investigation of money laundering
and terrorist financing. In 2011, the training was delivered in Rwanda, Ethiopia, and the
Maghreb regiondr Mauritania, Morocco, Tunisia and Algeria.

Financial Investigation Course:This course has a practical focus and is designed upon legal
and procedural processes in the country of training. It gives participants the opportunity to learn
the legislativeaspects of financial crime, understand their powers, conduct searches and
undertake interviews. The training was delivered in Vietham, Cambodia, Laos, and Rwanda in
2011.

Countering Cash CourierssGPML 6s cash courier traibordeng pr ov
control, police and FIU staff to develop their knowledge and skills in the mechanisms for

monitoring crossborder transportation of cash and bearer negotiable instruments as well as the
identification and interdiction of cash couriers. The cowas developed and piloted in 2011,

jointly by GPML and the World Customs Organization, in Indonesia and the Philippines. In

addition, GPML assists national border control agencies in the development of an operations

manual to serve as a resource guiddotwder control officers.

Development of AML/CFT Experts/Trainers: This program, which can be customized for
national law enforcement training institutions, involves the design and development of
AML/CFT training modules and the development of nationdILACFT subject matter experts
through a series of trdithe-trainer and technical workshops. In 2011 GPML conducted
workshops in Bangladesh and Morocco.
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Prosecutor Placement Program:This is a sustainable capacity building program designed to

give newlyappointed confiscation prosecutors a practical understanding of asset seizure and
forfeiture practices by placing them in the office of an experienced and capable confiscation

legal team. The Program operates in Southern Africa in conjunction with titte Afoican

Nati onal Prosecution Authorityds Asset Forf ei

AML/CFT Advisory Services and Model Legislation: GPML has developed a model law for
civil law legal systems in collaboration with UNODC's Legal Advisory Program and the
International Mmetary Fund (IMF), and for common law legal systems, jointly with the
Commonwealth Secretariat and the IMF, to assist countries in setting up their AML/CFT
legislation. GPML provides legal advisory services to member states requesting assistance in
modifying their domestic legislation.

Training Leveraging AML systems to Combat Trafficking in Persons and Smuggling of
Migrants: The training for police, FIU staff, prosecutors, and specialists in investigation and
victim counseling covers various aspects of financial investigation which can be used to identify
and investigate organized crime groups involved in human traffickingnggrdnt smuggling.

This training was piloted in Yemen.

Computer Based Training: GPML has produced and disseminated 13 comihdsed

training modules on AMirelated topics aimed at law enforcement personnel and other key
officials involved in combatig money laundering. These particular modules provide an
overview of AML issues and a basic understanding of the methods and practical measures
required to address them. Since 2003 over 50,000 people have been trained in 20 countries.

Information Technology Solutions for AML/CFT

goAML: The program is an analytical and integrated database and intelligence analysis system
for operational deployment in FIUs to assist them in managing their activities, particularly data
collection, analysis, and dissemiio&. Version one of goAML has been installed in a range of
countries, to include Namibia, Kosovo, Palestine, Nigeria, Tanzania, Bermuda, Denmark,
Netherlands, Morocco and South Africa.

IMOLIN/AMLID: GPML has developed and continues to maintain thenatienal Money
laundering Information Network{tp://www.imolin.org on behalf of a partnership of eleven
international organizations. IMoLIN provides a wide range of tools and key AML-t€Fied
information for proéssionals, including the Arioney laundering International Database
(AMLID), a compendium and analysis of AML/CFT legislation and regulations.

The Egmont Group of Financial Intelligence Units

The Egmont Group began in 1995 as a small group of national eéntitiday referred to as

financial intelligence units (FIU8) seeking to explore ways to cooperate internationally among
themselves. The goal of the Egmont Group is to provide a forum far&ftlind the world to

improve support to their respective governments in the fight against money laundering, terrorist
financing, and other financial crimes. This support includes expanding and systematizing the
exchange of financial intelligence, impragi expertise and capabilities of personnel employed

by such organizations, and fostering better and more secure communication among FIUs through
the application of technology.
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To meet the standards of Egmont membership, an FIU must be a centralizeidhimia nation

or jurisdiction established to detect criminal financial activity and ensure adherence to laws

against financial crimes, including terrorist financing and money laundering. Today the FIU

concept is an important component of the intermagtol c ommuni t yds approach
money laundering and terrorist financing. The Egmont Group has grown dramatically from 14

units in 1995 to a recognized membership of 127 FIUs in 2011. The FIUs of Azerbaijan,
Kazakhstan, Mali, Morocco, Samoa, Solamnislands, and Uzbekistan joined the Egmont Group

during the most recent annual plenary, held in July 2011.

The Egmont Group is organizationally structured to meet the challenges of the large membership
and its workload. The Egmont Committee is an mestiary group between the 127 heads of

member FIUs and the Egmont working groups. This Committee addresses the administrative

and operational issues facing the Egmont Group. In addition to the Committee, there are five
working groups: legal, operation&iaining, information technology, and outreach. The Egmont
Groupbs secure Internet system permits-member
mail, requesting and sharing case information as well as posting and assessing information on
typologies, analytical tools and technological developments.

As of 2011, the 127 members of the Egmont Group are the FIUs of Afghanistan, Albania,
Andorra, Anguilla, Antigua and Barbuda, Argentina, Armenia, Aruba, Australia, Austria,
Azerbaijan, Bahamas, BahmaiBarbados, Belarus, Belgium, Belize, Bermuda, Bosnia and
Herzegovina, Brazil, British Virgin Islands, Bulgaria, Cameroon, Canada, Cayman Islands,
Chile, Colombia, Cook Islands, Costa Rica, Co
Republic, Denmarkpominica, Egypt, El Salvador, Estonia, Fiji, Finland, France, Georgia,
Germany, Gibraltar, Greece, Grenada, Guatemala, Guernsey, Honduras, Hong Kong, Hungary,
Iceland, India, Indonesia, Ireland, Isle of Man, Israel, Italy, Japan, Jersey, Kazakhstam, Kyrgy
Republic, Latvia, Lebanon, Liechtenstein, Lithuania, Luxembourg, Macao, Macedonia, Malawi,
Malaysia, Mali, Malta, Marshall Islands, Mauritius, Mexico, Moldova, Monaco, Mongolia,
Montenegro, Morocco, Netherlands, New Zealand, Nigeria, Niue, Norway, PaRaraguay,

Peru, Philippines, Poland, Portugal, Qatar, Romania, Russia, Samoa, San Marino, Saudi Arabia,
Senegal, Serbia, Singapore, Slovakia, Slovenia, Solomon Islands, South Africa, South Korea,
Spain, Sri Lanka, St. Kitts and Nevis, St. Lucia, St. ¥mand the Grenadines, Sweden,
Switzerland, Syria, Taiwan, Thailand, Turkey, Turks and Caicos, Ukraine, United Arab

Emirates, United Kingdom, United States, Uruguay, Uzbekistan, Vanuatu, and Venezuela.
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Major Money Laundering Countries

Every year, U.S. dicials from agencies with anthoney laundering responsibilities meet to

assess the money laundering situations in 200 jurisdictions. The review includes an assessment

of the significance of financial involvamgpmsacti ons
proceeds of serious crime, steps taken or not taken to address financial crime and money

| aundering, each jurisdictionbs vulnerability
and policies to international standards, the effectivenesswiiich the government has acted,
and the governmentos political will to take n

The 2012 INCSR identifies money laundering priority jurisdictions and countries using a
classification system that consists of three different categories:idtiasd of Primary Concern,
Jurisdictions of Concern, and Other Jurisdictions Monitored.

AJurisdictions of Primary Concerno are those
requirements, as fAmajor money | aundering coun
defined by statute as one 0 whcyptsassactionsirevolving a | i n
significant amounts of proceeds from internat

nature of money laundering transactions today makes it difficult in many cases to distinguish the
proceeds of narcotics traffickingoin the proceeds of other serious crime. Moreover, financial
institutions engaged in transactions that involve significant amounts of proceeds from other

serious crimes are vulnerable to narcetice | at ed money | aundering. T
ofPr i mary Concernod recognizes this relationshig
jurisdictions whose financial institutions engage in transactions involving significant amounts of
proceeds from all serious crimes or are particularly vulnerable to sucitydotcause of weak

or nonexistent supervisory or enforcement regimes or weak political will. Thus, the focus in
considering whether a country or jurisdiction should be included in this category is on the

significance of the amount of proceeds laundenet of the antmoney laundering measures

taken. This is a different approach taken th
Il nternati onal Cooperation Review Group (I CRG)
compliance with stated criterragarding its legal and regulatory framework, international

cooperation, and resource allocations. A government (e.g., the United States or the United

Kingdom) can have comprehensive amtiney laundering laws on its books and conduct

aggressiveantnoney | aundering enforcement efforts but
jurisdiction. In some cases, this classification may simply or largely be a function of the size of
the jurisdictionds economy. | nctive antirhongyur i sdi c

laundering efforts by the government are critical.

All other countries and jurisdictions evaluated in the INCSR are separated into the two remaining
groups, AJurisdictions of Concerno oseveralil Ot her
factors that may include: (1) whether the cou
involving significant amounts of proceeds from serious crimes; (2) the extent to which the

jurisdiction is or remains vulnerable to money laundenregwithstanding its money laundering
countermeasures, if any (an illustrative list of factors that may indicate vulnerability is provided
below); (3) the nature and extent of the money laundering situation in each jurisdiction (e.g.,

whether it involves digs or other contraband); (4) the ways in which the U.S. Government

(USG) regards the situation as having interna
U.S. interests; (6) whether the jurisdiction has taken appropriate legislative actolusdss
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specific problems; (7) whether there is a lack of licensing and oversight of offshore financial
centers and businesses; (8) whether the juris
and (9) where U.S. interests are involved, the degreeageration between the foreign

government and the USG. Additionally, given concerns about the increasing interrelationship
between inadequate money laundering legislation and terrorist financing, terrorist financing is an
additional factor considered making a determination as to whether a country should be
considered a fAJurisdiction of Concerno or an

money | aundering problem in jurisdictions cl a
asint hose considered to be of APrimary Concern,
enhance theiranthoney | aundering regi mes. Finally, wh

Jurisdictions Monitoredo cat eg evestheldssimpodant po s e
to monitor their money laundering situations because, under certain circumstances, virtually any
jurisdiction of any size can develop into a significant money laundering center.

Vulnerability Factors

The current ability of money laderers to penetrate virtually any financial system makes every
jurisdiction a potential money laundering center. There is no precise measure of vulnerability for
any financial system, and not every vulnerable financial system will, in fact, be hogfeto lar
volumes of laundered proceeds. A checklist of factors that contribute to making a country or
jurisdiction particularly vulnerable to money laundering or other illicit financial activity,

however, provides a basic guide. The checklist includes:

1 Failure to criminalize money laundering for all serious crimes or limiting the offense to
narrow predicates.

1 Rigid bank secrecy rules that obstruct law enforcement investigations or that prohibit or
inhibit large value and/or suspicious or unusual transactrtieg by both banks and
nonbank financial institutions.

T Lack of or inadequate Aknow your customero r
financial transactions, including the permitted use of anonymous, nominee, numbered or
trustee accounts.

1 No requiement to disclose the beneficial owner of an account or the true beneficiary of a

transaction.

Lack of effective monitoring of crodsorder currency movements.

No reporting requirements for large cash transactions.

No requirement to maintain financial rede over a specific period of time.

No mandatory requirement to report suspicious transactions or a pattern of inconsistent

reporting under a voluntary system and a lack of uniform guidelines for identifying

suspicious transactions.

Use of bearer monetamystruments.

Well-established nobank financial systems, especially where regulation, supervision, and

monitoring are absent or lax.

Patterns of evasion of exchange controls by legitimate businesses.

Ease of incorporation, in particular where ownershiplmaheld through nominees or bearer

shares, or where othe-shelf corporations can be acquired.

1 No central reporting unit for receiving, analyzing, and disseminating to the competent
authorities information on large value, suspicious or unusual finaransactions that might
identify possible money laundering activity.

= =4 -8 -9

= =4

= =
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T Lack of or weak bank regulatory controls, or
AfCore Principles for Effective Banking Super
monetary or bank supervisory authority is understaffed, uskiled or uncommitted.

1 Well-established offshore financial centers ortaxen banking systems, especially
jurisdictions where such banks and accounts can be readily established with minimal
badground investigations.

1 Extensive foreign banking operations, especially where there is significant wire transfer
activity or multiple branches of foreign banks, or limited audit authority over foigred
banks or institutions.

1 Jurisdictions where chaable organizations or alternative remittance systems, because of

their unregulated and unsupervised nature, are used as avenues for money laundering or

terrorist financing.

Limited asset seizure or confiscation authority.

Limited narcotics, monelaundering, and financial crime enforcement, and lack of trained

investigators or regulators.

1 Jurisdictions with free trade zones where there is little government presence or other
supervisory authority.

1 Patterns of official corruption or a laisskre atitude toward business and banking
communities.

1 Jurisdictions where the U.S. dollar is readily accepted, especially jurisdictions where banks
and other financial institutions allow dollar deposits.

1 Well-established access to international bullion tradergters in New York, Istanbul,

Zurich, Dubai, and Mumbai.

9 Jurisdictions where there is significant trade in or export of gold, diamonds, and other gems.

9 Jurisdictions with large parallel or black market economies.

1 Limited or no ability to share financiatformation with foreign law enforcement authorities.

= =

Changes in INCSR Priorities for 2012

Jurisdictions moving from the AJurisdiction o
column: Argentina, Curacao and St. Maarten

JurisdictionsOtmbe/ri nu if irodn d thieomis Moni toredod c
Con c er n oDjiboutl, Mamshall Islands and Mongolia

New jurisdiction in AJurisdiction of Concerno

Jurisdictions movin@ornaocemnd heoliwmm itsalitche omOtol

Moni toredo col umn: Pal au and Samoa

New jurisdiction in AOther Jurisdictions Moni
I n the Country/ Jurisdiction Tablieng@ncahmrt fiod 3
that are in the AJurisdictions of Primary Con

statutory reporting requirements. |l denti fi ca
on whet her 't he c¢ ounialinsgtutions enpage in tardactonsiingoivibgs f i n a
significant amounts of proceeds from serious crime. It is not based on an assessment of the

country or jurisdictionds | egal framework to
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financing problemor the degree of its cooperation in the international fight against money

laundering, including terrorist financing. These factors, however, are included among the
vulnerability factors when deciding whether to place a country or jurisdiction in the
AXusdictions of Concerno or fAOther Jurisdicti

Note: Country reports are provided for only those countries and jurisdictions listed in the
APrimary Jurisdictions of Concerno category.
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Countries and Jurisdictions Table

Countries/Jurisdictions of Primary

Concern

Afghanistan
Antigua and Barbuda
Argentina
Australia

Austria

Bahamas

Belize

Bolivia

Brazil

British Virgin Islands
Burma

Cambodia
Canada

Cayman Islands
China, People Rep
Colombia

Costa Rica
Curacao

Cyprus

Dominican Republic
France

Germany

Greece
Guatemala
Guernsey

Guinea Bissau
Haiti

Hong Kong

India

Indonesia

Iran

Iraq

Isle of Man

Israel

Italy

Japan

Jersey

Kenya

Latvia
Lebanon
Liechtenstein
Luxembourg
Macau
Mexico
Netherlands
Nigeria
Pakistan
Panama
Paraguay
Philippines
Russia
Singapore
Somalia
Spain

St. Maarten
Switzerland
Taiwan
Thailand
Turkey
Ukraine
United Arab Emirates
UnitedKingdom
United States
Uruguay
Venezuela

Zimbabwe

Countries/Jurisdictions of

Concern
Albania
Algeria
Angola
Aruba
Azerbaijan
Bahrain
Bangladesh
Barbados
Belarus

Belgium

Marshall Islands
Moldova
Monaco
Mongolia
Montenegro
Morocco
Nicaragua

Peru

Poland

Portugal

Bosnia and HerzegovinaQatar

Bulgaria
Chile
Comoros
Cook Islands
Cote dolvoi
Czech Republic
Djibouti

Ecuador

Egypt

El Salvador
Ghana

Gibraltar

Grenada

Guyana

Holy See
Honduras
Hungary

Ireland

Jamaica

Jordan
Kazakhstan
Korea, North
Korea, South
Kosovo

Kuwait

Laos

Malaysia

Romania

Saudi Arabia
Senegal

Serbia

Seychelles

Sierra Leone
Slovakia

South Africa

St. Kitts and Nevis
St. Lucia

St. Vincent
Suriname

Syria

Tanzania

Trinidad and Tobago
Turks and Caicos
Vanuatu

Vietnam

Yemen
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Other Countries/Jurisdictions

Monitored
Andorra
Anguilla
Armenia
Benin
Bermuda
Botswana
Brunei
Burkina Faso
Burundi
Cameroon

Cape Verde

Central African Republic

Chad

Congo, Dem Rep of
Congo, Rep of
Croatia

Cuba

Denmark
Dominica
Equatorial Guinea
Eritrea

Estonia
Ethiopia

Fiji

Finland

Gabon

Gambia
Georgia

Guinea

Iceland

Kyrgyz Republic
Lesotho

Liberia

Libya

Lithuania
Macedonia
Madagascar

Malawi

Maldives

Mali

Malta
Mauritania
Mauritius
Micronesia FS
Montserrat
Mozambique
Namibia
Nauru

Nepal

New Zealand
Niger

Niue

Norway
Oman

Palau

Papua New Guinea
Rwanda
Samoa

San Marino
Sao Tome & Principe
Slovenia
Solomon Islands
South Sudan
Sri Lanka
Sudan
Swaziland
Sweden
Tajikistan
Timor-Leste
Togo

Tonga
Tunisia
Turkmenistan
Uganda
Uzbekistan

Zambia
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Comparative Table Key

The comparative table that follows the Glossary of Terms below identifiésdhd range of

actions, effective as of December 31, 2011, that jurisdictions have, or have not, taken to combat
money laundering. This reference table provides a comparison of elements that include
legislative activity and other identifying characteastthat can have a relationship to a

jurisdictionds money | aundering vulnerability
be answered AYO0 (yes) or ANO (no). Al answe
countryo6s/ juri sdi chouldba épglainéd\rLitenC3roflitherteengldatem e

(AEnf orcement and | mpl ementation |Issues and C

Glossary of Terms

T ACriminalized Drug Money Launderingo: The
the offense of money laundering related todhey trade.

T ACriminali zed Beyond Drugso: The jurisdict
offense of money laundering related to crimes other than the drug trade.

T AKnow Your Customer Provisionso: By |l aw or

andor other covered entities to adopt and implement Know Your Customer/Customer
Due Diligence programs for their customers or clientele.
1T "Report Large Transactionso: By |l aw or reg
are required to report large traicsions in currency or other monetary instruments to
designated authorities.

T AReport Suspicious Transactionso: By |l aw o
entities are required to report suspicious or unusual transactions to designated authorities.
On the Comparative Table the |l etter AYO0 si
reporting is not required but rather i s pe
regime.

M AiMaintain Records over Ti mebo: By |l aw or re

are required to keep records, especially of large or unusual transactions, for a specified
period of time, e.g., five years.

T ADisclosurésSs®fetedgtbamdéot hB jurisdiction p
defense against civil and criminal liability to banks and/or other covered entities and their
employees who provide otherwise confidential banking data to authorities in pursuit of
authorized investigations.

T ACriminalize ATipping Offo: By |l aw, disclo
activity to an individual who is the subject of such a report, or to a third party, is a
criminal offense.

T AFinanci al I nt el |l i genc eshbdanapérativeTenteal, j ur i sdi
national agency responsible for receiving (and, as permitted, requesting), analyzing, and
disseminating to the competent authorities disclosures of financial information in order to
counter money laundering. An asterisk (*) eets those jurisdictions that are not
members of the Egmont Group.

1T "nCr8ssder Transportation of Currencyo: By
established a declaration or disclosure sy
borders, eitheinbound or outbound, and carrying currency or monetary instruments
above a specified threshold.
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T Alnternati onal Law Enforcement Cooperation
investigations involving or initiated by third party jurisdictions, utthg sharing of
records or other financial data, upon request. No known legal impediments to
cooperation exist in current law.

T ASystem for I dentifying and Forfeiting Ass
authorized system for the tracingeézing, seizure, and forfeiture of assets identified as
relating to or generated by money laundering activities.

T AArrangements for Asset Sharingo: By | aw,
jurisdiction permits sharing of seized assets with thirdygartsdictions that assisted in
the conduct of the underlying investigation.

T ACriminalized the Financing of Terrorismo:
provision of material support to terrorists, terrorist activities, and/or terrorist
organizationss required by the UN International Convention for the Suppression of the
Financing of Terrorism and UN Security Council Resolution 1373.

T AReport Suspected Terrorist Financingo: By
covered entities are required toweat and report transactions suspected to relate to the
financing of terrorists, terrorist groups or terrorist activities to designated authorities.

T AAbil ity to Freeze Terrorist Assets w/ o De
national system and mieagnism for freezing terrorist assets in a timely manner (including
but not limited to bank accounts, other financial assets, airplanes, autos, residences,
and/or other property belonging to terrorists or terrorist organizations).

T AStates PANMNtDrug QG®BBenti ono: States party
Convention against lllicit Traffic in Narcotic Drugs and Psychotropic Substances, or a
territorial entity to which the application of the Convention has been extended by a party
to the Convention

T AStates Party to the UN International Conyv
Terrorismo: States party to the Internatio
Financing of Terrorism, or a territorial entity to which the application of threv€ntion
has been extended by a party to the Convention.

T AnStates Party to the UN Convention against
to the United Nations Convention against Transnational Organized Crime (UNTOC), or a
territorial entity to wheh the application of the Convention has been extended by a party
to the Convention.

T AStates Party to the UN Convention against
Nations Convention against Corruption (UNCAC), or a territorial entity to which the
application of the Convention has been extended by a party to the Convention.

T AUS or I nternational Sanctions/ Penaltieso:
international organization, e.g., the UN or FATF, has imposed sanctions or penalties
againstthejurs di cti on. A countryés inclusion in

Review Group exercise is not considered a sanction or penalty unless the FATF
recommended count@neasures against the country/jurisdiction.

35



INCSR 2012 Volume Il

Money Laundering and Financial Crimes

Comparative Table

AYO

information on any deficiencies in thdapted laws/regulations.

S

meant

t o

ndi

cate

t hat

appropriate
does not imply full compliance with international standards. Please see the individual country reports for
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Country/
Jurisdiction
Afghanistan Y |[Y [ YI|Y |Y |Y|Y |Y Y Y |Y I N|Y|Y N|Y |Y |Y |Y |N
Albania Y |[Y [ YI|Y |Y |Y|Y |Y Y Y |Y IN|Y|Y|Y|Y|Y |Y |Y |N
Algeria Y I Y|Y IN|IY|Y |YI|Y|]Y |[YY|Y|Y | N|Y|]Y |NI|/Y|]Y |Y |]Y |N
Andorra Y |[Y|Y |YI|Y|Y |Y |Y |Y|Y Y |Y IN|Y|Y|Y|Y|Y |Y NN
Angola Y I YIY | Y|Y|Y|Y | N|JY |[Y*Y I N|IN|N|IN|N|NIY |Y |Y |Y |N
Anguilla2 Y |[Y|Y |Y|Y |Y |Y |]Y |[N]|Y Y I[Y Y |Y|Y|Y|Y |N|N|N/|N
Antigua and
9 Y |[Y|Y |YI|Y|Y |Y |Y |Y|Y Y IY Y |Y|Y|Y|Y|Y |Y NN
Barbuda
Argentina Y |[Y |[Y [ Y|Y |[Y|Y [N|Y |Y Y IN|[N|Y IN|IN|Y |Y |Y |Y |N
Armenia Y |[Y |[Y |[Y|Y |[Y|Y [N|Y |Y Y |Y IN|Y |Y |Y |Y|Y|Y |Y |N
Aruba® Y [ Y |[Y |[Y|Y |[Y |Y|Y |Y|Y Y |[Y Y |Y |Y |Y |Y|Y |Y |N]|N
Austria Y |[Y |[Y IN|Y |Y|Y |Y |Y |Y Y Y |[Y|Y|Y|Y|Y|Y |Y |Y |N
Australia Y |[Y|Y |YI|Y|Y |Y |Y |Y|Y Y IY Y |YI|Y|Y|Y|Y|Y |Y |N
Azerbaijan Y |[Y|Y |YI|Y|Y |Y |Y |Y|Y Y |[YI[Y Y |YI|Y|Y|Y |Y |Y [N
Bahamas Y |[Y|Y |Y|Y |Y |Y |]Y |[N]|Y Y |[YI[Y Y |YI|Y|Y|Y |Y |Y [N

The UK extended its application of the 1988\ Drug Conventiorto Anguilla, Bermuda, British Virgin Islands, Cayman Islands, Gibraltar, Guernsey, Isle Of Msey, Montserratand
Turksand Caicos. The International Convention For The Suppres$iderrorism Financing has been extended to Guernsey, Isle Of afdnlersey. The UNCAC has been extended to
British Virgin Islands, Guernsey, Isle Of Maand Jersy. The UNTOC has been extended to Gibraltar

The Netherlands extended its application of the 198&8ug Convention and the International Convention for the Suppresiterrorism Financing to Aruband Curacao. The UNTOC

has been extended Aruba

36



Money Laundering and Financial Crimes

INCSR 2012 Volume Il

saleuad/suonaues 610 puj Jo SN

N

N

N

N

N
N

N
N
N
Y

N
N
N
N

OVONN 01 Aed sarels

N

N

N

DOLNN 01 Aued salels

N

N

"AUOD 92URUIH 10413] ‘[Iu| 01 Aled sa1els

N

N

N

uonuaauo) Bnig NN 886T 01 Aled saieis

Y

Aeja@ o/m S18sSY 1SlI04I8] 8zaal4 01 AlljIqy

N|Y Y |Y |Y

N|Y Y |Y |Y

Y Y |[Y |[Y |Y

N|Y |Y |Y

N

N|Y |Y |Y |Y

N|Y |Y |Y |Y

Buioueul4 1suoua ] paloadsns uoday

Y |[Y |Y |Y |Y |Y

N

N

N

N

wis1iola ] Jo Buioueulq pazijeulwii)

Y |[Y |[Y |Y |Y

Y |[Y Y |Y |Y Y |Y|Y

N

Y Y |[Y |Y |Y |Y |Y|Y

Y Y [ Y |Y |Y |Y|Y

N |Y

N

N

N

Burreys 19ssy o} siuswabuelly

N

N

N

N

N

N|Y |[Y Y |Y Y |Y|Y
N|Y |Y Y |[Y|Y |Y|Y

N

N |Y |Y
N |Y |Y

N

s1assy Buniapo4/BuiAnuap] 10} WalsAS

Y [Y Y |Y | Y |Y |Y |Y|Y

Y |[Y[Y |Y |Y |Y |Y|Y

Y

Y [Y Y |Y | Y |Y |Y |Y|Y
Y |[Y|[Y |Y |Y |]Y |Y|Y

Y

N

N

CO_HmthOOU luswiadlojug meT U]

Y

Y

Y
Y

Y |[Y Y |Y |Y |Y|Y

Y |Y

Y

Y |Y |Y

Y |Y Y | Y |Y |Y|Y

Y |Y

Y |Y
Y

Y |Y
Y |Y
Y

Y |Y [ Y([Y |Y|Y |Y |Y |Y|Y
Y Y [ Y[Y Y |Y |Y |Y |Y|Y

Y |Y

Y |Y |Y Y |Y |Y|Y

() Yun 8ouabiBlu| [e1dueU

Y

Y*

Y

Y*

Y

Y

Y*

Y

Y*

Y*

Y*

Y*

Y

Y

Y*

Y

Aoua.in) Jo uoneuodsuel] 1apiog-ssoid

N

Buitddiluy @2z 11U I1W 11D

N |Y

0g JleH @ |es Uu-uonoasloid ainsojasia

N

aWI| J9AQ SpJ0day urelurep

Y
Y
Y
Y
Y

(NdA) suonoesuel] snoiidsns poday

Y |[Y |[Y |Y |Y

Y |[Y |[Y |Y |Y

suonoesuel | abre] uoday

N

N

SUOISINOI- J12WO0ISND-IN0A-MOUM

Y

Y

sbniq puoAag I\ pazijeuiwid

NIY [Y Y |Y |Y |Y Y

Bunspune Asuow Bniq pazieuiw)

Y Y |Y |Y|Y
Y Y |Y |Y|Y
Y Y |Y |Y|Y
Y Y |Y |Y|Y
Y Y |Y |Y|Y

Y

Y |[Y |[Y|Y |Y|Y |Y |Y|Y

Y [Y |[Y|Y |Y|Y |Y |Y|Y

Y [ Y |Y | YI|Y |Y |Y |Y|Y
Y [ Y |Y | YI|Y |Y |Y |Y|Y

Y [ Y |Y | YI|Y |Y |Y |Y|Y

Y [ Y |Y | YI|Y |Y |Y |Y|Y
Y [ Y |Y | YI|Y |Y |Y |Y|Y
Y [Y |[Y | Y |[Y |[Y |Y|Y

Y | Y |Y | Y|[Y|Y |Y |Y|Y
Y |Y |Y Y |Y |Y

Y

Y [ Y |Y|Y|Y|Y |Y |Y|Y
Y | Y |Y | Y|Y |Y |Y |Y|Y

Y |[Y Y |Y Y |Y|Y

SIUBWIUIBA0S) AQ SUONIY

Country/

Jurisdiction

Bahrain

Bangladesh

Barbados

Belarus

Belgium

Belize

Benin

Bermuda?

Bolivia

Bosnia &

Herzegovina

Botswana

Brazil

British Virgin

Islands?

Brunei

Bulgaria

Burkina Faso

Burma

Burundi

Cambodia

Cameroon

Canada

Cape Verde

Cayman

Islands?
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Area administered

4

by Turkish
Cypriots
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Dominican

Republic
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Equatorial

Eritrea

Estonia
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Fiji

Finland

France

Gabon

Gambia

Georgia

Germany

Ghana

Gibraltar 2

Greece

Grenada

Guatemala

Guernsey

Guinea

Guinea-Bissau
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Jurisdiction

Guyana
Haiti

Holy See

Honduras

Hong Kong®

Hungary

Iceland

India

Indonesia

Iran

Iraq

Ireland

Isle of Man?

Israel

Italy

Jamaica

Japan

Jersey

Jordan

Kazakhstan

Kenya

5

Pe o p | efBiChinaRxgnded thei1888 UNug Convention,he International Convention for the Suppressibferrorism Financingthe UNTOC and the UNCAC to the Special

The
Administrative Regionsf Hong Kongand Macau
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Country/

Jurisdiction

Kosovo

Kuwait
Kyrgyz

Republic

Laos

Latvia

Lebanon

Lesotho

Liberia

Libya

Liechtenstein

Lithuania

Luxembourg

Macauw®

Macedonia

Madagascar

Malawi

Malaysia

Maldives
Mali

Malta

Marshall

Islands

Mauritania

Mauritius
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Country/

Jurisdiction

Papua New
Guinea

Paraguay

Peru

Philippines
Poland

Portugal
Qatar

Romania

Russia

Rwanda

St. Kitts &

Nevis

St. Lucia

St. Maarten

St. Vincent

& the

Grenadines

Samoa

San Marino

Sao Tome &

Principe
Saudi Arabia

Senegal
Serbia

Seychelles
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Sierra Leone

Singapore
Slovak

Republic

Slovenia

Solomon

Islands

Somalia

South Africa

South Korea

South Sudan

Spain

Sri Lanka
Sudan

Suriname

Swaziland

Sweden

Switzerland

Syria

Taiwan

Tajikistan

Tanzania
Thailand

Timor -Leste

Togo
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Tonga

Trinidad and

Tobago

Tunisia

Turkey

Turkmenistan

Turks &
Caicog

Uganda

Ukraine
UAE

United

Kingdom

Uruguay

Uzbekistan

Vanuatu

Venezuela

Vietnam

Yemen

Zambia

Zimbabwe
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INCSR Volume Il Template Key

1. INTRODUCTORY PARAGRAPH

This section provides a historical and economic picture of the country or jurisdiction, particularly
relatingtothc ount r yés vulnerabilities to money | aunct
Information on the extent of organized criminal activity, corruption, del@ted money

laundering, financial crimes, smuggling, black market activity and terrorist financiotidh®

included.

This section should also include a brief summary of the scope of any offshore sector, free trade
zones, the informal financial sector, alternative remittance systems or other prevalent area of
concern or vulnerability. Discussion of dediecies in any of these areas should be further
discussed in item 8, below.

For countries which submitted reports for the Country Reports on Terrorism, the following
paragraph should be included:

For additional information focusing on terrorist finargi please refer to the Department of
Stateds Country Reports o n http:Awww.state.geviict/risierti i ¢ h ¢

2. DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS
RELATED TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE
SIGNIFICANT AMOUNTS OF US CURRENCY; CURENCY DERIVED FROM ILLEGAL
SALES IN THE U.S.; (R THAT OTHERWISE SIGNIFICANTLY AFFECT TH E U.S.:
(YIN)

This question addr esses wdlitations engage imoairrepcy r i sdi ct
transactions involving international narcotics trafficking proceeds that include significant

amounts of U.S. currency or currency derived from illegal drug sales in the United States or that
otherwise significantly affect thenited States.

3. CRIMINALIZATION O F MONEY LAUNDERING:
All serious crimes approach or list approach to predicate crimes:
Legal persons coveredcriminally: (Y/N) civilly: (Y/N)

In general, two methods of designating money laundering predicates are in use. The

response to this question indicates which method of designation the countrglossshe

country list specific crimes as predicate crimes for money laundering in its penal code?
Conversely, does it ppraaeh, seating thaddll trimesevithipenaites cr i me
over a specified amount or that carry a threshold minimum sentence are money laundering

predicate crimes?

Are legal persons, that is, corporations, partnerships, or any legal entity, liable for money
launderng/terrorist financing activity by law? Are they subject to criminal penalties, such as
fines? Are they subject to civil or administrative penalties, such as civil money penalties, or
suspension or loss of license?

4. KNOW-YOUR-CUSTOMER (KYC) RULES
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Enhanced due diligence procedures for PEPBoreign: (Y/N) Domestic: (Y/N)

KYC covered entities:A list of the types of financial institutions and designated-inencial
businesses and professions covered by KYC rules

Customer due dilignce (CDD) or know your customer (KYC) programs should apply not only

to banks or financial institutions but also to designatedfimamcial businesses and professions
(DNFBPs). Covered institutions should be required to know, record, and report ity mfen
customers engaging in significant transactions. Entities such as securities and insurance brokers,
money exchanges or remitters, financial management firms, gaming establishments, lawyers,
real estate brokers, higfalue goods dealers and accaunts, among others, should all be

covered by such programs.

Countries should be using a riblsed approach to CDD or KYC. Using that approach, types of
accounts or customers may be considered either less or more risky and be subject to varying
degrees oflue diligence. Politically exposed persons (PEPs) should be considered high risk and
should be subject to enhanced due diligence and monitoring. PEPs are those individuals who are
entrusted with prominent public functions in a country, for example shefagtate; senior

politicians; senior government, judicial or military officials; senior executives of stated
corporations; important political party officials. Does the country apply enhanced due diligence
procedures to foreign and/or domestic PEPs

5. SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:

Number of STRs received and time frame:
Number of CTRs received and time frame:

STR mvered entities:A list of the types of financial institutions and designated-nencial
busineses and professions covered by reporting rules

Suspicious transaction reporting requirements should apply not only to banks or financial
institutions but also to DNFBPs. Entities such as securities and insurance brokers, money
exchanges or remitters, fimaial management firms, gaming establishments, lawyers, real estate
brokers, highvalue goods dealers and accountants, among others, should all be covered by such
programs.

If available, the report will include the number of suspicious transaction s€gJrRs) received
by the designated government body and the time frame during which they were received. The
most recent information available, preferably the activity in 2011, will be included.

Similarly, if the country has a large currency transactigontang requirement, whereby all

currency transactions over a threshold amount are reported to a designated government body, the
report will include the number of currency transaction reports (CTRS) received by the designated
government body and the timeame during which they were received. The most recent

information available, preferably the activity in 2011, will be included. The report should not
include information on CTRs not required to be forwarded to a designated government body but
held in ingitutions for government review.

6. MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS

Prosecutions: (Number and time frame)
Convictions: (Number and time frame)

If available, the report will include the numbers of prosecutions and convietnohthe relevant
time frames. The most recent information available, preferably the activity in 2011, will be
included.
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7. RECORDS EXCHANGBVIECHANISM:

With U.S.:  MLAT: (Y/N) Other mechanism:(Y/N)
With other governments/jurisdictions(Y/N)

Does the country/jurisdiction have in place treaties, a mutual legal assistance agreement
(MLAT), memoranda of understanding or other agreements to share information related to
financial crimes, money laundeg, and terrorist financing with the United States? With other
governments?

The report will indicate if the country/jurisdiction is a member of the Financial Action Task
Force (FATF) or a FAT#style regional body. A link to the website with its mastent mutual
evaluation will be shown.

8. ENFORCEMENT ANDIMPLEMENTATION ISSUE S AND COMMENTS

Information in this section should include: changes in policy, law, and implementation of

regulations occurring since January 1, 2011, and any issues eemi@és noted in the
country/jurisdictionbs AML/CFT progr am. Thes
legislative deficiencies, and/or implementation deficiencies; information on any U.S. or

international sanctions against the country/jurisdictiwhether the country has cooperated on

important cases with USG agencies or has refused to cooperate with foreign governments, as

well as any actions taken by the USG or any international organization to address such obstacles,
including the impositiomf sanctions or penalties; any known issues with or abuse enodih
organizations, alternative remittance systems, offshore sectors, free trade zones, bearer shares, or
other specific sectors, or situations; any other information which impacts on the
countryo6s/ jurisdictionds ability to successfu
provides information on successful, innovative policies or procedures.
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Countries/Jurisdictions of Primary
Concern

Afghanistan

Afghanistan is not a regional offghore center. Terrorist and insurgent financing, money

laundering, cash smuggling, abuse of informal value transfer systems, and other illicit activities
designed to finance organized criminal activity continue to pose serious threats to the security

ard development of Afghanistan. Afghanistan remains a major drug trafficking and drug
producing country, and is the worlddés | argest

The growth in Afghanistands banking sector ha
tradiional payment systems, particularly hawala networks, remain significant in their reach and
scale. The weaknesses of the banking sector, as demonstrated by the Kabul Bank crisis, further
incentivize the use of informal mechanisms and exacerbate the Ithffi€aeveloping a

transparent formal financial sector in Afghanistan. The narcotics trade, corruption and contract

fraud are major sources of illicit revenue and laundered funds. The unlicensed and unregulated
hawalas in major drug areas such as Hetiiédeely account for a substantial portion of the illicit
proceeds being moved in the financial system, undetected by authorities. There are estimates

t hat hawal adars in Kandahar, the countryds se
province of Helnand handle $1 billion in drug money per year. Despite ongoing efforts by the
international community to build Afghanistano

capacity of law enforcement to investigate financial crimes, it is unable tstmorily uncover
and disrupt financial crimes because of limited resources, lack of expertise, corruption, and
insufficient political will. Proposed reforms and efforts to urge law enforcement and the
judiciary to take action on financial crimes often fichwith established, traditional processes,
which can delay compliance with international standards.

Corruption permeates all levels of Afghan government and society and has a direct impact on the
willingness of authorities to investigate financiahoes. Afghanistan ranked 180 out of 182
countries surveyed in Transparency I nternatio
Afghani standés | aws related to terrorist finan
do not criminalize the full sipe of the terrorist financing offense.

For additional information focusing on terrorist financing, please refer to the Department of
Stateds Country Reports o n http:Aww.stateigevivct/risiarth i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:

AAll serious crimeso appr oach Albseriousktrimest 0 appr
Legal persons covered: criminallyYES civilly: NO
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KNOW-YOUR-CUSTOMER(KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES Domestic: YES
KYC covered entitiesCentral Bank of Afghanistan (DAB), banks, registered money service
providers, insurance companies, dealers in precious metals and stayess] accountants,
securities dealers, and real estate agents

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time framd17 from January to October 2011
Number of CTRs received and time framé; 744,169, from Jun2006 to October 2010
STR covered entities:Financial institutions and money service businesses including
informal funds transfer providers such as hawaladars

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: None
Convictions: None

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:YES
With other governments/jurisdictionsYES

Afghanistan is a member of the Asia/Pacific Group on Money Laundering (APG), a Financial
Action Task Force (FATF3tyle regional body. Its most recent mutual evaluation can be found
here: http://www.apgml.org/documents/docs/17/Afghanistan%@Dpublished%20DAR.pdf

ENFORCEMENT AND IMPLEMENTATION | SSUES AND COMMENTS

Money laundering and terrorist financing investigations in Afghanistan are hampered by a lack
of political commitment by the Government of Afghanistan (GOA), and the limited capacity of
the regulatory regime aratiminal justice system.

Less than 5% of the Afghan population uses banks, depending instead on the entrenched hawala
system, which provides a range of financial and-fimancial business services in local,

regional, and international markets. Approxieia90% of financial transactions run through

the hawala system, including foreign exchange transactions, funds transfers, micro and trade
finance, as well as some depédsiking activities. While the hawala system and formal financial
sector are distinchawaladars often keep accounts at banks and use wire transfer services to
settle their balances with other hawaladars abroad. Due to limited bank branch networks, banks
occasionally use hawaladars to transmit funds to-tardach areas within Afghastan.

Licensed hawaladars and other money service providers submit few STRs, which does not reflect
their exposure to the risk of exploitation by money launderers and terrorist financiers. The GOA
should create an outreach program to notify and edueatal&dars about the licensing and STR

filing processes.

Border security continues to be a major challenge throughout Afghanistan, with only 14 official
border crossings under central government control. Most border areas arpalitger or not
policedat all, and are particularly susceptible to crbesder trafficking, traddased money
laundering, and bulk cash smuggling. Kabul International Airport lacks stringent inspection
controls for all passengers, and includes a VIP lane that does not sedyéeets to undergo any
inspections or controls. The GOA should strengthen inspection controls for airport passengers.
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Corruption continues to be an obstacle in the Customs service, although some improvements

have been made with assistance from intésnal partners. Approximately $1 billion a year of

declared cash flows from Afghanistan into Gulf countries, with Dubai cited as the primary

destination. The declared cash leaving Afghanistan, primarily from Kabul International Airport,
exceeds Afghanisandés of ficial revenue of about $900 m

The GOA has no formal extradition or mutual legal assistance arrangements with the United

States. Requests for extradition and mutual legal assistance are processed on an ad hoc basis,

with assistancefra t he Af ghan Attorney Gener arbldie Of f i ce
legislation is currently pending before the upper house of the Afghan parliament.

The GOA lacks a comprehensive structure for maintaining administrative freezes on seized
terrorid assets, and there is no mechanism for asset sharing. The GOA should revise its asset
seizure process to ensure its ability to seize and freeze terrorist assets, maintain these asset
freezes, and establish a procedure for sharing seized assets wigh fagners. The GOA

should increase the capacity of enforcement officers, prosecutors, and judges to provide them a
better understanding of the basis for seizing and forfeiting assets.

Antigua and Barbuda

Antigua and Barbuda is a significant offseaenter that, despite recent improvements, remains
susceptible to money laundering due to its offshore financial sector and Internet gaming industry.
lllicit proceeds from the transshipment of narcotics and from financial crimes occurring in the
U.S. al® are laundered in Antigua and Barbuda.

Antigua and Barbuda uses the Eastern Caribbean (EC) dollar and its monetary authority is the
Eastern Caribbean Central Bank (ECCB). Seven other island economies are also members of the
ECCB: Anguilla, Dominica, Greada, Montserrat, St Kitts and Nevis, St. Lucia, and St Vincent

and the Grenadines. The existence of this common currency may raise the risk of money
laundering, but there is little evidence that the EC dollar is a primary vehicle for money
laundering.

As of 2011, Antigua and Barbuda has 15 international banks, two international trusts, 27
offshore insurance companies, 3,497 international business corporations (IBCs), ten interactive
gaming companies, six interactive wagering companies, six money sengiesdses, and 22
corporate management and trust services providers. In addition, there are five casinos. Bearer
shares are permitted for international companies but the names and addresses of directors (who
must be natural persons), the activities thigaoration intends to conduct, the names of
shareholders, and the numbers of shares they will hold are required to be disclosed. Registered
agents or service providers are required by law to know the names of beneficial owners. All
licensed institutiongre required to have a physical presence, which means presence of at least a
full-time senior officer and availability of all files and records. Shell companies are not
permitted. Internet gaming companies are required to incorporate as IBCs andagphgsial
presence, meaning the primary servers and the key person are resident in Antigua and Barbuda.

A nominal free trade zone (FTZ) in the country seeks to attract investment in areas deemed as
priority by the government. Casinos and sports bsagiering operations in Antigua and
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Barbudadés FTZ are supervised by Antigua and
Laundering Control Policy (ONDCP), and the Directorate of Offshore Gaming.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl <einimes® approach or Al i s Aldseriaug @gimasa c h
Legal persons covered: criminall):ES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES Domestic: YES
KYC covered entitiesBanks, agricultural credit institutions, money exchangers,
accountants, notaries, gaming centers, auto dealers and securities dealers

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time frame23in 2011
Number of CTRs received and time framd8 in 2011
STR covered entitiesBanks, agricultural credit institutions, money exchangers, notaries,
gaming centers, and securities dealers

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutiors: Two in 2011
Convictions: None in 2011

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Antigua and Barbuda is a member of Caribbean Financial Action Task Force (CFATF), a
Financial Action Task Force (FATH)yle regional body. Its most recent mutual evaluation can
be found here:

http://www.cfatf

gafic.org/downloadables/mer/Antigua_and_Barbuda_3rd _Round MER_Final(Eng).pdf

ENFORCEMENT AND IMPL EMENTATION ISSUES AN D COMMENTS

The Government of Antigua and Barbuda (GOAB) has taken steps to combat money laundering
and terrorist financing by passing relevant legislation that applies to both domestic and offshore
financial institutions, and establishing a regulatory regime. ThaEs&so should implement

and enforce all provisions of its AML/CFT legislation, including the comprehensive supervision
of its offshore sector and gaming industry. Continued efforts should be made to enhance the
capacity of law enforcement and customdatities to recognize money laundering typologies

that fall outside the formal financial sector. Continued international cooperation, particularly
with regard to the timely sharing of statistics and information related to offshore institutions, and
enfore ment of foreign civil asset forfeiture
ability to combat money laundering.
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Internet gaming companies are required to report all payouts over $25,000 to the ONDCP. They
also are required to submit gtexty and annual audited financial statements and maintain
records relating to all gaming and financial transactions of each customer for six years.

In 2011, the Supervisory Authority more vigorously exercised its supervisory powers in relation
to moneyremitters, having imposed administrative sanctions for inadequate implementation of
AML/CFT due diligence measures, source of funds accountability and failure to provide
statutorily required reports. The Supervisory Authority also initiated comprehemsite
examinations of financial institutions and designatedfimancial businesses and professions,
including entities engaged in real property business and car dealerships.

The GOAB says it has a fApoor un doasrtakihgplacgi n g o
within the jurisdiction that have raised their concerns. The possibility exists that they could be
an indication of proceeds from human trafficking. Separately, the police have instituted criminal
charges for prostitutierelated humarrafficking and have traced alleged proceeds to accounts
held in the domestic banking sector, and also suspect repatriation of proceeds through money
remitters.

Argentina

Argentine and international observers express the concern that money laundatattoel

narcotics trafficking, corruption, contraband, and tax evasion occurs throughout the financial
system. Itis also believed that most money laundering operations in Argentina are conducted
through transactions involving specific offshore centditse most common money laundering
operations in the nefinancial sector involve transactions made through attorneys, accountants,
corporate structures, and in the real estate sector. The widespread use of cash in the economy
also leaves Argentina vulneifalio money laundering. Tax evasion is the predicate crime in the
majority of Argentine money laundering investigations.

Argentina has a long history of capital flight and tax evasion, and it is estimated that Argentines
hold billions of dollars outsidthe formal financial system, both offshore angt@untry, much

of it legitimately earned money that was not taxed. The general vulnerabilities in the system also
expose Argentina to a risk of terrorist financing. Despite these risks associated weth mon
laundering and terrorist financing (ML/TF), there have been only two convictions for ML and

only five prosecutions are ongoing.

Argentina is a source country for precursor chemicals and a transit country for cocaine produced
in Bolivia, Peru, and Colola, and for marijuana produced in Paraguay. While most of the
cocaine transiting Argentina is bound for the European market, virtually all of the marijuana is
for domestic or regional consumption, and domestic drug consumption and production have
increagd. Argentine officials also have identified smuggling, corruption and different types of
fraud as major sources of illegal proceeds.

In addition to tax evasion and drugs, a substantial portion of illicit revenue comes from black
market peso exchangesinformal value transfersinformal value transfers occur when
unregistered importers, for example, use entities that move U.S. currency in bulk to neighboring
countries where it is deposited and wired to U.S. accounts or to offshore destinationstsProdu
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from the U.S. are often smuggled into Argentina, or the shipping manifests are changed to
disguise the importer and merchandise. Thbdrder area (Argentina, Paraguay and Brazil) is
considered a major source of smuggling, especially of piratedigiodThrough the Three Plus
One Initiative, the Government of Argentina (GOA) authorities ostensibly cooperate with the
two neighboring countries, as well as with the United States, to address security issues in this
region; however, this mechanism haeb largely ineffective in recent years due to GOA and
USG political differences, among other reasons.

The Financial Act i onrouhémnsukual €valuatioe report of Ageftika) t hi r
found Argentina partially compliant or nemompliant with 46of the 49 FATF

Recommendations. Argentina is subject to an enhanced fajpopvocedure during which

Argentina is expected to immediately address deficiencies relating to its criminalization of both
money laundering and terrorist financing. Argentinal$® publicly identified by the FATF for

its strategic AML/CFT deficiencies, which Argentina has developed an action plan to address.

The FATF expects Argentina to urgently address these deficiencies, and while some progress has
been made, significant AMCFT deficiencies remain.

For additional information focusing on terrorist financing, please refer to the Department of
Stateds Country Reports o n http:Awww.state.gevigt/ris/o/h i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimesoO appr oach Albseriodsktrimest 6 appr
Legal persons covered: criminallyYES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedurésr PEPs: Foreign: YES Domestic: YES
KYC Covered entitieBanks, financial companies, credit unions, tax authority, customs,
currency exchange houses, casinos, securities dealers, insurance companies, accountants,
notaries public, dealers in @md antiques, jewelers, real estate registries, money remitters,
and postal services

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time fram&;169 in 2010
Number of CTRs received and time framé&lot available
STR Cwered entitiesBanks, financial companies, credit unions, tax authority, customs,
currency exchange houses, casinos, securities dealers, insurance companies, accountants,
notaries public, dealers in art and antiques, jewelers, real estate registriesyenatters
and postal services

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QONVICTIONS:
Prosecutions: Five (ongoing)
Convictions: Two - in December 2010 and June 2011

RECORDS EXCHANGE MEGANISM:
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With U.S.: MLAT: YES Other mechanism YES
With other governments/jurisdiction:YES

Argentina is a member of the Financial Action Task Force (FATF) and the Financial Action
Task Force against Money Laundering in South America (GAFISUD), a i€ regional
body. Its most recent mutual evaluation can be found Hete://www.fatf
gafi.org/dataoecd/3/60/46695047.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

On June 21, 2011, Argentina passed Law 26683, which amends Law 25246, to modify the
criminalization ofML as well as to implement other AML/CFT measures. While the new law
addresses a number of important shortcomings, particularly with respect to the criminalization of
ML, a large number of other previously identified deficiencies persist. Some ofytliedteres

of the June 2011 law include: new measures criminalizing ML as aakane crime; provisions

for confiscation of assets without conviction for ML or TF; provisions to allow a judge to

suspend an arrest warrant or the seizure of instrumeatfeots, or postpone the adoption of

other restraining or evidentiary measures in the context of a ML/TF investigation; broadening of
the predicate offenses which the FIU is authorized to handle and disseminate; removing previous
tax secrecy restrictions the framework of an STR; increasing the entities covered by

preventive measures, including mutual associations, cooperatives, and the real state sector;
incorporating more detailed customer due diligence (CDD) and record keeping measures;
improving recod-keeping measures with a requirement that all CDD data be kept for at least five
years and properly recorded for reconstructio
(previously in Decree 1936/2010) to establish supervision, control, asideonsgction

procedures to verify compliance with the law, and guidelines and instructions issued pursuant to
the law.

Notwithstanding these improvements, technical deficiencies and challenges still remain in
closing legal and regulatory loopholes and improvitigragency cooperation. Most

significantly, there is a general lack of prosecutions and penalties actually imposed for the
offense of ML. Moreover, although financial regulators are empowered to audit and corrduct on
site inspections, there are too feained people with the expertise to carry them out rigorously.

In 2007, Argentina passed Law 26268 which criminalizes terrorist associations and the financing
of these associations; however, the law is not in accordance with international standards. |
October 2011, the executive branch presented a draft bill to the Congress which aims to modify
the existing law to meet internationally accepted standards for countering the financing of
terrorism.

In November 2011, the GOA published resolution 38812&xinouncing the creation of a new

Financi al Il ntelligence Unit (FIU) within AFIP
creation of the FIU follows the implementation of a series of comprehensive government
measures to monitor and controlthe FXmaeketd st em capi t al flight.

objectives are to monitor foreign currency transactions (FX) and to investigate infractions under
the government 6s new fTheresoluion alsonatds that theenew s t r i ¢
will monitor and invetigate the trading of stocks, bonds and other assets, as well as monitor all
types of bank credit and | oan transactions.

on investigating FX transactions in order to reduce capital flight, which hashmiing Central
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Bank reserves. The FIU also is tasked with investigating criminal transactions related to money
laundering and the financing of terrorism (ML/FT), although it is unclear how the new FIU will
interface with the already existing Financiaddlligence Unit (UIF) within the Ministry of

Justice, which has traditionally been responsible for probing financial crimes.

In 2009, FINCEN suspended information sharing with the UIF after information given to the UIF
was leaked to the local presshelUIF and Argentine government are working to reestablish the
exchange of data.

To more fully meet international standards, A
address its systemic AML/CFT deficiencies, including by: implementing the neuffignse

and criminalizing terrorist financing; establishing and implementing adequate procedures for the
confiscation of funds related to money laundering, and identifying and freezing terrorist assets;
enhancing financial transparency; ensuring a fofigrational and effectively functioning FIU;
improving and broadening CDD measures for-banking and noiforeign exchange sectors,
establishing appropriate channels for internationadperation; the effective sanctioning of

officials and institutionshat fail to comply with the requirements of the law; the pursuit of

training programs for all levels of the financial, criminal justice, and judicial systems; and the
provision of the necessary resources and incentives to financial regulators and lagnesior
authorities to carry out their missions. There is also a need for increased public awareness of the
problem of money laundering and its connection to narcotics, corruption, and terrorism.

Australia

Australia is a regional financial center. Thajarity of illegal proceeds are derived from fraud
related offenses, though narcotics offenses provide a substantial source of crime proceeds. The
Government of Australia (GOA) maintains a comprehensive system to detect, prevent, and
prosecute money lauadng. Australian law enforcement agencies investigate an increasing
number of cases that directly involve offenses committed overseas. Continuous consultation
between government agencies and the private sector enables Australia to identify and address
new money laundering and terrorist financing risks.

For additional information focusing on terrorist financing, please refer to the Department of
Stateds Country Reports o n http:Awww.state.geviict/risierti i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF U.S. CURENCY; CURRENCY DERINED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAl I serious crimeso approach Alseridudcrinies 0 appr
Legal persons covered: criminallyYES  civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES Domestic: YES
KYC covered entitiesBanks; gaming and bookmaking establishments and casinos; bullion
and cash dealers and money exchanges and remitters, including electronic funds transferors;
insurers and insurance intermediaries; securities or derivatives dealers; registrars and
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trusteesissuers, sellers or redeemers of travelers checks, money orders or similar
instruments; preparers of payroll in whole or in part in currency on behalf of other persons;
currency couriers

SUSPICIOUS TRANSACTON REPORTING (STR) EQUIREMENTS:
Number of S'Rs received and time frame44,775 from January 2010 to October 2011
Number of CTRs received and time fram@&0,342 from January 2010 to October 2011
STR covered entitiesBanks, gaming and bookmaking establishments and casinos; bullion
and cash dealerand money exchanges and remitters, including electronic funds transferors;
insurers and insurance intermediaries; securities or derivatives dealers; registrars and
trustees; issuers, sellers or redeemers of travelers checks, money orders or similar
instruments; preparers of payroll in whole or in part in currency on behalf of other persons;
currency couriers

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:
Prosecutions: 224 from January 2010 to October 2011
Convictions: 104 from January 2010 to @ber 2011

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Australia is a member of the Financial Action Task Force (FATF) and of the Asia/Pacific Group
on Money Laundering (APG§ FATFstyle regional body (FSRB). Its most recent mutual
evaluation can be found herbttp://www.fatf-gafi.org/dataoecd/60/33/35528955.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Australia has a robust regime to detect and deter money laundering and terrorism financing. The
Anti-Money Laundering and Count&errorism Financing Act 2006 (AML/CTAct) provides

the legal framework and establishes obligations. AttmneyGe ner al 6 s Depart ment
policy agency responsible for the AML/CTF Act. The Australian Transaction Reports and
Analysis Centre (AUSTRAC) administers the Act
al so t he <noneylaumdeng regulatort i

As of November 2011, the GOA extended its AML/CFT regulation to covefinancial

businesses and professions such as lawyers, accountants, jewelers, and real estate agents. In
comparison to the size of the Australian economy and timpi@hensive antinoney laundering
countermeasures in place, the number of convictions for money laundering remains very low.

Third-party deposits, which can be used as vehicles to facilitate money laundering, are legal in
Australia. However, authoritiessr e wor ki ng to | imit the associa
system. On October 1, 2011, additional AML/CFT provisions came into effect, which require

banking institutions to identify third parties undertaking transactions of $10,000 or more. This
obligation is in addition to reporting the details of the account holder involved in the transaction,

and builds on existing customer due diligence and STR obligations.

The Australian government recently established a new Criminal Assets Confiscldar€e,
which brings together agencies with key roles in the investigation and litigation of proceeds of
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crime matters, to enhance the identification of potential asset confiscation matters and strengthen
their pursuit.

Austria

Austria is a major regnal financial center, and Austrian banking groups control significant

shares of the banking markets in Central, Eastern, and Southeastern Europe. Money laundering
occurs within the Austrian banking system as well as irbamk financial institutions and
businesses. Money laundered by organized crime groups derives primarily from serious fraud,
smuggling, corruption, narcotics trafficking, and trafficking in persons. Theft, drug trafficking

and fraud are the main predicate crimes in Austria accordiogntaction and investigation

statistics. Austria is not an offshore jurisdiction and has no free trade zones.

For additional information focusing on terrorist financing, please refer to the Department of
Statebds Country Rep o retfosind benehttp:.dwww.statelgevijict/riskerti i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVED FROMILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimeso appr oach Combindtibni st 0 appr
Legal persons covered: igrinally: YES civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES Domestic: NO
KYC covered entitiedBBanks and credit institutions, financial institutions, leasing and
exchange businesses, safe custody services, portfolio advisers, brokers, securities firms,
money transmitters, insurance companies and intermediaries, casinos, all dealers including
thosein high value goods, auctioneers, real estate agents, lawyers, notaries, certified public
accountants, and auditors

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time fram@&;211 in 2010
Number of CTRs received and terframe: Not applicable
STR covered entitiedBanks and credit institutions, financial institutions, leasing and
exchange businesses, safe custody services, portfolio advisers, brokers, securities firms,
money transmitters, insurance companies and intiames, casinos, all dealers including
those in high value goods, auctioneers, real estate agents, lawyers, notaries, certified public
accountants, auditors, and customs officials

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: 582 in2010
Convictions: Six in 2010

RECORDS EXCHANGE MEGANISM:
With U.S.: MLAT: YES Other mechanism:YES
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With other governments/jurisdictionsYES

Austria is a member of the Financial Action Task Force (FATF). Its most recent mutual
evaluation can be found heréttp://www.fatfgafi.org/dataoecd/22/50/44146250.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Austria has a combinatimesofapbpt hhaam pilahd & elri
offenses which do not fall under the domestic definition of serious crimes, but which Austria
includes to comply with international legal obligations and standards.

Asset freezing authority applies to all econongisources including financial funds, real estate,
companies, and vehicles. On March 15, 2011, a bilateral asset sharing agreement between the
United States and Austria to share assets seized from convicted criminals went into effect.

On July 7, 2011, Reament adopted an amendment to the Stock Corporation Act, which went

into effect August 1, 2011 and sharply restricts the issuance and use of bearer shares. The new
legislation eliminates bearer shares for all companies except those listed on a eecsigtiz
exchange.

Even absent a specific suspicion, new regulations require tax authorities to inform the FIU of all
cases where private foundations do not disclose the founding deed, including all appendices and
supplementary documentation, as welbageficial owners of hidden trusteeships

Bahamas

The Commonwealth of the Bahamas is an important regional and offshore financial center. The
economy of the country is heavily reliant upon tourism, towhisten construction and the

offshore sector. e Bahamas is a transshipment point for cocaine bound for the United States
and Europe. Money laundering trends include the purchase of real estate, large vehicles and
jewelry, as well as the processing of money through a complex web of legitimate besiaed
international business companies (IBCs) registered in the offshore financial sector. Drug
traffickers and other criminal organizations take advantage of the large number of IBCs and
offshore banks registered in The Bahamas to launder signifizanst &f money despite strict
knowyour-customer (KYC) and transaction reporting requirements.

The country has one large free trade zone, Freeport Harbor. This zone is managed by a private
entity, the Freeport Harbor Company, which is owned and operatagtha joint venture

between Hutchison Port Holdings (HPH) and The Port Group (The Grand Bahama Port

Authority, the parastatal regulatory agency). Businesses at the harbor include private boat, ferry
and cruise ship visits, retin/roll-off facilities for containerized cargo, and car transshipment.
Freeport Harbor has the closest offshore port to the United States, and the entire country is
relatively accessible by medium sized boats. This makes smuggling and bulk cash money
laundering relatively easywVhile it is illegal for citizens of The Bahamas to gamble, gambling is
legal for tourists and there are three main casinos located on Grand Bahama and New Providence
Islands.
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DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF U.S. CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF MONEY LAUNDERING:
AAlIl serious crimesoOo appr oac hLisbapproadhi st 0 appr
Legal persons covered: criminally: YES  civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence proderes for PEPs:Foreign: YES Domestic: YES
KYC Covered entitieBanks and trust companies, insurance companies, securities firms and
investment fund administrators, financial and corporate service providers, cooperatives,
societies, casinos, lawyeeg;countants, real estate agents, and company service providers

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received for 201 %5 in 2010
Number of CTRs received for 201INot available
STR covered entitieBanks and trust copanies, insurance companies, securities firms and
investment fund administrators, financial and corporate service providers, cooperatives,
societies, casinos, lawyers, accountants, real estate agents, and company service providers

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVCTIONS:
Number of Prosecutions for 2011None
Number of Convictions for 2011: None

RECORDS EXCHANGE MEGANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

The Bahamas is a member of the Caribbean Financial Action Task Force, (CFATF), a Financial
Action Task Forcestyle regional body. Its most recent mutual evaluation can be found here:
http://www.cfatf

gafic.org/downloadables/mer/The_Bahamas_3rd_Round MER_(Final) _English.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Government of the Commonwealth of the Bahamas should provide adegqoateag to its

law enforcement, judicial, and prosecutorial bodies in order to enforce existing legislation and
safeguard the financial system from possible abuses. The Bahamas should continue to enhance
its antrmoney laundering/countéerrorist finanang regime by implementing the National

Strategy on the Prevention of Money Laundering; by ensuring full compliance with UNSCRs
1267 and 1373; criminalizing participation in an organized criminal group; tightening the
currency transaction reporting systeangd by implementing a system to collect and analyze
information on the cross border transportation of currency. It should also ensure there is a public
registry of the beneficial owners of all entities licensed in its offshore financial center.
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Belize

Belize is not a major regional financial center but, in an attempt to diversify its economic
activities, authorities have encouraged the growth of offshore financial activities that are
vulnerable to money laundering, including offshore banks, insuramepasoes, trust service
providers, mutual fund companies, and international business companies. Belize has pegged the
Belizean dollar to the U.S. dollar and continues to offer financial and corporate services to
nonresidents in its offshore financial secto

Belize is a transshipment point for marijuana, cocaine, and precursor chemicals for
methamphetamines. Money laundering proceeds are related to proceeds from the trafficking of
illegal narcotics, psychotropic substances, and chemical precursorsegrdditontrolled by

drug trafficking organizations and organized criminal groups.

Belizean officials suspect that money laundering occurs at a significant level in Belize. Belizean
officials believe the large Corozal Commercial Free Zone (CFZ) thahimseat the border with
Mexico is involved in trade based money laundering. Casinos algeogaming are legal but
authorities acknowledge they are undegulated which may pose a money laundering risk.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREICY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAl lousserciri meso approach or AlBott 0O approach
Legal persons covered: criminallyfES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: NO Domestic: YES
KYC covered entities:Domestic and offshore banks; venture risk capital; money broker,
exchange and transmission services; moneylenders and pawnshops; insurance; real estate;
credit unions and building societies; trust and safekeeping services; casinosyehatier
dealers; jewelersnternational financial service providers; attorneys and notaries public; and
accountants and auditors

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time fram&6, January 1 through Octolizt, 2011
Number of CTRs received and time fram&lot applicable
STR covered entitiesDomestic and offshore banks; venture risk capital; money broker,
exchange and transmission services; moneylenders and pawnshops; insurance; real estate;
credit unionsand building societies; trust and safekeeping services; casinos; motor vehicle
dealers; jewelersnternational financial service providers; attorneys, notaries public,
accountants & auditors

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:
Prosecutiors: Two - January 1 through October 24, 2011
Convictions: Two - January 1 through October 24, 2011
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RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Belize is a membeosf the Caribbean Financial Action Task Force (CFATF), a Financial Action
Task Force (FATFptyle regional body. Its most recent mutual evaluation can be found here:
http://www.cfatfgafic.org/downloadables/mer/Belize_3rd_Round MER_(Final) (English).pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Belize lacks the resources and political will to effectively enforcerantiey laundering rules.

Beli zebs financi al intelligence unit (FlIU) ha
has limited training or experience in identifying, investigating, reviewing, and analyzing

evidence in money laundering cases. There were credible repatteast one investigation

being halted because of political pressure on the FIU. Prosecutors and judges also need

additional training on financial crimes, including money laundering. Belize should implament
arrangement for asset sharing to proadditional resources to the FIU.

Belize should significantly strengthen its laws and regulations on financial information systems,
beneficial ownership, customer due diligence and wire transfers in line with international
standards and recommendatioB&lize should undertake a review of whether it is appropriate

to implement a large currency transaction reporting regime.

While it is widely believed that abuse occurs within the offshore sector and in the free trade
zones (FTZ), no one from these orgaians has been charged with a financial crime. Belize
should require the FTZ companies to be reporting entities.

The Government of Belize should become a party to the UN Convention against Corruption.
Bolivia

Bolivia is not a regional financial ceart but money laundering activities continue to take place.
These illicit financial activities are related primarily to narcotics trafficking, corruption, tax
evasion, and smuggling and trafficking of persons. Casinos, cash transporters, informal
exchang houses, and wire transfer businesses are not subjecttoca®y laundering controls.

The Bolivian banking supervision entity has declared that amyegistered exchange houses

will be shut down. The Bolivian financial system is highly dollarizeithh approximately 40%

of deposits and loans distributed in U.S. dollars rather than Bolivianos, the local currency (down
from 90% in 2004). Bolivia has 13 free trade zones for commercial and industrial use located in
El Alto, Cochabamba, Santa Cruz, QruPuerto Aguirre, and Desaguadero.

In December 2008, the Egmont Group expelled the Financial Investigation UnitBJoF),i vi a 6 s
financial intelligence unit (FIU), from its membership, due to a lack of terrorism financing

legislation in Bolivian law. Teoegain Egmont membership, Bolivia must reapply and provide
written evidence of its FlIUb&s compliance with

62


http://www.cfatf-gafic.org/downloadables/mer/Belize_3rd_Round_MER_(Final)_(English).pdf

INCSR 2012 Volume I Money Laundering and Financial Crimes

Bolivia is included in the October 2011 Financial Action Task Force (FATF) Public Statement
because it hasot made sufficient progress in implementing its action plan and continues to have
certain strategic AML/CFT deficiencies, including inadequacies in its criminalization of both
money laundering and terrorist financing.

For additional information focusingn terrorist financing, please refer to the Department of
Statebs Country Reports on http:Bwww.state.gevijict/riskerti i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAl lousserciri meso approach or fl Llissapppoacap pr oach
Legal persons covered: criminallyYES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBpreign: YES Domestic: YES
KYC coverecentities: Banks, insurance companies, securities brokers and financial
intermediaries

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time frame\ot available
Number of CTRs received and time framé&ot available
STRcovered entities:Banks, insurance companies, securities brokers and financial
intermediaries

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: 110 cases related to money laundering, corruption, and terrorist financing in
2011
Convictions: Not available

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:NO
With other governments/jurisdictionsNot available

Bolivia is a member of the Financial Action Task Force on Money Laundering in SouthcAmeri
(GAFISUD), a FATFstyle regional body. Its most recent mutual evaluation can be found here:
http://www.gafisud.info/pdf/InformeBolivia.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The expulsion of the U.S. Drug Enforcement Administration from Bolivia in November 2008
has continued to diminish the effectiveness of several financial investigative groups operating in

the country, including Bo lthe BoliverdSpecili nanci al I n
Counternarcotics Police, and the Bolivian Special Operations Force. Nevertheless, the
Counternarcotics Policebébs Financi al I ntellige

leads for three major cases in 2011, two relateauvestigations by regional counterparts. Most
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money laundering investigations continue to be in the Department of Santa Cruz and are
associated with narcotics trafficking organizations.

Boliviads expulsion from t heipatingimBgmont@oup up bar
meetings or using the Egmont Secure Web (the primary means of information exchange among
Egmont Group member FIUs). Bolivia is currently working toward rejoining the Egmont Group

and the passage of its TF law in 2011 is a stepanight direction.

Boliviados AML | aw does not include all offens
Bolivia should seek to extend its laws to the widest range of predicate offenses.

In September 2011, the Government of Bolivia (GOB) passedlegislation criminalizing

terrorist financing. Like the AML law, this law is not sufficiently broad to meet international
standardsAl | terrorist activity must be connected
narrowly defined. The financingf an individual terrorist would be covered only if he/she also

takes part in such a group. At present there is neither regulation nor guidance on the treatment of
suspicious transactions potentially related to terrorist financing, though Bolivian &athori

stated guidance will be issued in the last quarter of 2011 and workshops will be organized to
communicate the guidelines to responsible entities. Some progress has been made with the new
legislation criminalizing TF. However, Bolivia has still tondenstrate that its procedures for
monitoring sanctions lists and taking freezing actions can occur in a matter of hours and that the
freeze can be maintained indefinitely.

In 2011, the UIF investigated 395 cases involving 1,338 people for suspiciesactians and

referred 39 cases to the prosecutor's office. Eleven entities doing banking transactions illegally

were closed downThe continued lack of personnel, combined with inadequate resources and
weaknesses in Bolivi aoérsanbeawoirck ,I dgami tasn d hree gul IF
ef fectiveness. Given the UIFO6s | imited resou
compliance with reporting requirements is extremely low. The exchange of information between

the UIF and appropriatpolice investigative entities is also limited, although the UIF does

maintain a database of suspect persons that financial entities must check before conducting

business with clients.

Brazil

As of 2011, Brazil i s t henomwioalGD@.0Bsazilsseansiderech | ar
a regional financial center for Latin America. It is a major eéragsit country, as well as one of

the worldbés | argest consumer countries. Mo ne

domestic crime, especialtrug trafficking, corruption, organized crime, gambling, and trade in
various types of contraband. Laundering channels include the use of banks, real estate
investment, financial asset markets, luxury goods, remittance networks, informal financial
netwoks, and tradéased money laundering.

Sao Paulo and the THorder Area (TBA) of Brazil, Argentina, and Paraguay are particular areas
that possess high risk factors for money laundering. In addition to weapons and narcotics, a wide
variety of counterfeigoods, including CDs, DVDs, and computer software (much of it of Asian
origin), are routinely smuggled across the border from Paraguay into Brazil. In addition to Sao
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Paulo and the TBA, other areas of the country are also of growing concern. The Gamteyhm

Brazil (GOB) and local officials in the states of Mato Grosso do Sul, and Parana, for example,
have reported increased involvement by Rio de Janeiro and Sao Paulo gangs in the already
significant trafficking i nswesdeanbardesstatasnd dr ugs

For additional information focusing on terrorist financing, p lease refer to the Department of
Statebs Country Reports on http:Awww.state.gevigg/ris/on/hi ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimesoOo approach Listapprach st 0 appr
Legal persons covered: criminallyNO civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced dudliligence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesCommercial and savings banks and credit unions; insurance
companies and brokers; securities, foreign exchange, and commodities brokers/traders; real
estate brokers; crediird companies; money remittance businesses; factoring companies;
gaming and lottery operators and bingo parlors; dealers in jewelry, precious metals, art and
antiques

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and timeame:
Number of CTRs received and time frame:
1,038,505 STRs/CTRs in 2010 (only combined figures are available)
STR covered entitie€€ommercial and savings banks and credit unions; insurance
companies and brokers; securities, foreign exchange, and commodities brokers/traders; real
estate brokers; credit card companies; money remittance businesses; factoring companies;
gaming and lottgr operators and bingo parlors; dealers in jewelry, precious metals, art and
antiques

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionYES

Brazil is a member of the Financial Action Task Force (FATF) and the Financial Action Task
Force on Money Laundering in South America (GAFISUD), a FATyfe regional body. Its
most recenmutual evaluation can be found herdattp://www.fatf
gafi.org/document/53/0,3746,en_32250379 32236963 45538741 1 1 1 1,00.html

ENFORCEMENT AND IMPLEMENTATION ISSUE S AND COMMENTS
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The GOB has achieved visible results over the last few years from investments in border and law
enforcement infrastructure that were executed with a view to gradually control the flow of goods,
both legal and illegalar o s s Br az i | 6 ssmugglingdanddaw erdoecensent efforls n t i
by state and federal agencies have increased. Brazilian Customs and the Brazilian Tax Authority
(Receita Federal) continue to take effective action to suppress the smuggling piviamsns,

and contraband goods along the border with Paraguay. Because of the effective crackdown on
the Friendship Bridge connecting Foz do Iguagu, Brazil, and Ciudad del Este, Paraguay, most
smuggling has migrated to other sections of the border.F&tieral Police have Special

Maritime Police Units that aggressively patrol the maritime border areas.

Legal persons are not subject to direct civil or administrative liability for committing money
laundering (ML) offenses. Corporate criminal liabilitynist possible due to fundamental

principles of domestic law. Natural and legal persons are not subject to effective sanctions for
ML because systemic problems in the court system seriously hamper the ability to obtain final
convictions and sentences. Téare very few final convictions for ML, and convictions in the

first instance are low given the level of ML risk and size of the financial sector. The GOB

should take legislative action to establish direct civil or administrative corporate liabilkLfor

and ensure that effective, proportionate and dissuasive sanctions may be applied to legal persons.
Brazil also should continue to support the Specialized Federal Courts and other measures to
ameliorate the negative impact of some of the systemicgmshin the court system which are
undermining the ability to effectively apply final sanctions for ML. The GOB should continue
taking measures to ensure the overlapping jurisdiction among federal and state law enforcement
authorities does not impede théeetiveness of their ability to investigate ML. Brazil also

should continue the PNLD training program and extend it as widely as possible to ensure that
police, prosecutors and judges at both the state and federal levels have sufficient training in the
investigation and prosecution of ML cases.

Most highpriced goods in the TBA are paid for in U.S. dollars, and doosder bulk cash
smuggling is a major concern. Large sums of U.S. dollars generated from licit and suspected
illicit commercial activity @e transported physically from Paraguay through Uruguay and Brazil
to banking centers in the United States. Brazil maintains some controls of capital flows and
requires disclosure of the ownership of corporations.

U.S. Immigration and Customs Enforcamestablished a Brazidased partner Trade
Transparency Unit (TTU) to aggressively analyze, identify, and investigate companies and
individuals involved in tradéased money laundering activities between Brazil and the United
States. As a result of th@'D, Brazil has identified millions of dollars of lost revenue.

The GOB has generally responded to U.S. efforts to identify and block teredaitetd funds,
although the GOB has consistently said there is no evidence of terrorist financing within Brazil
despite arrests and designations related to terrorist financing activity within the country.

Although Brazil is a party to the United Nations International Convention for the Suppression of
the Financing of Terrorism, it has not criminalized terrdimsncing in a manner that is

consistent with international standards. Terrorist financing is a predicate offense for money
laundering but is not an autonomous offense in Brazil. A bill that has been pending legislative
action for over two years contail@guage that could resolve this gap.
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British Virgin Islands

The British Virgin Islands (BVI) is a United Kingdom (UK) overseas territory with a population
of approximately 22,000. The economy depends greatly on tourism and its offshore financial
secbr. BVI is a wellestablished financial center offering accounting; banking and legal
services; captive insurance; company incorporations; mutual funds administration; trust
formation; and shipping registration. The Financial Services Commission (F®€)ssle
supervisory authority responsible for the licensing and supervision of financial institutions under
the relevant statutes. As of March 2011, there were 45,666 active companies, seven licensed
banks, 216 other fiduciary companies and 2,627 invest businesses registered with the FSC.
The banking sector has assets valued at $2.4 billion as of September 2011. Exploitation of its
of fshore financial services, BVI 6s unique sha
authorized capital, arthie lack of mandatory filing of ownership information pose significant
money laundering risks.

Tourism accounts for 45% of the economy and employs the majority of the workforce; however,
financial services contribute over half of governmentrevenBeg.| 6 s pr oxi mi ty t o t
Virgin Islands and the use of the U.S. dollar for its currency pose additional risk factors for

money laundering. The BVI are a major target for drug traffickers, who use the area as a

gateway to the United States. Drug treiffng in general is a serious problem.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREICY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso appr oac hAlseriouddrinest 0 appr
Legal persons covered: criminallyfES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES Domestic: YES
KYC covered entitiesBanks; currency exchanges; charities and nonprofit associations;
dealers in autos, yachts, and heavy machinery; dealers in precious metals and stones; and
leasing companies

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received artine frame: 191 in 2010
Number of CTRs received and time framé&lot available
STR covered entitieBanks; currency exchanges; charities and nonprofit associations;
dealers in autos, yachts, and heavy machinery; dealers in precious metals and stones; an
leasing companies

MONEY LAUNDERING CRIMINAL PROSECUTIONS/@NVICTIONS:
Prosecutions: None in 2010
Convictions: None in 2010

RECORDS EXCHANGE ME®GANISM:
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With U.S.: MLAT: YES Other mechanism:YES
With othergovernments/jurisdictions:YES

BVI is a member of the Caribbean Financial Action Task Force, (CFATF), a Financial Action
Task Forcestyle regional body. Its most recent mutual evaluation can be found here:
http://www.cfatf

gafic.org/downloadables/mer/Virgin_Islands 3rd_Round MER_(Final) English.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS

The BVI has improved its international coopeyatand information exchange regime and has
concluded and enforced Tax Information Exchange Agreements with 20 countries, including the
U.S., which all contain provisions sufficient to allow the BVI to exchange relevant information.

While BVI legislationhas strengthened due diligence requirements where a representative is
acting on another personds behalf, or when th
extended regulation to money value transfer service operators, these laws are too becent t
evaluated. The FSC has increased its staffing in order to meet the recommended inspection and
reporting requirements, especially in light of the new entities covered under the law. The lack of
prosecutions for money laundering and a reported ddalinember of inspections suggests the

FSC should work closely with law enforcement and other authorities.

BVI needs to urgently clarify its publication of datao data was available for the number of

STRs and prosecutions for 2011. In addition, wiekd estate agents, lawyers, other

independent legal advisers, accountants, and dealers in precious metals and stones are covered by
the AML/CFT regulations, there appears to be no effective mechanism (i.e., supervision) to

ensure compliance with AML/CFequirements.

The British Virgin Islands is a United Kingdom (UK) Caribbean overseas territory and cannot

sign or ratify international conventions in its own right. Rather, the UK is responsible for the

BVI &6s international arétificatiorr ofanyacongdentioraty be axtendadch g e f
to the BVI. The 1988 Drug Convention was extended to the BVI in 1995. The UN Convention
against Corruption was extended to the BVI in 2006. The International Convention for the
Suppression of the Financin§ Terrorism and the UN Convention against Transnational

Organized Crime have not yet been extended to the BVI.

Burma

Burma is not a regional or offshore financial center. Its economy is underdeveloped and largely
isolated from the internation&li nanci al system. However, Bur ma
lack of transparency make it attractive for domestic money laundering. While its

underdeveloped economy is not adequate as a destination to harbor funds, the low risk of
enforcement and presution makes it appealing to the criminal underground. In addition to

drug trafficking, trafficking in persons and public corruption are major sources of illicit

proceeds. Money launderers also exploit the illegal trade in wildlife, gems, and timtber; an
tradebased money laundering is of increasing concern.
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Burma is second only to Afghanistan in opium production and is increasingly a source of
methamphetamine and amphetamine type substances. Its long, porous borders are poorly
patrolled. In some rent® regions where smuggling is active, ongoing ethnic tensions, and in

some cases armed conflict, impede government territorial control. In other areas, political
arrangements between traffickers and Bur maods
function with minimal risk of interdiction. The Government of Burma (GOB) considers drug
enforcement secondary to security and is willing to allow narcotics trafficking in border areas in
exchange for cooperation from ethnic armed groups.

The governmenominates the economy. Statened enterprises and military holding
companies control a substantial portion of Bu
2010 transferred significant assets to private parties. This was followed in 2011 by sales o
government buildings and plots of land, mostly in Rangoon; however, most new owners appear

to be business associates of the former ruling generals or politicians in the current civilian
government and some are allegedly connected to drug trafficking.

Coruption is endemic in both business and gov
Corruption Perception Index ranks Burma 176 out of 178 countries. This extensive corruption,
overall lack of governmental transparency, and an extremely weak fineeguiddtory system

have stymied the GOB6s recent, preliminary ge
years, the GOB enacted several reforms intended to reduce vulnerability to drug money

laundering in the banking sector. However, connastio powerful patrons still outweigh rule

of law, and Burma continues to face significant risk of drug money being funneled into

commercial ventures.

Since 1997, the United States has imposed economic sanctions on Burma duestalarge
repressionof he countryodos democratic opposition. E x
persons from making or facilitating new investments in Burma. Subsequent measures expand
the scope of economic sanctions. In 2003, the Burmese Freedom and Democracy Act and
Executive Order 13310 added a ban on importing Burmese products and exporting financial
services to Burma and blocked the assets of the former military government (SPDC) and three
designated Burmese foreign trade financial institutions. A 2007 Exe€tiler (E.O. 13348)
freezes the assets of additional designated individuals responsible for human rights abuses and
public corruption. In July 2008, Congress enacted legislation that expands the categories of
individuals and entities subject to asset femeand travel restrictions and of Burmese products
subject to import bans.

In 2003, the United States also designated Burma as a jurisdiction of primary money laundering
concern and imposed countermeasures, pursuant to Section 311 of the USAPATRIOT Act,
because of its extremely weak antoney laundering /countéerrorist financing (AML/CFT)

regime.

In its October 2011 Public Statement, the Financial Action Task Force (FATF) notes concern

that Burma continues to have significant strategic AML/CFToiicies and has not reported

any progress in addressing these deficiencies in accordance with its action plan. In response to
FATF Public Statements concerning Burma, the United States continues to issue advisories to
financial institutions, alertinghm of t he ri sk posed by Bur mads
the need to conduct enhanced due diligence with respect to financial transactions involving

Burma.
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DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCL UDE SIGNIFICANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious cri meso apgacate aimds:Listapprach st 0 appr
Legal persons covered: criminallyfES civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES Domestic: YES
KYC covered entitiesBanks

SUSPICIOUSTRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time frame214 from January to October 2011
Number of CTRs received and time framé&37,910 from January to October 2011
STR covered entitiesBanks (including bardoperated moey changing counters), customs
officials, stateowned insurance company and small loans enterprise, securities exchange,
accountants, the legal and real estate sectors, and dealers of precious metals and stones

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:NO
With other governments/jurisdictionsYES

Burma is a member of the Asia/Pacific Group on Money Laundering (APG), a-B#Tg-
regional body. Its most recent mutual evaluation can be found here:
http://www.apgml.org/documeritbcs/17/Myanmar%202008. pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Burmads financial sector is extremely wunderde
formal banking system. The informal economy generates few reliable recatdeegBOB

makes no meaningful efforts to ascertain the amount or source of income or value transfers.
Regulation of financial institutions is likewise extremely weak. While some Burmese financial
institutions may engage in currency transactions relat@ddrnational narcotics trafficking that

include significant amounts of U.S. currency, the absence of publicly available GOB information
precludes confirmation of such conduct. Burmese law does not contain any customer due

diligence (CDD) requirementalthough the Central Bank (CB) issues guidelines for banks to

follow and some entities implement CDD procedures under otheiARtnrelated legal

provisions.

Burma does not specifically criminalize terrorist financing or designate it as a predieaiseoff
for money laundering, nor is terrorist financing an extraditable offense.
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Corruption is pervasive i n every | evel of Bur
essentially above the law and free to engage in a range of activities designechto e

themselves and maintain their hold on power. Government workers do not receive a living wage
and routinely seek bribes as additional icomp
corruption are i mpeded byantaltheritynncluding the ppliées cont
The GOB should end all policies that facilitate corrupt practices and money laundering,

including strengthening regulatory oversight of the formal financial sector and implementing a
transparent transaction reportingirae. The FIU should become a fully funded independent

agency that functions without interference, and the GOB should supply adequate resources to
administrative and judicial authorities for their enforcement of government regulations. The

GOB should als move the CB from under the operational control of the Ministry of Finance and
make it an operationally independent entity.

The GOB should become a party to the UN Convention against Corruption.

Cambodia

Cambodia is neither a regional nor an offsHorancial center. Cambodia is at significant risk
for money laundering due to its calshsed and dollarized economy, porous borders, rapidly
growing formal banking sector, weak judicial system, and endemic corruption. The National
Bank of Cambodia hagiited capacity to oversee the growing financial and banking industries,
and there is little monitoring of casinos.

Cambodia has a significant black market for smuggled goods, including drugs and imported
precursors for local production of the methampimate ATS. Regardless of size, both licit and

illicit transactions are frequently conducted outside formal financial institutions and are difficult

to monitor. Cash proceeds from crime are readily channeled into land, housing, luxury goods, or
other formsof property without passing through the formal banking sector.

For additional information focusing on terrorism financing, please refer to the Department of
Statebs Country Reports on http:dwww.state.gevijict/riskerti i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREICY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAl I serious crimeso appr oac hAl®seriouddrinest 0 appr
Legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES Domestic: NO
KYC covered entitiedBanks; micrefinance institutions; credit cooperatives; security
brokerage firms and insurance companleasing companies; exchange offices/money
exchangers; real estate agents; money remittance services; dealers in precious metals, stones
and gems; post offices performing payment transactions; lawyers, notaries, accountants,
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auditors, investment advisaaed asset managers; casinos and gambling institutions; and
NGOs and foundations doing business and raising funds

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time framé38 in 2011
Number of CTRs received and timeame: 611,976 in 2011
STR covered entitiesBanks; micrefinance institutions; credit cooperatives; security
brokerage firms and insurance companies; leasing companies; exchange offices/money
exchangers; real estate agents; money remittance servicess gie@recious metals, stones
and gems; post offices performing payment transactions; lawyers, notaries, accountants,
auditors, investment advisors and asset managers; casinos and gambling institutions; and
NGOs and foundations doing business and raigings

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:
Prosecutions: None
Convictions: None

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:NO
With other governments/jurisdiction:.YES

Cambodia is a member of the Asia/Pacific Group on Money Laundering, a Financial Action
Task Force (FATF}ptyle regional body. Its most recent mutual evaluation can be found here:
http://www.apgml.org/documents/docs/17/Cambodia%20World%20Bank%20DAR%20July%20

07.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Cambodiadéds 2007 AML/CFT | aw defines money | au
money laundering and terrorist financing due to the lack of penalty provisions for offenses other

than those relating to reporting obligations. The existing penal code, amended in 2010,

criminalizes money laundering, but only criminalizes the act ofeamintent, and does not meet
international standards. Furthermore, the AML/CFT law only covers terrorist financing if it is

related to a specific terrorist act, and does not cover material support of an individual terrorist or
terrorist organization. Thedwernment of Cambodia (GOC) is in the process of amending the
AML/CFT law and should ensure the AML/CFT amendment comprehensively criminalizes

money laundering and terrorist financing, consistent with international standards.

Cambodia lacks a clear legal regulatory basis to identify and freeze terrorist assets. While the
2007 Counter Terrorism Law authorizes prosecutors to freeze terrorist assets, the AML/CFT
regulations provide for an administrative freeze that places the obligation of identifying and
freezing terrorist assets on the banks. Cambodia should address this inconsistency and provide
clear measures in the law and regulation that allow for the implementation of international
standards. In addition, procedures for the confiscation of fuatai®d to money laundering are
inadequate, and the GOC lacks effective controls for ¢vosder cash transactions. The GOC
should establish enforceable instructions for freezing terrorist assets without delay and impose
more stringent crosisorder cashransaction controls.
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Cambodi ads nascent financi al intelligence uni
engage fully in AML/CFT efforts. While the FIU can raise concerns with law enforcement, it
forwards CTRs and STRs to the Ministry oé timterior, which determines whether to pursue an
investigation. The lack of a clear and coherent reporting and enforcement structure undermines
FIU independence and compromises AML/CFT activities. Few covered entities follow STR
reporting guidelines. fle GOC should rationalize the STR and CTR reporting process to ensure

law enforcement agencies have the data they need and covered entities understand the purpose

of, and process for, filing STRs. The GOC should also provide training to commercial bank

officers, law enforcement agencies, and regulatory bodies.

Canada

Money laundering activities in Canada are primarily a product of illegal narcotics, psychotropic
substances, or chemical precur sor s. Il n the U
cited as the leading supplier of ecstasy in North America as well as a major producer and shipper

of methamphetamine for markets around the world. The criminal proceeds laundered in Canada
derive primarily from domestic activity which is controlled bugltrafficking organizations and

organized crime.

Canada does not have a significant black market for illicit or smuggled goods. Cigarettes are the
most commonly smuggled good in the country. There are indications thabaselg money
laundering occrs in the jurisdiction. There is no certainty that this activity is tied to terrorist
financing activity.

For additional information focusing on terrorist financing, please refer to the Department of
Stateds Country Repor t sndlerehttp:Awww.state.geviict/risierti i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENLY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimesoOo appr oac hAlcseriouddrinest 0 appr
Legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES Domestic: YES
KYC covered entitiesBanks and credit unions; life insurance companies, brokers, and
agents; securities dealers; casinos; real estate brokers/agents; agents of the Crown; money
services businesses; accountants and accounting firms; lawyers; dealers in precious metals
and stmes; and notaries in Quebec and British Columbia

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:

Number of STRs received and time franmk616 in 2011
Number of CTRs received and time fram&:049 in 2011
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STR covered entitiesBanks and credit uons; life insurance companies, brokers, and

agents; securities dealers; casinos; real estate brokers/agents; agents of the Crown; foreign
exchange and money services businesses; accountants and accounting firms; lawyers; dealers
in precious metals and stes; and notaries in Quebec and British Columbia

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: 35 through 2010
Convictions: One

RECORDS EXCHANGE MEGANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictions:YES

Canada is a member of the Financial Action Task (FATF) and the Asia/Pacific Group on Money
Laundering (APG), a FATHtyle regional body. Its most recent mutual evaluation can be found
here: http://www.fatf

gafi.org/document/58/0,3746,en_32250379 32236963 40199098 1 1 1 1,00.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Reported incidents involving money laundering have increased substantially in Canada over the
last decade. The vast majority of money laundering cases in Canada, however, have failed to
lead to convictions. Statistics Canada reported in 2011 that 8@tezses involving money

laundering in 2009 and 2010, only 34% resulted in a conviction. The same report indicated that
many cases of money laundering go unsolved in Canada. Canadian law enforcement was able to
identify a suspect in only 18% of reportewney laundering cases in 2009. Money laundering
offenses have a higher threshold for prosecution and conviction than the offense of benefiting
from the proceeds of crimeCriminals appear willing to forfeit assets and plead guilty to lesser
charges towid prosecution under AML and proceeds of crime statutes.

The Financial Transactions Reports Analysis C
financi al intelligence unit. FINTRAC pl ays a
launderingand er r or i s m. The time between FINTRACOS

conclusion of an investigation can be quite lengthy, a noted criticism (average number of days
for a report dropped from 68 to 56 from 262011).

Lawyers in several provinces hastccessfully challenged the applicability of the AML law
based upon common law attorpgient privileges; therefore, lawyers are not completely
covered by the AML provisions.

Deficiencies have be emoneylduadering/dountedrorist finanCiagn a d a 6 s
regime relating to its customer due diligence obligatidn®2011, the Canadian government

proposed changes to the Proceeds of Crime (Money Laundering) modsté&inancing

Regul ations in order to address those deficie
international standards. The proposed changes would require reporting entities to better identify
customers and understand their business, whitlcansequently enable them to identify

transactions and activities that are at greater risk for money laundering or terrorist financing.
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While the law provides sufficient powers to Canadian law enforcement to pursue money
launderers, the budget foleeant law enforcement authorities has not increased; additional
resources could increase the effectiveness of existing lBravincial and federal statistics
should be tracked jointlyAppropriately tracking these cases could reveal a more robusifrate
money laundering related convictions.

Canada should continue its work to strengthen its AML/CFT measures within the casino industry
and reduce the length of time needed for FINTRAC to prepare reports used by law enforcement
authorities. Canada alsoagld continue to ensure its privacy laws do not excessively prohibit
provision of information to domestic and foreign law enforcement that might lead to

prosecutions and convictions.

Cayman Islands

The Cayman Islands, a United Kingdom (UK) Caribbeagrgeas territory, is an offshore

financial center. Most money laundering that occurs in the Cayman Islands is primarily related
to fraud and drug trafficking. Due to its status as a-@tagegime, the Cayman Islands is also
considered attractive todke seeking to evade taxes in their home jurisdictions.

The Cayman Islands is home to a wadleloped offshore financial center that provides a wide
range of services, including banking, structured finance, investment funds, various types of
trusts, andompany formation and management. As of December 2010, the banking sector had
$1.73 trillion in assets. There were approximately 250 banks, 150 active trust licenses, 730
captive insurance companies, nine money service businesses, and more than &jpaateso
licensed or registered in the Cayman Islands. According to the Cayman Islands Monetary
Authority, at year end 2010, there were approximately 9,000 registered mutual funds, of which
435 were administered and 133 were licensed. Shell banks aigifechbas are anonymous
accounts. Bearer shares can only be issued by exempt companies and must be immobilized.

Gambling is illegal; and the Cayman Islands do not permit the registration of offshore gaming
entities. There are no free trade zones, haditithorities do not see risks from bulk cash
smuggling related to the large number of cruise ships that dock at the island.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso appr oach Albseriousktrimest 0 appr
Legal persons covered: criminallyYES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES  Domestic: YES
KYC covered entitieBanks, trust companies, investment funds, fund administrators,
insurance companies and managers, money service businesses, corporate and trust service
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providers, money transmitters, dealers of precious metals and stones, and the real estate
industry

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time fram853 between April 2010 and March 2011.
Number of CTRs received and time fram&lot applicable
STR covered entitieBanks, trust companies, investment fundsdfadministrators,
insurance companies and managers, money service businesses, corporate and trust service
providers, money transmitters, dealers of precious metals and stones, and the real estate
industry

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: Eight between 2003 and 2010
Convictions: One since 2006

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

The Cayman Islands is a member of the Caribbe@aancial Action Task Force (CFATF), a
FATF-style regional body. Its most recent mutual evaluation can be found here:
http://www.cfatf

gafic.orgdownloadables/mer/Cayman_lIslands 3rd Round MER_(Final) English.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

While the Cayman Islands has increased both its regulatory and law enforcement staffing, the
number of prosecutions and convictions e xtr emely | ow given the va
financial sector; only six successful prosecutions for money laundering, and only one conviction

in the last four years.

International reporting suggests agents for private trust companies anduatiwarrying on

trust businesses may not consistently maintain identity and ownership information for all express
trusts for which they act as trustees. In addition, there remains a lack of penalties for failing to
report ownership and identity infornia, which undermines the effectiveness of identification
obligations. This is a particular problem for an estimated 3,000 unregulated mutual funds
resident in the Cayman Islands. There also is a need to pay greater attention to the risks and
proper superision of nonprofit organizations.

The Cayman Islands continues to develop its network of exchange of information mechanisms.
Since 2010, the Cayman Islands has signed a further five tax information exchange agreements,
with Canada, Mexico, Japan, Indiad South Africa, which meet the international standard. It

now has a network of 24 information exchange agreements, with 12 of those already in force.

The Cayman Islands is a United Kingdom (UK) Caribbean overseas territory and cannot sign or
ratify international conventions in its own right. Rather, the UK is responsible for the Cayman

|l sl andsé6é international affairs and may arrang
extended to the Cayman Islands. The 1988 Drug Convention was extende@ &ymman

Islands in 1995 and is implemented through several laws. The UN Convention against
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Corruption and the UN Convention against Transnational Organized Crime have not yet been
extended to the Cayman Islands. However, the full implementation pldtotire anti

corruption convention exists under current Cayman law. A 2002 request for extension of the
International Convention for the Suppression of the Financing of Terrorism to the Cayman
Islands has not yet been finalized by the UK, although thgons of the Convention also are
implemented by domestic laws.

Chi na, Peopl eds Republic of

China isswiftly becominga major global financial center, with a rapidly growing economy and
increased integration in the international market. The pris@uyces of criminal proceeds are
corruption, narcotics and human trafficking, smuggling, economic crimes, intellectual property
theft, counterfeit goods, crimes against property, and tax evasion. Money is generally laundered
through bulk cash smugglinyadebased fraud (over/under pricing of goods, falsified bills of
lading and customs declarations, counterfeit import/export contracts), real estate, and both the
formal and underground banking systems.

Most money laundering cases currently under ingastn involve funds obtained from
corruption and bribery. Proceeds of tax evasion, recycled through offshore companies, often
return to China disguised as foreign investment and, as such, receive tax benefits. Chinese
officials have noted that most adfscorruption in China are closely related to economic
activities that accompany illegal money transfers.

Chinese authorities have observed that the increase in AML efforts by banks has been
accompanied by increased laundering through the undergroukididpagstem and trade fraud.
Value transfer via trade goods, including barter exchange, is a common component in Chinese
underground finance. Many Chinese underground trading networks in Africa, Asia, the Middle
East, and the Americas participate in titzele of Chinesenanufactured counterfeit goods.

Chinais not a major offshore financial centeZhina has multiple Special Economic Zones

(SEZs) and other designated development zones at the national, regional, and local levels. SEZs
include Shenzherghantou, Zhuhai, Xiamen, and Hainan, along with 14 coastal cities and over
100 designated development zones.

For additional mformation focusing on terrorisfinancing, please refer to the Department of
Stateds Country Repor foand berehttp:@www.state.geviict/risierti i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREICY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approach ListapprGach st 0 appr
Legal persons covered: criminally: YES  civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
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Enhanced due diligence procedures for PEPBoreign: YES Domestic: YES
KYC covered entitiesBanks, securities dealers, insurance companies

SUSPICIOUS TRANSACTION REPORTINGSTR) REQUIREMENTS:
Number of STRs received and time framé21,852,018 in 2010
Number of CTRs received and time fram€hina does not separate STRs and CTRs
STR covered entitiesBanks, securities dealers, and insurance companies

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: Not available
Convictions: 11,456 in 2010

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:YES
With other governments/jurisdictionsYES

China is a member of the FinaalcAction Task Force (FATF), as well as the Asia/Pacific Group
on Money Laundering (APG) and the Eurasian Group on Combating Money Laundering and
Terrorist Financing (EAG), both of which are FAEEyle regional bodies (FSRB). Its most
recent mutual evahtion can be found herehttp://www.fatf
gafi.org/dataoecd/33/11/39148196.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In 2011, the Government of China (GOC) adopeécial legislation that defines the legal scope

of fAterrorist activitieso related to the crim
provides the legal basis for the establishment of a national, interagency terrorist asset freezing

body that, ifrobustly implemented, should bring China into greater compliance with the

requirements of UNSCRs 1267 and 1373.

The GOC should strengthen AML/CFT enforcement efforts to keep pace with the sophistication

and reach of criminal and terrorist networks. Aligh mandatory, the courts do not

systematically pursue the confiscation of criminal proceeds, which undermines any disincentive

to commit the crime. The GOC should ensure that all courts are aware of and uniformly

implement the mandatory confiscation BwChinaalsoshould enhance coordination among its

financial regulators and law enforcement bodies to better investigate and prosecute offenders.
Chinadés Ministry of Public Security should co
understanding of e AML/CFT tools can be used to support the investigation and prosecution

of a wide range of criminal activity.

U.S. law enforcement agencies note that the GOC has not cooperated sufficiently on financial
investigations and does not provide adequate regsaio requests for financial investigation
information. In addition to the lack of law enforcement based cooperation, thé&s@@Gility

to enforce U.S. court orders or judgments obtained as a result-abnaittion based forfeiture
actions against Gha-based assets remains a significant barrier to enhanced Chiha
cooperation in asset freezing and confiscation.

The GOC should expand cooperation with counterparts in the United States and other countries,
and pursue international linkages in AML/CFT efforts more aggressively. U.S. agencies
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consistently seek to expand cooperation with Chinese counterparts on AMin&ikers and to
strengthen both polieyand operationdlkevel cooperation in this critical area. While China
continues to make significant improvements to its AML/CFT legal and regulatory framework
and is gradually making progress toward meeting thenat®nal standards, implementation,
particularly in the context of international cooperation, remains lacking.

Colombia

The Government of Colombia (GOC) is a regional leader in the fight against money laundering

and terrorist financing. The GOC hasoackful antimoney laundering/countéerrorist

financing (AML/ CFT) regime; however, the | aun
cocaine and heroin trade continues to penetrate its economy and affect its financial institutions.
Laundered funds alsoederived from commercial smuggling for tax and import duty evasion;
kidnapping; arms trafficking; and terrorism connected to violent, illegaltyed groups and

guerrilla organizations, including U.S. Governmeasignated terrorist organizations.

Both drug and money laundering organizations use a variety of methods to repatriate their illicit
proceeds to Colombia. These methods include the Black Market Peso Exchange (BMPE), bulk
cash smugglingyire transfers, remittances, smuggled merchandise (¢t@mdy and more

recent methods, such as through the securities markets (both U.S. and Colombian), casinos,
electronic currency and prepaid debit cards as well as illegal mining. Criminal elements have
used the banking sector, and Colombian money brokensagly concentrated in Bogota, but

also in Medellin and Cali, are additional entities that facilitate money laundering actiVikies.

trade of counterfeit items in violation of intellectual property rights is an ever increasing method
to launder illict proceeds. Casinos, free trade zones (FTZs) and the postal money order market
in Colombia present opportunities for criminals to take advantage of inadequate regulation and
transparency.

Money laundering also has occurred via trade and thdaok firancial system, especially
transactions that support the informal or underground economy. -basee money laundering

by Colombian organizations with connections to Mexico, China, Ecuador, Peru and Panama has
grown exponentially in recent years. In th€lBE, or tradébased money laundering scheme,

goods from abroad (China has replaced the United States) are bought with drug dollars. Many of
the goods are either smuggled into Col ombia o
warehouses, thus avoidingnous taxes, tariffs and legal customs duties. In other-trasked

money laundering schemes, goods are-ovemder invoiced to transfer value. According to

people who have worked for years in the BMPE industry, evasion of the normal customs charges
is frequently facilitated through the corruption of Colombian oversight authorities by the drug

and money laundering groups.

Official corruption has also aided money laundering and terrorist financing in geographic areas
controlled by the Revolutionary Ared Forces of Colombia (FARC). Although corruption of
government officials remains a problem, President Juan Manuel Santos has taken a hard line on
corruption and has demonstrated that he is serious about punishing corrupt officials at the highest
level. Since Santos entered office, four former ministers, three former security directors of the
Administrative Department, and other government officials have been dismissed from office,
taken to court, or jailed.
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I n 2005, Col ombi a 6 sehahsive TiZ engdsrnizaters |awehdt opensc o mp r
investment to international companies, allows-oompany or standlone FTZs, and permits

the designation of prexisting plants as FTZs. As of September 2011, there are 91 FTZs in
Colombia. Companies within FBZnjoy a series of benefits such as a preferential corporate

income tax rate and exemption from customs duties and-aedlled taxes on imported

materials. The Ministry of Commerce administers requests for establishing FTZs, but the
governmentdoesnogpr t i ci pate in their operation. The
Authority), regulates activities and materials in FTZs, and there are identification requirements

for companies and individuals who enter or work in the FTZs. The Santos Administsation i

revising the FTZ and tax exemption scheme in order to limit their use in the near future.

For additional information focusing on terrorist financing, please refer to the Department of
Statebs Country Reports on http:dwww.state.gevijict/riskerti i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approach ListapprGach st 0 appr
Legal persons covered: criminallyYES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: NO  Domestic: NO
KYC covered entitiedBanks, stock exchanges and brokers, mutual funds, investment funds,
export and import intermediaries, credit unions, wire remitters, money exchange houses,
public agencies, notaries, casinos, lottery operators, car dealers, and foreign currency traders

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time framd;904 January through August 2011
Number of CTRs received and time fram&8,076 January through August 2011
STR covered entitiesBanks, securities broker/deas, trust companies, pension funds,
savings and credit cooperatives, depository and lending institutions, lotteries and casinos,
vehicle dealers, currency dealers, importers/exporters and international gold traders

MONEY LAUNDERING CRIMINAL PROSECUTIONSICONVICTIONS:
Prosecutions: 115 in 2010
Convictions: 95in 2010

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Colombia is a member of GAFISUD, a Financial Action Task Force (FAT#¢ regional body.
Its most recent mutual evaluation can be found here:
http://www.gafisudmfo/pdf/InformedeEvaluacinMutuaRepblicadeColombia_1.pdf
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ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Government of Colombia continues to make progress in the development of its financial
intelligence unit, regulatory framework and interageogoperation within the government.

However, referrals from the Colombian UIAF (Financial Intelligence Unit) to the public ministry
for ML/TF cases substantially decreased in 2011 and therefore prosecutions have decreased as
well. Placing greater focuwmnd priority on money laundering investigations, including

increasing resources and training, will be necessary to ensure continued and improved progress.
The GOC should take steps to foster better interagency cooperation, including coordination
betweenh e UI AF, Col ombi adés financi al intelligenc:i
Transparency Unit; and the tax and customs authority in order to combat the growth in
contraband trade to launder illicit drug proceeds. Congestion in the court systesaupab
impediments, and corruption remain problems that need to be addressed.

Colombian law lists specific predicate crimes upon which it bases money laundering violations.
The included crimes generally involve illegal armed groups and criminal syndicates and their
related activities.

The Colombian legal system has evolved whi introduction of the adversarial oral system.

Rel ated to this, the Prosecutor General s Off
has resulted in the loss of significant institutional knowledge and professional ability. This has

been duein large part, to a court decision requiring staffing changes whereby many experienced
prosecutors were let go and new hires replaced tfidra.office is in the process of

reconstructing its capabilities, but its effectiveness has been affected..

The Colombian Superintendency of Companies (SuperSociedades) has been working on new
antFmoney laundering regulations and kngaur-customer regulations for the private sector
that should be announced by the end of 2011.

While the Colombian financial systemas banking controls and government regulatory
processes in place, it is reported that drug and money laundering groups have influenced high
level bank officials in order to circumvent both establishedmotiey laundering controls and
government regulains.

Col ombian |l aw is wunclear on the governmentaos
entities on the UN 1267 Sanctions Committeeds
accounts, but not to seize assets. Colombian law should be dlgipell out the

government 6s authority to block assets of ind

Commi tteeds consolidated I|ist.

The GOC should put in place streamlined procedures for the liquidation and sale of seized assets
under state maiga@ment and should revise procedures to permit expedited forfeiture of seized
assets.A five to 15 year time frame for forfeiture opens opportunities for waste, fraud and abuse
while limiting the deterrent effect that could result from rapid asset foréeiolombian

prosecutors could take steps to not only seize the physical assets (real property) of narcotics
traffickers but also seize their bank accounts in Colomblas element is frequently not a part

of regular Colombian asset seizure operatidnsaddition, the GOC should increase the number

of judges that oversee asset forfeiture and money laundering cases to expedite the judicial
process.
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The GOC works extensively with U.S. law enforcement agencies to identify, target and

prosecute groupsnd individuals engaged in financial and drug crimes. The GOC should

explore steps to foster increased cooperation between the UIAF and the U.S. Treasury
Department s Financial Crimes Enforcement Net
Control (OFAQ as case exchanges substantially decreased in 2011

Costa Rica

While not a major regional financial center, Costa Rica remains vulnerable to money laundering
and other financial crimes, including various schemes that targebbk8d victims. Money
laundering activities are primarily related to the foreign proceeds of international trafficking in
cocaine. A sizeable internet gaming industry also launders millions of dollars in illicit proceeds
through Costa Rica and offshore centers annually. €eset extent, proceeds are laundered in
Costa Rica from domestic criminal activities, including trafficking narcotics, persons or arms;
fraud; corruption; and contraband smuggling. A significant market exists in the smuggling of
contraband liquors from bbdering countries. The Government of Costa Rica (GOCR) reports
that Costa Rica is primarily used as a bridge to send funds to and from other jurisdictions using,
in many cases, companies or banks established in offshore financial centers.

Money launderig occurs across the formal financial sector; the-fiwancial sector, especially

via both licensed and unlicensed money remitters; and within the free trade zones (FTZs).
Nicaraguan nationals residing in Costa Rica send over $200 million in remittameesd|ya to

family members in their home country, much of which is sent via unlicensed money remitters.

Both these unlicensed and licensed money services businesses are a significant risk for money
laundering and a potential mechanism for terrorist fimamgi. I n addition, Cost
used by approximately 284 companies, are susceptible to money laundering. The smuggling of

bulk currency across borders with Panama and Nicaragua is also prevalentbaSadienoney
laundering, while utilized, hasot been detected with the same frequency as the other typologies
described above. The GOCR has not reported investigations of terrorism financing in 2011.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAR-ICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious cri meso appedicate erimés:Albseriouskrimest 0 apopr
Legal persons covered: criminaliy§lO civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES Domestic: YES
KYC covered entitiedBanks, crdit institutions, and savings and loan cooperatives; pension
funds; insurance companies and agents; money exchangers and remitters; trust managers,
investment fund and safekeeping companies; issuers, sellers or redeemers of travelers checks
and postal moneorders; and securities dealers
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SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time frame294 from January September 2011
Number of CTRs received and time frameNot available
STR covered entitiesBanks, creditnstitutions, and savings and loan cooperatives; pension
funds; insurance companies and agents, money exchangers and remitters; trust managers,
investment fund and safekeeping companies; issuers, sellers or redeemers of travelers checks
and postal monegrders; and securities dealers

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: Nine from December 2010 to October 2011
Convictions: Two from December 2010 to October 2011

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:YES
With other governments/jurisdictionsYES

Costa Rica is a member of the Financial Action Task Force on Money Laundering in South
America (GAFISUD), a Financial Action Task Fossgyle regional body. Its most recent tonai
evaluation can be found herhbttp://www.cfattgafic.org/mutuakevaluationreports.htmi

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In October 2010, the Judicial Branappointed a new Attorney General. As part of a subsequent
restructuring, in December 2010, the Attorney
prosecution of money laundering cases from the Organized Crime Bureau to the Economic

Crimes Bureau. In addtiin, the Attorney General appointed a new bureau chief to the renamed
Economic Crimes, Taxation, and Money Laundering Bureau. Based on these changes, beginning

in January 2011, there has been a significant emphasis placed on money laundering

investigatios, including those involving advanced typologies and transnational crime.

Nevertheless, the AGO and the Judicial Police still lack adequate resources to effectively

investigate and prosecute many of the complex money laundering cases linked to Costa Rica.

Moreover, the I|l-egahddochgongeaofofhaeatio in Spa
from charging money laundering in many cases. Under Costa Rican law, a person who commits

a predicate crime and who subsequently launders the proceedsarinteatannot be charged

with money laundering as an additional offense (e.g., a drug dealer who is convicted on drug
charges cannot also be prosecuted for laundering the drug proceeds). In Costa Rica, money
launderers oftentimes use legitimate businearsdsshell corporations to launder illegal

proceeds. However, criminal liability does not extend to legal persons.

Land-based casinos and internet gaming companies are effectively not regulated in Costa Rica
and represent a significant risk for moneyndering. The online gaming industry transacts
billions of dollars annually and employs thousands of Costa Rican nationals. Most of its
proceeds are laundered in offshore centers but millions of dollars still circulate in Costa Rica.

The GOCR reportthat Costa Rican attorneys oftentimes conduct large cash purchases of real

estate on behalf of persons located in the United States. While many of these transactions appear
legal, the GOCR has concerns that some of the international wire transfersdbstensi
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legitimate real estate transactions are, in fact, the proceeds of illegal activities in the United
States.

In 2011, the GOCR pursued its first case under the 2009 civil forfeiture law. The presiding
judge subsequently referred the case to théa®gan Supreme Court for an advisory opinion
which has yet to be issued. It is still unclear whether the GOCR will assist other countries in
obtaining norconvictionbased forfeiture.

While it has demonstrated a genuine commitment to strengthenargitaoney
laundering/counteterrorist financing (AML/CFT) regulatory regime, the GOCR has not fully
implemented recently enacted Hssed regulations. The GOCR and its regulators have

focused considerable attention on the formal financial sector;yeswbey have not adequately
supervised money service businesses, especially money remitters, and issuers, sellers or
redeemers of travelers checks and postal money orders. While the FIU is tasked with oversight
authority with respect to these entitigdacks the resources, personnel, or capacity to comply

with this mandate. Additionally, designated fforancial businesses and professions

(DNFBPs), such as dealers of precious stones and metals, accountants, real estate agents, lawyers
and notaries,ra not covered by the AML/CFT provisions.

Curacao

In late 2010, Curacao became a new autonomous country within the Kingdom of the
Netherlands. Curacao enjoys a high degree of autonomy on most internal matters but defers to
the Kingdom of the Netherland&ON) in matters of defense, foreign policy, final judicial

review, human rights, and good governance. Curacao is a regional financial center and a
transshipment point for drugs from South America bound for the United States and Europe.
Money launderings primarily related to proceeds from illegal narcotics. Money laundering
organizations can take advantage of banking secrecy and use offshore banking and incorporation
systems, economic zone areas, and resort/casino complexes to place, layer andraginder
proceeds. Another possible area of money laundering activity may be through wire transfers
between the island and the Netherlands. Bulk cash smuggling is a continuing problem due to the
close proximity of Curacao to South America.

Curacao hastwbr ee economi c zones. 't is not known
bulk cash to buy actual products which are shipped to South America and sold, thus legitimizing

the profits) occurs. The worldwide financial recession has significantly sloweddhemic
activities of the zomemseod wWhiralh aprcdmnaisdesasn pattar
investors a variety of tax saving opportunities and could be vulnerable to illegal activities.

Curacaodbs offshor e f i nwdaaecompahiesprevadingfinancialoands i st s
administrative services to an international clientele, including offshore companies, mutual funds,
and international finance companies. The extent of this sector is not clear, but it has declined in
scale due to thevorldwide financial crisis. Banking regulations require international banks to

have a physical presence and maintain records on the island. Bearer shares of international
companies must be kept in custody and onshore companies are not allowed to te\shbess.

Several casinos and Internet gaming companies operate.
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DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimeso appr oac hAlcseriouddrinest 0 appr
Legal persons covered: criminallyfES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBpreign: YES Domestic: YES
KYC covered entitiesOnshore and offshore banks, saving banks, money remitters, credit
card companies, credit unions, life insurance companies and brokers, trust companies and
other service providers, casinos, customs, lawyers, notaries, accountants, tax advisors,
jewelers, ar dealers, real estate agents, administration offices, tax advisors, lawyers, and
accountants

SUSPICIOUS TRANSACTON REPORTING (STR) EQUIREMENTS:
Number of STRs received and time frameXot available
Number of CTRs received and time frameNot avalable
STR covered entitied:ocal and international banks, saving banks, money remitters, credit
card companies, credit unions, life insurance companies, insurance brokers, company and
other service providers , casinos, customs, lawyers, notaries, tanasytax advisors,
jewelers, car dealers, real estate agents, administration offices, and other tax, legal, and
accountancy experts

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:
Prosecutions: 24 - January May 2010
Convictions: 23 - Janary- May 2010

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Curacao is a member of the Caribbean Financial Action Task Force, (CFATF), a Financial
Action Task Forcestyle regional body. The first AML/CFT evaluation of Curacao occurred in
August/September of 2011. Once adopted, the mutual evaluation report will be found here:
http://www.cfatfgafic.org/mutuakevaluationreports.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

A new penal code was passed by parliament and was to be published on November 15, 2011.
Terrorism financing is now specifically criminalized and legal persoasubject to criminal
and administrative penalties.

Curacao should ensure that it continues its regulation and supervision of the offshore sector and
free trade zones, as well as pursuing money laundering investigations and prosecutions. Curacao
shouldwork to fully develop its capacity to investigate and prosecute money laundering and
terrorist financing cases.
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The Mutual Legal Assistance Treaty between the KON and the U.S. applies to Curacao;
however, the treaty is not applicable to requests fostassie relating to fiscal offenses
addressed to the Netherlands Antilles.

Curacao is part of the Kingdom of the Netherlands and cannot sign or ratify international
conventions in its own right. Rather, the Netherlands may arrange for the ratifidadion o
convention to be extended to Curacao. The 1988 Drug Convention was extended to Curacao in
1999. The International Convention for the Suppression of the Financing of Terrorism was
extended to the Netherlands Antilles, and as successor, to Curagoan22, 2010. The UN
Convention against Transnational Organized Crime and the UN Convention against Corruption
have not yet been extended to Curacao.

Cyprus

Since 1974, Cyprus has been divided de facto into the goverumetnodlled twethirds of tre

island and the Turkish Cypriatdministered on¢hird. The Government of the Republic of

Cyprus (ROC) has continued to be the only internationally recognized authority; in practice, its
authority extends only to the governmeontrolled area. In 1988%)e Turkish Cypriots

decl ared an independent ATurkish Republic of
does not recognize the ATRNC, 0 nor does any ¢c
report discusses the area controlled by the ROGeparate section on the area administered by

Turkish Cypriots follows.

Cyprus is a major regional financial center with a robust financial services industry and a
significant amount of nonresident businesses. A number of factors have contributed to th
development of Cyprus as a financial center: a preferential tax regime; double tax treaties with
44 countries (including the United States, several European Union (EU) nations, and former
Soviet Union nations); well developed and modern legal, accouatichdpanking systems; a
sophisticated telecommunications infrastructure; and EU membership. There are no legal or
substantive distinctions between domestic and offshore companies. Cyprus has also lifted the
prohibition from doing business domesticallpdacompanies formerly classified as offshore are
now free to engage in business locally. International business companies are allowed to be
registered in Cyprus but their ultimate beneficial ownership must be disclosed to the authorities.
There are ove240,000 companies registered in Cyprus, many of which belong tcesmients.

The same disclosure, reporting, tax and other laws and regulations apply equally to all registered
companies.

Like any financial center, Cyprus faces risks from money laungiemd illicit finance activities.

The Cypriot authorities are aware of those risks and take legislative and other measures to

counter and suppress such activities. The biggest threats for money laundering are primarily

from simple financial crime domesally and tax evasion internationally. There is no significant

black market for smuggled goods in Cyprus. What little black market trade exists is usually

related to small scale transactions, typically involving fake clothing, pirated CDs/DVDs and
cigarettes moved acrossthetiNat r ol | ed buf fer zone separating
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Cyprus has three free trade zones (FTZs). Two, located in the main seaports of Limassol and
Larnaca, are used only for transit trade, while the third, located neateh®aional airport in

Larnaca, can also be used for repacking and reprocessing. These areas are treated as being
outside normal EU customs territory. Consequently;B0Orgoods placed in FTZs are not

subject to any import duties, VAT or excise tax. E&fe governed under the provisions of

relevant EU and Cypriot legislation. The Department of Customs has jurisdiction over all three
areas and can impose restrictions or prohibitions on certain activities, depending on the nature of
the goods.

For additonal information focusing on terrorist financing, please refer to the Department of
Statebs Country Reports on http:Bwww.state.gevijict/riskerti i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS RELAED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimesoOo appr oach Albseriodsktrimest 6 appr
Legal persons covered: criminallyfES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES  Domestic: NO
KYC covered entitiedBanks, cooperative credit institutions, securities and insurance firms,
payment institutions including money transfer businesses, trust and company service
providers, auditors, tax advisors, accountants, real estate agents, dealers in precious stones
andgems, and in certain cases, attorneys

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time fram&10 in 2010
Number of CTRs received and time fram&ot available
STR covered entitiesBanks, cooperative credit in&ttions, securities and insurance firms,
payment institutions including money transfer businesses, trust and company service
providers, auditors, tax advisors, accountants, real estate agents, dealers in precious stones
and gems, and in certain cases,ragys, plus any person who in the course of his
profession, business or employment knows or reasonably suspects that another person is
engaged in money laundering or terrorist financing activities

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: 41 in 2010
Convictions: 15in 2010

RECORDS EXCHANGE MEGANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Cyprus is a member of the Counc EValuaiohofBnir ope 6 s
Money Laundering Measures and the Financing of Terrorism (MONEYVAL), a Financial
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Action Task Forcestyle regional body (FSRB). Its most recent mutual evaluation report can be
found here:http://www.coe.int/t/dghl/monitoring/moneyval/Countries/Cyprus_en.asp

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

There are no | egal i ssues hampering Cyprusoé a
assistance requests. Cypriot law allows MOKAS, the Cypriot financial intelligence unit (FIU) to
share information with other FIUs without benefit of a memduan of understanding (MOU).

Cyprus has enacted comprehensive legislation and established systems for identifying, tracing,
freezing, seizing, and forfeiting narcoticdated assets and assets derived from other serious
crimes. Like most EU countriethough, Cyprus has no provisions allowing civil forfeiture of
assets without a criminal case. The police and the FIU are responsible for tracing, seizing and
freezing assets and they fully enforce existing legislation. Cyprus has an independent national
system and mechanism for freezing terrorist assets, and has also engaged in bilateral and
multilateral negotiations with other governments to enhance its asset tracking and seizure
system.

Area Administered by Turkish Cypriots

The Turkish Cypriot community continues to lack the legal and institutional framework

necessary to provide effective protection against the risks of money laundering, although
significant progress has been ma dterregulating ec ent
the onshore and offshore banking sectors and casinos. There are currently 21 domestic banks in
the area administered by Turkish Cypriots and Internet banking is available.

The offshore banking sector remains a concern. The offshdog seasists of 11 banks and 90
companies. The offshore banks may not conduct business with residents of the area

admini stered by Turkish Cypriots and may not
regulation and licensing of offshore banks anditsithe offshore entities, which must submit an
annual report on their activities. The Al awo
Organization for Economic Goperation and Development (OEGB¥ember nations or Turkey

to operate an offshore branchnarthern Cyprus.

The Turkish Cypriot community is not part of any FSRB and thus is not subject to normal peer
evaluations. Turkish Cypriot authorities have taken steps to address the risk of financial crime,

i ncludi ng edmaneytlaundgrig ahawago@f AMLLO) 0 for the ar e,
establishing an FI U equival ent. The AAMLLO a
the area administered by Turkish Cypriots as well as improve the tracking of any transactions

above 10,000 Euros (appimately $13,000).

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREICY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAl I serious crimeso appr oach Albseriodsktrimest 06 appr
Legal persons covered: criminallyfES civilly: YES
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KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: NO Domestic: NO
KYC covered entitiedBBanks, cooperative credit societies, finance companies,
leasing/factoring companies, portfolio management firms, investment firms, jewelers, foreign
exchange neaus, real estate agents, retailers of games of chance, lottery authority,
accountants, insurance firms, cargo firms, antique dealers, auto dealers, lawyers

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time framé&05in 2011 (as of October 30, 2011)
Number of CTRs received and time fram&lot available
STR covered entitieBanks, cooperative credit societies, finance companies,
leasing/factoring companies, portfolio management firms, investment firms, jeweleign fore
exchange bureaus, real estate agents, retailers of games of chance, lottery authority,
accountants, insurance firms, cargo firms, antique dealers, auto dealers, lawyers

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: None
Convictions: None

RECORDS EXCHANGE MEGIANISM:
With U.S.: MLAT: NO Other mechanism:NO
With other governments/jurisdictionsYEST with Turkey only

The area administered by Turkish Cypriots is not a member of any FSRB.
ENFORCEMENT AND IMPLEMENTATION | SSUES AND COMMENTS

Despite the 2009 promulgation of more strict
five in Famagusta and 15 in Kyrenia) remain essentially unregulated due to the lack of an
enforcement or investigativeechanism by the casino regulatory body and efforts-to de

criminalize any failure by casinos to follow KYC regulations.

Banks and other designated entities must subm
forward any STRs to the fiveme mb e r -Mén&n tLiaunder i ng Commi tteed w
whet her to further refer suspicious cases to
to the fApoliced f or -membérboemittee is composedafat i on. T
representativets BEohbmyiMi iMehey and Exchange
Apoliced and Acustomso.

The Turkish Cypriot AAMLLO provides better ba
but without ongoing enforcement its objectives cannot be met. A major assakantinues to

be the many casinos, where a lack of resources and expertise leave the area essentially
unregulated, and therefore, especially vulnerable to money laundering abuse. Amendments to a

Al awo to regul ate pot e nwouldeksenfialyidecanunalizes/failirey i n ¢
to implement KYC rules have been pending for over one year. The largely unregulated

consumer finance institutions and currency exchange houses are also of concern. The Turkish
Cypriot authorities should continugebr t s t o enhance the AFI U, 0 an
strong licensing and regulatory environment for all obligated institutions, in particular casinos
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and money exchange houses. Turkish Cypriot authorities should stringently enforce the cross
border curency declaration requirements. Turkish Cypriot authorities should continue steps to
enhance the expertise of members of the enforcement, regulatory, and financial communities
with an objective of better regulatory guidance, more efficient STR reporgttgr lanalysis of
reports, and enhanced use of legal tools available for prosecutions.

Dominican Republic

The Dominican Republic (DR) is not a major regional financial center, despite having one of the
largest economies in the Caribbean. The DR coesino be a major transit point for the
transshipment of illicit narcotics destined for the United States and Europe. The six international
airports, 16 seaports and a large porous frontier with Haiti present Dominican authorities with
serious challenges.

Corruption within the government and the private sector, the presence of international illicit
trafficking cartels, a large informal economy, and a fragile formal economy make the DR
vulnerable to money laundering and terrorist financing threats. T il@ormal economy is a
significant market for illicit or smuggled goods. The uni@oicing of imports and exports by

DR businesses is a relatively common practice for those seeking to avoid taxes and customs fees.
U.S. law enforcement believes th&sesome evidence that arms smuggling across Dominican
borders has reached systemic levels as there are identifiable networks smuggling weapons into
the DR from the U.S. The increase in drug related violence throughout the DR is partially
attributable taarms trafficking as evidenced by the seizures of illicit weapons at ports of entry
over the past year. The major sources of laundered proceeds stem from illicit trafficking
activities, tax evasion and fraudulent financial activities, particularly transaawith forged

credit cards.

There are no reported hawala or other money or value transfer services operating in the DR. A
significant number of remittances are transferred through banks. Casinos are legal in DR and
unsupervised gaming activity repeess a significant money laundering risk. While the country

has a law creating an international financial zone, implementing regulations will not be issued
until the Il aw is reformed to avoid perception
regultory regime.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREICY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAl I serious crimeso appr oac hAl®seriouddrinest 0 appr
Legal persons covered: criminallyYES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced dudliligence procedures for PEPsEoreign: YES Domestic: YES
KYC covered entitiesBanks, currency exchange houses, securities brokers, cashers of
checks or other types of negotiable instruments, issuers/sellers/cashers of travelers checks or
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money orderscredit and debit card companies, remittance companies, offshore financial
service providers, casinos, real estate agents, automobile dealerships, insurance companies,
and dealers in firearms and precious metals

SUSPICIOUS TRANSACTION REPORTING (STR) REQREMENTS:
Number of STRs received and time framélot available
Number of CTRs received and time framé&lot available
STR covered entitiesBanks, agricultural credit institutions, money exchangers, notaries,
gaming centers, securities dealers, adrdiquity dealers, jewelers and precious metals
vendors, attorneys, financial management firms and travel agencies

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:
Prosecutions: 12 in 2011
Convictions: Seven in 2011

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

The Dominican Republic is a member of the Caribbean Financial Action Task Force (CFATF), a
Financial Action Task Force (FAT#)yle regional body. Its ast recent mutual evaluation can

be found herehttp://www.cfatf

gafic.org/downloadables/mer/Dominica_3rd_Round MER_(Final) English.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The DR has made progress on the functioning of its financial intelligence unit (FIU), but
problems remain. Progress includes greater clarity on the areas covered by disclosure and
reporting requirements; however, there remains a lack of publicly avaitétmation about

the numbers of reports submitted by the various reporting sectors.

The DR also strengthened its laws on PEPs and correspondent relationships but international
experts have outlined key weaknesses to address. In addition, the Diyurgeds to pass
regulations to provide safe harbor protection for STR filers and criminalize tipping off. The
government also should work to better regulate casinos andarmnbusinesses and

professions, in particular real estate companies, and gtemgegulations for financial
cooperatives and insurance companies.

The DRO6s asset forfeiture regime is improving
confiscation of instrumentalities intended for use in the commission of a money laundering

offense; property of corresponding value; and income, profits, or other benefits from the

proceeds of crime. The DR should implement legislation to bring its asset forfeiture regime up

to international standards.

In July 2011, Dominican authorities annced they had dismantled the core of a narcotics
trafficking and money laundering organization based in the DR. The alleged profits from the
narcotrafficking operation were laundered using banks and other financial instruments
throughout the Western Hemisgre. The group allegedly had branches in Canada, Colombia,
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Venezuela, Jamaica and elsewhere. The investigation was coordinated by agents from the DR,
Central America, South America, North America, and Interpol.

The Egmont Group expelled the FIU in B0@ue to a lack of compliance with the definition of

an FIU. To date, the FIU has not been reinstated into that worldwide organization. This
seriously hinders U.S. law enforcement in the exchange of information with its Dominican
counterparts throughthtewo countri esd FIl Us. The Egmont Gr
the DR would need to take to-a@ply for Egmont membership, thereby allowing the FIU to
efficiently and securely share sensitive financial information with the Financial Crimes
Enforcanent Network (FInCEN), the U.S. FIU, as well as with the rest of the Egmont
membership. However, there are still impediments in the Dominican law keeping the FIU from
being considered for membership, such as Law 480/08 which enables the creation of anothe
FIU-like organization to regulate international financial zones. The DR should modify the law to
eliminate the possibility of a second FIU, anehpply for membership in the Egmont Group.

France

France remains an attractive venue for money laungieecause of its sizable economy,
political stability, and sophisticated financial system. Narcotics and human trafficking,
smuggling, and other crimes associated with organized crime are among its vulnerabilities.

France can designate portions of iistoms territory as free trade zones and free warehouses in
return for commitments in favor of employment. France has taken advantage of these
regulations in several specific instances. The French Customs Service administers these zones.

For additional information focusing on terrorist financing, please refer to the Department of
Statebs Country Reports on http:dwww.state.gevijict/riskerti i ¢ h ¢

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZAT ION OF MONEY LAUNDERING:
AAll serious crimeso appr oach Albseriodsktrimest 06 appr
Legal persons covered: criminalllf ES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedurésr PEPs: Foreign: YES Domestic: YES
KYC covered entitiesBanks, credit institutions, moneysuing institutions, investment
firms, money exchangers, investment management companies, mutual insurers and benefit
institutions, insurance brokers and intermediaries, notaries, receivers and trustees in
bankruptcyfinancial investment advisors, real estate brokers, chartered accountants,
auditors, dealers in higialue goods, auctioneers and auction houses, baliliffs, lawyers,
participants in stock exchange settlement and delivery, commercial registered office
providers, gaming centers, and companies involved in sports bets anddwnggtips
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SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time fram@0,252 in 2010
Number of CTRs received and time framé&lot available
STR coverd entities: Banks, credit institutions, monagsuing institutions, investment
firms, money exchangers, investment management companies, mutual insurers and benefit
institutions, insurance brokers and intermediaries, notaries, receivers and trustees in
bankruptcy, financial investment advisors, real estate brokers, chartered accountants,
auditors, dealers in higialue goods, auctioneers and auction houses, baliliffs, lawyers,
participants in stock exchange settlement and delivery, commercial registiezed of
providers, gaming centers, and companies involved in sports bets andauoimgeips

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:
Prosecutions: 276 in 2010
Convictions: 35in 2010

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

France is a member of the Financial Action Task Force (FATF). Frauat®0 a Cooperating
and Supporting Nation to the Caribbean Financial Action Task Force (CFATF), asféF
regional body.lts most recent mutual evaluation can be found Hetp://www.fatf
gafi.org/dataoecd/3/18/47221568.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

TheFrench government has a comprehensiverantiey laundering/countéerrorist financing
(AML/CFT) regime and is an active partner in international efforts to control money laundering
and terrorist financing. France maintains the ability to designatedndis or entities under

French domestic authorities in addition to those designated by European Union (EU) regulations.
France and the Unites States have exchanged large amounts of data in connection with money
laundering and terrorist financing. Frarstdl does not have the capacity to share forfeited

assets with other jurisdictions.

France applies the 2006/70/CE European Union directive by which politically exposed persons
from the EU states may benefit from simplified vigilance procedures, butroaliimited
number of cases.

In September 2011 the Prudential Control Authority (ACP) took several measures to improve its
ability to fight money laundering and terrorism financing. The ACP has provided guidelines to

help financial institutions definend r esearch fAthe effective bene
terrorism financing. The ACP also has defined new reporting obligations for money exchangers.

France should continue its active participation in international organizations and its otdreach

lower-capacity recipient countries to combat the domestic and global threats of money
laundering and terrorist financing.
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Germany

While not an offshore financial center, Germany is one of the largest financial centers in Europe.
Although not a majodrug producing country, Germany continues to be a consumer and a major
transit hub for narcotics. Organized criminal groups involved in drug trafficking and other

illegal activities are an additional source of laundered funds in Germany. Trends in money
laundering include electronic payment systems; financial agents, i.e., persons who are solicited to
make their private accounts available for money laundering transactions; and trade in CO
emission certificates. Free Zones of control type | exist imBreaven, Cuxhaven, and

Hamburg, i.e., freeports. Deggendorf and Duisburg are control type Il Free Zones (unfenced
inland ports).

For additional information focusing on terrorist financing, please refer to the Department of
St at ebds Coun trorigm, Rk aar be found hetatp: dwww.state.gov/j/ct/ris/crt/

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENCY; CURENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approachBah Alisto appr
Legal personsovered: criminally:NO civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES  Domestic: NO
KYC covered entitiesCredit institutions, financial services institutions, paymestitations
and emoney institutions as well as their agents; financial enterprises; insurance companies
and intermediaries; investment companies; lawyers, legal advisers, auditors, chartered
accountants, tax advisers and tax agents; trust or companyegamowiders; real estate
agents; casinos; and persons trading in goods

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time framé&1,042 in 2010
Number of CTRs received and time fram&lot applicable
STR coverecntities: Credit institutions, financial services institutions, payment institutions
and emoney institutions as well as their agents; financial enterprises; insurance companies
and intermediaries; investment companies; lawyers, legal advisers, authtotsrex
accountants, tax advisers and tax agents; trust or company service providers; real estate
agents; casinos; and persons trading in goods

MONEY LAUNDERING CRIMINAL PROSECUTIONS/@NVICTIONS:
Prosecutions: 684 in 2010
Convictions: 606 in 2010

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES
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Germany is a member of the Financial Action Task Force. Its most recent mutual evaluation can
be found here:http://www.fatfgafi.org/dataoecd/44/19/44886008.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Germany strengthened its AML/CFT regime in 2011, including by: amending AML/CFT
provisions governing the financial sector through the Act to Implement the Seddoddy
Directive which entered into force at the end of April 2011; extending the list of predicate
offenses to include market manipulation, product piracy and insidéngriddough the Act to
Improve the Combating of Money Laundering and Tax Evasion, effective3\Vedi1;

clarifying the powers such as the right to obtain information and enter premistthe

supervisory authorities responsible for forancial insttutions; and submitting the draft Act to
Optimize the Prevention of Money Laundering to the German parliament, with adoption
envisaged before the end of 2011. While Germany has no automatic CTR requirement, large
currency transactions frequently trigged aR.

Tipping off is a criminal offense only if it is committed with the intent to support money

laundering or obstruct justice, and applies only to previdiilglg STRs. Otherwise, it is an
administrative offense t dppraximatelyr$68j0@pundertifei ne o f
Money Laundering Act; draft | egislation would
$133,000). Legal persons are only covered by the Administrative Offenses Act, and are not
criminally liable under the Crimin&ode.

The numbers of prosecutions and convictions included in this report only reflect cases in which
the money laundering violation carried the highest penalty of all the crimes of which the offender
was convicted.

Notably, on March 10, 2011, a GemraLebanese criminal group was sentenced for laundering

money from narcotics sales throughout Europe by transporting it to Lebanon. Assets amounting
to 0 9.2 million (approximately $12.271 milli
statistics on thamount of assets forfeited in criminal money laundering cases. Assets can be
forfeited as part of a criminal trial or through administrative procedures such as claiming back

taxes.

Germany should become a party to the UN Convention against Corruption

Greece

Greece is considered to be a regional financial center in the developing Balkans, as well as a
bridge between Europe and the Middle East. Official corruption, the presence of organized
crime, and a large shadow economy make the country vulnecafieney laundering and

terrorist financing. Greek law enforcement proceedings indicate that Greece is vulnerable to
narcotics trafficking, trafficking in persons and illegal immigration, prostitution, smuggling of
cigarettes and other contraband, sesifsaud or theft, illicit gaming activities, and large scale

tax evasion. Anecdotal evidence of illicit transactions suggests an increase in financial crimes in
the past few years and that criminal organizations (some with links to terrorist groups)
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increasingly are trying to use the Greek banking system to launder illicit proceeds. Criminally
derived proceeds historically are most commonly invested in real estate, the lottery, and the stock
market. Criminal organizations from southeastern Europe arigblkan region are responsible

for a large percentage of the crime that generates illicit funds. The widespread use of cash
facilitates a gray economy as well as tax eva
commitments under its European Union (HMJ bailout program, the government is trying to

crack down on both trends. Due to the large informal econoesyimated by the Organization

for Economic Ceoperation and Development and others to be between 25 and 37 percent of
GDPi it is difficult to detemine the value of goods smuggled into the country, including

whether any of the smuggled goods are funded by narcotic or other illicit proceeds. There is
increasing evidence that domestic terrorist groups are involved with drug trafficking.

For additioral information focusing on terrorist financing, please refer to the Department of
Statebs Country Reports on http:dwww.state.gevijict/riskerti i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY RANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREICY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:

AAll serious crimeso approach Acombifationda 0 appr
list of predicate offenses and a threshold approach
Legal persons covered: criminallyNlO civilly: YES

KNOW-YOUR-CUSTOMER (KYC)RULES:
Enhanced due diligence procedures for PEPBoreign: YES  Domestic: NO
KYC covered entitiesBanks, savings banks, and cooperative banks; credit companies,
money remitters, financial leasing and factoring compabiggaux de changard postal
companies; stock brokers, investment services firms, and collective and mutual funds; life
insurance companies and insurance intermediaries; accountants, auditors, and audit firms; tax
consultants, tax experts, and related firms; real estatesaggshicompanies; casinos
(including internet casinos) and entities engaging in gaming activities; auction houses,
dealers in high value goods, auctioneers, and pawnbrokers; notaries, lawyers, and persons
providing services to companies and trusts

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time fram&;,479 in 2011
Number of CTRs received and time framé&lot available
STR covered entitiesBanks, savings banks, and cooperative banks; credit companies,
money remittes, financial leasing and factoring companlas,eaux de changand postal
companies; stock brokers, investment services firms, and collective and mutual funds; life
insurance companies and insurance intermediaries; accountants, auditors and autdkfirms;
consultants, tax experts and related firms; real estate agents and companies; casinos
(including internet casinos) and entities engaging in gaming activities; auction houses,
dealers in high value goods, auctioneers, and pawnbrokers; notaries, |anggvsrsons
providing services to companies and trusts

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:
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Prosecutions: 134 in 2011
Convictions: 58 in the first half of 2011

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Othermechanism: YES
With other governments/jurisdictionsYES

Greece is a member of the Financial Action Task Force (FATF). Its most recent mutual
evaluation can be found herbttp://www.fatf
afi.org/document/23/0,3343,en_32250379 32236963 38916695 1 1 1 1,00.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Government of Greece (GOG) has been working to improve the effectivenes&ddke
financial intelligence unit (FIU). Greek authorities have hired sufficient staff to carry out the
extensive functions with which the FIU is tasked. The GOG has also made available adequate
financial resources to ensure the FIU is able to fulBlr@sponsibilities, ensure its powers are in
line with the international standards related to a financial intelligence unit, and ensure its
technical and data management systems and capacities support its functions.

Greece still needs to ensure that dgsfescation regime is more effectively implemented and

used. While the 2008 antioney laundering/countering the financing of terrorism (AML/CFT)

law contains provisions allowing civil asset forfeiture under special circumstances, Greek
authorities advisé is not practical to launch civil procedures and currently do not do so. The
government also should develop an arrangement for the sharing of seized assets with third party
jurisdictions that assist in the conduct of investigations.

In March 2011, ammendment to the 2008 AML/CFT law (Law 3932/A4980011)

established a new entity, the Financial Sanctions Unit (FSU). The FSU is tasked with
designating terrorists in accordance with UNSCR 1373, outside the EU listing system, and
issuing executive ords to freeze the assets of internationally designated terrorists. It is unclear
if the executive order procedure applies to suspected terrorists designated domestically. The
GOG has provided guidance to financial institutions and designatefinamicial businesses and
professions on freezing assets without delay, and has begun to monitor for compliance, though
the effectiveness of the monitoring is still undetermined. The GOG is authorized to impose
sanctions on entities for noncompliance with freezieis.

While Greece has made positive strides in the supervision area, particularly with its transfer of
supervisory powers over the insurance sector to the Bank of Greece, a shortage of personnel at

the Hellenic Capital Markets Commission (which supess/securities firms, brokers, other

financial intermediaries, and clearing houses) remains, but is difficult to address in light of a
gener al hiring freeze in the public sector du
whether the Ministry of JBitice has enough resources available to deal with money laundering or
terrorist finance related cases.

The GOG has instituted regul atory measures re
(approximately $3,850) be executed with credit cards, checksdareashs 6 checks and t
businesgso-b usi ness transactions in excess of 03, 00

through checks or bank account transfers. All credit and financial institutions, including
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payment institutions, must also report on anthty basis all transfers of funds abroad executed

by credit card, check or wire transfer. Nevertheless, the GOG should adopt a system for
reporting large currency transactions across all regulated sectors and explicitly abolish eompany
issued bearer shes. It should also continue to improve enforcement of its-troter currency
reporting requirements and improve efforts to deter the smuggling of currency across its borders.
Greece also should ensure that companies operating within its free tradeap®isubject to the

same level of enforcement of AML/CFT controls as other sectors and work steadfastly to bring
charitable and nonprofit organizations under the AML/CFT regime.

Guatemala

Guatemala is not considered a regional financial center.niinces to be a transshipment route

for South American cocaine and heroin destined for the United States and for returning cash to
South America. Smuggling of the precursors to methamphetamine is also a problem. Reports
suggest the narcotics trade isremsingly linked to arms trafficking.

Historically weak law enforcement and judiciary systems coupled with endemic corruption and
increasing organized crime activity contribute to a favorable climate for significant money
laundering in Guatemala. Accongj to law enforcement agencies, narcotics trafficking and
corruption are the primary sources of money laundered in Guatemala; however, the laundering of
proceeds from other illicit activities, such as human trafficking, firearms, contraband,

kidnapping, ta evasion, and vehicle theft, is substantial. There is no indication of terrorist
financing activities.

Guatemal ads geographic | ocation makes it an i
groups, including human and drug trafficking organizatiorise Central America Four

Agreement between El Salvador, Guatemala, Honduras, and Nicaragua allows for free

movement of the citizens of these countries across their respective borders without passing

through immigration or customs inspection. As suchatireement represents a vulnerability to

each country for the crog®rder movement of contraband and illicit proceeds of crime.

There is a category of Aoffshored banks in Gu
(usually Guatemalans with averaggposits of $100,000) is legally considered to be deposited in

the foreign country where the banko6s head off
entities, with head offices in Panama, the Ba
subject to the same AML/CFT regulations as any local bank. Guatemala has 17 active free trade
zones (FTZs) and six more are supposed to start operations soon. They are mainly used to

import dutyfree goods utilized in the production of products for etgg@m. There are no

known cases or allegations that indicate the FTZs are hubs of money laundering or drug

trafficking. There are no reported hawala or other money or value transfer services operating in
Guatemala. A significant number of remittancestaansferred through banks and appear to

pose little risk for money laundering.

Casinos are not legal in Guatemala, however, a number of casinos, games of chance and video

lotteries operate, both onshore and offshore. Unsupervised gaming activisergpie
significant money laundering risk.
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DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimeso appr oach Albseriodsktrimest 6 appr
Legal persons covered: criminallyfES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES  Domestic: YES
KYC covered entitiedBanks; finance and leasing companies; credit card cooperatives,
issuers, or payment agents; stock brokers; insur@mo@anies; money remitters and
exchanges; pawnbrokers; notaries and accountants; tax advisors and lawyers; casinos, raffles
and games of chance; dealers in precious metals and stones, motor vehicles, and art and
antiquities; and real estate agents

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time framd21 in 2011 (as of October 31, 2011)
Number of CTRs received and time framé&,502,434 in 2011 (as of September 30, 2011)
STR covered entitiesBanks; finance and lei@g companies; credit card cooperatives,
issuers, or payment agents; stock brokers; insurance companies; money remitters and
exchanges; pawnbrokers; notaries and accountants; tax advisors and lawyers; casinos, raffles
and games of chance; dealers in presimetals and stones, motor vehicles, and art and
antiquities; and real estate agents

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: 59 in 2011
Convictions: Ten people in eight cases in 2011

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Guatemala is a member of the Caribbean Financial Action Task Force (CFATF), a Financial
Action Task Force (FATF3tyle regional body. Its most recent maltavaluation can be found
here:http://www.cfatf

gafic.org/downloadables/mer/Guatemala_3rd_Round MER_(Final) English.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUE S AND COMMENTS

There are relatively few convictions for money laundering, most of which are for the illegal
transport of cash. The inadequate number of staff at the FIU and the limited capacity of law
enforcement officials may hamiptie ability of the authorities to prosecute more cases.

In December 2009, former President Alfonso Portillo was indicted on one count of conspiracy to

commit money |l aundering in the United States.
Court uranimously upheld the U.S. request to extradite former President Portillo on that charge.
The Public Ministry is still awaiting the out
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embezzlement charges in Guatemala, and the extradition remainsgbasgéed on the outcome
of that case.

Law enforcement agencies report that money laundering continued to increase during the year,
especially by groups of air travelers heading to countries such as Panama with slightly less than
the amount of the Guatenaal reporting requirement ($10,000), and a large number of small
deposits in banks along the Guatemalan border with Mexico. A new law regarding asset
forfeitures took effect in June 2011 and allows Guatemalan authorities to seize cash used in
structuring tansactions and transfer it to the state without first having to obtain a criminal
conviction against the courier. The same law also prevents new businesses from issuing bearer
shares of stock. The law requires any existing business with bearer sltanmegettd the shares

to nominative by June 2013, but it is not clear what the consequences will be for failure to do so.

In October 2010, Guatemalan monetary authorities approved a regulation to establish limits for
cash deposits in foreign currency, ndyatequiring more information and bank certification for
transactions totaling over $3,000 per month. According to law enforcement authorities,
purchases of foreign currency declined 34% during the first eight months of 2011, which they
attribute to the ew regulation.

The government should either enforce the law with regard to casinos or work to regulate them
under the AML law, as are lotteries and raffles. Attempts by the government to enforce
requirements have not been successful. Lotteries anesraff subject to local jurisdiction
licensing but are not subject to AML/CFT supervision.

Guernsey

The Bailiwick of Guernsey (the Bailiwick) encompasses a number of the Channel Islands
(Guernsey, Alderney, Sark, and Herm). As a Crown Dependency Ohitedl Kingdom (UK),

it relies on the UK for its defense and international relations. Alderney and Sark have their own
separate parliaments and civil | aw systems.
criminal justice for all of the islands ihe Bailiwick. The Bailiwick is a sophisticated financial
center, and authorities undertake efforts to reduce vulnerability to money laundering.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso appr oac hAlcserious ¢rimest 0 appr
Legal persons covered: criminallyYES  civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES Domestic: NO
KYC covered entitiesBanks, lending firms, financial instrument issuers and managers, and
money service businesses; insurance companies and intermediaries; investment firms and
funds, safekeeping and portfolio management services; trust and company service providers;
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lawyers accountants, notaries, and estate agents; dealers of precious metals and stones; and
eGambling services

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time framet,136 in 2011
Number of CTRs received and time fram&lot applicable
STR covered entitieAll businesses

MONEY LAUNDERING CRIMINAL PROSECUTIONS/@NVICTIONS:
Prosecutions: Two in 2010
Convictions: Two in 2010

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:YES
With other governments/jurisdictionsYES

The | MFO6s December 2010 i
Combating the Financing o
http://www.imf.org/external/pubs/ft/scr/2011/cr1112.pdf

D eMogey lLLaenderirgsarsle s s me n
f t

t
Terrorismo for he

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Bailiwick has been actively involved in the provision of formal mutual legal assistance for
many years. The authoritiesnsider themselves able to provide assistance without the need to
enter into mutual legal assistance treaties, and this has enabled compliance with requests from a
wide range of jurisdictions, including the US, using the full range of investigatory powees

law. The legal framework provides an ability to freeze and confiscate assets in appropriate
circumstances.

Guernseybds comprehensive AML/CFT | egal framew
AML/CFT regime, and remaining shortcomings tehnical in nature. While no shortcomings

have been identified in the legal framework, concerns remain with respect to the implementation

of the money | aundering provisions. Given th
status as an intertianal financial center, the modest number of cases involving money

laundering by financial sector participants and the small number of money laundering cases

resulting in convictions raises questions concerning the effective application of money

launderirg provisions.

Guernsey is a Crown Dependency and cannot sign or ratify international conventions in its own

right unless entrusted to do so. Rat her, the
affairs and, at Gu e ronteegagifitationofamy Censentiontorbey ar r an
extended to the Bailiwick. The UKG6s ratifica

to include the Bailiwick on April 3, 2002; its ratification of the UN Convention against
Corruption was extended todiide Guernsey on November 9, 2009; and its ratification of the
International Convention for the Suppression of the Financing of Terrorism was extended to
Guernsey on September 25, 2008. The UK has not extended the UN Convention against
Transnational Orgazed Crime to the Bailiwick.
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GuineaBissau

GuineaBissau has repeatedly, over the past few years,beeh | e d -sd a dAlhdughc o
President Sanha has declared the problem a top priority for his administration, the Government
of GuineaBissau (GO®) is not in full compliance with international conventions against

money laundering and terrorist financing because of inadequate resources, weak border controls,
and competing national priorities. The multitude of small offshore islands and a mititartya
sidestep government with impunity has made it a favorite-shipmnent point for drugs. Drug
barons from Latin America and their collaborators from the region and other parts of the world
have taken advantage of the extreme poverty, unemploypaitizal instability, lack of

effective customs and law enforcement, and general insecurity to make the country a major
transit point for cocaine destined to consumer markets, mainly in Europe. Of all West African
countries, none has been so thorouglelygirated and corrupted by Latin American drug cartels
as Guineaissau. One of the poorest countries in the world, the value of the illicit narcotics
trade in Guinedissau is much greater than its national income. Using threats and bribes, drug
traffickers infiltrate state structures and operate with impunity.

The police have seized a number of major drug shipments in past years, and representatives of
the state have been linked to drug trafficking networks. Some of the arrested traffickers and
seizeldrusg | at er v ani sbpresahs and coffers, with@o explaaatioa forthcoming
from the BissatGuinean authoritiesA major bank operating in Guindzissau reportedly had
significant involvement in the laundering of proceeds from drug ¢faffg between South

America and Europe/the Middle East via Guxissau.

The formal financial sector in Guindissau is undeveloped and badly supervided also

dwarfed by the size of the informal and cash sectors in addition to the undergcomoay.

The cohesion and effectiveness of the state itself is very poor: the police areasodeced and
understaffed; corruption is a major problem; and the judiciary has reportedly demonstrated a lack
of integrity on a number of occasionslany gowernment offices, including the justice ministry,

lack basic resources, such as electricity, to function.

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAl I serious crimeso appr oac hAlecnimediappgroachd appr
Legal persons coved: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES  Domestic: YES
KYC covered entitiedBanks, microfinance institutions, exchange houses, securities firms,
insurancecompanies, casinos, brokerages, charities, nongovernmental organizations (NGOSs),
and intermediaries such as lawyers, accountants, notaries and broker/dealers

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time frame\ot available

102



INCSR 2012 Volume I Money Laundering and Financial Crimes

Number of CTRs received and time framéd\ot available

STR covered entitieBanks, microfinance institutions, exchange houses, securities firms,
insurance companies, casinos, brokerages, charities, nongovernmental organizations (NGOS),
and intermediaries such as lawyers, accountants, notaries and broker/dealers

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: None
Convictions: None

RECORDS EXCHANGE MEGANISM:
With U.S.: MLAT: NO Other mechanism:NO
With other governments/jurisdictionsNO

GuineaBissau is a member of the Intergovernmental Action Group against Money Laundering
in West Africa (GIABA), a Financial Action Task Forsgyle regional body. Its most recent
mutual evaluation can beund here:
http://www.giaba.org/index.php?type=c&id=45&mod=2&men=2

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The AnttMoney Laundering Uniform Law, a required law foembers of the Economic
Community of West African States (ECOWAS), is not implemented effectively. There is still no
financial intelligence unit (FIU) in operation, making much of the legislation unable to be
implemented.

GOGB authorities expect to ebtish an FIU soon. The GOGB should ensure resources are
available to sustain the FIUb6s capacity and s
work to improve the training and capacity of its police and judiciary to combat financial crimes.
GuineaBissau needs assistance to finance, staff, train and equip its justice and police

departments. Although the law establishes asset forfeiture authorities and provides for the

sharing of confiscated assets, a lack of coordination mechanisms tasssreand facilitate

requests for cooperation in freezing and confiscation from other countries hampers cooperation.

Article 26 of National Assembly Resolution No. 4 of 2004 stipulates that if a bank suspects

money laundering it must obtain a declaration of all properties and assets from the subject and
notify the Attorney General, who must then appoiptdge toinvest gat e. s The bank©ad
solicitation of an asset list from its client could also amount to tipping off the subject.

Reportedly, banks are reluctant to file STRs because of the fear of tipping off by an allegedly
indiscrete judiciary.

GuineaBissau needs to ipnove the coordination of efforts at the national,-sedfional, regional

and international levels, reforming the country's institutions. The GOGB should continue to

work with its partners in GIABA, ECOWAS and other organizations to establish and implemen

an effective antmoney laundering/counteerrorist financing (AML/CFT) regime. The

government needs urgent help to restore sovereignty, administer justice and regain control of its
borders. The GOGB should ensure the sectors covered by its AML \enrhplementing

regul ations and competent authorities to ensu
should also amend its terrorist financing law to comport with international standards. -Guinea

Bissau should undertake efforts to eradicate systeamniaption.
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The GOGB should become a party to the UN Convention for the Suppression of the Financing of
Terrorism, and the UN Conventions against Corruption and Transnational Organized Crime.

Haiti

Haiti is the poorest country in the Western Hemispland relies heavily on remittances from
abroad. Haitian organized crime groups are engaged in drug trafficking and other criminal and
fraudulent activity, but do not at this time appear to be involved in terrorist financing. While not
a major financiatenter itself, regional money laundering enterprises utilize Haitian couriers,
especially via air hub routes to Central America.

The weakness of the Haitian judicial system and prosecutorial mechanism continues to leave the
country vulnerable to corrtipn and money laundering despite improving financial intelligence

and enforcement capacity. A positive development in this regard was the naming of a President
of Haiti s Supreme Court in October.

Haiti has one operational free trade zone in Ouan&miamhd two under development in Paut
Prince. 't i s believed Acontrabandingd (usin
shipped to South America and sold) could be a problem. There are at least 62 casinos in Haiti,

the majority unlicensed; haver, online gaming is illegal.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso appr oac hAleseriouddrinest 0 appr
Legal persons covered:  criminallyYES  civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: NO Domestic: NO
KYC covered entitiesAll natural and legal persons who, as part of their profession, perform,
oversee, or advise operations involving deposits, trading, investments, conversions, or any
other movement of capital

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time framet9 from January 1 to October 19, 2011
Number of CTRs received and time fram244,297 from January 1 to October 19, 2011
STR covered entitiedAll natural and legal persons who, as part of their profession, perform,
overseepr advise operations involving deposits, trading, investments, conversions, or any
other movement of capital

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: None
Convictions: None
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RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanismNO
With other governments/jurisdictionsYES

Haiti is a member of the Caribbean Financial Action Task Force (CFATF), a Financial Action
Task Force (FATF}ptyle regional body. Its most recent mutual evaluation can be feaned
http://www.cfatfgafic.org/downloadables/mer/Haiti_3rd _Round MER_(Final) English.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In thespring of 2011, concerns were raised on the effectiveness of law enforcement and customs

in the wake of a U.SPanamanian law enforcement operation which traced over $100 million in

cash arriving annually from Haiti to Panama via scheduled commerciakdirihts. Neither

the Haitian banking sector nor customs officials atBm®r i nceds i nternational
aware of these transfers that averaged $25,000 per passenger and over $1 million per flight.

The Government of Haiti (GOH) remains hamkbg ineffective and outdated criminal and

criminal procedural codes, and by the inability of judges and courts to address cases referred for
prosecution. The government should move ahead on the proposed new criminal and criminal
procedural codes that wioiaddress these problems. The GOH should pass theeantist

legislation that has been submitted to Parliament which would criminalize terrorist financing and
allow the immediate freezing of terrorist assets without delay.

Ha i ANLAaw is written quite broadly and does not explicitly cover the types of entities

addressed in the international standaddsplementation of the current law appears to cover

only the banking industry. Financial entities not supervised by the CentilabBRdrdesignated
nortfinancial businesses and professions are not subject to supervisory oversight and/or have not
received appropriate training regarding their
should be rewritten or amended to explicitly detiad types of entities subject to the law, as

proscribed in the international standards.

The amount of STRs is extremely low and only the banking sector submits reports. The Central
Financial Intelligence Unit (UCREF) is ineffective due to its limiteddpet, lack of staff training

and integrity, broad interpretation of the law, lack of autonomy, and limited access to foreign
counterpartsd information. The gowwemeyn ment sh
laundering entities. UCREF should becaiméy operational and should seek membership in the
Egmont Group of FIUs so that it can effectively share sensitive financial information with its

foreign counterparts.

The Haitian governmentds assistance rngo the U.
among other charges, money laundering and bribery convictions against several U.S. residents in

a scheme involving the use of shell companies and false records to attempt to provide over
$890,000 in bribes to Haitian officials.

Hong Kong
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HongKong,&Speci al Administrative Region (SAR) of 1

maj or international financi al and trading cen
mar ket was the worl dds seventh | ar gnarket and As
capitalization. Al ready the worlddéds tenth | a

and the sixth largest foreign exchange trading center, Hong Kong has continued its expansion as
an offshore Renminbi (RMB) financing center, accuriingpas of September 2011 over $98

billion in RMB-denominated deposits at authorized institutions. Hong Kong does not
differentiate between offshore and onshore entities for licensing and supervisory purposes.

Hong Kongds | ow t axregima,tcoaded with ds saphistigatedi bankirgd t a
system, shell company formation agents, free port status, and the absence of currency and
exchange controls, present vulnerabilities for money laundering, includingoaadd money
laundering. Primary souces of laundered fundderived from local and overseas criminal

activity, are: illegal gambling, fraud, financial crimes, loan sharking, goods smuggling activities
and vice Hong Kong law enforcement authorities attribute only a small percentage détadn

funds to drug trafficking organizations.

For additional information focusing on terrorist financing, please refer to the Department of
Stateds Country Reports o nhtpévvw.stateigevhict/risherti i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimesoO appr oach Albseriodsktrimest 6 appr
Legal persons covered: criminallyfES civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due digence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesBanks, securities and insurance entities, money exchangers

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time framé4,751 from January to SeptemBé1 1
Number of CTRs received and time fram&lot applicable
STR covered entitiesAll persons, irrespective of entity or amount of transaction involved

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: 223 from January to September 2011
Convictions: 158 from January to September 2011

RECORDS EXCHANGE MEGANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Hong Kong is a member of the Financial Action Task Force (FATF) and the Asia/Pacific Group
on Money Laundering (APG), a FAT$tyle regional body. Its most recent mutual evaluation
can be found herehttp://www.fatfFgafi.org/dataoecd/19/38/41032809.pdf
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ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Hong Kong enacted legislation in July 2011 (AML/CFT Ordinance) that will go into effect in

April 2012 and better align its financialcter with prevailing international standards. The
legislation provides statutory backing to existing financial regulatory guidelines on preventive
AML measures, including customer due diligence and record keeping requirements for financial
institutions, ad puts in place a licensing and regulatory regime for remittance agents and money
changers. It also grants authority for administrative and criminal sanctions.

In April 2010, the Government of Hong Kong initiated an ongoing study for the implementatio
ofacrosssor der currency reporting system. The go
of the feasibility of tracking and monitoring currency movements in/out of its borders, including
necessary legislative and resource requirements.

Hong Kongshould institute mandatory oversight for designatedfirancial businesses and

professions, and implement mandatory cilegsler currency reporting requirements, both

potential loopholes for money launderers and terrorist financiers. Hong Kong slsould a

establish threshold reporting requirements for currency transactions and put in place
Astructuringodo provisions to counter evasion e
also closely examine tradmsed money laundering.

As a SAR of ChinaHong Kong cannot sign or ratify international conventions in its own right.

Rat her, China is responsible for Hong Kongds
ratification of any convention to be extended to Hong Kong. The 1988 Drug Convension wa
extended to Hong Kong in 1997. The UN Convention against Corruption, the International
Convention for the Suppression of the Financing of Terrorism, and the UN Convention against
Transnational Organized Crime were extended to Hong Kong in 2006.

India

India is a regional financial center, with a rapidly growing economy anddse#loped formal

and informal financial systems. I ndi ads exte
porous borders, persistent corruption, and onerous tax admiois@ad currency controls

contribute to its vulnerability to economic crimes (including fraud, cyber crime, and identity

theft), money laundering, and terrorist financing. Tax avoidance and the proceeds of economic
crimes are the mainstays of money lauedgin India, but laundered funds are also derived from
narcotics trafficking and trafficking in persons, transnational organized crime, illegal trade, and
corruption. Transnational criminal organizations use offshore corporations antdssste

money hundering to conceal the proceeds of crime. Criminal networks exchaneguiaighy

counterfeit currency for genuine notes, which facilitates money laundering.

Il ndi ads porous bor de r-grodacimglcountdes ia the Goldendranglse e n  h
and Golden Crescent make it a frequent transit point for drug trafficking. Proceeds from Indian
based heroin traffickers-@nter the country via bank accounts, the hawala system, and money
transfer companies.
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India is also a significant target for batbmestic and foreign terrorist groups. Several
indigenous terrorist organizations coexist in various parts of the country; many are linked to
external terrorist groups with global ambitions. Terrorist groups often use hawaladars and
currency smuggling tmove funds from external sources to finance their activities in India.
Indian authorities also report they have seized drugs sold bybaded insurgents to production
and/or trafficking groups in neighboring countries.

High-level corruption both gemates and conceals criminal proceeds. lllicit funds are often
laundered through real estate, educational programs, charities, and election campaigns.
Companies use tradmsed money laundering to evade capital controls.

India licenses seven offshorening units (OBUS) to operate in Special Economic Zones

(SEZs), which were established to promote expdadanted commercial businesses, including
manufacturing, trading, and services (mostly information technology). As of November 2011,
there were 143 SES in operation, with another 582 SEZs formally approved. Customs officers
control access to the SEZs. OBUs essentially function as foreign branches of Indian banks, but
with defined physical boundaries and functional limits. OBUs are prohibited frgagey in

cash transactions, can only lend to the SEZ wholesale commercial sector, and are subject to the
same antmoney laundering/countéerrorist financing (AML/CFT) provisions as the domestic
sector.

For additional information focusing on terraridinancing, please refer to the Department of
Stateds Country Reports o n http:Awww.state.geviict/risierti i ¢ h

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
All serious crimes pproach or list approach to predicate crimesist approach
Legal persons covered:  criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES Domestic: YES
KYC covered entitiesBanks and merchant banks; insurance companies; housing and non
banking finance companies; casinos; payment system operators; authorized money changers
and remitters; chit fund companies; charitable trusts that include temples,eshancthnon
profit organizations; intermediaries; stock brokers;-Budkers; share transfer agents;
trustees, underwriters, portfolio managers and custodians; investment advisors; depositories
and depository participants; foreign institutional investarslit rating agencies; venture
capital funds; collective schemes including mutual funds; and the post office

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time frame20,698 from April 2010 to March 2011
Number of CTR received and time frame8,687,107 from April 2010 to March 2011
STR covered entitiesBanks and merchant banks; insurance companies; housing and non
banking finance companies; casinos; payment system operators; authorized money changers
and remitterschit fund companies; charitable trusts that include temples, churches and non
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profit organizations; intermediaries; stock brokers:-Budkers; share transfer agents;
trustees, underwriters, portfolio managers and custodians; investment advisors; deposito
and depository participants; foreign institutional investors; credit rating agencies; venture
capital funds; collective schemes including mutual funds; and the post office

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: 36 from Apil 2006 to March 2011
Convictions: Zero

RECORDS EXCHANGE MEGANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

India is a member of the Financial Action Task Force (FATF), as well as two-B&yld-

regional bodies, the Asia/Pacific Group on Money Laundering (APG) and the Eurasian Group on
Combating Money Laundering and Terrorist Financing (EAG). Its most recent mutual

evaluation can be found hereww.fatf-gafi.org/dataoecd/60/56/45746143.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

India is strongly committed to implementing an effective AML/CFT framework and has taken
numerous steps to improve its AML/CFT regime and bring it into compliance with international
standards. In 2011, the Government of India (GOI) drafted amendments to the Prevention of
Money Laundering Act (PMLA) and the Unlawful Activities (Prevention) #ett would expand

the scope of Indiads AML/ CFT -fmadgal busnessesand ov e r
professions, including jewelers and real estate firms. The draft amendments also would address
deficiencies with respect to the criminalizatimirmoney laundering and terrorist financing and

to confiscation and provisional measures, including by making money laundering-alstaad

offense and allowing authorities to attach property even if the predicate offense is not proven.

In 2011, thdinancial services regulators issued an extensive range of enforceable circulars
improving customer due diligence requirements, including with respect to customers and
transactions involving countries witelFlURstr at e
enhanced outreach to the financial sector on suspicious transaction reporting, revised the cash

and suspicious transaction reporting format for-banking financial companies, and

streamlined an electronic reporting format for CTRs and STRs, regiita significant increase

in the number of STRs filed with respect to both money laundering and terrorist financing.

Despite these important steps, deficiencies remain. Since Parliament has not yet approved the
draft PMLA amendments, India lacks battiective criminal asset forfeiture provisions and
conspiracy laws. Moreover, effective implementation of the current law remains a significant
concern. Despite increased law enforcement resources, as of April 2011, there were still no
money launderinganvictions or confiscations. Law enforcement typically opens substantive
criminal investigations reactively, after an offense is discovered, and seldom initiates proactive
analysis and longerm investigations. At the prosecutorial level, there is arogpite focus on
terrorist financing; however, this effort has yet to be followed up convincingly by convictions
and firm case law. Furthermore, while the GOI has taken action against certain hawala activities,
these successes generally stem from prasecprimarily nonfinancial businesses that conduct
hawala transactions on the side.
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Levels of training and expertise in financial investigations involving transnational crime or
terroristaffiliated groups vary widely among the federal, state, and lecals and depend on

the particular jurisdictionds financi al capab
havehad limited success in coordinating the seizure of illicit proceedsthethGOI

counterparts. Whilentelligence and investagive information supplied by.S. investigators

have led to numerous money seizuradack of followthrough on investigational leads has

prevented a more comprehensive offensive against offenders and related groups.

The GOl is taking steps toincredse nanc i al inclusion through fism
should consider further facilitating the development and expansion of alternative money transfer
services, including mobile banking, domestic funds transfer, and foreign remittances. Such an
increase in lawful, accessible services would allow broader financial inclusion of legitimate

individuals and entities and reduce overall AML/CFT vulnerabilities, particularly in the rural

sector, by shrinking the informal network. The GOI also should esttadblclear safe harbor

provision for those filing STRs in good faith.

In May 2011, India ratified both the United Nations Convention against Corruption and the
United Nations Convention against Transnational Organized Crime.

Indonesia

While Indonega is neither a regional financial center nor an offshore financial haven, the country
remains vulnerable to money laundering and terrorist financing due to its weakosaty
laundering/counteterrorist financing (AML/CFT) regime, cadfased economy, \a& ruleof-

law and ineffective law enforcement institutions, and the presence of major indigenous terrorist
groups, such as Jemaah Islamiyah (J1), a loose network of Jf§jgiroups, and Jemaah

Anshorut Tauhid, which obtain financial support from badmestic and foreign sources. Most
money laundering in the country is connected to-tig criminal activity such as corruption,

illegal logging, theft, bank fraud, credit card fraud, maritime piracy, sale of counterfeit goods,
gambling and prostitution.

Indonesia has a long history of smuggling of illicit goods and bulk cash, facilitated by thousands
of miles of unpatrolled coastline, sporadic law enforcement, and poor customs infrastructure.
Proceeds from illicit activities are easily moved offshare eepatriated as needed for

commercial and personal use. While Indonesia has made some progress in combating official
corruption via a strong yet embattled Corruption Eradication Commission, endemic corruption
remains a significant concern and posesalehge for AML/CFT regime implementation.

In an October 2011 report, the Financial Action Task Force (FATF) noted that Indonesia

continues to have certain strategic AML/CFT deficiencies, including a lack of progress on the
implementation of its action @in . Of particular concern is 1nd
financing and asset forfeiture legislation.

For additional information focusing on terrorist financing, please refer to the Department of
Stateds Country Re p o retfosind benehttp:Awww.state.geviict/risierti i ¢ h ¢
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DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVED FROMILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:

AAl'l serious crimeso approachCombinafiohi st o appr
approach
Legal persons covered:  criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES Domestic: YES
KYC covered entitiesBanks, finance companies, insurance companies and insurance
brokerage compaes, pension fund financial institutions, securities companies, investment
managers, providers of money remittance, and foreign currency traders

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time fram&6,054 from Janug through October 2011
Number of CTRs received and time fram&412,769 from January through October 2011
STR covered entitiesBanks, financing companies, insurance companies and insurance
brokerage companies, pension fund financial institutions, iiesutcompanies, investment
managers, custodians, trustees, postal services as providers of fund transfer services, foreign
currency changers (money traders), providers of payment card services, providers of e
money or ewallet services, cooperatives doibgsiness as savings and loan institutions,
pawnshops, commodity futures traders, money remitters, property companies and agents, car
dealers, dealers of precious stones and jewelry/precious metals, art and antique dealers, and
auction houses

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS
Prosecutions: Not available
Convictions: Four from January through October 2011

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:YES
With other governments/jurisdictionsYES

Indonesia is a member of the Asia/Pacific Group on Money Laundering (APG), a Financial
Action Task Force (FATF3¥tyle regional body. Its most recent mutual evaluation can be found
here: http://www.apgml.org/documents/docs/17/Indonesia%20MER2_FINAL.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In October 2010, the Government of Indonesia (GOI) enacted a new AML law that partially
complies with international staadds. Among other improvements, the law expands the list of
agencies permitted to conduct money laundering investigations, gives the independent financial
intelligence unit (FIU), PPATK, more authority to examine suspicious financial transactions, and
increases some criminal penalties for money laundering offenses. Personnel in both the
executive and judicial branches should receive more training to effectively implement and
enforce the expanded provisions of the AML law.
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|l ndonesi abds P PaAdleKectivesFlUahatdvprksaloselg with the Central Bank to
oversee and i mpl enoneyldundéringdregime. PPATH is wadnded and

has an experienced and effective leadership team in pldeeOctober 2010 AML legislation,
however,as t axed the institutionds capacity and P
to meet its responsibilities under the law. In an effort to place some of the legal burden on

industry and bank partners, PPATK will open three-ariney launderingenters in different

regions of Indonesia to serve as resource centers for organizations that must comply with the

new regulations.

Despite a stated higlevel commitment to the action plan developed to address some of the
persistent gaps in its AML/CFTdeslation, the GOI has not met its projected timeframes.

Essential draft CFT legislation will not be submitted to parliament until at least early 2012, more
than a year later than originally expected. Passage may be further delayed by disagreements over
various provisions, including those addressing forfeiture of unexplained wealth and new

reporting requirements for religious institutions.

Indonesia continues to lack an effective mechanism to implement UNSCRs 1267 and 1373. The
October 2010 AML legislan only provides for the temporary suspension of terrorist assets

linked to the UN list of designated terrorists and terrorist organizations and does not allow for an
immediate and ongoing freeze. Corruption, particularly within the police ranks, impedes
effective investigations and prosecutions. Prosecutors and judges should be given additional
training on tracing and documenting financial flows and presenting this evidence convincingly in
court.

Iran

Although not considered a financial hub, Iran hdarge underground economy, spurred by

restrictive taxation, widespread smuggling, currency exchange controls, capital flight, and a large
I[ranian expatriate communityran is a major transit route for opiates smuggled from

Afghanistan through Pakistaa the Persian Gulf, Turkey, Russia, and Europe. At least 40% of
opiates leaving Afghanistan enters or transits Iran for domestic consumption or for consumers in
Russia and Europe. lllicit proceeds from narcotics trafficking are used to purchasengibeds i
domestic I ranian market; those goods are ofte
community makes active use of money and value transfer systems, including hawala and
moneylenders. Countsmluation in hawala transactions is often accosm@d via trade, thus

tradebased transactions are likely a prevalent form of money laundering. Many hawaladars and
traditional bazaari are linked directly to the regional hawala hub in Dubai. Over 300,000

Iranians reside in Dubai, with approximately &2faniano wned compani es based
real estate market is also used to launder money. There also are reports that billions of dollars in
Iranian capital have been invested in the United Arab Emirates, particularly in Dubai real estate.

On November 21, 2011, Iran was identified by the U.S. Government as a state of primary money
laundering concern pursuant to section 311 of the USA PATRIOT Act. Widespread corruption

and economic sanctions, as well as evasion of those sanctions, have undérenpuential for

private sector growth and facilitated money laundering. The Financial Action Task Force
(FATF) has repeatedly warned of Ilranés failur
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FATF urges jurisdictions around the world to imposentermeasures to protect their financial
sectors from illicit finance emanating from Iran. In October 2011, the FATF urged all members
and jurisdictions to advise their financial institutions to give special attention to business
relationships and traactions with Iran, including Iranian companies and financial institutions.

In 1984, the Department of State designated Iran as a state sponsor of terrorism. Iran continues
to provide material support, including resources and guidance, to multiplestesrganizations

and other groups that undermine the stability of the Middle East and Central Asia. Hamas,
Hizballah, and the Palestinian Islamic Jihad (PIJ) maintain representative offices in Tehran in
part to help coordinate Iranian financing andnirag).

Although Iran has established an international banking network, with many largevetete

banks that have foreign branches and subsidiaries in Europe, the Middle East, Asia, and the
Western Hemisphere, Iranian banks have a diminishing intenahfpoesence in these regions as

a growing number of governments move to sanction Iranian financial institutions in response to

UN, U.S., and autonomous sanctions regimes as
adequate antnoney laundering/couetterrorist financing (AML/CFT) controls. Iran is known

to use its statewned banks to channel funds to terrorist organizations and finance its nuclear

and ballistic missile programs. The United States has designated at least 20 banks and
subsidiariesinder counteproliferation and terrorism authorities.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF U.S. CURENCY; CURRENCY DERNED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWSE SIGNIFICANTLY AF FECT THE U.S.: Not available

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso appr oach Albseriodsktrimest 0 appr
Legal persons covered: criminallyYES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBpreign: Not available Domestic: Not
available
KYC covered entitieCentral Bank, banks, financial and credit institutions, insurance
companies (including the state regulator and reinsurance provider), Hiteeskinds,
charity organizations and institutions, municipalities, notaries, lawyers, accountants, auditors,
auhorized specialists of the Justice Ministry, and official inspectors

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time frameétot available
Number of CTRs received and time fram&lot available
STR covered entitiesCentral Bank, banks, financial and credit institutions, insurance
companies (including the state regulator and reinsurance provider), Hitees&tnds,
charity organizations and institutions, municipalities, notaries, lawyers, accountants, auditors,
authorized specialists of the Justice Ministry, and official inspectors

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: Not available
Convictions: None
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RECORDS EXCHANGE MEGANISM:
With U.S.: MLAT: NO Other: NO
With other governments/jurisdictions: Not available

Iran is not a member of any Financial Action Task Force (FASIyg regional body.
ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Since 2006, the U.S. has taken a number of targeted financial actions against key Iranian
financial institutions, entities, and individuals under 4poaliferation, counteterrorism, human
rights, and Iragelated authorities, i.e., Executive Order 1332 cutive Order 13224,

Executive Order 13553, and Executive Order 13438, respectively. To date, the Departments of
Treasury and State have designated over 300 Iranian entities and individuals for proliferation
related activity under Executive Order 1338%dditionally, the United Nations Security Council
(UNSC) has passed numerous resolutions that impose sanctions on Iran. The most recent of
these, UNSCR 1929, was adopted in June 2010.

UNSCR 1929 recognizes the pohuenderivafromdit® nnecti o
energy sector and the funding of its proliferation of sensitive nuclear activities. In 2010, in
recognition of that connection, the United States adopted the Comprehensive Iran Sanctions,
Accountability, and Divestment Act (CISADANhich makes sanctionable certain activities in

|l rands energy sector, including the provision

On December 31, 2011, the National Defense Authorization Act for Fiscal Year 2012 was signed
into law. Under Section 1246f the Act, foreign financial institutions that knowingly facilitate
significant financial transactions with the Central Bank of Iran or with Iranian financial

institutions designated by Treasury risk being cut off from direct access to the U.S. financial
system. This legislation builds upon the sanctions from previous U.S. legislation and UNSC
resolutions.

The following are some examples of notable designations under Executive Orders: 20 Iranian

linked banks (including Bank Refah in 2011), located in Iran and overseas, have been designated
in connection with | r an éosvneglraniah bahkdBarskiSaderat act i v
and its foreign operations) was designated for funneling money to terrorist organizations; the

Qods Force, a branch of the Iranian Revolutionary Guard Corps (IRGC), was designated for
providing material support to the Taliban bamese Hizballah, and Palestinian Islamic Jihad;

and, the Martyrs Foundation (also known as Bonyad Shahid), an Iranian parastatal organization

that channels financial support from Iran to several terrorist organizations in the Levant,

including HizballahHamas, and the PIJ, has been designated along with Lelzanbhbl.S-

based affiliates.

I n October 2007, the FATF issued its first pu
of a comprehensive AML/CFT framework. In February 2009, the FATFRduatigurisdictions

to apply effective countermeasures to protect their financial sectors from the money
laundering/terrorist financing risks emanating from Iran and also stated that jurisdictions should
protect against correspondent relationships beied tsbypass or evade countermeasures or

risk mitigation practices. In October 2011, the FATF reiterated its call for countermeasures. The
FATF urges Iran to immediately and meaningfully address its AML/CFT deficiencies, in
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particular by criminalizing teorist financing and effectively implementing suspicious
transaction reporting requirements.

Since February 2007, the European Union (EU) has also adopted humerous measures to
implement the UNSCRs on Iran and further protect the EU from Iranian thfeat®xample, in

2010, the EU adopted significant new measures against Iran, including new sanctions on several
Iranian banks and the IRGC; enhanced vigilance by way of additional reporting and prior
authorization for any funds transfers to and fromrani&an person, entity, or body above a

certain threshold amount; a prohibition on the establishment of new Iranian bank branches,
subsidiaries, joint ventures, and correspondent accounts; and other restrictions on insurance,
bonds, energy, and trade.

Numerous countries around the world also have restricted their financial and business dealings

with Iran in response to both the UNSC measures on Iran as well as the FATF statements on

l rands | ack of adequate AML/ CF Tentghave moveditos . A
designate Iranian banks,amta ny of t he worl dés | eading financ
chosen to reduce or cut ties withnian banks.

l ran is ranked 120 out of 183 countrptioms | i ste
Perception Index. There is pervasive corruption within the ruling and religious elite, government
ministries, and governmeibntrolled business enterprises.

In 2010, the Government of Iran teamed with United Nations Office on Drugs and Crime to
edablish a financial intelligence unit (FIU). The Iranian FIU reportedly will focus on suspicious
financial transactions linked to illicit narcotics proceeds. No entity has been able to assess

whet her I ranés FI U meets international standa
Iraq
ragbs economy i-Based, andthere is littly data available on the extent of money

laundering in the country. Smuggling is endemic, often involving consumer goods, cigarettes,
and petroleum products. Bulk cash smuggling, counterfeit currerlaéfycking in persons, and
intellectual property rights violations are major problems. Ransoms from kidnappings and
extortion are often used to finance terrorist networks. Credible reports of counterfeiting abound.
Tradebased money laundering, custofraid, and various means of value transfer are found in

the underground economy. Hawala networks, both licensed and unlicensed, are widely used for
legitimate and illicit purposes. Corruption is a major challenge and is exacerbated by weak
financial corrols in the banking sector and weak links to the international law enforcement
community. U.S. dollars are widely accepted and are used for many payments made by the U.S.
government, as well as foreign assistance agencies and their contractors.

Iraq hadour free trade zones (FTZs): the Basra/KheZabair seaport; Ninewa/Falafel area;
Sulaymaniyah; and #&aim, located in western Al Anbar province. Under the Free Trade Zone
Authority Law, goods imported or exported from the FTZs are generally exeonpafl taxes

and duties, unless the goods are to be imported for use in Iraq. Additionally, capital, profits, and
investment income from projects in the FTZs are exempt from taxes and fees throughout the life
of the project, including the foundation atwhstruction phases. Value transfer via trade goods
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is a significant problem in Iraq and the surrounding region. Iraq is investigating the application
of a new customs tariff regime.

For additional information focusing on terrorist financing, pleaser tefthe Department of
Statebs Country Reports on http:Bwww.state.gevijict/riskerti i ¢ h ¢

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAIl serious cr i mesachta prgricatexronieAllserioud drimest 0 ap
Legal persons covered: criminallyYES civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: NO  Domestic: NO
KYC covered entitiesBanks; investment fund managers; life insurance companies and those
which offer or distribute shares in investment funds; securities dealers; money transmitters,
hawaladars, and issuers or managers of credit cards and travelers checks; foreign currency
exchange houses; asset managers, transfer agents, investment advisers, securities dealers;
and, dealers in precious metals and stones

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time frame43 in 2011
Number of CTRs eceived and time frame1,320 in 2011
STR covered entitiesBanks; investment fund managers; life insurance companies and those
which offer or distribute shares in investment funds; securities dealers; money transmitters,
hawaladars, and issuers or magragf credit cards and travelers checks; foreign currency
exchange houses; asset managers, transfer agents, investment advisers, securities dealers;
and, dealers in precious metals and stones

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutimms: None
Convictions: None

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:YES
With other governments/jurisdictionsYES

Iraq is a member dhe Middle East and North Africa Financial Action Task Force
(MENAFATF), a Financial Action Task Force (FATB)t yl e r egi onal body.
evaluation is scheduled for late 2012.

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Although the only antmoney laundering statute in Iraq, CPA Law 93, AML Act 602, is
broad enough to reach even beyond serious crime, the criminalization under CPA Law 93 is only
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that of a misdemeanor. Iraq does not prosecute cases under this law because the law does not
effectively criminalize money laundering.

| r a g 6 saméwerl reeéds tb be strengthened, either by amendment or by drafting of new
AML/CFT legislation. Iragi ministries need to support a viable AML/CFT regime with
cooperation across ministries. Investigators, prosecutors, and judges all need supportrfrom the
leadership to move more aggressively in pursuing AML/CFT cases. Prosecutors and
investigators are frustrated when judges do not pursue their cases; similarly, judges claim the
cases they receive are of poor quality and not prosecutable. -Bemilbgipport and increased
capacity for all parties are necessary to ensure AML/CFT cases can be successfully prosecuted in
Irag. In addition, the lack of implementing legislation, weak compliance enforcement by the
Central Bank of Iraq (CBI), and the lack afpport to the Money Laundering Reporting Office

( MLRO) , l ragds financi al intelligence unit,
and money laundering.

The CBI generally does not support the MLRO. The MLRO has adequate staffiagksut

training, computer equipment, and software to receive, store, retrieve, and analyze data from the
reporting institutions. Without a database, the MLRO staff must process the data received
manually. The MLRO is empowered to exchange information ettikr Iraqi and foreign
government agencies. Historically the MLRO received little support from Iraqgi law

enforcement, but that changed in 2011 because the MLRO has added value to many of their
investigations. The Government of Iraq should ensure the®has the capacity, resources,

and authorities to serve as the central point for collection, analysis, and dissemination of
financial intelligence to law enforcement and to serve as a platform for international cooperation.

Regulation and supervision tife formal and informal financial sectors are still quite limited and
enforcement is subject to political constraints, resulting in weak private sector controls. In
practice, despite customer due diligence requirements, most banks open accounts based on t
referral of existing customers and/ or verifi
of the rules var i es-owedhedpywatabanks also, ratherttpdfie 4 5
STRs in accordance with the law, most banks either comubecnal investigations or contact the
MLRO, which executes an account review to resolve any questionable transactions. In practice,
very few STRs are filed.

Iraq should become a party to the UN Convention for the Suppression of the Financing of
Terrorism.

Isle of Man

Isle of Man (IOM) is a British crown dependency, and while it has its own parliament,
government, and laws, the United Kingdom (UK) remains constitutionally responsible for its
defense and international representation. Offshar&king, manufacturing, and tourism are key
sectors of the economy, and the government offers incentives toelsigmology companies and
financial institutions to locate on the island. Its large and sophisticated financial center is
potentially vulnerald to money laundering. Most of the illicit funds in the IOM are from fraud
schemes and narcotics trafficking in other jurisdictions, including the UK. Identity theft and
Internet abuse are growing segments of financial crime activity.
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DO FINANCIAL INSTI TUTIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION O F MONEY LAUNDERING:
AAll serious crimeso appr oac hAlseriouddrinest 0 appr
Legal persons covered: criminallyYES  civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES

Enhanced due diligence procedures for PEPBoreign: YES Domestic: YES
KYC covered entitieBanks; building societies; credit issuers; financial leasing companies;
money exchanges and remitters; issuers of «ch

electronic money, or payment cards; guarantors; gesuand commodities futures brokers;
safekeeping, portfolio and asset managers; estate agents; auditors, accountants, lawyers and
notaries; insurance companies and intermediaries; casinos and bookmakevra|uegioods
dealers and auctioneers

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time framet,435 in 2010
Number of CTRs received and time framd\ot applicable
STR covered entitiesAll businesses

MONEY LAUNDERING CRIMINAL PROSECUTIONS/@NVICTIONS:
Prosecutions: 15 in 2010
Convictions: 13in 2010

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Compliance with international standards was evaluated in a report prepared by the International
Monetary Fundés Financial Sector Assessment P
http//www.imf.org/external/pubs/ft/scr/2009/cr09275.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

IOM legislation provides powers to constables, including customs officers, to investigate

whether a person has benefited from any criminal condietse powers allow information to

be obtained about that personds financi al aff
investigations abroad as well as in the IOM. In 2003, the U.S. and the UK agreed to extend to

the IOM the U.SUK Treatyon Mutual Legal Assistance in Criminal Matters.

The Terrorism (Finance) Act 2009 allows the IOM authorities to compile their own list of
suspects subject to sanctions when appropriate.

IOM is a Crown Dependency and cannot sign or ratify internation&ecions in its own right
unl ess entrusted to do so. Rat her, the UK 1is
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| OM6s request, may arrange for the ratificati
Ma n . The UKOGs 988UNIDfug Gomaventiom was extendedhceinclide IOM on
December 2, 1993; its ratification of the UN Convention against Corruption was extended to

include the IOM on November 9, 2009; and its ratification of the International Convention for

the Suppressionfeéhe Financing of Terrorism was extended to IOM on September 25, 2008.

The UK has not extended the UN Convention against Transnational Organized Crime to the

IOM.

Israel

Israel is not regarded as a regional financial center. It primarily conduateitah activity with

the markets of the United States and Europe, and to a lesser extent with the Far East. Criminal
groups in Israel, either horgrown or with ties to the former Soviet Union, United States, and
European Union often utilize a maze ofsbfbre shell companies and bearer shares to obscure
beneficial owners. Law enforcement continues to focus on human trafficking and public
corruption.

|l srael 6s illicit drug trade is regionally foc
standalone significant market. The authorities continue to be concerned with illegal

pharmaceutical sales, retail businesses which are suspected lsnamesring enterprises, and

corruption accusations against public officials. Bilateral cooperation betwetsd$tates and

Israeli law enforcement authorities is significant, including joint repatriations, training exercises

and sharing of information where relevant.

For additional information focusing on terrorist financing, please refer to the Department of
Stateds Country Reports o n http:RAwww.state.geviict/risierti i ¢ h ¢

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZAT ION OF MONEY LAUNDERING:
AAlIl serious crimesoO appr oac hlLishapprdga¢chi st 0 appr
Legal persons covered: criminallyYES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES Domestic: NO
KYC covered entitieBanking corporations, credit card companies, trust companies, stock
exchange members, portfolio managers, and the Postal Bank

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and timeafne: 27,922 (January 1October 12, 2011)
Number of CTRs received and time fram&22,583 (January 1October 12, 2011)
STR covered entitieBanking corporations, credit card companies, trust companies,
members of the Tel Aviv Stock Exchange, pditfananagers, insurers and insurance agents,
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provident funds and the companies who manage them, providers of currency services, money
services businesses and the Postal Bank

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions:52 from Jaoary- August 2011
Convictions: 12 from JanuaryAugust 2011

RECORDS EXCHANGE MEGANISM:
With U.S.:  MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Israel has observer status with the Committee of Expartke Evaluation of AndMoney
Laundering Measures and the Financing of Terro{lI@NEYVAL), a Financial Action Task
Force (FATF)style regional body. Its most recent mutual evaluation can be found here:
http://www.coe.int/t/dghl/monitoring/moneyval/Countries/Israel_en.asp

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

| srael 6s Aright of returno | aws for citizensh
continued to, operate in their home countries while having easy access into and out of Israel.
| srael]i citizenship for those fAmaking aliyaho

continuous residency. Therefore it is not uncommon for sowme figures suspected of money
laundering to hold passports in a home country, a third country for business, and Israel, without
necessarily having established ties here.

U.S. I aw enforcement has a robusttTA)A&ilDaig i ons hi
and Money Laundering Unit. U.S. customs authorities and the ITA routinely coordinate to target

illicit finance and bulk cash smuggling between the two countries. In 2011, the Israel Money
Laundering and Terror Financing Prohibition Authprit si gned an MOU wi t h t he
Financial Crimes Enforcement Network to further cooperation on money laundering and terrorist
financing issues. In addition, U.S. and Israeli law enforcement officials cooperate on extradition
requests for individuals acaesb of crimes such as money laundering. For example, ltzhak

Abergil, a U.S.designated Consolidated Priority Organization Target (CPOT), and several other

Israeli nationals were extradited to the United States in 2011 where they now face a host of
chargesncluding money laundering and drug trafficking.

Italy

The proceeds of domestic organized crime groups (especially the Mafia, Camorra, and
ONdrangheta) operating across numerous econom
source of launderedifds. A report from the Italian confederation of trade, tourism, and service
company operators declared domestic organi zed
sources of laundered money are proceeds from tax crimes, smuggling and satgesfeibu

goods, extortion, and usury. Based on limited evidence, the major sources of money for

financing terrorism seem to be petty crime, document counterfeiting, and smuggling and sale of
various | egal and cont r ab arslimaged to gegerate ad muehl y 6 s
as 15% of GDP ($310 billion). A sizeable portion of this black market is for smuggled goods.
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The proceeds of these sales are often laundered, and some may be used to finance terrorism.
However, the largest portion of shiblack market is for tax evasion by otherwise legitimate
commerce. Money laundering and terrorist financing in Italy occurs in both the formal and the
informal financial system, as well as offshore.

Italy continues to combat the sources of money laungl@nd terrorist financing. For example,

in his first speech to Parliament, new Prime Minister Monti announced that fighting tax evasion,
which he said deprives lItaly of offiéh of its GDP, and fighting organized crime will be high
priorities for the ew government.

For additional information focusing on terrorist financing, please refer to the Department of
Statebs Country Reports o n http:dwww.state.gevijict/riskerti i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREICY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso appr oac hAlseriouddrinest 0 appr
Legal persons covered: criminallyyES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced dudliligence procedures for PEPs: Foreign: YES  Domestic: NO
KYC covered entitiedBBanks, Italian post office, electronic money transfer institutions,
payment institutions, agents, investment firms, asset management companies, insurance
companies, agencies providing tax collection services, stock brokers, financial
intermediaries, trugtompanies, lawyers, accountants, auditors, and casinos

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time fram&3,816 for January through June 2011
Number of CTRs received and time fram&lot applicable
STR coverd entities:Banks, Italian post office, electronic money transfer institutions,
investment firms, asset management companies, insurance companies, agencies providing tax
collection services, stock brokers, financial intermediaries, trust companies, lawyers
accountants, commercial assessors, notaries, auditors, real estate agents, casinos, and high
value goods dealers

MONEY LAUNDERING CRIMINAL PROSECUTIONS/@NVICTIONS:
Prosecutions: 21 in 2011
Convictions: Not available

RECORDS EXCHANGE MEGANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Italy is a member of the Financial Action Task Force (FATF). Its most recent mutual evaluation
can be found herdattp://www.fatf
gafi.org/infobycountry/0,3380,en_32250379 32236963 1 70522 43383847 _1 1,00.html
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ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In 2011, Italy made thiollowing key legal, regulatory, and policy changes related to money
laundering and terrorist financing: Parliament passed a law reducing from 5,000 euros to 2,500
euros the threshold above which cash transactions, cash bank deposits, and cash payments fo
bearer bonds are illegal; the Ministry of Interior issued a regulation establishing anomaly
indicators for financial transactions, to facilitate the reporting of suspicious transactions by
several categories of ndimancial businesses and professiohg; Bank of Italy, the Italian

central bank, strengthened the required procedures and internal controls for financial
intermediaries, to prevent their involvement in money laundering and terrorist financing. The
Bank of Italy also raised the standardsdata required in STRs, to increase the likelihood of
detecting money laundering and terrorist financing transactions.

Although several of the above actions were intended to increase the number of STRs filed by
nortfinancial businesses and professions;esitinese entities now file less than 1% of the STRs,
Italy must continue to implement measures that will significantly increase the quality of STRs
from all these entities and the number of STRs from selected categories of these entities. Italy
also mustontinue to implement measures to increase the quality and timeliness of the data
reported by all types of entities. In 2010, 37,047 STRs were filed for money laundering and 274
for terrorist financing.

Although Italy requires that large transactionsdg@orted, these transactions are reported only in
the aggregate.

As in previous years, in 2011 the Guardia di Finanza cooperated on a number of occasions with
various U.S. authorities in investigations of money laundering, bankruptcy crimes, and terrorist
financing (the Guardia di Finanza is the primary Italian law enforcement agency responsible for
combating financial c¢rime and smuggling, and
along with the Carabinieri and the Italian National Police)e Direzione Centrale per i Servizi
Antidroga, a task force comprised of the Guardia di Finanza, Carabinieri, and the Italian National
Police, also plays a central role in these efforts.

Japan

Japan is a regional financial center. It has onetfe@ezone, the Okinawa Special Free Trade
Zone, established in 1999 in Naha, to promote industry and trade in Okinawa. The zone is
regulated by the Department of Okinawa Affairs in the Cabinet Office. Japan also has two free
ports, Nagasaki and Niigata. Coists authorities allow the bonding of warehousing and
processing facilities adjacent to these ports on alogsase basis. It is not an offshore

financial center.

Japan continues to face substantial risk of money laundering by organized crime (including
Boryokudan, Japands organized crime groups, a
extremist religious groups, and other domestic and international criminal elements. The major
sources of money laundering proceeds include drug trafficking, fraadsharking (illegal

money lending), remittance frauds, the black market economy, prostitution, and illicit gambling.
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In the past year, there has been an increase in financial crimes by citizens of West African
countries, such as Nigeria and Ghana, wigar@sident in Japan. There is not a significant black
market for smuggled goods, and the existence of alternative remittance systems is believed to be
very limited in Japan.

For additional information focusing on terrorism financing, please reflet®épartment of
Statebs Country Reports on http:Bwww.state.gevijict/riskerti i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious cri mesoO appeficate erimésAllcserioud drimest 0 appr
Legal persons covered:  criminallyYES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: NO Domestic: NO
KYC covered entitieg=inancial institutions, real estate agents and professionals, precious
metals and stones dealers, antique dealers, postal service providers, lawyers, judicial
scriveners, certified administrative procedures specialists, certified public accountants,
certified public tax accountants, trust companies

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time frame337,341 in 2011
Number of CTRs received and time fram&lot applicable
STR covered entitiesFinancial institutios, real estate agents and professionals, precious
metals and stones dealers

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: 191 in 2010
Convictions: Not available

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Japan is a member of the Financial Action Task Force (FATF) and the Asia/Pacific Group on
Money Laundering (APG), a FAT8tyle regional body. Its most recent mutual evaluation can
be foundhere:

http://www.fatf

gafi.org/document/61/0,3746.,en_32250379 32236963 41684733 1 1 1 1,00.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Although the Japanese government continues to strengthen legal institutions to permit more
effective enforcement of anthoney laundering/countaerrorist financing (AML/CFT) laws,
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Japands compliance with intertiwidnsionotably st andar
deficient. In April 2011, Japan amended its basic AML law, the Criminal Proceeds Act, to

improve customer due diligence (CDD) requirements, including by requiring financial
institutions to i1ident.i fy teboftbigh, andte vewfynthe puwposen a me ,
of transaction, business activities and beneficial owners. However, while the government is in

the process of formulating the subordinate decrees, these requirements do not come into effect

until April 28, 2013.

The Government of Japan (GOJ) has not implemented-aaistd approach to AML/CFT, and

there is currently no mandate for enhanced due diligence for higkerustomers, business

relationships, and transactions. While the April 2011 amendments to thm&rProceeds Act

call for financi al institutions to verify a ¢
situations, they delineate those situations as those where it is suspected that false identity is being
used, rather than by increased ripkassented by such factors as business type, customer

location, or type of transaction. The current regulations also do not authorize simplified due
diligence, though there are exemptions to the identification obligation on the grounds that the
customer otransaction poses no or little risk of money laundering or terrorist financing. Japan

should implement a riskased approach to its AML/CFT regime.

The GOJ6s number of investigations, prosecut.
relatontott number of drug and other predicate off
tools and programs to combat these crimes. The National Police Agency (NPA) provides limited
cooperation with other GOJ agencies, and most foreign governments, on riezihyiaal,

terrorism, or counteintelligencerelated matters. The GOJ should develop a robust program to
investigate and prosecute money laundering offenses, and require enhanced cooperation by the
NPA with its counterparts in the GOJ and foreign missio

The GOJb6s system does not allow the freezing
the Ministry of Finance has frozen terrorist
cover assets raised by a rwmnrorist for use by a temist or terrorist organization, and reaches

only funds, not other kinds of assets. The GOJ should enact legislation to allow terrorist assets

to be frozen without delay, and to expand the scope of assets to inclufieammmal holdings.

Japan should pride more training and investigatory resources for AML/CFT law enforcement
authorities. As Japan is a major trading power, the GOJ should take steps to identify and combat
tradebased money laundering.

Japan should become a party to the UN Convemiiminst Transnational Organized Crime and
the UN Convention against Corruption, and should fully implement the freezing obligations for
terrorist funds, according to the UN Convention for the Suppression of the Financing of
Terrorism.

Jersey

The Islandof Jersey, the largest of the Channel Islands, is an international financial center
offering a sophisticated array of offshore services. Jersey is a British crown dependency but has
its own parliament, government, and laws. The United Kingdom (UK) rencamstitutionally
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responsible for its defense and international representation but has entrusted Jersey to regulate its
own financial service sector and to negotiate and sign tax information exchange agreements

directly with other jurisdictions. The finaial services industry is a key sector, with banking,
investment services, and trust and company services accounting for approximately half of
Jerseyobds total economic activity. As a subst
nonresidentsadherence to knowour-customer rules is an area of focus for efforts to limit illicit

money from foreign criminal activityJersey also requires that beneficial ownership information

be obtained and held by its company registtsliand authorities undtake efforts to protect the

financial services industry against the laundering of the proceeds of foreign political corruption
deriving from industries such as oil, gas, and transportation.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAl |l ser i ouosacchr iome siol iasptpor a p p rAbserobs cimes pr edi c
Legal persons covered: criminallyYES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBpreign: YES  Domestic: NO
KYC cowered entitiesBanks; money exchanges and foreign exchange dealers; financial
leasing companies; issuers of credit and debit cards, travelers checks, money orders and
electronic money; securities brokers and dealers; safekeeping, trust, and portfoliersianag
insurance companies and brokers; fund products and operators; casinos; company service
providers; real estate agents; dealers in precious metals and stones and ctreugigh
goods; notaries, accountants, lawyers and legal professionals

SUSPICIOUSTRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time framé;854 in 2009
Number of CTRs received and time fram&lot applicable
STR covered entitiedBanks; money exchanges and foreign exchange dealers; financial
leasing companies; issuers of credit and debit cards, travelers checks, money orders and
electronic money; securities brokers and dealers; safekeeping, trust, and portfolio managers;
insurancecompanies and brokers; fund products and operators; casinos; company service
providers; real estate agents; dealers in precious metals and stones and ctreugigh
goods; notaries, accountants, lawyers and legal professionals

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVCTIONS:
Prosecutions: One prosecuted to judgment in 2010
Convictions: One in 2010

RECORDS EXCHANGE MEGANISM:

With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions:YES

125



INCSR 2012 Volume I Money Laundering and Financial Crimes

Il n |'i eu of a mutual evaluati on, a report was
Financial Sector Assessment Program. The report can be found here:
http://www.imf.org/externpubs/ft/scr/2009/cr09280.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Jersey does not enter into bilateral mutual legal assistance treaties. Instead it is able to provide
mutual legal assistance to any jurisdiction, including the US;aordance with the Criminal

Justice (International Goperation) (Jersey) Law 2001 and the Civil Asset Recovery

(International Ceoperation (Jersey) Law 2007. Jersey has granted U.S. requests for assistance in
criminal matters. Jersey signed a Tax Infation Exchange Agreement with the United States

in 2002. In 2009, the Jersey Financial Services Commission (JFSC) signed a statement of
cooperation with the Board of Governors of the Federal Reserve System, Office of the
Comptroller of Currency, Federakeposit Insurance Corporation, and Office of Thrift

Supervision. This statement is in addition to existing memoranda of understanding with the
Securities and Exchange Commission and Commaodity Futures Trading Commission.

Although not yet used in practicgéersey has an ability to designate persons and freeze their

assets in conformity with UNSCR 1373; however, no formal procedure is in place to receive and
assess requirements based on a foreign reques
freezing does not expressly refer to assets nj
designated or listed persons. The JFSC website contains a link to the United Kingdom

Consolidated List of asset freeze targets, as designated by the United Neatropgan Union

and United Kingdom. It does not use other means to distribute UN lists of designated terrorists

or terrorist entities.

Jersey is a Crown Dependency and cannot sign or ratify international conventions in its own

right unless entrusted t@m@o, as is the case with tax information exchange agreements. Rather,
the UK is responsible for Jerseyd6s internatio
the ratification of any Conventi onftht®88be ext e
UN Drug Convention was extended to include Jersey in July 1998; its ratification of the UN
Convention against Corruption was extended to include Jersey in November 2009; and its

ratification of the International Convention for the Suppressidghefinancing of Terrorism

was extended to Jersey in September 2008. The UK has not extended the UN Convention

against Transnational Organized Crime to Jersey.

Jersey authorities have a continuing concern regarding the increasing incidence of doogestic d
related crimes. The customs and law enforcement authorities devote considerable resources to
countering drugelated crime. Jersey should continue to maintain and enhance its level of
compliance with international standards to assist those effbinis JFSC should ensure its AML

Unit has enough resources to continue to function effectively, and to provide outreach and
guidance to the sectors it regulates.

Jersey authorities should explicitly require that a relevant obliged entity obtain allargcess

customer due diligence (CDD) information from the intermediary or introducer immediately at

the beginning of a relationship and should consider requiring relevant persons to perferm spot
testing of an intermediary igations. ntroducer 6s pe
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Kenya

Kenya is the largest financial center in East Africa, and its banking and financial sectors are

growing in sophistication. As a regional financial and trade center for Eastern, Central, and the
Horn of Africa, K e forgna @nd infermnab seabors;yandi@raasns | ar g e
vulnerable to money laundering and other financial fraRee por t ed | vy, Kenyaods fi
may be laundering over $100 million each year, although lack of regulation and limited records

make quantifying thealue difficult.

Money laundering/terrorist financing activity derives from both domestic and foreign criminal
activity. Kenya is a transit point for international drug traffickers. The laundering of funds
derived from corruption, smuggling, and otfieancial crimes is a substantial problem. Its
proximity to Somalia makes Kenya an attractive and likely destination for the laundering of
piracy-related proceeds and a conduit for terrorrefated funds. There is a black market for
smuggled goods in &ya, which serves as a major transit country for Uganda, Tanzania,
Rwanda, Burundi, eastern Democratic Republic of Congo, Somalia, and South Sudan. Goods
marked for transit to these northern corridor countries avoid Kenyan customs duties, but
authoritiesacknowledge they are often sold in Kenya. Many entities in Kenya are involved in
exporting and importing goods, including nonprofit entities. TH@aked money laundering is a
problem in Kenya, and traded commodities are often used to provide ceantdron in

regional hawala networks.

In addition to banks, wire services, and other formal channels that act as depository institutions
and execute funds transfers, Kenya also houses money/value transfer systems (MVTS) catering
to those who conduct cafiased business. Kenyan Somalis and @oexpatriates, in particular

the large Somali refugee population, primarily use hawalas to send and receive remittances
internationally. Mobile money, using telecom networks for cash and value transfers, called M
Pesa, is an increasingly large comporadrihe Kenyan financial sector.

There are questions concerning Kenyads politi
financing. In June and October 2011, Kenya was included in the Financial Action Task Force
(FATF) Public Statement for itack of progress on adopting/implementing its action plan to

improve its AML/CFT regime despite over a year of targeted engagement by the FATF.

For additional information focusing on terrorism financing, please refer to the Department of
St at e 6 s egorswmTerrogismRvhich can be found hétg://www.state.gov/j/ct/rIs/crt/

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAl I serious crimeso approach Albcrimega!l i st o appr
Legal persons covered: criminallyES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence pradures for PEPs: Foreign: NO Domestic: NO
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KYC covered entitiesBanks and institutions accepting repayable funds from the public;
lending institutions, factors, and commercial financiers; financial leasing firms; transferors of
funds or vale, by any means, including both formal and informal channels; issuers and
managers of credit and debit cards, checks,
drafts, and electronic money; financial guarantors; traders of money market instruments,
including derivatives, foreign exchange, currency exchange, interest rate and index funds,
transferable securities, and commodity futures; participation in securities issues and the
provision of financial services related to such issues; portfolio managékesping,
management, and administration of cash or liquid securities; underwriting and placement of
life insurance and other investment related insurance; casinos; real estate agencies;
accountants; and dealers in precious metals and stones

SUSPICIOUSTRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time fram871 January through October 2011
Number of CTRs received and time frameNone
STR covered entitieBanks and institutions accepting repayable funds from the public;
lending institutions, factors, and commercial financiers; financial leasing firms; transferors of
funds or value, by any means, including both formal and informal channels; issuers and
managers of credit and debit caramsd kohrk&sds
drafts, and electronic money; financial guarantors; traders of money market instruments,
including derivatives, foreign exchange, currency exchange, interest rate and index funds,
transferable securities, and commodity futures; participaticecurities issues and the
provision of financial services related to such issues; portfolio managers; safekeeping,
management, and administration of cash or liquid securities; underwriting and placement of
life insurance and other investment relateslirance; casinos; real estate agencies;
accountants; and dealers in precious metals and stones

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: None
Convictions: None

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:YES
With other governments/jurisdictionsYES

Kenya is a member of the Eastern and Southern AfricaMatiey Laundering Group
(ESAAMLG), a Financial Action Task Force (FATB)t yl e r egi onal body. K e
mutud evaluation report can be found hergww.esaamlg.org

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Proceeds of Crime and AiMioney Laundering Act (POCAMLA), which came into force in
June 2010, providea legal framework for regulation and enforcement as well as a framework

for compliance among most of-findneial geatdrss hofveven,anc i a
the law has not been implemented, and authorities such as the Financial Reportin{FR&)te
Kenyabdbs FI U, have yet to be established. Due

has never been used to prosecute any crimes, nor have any charges been filed under the
POCAMLA, so the law remains untested.
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The future FRC will issue offial implementing regulations. In the interim, the Central Bank of
Kenya (CBK) has issued guidance notes to commercial bankéamknfinancial institutions,

and mortgage finance companies about their responsibilities under POCAMLA. In July 2011,
guidarce was issued on suspicious transaction reporting. In September 2011, the CBK issued
guidance on combating terrorist financing, but as neither terrorism nor terrorist financing is
criminalized, this guidance is not binding. In 2011, the CBK closed dduezagn exchange
bureaus for failing to comply with new, more stringent standards.

The POCAMLA does not adequately address KYC m
new constitution, PEPs are now subject, for the first time, to financial discloguieraents

and enhanced vetting procedures. Kenya does not actively collect CTRs, though banks provide

this data if asked.

The Government of Kenya cannot track transactions by MVTS entities. The lack of
regulation/supervision of this sector, coupledwétlack of reporting from the obliged entities,
contribute to the vulnerability posed by this sector. Tracking, reporting, and investigating
suspicious transactions related to the MVTS are more difficult for the Kenyan authorities than
those using the fanal financial sector.

Kenyan law enforcement authorities lack the institutional capacity, investigative skill, and
resources to conduct complex financial investigations, and a number of bureaucratic
impediments present challenges. To demand bank acmmamtls or to seize an account, the

police must present evidence linking the deposits to a criminal violation and obtain a court
warrant. The confidentiality of this process is difficult to maintain, and because of leaks, account
holders are tipped offo@ut the investigations and then move their accounts or contest the
warrants. However, the Kenya Revenue Authority has made recent strides in increasing its
internal monitoring and collection procedures
there are significant judicial reforms underway. The Office of the Public Prosecutor is

organizing a special unit to address financial crimes and is collaborating with the Ethics and
Anti-Corruption Commission to investigate illicit financial flows.

The FOCAMLA does not criminalize terrorist financing; the draft aetirorism bill addressing
terrorist financing languishes in Parliament, where it has been for years. POCAMLA provides

for legal mechanisms to freeze or seize criminal accounts; howeveaytias$ not yet been

used to do this. Kenya does not have a mechanism or legal authority to freeze or seize accounts
used for terrorist financing. In November 2011, the President signed the Mutual Legal
Assistance Act. This Act will allow increased comgi®mn with its international partners.

Although it had languished for a number of years, the Act became operational on December 2
and was gazetted on December 9, 2011.

Latvia

Latvia is a regional financial center that has a large number of commercial banks with a sizeable
nonresident deposit base. Total bank deposits have increased in the past year,-with non
residential deposits increasing by 17% and comprising 41% of tot&ldeposits (as of August
2011).
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In August 2006, the United States issued a Final Rule under Section 311 of the USA PATRIOT
Act, imposing a special measure against the VEF Banka, as a financial institution of primary
money laundering concern. The bamks found to lack adequate AML/CFT controls and was

used by criminal elements to facilitate money laundering, particularly through shell companies.
The Latvian authorities subsequently closed the bank, and on August 1, 2011, the Final Rule was
rescinded.

Local officials do not consider proceeds from illegal narcotics to be a major source of laundered
funds in Latvia, despite the interception of a record 80 kilograms of hashish at the Latvian
Russian border in early September. Authorities report thairitmary sources of money

laundered in Latvia are tax evasion; organized criminal activities, such as prostitution, tax
evasion, and fraud, perpetrated by Russian and Latvian groups; as well as other forms of
financial fraud. Officials report that questable transactions and the overall value of money
laundering have remained below {irgancial crisis levels. Latvian regulatory agencies closely
monitor financial transactions to identify instances of terrorist financing.

Public corruption remains agblem in Latvia. This year, the Corruption Prevention and
Combating Bureau (KNAB) initiated proceedings against several public officials for financial
fraud, including money laundering. For example, an official of the Ministry of Finance was
charged wi bribing an official of the State Revenue Service (SRS) to allow illegal activities. In
another instance, an assistant head of a Latwamed bank was arrested for allegedly

demanding a 50,000 LVL (approximately $100,000) bribe in return for a favdoaivle

There is a black market for smuggled goods (primarily cigarettes, alcohol and gasoline);
however, contraband smuggling does not generate significant funds that are laundered through
the financial system. In the first nine months of 2011, cortfmtaf smuggled goods has
increased several fold over 2010 figures (494% more fuel has been seized so far).

Four special economic zones provide a variety of significant tax incentives for manufacturing,
outsourcing, logistics centers, and the transakit of goods to other free trade zones. These

zones are located at the free ports of Ventspils, Riga, and Liepaja, and in the inland city of
Rezekne near the Russian and Belarusian borders. The zones are covered by the same regulatory
oversight and entprise registration regulations that exist for other aré@®011, the SRS

uncovered the largest fraud case in the history of the Riga Free Port; the criminal investigation

into tax evasion and smuggling is ongoing.

DO FINANCIAL INSTITU TIONS ENGAGEIN CURRENCY TRANSACTONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF U.S. CURENCY; CURRENCY DERNED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAl I serious crimeso appr oac h Albcrimefdpprecathd apopr
Legal persons covered: criminally:-YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES Domestic: NO
KYC covered entitiesBanks, credit institutions, life insurance companies, intermediaries,
private pension fund administrators, investment brokerage firms and management
companies, currency exchange offices, and money transmisgiemitiance offices; tax
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advisors, external accountants, and sworn auditors; sworn notaries, advocates, and other
independent legal professionals; trust and company service providers; real estate agents or
intermediaries; organizers of lotteries or oth@mdling activities; persons providing money
collection services; Etdwned entities; and any merchant, intermediary or service provider,
where payment for goods or services is accepted in cash in an amount equivalent to or
exceeding 15,000 EUR (approximat&20,000)

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time framé&5,467 from January 1 through October 31
Number of CTRs received and time framé0,961 from January 1 through October 31
NOTE: Number of CTRsncludes both cash transactions and other unusual transactions, as
per the Latvian Law.
STR covered entitiesBanks, credit institutions, life insurance companies, intermediaries,
private pension fund administrators, investment brokerage firms and magrage
companies, currency exchange offices, and money transmission or remittance offices; tax
advisors, external accountants, and sworn auditors; sworn notaries, advocates, and other
independent legal professionals; trust and company service provideestegdalagents or
intermediaries; organizers of lotteries or other gambling activities; persons providing money
collection services; any merchant, intermediary or service provider, where payment for goods
or services is accepted in cash in an amount elguiveo or exceeding 15,000 EUR
(approximately $20,000); and public institutions

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions:39 persons prosecuted for 85 crimes from January 1 through October 31, 2011
Convictions: Six cases with final court judgments and eight convicted persons from January
1 through October 31, 2011

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Latvia is amember of the Committee of Experts on the Evaluation of-Kotiey Laundering

Measures and the Financing of Terrorism (MONEYVAL), a Financial Action Task Force
(FATF)-style regional body. Its most recent mutual evaluation report can be found here:
http://www.coe.int/t/dghl/monitoring/moneyval/Countries/Latvia_en.asp

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In 2011, Latvia adopted beneficial ownership disale amendments which require shareholders
owning 25% of shares or more to submit data identifying the natural person behind the

shareholder. The latest amendments of the AML/CFT Law simplify customer due diligence, add
payment services providers and élenic money institutions to the list of entities subject to the

Law, and clarify the definition of Afinanci al
extends to Etbwned entities and requires their compliance with the Latvian laws related to
customeidentification, due diligence, and record keeping.

Under Latvian law, foreign politically exposed persons (PEPSs) are always subject to enhanced
due diligence procedures. Current laws do not require enhanced due diligence procedures for
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domestic PEPs, hiever they allow discretion to any institution or professional covered by KYC
rules to apply enhanced due diligence, based on its risk assessment for a particular customer.

Latvian officials have cooperated with USG law enforcement agencies to intestigaerous
financial narcoticgelated crimes. The Latvian Financial and Capital Market Commission
(FCMC) regularly exchanges information with the U.S. Securities and Exchange Commission.
More broadly, officials in Latvia are also able to provide assts#t outside of the formal mutual
legal assistance process in accordance with the current AML/CFT laws. Total assets seized by
law enforcement officials in money laundering cases was approximately 177,000 LVL
(approximately $347,000), a decrease from 2010

Al nternet phishingo crimes have increased fro
The value of these transactions remains small and does not significantly contribute to money
laundering. However, authorities are concerned that Latviath yoa allegedly used by the

German and Dutch phishing hackers as fimoney m
conduits for illicit money.

Latvia has comprehensive AML/CFT | aws and reg
(untaxed) economy $éimated at around 40% of the overall economy), geographic location, and

public corruption make it challenging to combat money laundering. Despite these difficulties,

Latvian law enforcement officials and regulators are making progress. FCMC reports that

Latvian banks have substantially invested in their IT systems to design programs for identifying
suspicious activities, especially with regard to hig clients. FCMC is committed to

strengthen its capacity by increasing its human and financial cesqwpecifically for AML

purposes. FCMC has also drafted a memorandum of understanding for cooperation with U.S.
Commodity Futures Trading Commission and is a

Lebanon

Lebanon is a financial hub for banking activitisghe Middle East and eastern Mediterranean

and has one of the more sophisticated banking sectors in the region. Lebanon faces significant
money laundering and terrorist financing challenges; for example, Lebanon has a substantial
influx of remittances fsm expatriate workers and family members, estimated by the World Bank
at $8.4 billion in 2010. It has been reported that a number of Lebanese abroad are involved in
underground finance and tradased money laundering (TBML) activities. In 2011, Lebanese
Canadian Bank was designated as a financial institution of primary money laundering concern
under Section 311 of the USA PATRIOT Act.

Laundered proceeds come primarily from foreign criminal activity and organized crime, and
Hizballah, which the Unite&tates has designated as a terrorist organization; though the
Government of Lebanon (GOL) does not recognize this designation. Domestically, there is a
black market for cigarettes, cars, counterfeit consumer goods, and pirated software, CDs and
DVDs. However, the sale of these goods does not generate significant proceeds that are
laundered through the formal banking system. In addition, the domestic illicit narcotics trade is
not a principal source of laundered proceeds.
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Lebanese expatriates in Afai@and South America have established financial systems outside the
formal financial sector, and some are reportedly involved in TBML schemes. Lebanese diamond
brokers and purchasing agents are reportedly part of an international network of traders who
patticipate in underground activities including the trafficking of conflict diamonds, diamond

trade fraud (the circumvention of the Kimberly process) and TBML.

Exchange houses are reportedly used to facilitate money laundering and terrorism financing,
including by Hizballah. Although offshore banking, trust and insurance companies are not
permitted in Lebanon, the government has provisions regarding activities of offshore companies
and transactions conducted outside Lebanon or in the Lebanese Custodmnere®ffshore
companies can issue bearer shares. There are also two free trade zones (FTZ) operating in
Lebanon: the Port of Beirut and the Port of Tripoli. FTZs fall under the supervision of the
Customs Authority.

For additional information focusingn terrorism financing, please refer to the Department of
Statebs Country Reports on http:dwww.state.gevijict/riskerti i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSRACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREICY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approach ListapprGach st 0 appr
Legal persons covered: criminallyfES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES  Domestic: NO
KYC covered entitiesBanks, lending institutions, money dealers, financial brokerage firms,
leasing companies, mutual funds, insurance companies, real estate developers, promotion and
sale companies, highalue goods merchants (jewelry, pigus stones, gold, works of art,
archeological artifacts)

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time framé&51 from December 2010 until October 2011
Number of CTRs received and time fram&lot applicable
STR covered entities: Banks, lending institutions, money dealers, financial brokerage
firms, leasing companies, mutual funds, insurance companies, real estate developers,
promotion and sale companies, higllue goods merchants

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONICTIONS:
Prosecutions: Seven- December 2010 through October 2011
Convictions: None

RECORDS EXCHANGE MEGANISM:

With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES
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Lebanon is a member of Middle East and North Africa Financial Action Task Force
(MENAFATF), a Financial Action Task Force (FATB}yle regional body. Its most recent
mutual evaluation can be found here:
http://www.menafatf.org/MER/MutualEvaluationReportoftheLebaneseRepHhligish. pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Lebanon is seeking to finalize a regulation which would add pelaffenses to the existing

money laundering law 318/2001. The draft legislation would also impose financial penalties on
obliged entities for reporting violations, and oblige lawyers and accountants to report suspicious
transactions.

A December 201@mendment to circular 83 provides for enhanced due diligence procedures for
foreign PEPs. Lebanonds financi al i ntelligen
(SIC), has issued a number of circulars amending the regulations on the controloélfiaac

banking operations for fighting money laundering and terrorism financing; all address exchange
institutions and/or transactions with exchange institutions, or the-lboodsr transportation of

cash, metal coins and bullion. The trading of bestnares of unlisted companies remains a
vulnerability, and the GOL should take action to immobilize those shares.

Although the number of filed STRs and subsequent money laundering investigations coordinated
by the SIC has steadily increased ovenfbars, prosecutions and convictions are still lacking.

In addition, there should be more emphasis on proactive targeting and not simply a reliance on
STREs filed by financial institutions to initiate investigations. This could be attributable to a lack
of political will to effectively prosecute cases or a lack of resources and familiarity with

AML/CFT standards.Corruption also touches all aspects of Lebanese society, which may
impede prosecution efforts.

Lebanonds I nternal S e1@ JIC refermls aRd22 mterpol NpticesS®©) r e c e
investigate money laundering and terrorist financing activities but there were no subsequent

arrests or prosecutions. The ISF Money Laundering Department staff lacks the training and skill

set to conduct effeiste money laundering investigations, as well as equipment and software

programs to effectively track case&dditionally, there is lackluster coordination among law
enforcement entities. Linking the efforts of all concerned authorities and monitoring the
effectiveness and efficiency of the AML/CFT s
effectiveness.The GOL should encourage more efficient cooperation, including the

development of task forces, between financial investigators and other relevanésgech as

Customs, the ISF, the SIC, and the judiciary. The GOL also should consider amending its

legislation to allow a greater ability to provide forfeiture cooperation internationally and also

provide authority for the return of fraudulent proceeds.

Customs is required to inform the FIU of suspected TBML or terrorist financing; however, high
levels of corruption within Customs create the potential to compromise effectiveness on
measures addressing vulnerabilities for TBML and other threats. Theskxdld enforce cross

border currency reporting. Existing safeguards also do not address the issue of the laundering of
diamonds. Law enforcement authorities should examine domestic ties to the international
network of Lebanese brokers and traders.
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Lebanon should increase efforts to disrupt and dismantle terrorist financing efforts, including
those carried out by Hizballah. Finally, the GOL should become a party to the UN International
Convention for the Suppression of the Financing of Terrorism.

Liechtenstein

The Principality of Liechtenstein has a weéveloped offshore financial services sector, liberal
incorporation and corporate governance rules, relatively low tax rates, and a tradition of strict
bank secrecy. All of these conditions sigrafitly contribute to the ability of financial
intermediaries in Liechtenstein to attract
financial services sector includes 17 banks, 107 asset management companies, 40 insurance

companies and 71sarance intermediaries, 33 pension schemes and six pension funds, 392 trust

companies and 21 fund management companies with approximately 469 investment
undertakings (funds), and 637 other financial intermediaries. The three largest banks control
85% of he market.

In recent years the Principality has made continued progress in its efforts against money
laundering as banking secrecy has been softened to allow for greater cooperation with other
countries to identify tax evasion. The Liechtenstein Goventimas recognized the OECD
standard as the global standard in tax cooperation and has renegotiated a series of double
taxation agreements to include administrative assistance on tax evasion cases.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONSRELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll seesousperomch or Al i st 0Alsgripusaimaesh t o
Legal persons covered: criminallyYES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES Domestic: YES
KYC coverecentities: Banks, securities and insurance brokers; money exchangers or
remitters; financial management firms, investment companies, and real estate companies;
dealers in high value goods; insurance companies; lawyers; money exchangers or remitters;
casing; the Liechtenstein Post Ltd.; and individuals acting as intermediaries in bank lending,
money transactions, trading of currencies, or dealing in matters of wealth management and
investment advice

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time frame28 in 2010
Number of CTRs received and time framé&lot applicable
STR covered entitiesBanks, securities and insurance brokers; money exchangers or
remitters; financial management firms, investment companiesgahdstate companies;
dealers in high value goods; insurance companies; lawyers; money exchangers or remitters;

casinos; the Liechtenstein Post Ltd.; and individuals acting as intermediaries in bank lending,
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money transactions, trading of currencies, @lidg in matters of wealth management and
investment advice

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: Seven from October 19, 2010 to October 31, 2011
Convictions: None from October 19, 2010 to October 31, 2011

RECORDS EXCHANG& MECHANISM:
With U.S.:  MLAT: YES Other mechanisms:YES
With other governments/jurisdictionsYES

Liechtenstein is a member of the Council of Europe Select Committee of Experts on the
Evaluation of AntiMoney Laundering Measures and the Financing of Terrorism
(MONEYVAL), a Financial Action Task Forestyle regional body. Its most recent mutual
evaluaton can be found here:
http://www.coe.int/t/dghl/monitoring/moneyval/Countries/Liechtenstein_en.asp

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Becausethr e are no | aws for decl aration of curren
authorities cannot effectively conduct bulk cash investigations.

Liechtenstein has shown an important effort to improve deficiencies in combating money

laundering. Th&010 reporting year saw a new record high number of suspicious activity

reports (SARS), an increase of 39.6% over 2009. Nearly half (47.6%) of the SARs were based

on fraud concerns; 8.8% on money laundering; and 30.6% on the other enumerated offense

cate@ r i es. In 2010, 83.8% of Liechtensteinds S
Prosecutor. No SARs were submitted for suspected terrorist financing. The present SAR

reporting requirements do not clearly indicate whether attempted transaetaiimgy to funds

used in connection with terrorism are covered.

In practice, many of the customer characteristics often considerediskgh other locales,

including nonresident and trust or asset management accounts, are considered routine in
Liechtenstein, subject only to normal customer due diligence procedures. Liechtenstein also
decided not to include entities with bearer shares, trusts and foundations, or entities registered in
privately-held databases in the higisk category. Liechtensteshould consider reviewing

whether this decision makes its financial system more vulnerable to illegal activities.

There are reportedly no abuses of4poafit organizations, alternative remittance systems,
offshore sectors, free trade zones, besiares, or other specific sectors.

Luxembourg

Despite its standing as the secamdallest member of the European Union (EU), Luxembourg is
one of the largest financial centers in the world. It also operates as an offshore financial center.
Although trere are a handful of domestic banks operating in the country, the majority of banks
registered in Luxembourg are foreign subsidiaries of banks in Germany, Belgium, France, Italy,
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and Switzerland. While Luxembourg is not a major hub for illicit narcot&tsiloution, the size
and sophistication of its financial sector create opportunities for money laundering, tax evasion,
and other financial crimes.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:

AAlIl serious crimeso appr oacé Combinaidnbfst 06 appr
listed crimes and a penalty threshold
Legal persons covered: criminallyfES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: NO
KYC covered entities:Banks and payment institutions; investment, tax, and economic
advisers; brokers, custodians, and underwriters of financial instruments; commission agents,
private portfolio managers, and market makers; managers and distributors shargtsin
undertakings for collective investments (UCIs); financial intermediation firms, registrar
agents, management companies, trust and company service providers, and operators of a
regulated market authorized in Luxembourg; foreign exchange cashiopgrdebt
recovery and lending operations; pension funds and mutual savings fund administrators;
corporate domiciliation agents, company formation and management services, client
communication agents, and financial sector administrative agents; printhsgeondary
financial sector IT systems and communication networks operators; insurance brokers and
providers; auditors, accountants, notaries, and lawyers; casinos and gaming establishments;
real estate agents; ahjh valuea goodgealers

SUSPICIOUSTRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time frameZ,741as of Novembe2011
Number of CTRs received and time framd\ot applicable
STR covered entities:Banks and payment institutions; investment, tax, and economic
advisers; brokers, custodians, and underwriters of financial instruments; commission agents,
private portfolio managers, and market makers; managers and distributors of units/shares in
undertakings for collective investments (UCIs); financial intermediatrorsf registrar
agents, management companies, trust and company service providers, and operators of a
regulated market authorized in Luxembourg; foreign exchange cash operations; debt
recovery and lending operations; pension funds and mutual savingsimndsirators;
corporate domiciliation agents, company formation and management services, client
communication agents, and financial sector administrative agents; primary and secondary
financial sector IT systems and communication networks operatorsameguibrokers and
providers; auditors, accountants, notaries, and lawyers; casinos and gaming establishments;
real estate agents; ahayjh valuegoodsdealers

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: 127 as of November 2011
Convictions: 77 as of November 2011

137



INCSR 2012 Volume I Money Laundering and Financial Crimes

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Luxembourg is a member of the Financial Action Task Force (FATF). Its most rectardl
evaluation can be found herhttp://www.fatf
gafi.org/infobycountry/0,3380,en 32250379 32236963 1 70591 43383847 1 1,00.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

During 2011, competent authorities were busy implementing the comprehensive package of
legislative and administrative actions that were put in place in 2010, notably the Law of October
27, 2010. Thisdw introduces important changes to AML/CFT provisions and prescribes
changes to 20 existing pieces of legislation. Most visibly, the financial intelligence unit (FIU)
expanded its capabilities through the hiring of additional analysts and continuecpogsaor

an enlargement of the FIU premises. Nevertheless, state prosecution officials have called
publicly for further resources, notably more analysts. In response to these requests, the Ministry
of Justice has pledged to continue supporting the ptatsecution, and the FIU in particular,

with the level of resources needed to fulfill its responsibilities. In terms of quantitative data, the
number of transaction reports, money laundering criminal prosecutions, and convictions has
risen in comparisoto 2010 following the systematic implementation of the new legislation.

Macau

Macau, a Special Administrative Region (SAR)
significant regional financial center. However, with reported gaming revenues.5fl$Bon

from January to November 2011, Macau i s the w
Macauds gaming i ndu s tregulated gamingpsomdiersakndwh as juoket | o0 o
operators, for the supply of gamblers mostly from nearby malr@dmna. Increasingly popular

among gamblers seeking inscrutability and al¢t
restrictions, junket operators are also popular among casinos aiming to reduce credit default risk

and unable to legally collect gambling & China. This inherent conflict of interest, together

with the anonymity gained through the use of the junket operator in the transfer and

commingling of funds, as well as the absence of currency and exchange controls, present
vulnerabilities for mong laundering. Primary sources of criminal proceeds in Macau, attributed

to criminal net works spanning across -Macauods
related crimes, robbery offenses, corruption, organized crime, and narcotics crimes.

For additonal information focusing on terrorism financing, please refer to the Department of
Stateds Country Reports o n http:EAwww.state.geviict/risierti i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS RELAED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
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AAll serious crimeso appr oac hAlseriouddrinest 0 appr
Legal persons covered: criminallyfES civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBpreign: YES Domestic: YES
KYC covered entitiedBanks, credit and insurance entities, casinos, gaming intermediaries,
remittance agents and money changers, cash couriers, trust and company service providers,
realty services, pawn shops, traders in higlue goods, notaries, registrars, commercial
offshore service institutions, lawyers, auditors, accountants, and tax consultants

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time framg190 from January to Septemi2811
Number of CTRs received and time framidot applicable
STR covered entitieAll persons, irrespective of entity or amount of transaction involved

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: None from January to June 2011
Convictions: One from January to June 2011

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:YES
With other governments/jurisdictionsYES

Macau is a member of the Asia/Pacific Group on Money Laundering (APG), a Firactooe
Task Forcestyle regional body. Its most recent mutual evaluation can be found here:
http://www.apgml.org/documents/docs/17/Macao%20ME294ZDFINAL.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Although Macau has no formal law enforcement cooperation agreements with the United States,
informal cooperation between the two routinely takes place. U.S. government agencies work

closely with Macawcounterparts in capacity building measures, information exchange, and

i nvestigations. Macauds financial i1ntelligen
coordinating AML/CFT efforts and collaborates with other FIUs. The Government of Macau

(GOM) established the FIU in 2006 as a sp@rmanent government entity in order to avoid

having to seek |l egislative approval. The FI U
should permanently institutionalize its FIU without term limits given itgiatuole in sustaining

a longterm AML/CFT infrastructure.

The AML law does not require currency transaction reporting (CTR). However, gaming entities

are subject to threshold reporting (over MOP 500,000, approximately $62,450) under the
supplementaryujdelines of the Gaming Inspection and Coordination Bureau (DICJ). Currently,
the DICJ only shares statistical data on CTR
to detect and deter illicit activity, the FIU should have full access to CTétseqollected by

DICJ.

Under current regulatory guidelines, financial institutions are obligated and do identify and
freeze suspect bank accounts or transactions. However, the GOM cannot provide mutual legal
assistance on AML/CFT under existilegislation. Macau should enhance its ability to support

139


http://www.apgml.org/documents/docs/17/Macao%20ME2%20-%20FINAL.pdf

INCSR 2012 Volume I Money Laundering and Financial Crimes

international efforts by developing its legal framework to facilitate the freezing and seizure of
assets. The GOM can provide mutual legal assistance on criminal matters, even without a formal
agreement, and cooperation between the GOM and the United States routinely takes place.

Macau continues making considerable efforts to develop an AML/CFT framework that meets
international standards. It should continue to strengthen interagency coordiogiiement

money laundering in the gaming industry, especially by introducing robust oversight of junket
operators. It also should implement mandatory ebasder currency reporting requirements.

As a SAR of China, Macau cannot sign or ratify intermatia@onventions in its own right.

Rat her, China is responsible for Macauds inte
of any convention to be extended to Macau. The 1988 Drug Convention was extended to Macau

in 1999. The UN Convention amst Transnational Organized Crime was extended to Macau in

2003. The UN Convention against Corruption and the International Convention for the

Suppression of the Financing of Terrorism were extended to Macau in 2006.

Mexico

Mexico is a major drugroducing and drugransit country. Proceeds from the illicit drug trade
leaving the United States are the principal source of funds laundered through the Mexican
financial system. Other significant sources of laundered proceeds include corruption,
kidnapping, and trafficking in firearms and persons. Sophisticated anebvgahized drug
trafficking organizations based in Mexico take advantage of the extensiviEx&o border,

the large flow of legitimate remittances, and the high volume of legal carerteeconceal
transfers to Mexico. The smuggling of bulk shipments of U.S. currency into Mexico and the
repatriation of the funds into the United States via couriers, armored vehicles, and wire transfers
remain favored methods for laundering drug proseékhe combination of a sophisticated
financial sector and a large casased informal sector complicates the problem. According to
U.S. authorities, drug trafficking organizations send between $19 and $39 billion annually to
Mexico from the United Stase although the Government of Mexico (GOM) disputes this figure.
Mexico has seized over $500 million in bulk currency shipments since 2002.

For additional information focusing on terrorism financing, please refer to the Department of
St at eds CtsanmTerronsm,Rvkigh can be found herep://www.state.gov/j/ct/rIs/crt/

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso approachAlbcrimed!|l i st o appt
Legal persons covered: criminallyNO civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES Domestic: YES

140



INCSR 2012 Volume I Money Laundering and Financial Crimes

KYC covered entitiesBanks, mutual savings companies, insurance companies, securities
brokers, retirement and investnt funds, financial leasing and factoring funds, casas de
cambio, centros cambiarios (unlicensed foreign exchange centers), savings and loans
institutions, money remitters, SOFOMES (multiple purpose corporate entity), SOFOLES
(limited purpose corporatentity), and general deposit warehouses

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time frame36,040- January through September 2011
Number of CTRs received and time framed4.1 million - January through September 2011
STR covered entitiesBanks, mutual savings companies, insurance companies, securities
brokers, retirement and investment funds, financial leasing and factoring funds, casas de
cambio, centros cambiariosnlicensed foreign exchange centers), savings and loans
institutions, money remitters, SOFOMES (multiple purpose corporate entity), SOFOLES
(limited purpose corporate entity), and general deposit warehouses

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: 54 from January to October 2011
Convictions: 13 from January to July 2011

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism¥YES
With other governments/jurisdictionsYES

Mexico is a member of the Rincial Action Task Force (FATF) and the Financial Action Task
Force on Money Laundering in South America (GAFISUD), a FATye regional body. Its
most recent mutual evaluation can be found Hetp://www.fatf
gafi.org/document/20/0,3343,en_32250379 32236963 41911956 _1 1 1 1,00.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The GOM has taken some important steps to reduce the usshahdae economy and prevent

the laundering of illicit drugs proceeds in U.S. dollars (USD); however, the package of bills
submitted in August 2010 to further enhance-aminey laundering regulations remains in limbo

in the Mexican Congress. In June Q0the Finance Ministry implemented regulations imposing
limits on USD transactions in Mexico. The caps, which later were eased for border areas, are
applicable to cash transactions from dollars to pesos, including deposits, credit payments, and
service €es. In addition to limiting transaction amounts for individuals, all USD transactions are
prohibited by the regulation for corporate entities and trusts (including account aadauamt

holding entities), except for those which are accountholderslbaatorder or tourist areas, for
which transactions are limited. The impact of the restrictions has been dramatic, with USD cash
repatriation to the U.S. from the Mexican formal financial sector dropping by 50%, or $7 billion.
The new destination fohé USD cash no longer entering the Mexican financial system remains
an open question. Recent data does not support the hypothesis that the flows would be redirected
to Central America and/or the Caribbean. U.S. and Mexican authorities have agreemht@ cont
studying the flow of U.S. currency.

In 2010, the GOM announced the National Strategy for the Prevention and Elimination of
Money Laundering and Financing for Terrorism. On April 14, 2011, the Federal Executive sent
to Congress a Bill of Decree by wh the Federal Criminal Code and the Federal Criminal
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Procedures Code are to be amended. The bill includes a modification to the Federal Criminal
Code in order to expressly establish that a legal person is liable for any money
laundering/terrorist finaneg crimes, among others, committed by any of its legal

representatives acting on its behalf. The bill is currently under review by the Senate. The
government also submitted a federal law for the Prevention and Identification of Transactions
with Crimind Proceeds, which was approved by the Senate on April 28, 2011, and is currently
under review by the Congress. The bill includes, among other important aspects, restrictions on
the use of cash in certain transactions (i.e., real estate, jewelry, pretoines and metals,

games and lotteries, accounting and legal services).

On August 3, 2011, amendments were issued to the General Law of Auxiliary Credit
Organizations and Activities to establish the National Banking and Securities Commission
(CNBV) as thesupervisory authority for AML/CFT with regard to centros cambiarios, money
remitters and nonegulated SOFOMES. This authority will be transferred from the Tax
Administration System (SAT) to CNBV. The change was made in recognition that the broad
experence of CNBV on AML/CFT issues and its riblsed approach to supervision will allow

for better oversight of these entities. The amendment provides for a transition period of 240
days. The existing centros cambiarios and money remitters that registeré¢d pugust 4,

2011, or that requested their registration prior to November 1, 2011, may continue with their
operations if SAT approves their registration. If the registration is denied, they must suspend
their operations. Any new centros cambiariosnoney remitters which did not request
registration prior to November 1, 2011 are prohibited from initiating operations until receipt of
confirmation of registration by SAT. After March 30, 2012, all requests for registration shall be
reviewed by CNBV.The general rule establishes that centros cambiaros may only provide the
services of buying, selling or exchanging currency, within certain company formation
restrictions and with prior authorization from the Ministry of Finance and Public Credit. An
exception to the need for prior authorization is established for centros cambiarios that provide the
aforementioned services and do not exceed the threshold of $10,000 per client per day.

In 2011, the GOM also issued a number of AML/CFT regulations covinaugcial entities;

specifically: General Provisions applicable to Auxiliary Credit Organizations (issued on

5/31/11); General Provisions applicable to SOFOLES (issued on 3/17/11); and General

Provisions applicable to SOFOMES (issued on 3/17/11). Thga&at®ns strengthen reporting
requirements and expand the range of entities covered under AML/CFT provisions. The

regulations represent concrete steps forward, though until the final passage by the Senate of the
2010 package of anthoney launderingbdl Me xi cob6s regul atory framew
incomplete.

Mexico should amend its terrorist financing legislation to fully comport with the UN Convention

for the Suppression of the Financing of Terrorism; and enact legislation and procedures to freeze
without delay terrorist assets of those designated by the UN 1267Sanctions Committee.

Netherlands

The Netherlands is a major financial center and consequently an attractive venue for laundering
funds generated from illicit activities, including activitef$en related to the sale of cocaine,
cannabis, or synthetic and designer drugs, such as ecstasy. Financial fraud, especially tax
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evasion, is believed to generate a considerable portion of domestic money laundering. There are
a few indications of synditatype structures in organized crime or money laundering, but there

is virtually no black market for smuggled goods in the Netherlands. Although under the
Schengen Accord there are no formal controls on national borders within the European Union
(EV), the Dutch authorities run special operations in the border areas with Germany and Belgium
to keep smuggling to a minimum.

Six islands in the Caribbean fall under the jurisdiction of the Netherlands. Bonaire, St.
Eustasius, and Saba are special municipalibif the country the Netherlands. Aruba, Curacao,
and St. Maarten are countries within the Kingdom of the Netherlands.

For additional information focusing on terrorist financing, please refer to the Department of
Statebds Count ry Riehpcanrbeé feundoharaitp:éwww.statel.gsviict/risierti

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENCY; CURRENCY DERYED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimesoOo appr oach Albseriodsktrimest 6 appr
Legal persons cared: criminally: YES civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES Domestic: NO
KYC covered entitiedBBanks, credit institutions, securities and investment institutions,
providers of money transaction services, life insurers and insurance brokers, credit card
companies, casinos, traders in hRigilue goods, other traders, accountants, lawyers and
indepeneént legal consultants, business economic consultants, tax consultants, real estate
brokers, estate agents, caw notaries, trust and asset administrative companies

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and tinfimme: 117,000 in 2010
Number of CTRs received and time frame36,000 in 2010
STR covered entitieBanks, credit institutions, securities and investment institutions,
providers of money transaction services, life insurers and insurance brokers;anekdit
companies, casinos, traders in higllue goods, other traders, accountants, lawyers and
independent legal consultants, business economic consultants, tax consultants, real estate
brokers, estate agents, cHalw notaries, trust and asset administeatompanies

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: 1,300 in 2010
Convictions: 812 in 2010

RECORDS EXCHANGE MEGANISM:

With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdiadbns: YES
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The Netherlands is a member of the Financial Action Task Force (FATF). Its most recent
mutual evaluation can be found hetdtp://www.faf-
gafi.org/document/50/0,3746,en_32250379 32236963 47221490 1 1 1 1,00.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In June 2008, the Netherlands Court of Audit published its investigation of the Government of
t he Net her | amigaeng mgneylaundeying final terrocisd financing. The report
criticizes the Ministries of Interior, Finance, and Justice for: lack of information sharing among
them; too little use of asset seizure powers; limited financial crime expertise and caphaity wi
law enforcement; and light supervision of notaries, lawyers, and accountants. Similar
deficiencies were seen during the more recent mutual evaluation of the Netherlands. The
ministries agreed in large part with these conclusions and have taketosiddsess them,
including hiring financial crime experts in law enforcement and introducing new laws to
strengthen the ability of law enforcement to tackle money laundering.

The Netherl ands has establ i shed esignatdd entitiess u a |
are required to file unusual transaction reports (UTRs) with the FIU on any transaction that
appears unusual (applying a broader standard

believe that a transaction is connected with moneydaring or terrorist financing. The FIU
investigates UTRs and forwards them to law enforcement for criminal investigation; once the
FIU forwards the report, the report is then classified as a STR. Draft legislation is pending to
strengthen the reportinggime and enact stronger KYC rules.

In response to criticisms concerning the operational independence and effectiveness of the Dutch
financial intelligence unit (FIU), a discussion on how to ensure FIU operational independence is
underway. The FIU iswrently part of the police, which itself is undergoing reforms.

In September 2011 the Dutch parliament passed a bill modernizing the supervision of notaries.
Comprehensive supervision will be conducted by an independent supervisory body with
investigdive powers, with the use of confidential information about clients strictly limited to
action against notaries. A similar legislative proposal is being prepared concerning the
supervision of lawyers and is expected to be introduced in parliament in 2012.

The United States enjoys strong cooperation with the Netherlands in fighting international crime,
including money laundering. One provision included in the-BI$mutual legal assistance
agreement, which the Netherlands has ratified, will facilifageexchange of information on

bank accounts. The Dutch Ministry of Security and Justice and the National Police work
together with U.S. law enforcement authorities in the Netherlands on operational money
laundering initiatives.

Due to legal and politida@hanges, asset seizure has become a priority in money laundering

cases. The assignment of dedicated money laundering prosecutors is bringing change to
historically low asset seizure rates. A Steering Committee has been created to discuss and assign
cass to the appropriate investigative unit. To further increase the confiscation of criminal

assets, the Dutch Minister of Security and Justice introduced a new law including confiscation as
a standard procedure of any mottiven criminal case, aimed aicreasing law enforcement
agenciesb6 capacity to take such action.
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A Rotterdam Court sentenced seven people in February 2011 for involvement in international

drug trafficking and money launderinghe main suspect was sentenced to three years and nine

mont hs, and 0U4.5 million (approximately $5.927
group had direct connections with Colombian drug cartels. In April 2011, a court in The Hague
sentenced a Dutch man to six years and four months for money laun@&akgnailing, violent

robbery, and other serious crimes. Eleven other people in the same case received sentences of
from 30 months to five years.

Nigeria

Nigeria remains a major drug traskipment point and a significant center for criminal financial
activity. Individuals and criminal and terrorist organizations take advantage of the country's
location, porous borders, weak laws, corruption, lack of enforcement, and poeecmamnic
conditions to launder the proceeds of crime. The proceedscdfdiugs in Nigeria derive

largely from foreign criminal activity rather than domestic activities. One of the schemes used
by drug traffickers to repatriate and launder their proceeds involves the importation of various
commodities, predominantly luxuoars and other items such as textiles, computers, and mobile
telephone units. Drug traffickers reportedly also use Nigerian financial institutions for currency
transactions involving U.S. dollars derived from illicit drugs.

Proceeds from drugafficking, illegal oil bunkering, bribery and embezzlement, contraband

smuggling, theft, and financial crimes, such as bank fraud, real estate fraud, and identity theft,
constitute major sources of illicit proceeds in Nigeria. Advance fee fraud, alsoebkn as A4 19
fraudo in reference to the fraud section in N
crime that generates hundreds of millions of illicit dollars annually. Money laundering in

Nigeria takes many forms, including: investmentgalrestate; wire transfers to offshore banks;

political party financing; deposits in foreign bank accounts; use of professional services, such as
lawyers, accountants, and investment advisers; and cash smuggling. Nigerian criminal

enterprises adeptly desd ways to subvert international and domestic law enforcement efforts

and evade detection.

Nigeriads AML/ CFT progress in 2011 relative t
the Financial Action Task F o dackefafeguaté progresswhi c h
by adding Nigeria to its October 2011 Public Statement.

For additional information focusing on terrorist financing, please refer to the Department of
Statebs Country Reports on htp:Ewww.state.gevijict/risierti i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREICY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:

AAl I serious crimeso approach Lstapprach st 0 appr
Legal persons covered: criminallyfES civilly: YES
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KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES Domestic: YES
KYC covered entitiesBanks, investment and securities dealers/brokers, and discount
houses; insurance institutions; debt factorization and conversion firms, bureau de change, and
finance companies; money brokerage firms whose principal business includes factoring,
project fnancing, equipment leasing, debt administration, fund management, private ledger
service, investment management, local purchase order financing, export finance, project
consultancy, financial consultancy, or pension funds management; dealers in jewglry, ca
and luxury goods; chartered accountants, audit firms, and tax consultants; clearing and
settlement companies and legal practitioners; hotels, casinos, and supermarkets

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and texframe:2,306 from October 1, 2010September 30,
2011
Number of CTRs received and time framé:1,580,836 from October 1, 201(Beptember
30, 2011
STR covered entitiesBanks, investment and securities dealers/brokers, and discount
houses; insuranceastitutions; debt factorization and conversion firms, bureau de change, and
finance companies; money brokerage firms whose principal business includes factoring,
project financing, equipment leasing, debt administration, fund management, private ledger
sewvice, investment management, local purchase order financing, export finance, project
consultancy, financial consultancy, or pension funds management; dealers in jewelry, cars
and luxury goods; chartered accountants, audit firms, and tax consultantagcéenti
settlement companies and legal practitioners; hotels, casinos, and supermarkets

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:
Prosecutions: 639 from October 1, 201i0September 30, 2011
Convictions: 73 from October 1, 2010 SeptembeB0, 2011

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdiction:.YES

Nigeria is a member of the Inter Governmental Action Group against Money Laundering in West
Africa (GIABA), a FATF-style regional body. Its most recent mutual evaluation can be found
here:http://www.giaba.org/index.php?type=c&id=49&mod=2&men=2

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Nigerian authorities should work toward full implementation of a regime capable of thwarting

money laundering and terrorist financing. In 2011, Nigeria enacted a new Money Laundering
(Prohibition) Act (MLPA), which introduces the concept of corpocaiminal liability

(Ahof fenses of a body corporateo), and a new T
some new provisions on terrorist financing and the freezing and seizure of assets. The

Government of Nigeria (GON) should ensure its-amineylaundering legislation comports

with international standards and covers all the recommended predicate offenses, including

terrorist financing. Currently, terrorist financing is not listed as a predicate offense for money
laundering. The new TPA represeprogress toward criminalizing terrorist financing, but it
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may not do so consistent with international standards. The GON should amend the law as
needed to bring it into compliance.

Weak law enforcement and justice sector issues have hindered thesprofyand thwarted

many prosecutions and investigations. The GON should ensure the autonomy and independence
of the Economic and Financial Crimes Commission (EFCC) and the Nigerian Financial
Intelligence Unit (NFIU) from political pressures. The GONoadbould strengthen its

supervision of designated ndinancial businesses and professions. Moreover, the GON should
ensure the range of agencies that pursue money laundering cases, including the EFCC, Nigerian
Drug Law Enforcement Agency, Independent1@pt Practices and Other Related Offences
Commission, Nigerian Agency for the Prevention of Trafficking in Persons, and National Police
Force have the capacity to function as investigative partners in financial crimes cases, as well as
work to eradicate gncorruption existing within law enforcement bodies. The National

Assembly should amend the 2011 MLPA to provide for increased autonomy of the NFIU and
adopt safe harbor provisions to protect STR reporting entities. The GON should consider
developing a adre of specially trained judges with dedicated portfolios in order to handle

financial crime cases effectively, and the National Assembly also should adoptamction

based asset forfeiture bill.

Pakistan

Pakistan continues to suffer from financial crimes related to narcotics trafficking, terrorism,
smuggling, tax evasion, corruption, counterfeit goods and fraud. Pakistani criminal networks
play a central role in the transshipment of narcotics and smuggtets from Afghanistan to
international markets. The abuse of the charitable sector;liestel money laundering, money
exchange companies, hawala/hundi, and bulk cash smuggling are common methods used to
launder money in Pakistan and the region. RPakism 6 s r eal est ate sector
destination for illicit funds, as many real estate transactions are poorly documented. Pakistan
does not have firm control of its borders with Afghanistan, Iran or China, which facilitates the
flow of smuggled gods to and from the Federally Administered Tribal Areas and Baluchistan.

Money laundering often occurs in Pakistan in both the formal and informal systems. Fraudulent
invoicing is typical in hawala/hundi countealuation schemes. Legitimate remittas from

Pakistani expatriates residing abroad flow through the formal banking sector, licensed money
exchange businesses, and hawalas. Since the start of the calendar year through October
remittances totaled $14 billion, and since March have averaggtlydbd billion per month.

The authorities do not provide an estimate of remittances that flowed through informal channels.

Pakistan was first publicly identified by the Financial Action Task Force (FATF) in February

2008 for deficiencies in its anathoney laundering/counter terrorist financing (AML/CFT)

regime. While Pakistan has taken some steps to improve its AML regime, the FATF continues

to note Pakistandés failure to adequately i mpl
deficiencies, particalrly its terrorism finance law.

For additional information focusing on terrorism financing, please refer to the Department of
Stateds Country Reports o n http:Awww.stategos/jfot/risioh i ¢ h ¢
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DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimesoOo approach ListapprBach st 0 appr
Legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEP$:oreign: YES Domestic: YES
KYC covered entitiesBanks, agricultural credit institutions, money exchangers,
accountants, notaries, gaming centers, auto dealers and securities dealers

SUSPICIOUS TRANSACTON REPORTING (STR) REQUIREMENTS:
Number of STRs received and time fram&235 from July 2010 to May 31, 2011
Number of CTRs received and time framé&38 from January 2009 through December 2010
STR covered entitiesBanks, agricultural credit institutionsmoney exchangers, notaries,
gaming centers, and securities dealers

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QONVICTIONS:
Prosecutions: Four from January 2009 to October 2010
Convictions: None in 2010

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism:NO
With other governments/jurisdictionsYES

Pakistan is a member of the Asia/Pacific Group on Money Laundering (APG), a Financial
Action Task Force (FATF3tyle regional body. Its most recent mutual evaluation can be found
here http://www.apgml.org/documents/docs/17/Pakistan%20MER%20
%20final%?20version.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

To gain more oversightf the informal money transfer sector, the State Bank of Pakistan (SBP)
requires all money exchange companies to obtain licenses and meet minimum capital

requirements. As a result, it is illegal for money exchange companies, referred to as

hawala/hundi,d operate without a license; however, few hawalas have been registered by the
authorities, and unlicensed hawaladars continue to operate illegally throughout Pakistan
(particularly in Peshawar and Karachi). While the SBP has implemented the licending of a

money exchange companies and hawalas, the enforcement environment is not commensurate
with SBPO6s regulations. Shortcomings in the
movement of <cash, makes Paki sttyasunérabletoaduser mal f
by illicit actors.

Pakistan continues to have serious deficiencies in its AML regime. To address these it must:
remove remaining inadequacies with regard to the criminalization of money laundering;
demonstrate effective regulati@f money service providers, including an appropriate sanctions
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regime and increasing the range of ML preventive measures for these services; and improve and
implement effective controls for crebsrder cash transactions. Pakistan needs to demonstrate

that not only does it have AML laws on the books, but that these laws are enforced. To date,
Pakistan has a poor track record. Between January 2009 and October 2010 there have been only
four prosecutions and zero convictions under the AML law due tcelihmésources and lack of
capacity.

Panama
Panamads strategic geographic | ocation and st
attractive jurisdiction for money | aunderers.

business antbgistics hub, based on the success of its ports, airport and the Colon Frée Zone
the second largest free trade zone in the wioHdve enhanced its attractiveness for
organizations engaged in illicit financial activities. Money laundering in Panaoediesed to

be primarily related to the laundering of the proceeds of drug trafficking, and the country sits
along major drug trafficking routes. The work of launderers is facilitated by weaknesses in the
regulatory framework, notably the existence cdiiee share corporations, but more importantly

by uneven enforcement of amtioney laundering measures and the weak judicial system, which
is susceptible to corruption and favoritism.

After negotiating and signing 13 Double Taxation Treaties with OECD raesnand ratifying
the Tax Information Exchange Agreement with the United States in 2010, Panama achieved
removal from the OECDOG6s gray I|list of tax have

For additional information focusing on terrorist financing, please refer to the thegdrof
Stateds Country Reports o n http:Awww.state.geviict/risierti i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFHCKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimesoO approach Listapprach st 0 appr
Legal persons covered: criminallY'ES civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: NO Domestic: NO
KYC covered entitieBanks, savings cooperatives, savings and mortgage banks, and money
exchanges; investment houses and brokerage firms; insurance and reinsurance companies;
fiduciaries; casinos; free trade zone companies; finance companies; real estate brokers; and
lawyers

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:

Number of STRs received and time fram&63 in 2010
Number of CTRs received and time framd95,546 in 2010
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STR covered entitieBanks, cooperatives, and money exchanges; casinos; fiduciaries;
insurance companies; government entities focused on the lottery: and investment houses

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GNVICTIONS:
Prosecutions: Not available
Convictions: 22 in 2010

RECORDS EXCHANGE MEGANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

Panama is a member of the Financial Action Task Force on Money Laundering in South
America (GAFISUD), a Financial Action Task Force (FATS¥)le regional body. Its most
recent mutuagvaluation can be found herbttp://www.cfatf
gafic.org/downloadables/mer/Panama_3rd_Round_MER_(Final) English.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUESAND COMMENTS:

Panama cooperates well with U.S. law enforcement agencies. However, the notable successes
the Government of Panama (GOP) has had in interdicting flows of illegal drugs have not been
matched by similar success in addressing money laundsgerns. The various government
agencies tasked with addressing money laundering remain fractured andesodeced, and

communi cate poorly with one another. Panamado
particular, lacks the resources to procasd investigate, let alone enforce, reporting
requirements on suspicious transactions. The

convict money launderers remains weak, and judges remain susceptible to corruption. Although
the GOP took a speforward with the introduction of knowour-client legislation requiring

lawyers to conduct due diligence into the beneficial owners of the companies they incorporate,
the continued existence of bearer shares corporations remains a vulnerability ¢ifthensy
laundering regulatory framework.

Panama, through its Customs Authority, is taking steps to reduce the use of Tocumen Airport as
an artery for cash couriers to move cash into Panama. More targeted enforcement action, in
collaboration with U.S. la enforcement agencies, has led to increased scrutiny of passengers
and notable seizures of undeclared cash at the airport.

Customs also has been effective in disrupting tiza=d money laundering through the

partnership of the Panamanian and U.S. tteatesparency units (TTU). Established in 2010 by
U.S. I mmigration and Customs Enforcement and
TTU has had significant success. Despite these advances, Customs lacks sufficient resources to
fulfill its mandate.

The Colon Free Trade Zone (CFZ) continues to be vulnerable to abuse by criminal groups
through illicit financial activities, due primarily to insufficient enforcement of existing controls.
The new electronic transaction recording information system, whlgnmplemented, will

improve capacity to trace transactions. Bulk cash is relatively easily introduced into the country
by declaring it is for use in the CFZ. A new resolution, published December 14, 2011, improves
the AML/CFT framework in the CFZThe resolution has 25 articles that supersede and include
all the provisions of law 42 of 2000 and DecreeQlI3 of 2008.1t will enter into force 60 days
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after publication. Among the items addressed are the requirement to have a compliance officer
in each company; implementation of preventative measures, supervision, inspection and
sanctionsSTR andCTR reporting; andkow your customer policies.

During 2011, the GOP took steps to continue to improve the legislative framework governing
antrmoney lamdering and financial sector transparency. In 2011, Panama passed legislation

(Law 2 of 2011) requiring lawyers to know their clients, conduct due diligence on the beneficial
ownership of corporations they establish and share that information with tiogites upon

request . These steps have strengthened Panam
draftingnewantmoney | aundering | egislation, which wo
increase the number of sectors required to report suspicamsactions.

If the GOP continues its efforts to improve its anbney laundering legal framework,
particularly eliminating bearer shares, cri mi
prosecutords offi ce amganioteéangparehificanceal netwoyks t e m,
money | aundering wil/l become more difficult w

Paraguay

Paraguay is a major drug transit country and money laundering center. Aithiahidollar
contraband trade, fed in part by endemic, institutional corruption, occurs in the border region
shared with Argentina and Brazil (the-barder area, or TBA) arfdcilitates much of the money
laundering in Paraguay. While the Government of Paraguay (GOP) suspects proceeds from
narcotics trafficking are often laundered in the country, it is difficult to determine what
percentage of the total amount of launderedifuis generated from narcotics sales or is
controlled by domestic and/or international drug trafficking organizations, organized crime, or
terrorist groups. Weak controls in the financial sector, open borders, bearer shares, casinos, a
surfeit of unregudted exchange houses, lax or +gfiorcement of crossorder transportation of
currency and negotiable instruments, ineffective and/or corrupt customs inspectors and police,
and minimal enforcement activity for financial crimes allows money launderersn&tonal
criminal syndicates, and possible terrorist f
system.

Ciudad del Este, on Paraguayods border with Br
Paraguayods fAinformal oulrlcenPawryageaydsma® & hiol Ibi
is well known for arms and narcotics trafficking, document forging, smuggling, counterfeiting,

and violations of intellectual property rights, with the illicit proceeds from these crimes a source

of laundered funsl Some proceeds of these illicit activities have been supplied to terrorist
organizations, and trad®sed money laundering occurs in the region.

Asaland ocked nati on, Paraguay does not have an
manages fregade ports and warehouses in Argentina (Buenos Aires and Rosario); Brazil
(Paranagua, Santos, and Rio Grande do Sul); Chile (Antofagasta and Mejillones); and Uruguay
(Montevideo and Nueva Palmira).

Money laundering likely occurs in the formal finari@actor and definitely occurs in the Ron
bank financial sector, particularly exchange houses, which are often used to move illicit proceeds
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both from within and outside Paraguay into the U.S. banking system. Large sums of dollars
generated from normal oanercial activity and suspected illicit commercial activity are also
transported physically from Paraguay to Uruguay and Brazil, with onward transfers likely to
destinations including banking centers in the United States

For additional information focusgnon terrorist financing, please refer to the Department of
Statebs Country Reports on http:Bwww.state.gevijict/riskerti i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimeso appr oac hAlcseriouddrinest 0 appr
Legal persons covered: criminallY'ES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: NO Domestic: YES
KYC covered entitiedBanks, finance companies, insurance companies, exchange houses,
stock exchanges and securities dealers, investment companies, trust companies, mutual and
pension fund administrators, credit and consumer cooperativas)gantities, real estate
brokers, nongovernmental organizations, pawn shops, and dealers in precious stones, metals,
art, and antiques

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time fram@&79- January 2011 to Nember 2011
Number of CTRs received and time framé;341,162 in 2010
STR covered entitieBanks, finance companies, insurance companies, exchange houses,
stock exchanges and securities dealers, investment companies, trust companies, mutual and
pensionfund administrators, credit and consumer cooperatives, gaming entities, real estate
brokers, nongovernmental organizations, pawn shops, and dealers in precious stones, metals,
art, and antiques

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutons: Five in 2011
Convictions: Nonein 2011

RECORDS EXCHANGE MEGANISM:
With U.S.: MLAT: NO Other mechanism:YES
With other governments/jurisdictionsYES

Paraguay is a member of the Financial Action Task Force (FATF) against Maunegdring in
South America (GAFISUD), a FATFBtyle regional body. Its most recent evaluation, conducted
by the IMF, can be found herettp://www.imf.org/external/pubs/ft/scr/2009/cr09235.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:
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For reporting entities that do not have a natural supervisory authority, the Secretariat for the
Prevention of Laundering of Money or Assets PRELAD) is the competent supervisor.
SEPRELADGOGs budget has increased by 166% from
approximately 20% in 2011 and has made considerable investment in infrastructure, software up
dates and equipment. The 2011 SitRnbers dropped significantly from the 812 reported in

2010 due to the implementation of new software at SEPRELAD that better establishes the
requirements for an STR for obligated institutions.

The GOP took a welcomed step forward in regard to implementation of UNSCR 1267 in October
2011 when it passed a loagvaited asset freezing law that enables SEPRELAD to freeze the
assets of designated terrorist financiers, or those conducting transactiobtN designated

terrorists or terrorist financiers, indefinitely in as little as 36 hours once notification of UN
designation is sent or a request from a foreign country relating to UNSCR 1373 is received. The
new law complements the June 2010-éatiorism legislation criminalizing terrorist financing.

Prosecutors handling financial crimes have limited resources to investigate and prosecute. In
addition, the selection of judges, prosecutors and public defenders is largely based on politics,
nepotisn, and influence peddling. The lack of interagency cooperation throughout Paraguay,
and particularly within law enforcement, is an impediment to effective enforcement, prosecution,
and reporting efforts.

Asset forfeiture legislation is desperately nekgteParaguay. Apart from the new asset freezing
law, Paraguayan law does not provide for freezing or seizure of many criminally derived assets.
Law enforcement can only freeze assets of persons under investigation for a crime in which the
state risks Iss of revenue from furtherance of a criminal act, such as tax evasion. Enforcement
agencies have limited authority to seize or forfeit assets of suspected money launderers and do
not include bank accounts. When a seizure does occur, law enforcemeritiasttennot

dispose of these assets until a defendant is convicted, which frequently takes years.

The nonbank financial sector operates in a weak regulatory environment with limited
supervision. The organization responsible for regulating and ssipgreredit unions, the

National Institute of Cooperatives, lacks the capacity to enforce compliance. Exchange houses
are another nebank sector where enforcement of compliance requirements remains limited,
though following the implementation of addi@l supervisory measures two currency exchange
houses were closed in 2011.

People entering or leaving the country must declare to customs values exceeding $10,000 or its
equivalent in other currencies. However, required customs declaration repoetsiane s

checked. Customs operations at the airports or overland entry points provide little control of
crossborder cash movements.

Al t hough Paraguay has made overal/l progress t
efforts and political commitmentlre been reflected in the issuance of proper legislation, the

aut horitiesd6 broader coordination capacity an
need work. Paraguayan authorities will have to demonstrate the effectiveness of the fegislatio

in force and of several mechanisms put in place.
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Philippines

The Republic of the Philippines is not a regional financial center. The Philippines continues to
experience an increase in foreign organized criminal activity from China, Hong Kong, and
Taiwan. Insurgency groups operating in the Philippines partially fund their activities through
local crime, kidnapping for ransom and the trafficking of narcotics and arms, and engage in
money laundering through ties to organized crime. The proceeds gbtcmmrare also a source

of laundered funds. Smuggling, including bulk cash smuggling, continues to be a major
problem. The Philippines has a large expatriate community, and remittances are also channels
for money laundering. There are free trade zonddaur offshore banking units (OBUs). The
Central Bank exercises regulatory supervision over OBUs and requires them to meet reporting
provisions and other banking rules and regulations.

For additional information focusing on terrorism financing, meafer to the Department of
Stateds Country Reports o n http:Awww.state.geviict/risierti i ¢ h

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFHCKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAIl serious cr i nappsoach @ predicateecintestist apprach st 0
Legal persons covered: criminallyYES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: NO  Domestic: NO
KYC covered entitiedBanks, norbank institutions acting as quasi banks, and trust entities;
insurance companies and preed companies; securities dealers, brokers/sales
representatives, investment houses, mutual funds, and other entities managing securities as
agent/consuéint; foreign exchange dealers, money changers, remittance/transfer agents;
pawnshops and entities dealing in valuable objects, currency, financial derivatives, cash
substitutes, and similar monetary instruments

SUSPICIOUS TRANSACTION REPORTING (STR) REQIREMENTS:
Number of STRs received and time fram88,478 as of August 31, 2011
Number of CTRs received and time fram@53,583,611 as of August 31, 2011
STR covered entitieBanks, norbank institutions acting as quasi banks, trust entities;
insurane companies and preeed companies; securities dealers, brokers/sales
representatives, investment houses, mutual funds, and other entities managing securities as
agent/consultant; foreign exchange dealers, money changers, remittance/transfer agents;
entities dealing in valuable objects, currency, financial derivatives, cash substitutes, and
similar monetary instruments

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:

Prosecutions: 50 as of August 31, 2011
Convictions: One as of August 31, 2011
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RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictionsYES

The Philippines is a member of the Asia/Pacific Group on Money Laundering, a Financial
Action Task Force (FATF3tyle regional body. Its most recent mutual evaluation can be found
here: http://www.apgml.org/documents/docs/17/The%20Philippines%20DAR%20
%20Final%20%20210809.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Investigations by the financial intelligence unit (FIU) continue tadrestrained by limited

authority to access bank information. Except in instances of serious offenses such as kidnapping

for ransom, drugs and terrorisrelated activities, the FIU is required to secure a court order to

examine bank deposit accounts rethto unlawful activities enumerated in the AMibney

Laundering Act. In addition, a Supreme Court ruling prevents ex parte inquiry into bank

accounts. The FIU can, however, seek an ex parte freeze order from the Court of Appeals before
seeking authorgtion to inquire into bank deposits. The FIU also must obtain a court order to

freeze assets, including those of terrorists and terrorist organizations placed on the UN 1267
Sanctions Committeeds consol i dat eiglrequiiement and t
is inconsistent with the international standard, which calls for the preventative freezing of
terrorist assets Awithout delayo from the tim
(GOP) shoul d enhance Itetods, &l éhduee it can ramedb feezeo f i n a
terrorist assets. The Philippines has a Customs Mutual Assistance Agreement with US Customs.

Terrorist financing is not a staradlone offense under Philippine law and therefore not a predicate
crime under thé\nti-Money Laundering Act. A person who finances the commission of

terrorism may be prosecuted as a terrorist either as a principal by inducement pursuant to Article
17 of the Revised Penal Code or as an accomplice pursuant to Section 5 of the Huniign Secur
Act. However, this approach requires a terrorist act to have occurred and does not encompass
general financial support to terrorist entities for other purposes (recruiting, training, social
welfare projects, etc.). Limited human and financial ressiadso constrain tighter monitoring

and enforcement. The GOP should criminalize terrorist financing as asdtaredoffense.

The Philippines has developed an action plan to address its strategioaniy
laundering/counteterrorist financing (AML/CH) deficiencies. The strategic deficiencies that

The Philippines has committed to address include adequately criminalizing money laundering
and terrorist financing; implementing adequate procedures to identify and freeze terrorist assets;
enhancing finanal transparency; and extending suspicious activity reporting requirements to
additional entities. Legislation pending in the Philippine Congress would address cited
deficiencies. The Philippine Government committed to pass this legislation that wdrédsad

the deficiencies with respect to terrorist financing, freezing of terrorist assets and bank secrecy
by December 2011.

Russia
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The current Russian administration aspires to establish Moscow as one of the key international
financial centers. Howevedespite significant progress in improving the legal and enforcement
framework, the prevalence of money laundering (ML) in Russia, where there is a high level of
organized crime and corruption, stands out as one of the major obstacles to this goaticDome
sources of laundered funds include organized crime, evasion of tax and customs duties, fraud,
public corruption, and smuggling operations. Criminal elements from Russia and neighboring
countries continue to use dgalenstiesadlandérmonayn ci a l
Criminals invest and launder their proceeds in securities instruments, real estate, and luxury
consumer goods. Despite making progress in combating financial crimes, Russia remains

vul nerabl e t o s uriskfactarsibcludeithe mamyslargealeRinaacgali a 6 s
transactions associated with its vast natur al
countrybés porous borders and its role as a ge
chronic undeffunding and lack of capacity of regulatory and law enforcement agencies. These
factors help create an environment in which corruption and financial crimes flourish.

For additional information focusing on terrorist financing, please refer to the Depadfme
Stateds Country Reports o n http:Awww.state.geviict/risierti i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimeso appr ocarseBAlcnimedil i st o appr
Legal persons covered: criminall\NlO civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: YES Domestic: NO
KYC covered entitiesBanks and credit institutions; Russian Post; payment acceptance and
money transfer services; securities, insurance and leasing companies; investment and non
state pension funds; casinos and gambling outlets; dealers in precious metals and stones; real
edate agents; pawnshops, microfinance organizations, and consumer credit cooperatives; and
persons providing legal or accounting services

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time frame2,508,718 in the firdtalf of 2011
Number of CTRs received and time fram@; 242,459 in the first half of 2011
STR covered entitieBanks and credit institutions; securities markets, investment and
pension funds; Russian Post; insurance sector; leasing companies; idgalecgus metals
and stones; casinos; real estate agents; lawyers, notaries, and persons providing legal or
accounting services; microfinance organizations; and consumer credit cooperatives

MONEY LAUNDERING CRIMINAL PROSECUTIONS/@NVICTIONS:
Prosecutions: 141 in the first half of 2011
Convictions: 113 in the first half of 2011

RECORDS EXCHANGE ME®ANISM:
With U.S.; MLAT: YES Other mechanism: YES
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With other governments/jurisdictionsYES

Russia is a member of the Financial Action Task Force (FATF) and two-Bfyld-regional

bodies: the Committee of Experts on the Evaluation of-Muney Laundering Measures and

the Financing of Terrorism (MONEYVAL), and the Eurasian Group on Combatingivon
Laundering and the Financing of Terrorism (EA@$ most recent mutual evaluation can be
found here:http://www.fatf

gafi.org/dataocecd/31/6/41415981.pdf?bcsi_scan_ E6BS5D3DA0AACG65B7=0&bcsi_scan_filenam
€=41415981.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Through aggressive enactment and implementation of comprehensieoaety laundering

(AML) legislation, Rusia has established a legal and enforcement framework to deal with

money laundering and terrorist financing. In 2010, Russia adopted amendments to expand AML
coverage to subsidiary branches, representative offices, and affiliates of financial institutions
located outside the Russian Federation; make microfinance andesinoifbans, which have

grown significantly in Russia, subject to AML laws; and clarify definitions critical to

enforcement. Amendments to the Code of Administrative Infringements impguiatory
oversight related to AML | egislation and broa
financial intelligence unit (FIU), and the Central Bank of Russia to conduct investigations of ML
violations. AML law now makes it clear that iderntdiion is defined as the entirety of measures
whereby the information about clients, their representatives and beneficiaries is established and
the reliability of such information is confirmed. Order 59, issued by Rosfinmonitoring on
February 17, 2011, geiires customer due diligence where there are doubts about the veracity of
previous identification.

While the Russian Federation has made steady progress overall in its AML/CFT implementation,
some important issues remain. Russia needs to make suobltbated entities are able to

report every type of suspicious activity related to money laundering. Though the overall STR

regime is working well in practice, presently there is no legal basis for reporting attempted

occasional transactions. Furthereamplementing regulations have not been issued for critical
components of the 2010 amendments, such as mo
Russian Federation. For years Russian banks did not properly understand the concept of

beneficial owrr, partly due to a lack of clarity in the law. While the term has now been better
defined, private sector entities are still incorporating clarified definitions of beneficial owner into

their AML practices.

While most international standards are aggbin Russian legislation, several important
discrepancies remain between the standards of international and local domestic banks. Some
identification requirements are absent. Also, Russian AML law lacks more specific requirements
pertaining to sanctiorscreening (like frequency of updates, screening of fields of transactions,
transliterations, requirement for certain logic, etc). In addition, banks still are not able to refuse
to carry out a transaction or to open an account when they have strongohiirigs regarding

the transaction or prospective clients. Further attempts should be made to bring the AML efforts
of all Russian banks to a more sophisticated level, including continued enhancement of the
compliance training and certification process.
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Current Russian law does not include insider trading as a predicate offense to money laundering.
To address this deficiency, Law 2EZ was adopted by the Russian Parliament in July 2010.
Included in this law is an amendment to the Criminal Code to raime the deliberate use of

insider information when carrying out transactions and giving recommendations to third persons;
however, this provision will not take effect until 2014.

Russia also has made some recent progress regarding new technolog@sfandto-face

financial transactions. On June 27, 2011, Federal Laws Nel-Z2@&hd No. 16 Z @A On t he
Nati onal Payment Systemd and its amendments
the regulation of new technologies used by financiaitutgins. Transactions under 15,000

rubles (approximately $500) are not subject to client identification requirements. Thbhanmion
payment service providers can act as payment agents or bank payment agents and are exempt
from AML/CFT identification regirements provided the payment amount is 15,000 rubles
(approximately $500) or lessn other words, money can be remitted under this amount without
opening a bank account, and Aaegeto-face electronic payment facilities are permitted,

provided the matily sum total of remittances does not exceed 40,000 rubles (approximately
$1,650). According to Rosfinmonitoring Order No. 103, which applies only tecreatit

institutions, such client transactions executed remotely by payment service providersaas wel
the issuance of orders to execute transactions requiring no personal contact with an institution,
constitute a basis for submitting an STR to the FIU.

Although Russia continues to establish and developcantuiption measures, corruption
continuedo be a problem. The Government of Russia should continue to aggressively pursue
corruption; similarly, it should continue to pursue increased transparency in the financial sector
and ensure that domestic PEPs are monitored with the same scrutinygrs REES.

Russia hosts and funds the Secretariat of the EAG, and through this effort has contributed to
improving the regiots AML/CFT capacity. Russia should continue to play a leadership role
through sustained involvement in regional and internatiobodies focusing on AML regime
implementation.

Singapore

Singapore is a major international financial and investment center as well as a major offshore
financial center. Secrecy protections, a lack of routine large currency reporting requirements,
andhe size and growth of Singaporeds private
significant money laundering (ML) risks and make the jurisdiction a potentially attractive money
laundering/terrorist financing destination for drug traffickers, transmalticriminals, foreign

corrupt officials, terrorist organizations and their supporters. Authorities have taken action
against Jemaah Islamiyah and its members and have identified and frozen terrorist assets held in
Singapore. Terrorist financing in geakremains a risk.

As of December 5, 2011, there were 39 offshore banks in operation, all foreigpa.

Singapore is a center for offshore private banking and asset management. Assets under
management in Singapore total approximately S$1.4 trillippréximately $1.09 trillion). As

of June 2010, Singapore had at least $300 billion in foreign funds under management. Singapore
does not permit shell banks or anonymous accounts.
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Singapore has nine free trade zones (FTZs), six for seaborne cargoeanidtiairfreight,

regulated under the Free Trade Zone Act. The FTZs may be used for storage, repackaging of
import and export cargo, assembly and other manufacturing activities approved by the Director
General of Customs in conjunction with the MinistfyFinance.

For additional information focusing on terrorist financing, please refer to the Department of
Statebs Country Reports o n http:dwww.state.gevijict/riskerti i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso appr oachlLishapprgathi st 0 appr
Legal persons covered: criminally:-YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures fBEPs: Foreign: YES Domestic: YES
KYC covered entitiedBBanks, financial institutions, finance companies, merchant banks, life
insurers, brokers, securities dealers, investment advisors, futures brokers and advisors, trust
companies, approved truste and money changers and remitters

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time framé&1,934 in 2010
Number of CTRs received and time framd\ot applicable
STR covered entitiesBanks, auditors, financial advisors, capital market service licensees
and exempt persons, finance companies, lawyers, notaries, merchant banks, life insurers,
trust companies, approved trustees, real estate agents and money changers and remitters

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTONS:
Prosecutions: 14 in 2010
Convictions: 18 in 2010

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:YES
With other governments/jurisdictionsYES

Singapore is a member of the Financial Action Task Force (FATF) and the Asia/Pacific Group
on Money Laundering, a FAT8tyle regional body. Its most recent mutual evaluation can be
found here: http://www.fatfgafi.org/dataoecd/36/42/40453164.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Singapore has a comprehensive suspicious transaction reporting regime and applies AML/CFT
requirements to a broad range of financial insots. Currently, there is no requirement for
reporting large transactions, which limits the ability to track significant financial movements.
Singapore should consider the adoption of such reporting.
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Singaporeds | egal sy sinhvestgatgpreandproaecution ofpnoneyw i des f
laundering offenses. However, the implementation of these laws is uneven, particularly in
prosecuting money laundering as a statlahe offense, and investigating foreigourced cases.
Singaporean police are fairdpiccessful at identifying domestic predicate offenses, and include
ancillary money laundering charges as appropriate. Singapore should more aggressively pursue
domestic stan@lone money laundering offenses as well.

Singapor eds | arstgaedfinancia tehter may denattractve gsta conduit for
laundering proceeds generated by foreign criminal activities, including official corruption. The
Suspicious Transaction Reporting Office (STRO) and criminal investigators are encouraged to
idenify money laundering that originates from foreign predicate offenses, and usekmaed
money laundering charges to prosecute tpady offenders in Singapore.

Somalia

Somalia has essentially been without a functioning central government since 1991 and continues
to be viewed as the worl dodés quintessential f a
(TFG) now |l argely control s dlhspocketsofsdme of t he
regions. Many ministries exist in name only or have-fumttioning, mostly unpaid staff. Due

to its lack of a public regulatory system and its inaccessibility, little is known about money

laundering in Somalia. No anmioney laudering/counteterrorist financing (AML/CFT) laws

exist. There is some evidence that piracy proceeds from Somalia make their way to Dubai and
Nairobi. Piracy ransoms, much of which reportedly remains as cash, are delivered through cash
drops to piratesfof Somal i aés coast. Anecdot al reports
estate, luxury goods and businesses.

Public corruption is rampant and significantly facilitates money laundering. For example, some
government of fi ci arég®n of Runtléhd anaréporedydenafitng frome r n
pirate ransoms. They may facilitate ransom laundering or the transfer of ransom money to
neighboring countries or globally.

The financial system in Somalia operates almost completely outside of goneowassight,

either on the black market or via money/value transfer services (MVTS), particularly hawalas.
Smuggling is rampant. Somalia has one of the longest land borders as well as the longest
coastline in Africa. The TFG and local officials are bieato maintain control over these points
of entry, and goods flow in and out of Somalia unchecked.

Somalia is also a center for terrorist financing-Shlabaab, a U.Slesignated international

terrorist organization, maintains headquarters in thetopuits insurgency against the TFG is

financed externally, including by the global Somali diaspora and business community. Some

funds enter as cash, but a significant portion reportedly passes through hawalas and other MVTS.
There are also occasionaports of U.S. dollar counterfeiting in8habaalrontrolled areas as

well as reports of abhabaab extorting ransom payments from piratesShabaab operations

are also financed through extortion schemes targeting private citizens, local businepsets se
under the groupdés control, and diversion of d
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For additional information focusing on terrorism financing, please refer to the Department of
Statebs Country Reports o n http:dwww.state.gevijict/riskerti i ¢ h ¢

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAl'l serious crimeso appr oach Nacrimidlizest 0 appt
Legal persons covered: criminallylot applicable  civilly: Not applicable

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBoreign: NO Domestic: NO
KYC covered entitiesNot applicable

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time frameNot applcable
Number of CTRs received and time framd\ot applicable
STR covered entitiesNot applicable

MONEY LAUNDERING CRIMINAL PROSECUTIONS/GONVICTIONS:
Prosecutions: None
Convictions: None

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanismNO
With other governments/jurisdictionsNO

Somalia is not a member of any Financial Action Task Force (FAT# regional body.
ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The legal system in Somalia is composetdiafadi t i onal courts (fixeer o)
regional court systems as well as a system with both civilian and military courts under the TFG.
There are no AML/CFT laws, and the financial regulations that do exist are unenforceable given
thelackofpol i ci ng and investigative capacity and S

Somalia essentially lacks a formal financial sector, and there are no functioning government
regulatory agencies. Consequently, formal financial institutions and the MVTS sector in
Somaliaare not subject to KYC programs under Somali law. There are virtually no financial
record keeping requirements enforced by the Somali government, nor are there suspicious
transaction or large currency transaction reporting requirements. Internationalrdts to the
extent they exist, are sathposed in Somalia by hawalas and other financial entities that must
meet international rules and regulations to do business elsewhere in the world.

The Ministry of Finance and Treasury lacks the capacitydieg financial, technical and
human resources, to investigate money laundering and terrorist financing. There were no arrests
for money laundering in 2011. In one 2010 case, a suspected terrorist financier bringing bulk
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cash into Somalia was interdicted another, incoming counterfeit U.S. dollars were seized at
Mogadishu International Airport. It is not clear what happened to the perpetrators; either
indefinite detentions or quick releases are

Samalia has no laws requiring forfeiture of criminal proceeds or terrorist funds. No government
entities are charged with, or capable of tracking, seizing, or freezing illegal assets. Somali
businesses do not coordinate with the government with regdlegal transactions. The TFG

has called on regional governments to help stem the flow of terrorist financing, including
requesting local governments to trace, freeze, and seize funds and finances related to and in
support of alShabaab.

Somalia does ndtave any mechanisms in place under which to share information related to
financial crimes, money laundering, and terrorist financing with the U.S. or with other developed
countries. The lack of AML/CFT laws, regulatory bodies, and enforcement mechamisms t
counter money laundering and financial crimes is due to a lack of capacity within the TFG, and
not the lack of political will. Obstacles to enacting and implementing AML/CFT laws include

the TFGO6s | imited territ orytelaShamabtinsungency, t hr eat

lack of capacity at all levels of government, and insufficient policing and investigative capacity.

Spain

Spain is a major European center of money laundering activities as well as an important gateway

for illicit narcotics entering Europe, although the serious focus of Spanish law enforcement on
combating organized crime, drug trafficking, and money laundetiming the past five years

has reduced the countrybés attractiveness as
enter Spain as well, particularly proceeds from hashish from Morocco and cocaine from Latin
America. Passengers traveling from Spaihatin America reportedly smuggle sizeable sums

of bulk cash. Informal money transfer services facilitate cash transfers between Latin America,
particularly Colombia, and Spain. Spanish security forces reportedly discovered at least 119
organized crire groups (including Russian, Eurasian, Chinese, and Italian groups) operating in
the country that were engaging in money laundering during 2010. Of the 175 police
investigations against money laundering in 2010, 58% were linked to drug trafficking,
partiaularly of cocaine, heroin, and hashish; 17% involved political corruption; while 12% were
related to value added tax fraud, mainly involving vehicle trafficking. Tax evasion in internal
markets also continues to be a source of illicit funds in Spain.

An unknown percentage of drug trafficking proceeds are invested in Spanish real estate,
particularly in the oncdooming coastal areas in the south and east of the country, though less so
since the speculative real estate bubble burst in 2008. Crimingdgyatso place money in other
sectors, including services, communications, automobiles, art work, and the financial sector.

For additional mformation focusing on terroridinancing, please refer to the Department of
Stateds Count origm, ihietpcarr be une herettp: éwww.state.goy/ct/rls/crt/

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
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AMOUNTS OF US CURRENCY; CURRENCYERIVED FROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF M ONEY LAUNDERING:
AAlIl serious crimeso appr oac hAlseriouddrinest 0 appr
Legal persons covered: criminallyYES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBpreign: YES Domestic: YES
KYC covered entitiedBBanks; mutual savings associations; credit companies; insurance
companiesfinancial advisers; brokerage and securities firms; pension fund managers;
collective investment schemes; postal services; currency exchange outlets; individuals and
unofficial financial institutions exchanging or transmitting money; realty agentsysi@ale
precious metals, stones, antiques and art; legal advisors and lawyers; accountants; auditors;
notaries; and casinos

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time frame3,172 in 2010
Number of CTRs receivednd time frame: 707,968 in 2010
STR covered entitiesBanks, professional money changers, credit intermediaries, payment
systems and managers, and lending firms; life insurance entities and insurance companies
that provide investment services; secusitnd investment service companies, collective
investment, pension fund, and risk capital managers; mutual guarantee companies; postal
wire services; real estate brokers, agents and developers; auditors, accountants, and tax
advisors; notaries and regisgaf commercial and personal property; lawyers, attorneys, or
other independent professionals when acting on behalf of clients in financial or real estate
transactions; company formation and business agents; trustees; casinos, gaming and lottery
enterprigs; dealers of jewelry, precious stones and metals, art, and antiques; safekeeping or
guaranty services; and foundations and associations

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: NO Other mechanism:YES
With other governments/jurisdictionsYES

Spain is a member of the Financial Action Task Force (FATF) and a cooperating and supporting
nation to the Caribbean Fncial Action Task Force, a FATstyle regional body. Its most

recent mutual evaluation can be found hdrep://www.fatF

gafi.org/dataoecd/59/15/46253063.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUE S AND COMMENTS

Spain has long been dedicated to fighting terrorist organizations, including ETA, GRAPO, and
more recently, aQaida. Spanish law enforcement entities have identified several methods of
terrorist financing: donatiorte finance nonprofit organizations (including ETA and Islamic
groups); establishment of publishing companies that print and distribute books or periodicals for
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the purposes of propaganda, which then serve as a means for depositing funds obtained through
kidnapping or extortion; fraudulent tax and financial assistance collections; the establishment of
Acul tur al associationso used to facilitate th
financing activity; and alternative remittance systemsieus.

Spanish authorities recognize the presence of alternative remittance systems. Infotin@aiknon

out | et slocgtaniah (acso nimuni cati on centers that ofter
used to move money in and out of Spain by making smtalinational transfers for members of

the immigrant community. Spanish regulators also note the presence of hawala networks in the
Islamic community.

Spanish law does not allow civil forfeiture. The Finance Ministry, as the sanctioning organ,
opened BO investigations in 2010 for cash movements. Forty million euros (approximately
$52.7 million) were initially confiscated; 20 million euros (approximately $26.3 million) were
ultimately retained as fines. During the first half of 2011, 250 cases wenedpnd over 10
million euros (approximately $13.2 million) were confiscated. Carrying more than 100,000
euros (approximately $131,700) in cash within the country is not allowed. If the authorities
discover an amount larger than that, they can seizé@ddt until proof of legal origin is
provided. According to press reports, the police and civil guard opened 175 investigations in
2010.

On April 29, 2010, Spain enacted Law 10/2010, on preventing money laundering and terrorist
financing. The lawntroduces a riskased approach to preventing money laundering and

terrorist financing and imposes stringent requirements on financial institutions as well as
designated noefinancial businesses and professionals. Additionally, the law greatly enhances
au horitieséd capacity to combat terrorist fina
institutions and other businesses, and by strengthening penalties and monitoring and oversight.
The new law entered into force immediately; however, implemgmégulations will not be
approved until 2012; until then, many of its provisions are not being implemented. The Spanish
government is waiting for the approval of the new FATF Recommendations to develop the
implementing regulations in conformity with imt&tional standards. In the interim, the
implementing regulations for Law 19/1993, updated in 2005, remain in force.

In 2010, the Financial Crimes Enforcement Network (FINCEN), the financial intelligence unit of

the U.S., suspended information sharinthvitls Spanish counterpart, the Executive Service for

the Prevention of Money Laundering (SEPBLAC) due to an apparent unauthorized disclosure of
FINnCEN information by SEPBLAC. SEPBLAC has addressed the improper disclosure issues

and has taken stepstoense t he protection of FinCEN&s info
updated version of a memorandum of understanding (MOU) with FInCEN. FIinCEN will resume
information exchange with SEPBLAC after signing the MOU. The security forces and the

judiciary extvange information with the U.S. related to money laundering.

A working group has been created within the Commission for the Prevention of Money

Laundering to promote the collection of statistics. Currently this information is not centrally
collected. $ain should maintain and disseminate statistics on investigations and prosecutions.

164



INCSR 2012 Volume I Money Laundering and Financial Crimes

St. Maarten

In late 2010, Sint Maarten (St. Maarten) became an autonomous entity within the Kingdom of
the Netherlands (KON). St. Maarten enjoys autonomy on moshahteratters and defers to the
Kingdom of the Netherlands in matters of defense, foreign policy, final judicial review, human
rights, and good governance.

The combating of drug trafficking is an ongoing concern for St. Maarten. Money laundering is
primarily related to proceeds from illegal narcotics. Bulk cash smuggling and trade based money
laundering may be a problem due to the close proximity of other Caribbean islands and the
French part of the island, Saint Martin, which is a free trade zone.

The scale of the offshore banking and business sector is unknown. There are several casinos on
the island and online gambling is legal.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO

CRIMINALIZATION OF M ONEY LAUNDERING:
AAll serious crimeso appr oac hAlseriouddriinest 0 appr

Legal persons covered: criminallyyES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPsForeign: YES Domestic: YES
KYC covered entitiesNot available

SUSPICIOUSTRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time fram&0951 January October 2011
Number of CTRs received and time fram&lot available
STR covered entitiesBanks, law offices, insurance companies, casinos, Customs, money
remitters, Central Bank, trust companies, accountants, car dealers, administrative offices, Tax
Office, jewelers, credit unions, real estate businesses, notaries, exchange offices (Change
point), effects agents

MONEY LAUNDERING CRIMINAL PROSECUTIONS/@NVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE MEGANISM:
With U.S.: MLAT: YES Other mechanism:YES
With other governments/jurisdictionsYES

St. Maarten is a member of the Caribbean Finakatbn Task Force, a Financial Action Task

Force (FATF)style regional body. No evaluations have taken place since it became an
autonomous entity.

165



INCSR 2012 Volume I Money Laundering and Financial Crimes

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Until a mutual evaluation is completed, it is difficto evaluate the effectiveness of St.
Ma ar t e-1mongy laumdéring/counteterrorist financing regime.

Under the former Netherlands Antilles jurisdiction, most governmental organizations were based

in Curacao. Following the dissolution of the N&thnds Antilles, Sint Maarten created its own

FIU under the Ministry of Justice. The FIU has begun to seek out international partners who
would be willing to sign memoranda of understanding for information exchange and is pursuing
membership in the Egmofsroup of FIUs. St. Maarten is in the process of establishing new
organizations such as a Central Bank, Tax Office Criminal Investigation Unit, and Financial
Investigation Department. The St. Maarten government has begun the process of setting up these
institutions.

The previous Government of the Netherlands Antilles demonstrated a commitment to combating
money laundering. The new St. Maarten Government should ensure it follows up on that
commitment. It therefore should see to the continuous enfortevheegulations and

supervision of the offhore sector and casinos, as well as pursuing money laundering
investigations and prosecutions. The Government should work to improve the local police force
(e.g., including financial specialists), the Intedliigce Service and the FIU to provide them the
capacity to investigate and successfully prosecute money laundering and terrorist financing
cases.

The Mutual Legal Assistance Treaty between the KON and the U.S. applies to St. Maarten.

St. Maarten is pauf the Kingdom of the Netherlands and cannot sign or ratify international
conventions in its own right. Rather, the Netherlands may arrange for the ratification of any
convention to be extended to St. Maarten. The 1988 Drug Convention was extended to St.
Maarten in 1999. The International Convention for the Suppression of the Financing of
Terrorism was extended to the Netherlands Antilles, and as successor, to St. Maarten in 2010.
The UN Convention against Transnational Organized Crime and the UN Gionvagainst
Corruption have not yet been extended to St. Maarten.

Switzerland

Switzerland is a major international financial center. Reporting indicates that criminals attempt

to launder illegal proceeds in Switzerland from a wide range of crimitigites conducted

worldwide. These illegal activities include, but are not limited to, financial crimes, narcotics
trafficking, arms trafficking, organized crime, terrorist financing and corruption. Although both
Swiss and foreign individuals or entgiaunder money in Switzerland, foreign narcotics

trafficking organizations, often based in Russia, the Balkans, Eastern Europe, South America and
West Africa, dominate the narcotioslated money laundering operations in Switzerland.

DO FINANCIAL INSTITU TIONS ENGAGE IN CURRENCY TRANSACTIONS REATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFIC ANT
AMOUNTS OF US CURREINCY; CURRENCY DERIVEDFROM ILLEGAL SALES IN
THE U.S.; OR THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: NO
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CRIMINALIZATION OF MONEY LAUNDERING:
AAlIl serious crimeso appr oac hAlseriouddrinest 0 appr
Legal persons covered: criminallyES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES
Enhanced due diligence procedures for PEPBpreign: YES Domestic: YES
KYC covered entitiedBanks; securities and insurance brokers; money exchangers or
remitters; financial management firms; investment companies; insurance companies; casinos;
and individuals acting as intermediaries in bank ilggdmoney transactions, or trading of
currencies, or providing wealth management and investment advice services

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time framet,159 in 2010
Number of CTRs received and tinimme: Not applicable
STR covered entitiesBanks; securities and insurance brokers; money exchangers or
remitters; financial management firms; casinos; and individuals acting as intermediaries in
bank lending, money transactions, trading of curreraiegroviding wealth management
and investment advice services

MONEY LAUNDERING CRIMINAL PROSECUTIONS/QNVICTIONS:
Prosecutions: 360 in 2010
Convictions: 219in 2010

RECORDS EXCHANGE ME®ANISM:
With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictionsYES

Switzerland is a member of the Financial Action Task Force (FATF). Its most recent mutual
evaluation can be found hetdtp:/Avww.fatf-gafi.org/datacecd/53/52/43959966.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Because there are no laws for declaration of currency and monetary instruments, Swiss
authorities cannot effectively conduct bulk cash investigations.

Thenumber of suspicious activity reports increased by 29% from 2009 to 2010, to 1,159 reports
encompassing a total of CHF 850 million (approximately $962 million), compared to CHF 2.2
billion (approximately $2.3 billion) in 2009. In 2010, 13 reports welated to terrorism

finance, amounting to CHF 23 million (approximately $26 million).

The countrybés central geographic |l ocation, re
range and sophistication of financial services it provides, atwhigstradition of bank secrecy

not only contribute to Switzerlandds success
continue to expose Switzerland to potential money laundering abuse. This potential is

exacerbated by the current lack of adegquagulation of some potential means of facilitating

money laundering, such as real estate, jewelry, luxury cars, works of art, and commodities like

oil and gas.
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