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ABSTRACT

This thesis uses the case study method to investigate the unintended consequences
that have resulted from the United States’ efforts to deter criminal abuses of hawala. It
explores the illegitimate and legitimate uses of hawala in Africa and the Middle East in
the post-9/11 era. Despite extensive regulatory blocks, hawala has been a key financial
node for the Taliban, Islamic State, and al-Shabaab. On the other hand, hawala serves as
a lifeline for victims of terrorism in Africa and the Middle East. Any disruption in service
jeopardizes their survival and protection. This study identifies how regulatory action has
caused financial exclusion and is counterproductive to the United States’ anti-money
laundering efforts and campaigns against terrorism financing. Practices like de-risking
encourage the growth of alternative money transfer systems. This assessment concludes
with a recommendation to use mobile money platforms to reinvigorate the formal
financial sector and promote financial inclusion. Mobile hawalas are already leveraging
digital delivery channels and have gained rapid momentum. In lieu of further regulatory
action, Western institutions can employ these emerging technologies to transform into
more adaptive and advantageous competitors of hawala and avoid compromising the

essential service it provides.
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EXECUTIVE SUMMARY

Hawala is a way to move money between individuals using a global network of
intermediaries.! It pre-dates western banking, and despite the collapse of financial markets
and regulatory blocks, it has endured for over a millennium.> Hawala continues to be
employed around the globe because it is convenient, expedient, reliable, and inexpensive.*
The United States has an interest in regulating hawalas and similar alternative money
transfer systems, as they have been exploited by terrorist organizations to fundraise and
launder illegal proceeds from criminal activity.* In Africa and the Middle East, hawala has
enabled terrorist groups to adapt to and circumvent the United States’ anti-money
laundering (AML) and terror financing campaigns. On the other hand, these same networks
serve as a lifeline for communities that are victims of terrorism.> Any disruption in service
can jeopardize their survival. The question of how to thwart criminal abuses of hawala
effectively without penalizing the legitimate users remains a key challenge facing

policymakers today.

This thesis investigates the unintended consequences that have resulted from the

United States’ efforts to stop hawala abuses. The case study method is used to derive

! Patrick M. Jost and Harjit Singh Sandhu, The Hawala Alternative Remittance System and Its Role in
Money Laundering (Vienna, VA: International Criminal Police Organization, 2000), 5,
https://www.treasury.gov/resource-center/terrorist-illicit-finance/Documents/FinCEN-Hawala-rpt.pdf.

ZN. S. Jamwal, “Hawala—The Invisible Financing System of Terrorism,” Strategic Analysis 26, no. 2
(April 3, 2008): 182, https://doi.org/10.1080/09700160208450038.

3 Rachana Pathak, “The Obstacles to Regulating the Hawala: A Cultural Norm or a Terrorist Hotbed?,”
Fordham International Law Journal 27, no. 6 (2003): 2015-2017; Dulce M. Redin, Reyes Calderon, and
Ignacio Ferrero, “Exploring the Ethical Dimension of Hawala,” Journal of Business Ethics 124, no. 2
(October 2014): 328, https://doi.org/10.1007/s10551-013-1874-0.

4 Countering Terrorist Financing: Progress and Priorities, Hearing before the Subcommittee on Crime
and Terrorism of the Committee on the Judiciary, Senate, 112th Cong., 1st sess., September 21, 2011, 19,
https://www.gpo.gov/fdsys/pkg/CHRG-112shrg73840/pdf/CHRG-112shrg73840.pdf.

5 Thomas Viles, “Hawala, Hysteria and Hegemony,” Journal of Money Laundering Control 11, no. 1
(2008): 27, https://doi.org/10.1108/13685200810844479; Samuel Munzele Maimbo, The Money Exchange
Dealers of Kabul: A Study of the Hawala System in Afghanistan (Washington, DC: The World Bank,
2003), 19, http://documents.worldbank.org/curated/en/335241467990983523/pdf/
269720PAPEROMoney0OexchangeOdealers.pdf; Moustapha Aman, Nikolay Nenovsky, and Ismael
Mahamoud, “The Informal System of Remittances and Currency Board: Complementarity or Antagonism?
The Case of Hawala Transfers in Djibouti,” Savings and Development 38, no. 1 (2014): 137.
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evidence of hawala’s use. This study makes a distinction between illegitimate and
legitimate uses of hawala based on the activities that it facilitates and not based on a legal
definition. While the legality of hawala or similar services is country-specific, legitimate
refers to its use to support humanitarian development actions, such as to support family,
while illegitimate refers to the use of these networks for criminal or terror activity.® This
study concludes with a recommendation to invest in mobile money platforms to reverse

the ensuing impacts on hawala-dependent communities and promote financial inclusion.

The U.S. government has an interest in regulating alternative money transfer
systems for several reasons. Transactions cross multiple jurisdictions, involve businesses
not traditionally regulated as financial institutions, include layering or the comingling of
legitimate and illegitimate funds, and the masking of customer records.” Customer identity
documents sourced from legitimate business transactions can be recycled to generate false
records and mask the true identity or source of funds.® Fictitious invoices and counter-
valuations can be strategies to evade taxes or capital controls.” Settlement practices
between hawaladars can result in the loss of capital in local financial markets and the
creation of volatile currencies.'? Hawalas have the capacity to be fronts or shell companies
for illegal money transactions, and are doorways for trade-based money laundering.!! In
recent years, the United States has become increasingly concerned about hawala

facilitating trade-based money laundering.'?

¢ Karen Pamer, “A Global Study of Hawala Targeting Regulations” (capstone project, Utica College,
2016), 6.

7 Financial Action Task Force, The Role of Hawala and Other Similar Service Providers in Money
Laundering and Terrorist Financing (Paris: Financial Action Task Force, 2013), 27,
https://www.imolin.org/pdf/imolin/Role-of-hawala-and-similar-in-ml-tf-1.pdf.

8 Financial Action Task Force, 21.

% Trading with the Enemy: Trade-Based Money Laundering Is the Growth Industry in Terror Finance,
Hearing before the Task Force to Investigate Terrorism Financing of the Committee on Financial Services,
House of Representatives, 114th Cong., 2nd sess., February 3, 2016, 7.

10 Galina Glushchenko, “Hawala—A Vestige of the Past in the Service of Globalization,” Russian
Politics and Law 34, no. 5 (October 2005): 40.

! Financial Action Task Force, Financial Flows Linked to the Production and Trafficking of Afghan
Opiates (Paris: Financial Action Task Force, 2014), 32, http://www.fatf-gafi.org/media/fatf/documents/
reports/Financial-flows-linked-to-production-and-trafficking-of-afghan-opiates.pdf.

12 Department of the Treasury, 2018 National Terrorist Financing Risk Assessment (Washington, DC:
Department of the Treasury, 2018), 4, https://home.treasury.gov/system/files/136/2018ntfra_12182018.pdf.
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The United States has pursued legislative and regulatory action to combat criminal
abuses of hawala. While case studies clearly identify the need for regulation, policymakers
did not anticipate the response the formal banking sector would have to new compliance
measures.'® The ensuing phenomenon of de-risking, where formal institutions severed
correspondent banking relationships and suspended operations to Africa and the Middle
East, was unprecedented.'* De-risking decisions have had a particularly profound impact
on money service businesses that transfer remittances to poor households and sustain non-
government organizations abroad. This trend adversely impacts AML and counterterrorism
financing efforts, as it reduces the availability of formal services and encourages the growth

of informal channels, like hawala, in its absence. !’

Despite the United States’ legislative and regulatory efforts, alternative money
transfer systems are still key nodes in terror financing schemes in Africa and the Middle

East.!S In Afghanistan, the Taliban used hawala to generate upwards of $150 million in

13 Matthew Collin et al., Unintended Consequences of Anti-Money Laundering Policies for Poor
Countries (Washington, DC: Center for Global Development, 2015), 24.

14 Sullivan and Cromwell LLP, 2015 Year-End Review of BSA/AML and Sanctions Developments and
Their Importance to Financial Institutions (New York: Sullivan and Cromwell LLP, 2016), 1,
https://www.sullcrom.com/siteFiles/Publications/

SC_Publication 2015 Year End Review of BSA AML 3 3 16.pdf; S. Hrg. 109-517: An Update on
Money Services Businesses Under Bank Secrecy and USA Patriot Regulation, Hearing before the
Commiittee on Banking, Housing, and Urban Affairs, United States Senate, One Hundred Ninth Congress,
First Session, on Money Services Businesses under Bank Secrecy Act and USA Patriot Act Regulations,
Focusing on Federal and State Efforts in the Anti-Money Laundering Area, April 26, 2005, Senate, 109th
Cong., st sess., April 26, 2005, 84, https://www.govinfo.gov/content/pkg/CHRG-109shrg29429/pdf/
CHRG-109shrg29429.pdf.

15 Susan Starnes et al., De-Risking and Other Challenges in the Emerging Market Financial Sector:
Findings from IFC’s Survey on Correspondent Banking (Washington, DC: International Finance
Corporation, 2019), 1, http://documents.worldbank.org/curated/en/895821510730571841/pdf/121275-WP-
IFC-2017-Survey-on-Correspondent-Banking-in-EMs-PUBLIC.pdf.

16 4 Survey of Global Terrorism and Terrorist Financing: Hearing before the Task Force to
Investigate Terrorism Financing of the Committee on Financial Services, House of Representatives, 114th
Cong., Ist sess., April 22, 2015, 16, https://www.govinfo.gov/content/pkg/CHRG-114hhrg95059/pdf/
CHRG-114hhrg95059.pdf.
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annual profit from opiate production and trafficking.!” The Islamic State leveraged hawala
to collect revenue of $1.3 million a day from crude oil sales in Syria.!®* Meanwhile, al-
Shabaab used hawala to collect donor funds from the Somali diaspora and implement
extortion programs against Somali citizens.!® The Taliban, Islamic State, and al-Shabaab
remain among the most active terror groups today, and are responsible for more terrorism-
related deaths and activities than any other organizations.?’ Under their reign, millions of
people are suffering from displacement, abject poverty, and extreme violence. In these
communities, hawala networks are a means toward their survival, security, and

development.

In Africa and the Middle East, hawala is part of a risk management strategy for

households and humanitarian aid organizations.?! Hawala empowers households to endure

17 Lisa Curtis, “U.S. Counternarcotics Policy: Essential to Fighting Terrorism in Afghanistan,”
Backgrounder, no. 2845, September 30, 2013, 3; Office of the Special Inspector General for Afghanistan
Reconstruction, Special Inspector General for Afghanistan Reconstruction: Counternarcotics: Lessons
from the U.S. Experience in Afghanistan (Arlington, VA: Office of the Special Inspector General for
Afghanistan Reconstruction, 2018), 217, https://www.sigar.mil/pdf/lessonslearned/SIGAR-18-52-LL.pdf;
Financial Action Task Force, Financial Flows Linked to the Production and Trafficking of Afghan Opiates,
42,

13 Institute for Economics and Peace, Global Terrorism Index 2017: Measuring the Impact of
Terrorism (Sydney, Australia: Institute for Economics and Peace, 2017), 83, http://visionofhumanity.org/
app/uploads/2017/11/Global-Terrorism-Index-2017.pdf.

19 Rob Wise, 4! Shabaab (Washington, DC: Center for Strategic and International Studies, 2011), 9,
http://www.operationspaix.net/ DATA/DOCUMENT/4039~v~Al Shabaab.pdf; United Nations Security
Council, Report of the Monitoring Group on Somalia Pursuant to Security Council Resolution 1853 (New
York: United Nations, 2010), 25, https://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-
4E9C-8CD3-CF6E4FF96FF9%7D/Somalia%20S%202010%2091.pdf; Valter Vilkko, Al-Shabaab: From
External Support to Internal Extraction A Minor Field Study on the Financial Support from the Somali
Diaspora to al-Shabaab (Uppsala, Sweden: Uppsala University, 2011), 10, https://www.pcr.uu.se/
digital Assets/654/c_654492-1 1-k mfs paper vilkko.pdf; United Nations Security Council, Report of the
Monitoring Group on Somalia and Eritrea Pursuant to Security Council Resolution 1916 (New York:
United Nations, 2011), 27.

20 Institute for Economics and Peace, Global Terrorism Index 2018: Measuring the Impact of
Terrorism (Sydney, Australia: Institute for Economics and Peace, 2018), 15, http://visionothumanity.org/
app/uploads/2018/12/Global-Terrorism-Index-2018-1.pdf; Laura Hammond et al., Cash and Compassion:
The Role of the Somali Diaspora in Relief, Development and Peacebuilding (New York: United Nations
Development Programme, 2011), 65, https://www.refworld.org/docid/4f61b12d2.html.

2 Admos Chimhowu, Jennifer Piesse, and Jennifer Pinder, “The Socioeconomic Impact of
Remittances on Poverty Reduction,” in Remittances: Development Impact and Future Prospects
(Washington, DC: The International Bank for Reconstruction and Development, The World Bank, 2005),
89, http://hdl.handle.net/10986/7339; Hammond et al., Cash and Compassion, 89; Nisar Majid, Khalif
Abdirahman, and Shamsa Hassan, Remittances and Vulnerability in Somalia: Assessing Sources, Uses and
Delivery Mechanisms (Nairobi, Kenya: Rift Valley Institute, 2017), 25, http://documents.worldbank.org/
curated/en/633401530870281332/pdf/Remittances-and-Vulnerability-in-Somalia-Resubmission.pdf.
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economic shocks without having to resort to reckless or impulsive actions.?> During
emergencies, women and children are disproportionately victimized by desperate
behaviors as households attempt to cope with extreme poverty and conflict.? By
facilitating cash transfers, negative coping strategies that would otherwise result in their
forced labor, early marriage, or sexual exploitation are mitigated.?* Hawala also positively
impacts the safety of the individuals who work within these same communities, the
humanitarian aid workers. By incorporating hawala into their response strategy, aid
organizations reduce the risk of violence that significantly hampers a group’s ability to
deploy and respond to crises. Thus, hawala provides an essential service for unbanked and

financially excluded populations.?’

Opportunities exist to reverse the trend of de-risking, promote financial inclusion,
and meet the United States’ security objectives. The rapid advancement of mobile money
platforms offers one such solution. Mobile money solutions can overcome the current
barriers that prevent the formal financial sector from being an adaptive competitor to
hawala, one capable of withstanding the pressures of operating and performing within
conflict zones. For this solution to be effective, the United States must invest in capacity
building, not of brick and mortar institutions, but rather in the technologies that support the
formal sector’s digital services. In doing so, the United States will enable western
institutions to adopt the features that have made hawala successful: its availability,

accessibility, and affordability without jeopardizing the lifeline it provides.

22 Shannon Doocy and Hannah Tappis, Cash-Based Approaches in Humanitarian Emergencies: A
System Review, Campbell Systematic Reviews 2017:17 (Baltimore: Campbell Collaboration, 2017), 46,
https://campbellcollaboration.org/media/k2/attachments/0221 IDCG_Doocy Cash in_emergencies.pdf;
Alexandra Blackwell and Julianne Stennes, Cash Transfers in Raqga Governorate, Syria: Changes over
Time in Women's Experiences of Violence and Wellbeing (Washington, DC: International Rescue
Committee and London: UK Department for International Development, n.d.), 2, accessed October 7, 2019,
https://www.rescue-uk.org/sites/default/files/document/1943/p856ircsyriacashtransfersreportlr.pdf.

2 International Labour Organization, and Walk Free Foundation, Global Estimates of Modern Slavery:
Forced Labour and Forced Marriage (Geneva, Switzerland: International Labour Organization, 2017), 10,
https://www.ilo.org/wemspS/groups/public/---dgreports/---dcomm/documents/publication/
wems_575479.pdf.

24 Doocy and Tappis, Cash-Based Approaches in Humanitarian Emergencies, 46; Blackwell and
Stennes, Cash Transfers in Ragqa Governorate, Syria, 2.

B

25 Chimhowu, Piesse, and Pinder, “The Socioeconomic Impact of Remittances on Poverty Reduction,’
84.
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The research is clearly timely, as digital technologies and platforms have ushered
in a new era of mobile hawalas and other money platforms.?® In the past five years, the
mobile money market has gained rapid momentum, most especially in the Middle East and
Central Asia, where nearly 75% of all mobile money service startups are concentrated.?’
Humanitarian aid organizations are also exploring digital delivery channels to supply aid
in the form of electronic cash transfers and e-vouchers.?® In economically devastated
countries like Somalia, 85% of the population does not have access to the formal banking
sector, but 73% do have access to digital money services via their cellphones.”’ Emerging
hawala technologies and mobile distribution platforms demonstrate hawala’s longevity.

This business model is here to stay.

26 Zaineb Majoka, “From Dahabshiil to World Remit: Why Fintech Is Transforming Somalia,” Africa
at LSE (blog), March 4, 2019, https://blogs.Ise.ac.uk/africaatlse/2019/03/04/from-dahabshiil-to-world-
remit-why-fintech-is-transforming-somalia/.

%7 International Monetary Fund, FinTech: The Experience So Far (Washington, DC: International
Monetary Fund, 2019), 52.

28 Lois Austin et al., How Change Happens in the Humanitarian Sector: Humanitarian Accountability
Report, Edition 2018 (Geneva, Switzerland: CHS Alliance, 2018), 104, https://www.chsalliance.org/files/
files/Humanitarian%20Accountability%20Report%202018.pdf.

2 Gabrielle Smith et al., The State of the World’s Cash Report: Cash Transfer Programming in
Humanitarian Aid (Oxford, United Kingdom: The Cash Learning Partnership, 2018), 134,
http://www.cashlearning.org/downloads/calp-sowc-report-web.pdf.

xviil



ACKNOWLEDGMENTS

From as far back as I can remember, my mom impressed upon me that education
was the key to breaking the cycle of poverty. When she emigrated to the United States in
pursuit of the American Dream, she could not speak—Iet alone read or write—English,
and her hard-earned degree was not recognized for employment purposes. She learned
English by working the drive-thru window of fast food restaurants, and while we found
ourselves in many challenging situations throughout my childhood, we always found a way
out. Regardless of our poor conditions, my mom, a single parent of two, set the tone early
on; it was not always going to be like this, and she was right. I am grateful to the
Department of Homeland Security and the Naval Postgraduate School for affording
me this master’s degree opportunity. I thank you, Mom, for teaching me that nothing of
lasting value is achieved without sacrifice. Thank you, Mom, Amy, and Tony, for your
sacrifice and patience while I completed this program. I am grateful for your unwavering
love and for always encouraging me to follow my passions. To my friends, who are my
extended family, I thank you for continually cheering me on. I could not have

accomplished this endeavor without you.
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inspiring, as are the experiences of the migrants and refugees who leave their homes in
search of hope, but never forget those left behind. I am awed by the depth of compassion
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greater mission. I am hopeful that by bringing to light the complex issues confronting

human beings today, more inclusive and comprehensive action will follow.
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much). You each have made an impression on my career and life goals. May we always
strive to live life and serve our communities in the true spirit of aloha: akahai (kindness),

1okahi (unity), ‘olu‘olu (agreeable), ha‘aha‘a (humility), and ahonui (patience).
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I. INTRODUCTION

Imagine that you are a migrant worker living abroad in the United States. Back
home in southern Somalia, your family has suffered for over three decades under the
constant threat of violence instigated by the Islamic extremist group al-Shabaab, an al-
Qaeda affiliate.! Your family’s living conditions are deplorable and deteriorating daily due
to persistent droughts. They have lost their livelihood, and are living in extreme poverty
with no sanitation services, no clean water, and facing unrelenting periods of famine and
chronic malnutrition.? You have the opportunity to help by sending some of your wages
back home, but you are faced with a quandary of how? If you use Western Union, you are
charged a 10% fee to wire the money, so less money will end up in your family’s hands.?
Money transfer regulations require Western Union to report the transaction to the
Department of the Treasury.* Under this increased scrutiny, you risk your immigration
status and possible jail time if somehow your money unwittingly reaches the hands of al-
Shabaab.® The federal government will levy criminal charges against you for providing
material support to a known terrorist organization.® So instead, you turn to a safer and
cheaper alternative, that of hawala. Even though the local hawaladar may operate illegally

without a license, you are only charged a 0.5% fee. The money is then safely and discreetly

! International Crisis Group, Somalia: Al-Shabaab—It Will Be a Long War (Nairobi, Kenya:
International Crisis Group, 2014), 1, https://www.refworld.org/docid/53ad17b44.html; Human Rights
Watch, Harsh War, Harsh Peace: Abuses by al-Shabaab, the Transitional Federal Government, and
AMISOM in Somalia (New York: Human Rights Watch, 2010), 22, https://www.hrw.org/report/2010/04/
19/harsh-war-harsh-peace/abuses-al-shabaab-transitional-federal-government-and-amisom.

2 Federal Government of Somalia, The Somalia National Development Plan (SNDP)—Towards
Recovery, Democracy and Prosperity 2017-2019 (Somalia: Federal Government of Somalia, 2018), 19,
https://www.refworld.org/cgi-bin/texis/vtx/
rwmain?page=search&docid=5b4315554&skip=0&query=hawala&coi=SOM&searchin=fulltext&sort=dat
e.

3 Laura Hammond et al., Cash and Compassion: The Role of the Somali Diaspora in Relief,
Development and Peacebuilding (New York: United Nations Development Programme, 2011), 28-296,
https://www.refworld.org/docid/4f61b12d2.html.

4 Daivi Rodima-Taylor and William W. Grimes, “International Remittance Rails as Infrastructures:
Embeddedness, Innovation and Financial Access in Developing Economies,” Review of International
Political Economy, 2, May 27, 2019, https://doi.org/10.1080/09692290.2019.1607766.

> Hammond et al., Cash and Compassion, 28-29.

¢ Hammond et al., 28-29.



delivered to your family within hours.” This decision could mean the difference between

your family surviving for another day or not.

A. PROBLEM STATEMENT

Hawala is a way to move money between individuals using a global network of
intermediaries known as hawaladars.® In a typical hawala transaction, a hawaladar collects
a sender’s money and deposits it into his own cash pool.” The hawaladar then contacts
partnering agents who use their own cash pool to pay the recipient.'® Value, in the form of
credit and debit is exchanged between the hawaladars, which causes hawala to be
considered an informal value transfer system.!! As money is not physically exchanged
between the hawaladars, the debt between them is settled at a later date.'> Hawala and
similar money transmitting operators have been formalized and integrated into the western
banking sector as money service businesses (MSBs).!> MSBs generally operate separately

from banks and credit unions, and provide services that include money orders, money

" Patrick M. Jost and Harjit Singh Sandhu, The Hawala Alternative Remittance System and Its Role in
Money Laundering (Vienna, VA: International Criminal Police Organization, 2000), 9,
https://www.treasury.gov/resource-center/terrorist-illicit-finance/Documents/FinCEN-Hawala-rpt.pdf;
Galina Glushchenko, “Hawala—A Vestige of the Past,” Russian Politics and Law 34, no. 5 (October
2005): 29; The World Bank, 4n Analysis of Trends in Cost of Remittance Services: Remittance Prices
Worldwide, Issue 30 (Washington, DC: The World Bank, 2019), 1, https://remittanceprices.worldbank.org/
sites/default/files/rpw_report_june 2019.pdf; Joseph Del Mar Pernia, Simon C. Bell, and Samuel Munzele
Maimbo, The Financial Sector in Afghanistan: Managing the Postconflict Reform Process (Washington,
DC: The World Bank, 2004), 74, http://documents.worldbank.org/curated/en/906721468765919977/pdf/
40680.pdf; Hammond et al., Cash and Compassion, 51; Karen Pamer, “A Global Study of Hawala
Targeting Regulations” (capstone project, Utica College, 2016), 20.

8 Jost and Sandhu, The Hawala Alternative Remittance System and Its Role in Money Laundering, 5.

° Financial Action Task Force, Guidance for a Risk-Based Approach: Money or Value Transfer
Services (Washington, DC: Financial Action Task Force, 2016), 7, http://www.fatf-gafi.org/media/fatf/
documents/reports/Guidance-RBA-money-value-transfer-services.pdf.

19 Financial Action Task Force, 7.

' The World Bank, Informal Funds Transfer Systems: An Analysis of the Hawala System
(Washington, DC: The World Bank, 2003), 23, http://documents.worldbank.org/curated/en/
410351468765856277/pdf/multiOpage.pdf.

12 The World Bank, 23.

13 Michael Freeman and Moyara Ruehsen, “Terrorism Financing Methods: An Overview,”
Perspectives on Terrorism 7, no. 4 (August 2013): 11.
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transfers, and currency exchanges.'* MSBs dominate the United States’ foreign remittance
market and include large companies like Western Union and MoneyGram to small mom-

and-pop outlets inside of supermarkets and gas stations. '

The U.S. government has an interest in regulating hawala and other MSBs for
several reasons. Hawala bypasses the formal financial sector and is shielded from
examination by regulators and inspectors.'® As such, the anonymity of these networks
present money laundering opportunities. Criminal enterprises can use hawala to
circumvent U.S. and international law to launder illegal proceeds or disguise the identity
of customers.!” The settlement practices between hawaladars can be a doorway to trade-
based money laundering.'® However, above all, hawalas remain of primary concern, as

they have been key nodes in terror financing schemes.

Hawala networks have been exploited by terror organizations and criminal
enterprises to fundraise and launder illegal proceeds.!” In Afghanistan, the Taliban used
hawala to generate upwards of $150 million in annual profits from opiate production and

trafficking.?’ The Islamic State leveraged hawala to collect revenue of $1.3 million a day

14 Martin A. Weiss, Remittances: Background and Issues for Congress, CRS Report No. R43217
(Washington, DC: Congressional Research Service, 2016), 8, https://fas.org/sgp/crs/misc/R43217.pdf;
Freeman and Ruehsen, “Terrorism Financing Methods,” 11-12.

I35 Weiss, 8.

16 Department of the Treasury, 2018 National Terrorist Financing Risk Assessment (Washington, DC:
Department of the Treasury, 2018), 4, https://home.treasury.gov/system/files/136/2018ntfra_12182018.pdf.

17 International Monetary Fund, Anti-Money Laundering and Combating the Financing of Terrorism
(AML/CFT)—Report on the Review of the Effectiveness of the Program (Washington, DC: International
Monetary Fund, 2011), 4, https://www.imf.org/external/np/pp/eng/2011/051111.pdf.

18 Glushchenko, “Hawala—A Vestige of the Past,” 40.

19 4 Survey of Global Terrorism and Terrorist Financing: Hearing before the Task Force to
Investigate Terrorism Financing of the Committee on Financial Services, House of Representatives, 114th
Cong., Ist sess., April 22, 2015, 16, https://www.govinfo.gov/content/pkg/CHRG-114hhrg95059/pdf/
CHRG-114hhrg95059.pdf.

20 Lisa Curtis, “U.S. Counternarcotics Policy: Essential to Fighting Terrorism in Afghanistan,”
Backgrounder, no. 2845 (September 30, 2013): 3; Office of the Special Inspector General for Afghanistan
Reconstruction, Special Inspector General for Afghanistan Reconstruction: Counternarcotics: Lessons
from the U.S. Experience in Afghanistan (Arlington, VA: Office of the Special Inspector General for
Afghanistan Reconstruction, 2018), 217, https://www.sigar.mil/pdf/lessonslearned/SIGAR-18-52-LL.pdf;
Financial Action Task Force, Financial Flows Linked to the Production and Trafficking of Afghan Opiates
(Paris: Financial Action Task Force, 2014), 32, http://www.fatf-gafi.org/media/fatf/documents/reports/
Financial-flows-linked-to-production-and-trafficking-of-afghan-opiates.pdf.
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from crude oil sales in Syria.?! Meanwhile, al-Shabaab used hawala to collect donor funds

from the Somali diaspora and implement extortion programs against Somali citizens.??

On the other hand, hawala serves as a lifeline for vulnerable populations in Africa
and the Middle East because it delivers much-needed remittances and humanitarian aid.?
Migrant workers in the United States, such as those from Somalia, rely on hawala to deliver
money to their families to pay for basic needs like food, water, and healthcare.?*
Remittances mitigate negative coping behaviors that would otherwise result in forced
labor, child marriages, violence, and sexual exploitation.”> Meanwhile, non-government
organizations integrate these same hawala networks into their emergency relief and

response strategy.?® Hawala is used to distribute cash and vouchers for goods and services

2! Institute for Economics and Peace, Global Terrorism Index 2017: Measuring the Impact of
Terrorism (Sydney, Australia: Institute for Economics and Peace, 2017), 83, http://visionofhumanity.org/
app/uploads/2017/11/Global-Terrorism-Index-2017.pdf.

22 Rob Wise, Al Shabaab (Washington, DC: Center for Strategic and International Studies, 2011), 9,
http://www.operationspaix.net/DATA/DOCUMENT/4039~v~Al Shabaab.pdf; United Nations Security
Council, Report of the Monitoring Group on Somalia Pursuant to Security Council Resolution 1853 (New
York: United Nations, 2010), 25, https://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-
4E9C-8CD3-CF6E4FF96FF9%7D/Somalia%20S%202010%2091.pdf; Valter Vilkko, 4/-Shabaab: From
External Support to Internal Extraction A Minor Field Study on the Financial Support from the Somali
Diaspora to al-Shabaab (Uppsala, Sweden: Uppsala University, 2011), 27, https://www.pcr.uu.se/
digital Assets/654/c_654492-1 1-k mfs_paper_vilkko.pdf.

23 Thomas Viles, “Hawala, Hysteria and Hegemony,” Journal of Money Laundering Control 11, no. 1
(2008): 27, https://doi.org/10.1108/13685200810844479; Samuel Munzele Maimbo, The Money Exchange
Dealers of Kabul: A Study of the Hawala System in Afghanistan (Washington, DC: The World Bank,
2003), 19, http://documents.worldbank.org/curated/en/335241467990983523/pdf/
269720PAPEROMoney0OexchangeOdealers.pdf; Moustapha Aman, Nikolay Nenovsky, and Ismael
Mahamoud, “The Informal System of Remittances and Currency Board: Complementarity or Antagonism?
The Case of Hawala Transfers in Djibouti,” Savings and Development 38, no. 1 (2014): 137.

24 Dulce M. Redin, Reyes Calderon, and Ignacio Ferrero, “Exploring the Ethical Dimension of
Hawala,” Journal of Business Ethics 124, no. 2 (October 2014): 329, https://doi.org/10.1007/s10551-013-
1874-0; Nisar Majid, Khalif Abdirahman, and Shamsa Hassan, Remittances and Vulnerability in Somalia:
Assessing Sources, Uses and Delivery Mechanisms (Nairobi, Kenya: Rift Valley Institute, 2017), 18,
http://documents.worldbank.org/curated/en/633401530870281332/pdf/Remittances-and-Vulnerability-in-
Somalia-Resubmission.pdf.

25 Shannon Doocy and Hannah Tappis, Cash-Based Approaches in Humanitarian Emergencies: A
System Review, Campbell Systematic Reviews 2017:17 (Baltimore: Campbell Collaboration, 2017), 46,
https://campbellcollaboration.org/media/k2/attachments/0221 IDCG Doocy Cash in_emergencies.pdf;
Alexandra Blackwell and Julianne Stennes, Cash Transfers in Raqgqa Governorate, Syria: Changes over
Time in Women'’s Experiences of Violence and Wellbeing (Washington, DC: International Rescue
Committee and London: UK Department for International Development, n.d.), 2, accessed October 7, 2019,
https://www.rescue-uk.org/sites/default/files/document/1943/p856ircsyriacashtransfersreportlr.pdf.

26 Doocy and Tappis, Cash-Based Approaches in Humanitarian Emergencies, 48.
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to households in severe crisis.?” Ultimately, the money received from family abroad and
aid organizations support socioeconomic advancement, empowerment, and safety. They
strengthen human security and development in low-to-middle income countries.?® Thus,
MSBs like hawala are complex and multi-dimensional. How can these diametrically

opposed interests be balanced?

The question of how to regulate hawala effectively remains a key challenge facing
policymakers today. The United States has pursued legislative and regulatory action to
combat criminal abuses of hawala. While case studies clearly identify the need for
regulation, policymakers did not anticipate the response the formal banking sector would
have to new compliance measures.?’ The ensuing phenomenon of de-risking, where formal
institutions severed correspondent banking relationships and suspended operations to
Africa and the Middle East, was unprecedented.?® This trend adversely impacts anti-money
laundering (AML) and counterterrorism financing efforts because it reduces the
availability of formal services and encourages the growth of informal channels, like

hawala, in its absence.>! In the face of a collapsed formal financial sector, hawala provides

27 Doocy and Tappis, 48.

28 Blackwell and Stennes, Cash Transfers in Raqgqa Governorate, Syria, 19; Claire A. Simon, “Setting
the Stage: What We Know (and Don’t Know) about the Effects of Cash-Based Interventions on Gender
Outcomes in Humanitarian Settings,” in Collected Papers on Gender and Cash Transfer Programmes in
Humanitarian Contexts, vol. 3 (Oxford, United Kingdom: The Cash Learning Partnership, 2018), 12,
http://www.cashlearning.org/downloads/resources/Other/calpcollectedpapersongenderandctp-vol.3.pdf.

29 Matthew Collin et al., Unintended Consequences of Anti-Money Laundering Policies for Poor
Countries (Washington, DC: Center for Global Development, 2015), 24.

30 Sullivan and Cromwell LLP, 2015 Year-End Review of BSA/AML and Sanctions Developments and
Their Importance to Financial Institutions (New York: Sullivan and Cromwell LLP, 2016), 1,
https://www.sullcrom.com/siteFiles/Publications/

SC Publication 2015 Year End Review of BSA AML 3 3 16.pdf; S. Hrg. 109-517: An Update on
Money Services Businesses Under Bank Secrecy and USA Patriot Regulation, Hearing before the
Committee on Banking, Housing, and Urban Affairs, United States Senate, One Hundred Ninth Congress,
First Session, on Money Services Businesses under Bank Secrecy Act and USA Patriot Act Regulations,
Focusing on Federal and State Efforts in the Anti-Money Laundering Area, April 26, 2005, Senate, 109th
Cong., Ist sess., April 26, 2005, 84, https://www.govinfo.gov/content/pkg/CHRG-109shrg29429/pdf/
CHRG-109shrg29429.pdf.

31 Susan Starnes et al., De-Risking and Other Challenges in the Emerging Market Financial Sector:
Findings from IFC’s Survey on Correspondent Banking (Washington, DC: International Finance
Corporation, 2019), 1, http://documents.worldbank.org/curated/en/895821510730571841/pdf/121275-WP-
IFC-2017-Survey-on-Correspondent-Banking-in-EMs-PUBLIC.pdf.
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an essential service for unbanked and financially excluded populations.*?> Any disruption

in service can have catastrophic results.

B. RESEARCH QUESTION

To what extent could U.S. policies against the illegitimate use of hawala impact the
legitimate use of these money service businesses? What are the unintended consequences
of regulation on hawala-dependent communities? What considerations could be made to

lessen these impacts?

C. SIGNIFICANCE OF RESEARCH

This thesis researches the unintended consequences that have resulted from the
United States’ efforts to stop the illegitimate use of hawala. It provides data for
policymakers to evaluate current policies. The evidence derives primarily from data
gathered in Africa and the Middle East. The research is clearly timely as digital
technologies and platforms have ushered in a new era of mobile hawala and other money
platforms.*® In the past five years, the mobile money market has gained rapid momentum,
most especially in the Middle East and Central Asia, where nearly 75% of all mobile money
service startups are concentrated.** Humanitarian aid organizations are also exploring
digital delivery channels to supply aid in the form of electronic cash transfers and e-
vouchers.*® In economically devastated countries like Somalia, 85% of the population does

not have access to the formal banking sector, but 73% do have access to digital money

32 Admos Chimhowu, Jennifer Piesse, and Jennifer Pinder, “The Socioeconomic Impact of
Remittances on Poverty Reduction,” in Remittances: Development Impact and Future Prospects
(Washington, DC: The International Bank for Reconstruction and Development, The World Bank, 2005),
84, http://hdl.handle.net/10986/7339.

33 Zaineb Majoka, “From Dahabshiil to World Remit: Why Fintech Is Transforming Somalia,” Afiica
at LSE (blog), March 4, 2019, https://blogs.lse.ac.uk/africaatlse/2019/03/04/from-dahabshiil-to-world-
remit-why-fintech-is-transforming-somalia/.

3% International Monetary Fund, FinTech: The Experience So Far (Washington, DC: International
Monetary Fund, 2019), 52.

35 Lois Austin et al., How Change Happens in the Humanitarian Sector: Humanitarian Accountability
Report, Edition 2018 (Geneva, Switzerland: CHS Alliance, 2018), 104, https://www.chsalliance.org/files/
files/Humanitarian%20Accountability%20Report%202018.pdf.
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services via their cellphones.*® Emerging hawala technologies and mobile distribution

platforms demonstrate hawala’s longevity. This business model is here to stay.

Hawala has endured for over a millennium; it is versatile, practical, and diverse in
its uses.” The humanitarian aid sector is increasingly leveraging local hawala networks to
manage security risks better in the distribution of cash and vouchers for goods and
services.*® Although these programs are in their infancy, the innovative use is a promising
new frontier.>” Therefore, a closer, more informed understanding of the impacts of U.S.
policies is even more imperative; most especially, to effect less collaterally punitive
counterterrorism strategies. Strategies that meet the United States’ security objectives, but
do not inadvertently penalize those who rely on hawala for survival, are critical. In the
future, as more data is collected on mobile hawala use, it can assist decision makers to
impact the regulation of mobile hawala markets proactively and positively. In the
meantime, an understanding of these markets can afford lessons learned on how the formal
banking sector can also leverage these emerging technologies to become more adaptive to
changing market conditions. As more data becomes available, decisions by policymakers
on the regulation and use of mobile hawala networks will be an important factor of

hawala’s future use.

D. SCOPE AND RESEARCH DESIGN

This study makes a distinction between the legitimate and illegitimate use of hawala
based on the activities that it facilitates and not based on a legal definition. While the
legality of hawala or a similar money transmitting service is country-specific, legitimate
refers to its use to support humanitarian development activities, such as to support family

abroad, while illegitimate refers to the use of these networks for criminal or terror

36 Gabrielle Smith et al., The State of the World’s Cash Report: Cash Transfer Programming in
Humanitarian Aid (Oxford, United Kingdom: The Cash Learning Partnership, 2018), 134,
http://www.cashlearning.org/downloads/calp-sowc-report-web.pdf.

37 Redin, Calderon, and Ferrero, “Exploring the Ethical Dimension of Hawala,” 328.

38 The World Bank, Cash Transfers in Humanitarian Contexts (Washington, DC: The World Bank,
2016), 11, https://interagencystandingcommittee.org/system/files/
strategic note cash_transfers in_humanitarian_contexts_june 2016.pdf.

3 Austin et al., How Change Happens in the Humanitarian Sector, 101.
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activity.*® In the United States, hawalas must carry out a range of activities to operate
legally. Hawalas must register as a money service business, obtain a license to operate,
implement AML and compliance programs, train employees, establish mechanisms to
identify fraud or suspect activity, and report such transactions to government officials.*!
Money transmitters must also identify subagents and international partners to the
Department of the Treasury.*? International cooperation is employed to settle cross-border
transactions through clearing houses and correspondent banking relationships.** Therefore,
even if a hawala itself is legal, consideration as to the nature of the transaction or the sender
and receiver’s location must also be made since laws or economic sanctions can prohibit

certain activities.

This study’s scope is limited to the illegitimate and legitimate uses of hawala in
Africa and the Middle East. Africa and the Middle East were selected for study because of
hawala’s prominence in the region. It is used by terrorist groups operating in this region,
the diaspora who emigrated from these countries, and aid organizations working on the
ground.* This thesis assesses the unintended impact of the United States’ efforts to combat
hawala abuses in communities that rely on hawala for everyday survival, and terrorist
organizations that exploit these networks to fundraise. With the exception of hawala’s
history and the overview of hawala-targeting regulations, this thesis limits data to the last

30 years, with particular emphasis on activity in the post-9/11 era. As concrete and

40 Pamer, “A Global Study of Hawala Targeting Regulations,” 6.

4! Financial Crimes Enforcement Network, Money Services Business Registration Fact Sheet
(Washington, DC: Department of the Treasury, 2004), 1-2, https://www.fincen.gov/sites/default/files/
shared/FinCENfactsheet.pdf.

42 Department of the Treasury, Financial Crimes Enforcement Network, “Bank Secrecy Act
Regulations; Definitions and Other Regulations Relating to Money Services Businesses,” Federal Register
76, no. 140 (July 21, 2011): 43594.

43 International Monetary Fund, International Transactions in Remittances: Guide for Compilers and
Users (Washington, DC: International Monetary Fund, 2009), 10, https://www.imf.org/external/np/sta/bop/
2008/rcg/pdf/guide.pdf.

4 The World Bank, Cash Transfers in Humanitarian Contexts, 11; N. S. Jamwal, “Hawala—The
Invisible Financing System of Terrorism,” Strategic Analysis 26, no. 2 (April 3, 2008): 188, https://doi.org/
10.1080/09700160208450038; Jonathan M. Doughtery, “Hawala: How Terrorists Move Funds Globally,”
Corporate Finance Review 10, no. 6 (2006): 28; Action against Hunger International, Hawala Cash
Transfers for Food Assistance and Livelihood Protection—Afghanistan (Paris: Action against Hunger
International, 2012), 5, http://www.cashlearning.org/downloads/resources/casestudies/
ACF%20Afganistan%20Cash%20Case%20Study%20Jan%202012.pdf.
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verifiable data on the monetary value transferred through hawala is unavailable, using
transactional volume to deduce impacts is not feasible. Instead, this thesis explores the

impacts through empirical evidence of hawala’s use.

E. THESIS OVERVIEW

This thesis begins with a literature review that explores two dimensions of hawala,
how it has been used (1) as part of a terror financing strategy, and (2) to facilitate
remittances and cash-transfers. The study then moves to Chapter I11, which briefly outlines
a historical perspective of alternative money transfer systems and explains how hawala
operates in the modern day. Outlining hawala’s roots affords an understanding as to how
ancient this practice is while highlighting its resiliency and capacity to withstand extreme
external pressures. Currently, hawala has major advantages over modern banking
institutions. It has deep-rooted cultural and social ties that strengthen its continued use.
Hawala has a global reach that provides a more reliable, expedient, and inexpensive service

than the formal sector’s equivalent services.

Chapter I'V examines the discourse on hawala in the United States and how that has
shaped regulatory efforts. It assesses the negative stereotyping of hawala
post-9/11 and explains the public and political discourse. A brief overview of the ensuing
AML laws provides a background of the regulatory landscape within which hawala
operates. Chapter V then explores the impacts of the United States’ regulatory pursuit and
the resulting phenomenon of de-risking. De-risking practices have fundamentally changed
the formal banking landscape in Africa and the Middle East. Global correspondent banking
relationships and active corridors for money transfers have declined considerably. The loss
of these services has forced financially excluded populations to seek out alternatives, like

hawala.

Chapter VI outlines how the Taliban, Islamic State, and al-Shabaab have leveraged
hawala to circumvent the United States’ efforts to combat terror financing. Each
organization has employed hawala in support of different criminal activities. Hawala has
been used for opium trafficking, black market sales, and extortion programs. The wide

range of scenarios illustrates how regulatory efforts can do little to thwart hawala as a terror
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financing strategy. The Taliban, Islamic State, and al-Shabaab remain among the most

active terror organizations today.

Chapter VII evaluates the ways in which hawala aids human security and
development. Households facing food insecurity and poverty resort to child labor, forced
early marriages, or sex work to mitigate economic shock. Remittances and other cash-
transfers alleviate the reliance on these negative coping strategies. By facilitating cash
interventions, hawala is a means to protect vulnerable populations from violence, coercion,
and sexual exploitation. In the long term, these transfers build resiliency that shield

households from future shocks.

Chapter VIII identifies the onset of a tipping point in which heightened regulatory
and enforcement pressures have critically imbalanced the availability and function of
financial services in Africa and the Middle East. However, an opportunity exists to
rebalance the formal sector by investing in the development of mobile money platforms.
Mobile money solutions promote financial inclusion and meet AML and terror financing

objectives without disrupting critical lifelines.
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II. LITERATURE REVIEW

This thesis explores hawala in Africa and the Middle East through two dimensions.
The first is the illegitimate use by criminal enterprises and terrorist organizations to
fundraise and launder illicit funds.* The second is hawala’s legitimate use, primarily to
facilitate remittances and distribute humanitarian aid.*® In countries like Afghanistan,
Nigeria, Somalia, and Syria, remittances and humanitarian aid enable households to meet
their basic needs of food, water, sanitation, and health, which lessen human security
vulnerabilities and facilitate greater economic development.” To explore these
dimensions, this literature review assesses a wide variety of sources and materials,
including government reports, congressional testimonies, professional journals, academic
studies, and publications produced by experts in the field of economics, finance, sociology,
philanthropy, and terrorism. The very nature of hawala as an informal financial mode
makes it extremely difficult to track, which results in a lack of verifiable, concrete data.*®
Evidence as to the amount of value actually transferred through the system is lacking.
Nonetheless, research identifies that communities and groups around the globe depend on

hawala for a variety of purposes.

A. THE FINANCING OF TERRORISM

Whether or not informal channels, such as hawala, support illegitimate activities, is
not debatable as evidence clearly identifies that hawala has been used to fund terror
operations and facilitate criminal activities. In 2017, the United States House of

Representatives, Subcommittee on Terrorism and Illicit Finance, conducted a hearing titled

“ H.R., 4 Survey of Global Terrorism and Terrorist Financing, 16.
46 Doocy and Tappis, Cash-Based Approaches in Humanitarian Emergencies, 48.

47 Global Partnership for Financial Inclusion, 2017 Update to Leaders on Progress towards the G20
Remittance Target (Basel, Switzerland: Global Partnership for Financial Inclusion, 2017), 1,
http://www.gpfi.org/sites/gpfi/files/documents/
CORRECT%20VERSION%20Final%202017%20Progress%20Reporting%20-
%20National%20Remittance%20Plans%20endorsed%281%29.pdf.

48 The World Bank, Informal Funds Transfer Systems, 4.
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“Managing Terrorism Financing and Risk in Remittances and Money Transfers.”*’ John
Cassara, a former intelligence officer and Special Agent for the Department of the
Treasury, presented evidence of hawala’s use by Iran, a U.S.-designated state sponsor of
terrorism, to bypass sanctions and the Asian Clearing Union, by individuals in the United
States to support al-Shabaab, a U.S.-designated terrorist organization, and the use of
hawala to finance bombings against the United States in Afghanistan and Iraq and at home
in New York City.>* Research has identified numerous other cases. In 2008, a Pakistani
national living in Baltimore, Maryland was found guilty of conspiring to launder criminal
funds through hawala to finance al-Qaeda.>! In 2010, Faisal Shahzad was found guilty of
planting a vehicle-borne improvised explosive device in New York City after receiving
funds for supplies and training via hawala.’? In 2014, four individuals in Southern
California were found guilty of fundraising for al-Shabaab.>® The individuals conspired to

transfer the funds using hawala knowing that they could be used to finance al-Shabaab’s

4 Managing Terrorism Financing Risk in Remittances and Money Transfers, Hearing before the
Subcommittee on Terrorism and Illicit Finance, House of Representatives, 115th Cong., 1st sess., July 18,
2017, 7, https://www.gpo.gov/fdsys/pkg/CHRG-115hhrg29451/pdf/CHRG-115hhrg29451.pdf.

O H.R., Managing Terrorism Financing Risk in Remittances and Money Transfers, 48.

I “Money Remitter Pleads Guilty to Money Laundering Conspiracy and Concealing Terrorist
Financing,” United States Attorney’s Office, Maryland, August 22, 2008, https://www justice.gov/archive/
usao/md/news/archive/
MoneyRemitterPleadsGuiltytoMoneyLaunderingConspiracyandConcealingTerroristFinancing.html;
Financial Action Task Force, The Role of Hawala and Other Similar Service Providers in Money
Laundering and Terrorist Financing (Paris: Financial Action Task Force, 2013), 4142,
https://www.imolin.org/pdf/imolin/Role-of-hawala-and-similar-in-ml-tf-1.pdf.

52 Financial Action Task Force, The Role of Hawala and Other Similar Service Providers in Money
Laundering and Terrorist Financing, 42; United States Attorney’s Office, District of Massachusetts,
“Pakistani Man Sentenced on Unlicensed Money Transmitting and Immigration Fraud Charges,” Federal
Bureau of Investigation, April 11, 2011, https://www.fbi.gov/boston/press-releases/201 1/pakistani-man-
sentenced-on-unlicensed-money-transmitting-charges-and-immigration-fraud; “Times Square Car Bomber
Faisal Shahzad Pleads Guilty ‘100 Times,”” The Telegraph, June 22, 2010, https://www.telegraph.co.uk/
news/worldnews/northamerica/usa/7845570/Times-Square-car-bomber-Faisal-Shahzad-pleads-guilty-100-
times.html.

53 United States Attorney’s Office, Southern District of California, “Somali Immigrant Sentenced for
Providing Support to Foreign Terrorists,” Federal Bureau of Investigation, January 31, 2014,
https://www.fbi.gov/sandiego/press-releases/2014/somali-immigrant-sentenced-for-providing-support-to-
foreign-terrorists; Abha Shankar, “Cabdriver Gets Six Years in Conspiracy to Aid Al-Shabaab,”
Investigative Project on Terrorism, February 3, 2014, http://www.investigativeproject.org/4282/cabdriver-
gets-six-years-in-conspiracy-to-aid-al.
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violent campaigns.>* Cassara’s assertion that “As Osama bin Laden once said, jihadists are
aware of the ‘cracks’ in the Western financial system” is supported by the number of

examples in which hawala has been used for illegitimate purposes.>’

Field experts warned that overregulation of the formal financial sector would result
in undue burdens and impact other sectors of the finance industry. In an article published
in 2002 for “Finance and Development” magazine, Mohammed El-Qorchi of the
International Monetary Fund warned that measures to regulate hawala, like registration and
licensing programs, would not be enough to deter unlawful use.*¢ Instead, El1-Qorchi urged
policymakers to consider the health of the financial markets within which hawala operates
and to assess how the formal sector could transform to become more efficient and
competitive against the informal sector.’” In that same year, the Department of the Treasury
Secretary reported to Congress “it would be premature at this time to call for new
legislation,” and remarked, “although we already know much about some types of IVTS
[informal value transfer systems] and how they operate, there is still much that remains a
mystery. Treasury, therefore, believes that there is a need for continued research.”®
Research produced since then demystifies hawala and describes how the gradual
implementation of new regulatory requirements on financial institutions may have been

counterproductive to AML and terror financing efforts.

Heightened enforcement has inadvertently and most prominently impacted the

MSB sector of the finance industry. In 2005, the World Bank conducted its first

34 United States Attorney’s Office, Southern District of California, “Somali Immigrant Sentenced for
Providing Support to Foreign Terrorists.”

5 H.R., Managing Terrorism Financing Risk in Remittances and Money Transfers, 9.

5 Mohammed El-Qorchi, “Hawala: How Does This Informal Funds Transfer System Work, and
Should It Be Regulated?,” Finance and Development 39, no. 4 (December 2002): 33.

57 E1-Qorchi, 33.

38 Financial Crimes Enforcement Network and U.S. Internal Revenue Service, 4 Report to the
Congress in Accordance with Section 359 of the Uniting and Strengthening America by Providing
Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001 (USA Patriot Act)
(Washington, DC: Department of Treasury, 2002), 16—17, https://www.fincen.gov/sites/default/files/
shared/hawalarptfinal11222002.pdf.
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comprehensive study on the effects of hawala regulation on the formal remittance sector.>
Samuel Munzele Maimbo, the World Bank’s specialist on informal remittance systems,
and Dilip Ratha, a senior economist and international finance specialist, identified that
regulation was deterring start-up agencies and money transmitters from establishing new
remittance corridors that then caused congestion within existing networks, delays in
processing, and high fees due to a lack of competition.®® Together with Nikos Passas, a
lead researcher on hawala and terrorism funding for the Financial Crimes Enforcement
Network, the researchers warned that regulation would significantly deter the flow of
critical remittances to developing countries and that strain on the formal sector could cause
users to seek alternative channels, like hawala, to remit funds.®! Ten years later, in 2015,
the World Bank reported on the now fragile state of the formal remittance sector and
identified that little had been done to affect positive change, and recommended
international intervention to redress the misconception that money transmitters were
“inherently high risk.”®® The report highlighted the practice of de-risking, in which
financial institutions terminated relationships with other institutions, specific types of
clients, or within certain geographical markets to reduce their risk exposure and the
possibility of non-compliance with regulatory standards.®® De-risking practices
overwhelmingly impacted money transmitters as institutions terminated business contracts

citing a “fear of regulatory scrutiny” as a chief driver for their decision.®*

In 2018, the Government Accountability Office (GAO) conducted an in-depth

analysis on how hawala regulation and de-risking was impacting financial development in

% Samuel Munzele Maimbo and Dilip Ratha, Remittances: Development Impact and Future Prospects
(Washington, DC: The International Bank for Reconstruction and Development/The World Bank, 2005),
ix, 8, http://hdl.handle.net/10986/7339.

% Maimbo and Ratha, xvii, xx, 8.
6 Maimbo and Ratha, xix, 212, 224.

62 The World Bank, Report on the G20 Survey on De-Risking Activities in the Remittance Market
(Washington, DC: The World Bank, 2015), 2.

6 The World Bank, 7.
%4 The World Bank, 5.
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Haiti, Liberia, Nepal, and Somalia.®®> These four countries have experienced prolonged
periods of political and civil unrest and their citizens face a range of human security
challenges, including intense violence, sexual exploitation and trafficking, and extreme
poverty.®® Similar to the World Bank’s findings, the GAO reported that a high volume of
money transmitters lost their bank accounts or were charged high fees to maintain their
depository accounts at formal financial institutions.®’” Banks justified these actions by
stating that account closures were necessary to ensure compliance, or that fees increased
to cover costs associated with enhanced Bank Secrecy Act (BSA) compliance programs.©®
As a result, an increasing number of money transmitters had to shift their operations to
informal channels, like hawala, to stay in business.®® Thus, some experts believe that the

majority of hawala transactions support legitimate uses more so than terrorism.”°

B. A LIFELINE FOR VULNERABLE POPULATIONS?

Multiple bodies of research emphasize that hawala is a primary artery through
which cash from family abroad or humanitarian aid is delivered.”! Thus, among the
legitimate uses emphasized by field researchers is the use of hawala as a lifeline for
vulnerable populations that have been impacted by terrorism. According to this view,

hawala is as much a part of their household’s risk management strategy as actual

% Government Accountability Office, Remittances to Fragile Countries: Treasure Should Assess Risks
from Shifting to Non-Banking Channels, GAO-18-313 (Washington, DC: Government Accountability
Office, 2018), 2.

6 Purna Bahadur Karki, Post-War Instability and Human Security in Nepal (Tokyo, Japan: Tokyo
University of Foreign Studies, 2017), 11, 217; Elizabeth Gibbons and Richard Garfield, “The Impact of
Economic Sanctions on Health and Human Rights in Haiti, 1991-1994,” American Journal of Public
Health 89, no. 10 (October 1999): 1499-1500; Nicolas Cook, Liberia: Political Transition and U.S.
Relations, CRS Report No. R45195 (Washington, DC: Congressional Research Service, 2018), 2, 14—15;
Khalid Mustafa Medani, “Informal Networks, Economic Livelihoods and the Politics of Social Welfare:
Understanding the Political and Humanitarian Consequences of the War on Terrorist Finance,” UCLA
Journal of Islamic and Near Eastern Law 8, no. 1 (May 31, 2011): 11.

7 Government Accountability Office, Remittances to Fragile Countries, 18.
% Government Accountability Office, 17-18.

% Government Accountability Office, 44.

"H.R., 4 Survey of Global Terrorism and Terrorist Financing, 17, 27.

"' Doocy and Tappis, Cash-Based Approaches in Humanitarian Emergencies, 68; Weiss, Remittances:
Background and Issues for Congress, 2; Hammond et al., Cash and Compassion, 65.
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remittances from family abroad and cash transfers from aid organizations, which are used
to purchase food, access medical care, pay rent, or fund an education.”> However, some
researchers have noted that a heavy reliance on such funds may be counterproductive to an
individual’s economic development and serve more as a crutch that keeps them in poverty,
rather than reducing it.”® The efficacy of whether or not this lifeline is a long-term solution
is called into question. The divergence in the literature highlights that while remittances
and aid are crucial to sustain communities on a day-to-day basis or to prevail through a
crisis, they may not be a one-stop, foolproof solution to reduce poverty systemically over
time.”* Instead, the continued dependency on such funds should serve as a signal to the
international community that the local government is unable to provide basic services to

its citizens, insomuch as a dire need exists to compensate for this failure.

1. Remittances

The United States is home to the largest number of international migrant workers
and is the chief source of remittances worldwide.” Remittances are transfers of funds from
private individuals in one country to another.”® In nearly 20% of the world’s poorest
countries, officially recorded remittances represent 10% or more of the country’s gross

domestic product (GDP), which surpasses international development assistance.’”” The

b

2 Chimhowu, Piesse, and Pinder, “The Socioeconomic Impact of Remittances on Poverty Reduction,’
89; Hammond et al., Cash and Compassion, 89; Majid, Abdirahman, and Hassan, Remittances and
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Capacities (New York: United Nations, 2012), 25, https://unctad.org/en/PublicationsLibrary/
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Government Accountability Office, 2016), 2, https://www.gao.gov/assets/680/674676.pdf.
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World Bank and the International Monetary Fund estimate that the amount transferred
through hawala may be up to 50% more than recorded flows of remittances.”® Based on
this estimate, if the officially recorded flow in 2018 was $529 billion, then nearly
$800 billion more was distributed unofficially.” By the end of 2019, documented global
remittances are estimated to reach $550 billion, which will total three times the amount of
foreign aid.®® In 1990, remittances totaled $49 billion, which had doubled to $102 billion
by 2000, and by 2010, had tripled to $321 billion.®! While these numbers depict an
extraordinary growth rate, it is important to note that a large part of this growth is a result
of recent changes to the ways in which data is collected and measured.® In a collaborative
study by the Center for Global Development and the World Bank, researchers estimated
that 79% of what is reported as growth in the remittance sector is actually due to better
measurements, and only 21% is attributable to actual growth.®® Regardless, the data on
remittances is more accurate today than ever before, and as outlined in Figure 1, signifies

a general upward trend in volume. 4

78 Dilip Ratha, “Remittances: Funds for the Folks Back Home,” Finance and Development, December
18, 2018, https://www.imf.org/external/pubs/ft/fandd/basics/remitt.htm; Paola Giuliano and Marta Ruiz-
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81 Figures were adjusted for inflation and represent 2011 U.S. dollars. Michael A. Clemens and David
McKenzie, Why Don’t Remittances Appear to Affect Growth? (Washington, DC: Center for Global
Development, 2014), 1, https://www.cgdev.org/sites/default/files/why-dont-remittances-affect-
growth 0.pdf.

82 Clemens and McKenzie, 1.
8 Clemens and McKenzie, 1.

8 The World Bank, Migration and Remittances, 3.
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Estimates and Projections of Remittance Flows to Low- and
Middle-Income Regions

2010 2015 2016 2017 2018e  2019%f

(% billions)

Low and Middle Income 342 451 444 483 529 550 574
East Asia and Pacific 96 128 128 134 143 149 156
Europe and Central Asia 38 43 43 53 59 &1 64
Latin America and the Caribbean 55 &7 73 80 88 91 95
Middle-East and North Africa 39 51 51 57 &2 &d 66
South Asia 82 118 110 117 131 137 142
Sub-5aharan Africa 32 43 38 42 46 48 51

World 470 596 589 633 689 714 746

Memo itemn: FY 2016 income 337 Al 437 475 521 541 585

Classification*

(Growth Rate in Percent)

Low and Middle Income 11.6 0.5 -1.6 8.8 9.6 4.0 4.3
East Asia and Pacific 19.9 37 05 51 6.7 4.2 47
Europe and Central Asia 5.1 -16.3 0.0 222 1.2 i 4.6
Latin America and the Caribbean 25 b6 1.6 10.8 9.5 39 9
Middle-East and North Africa 18.2 6.2 0.2 10.6 9.1 27 35
South Asia 35 15 -6.1 57 12.3 43 41
Sub-Saharan Africa 111 8.8 -104 9.2 9.6 4.2 5.6
World 8.6 -1.2 1.1 7.4 9.0 3.6 45

Source: World Bank. See appendix A in World Bank (2017) for data and foracast methods.

Naote: @ = estimate; f = forecast. *This group includes countries classified as “developing countries” during FY 2014 and reportad
as such in Brief 24. It excludes Equatorial Guinea, the Russian Federation, and Venezuela, RB, which mowved from high-income
to upper-middle-income in FY 2017. Projections for 2019 and 2020 are basad on a low case scenario that assumes unit elasticity
of remittances to GDP growth in remittance source countries.

Figure 1. Remittance Flows to Low and Middle Income Regions Are
on the Rise.®

Diaspora communities in the United States send home an estimated $68 billion in
remittances, which is nearly 13% of the entire global distribution.®® According to the
International Labor Organization, immigrants number 232 million worldwide and migrant
workers account for more than half, or 150 million globally.!” Of the 44.5 million

immigrants living in the United States, 29 million are migrant workers who make up nearly

85 Source: The World Bank, 3.
86 The World Bank, 4.
87 Starnes et al., De-Risking and Other Challenges in the Emerging Market Financial Sector, 47.
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20% of the entire labor force.®® For immigrants from remote, rural areas, remittances may
be the only link between themselves and their families.?’ In a study focusing on the global
resettling of Sudanese refugees, scientists identified that not only is the money sent back
home from migrant workers critical to the survival of recipient households but also toward
sustaining familial ties and a sense of cultural identity for the migrant worker.”® Immigrants
in the labor force are the primary source of remittances and are a critical support

mechanism for their families back home.”!

Remittances can immediately reduce poverty conditions.’” If funds remain after
basic needs are met, studies identify that they are used to invest in education and better
health and nutrition.”®> Very little evidence shows that money is spent frivolously, for
example on alcohol and tobacco.”* Scott T. Paul, Humanitarian Policy Lead for Oxfam
America, explains that at a local level, “remittances support education, medical care, and
the acquisition of clean water.”%> Reflecting on the famine crisis in Somalia in 2011-2012,
Paul explains that remittances sent from abroad were a “stabilizing force. They have been

more consistent than aid, investment, or social welfare programs. In Somalia, famine would

88 Jynnah Radford, “Key Findings about U.S. Immigrants,” Pew Research Center, June 17, 2019,
https://www.pewresearch.org/fact-tank/2019/06/17/key-findings-about-u-s-immigrants/; “State
Demographics Data—US,” Migration Policy Institute, accessed October 17, 2019,
https://www.migrationpolicy.org/data/state-profiles/state/demographics/US.
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(November 2009): 1035, https://doi.org/10.1177/0022022109346955.
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Development in Sub-Saharan Africa (Washington, DC: International Monetary Fund, 2007), 11,
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%4 Sarah Bailey and Paul Harvey, State of Evidence on Humanitarian Cash Transfers: Background
Note for the High Level Panel on Humanitarian Cash Transfers (London: Overseas Development Institute,
2015), 3, https://www.odi.org/sites/odi.org.uk/files/odi-assets/projects-documents/283.pdf; Dilip Ratha,
“The Impact on Remittances on Economic Growth and Poverty Reduction,” Migration Policy Institute,
Policy Brief, no. 8 (September 2013): 4, https://www.migrationpolicy.org/research/impact-remittances-
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have been declared long ago if not for money from the diaspora. At every phase of an
emergency—the pre-crisis phase, the crisis phase, and the recovery phase—remittances
help families and communities survive.”?® A study conducted by the World Bank supports
Paul’s conclusions as researchers found that an increase of even 10% in remittances per

capita could effect a 3.5% decrease in the number of individuals living in poverty.®’

Remittances support individual economic development by increasing migration;
however, they also adversely impact the local job market. In 2011, Aysen Ustubici and
Darja Irdam, scholars from Kog¢ University and the University of Cambridge, respectively,
conducted a quantitative analysis to identify the effects of remittances on human and
economic development over the course of five years on 32 remittance-receiving
countries.”® Overall, the study indicated that remittances positively impacted human
development in countries categorized with medium-level incomes. They also identified
however an unexpected correlation between low-income countries and emigration.” The
study identified that in low-income countries, remittances supported comparatively high
levels of emigration that had both negative and positive outcomes.'” On one hand, it
negatively impacted the skilled labor market as specialized laborers left; on the other,
departing workers could earn higher incomes abroad while new opportunities to enter the
local job market opened up for laborers who remained at home.!?! In separate but similar
studies conducted by the World Bank in 2004, and a decade later by the Center for Global
Development in 2014, researchers deduced nearly identical findings.!> Remittances

support greater workforce mobility because it increases the capacity to fund migration, but

% H.R., Managing Terrorism Financing Risk in Remittances and Money Transfers, 64.

97 Richard H. Adams and John Page, “Do International Migration and Remittances Reduce Poverty in
Developing Countries?,” World Development 33, no. 10 (October 2005): 1660, https://doi.org/10.1016/
j-worlddev.2005.05.004.
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it also causes a loss in the specialized labor stock.!® As such, experts in the field of
economics, including Ralph Chami, Division Chief of the International Monetary Fund’s
Middle East and Central Asia Department, and Connel Fullenkamp, Associate Professor
of Economics at Duke University, conclude that remittances can stunt economic growth
because they can discourage individuals from joining the labor market since remittances

can be perceived to be a steady source of income. '%*

In the case of in-country migration, as labor moves from rural to urban centers,
local job markets can experience a loss in agricultural workers that can have harmful effects
on food production; however, these impacts can be offset if remittances are used for
investment.'% In a study conducted of five sub-Saharan African countries, researchers
identified that the short-term impact of emigration resulted in an immediate reduction in
the labor supply; however, in the long-term, it facilitated increased production.'®® As
workers receive higher wages outside of their rural community, they can send extra income
home that affords recipients the opportunity to invest the extra funds.!’” In this way,
remittances support individual progress at the micro-level, but at the macro-level, the
effects of remittances on a country’s long-term economic development are not as clear and
present opportunities for future research.!® In many instances, humanitarian aid

organizations have to step in to supplement services to citizens.

2. Humanitarian Aid

In recent years, increasing evidence demonstrates that humanitarian aid

organizations are leveraging hawala as part of their crisis response strategies. Not all cases
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are officially reported or identified because the use of hawalas is controversial among
donors as they are perceived as illegitimate or unconventional.'® Cash-based intervention,
also known as cash transfer programming (CTP), is the delivery of cash and vouchers for
goods and services.!'!? Traditionally, charitable organizations respond to emergencies by
distributing in-kind donations, like food and clothing, or by providing services, like
medical care or shelters.!'! More recently, CTP has been used to give recipients access to
these same services but in a manner that is faster and more efficient than traditional
distribution models.!'? Studies identify that CTP reduces the risk of violence or injury to
relief workers, reaches remote regions that otherwise experience a delay in-kind response
more quickly, and can positively impact the local financial market.''> An impact
assessment of CTP has identified that for every $1 distributed via a voucher, the local
financial market generates a $1.50 benefit, while a cash transfer generates a $2.00 return. '
In 2018, an estimated $4.7 billion in cash was disbursed as humanitarian assistance
internationally, an increase of nearly $2 billion from 2016.!'5 Although CTP currently
represents only 10% of all aid delivered, it has had measurable impacts on multiple aspects

of relief work that make it a viable and promising new field.!'®
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In food insecure places like Somalia, aid agencies have successfully deployed CTP
using hawala.!'” In early 2017, the Food Security and Nutrition Analysis Unit identified
pre-famine conditions impacting 2.9 million people, which would soon grow to 6.2 million
people, or almost half the population.'!® From May to August 2017, $44 million in cash
and vouchers for food, sheltering, water, sanitation, and hygiene were distributed each
month.'" Large hawala companies like Somaliland’s Dahabshiil and Mogadishu’s
Hormud, as well smaller businesses, were able to reach more than three million people a
month.'?® As a result, recipients had immediate access to food and medical care to
minimize the nutrition and health impacts from the famine. A secondary effect was that of
resiliency. Instead of employing traditional coping mechanisms, like selling off livestock
or migrating, recipients utilized a portion of the funds to purchase additional assets or re-
open credit lines with local traders for future use.'?! Commonly, households use the initial
cash transfer to pay medical expenses and procure basic needs, like food, shelter, and
clothing.'?? Secondary transfers are saved for future expenses.'?* Thus, CTP not only
works for immediate intervention during an emergency, but also supports preparedness

actions to reduce the shock of future disasters.

In the Middle East, hawala has supported the deployment of CTP, which has
resulted in a reduction of negative coping strategies. In Syria, over half a million people

have died and 13.5 million people remain in need of immediate assistance; 4.5 million of
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whom reside in remote, hard to reach locations.'** For females, the conflict has been
especially daunting as it increases their socioeconomic vulnerability, or requires them to
take on the untraditional role as the head of the household and sole wage earner.!?’ In the
past, women and girls would cope with these shocks by being forced into child marriages,
prostitution, forced labor, or to incur new debts with family members or vendors to procure
goods and services.!?® Children are especially vulnerable during emergencies due to the
risks of becoming separated from their families during times of war, or as a result of a
caregiver’s inability to provide sufficient care.'?’ Cash-based intervention has mitigated
these behaviors because it provides a means to supplement their household income and
thereby increase their purchasing power, decrease food insecurity, and reduce the

psychological traumas of stress. 2

Cash-transfer programming through hawala gives recipients the flexibility to
prioritize their households’ needs and to choose how those needs should be met.!* The
capacity to choose preserves an individual’s dignity, a key attribute of successful
development efforts. '3’ Without this choice, households are forced to rely on other means

of coping, many of which have adverse effects on the health and wellbeing of an individual.
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In the long-term, cash can provide individuals with a means of security and advancement.
On the opposite end of the user spectrum, nefarious actors exploit these same hawala
networks to accumulate vast amounts of wealth used for terror operations, while causing

social instability and financial insecurity within their communities.

In summary, an extensive amount of literature is available on hawala’s legitimate
and illegitimate uses. Hawala clearly supports the flow of remittances and other cash
transfers throughout Africa and the Middle East. However, terrorist organizations
operating in these same regions also rely on hawala to amass wealth, recruit new members,
and fund their operations. Opportunities for additional analysis exist to study how the
United States’ policies to minimize hawala’s role in terror financing has impacted the

legitimate users, and what considerations need to be made to lessen those effects.
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III. HAWALA

Hawala pre-dates western banking institutions and has survived for over a
millennium despite an ever-changing landscape.'*! Hawala has persisted through economic
failures of states, political regime changes, wars, and heavy regulatory blocks.'*? Dating
back to 618 A.D., ancient civilizations established IVTS like hawala—known as fei gian
in China, hundi in India and Pakistan, padala in the Philippines, and xawilaad in Somalia—
to minimize the risk of carrying bulk cash along trade routes and establish equitable
exchange rates for goods.!* In Africa and the Middle East, the colonial period ushered in
a new era of western institutions, and although hawala’s popularity gradually declined, it
never completely vanished.'** In recent years, as extreme conditions have significantly
hampered the availability and accessibility of formal financial markets, hawala has had a
resurgence as a more convenient, reliable, expedient, and inexpensive alternative to

western methods. 13

A. WHAT IS IT?

Hawala is a transaction in which value is moved from one party to another. In its
most simple and basic form, a hawala transaction might involve an individual in Country
A sending money to an individual in Country B. As shown in Figure 2, the sender in
Country A contacts a local hawaladar and gives him cash to be delivered to the recipient

in Country B. The hawaladar contacts a partnering agent in Country B who then delivers
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30.
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an equivalent amount of funds in the local currency; the Country B individual might

provide a secret code word to collect the money from the hawaladar. '3

Figure 2. An Overview of a Traditional and Basic Hawala

Transaction between Two Parties. '’

A more complex hawala exchange may involve multiple individuals in different
countries, several hawaladars, exchange houses to settle larger denominations of debts, and
overlap into the formal banking sector.'*® Transactions can cross a diverse range of country

borders with different exchange rates, and multilevel hierarchies of intermediaries are

136 Glushchenko, “Hawala—A Vestige of the Past,” 279; Pathak, “The Obstacles to Regulating the
Hawala,” 2013; El-Qorchi, “Hawala: How Does This Informal Funds Transfer System Work,” 32.

137 Source: Department of the Treasury, FinCEN Advisory: Informal Value Transfer Systems
(Washington, DC: Department of the Treasury, 2003), 5, https://www.fincen.gov/sites/default/files/shared/
advis33.pdf.

138 Pathak, “The Obstacles to Regulating the Hawala,” 2012,
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sometimes employed to consolidate and settle high volumes of debt.!* Regardless of the
complexity of the hawala exchange, cash is rarely, if ever, physically couriered between
hawaladars.'# Instead, a method of net settlements is employed to satisfy debts between
them. As hawaladars typically provide money-remitting services as an offshoot of a larger
business, like a retail store, they can settle debts by invoicing other hawaladar-owned
businesses.'#! This invoicing is done by counter-valuation, or the act of over-or-
undervaluing export or import commodities.'*> As depicted in Figure 3, generally,
hawaladars will pay or collect from one another using legitimate business accounts held at
formal financial institutions.!* It is at this point that cross over into the formal banking

sector occurs and provides law enforcement an opportunity to discover illicit funds.
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143 Department of the Treasury, FinCEN Advisory. Informal Value Transfer Systems, 6.
29



- mm = R BN o = = e

Figure 3. The Settlement Process between Hawaladars Can Overlap
with the Formal Financial Sector. '#*

The settlement process between hawaladars is of concern to law enforcement
because it can have a range of economic impacts. The model of net settlement can result in
the loss of capital within a local financial market, or the creation of volatile currencies.'*’
Settlements are challenging for investigators to detect. In many instances, value or cash
transactions can cross multiple jurisdictions, involve businesses not regulated as financial
institutions, incorporate layering or the comingling of legitimate and illegitimate funds,
and the masking of customer records.!*® Customer identity documents sourced from
legitimate business transactions can be recycled by criminal operatives to generate false
records and mask the true identity or source of funds.!*’ Fictitious invoices and counter-

valuations can be used as strategies to evade taxes or capital controls.!** As such,

144 Source: Department of the Treasury, 6.
145 Glushchenko, “Hawala—A Vestige of the Past,” 40.

146 Financial Action Task Force, The Role of Hawala and Other Similar Service Providers in Money
Laundering and Terrorist Financing, 27.

147 Financial Action Task Force, 21.
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hawaladars have the capacity to be fronts or shell companies for illegal money transactions
or trade-based money laundering.'*’ Trade-based money laundering in the terror-financing
context is an organization’s “process of disguising the proceeds of crime and moving value
through the use of trade transactions in an attempt to legitimise their illegal origins or
finance their activities.”!>® In recent years, the United States has become increasingly

concerned about hawala facilitating trade-based money laundering.'®!

B. WHY IS IT STILL IN USE TODAY?

Hawala continues to exist in the modern day for a wide range of reasons. For some
users, cultural familiarity coupled with a distrust of western institutions perpetuates
hawala’s use.'”> For others, hawala is a more reliable, expedient, and inexpensive
alternative to formal money remitting services.'> Hawala also offers a degree of
anonymity that western institutions do not.'>* Regardless of the motive for using hawala,
the overarching, prominent attribute of this network is its global accessibility. Time and
time again, while the formal banking sector has failed to adapt to extreme circumstances,

like war and repressive regulation, hawala has continued to endure.

Within the Islamic community, hawala has been codified as a means of legitimate
banking in the ahadith and through the application of Islamic law, shari’a.'> In the Islamic
banking vernacular, hawala describes transactions in which value is transferred from one
party to another. In governing economic activity and as the basis for financial systems
under Islam, shari’a prohibits ambiguity in exchanges or contractual dealings (known as

gharar), which mitigate opportunism, fraud, and corruption within the hawala network.'*®
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Social norms reinforce integrity in business dealings as the hawaladar’s personal reputation
as a trustworthy, reliable, and competent broker depends on it.!>” Thus, the hawaladar
becomes a trusted member of the local community or clan, and that familiarity builds
alliances and social bonds that are rarely broken, and upheld by generations of family
members.'*® As individuals migrate out of the country, cultural familiarity, kinship, or

ethnic ties fortify hawala’s use by the diaspora.'>’

For individuals in-country, the collapse of western banking institutions within their
region serves to erode trust in the formal financial sector. In 1992, when al-Shabaab
deposed the Siad Barre government in Somalia, the formal banking sector collapsed
completely.'®® It was not until two decades later that a weak and fragmented banking
system was reestablished with divided and competing central banks in Mogadishu,
Somaliland, and Puntland.'® Similarly, with the rise of the Taliban insurgency, the formal
financial sector in Afghanistan collapsed.!®? After the formal banking system was restored
nearly two decades later, banks still struggled to remain operational. In 2010, one million
Afghans lost $1.3 billion of their life savings when the banks collapsed.'®® This time, the
collapse was not due to conflict, but rather embezzlement, fraud and money laundering
operations at the highest levels of the bank’s leadership.!®* In contrast to the western
financial model, in the Islamic tradition, a consensus exists across major schools of figh,

or the interpretation of Islamic legal text, that safeguards against bankruptcy, as debtors
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and creditors in a hawala transaction cannot participate if they are bankrupt or on the verge
of bankruptcy.'®® This situation creates the framework for the legality and legitimacy of
hawala transactions, while preserving and protecting the parties involved. The Islamic
banking tradition also specifies the terms of repayment based on the type of transaction
conducted, which creates transparency and standardization and afford all parties involved

clear expectations and guarantees of repayment. '

However, referring to hawala as a strictly Islamic practice is erroneous. Hawala is
employed across the globe because it is more expedient and reliable than formal methods.
Social and cultural norms mitigate the diversion of hawala funds as such actions can result
in the hawaladar’s ostracism and cause reputation suicide.'¢” Hawala funds are distributed
within a few hours or 72 hours at the most.'® In contrast, western institutions can
experience significant delays of up to 3—4 weeks to deliver or fail to deliver completely
because of processing timelines and technical glitches.'® Delivery is further constrained
by holiday schedules, weekends, or operational hours.!” Unlike the brick and mortar
institutions, hawaladars are available 24 hours a day, 365 days a year, while also reaching

remote villages and communities where formal institutions do not exist.!”!

Hawala’s use is strengthened by the absence or inaccessibility of the formal

financial sector. Formal banks and money remitting services predominantly operate in
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metropolitan centers and are nonexistent in remote villages and provinces.!’?> Globally, 1.7
billion adults are unbanked; they do not have an account at a financial institution nor a

mobile money provider.!”

In many cases, individuals lack the transportation,
documentation, or literacy skills to access formal institutions.!” In areas like Pakistan,
nearly 80% of the public is illiterate and cannot complete the necessary steps required to
do business at a formal institution.!” Citizens may be uncomfortable or intimated by
banking procedures that require them to fill out forms and produce documents, and may
prefer to do business with a trusted hawaladar within their own community.'”® As a result,
modern banking systems are primarily reserved for middle to upper class citizens,
especially in light of the higher costs associated with conducting business in the formal

sector.'”’

Hawaladars offer more competitive currency exchange rates and charge lower fees
than formal institutions. Typically, hawaladars can offer lower rates because they integrate
their money remitting services into an existing business, like a grocery store, and the
savings are passed on to customers.'’”® On average, transaction fees range from 0.25% to
5% of the amount transferred compared to formal MTOs that charge upwards of 7.32% or
banks that collect an average of 10.49% per transaction.!”® The cost to remit funds from

the United States generally tends to be lower than the global average, that of 5.7%.
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Nonetheless, the United States and the global community have recognized the need for
reform. In 2015, the G20 countries, which include the United States, committed to
“Sustainable Development Goal 10c,” which aims to decrease the global cost of
remittances to 3% while eliminating remittance corridors that cost over 5% by 2030.'% At
the time of the G20’s commitment, the average cost to send funds was 9.3%, and has
steadily hovered at about 8% ever since.'®! Ultimately, high fees mean that less money
reaches the hands of recipients, and thus, hawala is a more appealing and cheaper

alternative than formal methods.'®?

Finally, hawala offers anonymity in a manner that formal institutions simply do not.
As social and culture ties and a heavy reliance on trust bind hawala transactions,
bureaucratic formalities are lacking, like registration, identity verification, and formal
contracts that contribute to what is perceived by regulators as lax recordkeeping. '3 Often,
records are only kept for as long as the debt is outstanding, which then results in a
diminished paper trail.'®* Most commonly, records are maintained using codes and do not
document a customer’s identity; instead, ledgers reflect transactions between
hawaladars.'®> In this way, hawala business practices differ drastically from modern

western institutions.

Hawala continues to be used around the world due to its availability, accessibility,
and affordability. Unlike western banking institutions, which are a modern-day creation,

hawala has a more extensive history that has strengthened social and cultural bonds. '8¢
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Trust in hawala as an institution has become foundational to its longevity. As a market
competitor, hawala has outperformed formal remitting services by being more reliable,
expedient, and cheaper. Thus, it continues to be relied upon to transport money globally.
However, for these very reasons, Islamic extremist groups operating in Africa and the

Middle East have exploited hawala.
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IV. THE AMERICAN POLITICAL DISCOURSE ON HAWALA
AND ITS SHAPING OF REGULATORY EFFORTS

Although hawala has existed in the United States since the 1980s, intelligence and
law enforcement communities prioritized efforts to combat terror financing and other
illegitimate activities through hawala in the wake of 9/11.'%7 Prior to 9/11, hawala was a
relatively unknown practice in the West.!®® When hawala was introduced to the American
public by the news media and through government reports, it was shrouded with negative
stereotyping.'®® Since then, attempts have been made to redress hawala’s reputation, but
much of what was portrayed early on has created biases and adversely affects discussions
about hawala.!”® Since 9/11, numerous congressional testimonies have been given with the
same underlying theme: terrorist organizations use hawala to fund recruitment, training,
purchase supplies, and execute terror plots.'! At the same time, regulatory decisions are
being made based on limited intelligence of hawala’s use and without ample regard of its
nexus to human development and economic progress.'*> However, it is not debatable that
hawala’s opaqueness and anonymity present opportunities for nefarious use, and therefore,
efforts should be made to reduce its vulnerability.!”> The question of how, without

impacting legitimate users, is central to this effort.
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In 2004, the National Commission on Terrorist Attacks upon the United States
published a “Monograph on Terrorist Financing,” which presented the Commission’s
findings on al Qaeda’s financing strategies.!** The report noted al Qaeda’s extensive use
of hawala within the Middle East, but outside of the region, the bulk of transnational funds
moved undetected through the formal financial sector.!®> The Commission concluded,
“The extensive investigation into the financing of the 9/11 plot has revealed no evidence
to suggest that the hijackers used hawala or any other informal value transfer mechanism
to send money to the United States. Moreover, KSM [Khalid Sheikh Mohammed] and the
other surviving plot participants have either not mentioned hawalas or explicitly denied
they were used.”'”® Yet, the public and political discourse on hawala immediately

following 9/11 was much more demonizing.

Following the attacks of 9/11, the negative stereotyping of hawala as a “safe

99 ¢¢

haven,” “shadow,” or “black channel” for terrorist funds was shaped through the United
States mainstream news media.!®’” In the week following the attacks, the Washington Post
published “Bin Laden’s Money Takes Hidden Paths to Agents of Terror,” which presented
Osama bin Laden as “the world’s richest terrorist, a business-savvy nomad” who had been
using hawala to elude law enforcement since the 1990s.!”® On October 5, 2001, Time
magazine ran an article titled “A Banking System Built for Terrorism,” that depicted
hawala as an “underground banking system” that lined the pockets of criminals and

terrorists, including hijacker Mohammed Atta.'® A week later, in the article titled “Paper
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Trail Stops Dead at Hawala,” CNN provided an update to the American people on the 9/
11 investigations stating that hawala was “giving law enforcers a headache,” and
denounced the U.S. Congress for failing to regulate hawala when they were first tasked to
in 1993.2% In this article, Senator Evan Bayh, who was also the Chairman for the
Subcommittee on International Trade and Finance, was quoted as saying, “It is
unacceptable that a terrorist today can open the phone book in a number of American cities,
find a hawala located in a legitimate business establishment, and walk out with thousands
of dollars sent from Afghanistan, with no one to stop him and no record of the

99201

transaction. This quote was reproduced in numerous articles and publications

throughout the United States, and is representative of the political rhetoric on hawala.?%?

The U.S. government’s criticism of hawala was widely publicized, which
contributed to the portrayal of hawala as illegitimate and inferior to Western banking.?% In
November 2001 at a press conference, President George W. Bush announced the closure
of Al Barakaat and Al Taqwa, two hawala networks with offices in the United States that
had ties to al Qaeda, “Today, we are taking another step in our fight against evil.”?%

Secretary of State Colin Powell followed with a remark by stating, “We are now going

after the hawala organizations, the shadowy financial networks that underpin the terrorists’
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underworld.”?% As Professor Tarik M. Yousef from Georgetown University’s Department
of Economics explained during his Congressional testimony in 2001, much of the
regulatory concerns surrounding hawala were due to its customer anonymity and lack of
recordkeeping.?’® The enactment of the USA PATRIOT Act in October 2001 strived to
resolve these concerns.?’” The very wording of the USA PATRIOT Act was telling of the
government’s presumptions about hawala, as the law referred to hawalas as “underground
banking systems” operating “outside of the conventional financial system.”??® These
descriptors inherently suggest that hawala is unconventional, when in actuality, it pre-dates
Western banking and is the traditional method to move funds between individuals.?*” The
description of hawala as underground is also inaccurate because hawala functions openly
around the globe and is advertised by businesses.?'? Finally, hawala can overlap with the
formal financial sector as hawaladars use depository accounts at banks to pay or collect on
debts.?!! Nonetheless, policymakers and regulators primarily lean on legislation to mitigate

hawala abuses.

Present-day strategies to combat criminal activity and terror financing through

hawala are grounded in AML efforts that first emerged in the Currency and Foreign
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Transactions Reporting Act of 1970, generally referred to as the BSA.?!? Built on the
principle that criminal activity generates large amounts of cash that will eventually enter
the formal financial sector, the BSA institutionalized a risk-based approach to banking.?'?
Money laundering is defined as “activities intended to conceal or disguise the origins of
the proceeds of crime.”?'* Money laundering can take many forms, including the
misrepresentation of funds, the concealment of customer identities, the structuring of
transactions to remain below minimum reporting thresholds, the comingling of legal and
illegal funds, and the evasion of taxes.?!> United States’ Code Title 12 “Banks and
Banking” and Title 13 “Money and Finance” require financial institutions to implement
programs that will deter and detect money-laundering schemes.?'® Titles 31 and 18 “Crimes
and Criminal Procedures” outline civil penalties for noncompliance and forfeiture
provisions.?!” Through the Money Laundering Control Act (MLCA) of 1986 (18 United
States Code (U.S.C.) §§ 1956 and 1957), the United States became the first country to
criminalize money laundering.?'® The MLCA was enacted to counter a growing criminal
enterprise using the formal financial sector to launder illicit funds from narco-
trafficking.?!” In the 1990s, new legislation was added to counter similar abuses of the

formal financial sector, except this time, it was directed at deterring terror financing.
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In the 1990s, counter-terror financing legislation culminated with the passage of
the material support clauses (18 U.S.C. §§ 2339A and 2339B), which made monetary or
resource support of terrorism a federal crime.??° Section 2339A is part of the Violent Crime
and Law Enforcement Act of 1994 and prohibits individuals from providing material
support or resources to facilitate terrorism-related activities.??! Initially, lawmakers argued
that section 2339A created a loophole that allowed individuals to facilitate terror activity
indirectly by permitting donations to a terrorist organization’s legitimate religious,
political, or social projects.??? This loophole resulted in the enactment of section 2339B,
which prohibits any support to terrorist organizations, even if it is unwittingly.** In 1998,
and again in 2003, suits were filed in federal court arguing that the statutory terms were
unconstitutionally vague and in violation of the First and Fifth amendments of the United
States Constitution.?** In 2010, after 12 years of litigation, the Supreme Court decidedly
upheld the legislation as constitutional, and issued a clarification that any support rendered

to a known terrorist organization violated U.S. law, regardless of the donor’s intent.??®

Section 359 of the USA PATRIOT Act extended compliance and monitoring
program requirements to MSBs, like hawalas.??¢ Hawalas were now required to register
their business, keep detailed customer and transaction records, report suspicious activity,
and implement AML programs.??” AML programs include written compliance policies,

procedures to examine transactions, training employees on how to identify and monitor

220 Charles Doyle, Terrorist Material Support: A Sketch of 18 U.S.C. §23394 and §2339B, CRS Report
No. R41333 (Washington, DC: Congressional Research Service, 2016), 2, https://fas.org/sgp/crs/natsec/
R41333.pdf.
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high-risk customers, and designating an individual to execute day-to-day compliance
activities.??® The Act strengthened customer relationships and due diligence requirements,
increased information and record sharing between institutions and the government, and
increased penalties for non-compliance.?” Daniel L. Glaser, Assistant Secretary for the
Department of Treasury, explained, “We have . . . sought to mitigate the risks posed by
hawalas, charities, cash couriers, and new payment methods. And we have systematically
undermined terrorist financial networks by imposing targeted financial measures.”?3
Members of Congress remarked on the new law as “the most comprehensive anti-money
laundering legislation,” “important new tools with which to wage a global financial war on
terrorism,” and stated, “with the passage of this legislation, terrorist organizations will not
be able to move funds as easily and they will not be able to have their people move within
our country with bank accounts that we cannot penetrate, with major sources of funding
transferred to them from the Middle East or elsewhere to empower them to be able to do
the kind of things they did on September 11.723! At the onset of comprehensive regulatory
efforts, concern over a blanket approach to hawala regulation existed, but policy makers

did not anticipate the response regulated parties, namely the formal financial sector, would

have to new compliance measures.
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22 Financial Crimes Enforcement Network, “History of Anti-Money Laundering Laws,” accessed
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V.  DE-RISKING: THE BANKING INDUSTRY’S RESPONSE
TO HEIGHTENED ENFORCEMENT

Following the 2008 global financial crisis, regulators have leveraged enforcement
to strengthen the formal financial sector’s ability to detect money laundering and terror-
financing schemes. Prior to 2009, most cases of non-compliance were closed with “cease
and desist” orders and rarely carried monetary penalties.?*> In stark contrast, in 2010
through today, 90% of all cases result in fines and the forfeiture of assets.?*> An assessment
of recent cases identifies that the penalties for non-compliance have gradually become
more frequent and more expensive.?** Although these cases may not be hawala-specific,
they are illustrative of the heighted enforcement landscape within which formal institutions

are working.

A. INCREASE IN PENALTY SIZE

The following cases depict the stark contrast in monetary fines and penalties for

BSA violations prior to and after 2009.

1. United States v. Riggs Bank

In 2004, former Washington, D.C.-based bank, Riggs Bank, now a part of PNC
Financial Services, faced a $41 million fine for failing to comply with AML requirements.
Riggs Bank processed $8 million from former Chilean President Augusto Pinochet while

his assets were under active investigation by the U.S. government.?**> To evade discovery,

232 Jay B. Sykes, Trends in Bank Secrecy Act/Anti-Money Laundering Enforcement, CRS Report No.
R45076 (Washington, DC: Congressional Research Service, 2018), 2; Sharon Brown-Hruska,
Developments in Bank Secrecy Act and Anti-Money Laundering Enforcement and Litigation (Washington,
DC: National Economic Research Associates, 2016), 6, https://www.nera.com/content/dam/nera/
publications/2016/PUB_Developments BSA_ AML_Lit-06.16.pdf.

233 Sykes, Trends in Bank Secrecy Act/Anti-Money Laundering Enforcement, 2; Brown-Hruska,
Developments in Bank Secrecy Act and Anti-Money Laundering Enforcement and Litigation, 7.

234 Sykes, Trends in Bank Secrecy Act/Anti-Money Laundering Enforcement, 2.

235 United States Senate Permanent Subcommittee on Investigations Committee on Governmental
Affairs, Money Laundering and Foreign Corruption, 3.
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Riggs Bank concealed Pinochet’s identity.?*® At the same time, Riggs Bank serviced
accounts held by the President of Equatorial Guinea that involved wire transfers and cash

deposits from foreign corruption proceeds.?’

2. United States v. HSBC Bank USA, N.A.

In 2012, HSBC Holdings Plc headquartered in London and HSBC Bank USA N.A.
out of McLean, Virginia (together, HSBC), one of the largest financial conglomerates in
the world, was found guilty of substandard AML controls and was fined $665 million and
was required to forfeit $1.3 billion in assets.?*® HSBC failed to detect the $881 million in
drug trafficking proceeds being laundered through their bank for the Sinaloa Cartel in
Mexico and the Norte del Valle Cartel in Columbia.?*® An additional $200 trillion in
suspicious wire transfers were laundered through their network as part of the Black Market
Peso Exchange.?*” In addition, HSBC deliberately masked the source of $660 million from
Office of Foreign Assets Control (OF AC)-prohibited sources, including Iran, Cuba, Sudan,
and Libya, to evade regulatory detection.?*! The U.S. government since 1984 has
designated Iran as a state sponsor of international terrorism; Sudan was designated in

1993.242 As such, any trade or financial transactions originating or with any persons of that
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(Washington, DC: Department of Justice, 2012), 3, https://www.justice.gov/sites/default/files/opa/legacy/
2012/12/11/dpa-attachment-a.pdf.

240 Department of Justice, “HSBC Holdings Plc. and HSBC Bank USA N.A.”; Department of Justice,
HSBC Statement of Facts, 6-7.

241 Department of Justice, “HSBC Holdings Plc. and HSBC Bank USA N.A.”
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country is prohibited.?** Libya and Cuba were previously sanctioned, but were removed on

May 12, 2006 and May 29, 2015, respectively.?**

3. United States v. JPMorgan Chase Bank, N.A.

In 2014, JPMorgan Chase Bank, N.A. (JPMorgan) pled guilty for failing to
maintain adequate system-wide AML programs that included internal auditing procedures,
employee training, and means to report suspect activity.?*> As a result, Bernard L. Madoff
was able to execute an elaborate Ponzi scheme through JPMorgan that defrauded 4,800
clients of $64.8 billion over the course of three decades.>*® JPMorgan agreed to a
$1.7 billion forfeiture as restitution for Madoff’s victims; at the time, it was the largest

bank forfeiture in history.?*’

4. United States v. BNP Paribas S.A.

In 2015, BNP Paribas S.A., the world’s fourth largest bank at the time, pled guilty
to knowingly and willfully moving $8.8 billion through the U.S. financial system on behalf
of countries subject to U.S. economic sanctions.>*® Transactions were processed on behalf
of Sudan, Cuba, and Iran. These countries are all subject to embargo sanctions based on
their support of global terrorism campaigns.?* This instance was the first time an

institution pled guilty to violating the International Emergency Economic Powers Act and
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the Trading with the Enemy Act that resulted in BNP Paribas S.A. forfeiting $8.83 billion
to the U.S. government and paying a $140 million fine.?>* The forfeiture was nearly eight

times that of JPMorgan’s a year prior.

B. INCREASE EMPHASIS ON INDIVIDUAL VERSUS CORPORATE
RESPONSIBILITY

In addition to increased penalty sizes, after 2009, a shift occurred concerning the
personal liability of employees in corporate wrongdoings. The Department of Justice
issued agency-wide guidance reflecting this policy shift, by stating, “one of the most
effective ways to combat corporate misconduct is by seeking accountability from
individuals who perpetrated the wrongdoing.”?! Included in the policy memo was a six-
step process to identify and prosecute individual employees.?>?> The following case of
United States v. Thomas E. Haider demonstrates the level of accountability and penalty

prosecutors can seek.

In 2014, FinCEN brought forth a monumental case assessing a $1 million penalty
against the former Chief Compliance Officer for MoneyGram International, Inc., Thomas
E. Haider, for his personal failures to implement effective AML controls.?** As a result of
lax oversight, MoneyGram failed to detect schemes that defrauded the public, including
one in which MoneyGram agents assisted telemarketers and internet scammers who misled
U.S. victims into relinquishing tens of millions of dollars.?** In 2016, Haider filed a motion

with the District Court to dismiss the suit, arguing that he could not be held personally
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liable for failing to implement effective AML controls.?>> The court denied his motion, and
in 2017, the case was settled with a $250,000 penalty and a three-year injunction that

prevents Haider from professionally performing any financial compliance function.?*

C. THE EFFECTS OF DE-RISKING

To alleviate the possibility of incurring high fines for non-compliance with
regulatory standards, financial institutions have elected to discontinue operations in high-
risk financial markets around the world; the hardest hit have been in Africa and the Middle
East.?” Seventy percent of all institutions cite increases in “regulatory expectations”
followed by “enforcement of current regulations” as their primary barriers toward
reinstituting services.?>® As a result, 60% of institutions have reduced their geographic
coverage of operations, which primarily impact money transmitting services.?> This
reduction is extremely problematic since money-transmitting services are the primary
mode through which international remittances are processed, with some money
transmitters handling nearly 90% of transaction volume in their region.?®® In the absence

of a formal service, alternative platforms become necessary as a substitute.?®!

Global correspondent banking relationships and corridors for money transfers have

been actively declining since 2009.2%2 Correspondent banking services encompass different
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activities that range from transferring money internationally, managing cash deposits, and
clearing checks.?®® They are agreements between two or more financial service providers
to execute payments on behalf of each other, one entity, or several entities.?** The number
of active banking relationships has declined by 15.5% globally, while the number of active
corridors has shrunk by 10%.2%° As shown in Figure 4, this trend continues to decline.?®¢
In a study conducted of de-risking impacts within the Arab region, which included
countries in Africa and the Middle East, banks with international correspondent banking
relationships indicated a 55% decrease in international wire transfer services, a 49%
decline in check clearing services, and a 36% decrease in the availability of cash
management products, like deposit accounts.?®” Yet, the demand for services continues to
grow. The volume of transactions through correspondent banking relationships has
increased by 38%.2%% As transaction volume rises and active corridors and correspondent
banking relationships decline, the money transmitting market becomes dangerously

concentrated.
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Correspondent banking relationships are still declining Graph 1

Number of active corridors and correspondents! Cumulative decline in correspondent banking
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! Three-month moving averages. An active corridor is defined as a country pair that processed at least one transaction. The count of active
correspondents measures, corridor by corridor, the number of banks that have sent or received messages. As a result, correspondents that
are present in more than one corridor are counted several times. Moreover, the data set is at BIC3 level (branch/subsidiary level depending
on the legal setup). There are approximately 11 000 financial institutions connected to SWIFT.

Sources: National Bank of Belgium; SWIFT Bl Watch.

Figure 4. Correspondent Banking Relationships and Active Corridors
Continue to Decline.?*

Increased concentration creates a fragile market more susceptible to collapse, as
any disruption creates a rippling effect across a large segment of an intimately
interconnected network. Service providers in Africa depend on two or less correspondent
banks to process 75% of all their transactions.?’® The network becomes overly reliant on a
limited number of participants, which affects competition and cost. For money service
businesses, the cost to maintain regulatory and compliance programs has significantly
increased. To offset higher costs, companies impose higher fees for services.?’! In one

instance, the operational cost to transmit money increased from $9 to $60 per transaction,
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as heightened scrutiny requires additional processes and people.?’ It is more cost effective
for money service businesses to terminate services in certain corridors versus continuing

to incur the high fees imposed by their correspondent bank.?”

The termination of services has impacted remittance flows through the United
States’ financial network. In 2011, Sunrise Community Banks, which was the largest
remittance corridor between the United States and Somalia, ceased all services to Somalia
for fear of criminal prosecution under the material support legislation.?’* It took partnering
money transmitters up to a month before they could find new institutions to process their
transfers.?”> Sunrise Banks’ decision came in the midst of a famine crisis in Somalia that
would kill a quarter of a million people, half of which were children.?’® In 2014, the
Financial Action Task Force (FATF) raised the issue of de-risking.?”” The FATF

denounced the practice by financial institutions by stating:

De-risking’ should never be an excuse for a bank to avoid implementing a
risk-based approach, in line with the FATF standards. The FATF
Recommendations only require financial institutions to terminate customer
relationships, on a case-by-case basis, where the money laundering and
terrorist financing risks cannot be mitigated. This is fully in line with AML/
CFT objectives. What is not in line with the FATF standards is the
wholesale cutting loose of entire classes of customer, without taking into
account, seriously and comprehensively, their level of risk or risk mitigation
measures for individual customers within a particular sector.

The risk-based approach should be the cornerstone of an effective AML/
CFT system, and is essential to properly managing risks. The FATF expects
financial institutions to identify, assess and understand their money
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laundering and terrorist financing risks and take commensurate measures in
order to mitigate them. This does not imply a ‘zero failure’ approach.?”

Yet, shortly thereafter, Merchants Bank of California, which had taken over the volume
previously handled by Sunrise Community Banks, announced that it too would cease
services to Somalia.?”” At the time, it was handling nearly 80% of all remittance volume to
Somalia.?®" Somalia was not the only country in Africa impacted by de-risking decisions.
The flow of payments to nine banks in Kenya, seven in Angola, four in South Africa, and
numerous others throughout Madagascar, Malawi, Mozambique, Seychelles, Swaziland,

Tanzania, Zambia, and Zimbabwe were severely disrupted.?®!

In the Middle East, de-risking has adversely affected non-government
organizations (NGOs). NGOs working in different sectors, including education, public
health, and medical services throughout conflict zones in Egypt, Yemen, Syria, and Iraq
have experienced abrupt account closures, denied services, delays in wire transfers, and fee
increases.?®? Forced account closures not only impact the ability to fund the organization’s
mission, but have a rippling effect on the ability to establish new accounts at other
institutions.?®* Once accounts have been closed or services have been refused, NGOs have
reported that other institutions are more reluctant to accept the organization as a new

customer or require an exceptional amount of documentation to establish their accounts,
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which creates further delays.?** Organizations with religious affiliations to Islam, like the
Zakat Foundation and Islamic Relief USA, have been particularly impacted and found
themselves vulnerable to adverse banking decisions.?®> The humanitarian crisis in Syria
ensued on the heels of de-risking decisions in the Middle East.?®® Aid organizations found
themselves crippled and unable to mobilize, as no correspondent banking relationships
were available to fund the Syrian operations.?®” During a crisis, the procedures to apply for
licenses or waivers, or to establish new funding corridors to respond or sustain operations,

prevent the timely delivery of aid.?*®

Heightened enforcement aimed at strengthening AML programs and countering the
financing of terrorism has caused a decline in the availability of formal financial services
in Africa and the Middle East. In recent years, a significant uptick in the frequency and
size of penalties for non-compliance has caused a strain on the banking sector. As a result,
the banking sector is forced to take action to reduce its risk exposure. De-risking decisions
have had a particularly profound impact on money service businesses that transfer
remittances to poor households and sustain NGO operations abroad. The loss of access to

the formal sector drives activity to less transparent channels, like hawala.?®’
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VI. ILLEGITIMATE USES OF HAWALA

Although the United States has enacted stringent AML and terror financing
legislation, each year nearly $2 trillion is laundered across the globe; $300 billion of which
is laundered in the United States alone and $64 billion of which is generated through drug
trafficking.?®® Terrorist organizations have abused hawala networks in Africa and the
Middle East to fundraise and launder illegal earnings.?®' Case studies illustrate how terror
organizations have utilized alternative money transfer systems to adapt and circumvent the
United States’ campaign against terror financing. Despite legislative efforts, the Taliban
employed hawala to profit extensively from the international drug trade. The Islamic State
grew to be one of the world’s wealthiest terror organizations by using hawala to collect
revenue from taxation and black market sales, while al-Shabaab employed hawala to funnel
donor funds from the Somali diaspora and later to tax Somali citizens. The Taliban, Islamic
State, and al-Shabaab remain among the most active terror groups today, and are

responsible for more terrorism-related deaths and activities than any other organizations.?”?

A. THE TALIBAN

From 2009-2016, the Taliban profited considerably by using hawala (also known
as saraf in this region) to distribute opium and collect drug-trafficking revenue.?** The

FATF estimates that 50-90% of all drug money moved through value transfer systems like
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hawala.?** During this time, Afghanistan was the global leader of opiate production and
generated $61 billion worth of drugs.?> The United Nations Office on Drugs and Crime
(UNODC) estimates that the Taliban collected roughly $150 million annually in drug profit
through taxation schemes, transit tariffs, and earnings on opium cultivation, all of which
moved through hawalas.?”® Hundreds of thousands of dollars in opium-related transactions
moved through a variety of hawala networks, including Haji Khairullah Haji Sattar Money
Exchange, Rahat Limited, and Roshan Money Exchange.?”” For example, in 2005, the
UNODC estimated that hawala facilitated the laundering of approximately $800 million in
drug-related proceeds from the Helmand Province alone, and $300—$500 million from the
Herat Province.?”® In some provinces, like Badakhshan, nearly 100% of all hawala activity
was related to the opium trade, while in others, like Helmand and Kandahar, 80-90% of all
hawala transactions were either directly or indirectly related to the drug trade.?* As such,
hawala not only supported the Taliban, but it supported a global supply chain of opium

producers and traffickers.

Drug traffickers leveraged alternative money transfer systems to finance rural
opium farmers. Hawala funds from donors abroad were used to support a wide range of

production-related activities, like loans to farmers to improve their operations, purchase
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more agricultural land, or develop infrastructure, like irrigation.**® Funds were also used
for seeds and fertilizer.>°! For poor rural farmers, opium cultivation yielded significantly
higher incomes than traditional crops like wheat or rice. One hectare of opium could yield
$5,385 worth of product, in comparison to one hectare of irrigated wheat or rice, which
would only yield $282 or $947, respectively.’*> Rural farmers found opium farming
appealing as alternative money transfer systems enabled donors to invest in their

operations.

B. ISLAMIC STATE

Starting in 2014, the Islamic State leveraged local hawala networks and exchange
houses to fund operations and become one of the wealthiest terrorist groups to date.>*
After seizing the town of Mosul, the Islamic State looted the central bank system to earn
$425 million overnight and increased the organization’s fortune to an estimated half a
billion dollars.?** The Islamic State continued to profit from the governance of territory
and the sale of natural resources and cultural materials on the black market.3%> Barred from
entering the formal financial sector by international sanctions, the Islamic State utilized

local hawala networks and exchange houses to fundraise and finance operations.>*
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Taxation programs accounted for approximately 30% of all the Islamic State’s
revenue.’”” Passage and transport fees were levied on individuals crossing in and out of
Islamic State-controlled territories, to include customs charges for vehicles that earned an
estimated $140 million.**® Local businesses were taxed up to 35% a month for electricity,
water, and security services.’” Revenue generated from the control of territory was not
limited to exploiting the populace; the Islamic State also profited from the area’s natural

resources and cultural artifacts.

The black market sale of oil, petroleum-based products, and antiquities was
profitable for the Islamic State.*!° Control of the oil and natural gas industry resulted in the
production of nearly 75,000 barrels of crude oil, which generated $1.3 million per day.*!!
Prior to the Islamic State’s takeover in Syria, the oil sector generated more than $6.5 billion
or 12% of the country’s gross domestic product.’'? By occupying over a third of all
archaeological sites in Iraq, the Islamic State generated nearly $100 million a year from the
excavation and selling of cultural artifacts.?'> At the height of its operations, the Islamic

State’s self-generation of funds earned it over $1 million a day.>'*

The Islamic State leveraged hawala to collect taxes, profits, and fund operations,
while also facilitating the movement of illicit funds into exchange houses. In 2016, the
Department of the Treasury identified multiple hawala providers as having assisted the

Islamic State, including the Selselat al-Thahab Money Exchange in Iraq and the Hanifa
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Currency Exchange in Syria.’!> From 2015-2016, Selselat al-Thahab facilitated the
movement of millions of U.S. dollars to fund the Islamic State.?!'® Similarly, Hanifa
Currency Exchange owner Fawaz Muhammad Jubayr al-Rawi rose through the ranks of
the Islamic State to become a senior financier, and utilized his company to facilitate
currency exchanges and to pay Islamic State fighters.>!” Hawala exchange houses became
important components of the Islamic States’ financing scheme. Exchanges houses enabled
access to bank auctions to purchase discounted U.S. dollars, which the Islamic State would
then exchange for a profit on the black market.?'® In 2018, the Department of the Treasury
also identified hawala dealer Afaq Dubai, and in 2019, an additional seven seasoned money
launderers who moved funds for the Islamic State across Europe and Africa were

identified.?!®

C. AL-SHABAAB

Hawala played a critical role in ensuring al-Shabaab’s growth and operational
capability during the group’s formative years. In 2006, after the collapse of the Islamic
Courts Union, al-Shabaab emerged as a fundamentalist group against the Ethiopian

occupation of Somalia.*?® Sympathizers from the Somali diaspora used hawala to send
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funds to support al-Shabaab’s various campaigns.>?' Diaspora ties were so strong that Al-
Shabaab leaders would use word of mouth to share information on which alternative money
transfer system to remit funds through.3?? Eventually, financial support from the diaspora
tapered, but al-Shabaab continued its use of hawala in conjunction with taxation

programs.>3%3

Racketeering schemes have been a significant source of income for al-Shabaab. As
heavy conflict forced many Somali businesses to move abroad, hawala ensured ties to the
homeland remained. In one scheme, al-Shabaab used hawala to purchase cheap vehicles
from Somali car dealers in Dubai, and then re-sold them at a higher price to generate a
profit of $2,000 to $6,000 per car.>** Control of Kismaayo Port also proved profitable.
Trading sugar with Kenyan and Dubai-based businessmen produced an estimated annual
income of $400,000 to $800,000.3%° Similarly, al-Shabaab’s illicit charcoal trade is
estimated to have generated $15 million, conservatively, up to $50 million a year from
international buyers.*?® On the domestic front, hawala facilitated al-Shabaab’s extortion

programs.

Al-Shabaab used hawala to implement extortion programs in the areas it occupied.
In 2011, the United Nations Security Council estimated that al-Shabaab generated between

$70-$100 million a year in taxation programs, including fees levied for using airports or
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seaports and to traverse checkpoints.??” Farmers were taxed $10 for every farmable acre,
while taxes were also levied on their produce and livestock.??® Protection taxes were
imposed on other businesses, earning al-Shabaab $2.5-$5 million a month.** When
financial backing from the Somali diaspora began to dwindle, al-Shabaab turned to taxation

programs that used alternative money transfer systems to ensure its continued funding.

While financial support structures for terrorist organizations and their criminal
activities vary, one common feature of groups operating in Africa and the Middle East is
their use of hawala. Alternative money transfer systems enable terrorist organizations to
ensure funding for operations by circumventing the United States’ legislative efforts. The
ability to amass capital is especially problematic in relation to the relatively low cost to
execute a terror plot. Thus, the United States has actively pursued a strict regulatory agenda
to counter terror financing. However, these same networks also support a broader
humanitarian mission, and are used by diaspora communities and aid organizations to

support communities that have been affected by terror activity.3*°
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VII. LEGITIMATE USES OF HAWALA

Beyond facilitating the procurement of basic survival needs, hawala supports
security and development initiatives that protect women and children in crisis. During
emergencies, women and children are disproportionately victimized by desperate and
violent behaviors as households attempt to cope with extreme poverty, conflict, and natural
disasters.*}! These behaviors can cause disenrollment from school, early marriages, forced
labor, and sexual exploitation.**? Presently, women and girls account for over 70% of all
human trafficking victims; three out of four of them are specifically trafficked for sexual
purposes.®* Around the globe, over 400 million children are living in extreme poverty and
nine million child refugees have been forced to flee their homes.*** The complexities of
these humanitarian crises have changed. The average crisis now lasts over nine years, and
demands consistent and long-term proposed solutions.** Yet, with heightened budgetary

and resource constraints, relief organizations are unable to service over 40% of those in
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need.?*® That gap widens as each year progresses.>*’ Hostile environments impair the
ability for humanitarian workers to reach people in need, which results in unnecessary and
avoidable deaths caused by significant declines in operational coverage.’*® In the most
insecure and remote locations however alternative money transfer systems are what do
remain in constant operation.** Hawalas offer an opportunity to lessen the strain on the
existing aid system by being a force multiplier and facilitating critical cash transfers. The
remittances and cash programming empower women and children and protect them from

falling victim to tragedy.>*°

A. ENHANCED SECURITY FOR WOMEN AND CHILDREN

Human security and development objectives are mutually inclusive and can be

measured through achievements in education, health, poverty reduction, and gender

336 Swedish International Development Cooperation Agency, Humanitarian Outlook and Sida’s
Humanitarian Response: 2019 (Stockholm, Sweden: Swedish International Development Cooperation
Agency, 2019), 2-3, https://www.sida.se/contentassets/96b50ed5305d40f8a977fb3d4cc4764a/
humanitarian_outlook and sidas humanitarian_response 2019 -

_allocation_methodology criteria_and outcome feb. 2019 final.pdf.

337 Swedish International Development Cooperation Agency, 2-3.

338 Abby Stoddard et al., “Out of Reach: How Insecurity Prevents Humanitarian Aid from Accessing
the Neediest,” Stability: International Journal of Security and Development 6, no. 1 (March 3, 2017): 6,
https://doi.org/10.5334/sta.506.

339 Care International, Using Hawala to Conduct Cash Programming in Syria, 2.

340 The World Bank, Informal Funds Transfer Systems, 15; Action against Hunger International,
Hawala Cash Transfers for Food Assistance and Livelihood Protection—Afghanistan, 2; Graham Hall
Turbville, Josh Meservey, and James J. F. Forest, Countering the Al-Shabaab Insurgency in Somalia:
Lessons for U.S. Special Operations Forces (MacDill Air Force Base, Florida: Joint Special Operations
University, 2014), 19, https://www.researchgate.net/publication/302471478 Countering_the al-

Shabaab Insurgency in_Somalia Lessons for US Special Operations Forces; Pathak, “The Obstacles to
Regulating the Hawala,” 2048; Financial Action Task Force, Terrorist Financing in West and Central
Africa (Paris: Financial Action Task Force, 2016), 27, https://www.fatf-gafi.org/media/fatf/documents/
reports/Terrorist-Financing-West-Central-Africa.pdf; United Nations Office for the Coordination of
Humanitarian Affairs, Central African Republic: Humanitarian Response Plan, 9; Shannon Doocy, Hannah
Tappis, and Emily Lyles, Cash-Based Response Feasibility Assessment in Northern Syria (Baltimore:
Johns Hopkins School of Public Health, 2016), 17, https://www.humanitarianresponse.info/sites/
www.humanitarianresponse.info/files/documents/files/cfa_report final with annexes i-iii.pdf; Blackwell
and Stennes, Cash Transfers in Ragqa Governorate, Syria, 2; United Nations, Human Development Indices
and Indicators: 2018 Statistical Update, 2; Mercy Corps, The Cash Transfer Implementation Guide: Part
of the Cash Transfer Programming Toolkit (Portland, OR: Mercy Corps, 2017), 27,
https://www.mercycorps.org/sites/default/files/CashTransferImplementationGuide.pdf.

64



equality.®*! Since the 1990s, Africa and the Middle East have consistently trailed behind
the rest of the world in advancing security and development.®*? As depicted in Figure 5,
wide gaps can be seen between development activities within the Arab states in the Middle
East and North Africa, but they are most prominent when comparing the developed world
against Sub-Saharan Africa.’*® In 2018, the African nations of Burundi, Chad, South
Sudan, the Central African Republic, and Niger were identified as the most insecure and
underdeveloped locations in the world, while countries in Northern Africa and the Middle
East experienced the greatest declines in human progress.>** In these locations, regressions
in progress increase the susceptibility to socioeconomic vulnerabilities for women and
children.?* Hawala is part of a protection strategy to alleviate poverty because it facilitates
cash transfers in unbanked regions not serviced by the formal financial sector.>*® Hawala
empowers households to endure economic shocks without having to resort to reckless or

impulsive actions.**’
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Figure 5. The Arab States of the Middle East and North Africa, and
Sub-Saharan Africa Consistently Trail behind the Rest of the World in
Human Development. 34

348 Source: United Nations, Human Development Indices and Indicators: 2018 Statistical Update, 3,
108. In this report, the Arab states were made up of the following: Algeria, Bahrain, Djibouti, Egypt, Iraq,
Jordan, Kuwait, Lebanon, Libya, Morocco, Oman, State of Palestine, Qatar, Saudi Arabia, Somalia, Sudan,
Syrian Arab Republic, Tunisia, United Arab Emirates, and Yemen. Sub-Saharan Africa consisted of
Angola, Benin, Botswana, Burkina Faso, Burundi, Cabo Verde, Cameroon, Central African Republic,
Chad, Comoros, Congo, Democratic Republic of the Congo, Céte d’Ivoire, Equatorial Guinea, Eritrea,
Kingdom of Eswatini, Ethiopia, Gabon, Gambia, Ghana, Guinea, Guinea-Bissau, Kenya, Lesotho, Liberia,
Madagascar, Malawi, Mali, Mauritania, Mauritius, Mozambique, Namibia, Niger, Nigeria, Rwanda, Sado
Tomé and Principe, Senegal, Seychelles, Sierra Leone, South Africa, South Sudan, United Republic of
Tanzania, Togo, Uganda, Zambia, and Zimbabwe.
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Coercion tactics are a negative coping strategy for economically unstable
households searching for ways to reduce their household expenditures. In Africa and the
Middle East, child trafficking for forced labor is a prevalent practice.>* Vulnerability to
exploitation and trafficking is exacerbated by conflict and natural disasters because they
significantly strain household finances and deteriorate living conditions.**° According to
the International Labor Organisation, 20% of children in Africa and 3% in the Middle East
are engaged in child labor.*! In these regions, half of all child laborers are involved in
hazardous work that threatens their safety, physical or mental health, and moral
development.*? In Africa, forced labor is most prevalent in the western and central regions
with an average of 200,000-300,000 children trafficked each year for labor and sex
work.3*? In the Middle East, child labor is on the rise with over 1.4 million children in the
workforce in Yemen, nearly 650,000 in Egypt, and approximately 400,000 in Iraq.*** The

exploitation of children also occurs through social practices, such as forced marriages.

In the Middle East and Africa, negative coping can manifest through forced

marriages, which overwhelmingly result in unintended pregnancies.’> Nearly 84% of all
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forced marriage victims are females, 37% of whom were married as children.?>® In the
poorest countries of the world, the prevalence of child marriage is high; almost half of all
women who are currently 20-24 years of age were married before the age of 18, while 15%
of them were married before the age of 15.%>7 Africa as a whole has the highest birth rate
in the world for adolescent girls between the ages of 15-19, which averages 99 births per
every 1,000.3°8 The global average is less than half that, or 44 births for every 1,000.3%
Adolescent pregnancies present higher risks for serious neonatal conditions, low
birthweights, preterm deliveries, and stillborns, as well as the risk of death to the mother.*%°
Each year in Africa, 7.3 million children are born to girls under the age of 18, and two
million are born to girls age 15 and younger.*¢! While maternal mortality rates vary, in the
Central African Republic, a mother has a 1 in 27 chance of dying while giving birth, while

in Afghanistan, the chances are 1 in 11.3%

Meanwhile, for women attempting to avoid
childbirth, unsafe abortion practices remain the leading contributor to mortality in pregnant

women.>3®3
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In the case of forced unions, sex work, and during periods of war, rape is common
and may cause victims to seek unsafe abortions.*** In some locations, women and girls are
treated as commodities who are exchanged for dowries, social protection from local gangs
or crime syndicates, or for revenue, as with the case of forced sexual trafficking or
prostitution.*®® Unsafe abortions can be extremely traumatic. They can be self-induced by
ingesting hazardous or poisonous substances, provoked through the insertion of objects
into the uterus, or encompass unhygienic conditions or an unskilled health practitioner.3
Each year, 1.6 million women in Africa require secondary treatment because of these

unsafe practices.*®” In Africa and the Middle East, the intense shame and stigma associated

with reporting sexual violence perpetuates silence among victims.*¢®

In Africa and the Middle East, families do not ordinarily seek formal justice or
report rape to authorities because it could become a source of social outcasting, shame, or
public embarrassment.>® Instead, family members may force a woman or girl to marry
their perpetrators as part of an “amicable settlement” scheme, which often include a

financial payment or dowry to the family.>’" Resolution can elevate to the level of
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murdering sexually abused victims to restore family honor.?”! Data related to this practice,
known as honor killings, is limited as crimes generally go unrecorded or are misreported
as accidents or suicides.?”> However, the World Health Organization estimates that male
partners or family members commit 40—70% of all female murders worldwide, while the
United Nations reports that an intimate partner or family member killed 58% of the 87,000
women murdered in 2017.37* Female sex workers in particular have the highest rates of

homicide due to their exposure to violence.3”*

Negative coping strategies exercised by households to overcome poverty, conflict,
or natural disasters cause the socioeconomic vulnerabilities that exploit and abuse women
and girls. In Africa and the Middle East, communities are limited on methods to address
shocks to their economic stability. In rural and urban societies alike, households rely on
harmful strategies, like violence, forced labor, or sexual exploitation that intensify family
tensions and perpetuate desperate and violent behavior toward women and children.?”> In
areas of armed conflict, one out of three women will experience violence from an intimate

partner or family member.>’® Africa and the Middle East rank among the highest regions
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of reported abuse against women and girls.>’”” Most prominently, violence manifests
through coercion and assault.>’® As shown in Figure 6, these abuses are gateways to long-
term impacts on a female’s physical, mental, and reproductive health.>”” Economic
insecurity, poverty, and a lack of education are key drivers sustaining practices of violence

and abuse of women and children.38°
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Figure 1. Pathways and health effects on intimate partner violence
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There are multiple pathways through which intimate partner violence can lead to adverse health outcomes. This figure highlights three
key mechanizms and pathways that can explain many of these outcomes. Mental health problems and substance use might result
directly from any of the three mechanisms, which might, in turn, increase health risks. However, mental health problems and substance
use are not necessarily a precondition for subsequent health effects, and will not abways lie in the pathway to adverse health.

Figure 6. Violence Impacts a Woman’s Physical, Mental, and
Reproductive Health in an Array of Ways.*"!
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1. Cash Transfers in Education and Child Protection Outcomes

Cash transfers in the education sector aim to increase incomes so households can
overcome economic barriers to education and afford school-related expenses that then
result in increased enrollment and attendance.**? Going to school can mitigate violence that
manifests as forced labor, child marriage, or sexual exploitation.*®* Two hundred sixty-
four million children should be in primary or secondary school, but lack the means to
attend.*®* Globally, only seven refugee girls for every 10 refugee boys will go to secondary
school, while children with disabilities are almost completely excluded from accessing the
education system.>®> All these children will eventually add to the population of illiterate
adults who already make up 50% of the adult population in low development countries. ¢
For low-income households, education is simply unaffordable. The cost to send a child to
school can range from 10% up to 33% of a household’s entire income, money that could
otherwise be spent on food, shelter, or medical care.*®” Thus, economic barriers, like

poverty, are the primary reasons preventing children from attending school.**® In places

like Syria and the neighboring countries where Syrian refugees have settled, aid
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organizations have turned to hawala to facilitate cash transfers to households so they may

overcome the financial burdens of education.?®’

a. Syria

The Islamic State’s ongoing terror operations in Syria have created one of the
world’s longest ongoing humanitarian and refugee crises to date.**° Inside Syria, 12 million
people are in need of humanitarian assistance, five million of whom are children and
adolescents under the age of 18.3°! Over one million of these individuals are in remote,
hard-to-reach locations.**? Seven million Syrians have fled their homes and are now
refugees in host countries like Egypt, Jordan, Turkey, and Lebanon.?** Nearly two million
of the refugees are children, 75% of whom are not enrolled in school.*** Ten thousand
refugee children are unaccompanied or have been separated from their families, which
makes them increasingly vulnerable to exploitation.’*> As discussed earlier, within Syria
and neighboring countries, the ongoing conflict has seriously inhibited the availability of

the formal financial sector.?® The presence of hostile actors has also significantly limited
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the coverage of humanitarian aid operations in and outside of Syria.>*’ As a result, aid
organizations leverage hawala to deploy cash-transfer programs to meet the developmental

needs of Syrian children.**

Although typically not identified as a basic humanitarian provision, Syrian adults
ranked their children’s education as a high priority and essential need during a
comprehensive assessment conducted by Humanitarian Outcomes.*® Sixty percent of
Syrians reported that the loss of education was one of the most significant impacts on their
children’s daily life.**® Households indicated that attendance costs, including
transportation, uniforms, and pocket money, precluded their children from attending
school.*’! Unlike food and rent, less than 1% of Syrian households were willing to incur
an informal debt to cover their child’s schooling; instead, they elected not to enroll their
children in school.*? In many cases, children are critical wage earners who contribute to
the family’s income and cannot afford to miss work to attend school.*”®> Within Syria’s
borders, four out of five people live below the poverty line and are unable to meet their

basic food and water consumption needs.*** In host communities, 90% of refugees live in
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extreme poverty.“**® Cash transfers to Syrians inside and outside of their home country have

increased school attendance and supported broader child protection outcomes. *%°

Cash assistance from the Lebanon Cash Consortium (LCC), made up of six NGOs,
and the United Nations Children’s Fund and World Food Programme’s Min Ila initiative
provide Syrian refugees in Lebanon access to education. These programs have had a
myriad of positive child protection results, including reducing child labor and increasing
overall mental and emotional wellbeing.*”” LCC and Min Ila each reported an increase in
school enrollment by 10% for cash-transfer recipient households.**® The Min Ila program
was particularly impactful on school enrollment for children ages 5—9, which saw a 30%
increase.*” Attendance patterns also improved. Recipient households attended school 15%
more than non-recipient households through the winter months.*! Female students
reported that their participation in school lessened their workload of chores and caretaking
responsibilities at home.*!! Decreased work in the home can free up time for children to
focus and complete schoolwork. Generally, children who did not participate in the

workforce while also attending school, performed better in school.*2

The United Nations High Commissioner for Refugees’ (UNHCR) and Oxfam’s
cash transfer program for Syrian refugees in Jordan had similar education outcomes. Syrian

refugees in Jordan live in extreme poverty; 85% are unable to meet their basic needs for
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food and shelter.*'® The Jordanian government expanded free, universal education to the
220,000 Syrian refugee children in the country, while also increasing school capacity by
adding an evening shift for classes.*'# Yet, nearly a third of children are still not in school
due to the unaffordability of non-tuition expenses.*'> Households typically rely on income
from the older children to assist in covering school-related expenses.*!® In Jordan, 60% of
all Syrian boys under the age of 16 must work.*'” Beneficiaries of the UNHCR’s program
reported that cash transfers allowed their children to leave the workforce temporarily and
return to school.*!® Other households reported a reduction in the number of hours worked

by children.*!

Hawala companies operating in Syria are supporting a number of other
development and protection initiatives specifically aimed at children with disabilities. Al
Haram, for example, has nearly 50 offices within Syria that have remained operational
throughout the conflict, and have stayed connected to other hawalas, like Jordan’s Abu
Sheikha Exchange, Alawneh Exchange, Al Karak Exchange, and Musharbash
Exchange.*”® UNICEF uses Al Haram to enact bi-monthly cash transfers to support

families who have children with complex disabilities, like autism and cerebral palsy.**! In
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the war-torn country, children account for 17% of all victims injured by explosives, which
has resulted in amputations or physical impairment.*??> Although programs exist to give
these children the reading, math, and social skills to become successful adults, four out of
five children with a disability, or 84%, do not attend these programs or go to school.*?* The
lack of education and socialization can increase isolation and cause mental and behavioral

problems. *?*

The lack of access to education is impacting the psychosocial wellbeing of an entire
generation of Syrian children and will have critical implications on the success and security
of a post-war society.*?* Disruptions to the hawala networks that support these children’s
education can severely damage Syria’s future. The United Nations estimates that basic and
secondary education dropouts will devastate Syria’s post-war economy, which equates to
an economic loss of $11 billion or what was equivalent to 18% of Syria’s GDP before the
war.*?® Children in Syria have spent their formative years in abject poverty, under toxic
levels of stress, and exposed to extreme violence.*?’ Since 2011, the rate of child marriages
has increased fourfold for Syrian refugee girls.*® Children have witnessed their families
being torn apart by horrendous acts of brutality, arbitrary detention, torture, abuse, rape,

and sexual enslavement.** They live in fear and uncertainty as food and water have quickly
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depleted, and malnutrition is rampant. ** Thousands of children have been recruited as
child soldiers under the false pretense of a better life, while others have been intentionally
maimed and forced to beg on the streets.*’! These children risk developmental delays in
their social and cognitive abilities, as well as reduced brain and organ function due to
persistent stress, and are at a greater risk of developing mental and physical health
problems.*3? Children who go to school are generally happier, healthier, and more likely
to escape poverty and avert becoming victims of negative coping mechanisms.*3
Education and poverty are intergenerational. Children who are educated are more likely to
invest in their children’s schooling, which then breaks the cycle of poverty, improves their
chances of survival to adulthood, and increases their prospects of earning higher incomes

as adults.**

2. Remittances and Women’s Reproductive Health Outcomes

Hawala plays a critical role in transmitting remittances used to access healthcare
and medical services by women in Africa.**> As a whole, less than 50% of Africa’s entire
population accesses modern medical facilities.**® Out-of-pocket expenses discourage the
use of existing health systems and deter access for women in particular as they depend on

men for financial support.**” However, remittances transferred through hawala are
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empowering women to increasingly control decisions over their own health, particularly

their reproductive health.*3

a. Nigeria

Despite receiving the greatest volume of remittances in Sub-Saharan Africa,
Nigeria is home to the world’s largest population of individuals living in extreme
poverty.*** Long-term communal and tribal clashes and a nearly decade-long conflict with
Boko Haram have caused widespread violence and the displacement of nearly 200,000
people.**? Violence has become a regular feature of daily life for girls and women in
Nigeria.**! Time-honored societal and cultural practices have institutionalized gender
discrimination and widened the gap of inequity between men and women.**? However,
remittances from the Nigerian diaspora are helping to alleviate these conditions.*** While
the recorded volume of remittances totaled $25 billion in 2018, it is estimated that

Nigerians receive at least 50%—-75% more money through informal channels, like
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hawala.*** Interestingly, nearly 37% of remitters are females who make up almost half of
all Nigerians in the diaspora.**® Alternative money transfer systems transmit critical
remittances that close the inequality gap by enabling women to become educated and

increase their healthcare, which then results in positive reproductive health outcomes.

In Nigeria, remittances increase a woman’s decision-making power within her
household, a key driver in empowering her to make decisions about her own reproductive
health.**® Currently, Nigeria’s fertility rate of 5.4 is more than double the global average
of 2.49.*7 However, the fertility rate has been steadily declining by over 1% each year for
the past five years.**® In the year 2000, a woman in Nigeria could have expected to have
six live births over the course of her lifetime; by the year 2050, the United Nations
estimates that this number will be cut in half to three births.** This trend is indicative of
the rise in women’s empowerment.**° Remittances enable women in Nigeria to make their
own choices about having children, delaying childbirth, using contraceptives to prevent
unwanted pregnancies, and increasing the time between births.*! In turn, the decision-
making power increases a woman’s status within the household, which positively affects

her sense of self-worth and dignity, and preserves her mental and physical health.*? In
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Nigeria, one in four pregnancies is accidental, which will cause 500,000 women to seek
immediate secondary medical treatment after having an unsafe abortion.* As such,

Nigeria has one of the highest maternal mortality rates in the world.*>

Inadequate health and social services, food insecurity, malnutrition, and a lack of
hygiene contribute to Nigeria’s high rates of maternal mortality.*>> Nigeria accounts for
20% of all maternal deaths worldwide.*>® The lifetime risk of death during pregnancy,
childbirth, or post-partum for a woman in Nigeria remains significantly higher than the
developed world. One in 22 Nigerian women is at risk of dying, compared to the developed
world where that risk is one in 4,900.%” Education offers a way to beat these odds. Studies
indicate that as a mother’s schooling increases, so does the amount of antenatal care that

she will seek, a key component to ensure survival for both mother and child.**

Hawala facilitates cash transfers that women spend on their education.**® Education
level and family size are interconnected. In Nigeria, educated women are more likely to
have smaller families.*®® In 2012, the average family size for an uneducated woman was
seven children, while a woman with a primary or secondary school education had six

children, and a woman with a post-secondary school education had five children.**! These
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averages are consistent with surveys conducted of men and women who identified that
constraints on providing quality education to their children influenced their decisions about
the number of children they would have.*? As noted in the previous discussion about
education outcomes in Syria, education is intergenerational; children are more likely to
attend school if their parents have.*® Since 2003, changes to the African Protocol on
People’s Rights and the Rights of Women and the enactment of the Rights Act of 2003
have increased the accessibility of education for girls and women.** Since then, adult
literacy classes, distance learning programs, polytechnic schools, and colleges within
Nigeria have boosted a 40%—-60% female student body.*®> Educated women are more likely
to survive childbirth and raise healthier families.*®® However, there are other variables,
non-education related, that are contributing to the risk of death during childbirth. The
cultural practices of early marriage and female genital mutilation (FGM) are cultural
variables that contribute to Nigeria’s high maternal mortality rate.**’ It is hoped that the
same decision-making power remittances bestow on women over their reproductive health
can enable them to affect decisions about the cultural traditions that are harming and killing

their daughters.

In Nigeria, early marriages and FGM practices are widespread. They are cruel and
degrading traditions that adversely impact a woman’s dignity and self-esteem.**® Nigeria

is home to the largest population of child brides, as well as the highest volume of women
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whose genitals have been cut, disfigured, or maimed.**® Almost half of all girls will be
married by the time they reach age 18.4’° In nearly 30% of all marriages, the age difference
between the husband and wife is at least 15 years, with some brides being as young as
seven years old.*”! The age difference disempowers girls from affecting decisions about
contraceptives or birth control.*’? Early marriages are directly responsible for 23% of all
maternal deaths since children are unable to withstand childbirth.*”® Adult women
impacted by FGM face similar risk factors as girls when giving birth, including intense

hemorrhaging and injury to reproductive structures.*’*

FGM practices result in mental and physical scarring. The prevalence of FGM puts
three million girls at risk of being mutilated.*’> FGM supporters believe that this practice
preserves chastity, honor, and prepares young girls for marriage, while promoting better
hygiene.*’ However, women who have undergone FGM disapprove of the practice but are
powerless to enact any action against it.*”” FGM practices are excruciatingly painful and
humiliating and result in low self-esteem, post-traumatic stress disorder, and other mental

health problems.*’® Mutilation also causes long-term physical problems with urinary,
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vaginal, and reproductive health.*’”” FGM also increases the risk of human

immunodeficiency virus (HIV) transmission during intercourse.*%

HIV disproportionately impacts women more than men in Nigeria.*3! Women ages
1549 are two times more likely to have HIV than their male counterparts in the same age
group.*®? Meanwhile, women between the ages of 2024 are three times more likely to be
infected than men of the same age.*** Girls age 10-19 years account for 70% of all new
HIV infections and are the most likely group to die from acquired immunodeficiency
syndrome (AIDS).*** Nearly 90% of all new infection cases in children stem from
transmission from mother to child during birth.*®> Remittances support households in
obtaining the proper medication and healthcare to prevent transmission and increase the

odds of survival.*%¢

Hawala facilitates the transfer of cash that empower women to make key decisions
about their own education and reproductive health.*3” A steady decline in Nigeria’s fertility
rate is indicative of the positive movement toward closing the existing inequality gap.
Interruption of this flow of remittances can impede this progress. It is hoped that the power
of remittances in affecting reproductive health decisions will also spillover to decisions

about early marriages and FGM practices, which contribute to Nigeria’s high maternal

479 World Health Organization.

480 National Agency for the Control of AIDS, National HIV and AIDS Strategic Framework: 2017~
2021 (Nigeria: National Agency for the Control of AIDS, 2017), 2, https://www.childrenandaids.org/sites/
default/files/2017-11/NATIONAL-HIV-AND-AIDS-STRATEGIC-FRAMEWORK .pdf.

481 National Agency for the Control of AIDS, 8.

482 The Joint United Nations Programme on HIV/AIDS and Federal Ministry of Health, New Survey
Results Indicate That Nigeria Has an HIV Prevalence of 1.4% (Abuja, Nigeria: National Agency for the
Control of AIDS, 2019), 1, https://www.unaids.org/sites/default/files/20190314 PR Nigeria_en.pdf.

483 The Joint United Nations Programme on HIV/AIDS and Federal Ministry of Health, 1.
484 United Nations Children’s Fund, UNICEF Nigeria, 2.

485 United Nations Children’s Fund, 3; Jon Cohen, “Nigeria Has More HIV-Infected Babies than
Anywhere in the World. It’s a Distinction No Country Wants,” American Association for the Advancement
of Science, June 12, 2018, https://www.sciencemag.org/news/2018/06/nigeria-has-more-hiv-infected-
babies-anywhere-world-it-s-distinction-no-country-wants.

486 Ratha et al., Leveraging Migration for Africa, 68.
487 Ratha et al., 68.

85



mortality rate. These longstanding practices are detrimental to a woman’s physical and

mental health.

B. ENHANCED SECURITY OF HUMANITARIAN AID WORKERS

The use of hawala as part of an aid organization’s cash transfer programming
strategy can reduce the risk of injury and violence toward relief workers operating in
extreme conditions.**® Aid workers operate in dangerous locations saturated by armed
combatants and terrorist organizations that commit gross violations of humanitarian law.
Workers risk their own lives to support the most vulnerable populations in remote, hard-
to-reach, or besieged locations. Hard-to-reach areas are locations not regularly accessible
by humanitarian workers and may require traversing through checkpoints or negotiations
to access.*® Besieged areas are a subset of hard-to-reach locations encompassed by armed
or hostile parties that not only prevent entry by humanitarians, but also prohibit sick or
wounded civilians from leaving.**° Humanitarian diplomacy is key toward negotiating
access with parties to the conflict; however, it does not guarantee safety.*’! Around the
globe, aid workers are robbed, shot, beaten, kidnapped, and sexually assaulted.**? Since
2009, over 1,700 attacks have been launched against aid workers, resulting in over 3,000
victims that have been injured or killed.*>> The African countries of South Sudan,
Democratic Republic of Congo, and the Central African Republic, together with Syria and

Afghanistan in the Middle East, are the most dangerous locations with the highest volume
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of attacks on humanitarian workers worldwide.** Hawala can serve as a force multiplier
by decreasing the volume of personnel needed on-site at these locations, while decreasing

travel to remote sites and lessening their exposure to violence.*”

Aid workers are particularly vulnerable to attacks and ambushes while traveling
between offices and aid sites.*® In September 2016, the Syrian Air Force attacked a 31-
truck United Nations aid convoy filled with food, medicine, and supplies in route to
Aleppo, Syria.*”” The attack destroyed 17 trucks and killed 14 aid workers.*® Roads and
bridges are critical components for the delivery of goods and services, but have become
targeted by armed groups as political or strategic control points.*”® Armed combatants levy
taxes that burden aid organizations with increased costs and time to traverse through
roadway checkpoints.’* Some organizations have turned to delivering aid via air, but that
delivery mode is costly and relies on specially skilled personnel to deploy successfully.*"!

However, air delivery may assist in mitigating the hazards presented by explosive devices.

In Syria, 10.2 million people currently live in areas scattered with active ordnances.’*
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Landmines, improvised explosive devices, and other hazards along roadways and within
areas where aid workers operate maim or kill thousands of people each year.’®* Since
January 2018, landmines in Yemen have killed over 170 people and injured over 130
more.’** Terrorist groups also use explosive devices to attack aid organizations’ offices

and facilities.

Direct attacks on buildings where aid workers are present erode operational
capability and can cause physical and psychological trauma.>’> Seventy-nine percent of aid
workers have self-reported combatting mental health issues due to constant high stress.>*
Continuous occupational trauma can cause physical and emotional distress, which can then
lead to depression, post-traumatic stress disorder, and anxiety.>"’ In interviews conducted
of members of al-Shabaab, researchers identified that a primary motive for attacking aid
workers was based on their belief that workers were spies conducting intelligence and
reconnaissance missions on behalf of the enemy.’®® As such, the administrative offices
where documents and records are maintained become targets. In May 2019, the Taliban
bombed the Kabul, Afghanistan offices of CARE and Counterpart International killing nine
people and wounding 20 others; both organizations are funded in part by the United
States.® However, not all acts of violence intentionally target aid workers. Aid workers
may unintentionally fall victim to violence simply based on the chaotic environment within

which they work. In October 2015, a U.S. airstrike in Afghanistan accidently killed 10
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patients, three of whom were children, and 12 staff members at a Médecins Sans Frontiéres
(Doctors without Borders) trauma center in Kunduz.>'° In their day-to-day operations, aid
workers face a range of hazards and dangers. The integration of hawala as part of their
operations can mitigate the risk of attack, abuse, or violence by reducing the need to travel

and be physically present in remote and hard-to-reach locations.

Hawala networks operate throughout conflict zones and can be leveraged by aid
groups to distribute cash to beneficiaries.’!' By reducing their physical presence, aid
workers reduce their exposure to violence. The use of local actors as part of the response
effort is added value as they bring first-hand knowledge of crisis-affected communities.>'?
Hawaladars are trusted members of the community and have kinship, clan, or tribal
connections that bring an in-depth understanding of the delicate environment and social
structures that will impact aid operations.”'* A longstanding relationship with the

community can overcome barriers that aid organizations cannot.>'*

The use of hawala to facilitate cash transfers mitigates negative coping strategies.
These strategies impact the communities suffering in Africa and the Middle East as a result
of terrorism activity, and protect the humanitarian aid workers who operate in these same
locations. Cash intervention within the education and health sector aimed at girls and
women yield high returns, while building individual and community resiliency. The risk of
death is directly correlated to their economic status and education. A percentage gap of 40
plus exists between the risk of death for children born in the poorest countries versus those

born into the wealthiest.>'> Children born to women with no education are twice as likely

510 Médecins Sans Frontiéres, “Afghanistan: Kunduz Trauma Center Bombing,” Doctors without
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512 Austin et al., How Change Happens in the Humanitarian Sector, 33.

313 E1-Qorchi, “Hawala: How Does This Informal Funds Transfer System Work,” 32; Razavy,
“Hawala: An Underground Haven,” 285.

314 Kurtzer, Denial, Delay, Diversion, 37.

515 United Nations, Global Strategy for Women's, Children’s and Adolescents Health 2016-2030
(Italy: Every Woman Every Child, 2015), 30, https://www.who.int/life-course/partners/global-strategy/
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to die before the age of five as those born to mothers with a secondary school education.>!'®
Investments into children’s education yield an average return of nearly 10%, while
improving their mental and physical wellbeing, delaying pregnancies and early marriages,
and increasing their future earning potential.>!” For every year of secondary schooling, girls
can boost their future salary by 10%-20%.°'® Similarly, investments in healthcare improve
the quality of life and increase the chances of survival for both women and children. By
increasing access to healthcare, cash transfers can reduce unintended pregnancies from 74
million to 22 million (70%), maternal deaths from 290,000 to 96,000 (67%), and newborn
deaths from 2.9 million to 660,000 (77%).>'° For every $1 spent on healthcare programs,
a $120 return results.>?° The returns on utilizing hawala to deploy cash transfer programs
and facilitate remittances are not limited to the direct beneficiaries. Hawala can positively
impact the safety of the individuals who work within these communities, the humanitarian
aid workers. By incorporating hawala into their response strategy, aid organizations can
reduce the risk of violence that significantly hampers a group’s ability to deploy and
respond to crises. Thus, NGOs can overcome the barriers that prevent them from reaching

40% of the people in dire need of aid.
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VIII. THE TIPPING POINT

The hawala abuses identified in Chapter VI demonstrate that comprehensive efforts
to counter terror financing are necessary to preserve the integrity of the global financial
network and sever funding streams that keep terrorist organizations operational. Yet, the
need for regulation must be balanced with the service that alternative money transfer
systems provide. These services are necessary to mitigate the suffering from violence,
suppression, and exploitation, as described in Chapter VII. The financial markets in Africa
and the Middle East today are strained, or in some cases, completely unavailable.>?! The
financial industry’s attempt to reduce their risk exposure by cutting off services to these
regions signifies a tipping point. Increased regulatory efforts have adversely impacted the
very systems they attempt to protect. In the absence of a formal market, informal channels,
like hawala, become increasingly popular and necessary as a substitute.?> A potential
solution to reinstate the formal financial sector in these regions, but in a manner
competitive to hawala’s availability, accessibility, and affordability, is by deploying
mobile money platforms. This solution promotes financial inclusion by reversing the trend
of de-risking, while meeting the United States’ AML objectives to counter the financing of
terrorism (CFT). The following paragraphs discuss a path forward for financial inclusion

through mobile money platforms.

Currently, the formal financial sector in Africa and the Middle East is a
disadvantaged and poor competitor of hawala. Hawala has greater availability,
accessibility, and affordability.”®® It provides a legitimate service in the absence of
expensive formal services. It drives human development and enables households to invest

in education and health.’>* For NGOs, it enables cash transfers necessary for the survival
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and livelihood of poverty-stricken communities.>?> By leveraging mobile money solutions,
the formal sector can gain an advantage. Transformation within the formal sector will
increase the capacity to detect money laundering and terror financing schemes without
disrupting financial flows that are lifelines to communities in Africa and the Middle East.>%¢
The continued prevalence and use of hawala signals a market failure that needs to be
addressed, as it is excluding millions of people from accessing formal services and

impairing their ability to overcome poverty and endure economic shocks.>?’

Around the globe, 30% of the world’s population does not have an account at a
financial institution.’?® In contrast, worldwide, 5.15 billion people have some type of
mobile device, like a cell phone or tablet, while 3.3 billion users have a smartphone.’* Of
the 1.7 billion people without access to a formal financial institution, one billion own a
mobile phone and nearly half have access to the internet.>*® Transitioning from brick and
mortar banking to digitalized platforms can expand account ownership and usage, while
also improving the speed of transfers and reducing costs.>*' In a comparison study of the
price of traditional banking services versus mobile services, the World Bank identified that

on average, the cost to send money was 12% cheaper, the cost to receive money was 24%
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cheaper, while bill payment services were 50% cheaper when using mobile services.?*> On
average, a mobile customer could save $6.00 for using a branchless service provider.>** In
Sub-Saharan Africa, only 33% of the population has an account at a financial institution.*>*
The share of individuals with mobile money accounts has grown twice as fast as those
opening accounts at financial institutions.>* In places like Cote d’Ivoire, 64% of the
population only has a mobile money account, while 83% of those who do have a bank

account also have a mobile money account.’® Africa is leading the way in mobile money

adoption, but opportunities exist for increased adoption in the Middle East.*¥’

Mobile money platforms can be transformational in the Middle East. Despite
increases in internet and broadband services, the Middle East and North Africa regions
have the lowest number of mobile banking subscribers.>® In Yemen, for example, less than
one million deposit accounts have been opened at financial institutions, yet eight million
people have subscribed to mobile phone service.’* Overall, only 43% of the entire
population in the Middle East and North Africa has a bank account at a financial
institution.>*® Countries in the Middle East are slowly starting to adopt mobile banking
technology, with an adoption rate of 53% of the population in Saudi Arabia using mobile
money platforms, 58% in Kuwait, 44% in Qatar, and 35% in Jordan.’*! However,

smartphone adoption now surpasses that of mobile banking subscriptions and is on the rise.
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Smartphones account for over 50% of all connections, and is estimated to reach 72% by
2025.%* For the mobile money market to develop further, continued investments into
infrastructure will be necessary. Regardless of the pace of mobile banking adoption, the
spread of mobile technology has created new opportunities to serve excluded populations

better, while making strides to close the existing gender gap to financial access.’*

Mobile money platforms are enabling women to participate in the financial sector.
In Cote d’Ivoire, women and men are equally likely to have a mobile money account, while
in Kenya, women are 11 percentage points more likely than their male counterparts to have
a mobile account.>** Although it is too early to make definitive conclusions on the long-
term impacts on gender equality, the current trends in mobile account ownership in Africa
are encouraging and support increasing services to promote economic equity and the social
advancement of females.>* In places where cultural and social norms curtail interactions
between men and women, like in Muslim societies, money mobile providers have hired
female staff to increase the adoption of services by women.**® As discussed in Chapter VII,
including women in the household’s decision-making process is empowering.>*’ It
positively impacts their physical and mental health, and increases their literacy skills,
which in turn grows the skills needed to successfully use mobile technologies and access

digital payment platforms.>*® This empowerment can create a ripple effect affecting other

household decisions about the health and wellbeing of children.>*

NGOs have started piloting programs to use mobile money platforms as part of

their cash transferring strategy. The UNHCR has partnered with Airtel, a mobile money
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service provider, to provide refugee households returning to Rwanda with mobile cash
transfers.? Airtel dispatches agents to provide families with a mobile phone. It trains them
on using the phone and the digital money platform that assist them to reintegrate into
society, and provide them with the flexibility of choosing how to meet their family’s basic
needs.>! A variety of factors must be considered when deploying cash transfers through
mobile money platforms, and they might not be advantageous in all situations.’>
Considerations must be made as to network coverage, the availability of mobile devices,
and the reliability of electricity to charge devices.>>* Nonetheless, with almost 93% of all
global refugees living in areas covered by 2G networks, a mobile money-based intervention

system may be the next frontier of cash transfer programming. >

The practice of de-risking undermines AML and CFT objectives. It creates an
environment in which the formal financial sector is absent and therefore handicapped in
detecting or deterring money laundering or terror-financing schemes. Furthermore, de-
risking causes financial exclusion. Unbanked populations are forced to seek out alternative
platforms to meet their financing needs. As a result, hawala provides an essential service.
Cash transfers through hawala reduce poverty, progress the rights of women and children,
and promote survival for vulnerable populations. Balancing the needs of these communities
against the need for comprehensive AML and CFT strategies are a clear challenge.
Financial inclusion offers a way to harmonize human security and development goals with
AML and CFT objectives. The recent growth of mobile money platforms offers one
opportunity to reverse the trend of de-risking and foster financial inclusion. Financial

inclusion through mobile money solutions can overcome the current barriers that prevent
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the formal financial sector from being an adaptive competitor to hawala, to one capable of
withstanding the pressures of operating and performing within conflict zones. For this
solution to be effective, the United States must invest in capacity building, not of brick and
mortar institutions, but rather in the technologies that support the formal sector’s digital
services. In doing so, the United States will enable western institutions to adopt the features
that have made hawala successful: its availability, accessibility, and affordability without

jeopardizing the lifeline it provides.
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