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Common Abbreviations

1988 UN Drug 1988 United Nations Convention against lllicit Traffic in Narcotic Drt

Convention and Psychotropic Substances

AML Anti-Money Laundering

APG Asia/Pacific Group on Money Laundering

ARS Alternative Remittance System

BMPE Black Market Peso Exchange

CBP Customs and Border Protection

CDD Customer Due Diligence

CFATF Caribbean Financial Action Task Force

CFT Combating the Financing of Terrorism

CTR Currency Transaction Report

DEA Drug Enforcement Administration

DHS Department of Homeland Security

DHS/HSI Department of Homeland Security/Homeland Security Investigation
DNFBP Designated Noifrinancial Businesses and Professions

DOJ Department of Justice

DOS Department of State

EAG Eurasian Group to Combat Money Laundering and Terrorist Financ
EC European Commission

ECOWAS Economic Community of West African States

EO Executive Order

ESAAMLG Eastern and Southern Africa Ai¥loney Laundering Group

EU European Union

FATF Financial Action Task Force

FBI Federal Bureau of Investigation

FINCEN Depart ment of the Treasuryods F
FIU Financial Intelligence Unit

FTZ Free Trade Zone

GABAC Action Group against Money Laundering in Central Africa
GAFILAT Financial Action Task Force of Latin America
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GDP
GIABA

IBC

ILEA

IMF

INCSR

INL

IRS

IRS-CI

ISIL

KYC
MENAFATF
MER

MLAT
MONEYVAL

MOU
MSB
MVTS
NGO
NPO
OAS
OAS/CICAD
OECD
OFAC
OPDAT
OTA
PEP
SAR
STR
TBML
TTU

Gross Domesti®roduct

Inter Governmental Action Group against Money Laundering
International Business Company

International Law Enforcement Academy

International Monetary Fund

International Narcotics Control Strategy Report

Bureau ofinternational Narcotics and Law Enforcement Affairs
Internal Revenue Service

Internal Revenue Service, Criminal Investigations

Islamic State of Iraq and the Levant

Know-Your-Customer

Middle East and North Africa FinanciAktion Task Force
Mutual Evaluation Report

Mutual Legal Assistance Treaty

Committee of Experts on the Evaluation of Aktoney Laundering
Measures and the Financing of Terrorism

Memorandum of Understanding

Money ServiceBusiness

Money or Value Transfer Service

Non-Governmental Organization

Non-Profit Organization

Organization of American States

OAS InterAmerican Drug Abuse Control Commission
Organization for Economic Cooperation ddevelopment

Office of Foreign Assets Control

Office of Overseas Prosecutorial Development, Assistance and Tra

Office of Technical Assistance
Politically Exposed Person
Suspicious Activity Report
Suspicious TransactidReport
TradeBased Money Laundering

Trade Transparency Unit
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UNCAC
UNGPML
UNODC
UNSCR
UNTOC
USAID

United Nations Convention against Corruption

United Nations Global Programme against Money Laundering
United Nations Office on Drugs and Crime

United Nations Security Council Resolution

United Nations Convention against Transnational Organized Crime
United States Agency for International Development
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Definitions

419 Fraud Scheme:An advanced fee fraud s eferencestgthek nown
fraud section in Nigeriads criminal <code. Th
the Nigerian scam because of its prevalence in the couBtrgh schemes typically involve

promising the victim a significant share of ag@arsum of money, in return for a smalkpnt

payment, which the fraudster claims to require in order to cover the cost of documentation,

transfers, etc. Frequently, the sum is said to be lottery proceeds or personal/family funds being
moved out of a aantry by a victim of an oppressive government, although many types of

scenarios have been used. This scheme is perpetrated globally through email, fax, or mail.

Anti-Money Laundering/Combating the Financing of Terrorism (AML/CFT): Collective
term usedd describe the overall legal, procedural, and enforcement regime countries must
implement to fight the threats of money laundering and terrorism financing.

Bearer Share: A bearer share is an equity security that is solely owned by whoever holds the
phystal stock certificate. The company that issues the bearer shares does not register the owner
of the stock nor does it track transfers of ownership. The company issues dividends to bearer
shareholders when a physical coupon is presented.

Black Market Peso Exchange (BMPE): One of the most pernicious money laundering

schemes in the Western Hemisphere. 't is als
worth of drug proceeds a year from Col ombia a
other schemes. BMRIke methodologies are also found outside the Western Hemisphere.

There are variations on the schemes involved, but generally drug traffickers repatriate and

exchange illicit profits obtained in the United States without moving fandsss borders. In a

simple BMPE scheme, a money launderer collaborates with a merchant operating in Colombia or
Venezuela to provide him, at a discounted rate, U.S. dollars in the United States. These funds,
usually drug proceeds, are used to purchasemandise in the United States for export to the

merchant. In return, the merchant who import the goods provides the money launderer with
locatdenominated funds (pesos) in Colombia or Venezuela. The broker takes a cut and passes
along the remainder tihe responsible drug cartel.

Bulk Cash Smuggling: Bulk cash refers to the large amounts of currency notes criminals

accumulate as a result of various types of criminal activity. Smuggling, in the context of bulk
cash, refers to criminalsé subsequent attempt
country to another.

Cross-border currency reporting: Per FATF recommendation, countries should establish a
currency declaration system that applies to all incoming and outgoing physical transportation of
cash and other negotiable monetary instruments.

Counter-valuation: Often employed in settling debts between hawaladars or traders. One of
the parties oveor-undervalues a commodity or trade item such as gold, thereby transferring
value to another party and/or offsetting debt owed.
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Currency Transaction Report (CTR): Financial institutions in some jurisdictions are required

to file a CTR whenever they process a currency transaction exceeding a certain amount. In the
United States, for example, the reporting threshold is $10,000. The amount varies pe

jurisdiction. These reports include important identifying information about accountholders and
the transactions. The reports are generally

Customer Due Diligence/Know Your Customer (CDD/KYC): The first step financial
institutions must take to detect, deter, and prevent money laundering and terrorism financing,
namely, maintaining adequate knowledge and data about customers and their financial activities.

Egmont Group of FIUs: The internatioal standaresetter for FIUs. The organization was
created with the goal of serving as a center to overcome the obstacles preventibgrclerss
information sharing between FlUs.

FATF-Style Regional Body (FSRB):These bodieg which are modeled on FAT&Nd are

granted certain rights by that organizatioserve as regional centers for matters related to

AML/ CFT. Their primary purpose is to promot e
comprehensive AML/CFT regimes and implement the FATF recommemndati

Financial Action Task Force (FATF): FATF was created by the G7 leaders in 1989 in order to
address increased alarm about money | aunderin
This intergovernmental policy making body was given the manalia¢xamining money

laundering techniques and trends and setting international standards for combating money
laundering and terrorist financing.

Financial Intelligence Unit (FIU): In many countries, a central national agency responsible for
receiving, equesting, analyzing, and/or disseminating disclosures of financial information to the
competent authorities, primarily concerning suspected proceeds of crime and potential financing
of terrorism. An FIl Ubds mand a egalations The Rirakciald u p
Crimes Enforcement Network (FINCEN) is the U.S. financial intelligence unit.

Free Trade Zone (FTZ): A special commercial and/or industrial area where foreign and
domestic merchandise may be brought in without being subjec fmagment ofisual
customguties, taxes, and/or fees. Merchandise, including raw materials, components, and
finished goods, may be stored, sold, exhibited, repacked, assembled, sorted, or otherwise
manipulated prior to rexportor entry into the area afie country covered by customs. Duties

are imposed on the merchandise (or items manufactured from the merchandise) only when the
goods pass from the zone into an area of the country subject to customs. FTZs may also be
called special economic zones gngorts, dutyfree zones, or bonded warehouses.

Funnel Account An individual or businesaccountin one geographic area that receives

multiple cash deposits, often in amounts below the cash reporting threshold, and from which the
funds are withdrawn ia different geographic area with little time elapsing between the deposits
and withdrawals.

10
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Hawala: A centuriesold broker system based on trust, found throughout South Asia, the Arab
world, and parts of Africa, Europe, and the Americas. It allowsaousts and brokers (called
hawaladars) to transfer money or value without physically moving it, often in areas of the world
where banks and other formal institutions have little or no presence. It is used by many different
cultures, but under differentnans ; fAhawal ao is used often as a
discussions of terrorism financing and related issues.

Hawaladar: A broker in a hawala or hawatgpe network.

International Business Company (IBC): Firms registered in an offshore jutistion by a non

resident that are precluded from doing business with residents in the jurisdiction. Offshore

entities may facilitate hiding behind proxies and complicated business structures. IBCs are
frequently wused in t huedering.ayeringdo stage of mo

Integration: The last stage of the money laundering process. The laundered money is
introduced into the economy through methods that make it appear to be normal business activity,
to include real estate purchases, investing in the stock market, and buying autgrgohileand

other highvalue items.

Kimberly Process (KP): The Ki mberly Process was initiated
Abl oodo diamonds out of international commerc
fuel ar med c¢ on fménd pradgcing regionsf r i cads di a

Layering: This is the second stage of the money laundering process. The purpose of this stage
is to make it more difficult for law enforcement to detect or follow the trail of illegal proceeds.
Methods include converting casttormonetary instruments, wire transferring money between
bank accounts, etc.

Legal Person: A company, or other entity that has legal rights and is subject to obligations. In
the FATF Recommendations, a legal person refers to a partnership, corpasgariation, or
other established entity that can conduct business or own property, as opposed to a human being.

Mutual Evaluation (ME): All FATF and FSRB members have committed to undergoing

periodic multilateral monitoring and peer review to assessthe comp |l i ance wit h F/
recommendati ons. Mut ual evaluations are one
determining the effectiveness of a countryods

Mutual Evaluation Report (MER): At the end of the FATF/FSRB mutual evaluatfmmocess,
the assessment team issues a report that desc
effectiveness and compliance with the FATF Recommendations.

Mobile Payments or M-Payments: An umbrella term that generally refers to the growing use
of cell phones to credit, send, receive, and transfer money and virtual value.

11



INCSR 2019 Volume i Money Laundering

Natural Person: In jurisprudence, a natural person is a real human being, as opposed to a legal
person (see above). In many cases, fundamental human rights are implicitly granted only to
natural persons.

Offshore Financial Center: Usually a lowtax jurisdiction thaprovides financial and

investment services to norsident companies and individuals. Generally, companies doing
business in offshore centers are prohibited from having clients or customers who are resident in
the jurisdiction. Such centers may have isirgecrecy provisions or minimal identification
requirements.

Over-invoicing: When money launderers and those involved with value transfer;fteack

and illicit finance misrepresent goods or services on an invoice by indicating they cost more than
they are actually worth. This allows one party in the transaction to transfer money to the other
under the guise of legitimate trade.

Politically Exposed Person (PEP):A term describing someone who has been entrusted with a
prominent public function, omaindividual who is closely related to such a person.

Placement: This is the first stage of the money laundering process. lllicit money is disguised or
misrepresented, then placed into circulation through financial institutions, casinos, shops, and
othe businesses, both local and abroad. A variety of methods can be used for this purpose,
including currency smuggling, bank transactions, currency exchanges, securities purchases,
structuring transactions, and blending illicit with licit funds.

Shell Conrpany: An incorporated company with no significant operations, established for the

sole purpose of holding or transferring funds, often for money laundering purposes. As the name
implies, shell companies have only a name, address, and bank accountsnolesy launderers

often attempt to make them look more like real businesses by maintaining fake financial records
and other elements. Shell companies are often incorporated as IBCs.

Smurfing/Structuring: A money laundering technique that involvestspg a large bank
deposit into smaller deposits to evade financial transparency reporting requirements.

Suspicious Transaction Report/Suspicious Activity Report (STR/SAR)if a financial

institution suspects or has reasonable grounds to suspectettiandis involved in a given
transaction derive from criminal or terrorist activity, it is obligated to file a report with its
national FIU containing key information about the transaction. In the United States, SAR is the
most common term for such a repahough STR is used in most other jurisdictions.

Tipping Off: Thedisclosure of the reporting of suspicious or unusual activity to an individual
who is the subject of such a report, or to a third paftye FATF Recommendations call for
such araction to be criminalized.

Trade-Based Money Laundering (TBML): The process of disguising the proceeds of crime
and moving value via trade transactions in an attempt to legitimize their illicit origin.

12
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Trade Transparency Unit (TTU): TTUs examine tradbetween countries by comparing, for
example, the export records from Country A and the corresponding import records from Country
B. Allowing for some recognized variables, the data should match. Any wide discrepancies
could be indicative of trade frayahcluding TBML), corruption, or the back door to

underground remittance systems and informal value transfer systems, such as hawala.

Under-invoicing: When money launderers and those involved with value transfer, trade fraud,
and illicit finance misreprgent goods or services on an invoice by indicating they cost less than
they are actually worth. This allows the traders to settle debts between each other in the form of
goods or services.

Unexplained Wealth Order (UWO): A type ofcourt order to compelomeone to reveal the
sources of theiunexplained wealth. UWOs require the owner of an asset to explain how he or
she was able to afford that assBersons who fail to provide a response may have assets seized
or may be subject to other sanctions.

UNSCR 1267: UN Security Council Resolution 1267 and subsequent resolutions require all
member states to take specific measures against individuals and entities associated with the
TalibbanandaRa i d a . The A1267 Committ endididualsandnt ai ns
entities, and countries are encouraged to submit potential names to the committee for

designation.

UNSCR 1373: UN Security Council Resolution 1373 requires states to freeze without delay the
assets of individuals and entities associateat amy global terrorist organization. This is

significant because it goes beyond the scope of Resolution 1267 and requires member states to
impose sanctions against all terrorist entities.

Virtual Currency: Virtual currency is an internddased form o€urrency or medium of

exchange, distinct from physical currencies or forms of value such as banknotes, coins, and gold.
It is electronically created and stored. Some forms are encrypted. They allow for instantaneous
transactions and borderless transfeownership. Virtual currencies generally can be purchased,
traded, and exchanged among user groups and can be used to buy physical goods and services,
but can also be limited or restricted to certain online communities, such as a given social network
orinternet game. Virtual currencies are purchased directly or indirectly with genuine money at a
given exchange rate and can generally be remotely redeemed for genuine monetary credit or
cash. According to the U.S. Department of Treasury, virtual cur@merates like traditional
currency, but does not have all the same attributes; i.e., it does not have legal tender status.

Zakat: One of the five pillars of I slam, transl at
percentage of o mig.0Gtenrampaes o sithirggakatis intended to help

poor and deprived Muslims. The Muslim community is obligated to both cabdettand

distribute it fairly.

13
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Legislative Basis and Methodology for the INCSR

The 2019 volume oMoneyLaunderingis a legislativelymandated section of the annual
International Narcotics Control Strategy Report (INCSR), in accordance with section 489 of the
Foreign Assistance Act of 1961,'as amended ('t

The FAA requires the &te Department to produce a report on the extent to which each country

or entity that received assistance under chapter 8 of Part | of the Foreign Assistance Act in the
past two fiscal years has fimet the 9gAgaihss and
'l 1icit Traffic in Narcotic Drugs and Psychot
(FAA 8 489(a)(1)(A)).

In addition to identifying countries in relation to illicit narcotics, the INCSR is mandated to
identify fAmajor nrhaney ol g FnMdde rAidBP (a@aguy 3) ( C) ) .
to report findings on each countryods-reltddopti on
money laundering (FAA 8489(a)(7)(C)). This volume is the section of the INCSR that reports

on moneyaundering and country efforts to address it.

The statute defines a fAmajor money |l aundering
engage in currency transactions involving significant amounts of proceeds from international
narcotics traff i c KhedegeimingtiénAsAleriedtbm thd listoficquities .
included in INCSR Volume | (which focuses on narcotics) and other countries proposed by U.S.
government experts based on indicia of significant ael@ted money laundering activities.

Given money laundering activity trendbgtactivities of noffinancial businesses and

professions or other value transfer systems are given due consideration.

Inclusion in Volume Il is not an indication that a jurisdiction is not making strong efforts to

combat money laundering or that it e fully met relevant international standards. The

| NCSR is not a fAiblack Ilisto of jurisdictions,
Department of State regularly reaches out to counterparts to request updates on money

laundering and ML efforts, and it welcomes information.

The following countries/jurisdictions have been identified this year:
Major Money Laundering Jurisdictions in 2018:

Afghanistan, Albania, Algeria, Antigua and Barbuda, Argentina, Armenia, Aruba, Azerbaijan,
Bahanas, Barbados, Belgium, Belize, Benin, Bolivia, Bosnia and Herzegovina, Brazil, British
Virgin Islands, Burma, Cabo Verde, Canada, Cayman Islands, China, Colombia, Costa Rica,
Cuba, Curacao, Cyprus, Dominica, Dominican Republic, Ecuador, El Salvador, & étigha,
Guatemala, Guyana, Haiti, Honduras, Hong Kong, India, Indonesia, Iran, Italy, Jamaica,
Kazakhstan, Kenya, Laos, Liberia, Macau, Malaysia, Mexico, Morocco, Mozambique,

! This 2019 report on Money Laundering is based upon the contributions of numerous U.S. government agencies and international sources. Specifically, the U.S. Treasury

De p ar t ro#ice bfdlarorist Financing and Financial Crimes, Financial Crimes Enforcement Network, Internal Revenue Service, Office of the Comptroller of the Currency,

and Office of Technical Assistance;De par t ment of Ho menlgatiord arsl EustomsiEbnfgraireent and Customs and Border Protection; Department of Justiceb
Money Laundering and Asset Recovery Section, National Security Division, Office of International Affairs, Drug Enforcement Administration, Federal Bureau of Investigation,

and Office for Overseas Prosecutorial Development, Assistance, and Training. Also providing information on training and technical assistance is the independent Board of

Governors of the Federal Reserve System.
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Netherlands, Nicaragua, Nigeria, Pakistan, Panama, Paraguay, Peru, PhilRpases, St. Kitts
and Nevis, St. Lucia, St. Vincent and the Grenadines, Senegal, Serbia, Sint Maarten, Spain,
Suriname, Tajikistan, Tanzania, Thailand, Trinidad and Tobago, Turkey, Ukraine, United Arab
Emirates, United Kingdom, United States, Uzbekistémezuela, and Vietnam.

15
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Overview

Money laundering, both at the country and multilateral levels, remains a significant crime issue
despite robust, multifaceted efforts to address it. While arriving at a precise figure for the
amount of criminal proceeds laundered is impossible, someesthygirelevant international
organizations estimate it may constitut® percent of global GDP. It is a seemingly ubiquitous
criminal phenomenon: money laundering facilitates many other crimes and has become an
indispensable tool of drug traffickersabhsnational criminal organizations, and terrorist groups
around the world. Its nefarious impact is considerable: it contributes to the breakdown of the
rule of law, corruption of public officials, and destabilization of economies, and it threatens
political stability, democracy, and free markets around the globe.

For these reasons, the development and implementation of effective AML regimes consistent
with international standards and the ability to meet evolving challenges is clearly vital to the
maintnance of solvent, secure, and reliable financial, commercial, and trade systems. Reducing
money | aunderingds threat to U.S. interests i
National Security Strategy and the 2017 Executive Order 13778¢diing Federal Law with

Respect to Transnational Criminal Organizations and Preventing International Trafficking. To
that endthe United States, a founding member of FATF, has worked within the organization,

and with partner countries and FAEBEyle regonal bodies, to promote compliance with the 49
Recommendations. It has also supported, through technical assistance and other means, the
development and implementation of robust natideaél AML regimes in jurisdictions around

the world.

The 2019 edition of the Congressionaiiyandatednternational Narcotics Control Strategy

Report, Volume II: Money Launderirigcuses on the exposure to this thiieat the specific

context of narcoticselated money launderirigof jurisdictions aroundhie world. As with past

reports, it provides a review of the AML legal and institutional infrastructure of each jurisdiction,
highlights the most significant steps each has taken to improve its AML regime, describes key
vulnerabilities, and identifeseaghur i sdi ct i onds capacity to shar
international i nvestigations. The report als
of AML -related technical assistance.

This year 6s report hidgnithHe FATR Resomtdndationstrdmain i ssues
among the key challenges in this field. In view of the experience of jurisdictions included in the

2019 report, identification and reporting of suspicious transactions, identification of the true
beneficial owners ofelgal entities and transactions, and frameworks and practices for

international cooperation on money laundering investigations and prosecutions remain as

germane today as when the FATF was created.

As new technologies come into use, various crimes, dittgdumoney laundering, continue to
evolve and pose new challenges for societies, governments, and law enforcement. New
technologies create opportunities for exploitation by criminals and terrorists. For example, in
Africa, South Asia, and some other aof the world, use of mobile telephony to send and
receive money or credit has outstripped owning a bank account. The rapid growth of global
mobile payments (rpayments) and virtual currencies demands particular attention in the AML

16
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sphere. The risk th&riminal and terrorist organizations will-@pt mpayment services is real,
particularly as the services can manifest less than optimal financial transparency. Similarly,
virtual currencies are growing in popularity and expanding their reach. Fopkxdmy MSBs

are exploring how to incorporate virtual or crypto currency (blockchain platform) payments to
expedite remittances to locations around the waRdgulators and law enforcement are
beginning, in some jurisdictions, to respond to the usedf anonymous-payment
methodologies, but their rapid development poses challenges on the policy, legal, and
enforcement levels. Mexico and China have added virtual currency platforms and dealers as
covered entities for AML supervision purposes, whilgi@an Islands is among the jurisdictions
taking action to develop legislation to address their use, and the British Virgin Islands issued a
public advisory regarding the risk of investing in virtual currencies. Although virtual currencies
are currently ikgal in India, the government is exploring a regulatory regime for their use.

Corruption is both a significant gyroduct and a facilitating crime of the international drug trade

and transnational organized crime. While corruption risks occur in anyrgptire risks are

particularly high in countries where political will may be weak, institutions ineffective, or the
countrydés AML infrastructure deficient. Enco
several governments are taking to moreatitely address corruption and its links to money

laundering. As with money laundering, while legislative and institutional reforms are an

important foundation, robust and consistent enforcement is also key, though often lacking.

Jamaica, Senegal, Serpgand Uzbekistan all enacted legislation to address corruption and/or

PEPs. Sint Maarten charged a member of parliament with bribery, tax evasion, and money
laundering. Argentina and Ecuador continue to investigate and prosecute corruption cases.

Malays a6s new government has taken action to pr
officials, including a former prime minister, who allegedly were involved in misappropriations

from the stateowned development fund.

The transparency of beneficial owngsremains a central focus for AML, arising in the

discussions of multilateral fora such as FATF as well as in coverage of some recdatéligh

corruption allegations. Shell companies are used by drug traffickers, organized criminal
organizations,coupt of fi cials, and some regimes- to | au
the shelfo | BCs, purchased via the internet,
through which nominee directors from a different country may effectively provieyamity to

the true beneficial owners. While the 2019 Report reflects that beneficial ownership

transparency remains a vulnerability in many jurisdictions, the report also highlights significant

steps taken by various jurisdictions on the issue. Cypsu®d circulars to banking, credit,

payment, and virtual money institutions advising them to be extra vigilant against shell

companies and to avoid doing business with them. To increase the transparency of company
ownership, Peru enacted legislation tonagte the disclosure of beneficial ownership. Cyprus

and Serbia have new laws addressing centralized records of beneficial owners. Additionally, in

an effort to increase transparency, increasing numbers of jurisdictions, such as Argentina and
Curacao, a& concluding tax information sharing agreements. Others, such as Pakistan, Panama,
and Russia are beginning to sh3Multdatefai nanci al i
Competent Authority Agreement. Here in the United States, on May 11, 2018, a rsuwryre
Department rule on beneficial ownership went into effect, requiring covered entities to identify

and verify the identities of beneficial owners of legal entities.

17
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The year 2018 saw increasing scrutiny at the international level of economic tifizens

programs, which are also vulnerable to money laundering activity and must be closely monitored
and regulated to prevent their abuse by criminals. U.S. law enforcement remains highly
concerned about the expansion of these programs due to tHieeeisavel and ability to open

bank accounts accorded to participating individuals; other vulnerabilities, as well as good

practices in countermeasures, have been analyzed in the various 2018 studies and publications on
the issue. While Turkey eased its regments for economic citizenship, St. Kitts and Nevis

now uses a regional central clearing house under the auspices of the Caribbean Community to
properly vet candidates. Antigua and Barbuda and St. Lucia have established their own vetting
units.

Although new technologies are gaining popularity, money launderers continue to use offshore
centers, FTZs, and gaming enterprises to launder illicit funds. These sectors can offer
convenience and, often, anonymity to those wishing to hide or launder the roteadcotics
trafficking and other serious crimes. While the appeal of these institutions translates into their
continued appearance across many of the jurisdictions that appear in the 2019 INCSR, many
jurisdictions are taking measures to reduce vulbtias. In recent year$)ominica revoked

the licenses of eight offshore bankdacau is taking a more stringent approach toward the
licensing and supervision of gaming junket promoters. Bahamian gaming authorities can
observe operations, includingcaeint transactions, in real time from remote locations. In its
second criminal prosecution involving money laundering charges, Vietnam prosecuted over 90
defendants associated with a prohibited online gaming enterprise.

To help address these issues,4&, the United States continued to mobilize government

experts from relevant agencies to deliver a range of training programs, mentoring, and other
capacity building support. U.S. government agencies also, in many cases, provided financial
support to othr entities to engage in complementary capduityding activities, leveraging

t hose organizations© uni gsupportedefodsrbuild camacitata d r e a
fight not only money laundering but also other crimes facilitated by monegidaing, including
narcotics trafficking, in partner jurisdictions. Depending on the jurisdiction, supervisory, law
enforcement, prosecutorial, customs, FIU personnel, and private sector entities benefitted from
the U.S:supported programs. As the 201908R reflects, these efforts are resulting in an

increase in investigations, prosecutions, and convictions, more robust institutions, and stronger
compliance with international standards, in addition to raising awareness of cutting edge,
emerging issues, sh as abuse of new technologies, and sharing good practices to address them.

Looking ahead, FATF6s recent focus on the ide
human trafficking networks and terrorist financing and recruiting efforts wdlyikead

members of FATF and the FATF stylegional bodies to emphasize their endeavors in these

areas. FATF notes the continued use of bulk cash smuggling and MVTS transactions in these
areas, while crowdfunding is a new source of funding for smadiristrcells or lone wolves.

While the 2019 INCSR reflects the continued vulnerability to narcotics traffialdlaged money

laundering around the world, including in the United States, it also demonstrates the seriousness
with which many jurisdictionare tackling the issue and the significant efforts many have
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undertaken. Though the impact of the aforementioned efforts manifests through increased
enforcement, there is much more to be done in that réghelgap between de jure progress
and implemetation and enforcement in some jurisdictions is one of the most concerning
observations of the report. The Department of State, working with our U.S. and international
partners, will continue to support foreign assistance activities, diplomatic engagante@w
enforcement partnerships to promote compliance with international norms and strengthen
capacity to combat money laundering, drug trafficking, and transnational organized crime.
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Training Activities

During 2018, U.S. law enforcement and regaty agencies provided training and technical
assistance on money laundering countermeasures, financial investigatidmslated issu¢s

their counterparts around the globe. The programs provided the necessary tools to recognize,
investigate, and pisecute money laundering, financial crimes, terrorist financing, and related
criminal activity. U.S. agenciesipported courses the United States as well as in the
jurisdictions of the prograreneficiaries. Depending on circumstand$s. agencieprovided
instruction directly or through other agencies or implementing parunaitaterally or in
collaboration with foreign counterpartnd with either a bilateral recipient or in

multijurisdictional training exercisesThe following is arepresentative, but not necessarily
exhaustive, overview of the capacity building provided and organized by sponsoring agencies.

Board of Governors of the Federal Reserve System (FRB)

The FRB conducts a Bank Secrecy Act (BSA) and OFAC compliance progviaw as part of

its regular safetandsoundness examination. These examinations are an important component

in the United Statesodo efforts to detect and d

FRB monitors its supervised financial instituth s 6 conduct for BSA and OF
Internationally, during 2018, the FRB conducted training and provided technical assistance to

banking supervisors on AML topics during four seminars: one in Sao Paulo, Brazil; one in

Cairo, Egypt; one in WashingtpD.C.; and one in Abuja, Nigeria. Countries participating in

these FRB initiatives were Armeni a, Brazil, C

Kenya, Korea, Lebanon, Lesotho, Liechtenstein, Mexico, Mongolia, Nigeria, Pakistan,

Singapore, Sri Laka, Sudan, Uganda, and Zimbabwe.
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Department of Homeland Security

Customs and Border Patrol (CBP)

The Trade and Cargo Academy provided two hours of money laundering training to 69 graduates
of Basic Import Specialist Training in calendar year@01

At the Border Patrol Academy, the Office of Chief Counsel taught &noneblock on currency
and monetary instrument reporting violations and unlicensed money transmitters.

CBP conducted a bulk cash smuggling program in Peru in December 2018.

Immigration and Customs Enforcement (ICE)

U.S. Immigration and Customs Enforcement

In Fiscal Year 2018, the ICE Homeland Security Investigations lllicit Finance and Proceeds of
Crime Unit (IFPCU) conducted AML trainings focused on typologies, methodologies, and
approaches to combat illicit finance. IFPCU provided technical trainingesentations to
representatives from the following foreign law enforcement partners: Canada, Colombia,

France, Germany, South Korea, Europol, INTERPOL, the World Customs Organization, the

Five Eyes Law Enforcement Group, and the FATF. In an effortgpatithe anticorruption

efforts of the Government of Ecuador, in December 2018, ICE provided anticorruption training

to members of the Ecuadorian National Police,
Customs Service.

Trade Transparency Units(TTU)

The TTU, housed within the ICE National Targeting Center, provides critical exchange of trade
data with numerous countries. The TTU has information sharing agreements with 14 countries
to facilitate the identification of transnational criminal orgations utilizing TBML schemes to
repatriate proceeds generated from multiple illegal activities, including drug and human
smuggling, customs fraud, and intellectual property rights violations. The TTU methodology,
which provides U.S. law enforcement anternational partners with subject matter expertise,
training, and investigative tools to combat TBML and tipadty money launderers, is
internationally recognized as a best practice to address TBML.

ICE continues to expand the network of operatidiidJs, which now includes Argentina,
Australia, Brazil, Chile, Colombia, Dominican Republic, Ecuador, France, Guatevie}a0,
Panama, Paraguayeru,Philippines, UK, and Uruguay. The U.S. TTU is actively engaged with
several countries in Asia and Sbeast Asia regarding MOU discussions to establish a TTU.
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Department of Justice

Drug Enforcement Administration (DEA)

The Office of Global Enforcement, Financial Investigations Section (OGPEAtHeadquarters
servesaPEAOGs | ead bogRPEAOS ebbDodi saacross domest.i
with respect to the targeting of the financial aspects of drug trafficking organizations

(DTO). OGF works in conjunction with DEAeld offices, foreign counterparts, and the

interagency community tprovide guidance and to support a variety of investigative tools, as

well as to provide oversight ddEAG6s wunder cover f OGFdacildateal i nvest
cooperation between countries, resulting in the identification and prosecution of money

laundemg organizations operating on behalf of DTOs, as well as the seizure of assets and denial

of revenue around the world@GF regularly briefs and educates United States government

officials and diplomats, foreign government officials, and military anddaf@ercement

counterparts regarding the latest trends in money laundering, narcoterrorism financing,

international banking, offshore corporations, international wire transfer of funds, and financial
investigative tools.

In conjunction with thdEA Office of International Training, OGF conducts training

for DEA field offices, as well as foreign counterparts, in order to share strategic ideas and
promote effective techniques in financial investigatioDsiring 2018, OGF participated in and

led a number of wrkshops and strategy sessions focused on money laundering trends,
engagement with financial institutions, guidance and overview on undercover money laundering
operations, virtual currencgnd investigative case coordination.

DEA has prioritized a finanal component in its investigations and has made this component a
key element of Priority Target Operations, the Domestic Cartel Initiative, and Organized Crime
Drug Enforcement Task Force investigatioM¥A has dedicated financial investigative teams
aaoss its domestic offices as well as forelgasedDEA teams in Mexico, Peru, and Colombia
that have conducted local training prograrfer example, in 2018, DEA offered a eday

money laundering course for Ecuadorian National Police officers/commapdesscutors, and
personnel from the FIU.

Federal Bureau of Investigation (FBI)

The Federal Bureau of Investigation (FBI) provides training and/or technical assistance to

national law enforcement personnel globally. Training and technical assistagcaens

enhance host country |l aw enforcementrglatked capaci
money laundering crimes. The FBI has provided workshops introducingevighmoney

laundering techniques used by criminal and terrorist organizatiome training may focus on

topics such as a foundational understanding of drug trafficking investigative and analytical

techniques and tactics, money laundering and public corruption, or terrorism financing crimes

and their relationship to drug traffickirag a support for terrorism activities.
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Office of Overseas Prosecutorial Development, Assistance
and Training (OPDAT)

With funding from INL, OPDAT provided training and mentoring to counterparts throughout the
world to combat money laundering consistent with international standards and in furtherance of
U.S. national security.

Africa

OPDAT Ghana, in coordination withe FBI, provided regular money laundering and asset
forfeiture training and mentoring to investigators and prosecutors. This engagement led to
investigations and prosecutions of cases with U.S. victims, including a successful extradition to
the United Stes of the perpetrators in a major fraud case. OPDAT, in coordination with DHS,
assisted The Gambia regarding financial investigations, including money laundering, to retrieve
money illicitly laundered by former President Yahya Jammeh, who fled thergonmi2017 after

22 years in power.

Asia and the Pacific

OPDAT conducted AML training programs in Bangladesh, Indonesia, Malaysia, Nepal, and
Timor-Leste. OPDAT Philippines supported the continuing rollout of its 2012 Amendment to
the AntiMoney Laundeng Act by conducting four AML programsOPDAT Burma conducted
an AML workshop as part of its nationwide Transnational Crime Program.

Europe

Through regional and bilateral workshops, OPDAT developed the forensic accounting skills of
police and prosecuts throughout the Western Balkans, including Albania, Bosnia and
Herzegovina, Kosovo, Macedonia, Montenegro, and Serbia. Additionally, OPDAT provided
skills development training to prosecutors, investigators, and FIU officials in Romania and
Latvia on neworth analysis and international legal cooperation in financial investigations.

Western Hemisphere

OPDAT Mexico continued to build Mexicobs capa
assets for forfeiture through specialized programs as well asd¢achdvice on active money

laundering and asset forfeiture matters. OPDAT Honduras helped counterparts develop and
implement an AML regime compliant with international standards. OPDAT Guatemala

provided regular money laundering and asset forfeituistanse and mentoring to prosecutors.

In El Salvador, OPDAT provided technical assistance to money laundering and asset forfeiture
unitsaswellascadeased mentoring to investigators and
Studies Institute, based in PueRo, offered the second iteration of the Special Course on

Asset Forfeiture attended by judges from Colombia, Costa Rica, Dominican Republic, El

Salvador, Guatemala, Honduras, Mexico, Panama, and Peru.
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Department of State

The DOS6 I NL strengthens criminal justice sys
world. Through its international programs, as well as in coordination with other DOS bureaus,

U.S. government agencies, and multilateral organizations, INL addeebsead range of law

enforcement and criminal justice areas.

INL training programs focus on both bilateral and multilateral efforts. INL and its partners
design programs and provide training and technical assistance to countries that demonstrate the
political will to develop viable AML regimes. INL funds many bgtregional training and

technical assistance programs offered by U.S. law enforcement agencies, including those
provided at the INkmanaged International Law Enforcement Academies.

Examples of INL sponsored programs include:

Afghanistan: An Afghan déegation participated in an information exchange tour with Sri

Lankan counterparts in Colombo to build Afghan and Sri Lankan capacity in financial
investigations of corruption, narcotrafficking, and terrorism. The Afghan delegation included
seniorlevelr osecut ors from the Attorney General 6s C
threeday, INL-funded event facilitated a series of exdektel conversations about comparative
issues in AML/CFT enforcement. The information exchange involved fundamentatedchn
discussions that could result in productive changes in each country. Examples include improved
prosecutorial coordination, enhanced investigative techniques, and increased use/protection of
FIU products. The operational and theoretical themes raiséeé workshop were

comprehensive and underscored the complex issues each country faces. INL and DOJ are
assisting the AGO and FIU to continue building their capacities to address these issues within the
Afghan system.

Eastern Caribbean The Saint Vieent and the Grenadines High Court granted a recovery order
forfeiting approximately U.S. $33,000 ($100,000 Eastern Caribbean dollars) in a fraud and
money laundering case. The recovery order is the first granted in the Eastern Caribbean under
the Proceeslof Crime Act (POCA), and sets the stage for further civil recovery actions against
assets belonging to serious organized criminals. This order is the culmination of more than six
years of INL-assisted reform, technical assistance, and training effotte iEastern Caribbean

|l ed by I NL6bs Caribbean Financial Crimes Advi s
the POCA; helped establish a Civil Asset Recovery Division (CARD) within the St. Vincent and
the Grenadines FIU; provided training for @stigators, attorneys, and the judiciary; and

mentored the CARD throughout this case. As mandated by the POCA, the government will use
recovered funds to support criminal justice agencies in Saint Vincent and the Grenadines.

Honduras: INL Tax Crimes Advisors deliver regular workshops on best practices for money
laundering and terrorist financing investigations, in coordination with the Tax Administration
Service’s Interagency Commission for the Prevention of Money Laundering andisterr
Financing (SARCIPLAFT). Some of the topics include: International Perspective of AML
Systems; PEPs; Money Laundering Typologies, Investigations, and Sanctions; Tax Liens on
Seized Assets; and SAR Requirements. The training sessions includeaprade scenarios
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and group discussions to reinforce the importance of financial and money laundering
investigations. A total of 60 Tax Administration Service officials (tax specialists, attorneys,
appeals specialists, and the General Secretary) patedipn the training in 2018.

Kazakhstan: A pool of certified financial investigations instructors regularly deliver training
programs to law enforcement and state officials through thefiiNded National Financial
Investigations and Asset Recovery gham.

Laos. The U.S. Embassy in Laos and international partners have ongoing projects aimed at
enhancing Laosdé ability to prosecute money | a
enforcement officials.

Latvia: INL and DOJ have partnered to gapt Latvian government efforts to reform its

AML/CFT regime with a focus on enforcement efforts. In 2018, DOJ conducted two workshops
for the Prosecutor General s Office, FI' U, jud
prosecuting and investigah complex financial crimes.

Mexico: Under the North American Drug Dialogue, INL supported FBI training on money

laundering threats from the Dark Web and virtual currencies presented to the Mexican Attorney
General 6s Offi ce ( PGRmnd.assetforféiture doairgeewhmhpitdadnchedh A ML
in 2018. Trainees included members of PGR, the Mexican Tax Administration Service, the

National Commission for the Retirement Savings System, and the Mexican Navy.

Serbia. The U.S. Embassy in Serbia prowddeaining and workshops to prosecutors and law
enforcement officials that supported the significantly increased number of convictions in 2018.
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Department of the Treasury

Internal Revenue Service, Criminal Investigations (IRS-CI)

The IRSCI provides training and technical assistance to international law enforcement officers
in detecting and investigating financial crimes related to taxes, money laundering, terrorist
financing, and public corruption. With funding provided by th& WDOS, DOJ, and other

sources, IRECI delivers training through agency and multiagency technical assistance programs.

IRS-CI participates in training at the INfunded ILEAS located in Bangkok, Thailand;

Budapest, Hungary; Gaborone, Botswana; Accran&hand San Salvador, El Salvador.

Programs include Financial Investigative Techniques training, Financial Investigations for Public
Corruption, and support for the Law Enforcement Leadership Development courses.

Office of the Comptroller of the Currency (OCC)

The U.S. Department of Treasuryds OCC charter
and federal savings associations in the U.S.
operate in a safe and sound manner and comply with alldadsegulations, including the Bank
Secrecy Act, as well as consumer protection laws and implementing regulations. The OCC
sponsored several initiatives to provide AML/CFT training to foreign banking supervisors.

These initiatives include its annual AMLFT School, which is designed specifically for foreign
banking supervisors to increase their knowledge of money laundering and terrorism financing
typologies and improve their ability to examine and enforce compliance with national laws. The
2018 AML Schml was attended by foreign supervisors from Afghanistan, Aruba, Canada,

Eastern Caribbean, Hong Kong, India, Israel, Latvia, Malaysia, Netherlands, Philippines, South
Africa, and South Korea. In addition, the OCC sponsored an AML/CFT school for the

Assocation of Supervisors of the Americas in the Bahamas attended by foreign supervisors from
Aruba, Bahamas, Barbados, Costa Rica, Curacao, El Salvador, Guatemala, Panama, Suriname,
Trinidad and Tobago, Turks and Caicos, and Uruguay.

OCC officials met witlrepresentatives from foreign law enforcement authorities, FIUs, and

AML/ CFT supervisory agencies to discbesed t he U
approach to AML/CFT supervision, examination techniques and procedures, and enforcement
actons.Addi tionally, OCC officials, through the L
support and direct outreach to one country to

Office of Technical Assistance (OTA)

Each of OT AibReveriue Robcyrd Adanimistration, Budget and Financial
Accountability, Government Debt and Infrastructure Finance, Banking and Financial Services,
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and Economic Crimek focuses on patrticular areas to establish strong financial sectors and

sound public financial managenten developing and transition countries. OTA works sigle

side with counterparts through mentoring anetfesjob training, accomplished through-co

|l ocation at a relevant government agency. oT
from theU.S. Congress as well as transfers from other U.S. agencies, notably the DOS and

USAID.

The OTA Economic Crimes Team (ECT) provides technical assistance to help foreign
governments develop and implement internationally compliant AML/CFT regimes. In this
context, the ECT also addresses underlying predicate crimes, including corruption and organized
crime. ECT engagements are predicated on express requests from foreign government
counterparts and the results of an onsite assessment by ECT managemérntomngiders the
willingness of the counterparts to engage in an active partnership with the ECT to address
recognized deficiencies.

An ECT engagement, tailored to the specific conditions of the jurisdiction, may involve
placement of a resident advisamd/or utilization of intermittent advisors under the coordination
of a team lead. The scope of ECT technical assistance is broad and can include awareness
raising aimed at a range of AML/CFT stakeholders; improvements to an AML/CFT legal
framework, suclas legislation, regulations, and formal guidance; and improvement of the
technical competence of stakeholders. The range-tiejpb and classroom training provided

by ECT is equally broad and includes, among other topics, supervisory techniquesvimtrel
regulatory areas; analytic and financial investigative techniques:loooder currency

movement and TBML,; asset seizure, forfeiture, and management; and the use of interagency
financial crimes working groups.

The ECT delivered technical assistateé\rgentina, Belize, Burma, Cabo Verde, Dominican

Republic, the Eastern Caribbean Central Bank, Iraq, Liberia, Mongolia, Paraguay, Peru, Sierra
Leone, Sri Lanka, St. Vincent and the Grenadines, Trinidad and Tobago, and Uruguay.
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Comparative Table Key

The comparative table that follows the Glossary of Terms below identifies the broad range of
actions, effective as of December 31, 2018, that jurisdictions have, or have not, taken to combat
drug money laundering. This reference table provides a @osom of elements that include
legislative activity and other identifying characteristics that can have a relationship to a
jurisdictionds mon e yForlthase qustions relating\vaulégisiativeaob i | i t
regulatory issues,i YO i s meant to indicate | egislatio
captioned items. It does not imply full compliance with international standards.

y
n

Glossary of Terms

T ACriminalized Drug Money Launder i ngiog The
the offense of money laundering related to illicit proceeds generated by the drug trade.

T AKne&our-r-Cust omer Provisionso: By |l aw or regu
and/or other covered entities to adopt and implement Kviour-Customer/Custmer Due
Diligence (KYC/CDD) programs for their customers or clientele.

T AReport Suspicious Transactionso: By | aw
entities are required to report suspicious or unusual transactions (STRs) to designated
authorites.On t he Comparative Table the letter i
signifies reporting is not required but r

reporting regime.

T AMaintain Records over Ti meo: conedentdies or r
are required to keep records, especially of large or unusual transactions, for a specified
period of time, e.g., five years.

T ACr89sder Transportation of Currencyo: B
established a declaratiom r di sclosure system for per son
borders, either inbound or outbound, and carrying currency or monetary instruments above
a specified threshold.

T AFinanci al Il ntelligence Unito: Tehtmal, j ur i s
national agency responsible for receiving (and, as permitted, requesting), analyzing, and
disseminating to the competent authorities disclosures of financial information in order to
counter drug money laundering. An asterisk (*) reflects thos&djations whose FIUs
are not members of the Egmont Group of FIUs.

T Al nternational Law Enforcement Cooperatio
international cooperation exist in current law. Jurisdiction cooperates with authorized
investigations involvingor initiated by third party jurisdictions, including sharing of
records or other financial data, upon request.

T ASystem for I dentifying and Forfeiting Ass
authorized system for the tracing, freezisgizure, and forfeiture of assets identified as
relating to or generated by drug money laundering activities.
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T AArrangements for Asset Sharingo: By | av
jurisdiction permits sharing of seized assets with foreigmsductions that assisted in the
conduct of the underlying investigation. No known legal impediments to sharing assets
with other jurisdictions exist in current law.

T Al nfor mati on Exchange -UA8ree@Gewvesnment $0:
country/jurisdiction is anember of the Egmont Group of FIUs or has in place treaties,
MOUSs, or other agreements with other governments to share information related-to drug
related money laundering.

T AStates Party to 1988 UN Drug Convenationo:
Convention against lllicit Traffic in Narcotic Drugs and Psychotropic Substances, or a
territorial entity to which the application of the Convention has been extended by a party
to the Convention.

T AStates Party to the UNOCagrawe reteido rCra greion st
to the United Nations Convention against Transnational Organized Crime (UNTOC), or a
territorial entity to which the application of the Convention has been extended by a party
to the Convention.

T AStates Parteynttioon haeg &JiNn LCton@or rupti ono: St
Convention against Corruption (UNCAC), or a territorial entity to which the application of
the Convention has been extended by a party to the Convention.

T AFinanci al | nst ioteads framnisterndtional rDsug Eraffickingn Tha r
Significantly Affects the U.S. 0: The juris
transactions involving international narcotics trafficking proceeds that include significant
amounts of U.S. cuency; currency derived from illegal drug sales in the U.S.; or illegal
drug sales that otherwise significantly affect the United States.
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imply full compliance with international standards. Please see the individual country reports for
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Algeria
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Armenia

Aruba?
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Bahamas
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Belgium

Belize

Benin

2 The Netherlands extended its application of the 1988 UN Drug Convention to Aruba, Curacao, and Sint Maarten and the

UN Convention against Transnational Organized Crime to Aruba.
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Bolivia

Bosnia &

Herzegovina

Brazil

British Virgin

Islands?®

Burma

Cabo Verde

Canada

Cayman Islands?

China

Colombia

Costa Rica

Cuba

Curacao?

Cyprus?*

UNCAC has been extended to British Virgin Islands. The UNTOC has been extended to British Virgin Islands and Cayman

8 The UK extended its application of the 1988 UN Drug Convention to British Virgin Islands and Cayman Islands. The
Islands.

N/A

N/A | N/A | N/A

N

Y

N

Y*

Area administered by
Turkish Cypriots
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Dominica

Dominican
Republic

Ecuador

El Salvador

Georgia
Ghana

Guatemala

Guyana
Haiti

Honduras

Hong Kong®

India

Indonesia

Iran

Italy

Jamaica

Kazakhstan

Conventi on,

t dne thelUNEAC tdJtNe spacialg

extended

Peopl eds Republic of China

5The

administrative region of Hong Kong.
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Govt/Jurisdiction

Kenya

Laos

Liberia

Macau®

Malaysia

Mexico

Morocco

Mozambique

Netherlands

Nicaragua

Nigeria

Pakistan

Panama

Paraguay

Peru

Philippines

Russia

St. Kitts and Nevis

St. Lucia

St. Vincent and

the Grenadines
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Govt/Jurisdiction

Senegal
Serbia

Sint Maarten?

Spain

Suriname

Tajikistan

Tanzania
Thailand

Trinidad and

Tobago

Turkey

Ukraine

United Arab

Emirates

United Kingdom

Uzbekistan

Venezuela

Vietnam

* FIU is not a member of the Egmont Group of FIUs
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Afghanistan

OVERVIEW

Terrorist and insurgent financing, money laundering, bulk cash smuggling, abuse of informal

value transfer systems, and other illicit activities that finance crirartality continue to

t hreaten Afghanistan6s security and devel opme
opium producer and exporter. Corruption r ema
National Unity Government (NUG) has enacted land regulations to combat financial crimes,

but faces significant challenges in implementing and enforcing existing laws and regulations.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

The illicit narcotics trade, corruption, illegal mineral extrag, and fraud are major sources of

il licit revenue. Afghanistands underdevel ope
regulatory challenges. Traditional payment systems, particularly hawala networks, provide a

range of financial and nefinancial business services in local, regional, and international

markets and are used to circumvent government oversight. The Afghdpadtistan and

Afghanistanlran borders are porous, enabling smugglers to cross with relative ease.

KEY AML LAWS AND REG ULATIONS

Af ghanistan has a comprehensive AML | aw. Si g
include an adequate legal basis to criminalize money laundering; KYC and STR provisions;
establishment of the Financial Transactions and Reports AnalgsteiGf Afghanistan
(FinTRACA), Afghanistanés FIlIU; and provisions
property, to dispose of such property, and to hold seized assets in an asset recovery/sharing fund.
Fit and Proper Regulations help ensumafficial institutions are well managed and persons who

own or control them are competent and meet certain criteria. Cash Courier Regulations establish

a crossborder currency reporting requirement and ensure that seizure or restraint of funds is
authorizedvhen money laundering is suspected.

Alt hough Afghanistandéds Law on Extradition of
Cooperation allows for extradition based upon multilateral arrangements, such as the 1988 UN
Drug Convention, Article 28 of th&fghan Constitution requires reciprocal agreements between
Afghanistan and the requesting country. The United States does not have an extradition treaty
with Afghanistan and cannot reciprocate under the multilateral treaties. There is no bilateral
MLAT between the United States and Afghanistan, but both countries are parties to multilateral
conventions that provide a legal basis for assistance.

Afghanistan is a member of the APG, a FA3ille regional body. Its most recent MER is
available at:http://www.apgml.org/membemsndobservers/members/member
documents.aspx?m=698100f8t2-47b2b027%-63ad5f6470cl

AML LEGAL, POLICY, AN D REGULATORY DEFICIENCIES
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Afghanistan should fully apply market manipulation and counterfeiting as predicates for money
laundering and strengthen supervision of financial institutions and DNFBPs, to ensure their
compliance with AML regulations.

While FINTRACA has made progress in regulating and requiring reporting from hawalas,
regulatory bodies should continue to seek to expand supervision and implementation of the
MSB/hawala licensing program. The central bank should continue to enhance its AML/CFT
supervision capabilities for bank and rAeank financial institutions. The central bank should
improve its outreach program to hawala operators about licensing and reporting requirements.

Despite their status as covered entities under the AML langsjous metals and stones dealers,
lawyers, accountants, and real estate agents are not supervised for AML compliance.
Afghanistan should be supervising these sectors consistently with their AML risk profile and
national legislation.

ENFORCEMENT/IMPLEM ENTATION ISSUES AND COMMENTS

The poor security environment limits central bank supervision and FIU regulation of MSBs and
money exchanges. Regulators and enforcement officers need adequate security and resources to
supervise the financial sector and istigate financial crimes.

Afghanistandés Attorney General dos Office (AGO)
by limited resources, lack of technical expertise, poor coordination with counterpart agencies, lack
of full independence, and poor inftagcture.

Many hawalas use the formal banking sector fortdayay operations and to settle balances with
other hawalas both domestically and abroad. However, hawalas generally fail to file STRs
because they believe it is the responsibility of thekpan issue FINTRACA asserts it is

addressing. Insurance companies and securities dealers are also required to file STRs, but the
government does not fully enforce this requirement.

When working with the AGO, FINTRACA often faces administrative hurdiganding
prosecution, some of them Iikely due to corruj
management team, seated in the second half of 2016, has yet to effectively grapple with weak
prosecutorial capacity to pursue money laundering caseasset seizures. Furthermore, the

Afghan government has yet to implement fully a recovery mechanism for the value of assets

seized, and, therefore, no entity, including the police and courts, has responsibility-for post

conviction asset recovery or fdre use or equitable sharing of the assets.

In 2018, requests for FINTRACA products increased 30 percent over 2017, and compliance fines
surpassed the 2017 total. FInTRACA also continues to conduct surveys of hawalas, a process that
began in 2017. FiIlRACA, along with interagency counterparts, looks for unregistered hawalas

and reviews the books of registered hawalas for evidence of AML compliance. FInTRACA
continues to create and propose new MOUSs with partner Afghan government agencies to help
strenghen the countryés AML/ CFT regi me.
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Kabul International Airport lacks effective currency controls for all passengers and cargo.
Afghanistan should strengthen inspection controls and enforcement of the currency declaration
regime at airports.

Law enforcement officers, prosecutors, and judges need continued training on effective, lawful
asset seizure. The GNU should continue to improve seizure and confiscation procedures in cases
involving narcotics and drug trafficking and should work witleinational partners to implement
procedures for money laundering seizures.

Albania

OVERVIEW

The Government of Albania made no significant progress toward thwarting money laundering
and financial crimes in 2018. Albania remains vulnerable to money laundering due to
corruption, growing organized crime networks, and weak legal and governmentiossit The
country has a large cash economy and informal sector, with significant money inflows from
abroad in the form of remittances. Major procegeserating crimes in Albania include drug
trafficking, tax evasion, and smuggling. Other signifigargidicates include counterfeiting, arms
smuggling, and human trafficking. Smuggling is facilitated by weak border controls and
customs enforcement. Albania serves as a base of operations for organized crime organizations
operating in the United Statesyiépe, the Middle East, and South America. Recent justice
reforms, vetting of judges and prosecutors for corruption and ties to organized crime, and the
creation of a police task force targeting organized crime activities have created a positive
trajectoy for Albania to address money laundering and financial crimes. These efforts, however,
are still challenged by pervasive corruption.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Narcotics trafficking or smuggling and illegal business dealaiggganized crime gangs are the

maj or sources of illicit funds. Al baniabds pr
smuggling routes, and the presence of Albanian organized crime in Western Europe and South
Amer i ca have elseskftmerkylaunderingc ount r yo

Real estate, business development projects, and gaming are among the most prevalent methods
of hiding illicit proceeds. In 2018, Albania passed a law to ban sports betting, online casinos,
and bookmakers and to limit briekad mortar casinos. This legal change is expected to restrict
criminalsé ability to hide illicit funds.

KEY AML LAWS AND REGULATIONS

There was no new AML legislation in 2018. Albania has KYC and STR requirements in place.

In 2016 and 2017, the Albam Parliament passed several significant constitutional and legal
reforms aimed at tackling corruption and organized crime, including reforms of the justice
system, vetting of judges and prosecutors for unexplained wealth, and a revamped law governing
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aset forfeiture. Nearly half of the vetted judges and prosecutors to date have failed vetting as a
result of unexplained wealth. The Albanian State Police has a dedicated Economic Crime Unit
tasked with AML efforts.

Albanian law requires annual assetaltbsure by public officials. The law was strengthened in
2017 to require officials to declare preferential treatment and beneficial ownership of assets.
Provisions prohibiting officials from keeping substantial cash outside of the banking system also
exist.

Albania and the United States do not have a MLAT, but cooperation is possible through
multilateral conventions.

Albania is a member of MONEYVAL, a FATFBtyle regional bodylts mostrecent MER is
availableat https://www.coe.int/en/web/moneyval/jurisdictions/albania

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

The substantial criminal code reforms of 2016 and 2017 are meant t@buodde effective

system, but implementation of these reforms is still ongoing. Albanian courts often refuse to
convict for money laundering absent a conviction for a predicate offense, even though this is not
specifically required by law.

In 2017, Allanian law was amended to improve ramvictionbased forfeiture and empower
prosecutors to pursue asset forfeiture. Despite these legal changes, there has not been a
significant increase in forfeiture. A new policy, which took effect in 2018, requires a

prosecutors to conduct financial investigations and confiscate criminal assets. If implemented
properly, the legal and policy changes should result in better outcomes in money laundering and
financial crime cases.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Albania has a substantial black market for smuggled goods that is facilitated by weak border
controls and customs enforcement. Albania must implement the laws effectively and continue to
develop the capacity of its police and prosecutors to focus orptiomumoney laundering, and
economic crimes.

Despite a sizeable number of money laundering investigations in recent years, the number of
related prosecutions remains | ow. The most
Office, reflecting 201 data, list a total of 320 proceedings for money laundering and related
crimes, with 52 defendants sent to trial and 35 convicted. A specialized prosecution office and
investigative agency to counter organized crime and corruption is expected to b®oglerat

2019.

The government has taken steps to combat official corruption. The Serious Crimes Prosecution

Office convicted four judges, including a Supreme Court judge, while four other judges still
await trial. In the 2017 case of the Supreme Caudag¢, prosecutors seized approximately
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$57, 000 (u50,000) from a bank account wusing,
allowing the confiscation of assets of corresponding value equivalent to criminal proceeds. In
other cases, a prosecutor,r&g@n official, and a mayor have been convicted of corruption

offenses. In 2018, prosecutors sequestered land belonging to the former prosecutor general,
pending an investigation into suspected criminal activity. In the context of ongoing EU

accession érts, political will to investigate higtevel officials may be strengthening.

Algeria
OVERVIEW

The extent of money | aundering through Al geri
minimal due to stringent regulations and a banking sector dominated bypstatd banks.

Algerian authorities monitor the banking system closely. The systkighly bureaucratic and
provides for numerous checks on all money transfers. The continued prevalence of archaic,
paperbased systems and banking officials not trained to function in the modern international
financial system further deter money laundervein® are more likely to use sophisticated
transactions. However, a large informal, chased economy, estimated at 40 percent of GDP,

is vulnerable to abuse by criminals. The real estate market is particularly vulnerable to money
laundering. Notable gninal activity includes trafficking, particularly of drugs, cigarettes, arms,
and stolen vehicles; theft; extortion; and embezzlement. Public corruption and terrorism remain
serious concerns. Additionally, porous borders allow smuggling to flourish.

The country is generally making progress in its efforts to combat money laundering and financial
crimes. Over the past several years, the government has updated its criminal laws on terrorist
financing and issued new guidelines for the Bank of Algeriastahde Mi ni st ry of Fin
Financi al Il ntelligence Processing Unit (CTRF)

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

The restricted convertibility of the Algerian dinar enables the Central Bank of Algeria to monitor
all international financial operations carried out by banking institutions. Money laundering in
Algeria occurs primarily outside of the formal financial system through, for example, abuse of
real estate transactions and commercial invoice fraud. Algerian authamtiee@easingly

concerned by cases of customs fraud, use of offshore havens for tax evasion or to hide stolen
assets, and incidences of TBML. The sprawl of the informal economy and extensive use of cash
heighten the risk of financial crimes.

Al-Qaida inthe Islamic Maghreb, which operates in parts of Algeria, is known to raise money
through drug trafficking as well as extortion and taxes imposed on smugglers.

KEY AML LAWS AND REGULATIONS

There were no legislative changes noted in 2018. The follolawmg are applicable to money
laundering in Algeria: Executive Decree no-@H addressing STR requirements; Executive
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Decree no. 1357 on the creation, organization, and functioning of the CTRF; Executive Decree
no. 15153, fixing the thresholds for paents that must be made through the banking and
financial systems; and Law no.-D2, establishing rules for the application of the penal code to
AML/CFT. AML provisions in Algeria impose data collection and due diligence requirements
on financial instititions processing wire transfers, with stricter requirements for cooperation with
law enforcement authorities, upon request, for transfers exceeding $1,000. In addition, all
payments for certain purchases in excess of approximately $44,200 for reabestate
approximately $8,800 for goods and services must be completed via the banking system.
Noncompliance with these provisions could result in sanctions against the individual and/or
financial institution.

The United Stateélgeria MLAT, signed in April 2010, was ratified by the United States and
Algeria and entered into force on April 20, 2017.

Algeria is a member of the MENAFATF, a FAIdtyle regional body. Its most recent MER is
available at:http://menafatf.org/informatiorenter/menafatpublications/mutuatévaluation
reportpeoplesdemocratierepublic

AML LEGAL, POLICY , AND REGULATORY DEFICIENCIES

Chall enges remain in i mpl eme n-amlysisbyrthe GFRFAI g [
continues to identify a need to increase t

an improvement in the last two yeard/hile the CTRF has provided some information on the

number of cases it is processing, additional information would be needed to evaluate

implementation.

er
he

Only foreign PEPs are covered under enhanced due diligence requirements.
No information is avaidble on money laundering prosecutions or convictions.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

The CTRF actively analyzes STRs, compiles and disseminatesr@Mted information to

banks, and engages in some level of quantitative and qualsatihanalysis. A CTRF report

for the first half of 2018 indicated that STR filings were up slightly from 2017 after a sharp
decline from 2016. Officials at the CTRF explained the earlier decline was due to the
implementation of reforms in reporting pemtures at banks as well as newly applied technology
allowing banks to more efficiently determine whether transactions may be related to money
laundering.

Antigua and Barbuda

OVERVIEW

Antigua and Barbuda has improved its AML regime. The couimtajized a National Risk
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Assessment (NRA) in 2018, but has yet to implement all of the recommendations. As of June
2017, the financial sector includes six domestic banks, 12 international banks (offshore banks),
20 insurance companies, one internatiamgirance company, four MSBs, and six credit unions.
As of December 2016, the offshore sector hosted 5,102 IBCs, of which 3,635 were active.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Antigua and Barbuda reports the major sources of illicit funds as corruption, drug trafficking,
and fraud. The majority of corruption cases addressed by law enforcement are responsive to
Letters of Request received from foreign jurisdictions. Front dipesa wire transfers, and
structuring deposits are the main means of money laundering.

Antigua and Barbuda has one small FTZ that authorities do not believe is involved in money
laundering activity. AML experts identify international banks, MSBs,thednsurance sector

as the most vulnerable sectors. In October 2018, the government repddelthe in

international gaming companies from four to three, the number of active IBCs is less than 1,300,
and international banks have declined to nine. cthatry reports that international banks
contribute less than 0.5 percent of GDP.

Following legislative changes in 2017, corporate management and trust service providers are
now submitting to supervisors annual attestations of changes to beneficakbipnincluding
ultimate beneficial owners (natural persons) of IBCs.

The Citizenship by Investment (CBI) Unit receives citizenship applications through local
licensed agents. Agents must be citizens of Antigua and Barbuda, resideunhiry for atleast

seven years, and hold a place of business in Antigua and Barbuda. The Money Laundering
(Prevention) Act 1996 (MLPA) covers agents as financial institutions; therefore, agents are
subject to AML obligations. Authorized representatives, based loaadlyabroad, market the

CBI program and may be the first point of contact for applicants. Authorized representatives do
not have the same citizenship and residency requirements as authorized agents.

Applicants for citizenship undergo a vetting proce&ssuding due diligence background checks.
Citizens of Afghanistan, Iraq, Iran, Libya, North Korea, Sudan, and Yemen are not eligible

unless they lawfully demonstrate their possession of permanent residency for at least ten years in
the United Kingdom, ti United States, Canada, the United Arab Emirates, New Zealand, Saudi
Arabia, or Australia. Applicants must also demonstrate they no longer maintain economic ties
with the restricted country.

KEY AML LAWS AND REGULATIONS

The MLPA, the Money Launderin@Prevention) Regulations 2017, and the Money Laundering
& Financing of Terrorism Guidelines form the legal AML framework of the country. This
framework imposes obligations on financial institutions and DNFBPs to create AML policies
and internal controlgp implement KYC, record keeping, and STR reporting procedures; and to
develop staff vetting and training programs. The statutes also create the framework for law
enforcement measures to include investigations, seizures, forfeitures, and confiscdt®ns. T
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country has enhanced due diligence for PEPs.

In 2018, the MLPA was amended to appoint the Eastern Caribbean Central Bank as Supervisory
Authority for all financial institutions licensed under the Banking Act.

Antigua and Barbuda has a MLAT and a Taformation Exchange Agreement with the United
States.

Antigua and Barbuda ismemberof the CFATE a FATF-styleregionalbody. Its mostrecent
MER is availableat: https://www.cfatfgafic.org/index.php/documents/4tbundmevatreports

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

AML legislation covers legal persons, but the penalties for noncompliance have not been strong
deterrents. Amending the legislation to strengthen the sanctions for noncompliance would deter
illegal activity.

The supervision of DNFBPs is inconsistent ot riskbased. Except for procedures during the
initial licensing of DNFBPs, there are no formal fit and proper arrangements to prevent criminals
from holding a management function in certain DNFBPs. Furthermore, not all DNFBPs have
been applying thenhanced due diligence criteria for PEPs. The country created a training series
for DNFBPs regarding this issue.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

The government has developed a national action plan to address the issues noted in the NRA.
Officials report the National AntMoney Laundering Oversight Committee and other relevant
agencies are also amending their policies and procedures accordingly.

There are specialized units with primary roles for the investigation of money laundering,
financial crimes, and specific predicate offenses for money laundering. For the period-of 2017
2018, there were 45 money laundering cases. Four resulted in comviatid 41 are still in the
prosecution stage. Currently, there are 12 ongoing investigations, four of which involve foreign
jurisdictions. Communication between intelligence agencies, the FIU, and law enforcement is
being improved through increased niegs$ at the coordinating and operational levels.

The country is exercising its powers under the Proceeds of Crime Act. Authorities have been
actively and successfully freezing and forfeiting assets over the last several years.

Antigua and Barbuda inpmented a mandatory ridkased approach to AML for financial
institutions; however, many DNFBPs continue to be subject to-balesd supervision.

The police force uses polygraphing for all new recruits and senior staff.
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Argentina
OVERVIEW

Argentina faces many of the same challenges confronted throughout the region, including
stemming the tide of illicit proceeds from narcotics trafficking and public corruption. The Tri
Border Area (TBA) shared with Brazil and Paraguay is one of the pain@ptes into Argentina

for multi-billion dollar counterfeiting, drug trafficking, TBML, and other smuggling offenses.

The terrorist organization Hizballah has significant financing operations in the TBA. Although
moving in the right direction, Argentnhas important progress to makemplementing

adequate mechanisms to effectively prevent, detect, investigate, and prosecute money laundering
and related crimes.

Under President Macri, Argentina has taken significant steps to strengthen its AML/GiR&.reg

In 2018, the government advanced several-pigtiile anticorruption prosecutions that have

boosted public confidence in AML/CFT enforcement in the country. Despite these positive

steps, limited regulatory and criminal enforcement capabilitiesragnto raise concerns about

the government s ability to significantly red
predicate offenses that generate them.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Contraband smuggling, including narcoticafficking, and public corruption are significant
sources of illicit proceeds. Druglated crimes have increased in Argentina in the last decade,
and Argentina is roonly a transit country but also a consumer and exporter of narcotics and
precursors.Tax evasion and the sale of counterfeit goods also generate significant amounts of
revenue. TBML schemes also have been detected.

Various sectors of the economy are vulnerable to exploitation due, in part, to the lack of effective
regulatory oversight. Financial institutions, both state and private, MVTS businesses, exchange
houses, real estate, and gaming are particularly suseeptinregulated exchange houses still
operate, although Argentina abolished its official exchange rate, making the unofficial rate
offered less attractive. Argentina also lacks adequate controls at points of entry to prevent cross
border transport of caraband and bulk cash. Its castensive economy and large informal

sector create additional opportunities for criminals to inject illicit proceeds. Criminal operations
often utilize offshore jurisdictions and establish legal entities in other coutddsnder illicit
proceeds internationally.

KEY AML LAWS AND REGULATIONS

In 2018, under a new law, tigovernment significantly increased the use of cooperating
witnesses in anticorruption cases. This approach helped accelerate the pace ofqmesecuti
one of t he ewwucartuptignnsestigaiongrgestina has negotiated tax
information exchange agreements with several countries, including the United States, which
facilitates increased transparency of offshore assets held bytfheeationals.
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Foreign and domestic PEPs are subject to enhanced due diligence.

Argentina is a member of the FATF and of the GAFILAT, a FAIye regional body. Its most
recent MER is available, in Spanish only, attp://www.qgafilat.org/index.php/es/biblioteca
virtual/miembros/argentina/evaluacion@situas/8argentina3aronda201Q

AML LEGAL, POLICY, AND REGULATO RY DEFICIENCIES

Despite recent reforms and clear political will to effect change, effective implementation of the
AML regime continues to be a significant challenge for the government. Argentina is in the
process of conducting separate national riskssssents for money laundering and terrorist
financing, but has not completed the exercises yet. No national AML/CFT strategy currently
exists. Many DNFBPs have no sectoral regulator, and the FIU does not have the resources to
adequately supervise them #®KL compliance. Full implementation of the CTR requirement
and use of a risbkased approach will likely take years.

Argentina lacks an adequate legal framework to control contraband and bulk cash smuggling. It
also lacks a full legal framework to seizeanage, and forfeit illicit assets. Bulk cash smuggling
presents a significant challenge given inadequate border controls and lack of resources for
outbound enforcement of customs laws.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Since Decembe2015, Argentina has made a strengthened and professional FIU central to its
AML/CFT strategy, and the FIU made significant upgrades to improve its operational
effectiveness. The FIU has an outsized role in the AML regime, largely in response to both a
lack of law enforcement capacity and an absence of clear AML strategies by other stakeholders.
The FIU participates as a party to criminal cases, strengthening otherwise weak interagency
coordination on AML cases. The compartmentalization of informationretequate

coordination between the FIU and security forces present a significant challenge.

Argentina and the United States have a MLAT in place. The United States and Argentina
participate in the Argentinbl.S. Dialogue on lllicit Finance (AUDIF), alateral initiative to

identify shared money laundering and terror financing threats and vulnerabilities and implement
counterstrategies. In 2018, the FIU took decisive action against a transnational criminal
organization operating in the TBA, which, amngpother things, is suspected of financing

Hizballah, smuggling, and laundering money through a TBA casino. The United States provided
assistance to the FIU, as the target entity, Clan Barakat, is listed by the U.S. Treasury
Depart ment 6 s BsketsiConerol as i Speaally ®esmgmated Global Terrorist.

Argentina has implemented reforms to allow enhanced use of informants, undercover officers,
and cooperating witnesses in drug trafficking investigations. Widespread use of these measures
has no yet occurred, partly because investigators, prosecutors, and judges are inexperienced in
their use.
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Notwithstanding several higprofile corruptionrelated prosecutions in 201f&gime

effectiveness, as measured by convictions, asset forfeiture, guldtogy enforcement, has been

i mited. Systemic deficiencies in Argentinabo
delays, a lack of judicial and prosecutorial independence, and inexperience among judges and
prosecutors in investigating finaial crimes.

Armenia

OVERVIEW

Armenia is gradually strengthening its money laundering legislation to match international
standards, but deficiencies remain. There were four money laundering convictions in 2017.
Money laundering crimes in Armenia likely continue to go unreported anetected.

The AprtMay 2018 fiVelvet Revolutiono brought a ne
fighting corruption, including money laundering, a top reform priority. The government has

discussed with U.S. law enforcement how to improve legislabidacilitate investigations into

money laundering and other forms of financial crime.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Armenia is located on a trade route between narcotics source countries and European and
Russian markets. Armenia maintains control over law enforcement, prosecution, and judiciary
functions. However, Russian border guards staff the land borders witeyTamd Iran and

provide immigration staff at international airports in Yerevan and Gyumri.

The new government has been outspoken about fighting corruption and narcotics trafficking,
although smuggling, the shadow economy, significant inflows of rerogégafrom abroad, the
hiding of assets within the real estate sector, and the use of cash remain widespread and
constitute vulnerabilities. Casinos are legal and regulated by the Ministry of Finance.

Armenia has produced relatively few criminal convicsigertaining to money laundering,
which is a function of broad weaknesses in the rule of law and judicial independence.

KEY AML LAWS AND REGULATIONS

Article 190 of Armeniads Criminal Code cri min
Armenia regilates the financial sector, including the banks that account for about 90 percent of

all financial system assets. The financial sector is required to implement KYC provisions and

report suspicious transactions to the Financial Monitoring Center (FM@)eAn i a6s F I U.

Amendments in 2018 to AML Il egislation strengt

proliferation of weapons of mass destruction. Armenia has an interagency action plan that
reassesses major categories of threats and vulnerabilities.
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Requirements concerning KYC, STRs, and enhanced due diligence for PEPs are stipulated in
Ar meni aébs AML/CFT Law and the Regulation on
The identity of beneficial owners must be disclosed to the State Register.

There is no mutual legal assistance treaty with the United States.
Armenia is a member of the MONEYVAL, a FATStyle regional body. Its most recent MER is

available at:http://www.fatEgafi.org/media/fatf/documents/reports/mer
fsro/MONEYVAL(2015)34 5thR MER Armenia.pdf

AML LEGAL, POLICY, AND REGULATORY DEF ICIENCIES

Legal persons are not subject to criminal penalties for money laundering.

Asset forfeiture is not normally included as part of money laundering investigations and
prosecutions. There is no single authority responsible for administering asgetd. Non

conviction based forfeiture has been discussed by the government, which concluded this type of
confiscation would contradict the fundamental principles of Armenian law.

DNFBPs are not adequately supervised and compliance with CDD, reapiddgeand reporting
measures is haphazard. Domestic PEPs are not subject to enhanced due diligence.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Armenian courts handed down four convictions in 2017 that involved elements of money
laundering, inclding one conviction for a starmlone money laundering offense. The FMC
stated in October 2018 that law enforcement efforts involving elements of money laundering
have substantially intensified since the May change of government.

As part of these effort® prosecute money launderinglated crimes, Armenia shoytdovide

criminal penalties for legal persons involved in money laundering; enhance the capacities and
independence of enforcement authorities to effectively identify, trace, and seize aalets at
stages of investigations; criminalize tipping off of individuals under investigation; ensure all
reporting sectors provide mandated financial intelligence reports; criminalize misrepresentation;
andcreate vetting mechanisms to prevent corrupt crinaontdrs from serving as owners or
managers of DNFBPsArmenian authorities should also review informal transfer systems from
the large Armenian migrant worker population in Russia that may pose money laundering
vulnerabilities.
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Aruba

OVERVIEW

Aruba is not considered a regional financial center. Because of its location, Aruba is a
transshipment point for drugs from South America bound for the United States and Europe, and
for currency flowing in the opposite direction.

Aruba is an autonomowmuntry within the Kingdom of the Netherlands (Kingdom). The
Kingdom retains responsibility for foreign policy and defense, including signing international
conventions. In 2016, Aruba, Sint Maarten, the Netherlands, and Curacao signed an MOU with
the Unted States for joint training activities and sharing of information in the area of criminal
investigation and law enforcement. One priority area is interdicting money laundering
operations. The MOU activities are ongoing.

VULNERABILITIES AND MONEY LAUN DERING METHODOLOGIES

Bulk cash smuggling represents a risk due to the location of Aruba between North and South

America. Money laundering is primarily related to proceeds from illegal narcotics trafficked by
criminal organizations and occurs through giodthsfers, real estate purchases, and international

tax shelters. Real estate firms and tax trust companies are subject to KYC provisions and FIU
reporting obligations. There is no significant black market for smuggled goods on Aruba.

The Free Zone Aiba NV (FZA) is a governmeigwned limited liability company that manages

and develops the free zones. Service companies can set up business outside of the designated
customscontrolled free zones. All companies with free zone status are reviewed aralledn

by the FZA, which has an integrity system in place to deter illegal activities, including

smuggling and money laundering. Financial services, banks, and insurance companies are not
permitted to operate in the free zones. There are 13 casinoslar@lgaming is allowed,

subject to KYC and FIU reporting requirements.

KEY AML LAWS AND REGULATIONS

Fraud is a crime and counterfeiting and piracy of products are predicate offenses to money
laundering. Licensing is now required for a variety ofilbesses. KYC laws cover banks, life
insurance companies and insurance brokers, money transfer companies, investment companies
and brokers, factoring and leasing companies, trust and company service providers, car dealers,
casinos, lawyers, civil notarieaccountants, tax advisors, realtors, and dealers in precious

metals, stones, and other higalue objects.

The Kingdom may extend international conventions to the autonomous countries within the
Kingdom, though the respective parliaments must appf@vednventions for them to become
law. The Kingdom extended the application to Aruba of the 1988 UN Drug Convention in 1999

and the UNTOC in 200°7. With the Kingdombés ag
assigned a status of its own within internaéibor regional organizations, subject to the
organizationds agreement . The individual cou
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have autonomy, as long as these MOUSs do not infringe on the foreign policy of the Kingdom as
a whole.

The 2004 U.SNetherlands MLAT, incorporating specific U-BU provisions, was not extended
to Aruba.

Aruba is a member of the CFATF, a FABEyle regional body, and, through the Kingdom, the
FATF. Its most recent MER is available dittps://www.cfatf
gafic.org/index.php/documents/cfatfutualevaluationreports/arub.

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

The Kingdom has not yet extended the aggtion of the UNCAC to Aruba.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Aruba is a member of the Global Forum on Transparency and Exchange of Information for Tax
Purposes. Aruba does not have a STR system but rather a broader unusual traepactiog

system. Service providers are required to report large cash transactions of $14,000 or more, wire
transactions of $278,000 or more, other unusual transactions, and transactions suspected to be
related to money laundering or terrorist financing.

The 1983 MLAT between the Kingdom and the United States applies to Aruba and is regularly
used by U.S. and Dutch law enforcement agencies for international drug trafficking and money
laundering investigations. Aruba has adopted the Agreement Reghtdlingl Cooperation in

the Tracing, Freezing, Seizure and Forfeiture of the Proceeds and Instrumentalities of Crime and
the Sharing of Forfeited Assets, which was signed by the Kingdom in 1994.

The State Ordinance for the Prevention of and Combating Moaugydering and Terrorist

Financing (AML/CFT State Ordinance) includes rules for the identification and verification of
clients and the reporting of unusual transactions to prevent and combat money laundering when
providing certain services. Neaegulatedinancial service providers (including investment

brokers and factoring and leasing companies) and DNFBPs must also comply with the
requirements of the AML/CFT State Ordinance and must register with the Central Bank of
Aruba.

In the reporting period, @re were numerous investigations and prosecutions for money
laundering, including an ongoing investigation into a former politician. An Aruban court
sentenced four suspects to prison for illegal underground banking, money laundering, cash
transfers, andofr not complying with the KYC rule. The judge ruled the men used the
underground bank as a conduit for money laundering by criminal organizations. The men
transferred money from Aruba to China and from Aruba to Sint Maarten and Anguilla. The
main suspecalso coordinated money transfers for people from Suriname, Colombia, and
Venezuela to China and Aruba. An Aruban official residing in Florida pleaded guilty to money
laundering charges in connection with his role in a scheme to arrange and recepe corru
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payments to influence the awarding of contracts with an Arubanmstated
telecommunications corporation.

The FIU held awarenesaising events for regulated entities.

Azerbaijan

OVERVIEW

Azerbaijan is both a transit point between the Eastdest, given its geographic location, and a

conduit for illicit funding, given its economic difficulties. The majority of foreign investment

and international trade in Azerbaijan continu
government is working tdiversify the economy away from energy by prioritizing investments

in agriculture, tourism, trade logistics, telecommunications, and information technology. The
economic realities of a weak currency and a poorly supervised financial sector, coupled with

Azer baijanbds physical | ocation between I ran art
transit of illicit funds.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

The major source of criminal proceeds in Azerbaijan continues to be public comraptoss all
sectors and agencies within the government. In addition, the Afghan drug trade generates
significant illicit funds, some of which transit Azerbaijan. Robbery, tax evasion, smuggling,
trafficking, and organized crime also generate illiaitds. Money laundering likely occurs in

the financial sector, including in ndrank financial entities and alternative remittance systems.
Azerbaijan also possesses a significant black market for smuggled goods for sale domestically
and is a transit poirfor smuggled cargo.

KEY AML LAWS AND REGULATIONS

The key Azerbaijani AML law is the 2009 AlLaw
Obt ained Funds or Other Property and the Fina
Subsequently in 2009, in ond® bring existing legislation into compliance with this law, the

ALaw of the Republic of Azerbaijan on Changes
t he Republic of Azerbaijan in Connection with
adopted. In200, t he dALaw of the Republic of Azerbai
Legislative Acts of the Republic of Azerbaijan to Enhance the Prevention of the Legalization of
Criminally Obtained Funds or Other Property a
amending the Criminal Code and the AML/CFT Law. Amendments to the AML/CFT Law in

July 2018 name the Financial Monitoring Service (FMS), the FIU, as the supervisor of

pawnshops and persons providing intermediary services for the purchase and salestaitesal e

The FMS was established as a new independent FIU on May 25, 2018. The FIU structure was

further clarified in July 2018 via amendments
had been part of the Financial Markets Supervisory Auth@ftSA).
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In 2018, the new FMS succeeded its predecessor as a member of the Egmon{TGedfielS

and the FIUs of Moldova, Belarus, Turkey, Macedonia, Russia, and Iran have signed AML/CFT

information sharing agreements. Azerbaijan is in the proceswvelogeng MOUs for AML
cooperation between the FMS and the FIUs of several other countries.

Azerbaijan is a member of MONEYVAL, a FAT$tyle regional body. Its most recent MER can
be found athttps://www.coe.int/en/web/moneyval/jurisdictions/azerbaijan

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Legal persons are not criminally liable for money laundering, am@ddhuisition, possession,
and use of property obtained with illicit
While Azerbaijands regulators are working
are not legislatively required toate customer information with correspondent banks, and
sanctions pertaining to financial institutions are not effective, proportionate, or dissuasive.
Furthermore, loopholes exist inhibiting proper identification of PEPs.

The AML law excludes dealers afts, antiques, and other highlue consumer goods; entities
dealing with jewelry and precious metals; travel agencies; and auto dealers from the list of
covered entities. These entities are not required to maintain customer information or report
suspieous activity.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

In November 2016, the president signed a decree approving the Action Plan fb2@DA.8n

f
t

u
o

n

the AFight against Legalization of Criminally
Financingof Br r or i sm. 0 Azerbaijanbés FMS subsequent

financial institutions to report money laundering activities, including designation and placement
of an offending party on the FMSoesbsite as
designation, FMS, through the relevant government ministries, is able to freeze the assets of the

named individual/entity.
Though implementing ministries are required to submit annual reports and action plans to the

Cabinet of Ministers and tH@ommission on Combating Corruption, these reports are not
publicly available.

Bahamas

OVERVIEW

Due to its proximity to Florida, the Bahamas remains a transit point for trafficking in illegal
drugs, firearms, and persons to and from the United Stiktesey may be laundered through

purchase of real estate and precious metals and stones. In addition, as an international financial
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center, the country is vulnerable to money laundering through financial service companies. In
2018, the Bahamas took signént steps toward strengthening identified AML deficiencies.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

The Bahamasodo proximity to Florida makes the ¢
United States. Proceeds from facilitating drug transit, particularly bulk cash payments to local
individuals and criminal gangs, are a key concern. Other soofrtasndered proceeds include

firearms trafficking, human smuggling and trafficking, and fraudulent commercial transactions,
including tax fraud.

The Bahamas is an international business and financial center with an open economy. The high
volume of lage, crosshorder asset transactions enhances the risk of money laundering through
private banks, trust services, insurance companies, and corporate service providers. Other
money laundering methodologies may include purchase of real estate and pretassnd

stones.

Current information on the extent of offshore activities is not available. At yearend 2014, total
assets of the banking industry were U.S. $279
GDP, with 96 percent of assets in the offighsector. There are 67 investment fund

administrators holding U.S. $134.6 billion under administration and 849 investment funds.
Additionally, there were 105 private trust companies, 310 financial corporate service providers,

694 registered foundatiomasd 173,907 registered IBCs. IBCs can be formed in one to two

days. TheBahamasloes not maintain official records of company beneficial ownership, or

require resident paying agents to tell the domestic tax authorities about payments to non

residents.

The Bahamas has three | arge casinos, includin
billion Chinese Exportmport Bankfunded Baha Mar megaresort). Casino gaming is restricted

to foreign visitors. Bahamian citizens and permanent residentemgage in paimutuel

betting on U.S. l|lotteries and sporting events
Gaming Board and are subject to AML and STR requirements. The Gaming Board retains the

ability to observe operations, including accountdeamions, in real time from remote locations.

The countrybdés only FTZ is the city of Freepor
private entity, the Grand Bahama Port Authority. The FTZ serves primarily as a manufacturing
and transshipment hwiith stringent container screening measures.

KEY AML LAWS AND REGULATIONS

In 2018, the Bahamas took significant steps to strengthen its AML regime, notably by passing an
enhanced Financial Transactions Reporting Act strengthening KYC rules, STRyes; etk
assessment obligations for financial institutions and DNFBPs, and CDD regarding beneficial
owners and PEPs. In addition, an enhanced Proceeds of Crime Act introduces unexplained
wealth orders and neconvictionbased forfeiture, while a compmtsive AntiTerrorism Act
addresses terrorist financing and proliferation.
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In August 2018, financial regulators issued several Guidance Notes related to prevention of

money laundering and proliferation financing, as well as financial crime risk managemen
Finally, the government passed a strengthened
legislation awaiting Parliamentary approval include a Beneficial Ownership Register Bill that

requires declaration of beneficial ownership information tesighated authority, and a Non

Profit Bill to regulate and supervise nrprofits.

The Bahamas is a member of the CFATF, a FATe regional body. Its most recent MER is
available at:http://www.fatfgafi.org/media/fatf/[documents/reports/mer4/ctatlieval

bahamas.pdf

The Bahamas exchanges records in connection with narcotics investigations or proceedings
pursuant to a bilateral treaty on mutual assisé in criminal matters.

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

The Bahamas needs to address recognized deficiencies in its AML/CFT regime by demonstrating
risk-based supervision of ndrank financial institutions and ensuring timely accessiamaate
beneficial ownership information. l ncreasing
assist law enforcement to investigate and prosecute all types of money laundering, lead to
successful forfeiture proceedings related to AML cases, anéssldaps in terrorism and

proliferation financing frameworks.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

The Bahamas began i mplementing the OECDG6s Com
exchange in September 2018.

Considering the size and character of the international financial sector, the number of filed STRs
is low. In 2018, the FIU received only 332 STRs from both domestic and offshore entities, down
from 446 in 2017.

The National AntiMoney Laundering Taskorce held 25 meetings in 2018. As provided for in

the amended Proceeds of Crime Act, as of August 2018 the task force has been reconstituted as
the Identified Risk Framework Steering Committee.

In 2018, 32 investigations resulted in 34 persons beingyetdavith money laundering offenses.
There were 13 convictions in the same period. In 2017, there was only one prosecution.

Barbados

OVERVIEW

52


http://www.fatf-gafi.org/media/fatf/documents/reports/mer4/cfatf-4meval-bahamas.pdf
http://www.fatf-gafi.org/media/fatf/documents/reports/mer4/cfatf-4meval-bahamas.pdf

INCSR 2019 Volume i Money Laundering

Barbados has made limited progress improving its AML regime. Barbados has completed an
initial risk assegwent identifying drug trafficking as the main source of money laundering in the
country and is in the process of completing a more comprehensive National Risk Assessment
(NRA) amid concerns the NRA may not have been sufficient to identify significanhahtio
money laundering risks and vulnerabilities. Barbados has an active international financial
services sector. It does not have FTZs or an economic citizenship program.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Barbados reports the major source of illicit funds is drug trafficking. National measures taken to
address this risk include targeted controls at the points of entry, increases in maritime patrols in
the waters around Barbados, and the use of intelliggncempetent authorities. The extensive
use of cash in routine business transactions and the comingling of illicit and legitimate funds in
the financial system pose additional money laundering challenges.

The Central Bank of Barbados (CBB) licensesatercial banks and holding companies, trusts,
and merchant banks. There are 28 international banks, 16 of which engage partyird

business, including such activities as trust and portfolio/investment management. As of
December 31, 2015, (the mosteatavailable data) total assets reported by international banks
were approximately $41 billion (82 billion Barbadian dollars). Four banks were managing third
party assets ranging from approximately $150 million (300 million Barbadian dollars) to
approximately $2.5 billion (5.5 billion Barbadian dollars) at the end of 2015.

The Financial Services Unit (IBFSU) of the Ministry of International Business and Industry is
responsible for establishing the legislative/supervisory framework for internatiomad sis.nd
financial services, including international trust and corporate service providers. There are no
clear statistics available on the IBC sector.

The high volume of U.S. currency in circulationBarbadogelates primarily to

tourism. Barbadogyovernment authorities and U.S. government law enforcement
representatives assess that a substantial quantity of these dollars do not come from illicit
activity. Barbadosloes not have any offshore banks or other institutions that would put it at
higher iisk than its Eastern Caribbean counterparts.

KEY AML LAWS AND REGULATIONS

The primary legislation is the Money Laundering and Financing of Terrorism (Prevention and
Control) Act, 201123 (MLFTA). It includes KYC and STR regulations and covérs t
international financial services sectdBarbados has a Proceeds of Crime Act (POCA) that is
currently under review.

Barbados has a Double Taxation Treaty and a Tax Information Exchange Agreement with the
United States.

Barbados is amemberof the CFATF, a FATF-styleregionalbody. Its mostrecent MER is
availableat: https://www.cfatfgafic.org/index.php/cfatflocuments/mutusdvaluation
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reports/barbade$/9145barbadosith-roundmer/file.

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

The POCA does not include an explicit provision for cash seizures, so Barlzedosdad its
Exchange Control Act for forfeitures. Barbados recognizes this practice is insufficient and is
drafting new legislation to address this issue. Additionally, a new NRA is still underway and
could identify additional deficiencies.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

There are several areas Barbados should address in order to align with international best
practices, including completing a new NRA, improving the monitoring process of PEPs,
correcting technical deficiencies in the @mement of sanctions, fostering national cooperation,
confiscation and asset forfeiture, transparency, and international cooperation.

Gaming entities are not subject to regulation or supervision for AML purposes and supervision
of DNFBPs appears to hephazard.

The Financial Services Commission (FS€j)esponsible for the licensing, regulation, and

supervision of credit unions and rbank financial institutionsThe AnttMoney Laundering

Authority (AMLA) is in charge of the supervision of certddNFBPs listed in the MLFTA. The

AMLA and the IBFSU are not able to independently supervise the sectors for which they have
supervisory responsibility due to resource and knowledge issues. Through MOUSs, both the

IBFSU and the AMLA have delegated theipsuvisory functions to the FSC, which could
compromise the FSC6s ability to carry out its

The new government in Barbados, with the support of donors, is exploring the establishment of a
civil asset recovery division.

Barbados has signed but not ratified the UNCAC.

Belgium
OVERVIEW
Belgiumés | ocation and considerable port faci
internationally integrated banking industry.

port in Europe by gross tonnage and, together with the ports of RottartbRamburg, handles
the bulk of European maritime trade. With this large volume of legitimate trade inevitably
comes the trade in illicit goods. Antwerp is the primary entry point of cocaine into Europe from
South American portsCocaine valued at $25 billion was seized in Belgium in 2017.

According to the Financi al Il nformation Proces
referrals to Belgian police are druglated, but Belgian police services are investigating drug
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money laundering activity to a much greater degree than diatistreflects. Most of the

criminal proceeds laundered in Belgium are derived from foreign criminal activity but are

heavily associated with the recent boom in cocaine importations at the Port of Antwerp. Bulk
cash smugglers, the principal money laemuog concerns of law enforcement, move European

drug proceeds out of the region. For the most part, the bulk cash only transits Belgium but is not
deposited due to strong banking controls. lllicit funds, however, do enter the banking system.
The Natioral Bank of Belgium estimates the total amount of illicit funds currently in circulation

at $2.80 billion.

Belgium is a leader in the diamond trade. Officials note that the high value and easy transport of
diamonds makes them highly vulnerable to moaewydering through both illicit sales and as a
means of storing and transmitting value. Diamonds are an ideal vehicle for TBML due to the
lack of a set market value.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Large amounts of illicit funds gerated by the cocaine trade fuel a shadow economy in Belgium.
Drug trafficking through the Port of Antwerp generates proceeds that are laundered from
Belgium through intermediary points such as the United States, UAE, or Hong Kong.

Legitimate businessesuch as real estate, restaurants, diamonds, and retail businesses are used
to launder drug proceeds.

Difficulties in monitoring movements in the Port of Antwerp and limited investigations into
passengers repeatedly declaring more than approximagly 125 (010, 000) at
of Zaventem facilitate the movement of cash. Bulk cash smugglers move European drug
proceeds out of the region, primarily using hawala networks in conjunction with currency
exchange houses located throughout the world.

Drug proceeds are occasionally laundered by the purchase of loose diamonds and/or diamond
jewelry, whichcouriers then take out of BelgiunThe opaque and closed nature of the Antwerp
diamond industry inhibits money laundering investigations and pee\adcover for some
individuals to launder illicit funds through pexisting, pseuddegitimate networks.

Virtual currencies, such as bitcoin, are increasingly used by criminal networks to facilitate illegal
activity in Belgium. Fueled primarily by treale of synthetic drugs via the dark web,
investigations involving virtual currency are becoming more common among Belgian police
authorities.

The total number of licensed casinos is limited to nine. There continues to be steady growth in
internet gamig. The extent of internet gaming activity is unknown.

KEY AML LAWS AND REGULATIONS

Belgium has comprehensive KYC rules and STR requirements. On September 18, 2017,
Belgium published implementing legislation for the EU Fourth AML directive, which askelses
enhanced due diligence for domestic PEPs.
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Belgium is a member of the FATF. Its most recent MER is availablbtgi://www.fatf
gafi.org/countries/e/belgium/

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

There are very few reported instances of bulk cash transported out of the Port of Antwerp via
cargo container; however, the Port of Antwerp
the contents of 10.5 million contamequivalent units that move through the port each year may

help facilitate the movement of illicit funds and the transfer of illicit value. More strict control

over the ability of port workers to access and transport merchandise could discourage the

trarsport of bulk cash and access to illicit shipments.

Increased supervision of the diamond industry, considering its size and vulnerability to money
laundering activity, including efforts to promote more STRs from diamond dealers, should be
encouraged. Authorities should also prioritize the detection o$ edskegal diamond

trafficking and largescale tax fraud involving diamond dealers. More specific oversight of the
actual individuals operating within the diamond industry is needed to gain intelligence to
determine those individuals and businesseshebin moving illicit funds via hawala networks
and TBML.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Resources, both human and IT, should be allocated to the services responsible for countering
money laundering, to enable a more proactive approach. After the terrorist attacks in Paris and
Brussels, CTIF reported an increase in terrorist financing cases@aeased its staff

accordingly.

The number of STRs from diamond dealers remains low: in 2017, the CTIF received only 11
STRs from an estimated 1,600 diamond traders.

With regard to new financial technologies and virtual currencies, the CTIérisng with
regional and international partners to address the need for surveillance and control.

Belize

OVERVIEW

Belizeds geographical | ocation, porous border
resources leave it vulnerable to illicit fiieking, illegal migration, transnational criminal

organizations, and corruption. Its sources of money laundering are drug trafficking, tax evasion,
securities fraud, and conventional structuring schemes. The government is taking steps to close
those vinerabilities. Belize has an active offshore financial sector but is not a key regional

financial player. There are two relatively unmonitored FTZs that are used to move money
internationally.
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Belize is building its dfahddevelopeadp matgency and, wi
Financial Crime Working GroupBelize is still primarily a cash economy with declining
numbers of businesses using the formal sector.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Belize is primarily a cash economynd ef forts to formalize are ha
AML/CFT de-risking phenomenon. Domestic banks lost 90 percent of their correspondent

banking relationships in 2012016. Although new relationships developed, they come with

higher business cost@nd Belizean entities struggle to implement AML/CFT requirements. As a

result, many businesses are moving back to cash transactions.

The Government of Belize is working to regulate financial activities that are vulnerable to money
laundering, includingffshore banks, insurance companies, trust service providers, mutual fund
companies, and IBCs. As of December 2018, the IBC Registry has 42,640 registered, active
IBCs; 2,165 trusts are registered at the International Trust Registry; and 248 foundations a
active. One IBC with an online gaming license can operate in the offshore sector. With the
exception of the four international banks regulated by the Central Bank of Belize, the
International Financial Services Commission (IFSC) supervises offshiitiese™he new

director general of the IFSC has significantly improved its overall effectiveness. Fit and proper
and due diligence requirements have been addressed.

Belizeds two FTZs are managed entimenttyandby t he
dissemination point for contraband. The +edistence of a MOU between the Belizean and
Guatemalan FIUs exacerbates the situation.

There are six casinos operating in Belize with annual revenues estimated at $30 million.
Additionally, thereare 32 paid gaming establishments and one online gaming licEhee-1U
supervises the gaming sector for AML compliance.

KEY AML LAWS AND REGULATIONS

The National AntiMoney Laundering Committee (NAMLC) advises the Minister of Finance on
policies andactivities to combat money laundering, terrorist financing, and financing
proliferation of weapons of mass destruction.

Major amendments to the Money Laundering and Terrorism Act, the Financial Intelligence Unit
Act, the Criminal Code, the Internationah&ncial Services Commission, the Interception of
Communications Act, and the Customs Regulations Act came into effect in 2018. Amendments
to the International Business Companies Act, the Export Processing Zone Act, and the Income
and Business Tax Act abeing presented to the House of RepresentativBsline in mid-

December 2018.

Belize has comprehensive CDD and STR regulations and PEPs are subject to enhanced due
diligence. CDDcovered entities include domestic and offshore banks; venture risklcapit
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money brokers, exchanges, and transmission services; moneylenders and pawnshops; insurance
entities; real estate intermediaries; credit unions; casinos; motor vehicle dealers; international
financial service providers; public notaries, attorneys, atemis, and auditors; FTZ businesses;

and NGOs.

The FIU maintains formal and informal alliances with local and international law enforcement
and exchanges information without formal mechanisthbas signed MOUs with the Jamaican
and St. Vincentian FIUsResponse time has significantly improved, including to INTERPOL
requests.

Belize is amemberof the CFATF, a FATF-styleregionalbody. Its mostrecent MERis available
at: https://www.cfatfgafic.org/index.php/documents/cfatiutualevaluationreports/belize?.

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

The FIU has adopted a thrgear strategic plan that includes resowmagmentation. A Legal
Officer was contracted for supervision duties and assistance with prosecutions. The Director of
Public Prosecutions assigned a prosecutor to assist in financial crimes cases.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

B e | & Magodal Risk Assessment is scheduled for completion in early 2019, and the FIU
houses a permanent National Risk Assessment Coordinator. Banking sector AML supervision is
improving; the central bank revoked one license in 2018 for failure to comply FIThis

completing standard operating procedures for financial analysis. All analysts are working
towards accreditation.

As of September 2018, two persons have been charged with money laundering offenses and
several investigations are underway. Freuidhe most commonly classified suspicious activity
shown on filed STRs.

Belizeds FIU improvises | ocal solutions, i ncl
it meets request for information obligations. Local database limitations, espetitie

Companies Registry and the Immigration and Lands Departments, contribute to occasional
delinquency.

International cybercriminal activities continue to plague Belize, including phishing and ATM
harvesting scams. The slow development of botht@amal cybersecurity policy and technical
expertise constrains response in this area.
agencies and offices involved in enforcement and monitoring, such as the FIU, Police
Department, and Customs and EecDepartment face various challenges including political
interference, corruption, and human resource and capacity limitations.
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Benin

OVERVIEW

The port of Cotonou is a transportation hub for therggjion, serving Nigeria and latldcked
countries in the Sahel. Criminal networks exploit the volume of goods and people moving
through Benin.

Beninis a transit point for a significant volume arfugs and precursors moving from South
America, Pakistan, and Nigeria into Eurpfeutheast Asia, and South Africk.is difficult to
estimate the extent of druglated money laundering in Benin, believed to be done through the
purchase or constructiarf real estate for rent or4sle, casinos, bulk cash smuggling, and
payments to officials.

Benin took significant steps in 2018 to counter financial crimes through passage of stronger
legislation and efforts to facilitate information exchange. Radiat passed a new AML/CFT

law in June to comply with a 2015 directive from the West Africa Economic and Monetary
Union (UEMOA). Benin also created a specialized trial court with a broad mandate covering
drug, terrorism, and financial crimes.

In SeptembeR018, Benin was welcomed into the Egmont Group after five years of observer
status.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Open borders, the prevalence of cash transactions, and the informal economy facilitate money
laundering in Benin.

Benin is vulnerable to drurelated money laundering. Cases linked to Benin include the
proceeds of narcotics trafficking comingled with revenue from the sale of imported used cars for
customers in neighboring countries. In recent years, Benin was iteglitalarge international
schemes in which Lebanese financial institutions linked to Hizballah were used to launder and
move criminal proceeds through West Africa and back into Lebanon. As part of the schemes,
funds were wired from Lebanon to the Unitgthtes to buy used cars that were then shipped to
Benin and sold throughout West Africa. Profits from the sale of these cars were combined with
drug proceeds from Europe and subsequently sent to Lebanon via bulk cash smuggling and
deposited into the Lebage financial system. Hizballah, which the U.S. Department of State has
designated as a Foreign Terrorist Organization, reportedly received financial support from this
network.

KEY AML LAWS AND REGULATIONS

The 2018 UEMOAdrafted uniform law helps staadlize AML/CFT legislation among member
countries. In Benin, the uniform law (Act 2018) replaces 1997 and 2016 laws criminalizing
money laundering and the 2012 financing of terrorism law by combining their provisions into a
single law. The uniform lawlso addresses deficiencies in earlier legislation by introducing new
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investigative authorities; requiring attorneys, notaries, banks, and certagomemmental and
religious organizations to report large cash transactions; and the designationiohalcibney
laundering predicate offenses.

Benin is a member of the GIABA, a FATStyle regional body. Its most recent MER is available
at: http://www.fatf
gafi.org/publications/mutualevaluations/documents/mutualevaluationofbenin.html

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Draft implementing guidelines for the new uniform law are awaiting finalization.

Act 201813 passed on May 12018 to create the Economic Crimes and Terrorism Court

(CRIET), a specialized court for economic and financial crime, does not enumerate the particular
of fenses under the courtds jurisdiction. CRI
result ina lack of clarity in the appropriate trial court for certain crimes or a case backlog in the
future if investigative capacity increases.

The Minister of Finance has not signed a draft ministerial decree specifying the powers,
organization, and functionf the Advisory Committee on the Freezing of Assets.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Beninese officials have limited capacity to effectively track financial flows, inhibiting their
ability to investigate and prosecute individualsorgsoupu nder t he countryés |

The West African Central Bank (BCEAQO), which regulates the common West African CFA
franc currency, sets a requirement for declaration of bulk cash crossing the border to Nigeria (a
nonUEMOA member country) at approxately $8,750 (CFA franc 5,000,000) or moienin
customs authorities lack training to evaluate ctumsler currency declarations for money
laundering purposes.

The National Financi al | ntelligenceredBucedcessi n
and agents within this office and other law enforcement offices are often reassigned to new
jurisdictions and new disciplines after training investments by donors. Insufficient funding for
dayto-day operations hinders travel to conduct investigatiddENTIF has requested support

from donors to implement recommendations by international AML experts. CENTIF has limited
funds for international travel to Egmont meetings and foresees challenges with English language
proceedings.

On the judicial sideinvestigative judges lack specialized training in complex financial schemes
and cases sit unattended. Out of 728 statements of suspicion recorded betwe13017

were presented to the court and are still pending. Benin has had no successfubonuateryrig
prosecutions to date.

There is no MLAT between Benin and the United States. Benin is a party to multilateral
conventions that support international cooperation on money laundering cases.
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Bolivia
OVERVIEW

Bolivia is not a regional finandigenter, but remains vulnerable to money laundering. Criminal
proceeds laundered in Bolivia are derived primarily from smuggling contraband and the drug
trade. In recent years, Bolivia has enacted several laws and regulations that, taken together,
shoudl help the country more actively fight money laundering. Bolivia should continue its
implementation of its laws and regulations with the goal of identifying criminal activity that
results in investigations, criminal prosecutions, and convictions.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Major sources of illicit funds in Bolivia include cocaine trafficking, smuggled goods, corruption,
illegal gold mining, and informal currency exchanges. Chile and Peru are the primary entry
points for llicit products, which are then sold domestically or informally exported.

The latest White House Office of National Drug Control Policy report found that Bolivia had the
potential to produce 249 metric tons of cocaine in 2017, a significant sourbeitgbribfits.

Informal gold mining also has grown in recent years. Although informal currency exchange
businesses and noagistered currency exchanges are illegal, many still operate. Corruption is
common in informal commercial markets and money lauing activity is likely.

The Bolivian justice system is hindered by corruption and political interference, both of which
impede the fight against narcoticslated money laundering. The lack of wiedined

prosecutors and police officers has also Beeroblem, leading to ineffective criminal
investigations.

Bolivia has 13 FTZs for commercial and industrial use in El Alto, Cochabamba, Santa Cruz,
Oruro, Puerto Aguirre, Desaguadero, and Colijck of regulatory oversight of these FTZs
increases moryelaundering vulnerabilities.

A few legal casinos pay a hefty percentage to the government in order to run card games,
roulette, slots, and bingo. Many illegal casinos operate in the informal market.

KEY AML LAWS AND REGULATIONS

Bolivia passed sevdrtaws that control the entry and exit of foreign exchange and which
criminalize illicit gains. In 2012, Bolivia created the National Council to Combat lllicit
Laundering of Profits to issue guidelines and policies to combat money laundering. In 2013,
Bolivia created new regulatory procedures that allow for freezing and confiscation of funds and
other assets related to money laundering.
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All financial institutions in Bolivia are required by the Financial Investigative Unit (UIF),
Bol i viabds Hlrddulatioastarepbraat tkansactions above $3,000 (or transactions
above $10,000 for banks).

Bolivia has KYC regulations. All transactions conducted through the financial system require
valid photo identification in addition to other required infotima. Financial intermediaries

must register this information into their systems, regardless of the transaction amount or whether
the transaction is a deposit or a withdrawal. Private banks follow KYC international standards.

Bolivia does not have a nudl legal assistance treaty with the United States; however, various
multilateral conventions to which both countries are signatories are used for requesting mutual
legal assistance. U.S. Customs and Border Protection, U.S. Immigration and Customs
Enforcement, and Bolivian National Customs signed a Customs Mutual Assistance Agreement
(CMAA) in 2017 that expands cooperation and information sharing, including in the area of
money laundering. The CMAA provides for the sharing of forfeited assets.

Bolivia isa member of the GAFILAT, a FATFBtyle regional body. Its most recent MER is
available in Spanish only ahttp://www.gafilat.org/index.php/es/biblioteca
virtual/miembros/bolivia/evaluaciongrutuasl/195Ginforme-de-evaluacioamutuade-bolivia-
3aronda/file

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Lack of personnelinthe UllE,o mbi ned with inadequate resource
|l egal and regulatory framewor k, l'imit the UIF
reporting requirements is extremely low. Information exchange between the UIF and police
investgative entities improved in the last year, and the UIF maintains a database of suspect

persons that financial entities must check before conducting business with clients. In 2017, the
Attorney General created a special unit dedicated to investigatingraselcuting money

laundering.

Bolivia is in the process of including notaries under the supervision of UIF and is working to
address other noted deficiencies, including vehicle dealers, real estate businesses, and jewelry
stores, as well as virtual cur@n mobile device payments, and financial outflows.

In 2017, the Central Bank of Bolivia prohibited the use of bitcoin and 11 other virtual currencies.
The regulation bans the use of any digital currency not regulated by a country or economic zone.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

The Bolivian criminal courts have jurisdiction over crimes related to narcotics, terrorism, and
money laundering. With a legal order, courts can request information from banks for
investigative purposes.
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Bolivia has an extradition treaty with the United States. In some instances, the Bolivian
government has been cooperative with U.S. law enforcement. However, overall there is little
law enforcement cooperation between Bolivia and the United States.

Accordng to available data, there were approximately 51 money laune@ieigd prosecutions
in 2018. Conviction data is not available.

Banks are actively enforcing all regulations to control money laundering or any other suspicious
transaction.

Bosnia and Herzegovina

OVERVIEW

Bosnia and Herzegovina (BiH) has a primarily ehslsed economy and is not an international or
regional financial center. BiH is in the middle of the Balkans and has open borders with Croatia,
Serbia, and Montenegro. A Visa Liladization Agreement with the EU enables easy transit

from Eastern Europe and the Balkans region to countries in Western Europe. BiH is a market
and transit point for smuggled commodities, including cigarettes, firearms, counterfeit goods,
lumber, and fuebil.

BiH recently has made substantial progress, not only strengthening its AML regime, but
harmonizing its laws across its numerous legal systems, including laws related to money
laundering and asset forfeiture. BiH has a complex legal and reguiatomwork with

criminal codes and financial sector laws at the state and entity levels (Federation of BiH (FBiH)
and Republika Srpska (RS)), and in the Br] ko

BiH completed its National Risk Assessment of Money Laundering and Terrorisciigam
the Period 2012022 (NRA) in September 2018, which identifies notaries and real estate
agencies as the highe#tk sectors.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

The majority of STRs are connected to tax evasion and corruptiemaller amount involve
concealing the proceeds of illegal activities, including human trafficking and smuggling,
narcotics trafficking, and organized crime. Individuals frequently withdraw funds under the
guise of legitimate business, but transactiageslaer found to be fabricated. Banks make up 87
percent of the financial sector and STRs from banks show that, by number of transactions, fraud
and identity theft are increasing, as are identity card counterfeiting and credit card fraud. Money
launderng through real estate development also is a problem.

There are four active FTZs in BiH. Companies working in these zones are primarily producing
automobile parts, forestry and wood products, and textiles. The Ministry of Foreign Trade and
Economic Reldons is responsible for monitoring FTZs; there have been no reports that these
areas are used for money laundering.
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KEY AML LAWS AND REGULATIONS

The main | egislation defining BiHO0s AML regim
criminal codesand criminal procedure codes of the multiple jurisdictional levels, and various

sectoral laws (e.g., addressing insurance, the securities market, banks, associations, and
foundations), some of which have been amended in the last two years. The couk¥{€has

and STR regulations and applies due diligence measures. BiH has mechanisms in place for

records exchange.

BiH is a member of MONEYVAL, a FATtyle regional body. Its most recent MER is
available at:https://www.coe.int/en/web/moneyval/jurisdictions/bosnia

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Corruption is endemic, affecting all levels of the economy and society.

BiH has made significant technical improvertseto its AML/CFT regime, including with regard

to confiscation measures; CDD and STR procedures; financial institution regulation and
supervision; regulation of DNFBPs and NPOs; transparency of legal persons and beneficial
owners; targeted financial saiwsts; statistical data and public reporting by the FIU; cross

border cash declarations; and natieleakl cooperation. Actual implementation of these

reforms has begun, but achievements in terms of money laundering investigations, prosecutions,
and conwtions, as well as other measures of progress, need to be confirmed.

The four criminal codes and criminal procedure codes now contain similar money laundering
offenses. The criminal codes of the entities and BD include specific provisions on sonige aspec
of confiscation and forfeiture of income or other benefits, commingled property, and
instrumentalities. The two entity governments have special laws on the confiscation of assets, in
addition to the provisions of the criminal procedure codes.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Whil e BiH6s political structure and ethnic po
coordination of law enforcement AML efforts among the multiple jurisdictional levels in BiH is
improving.

There are gencies in FBiH, RS, and the BD that manage confiscated assets. There is no such
agency on the state level. The state level investigates money laundering crimes with an
international or inteentity element, while the entities and BD deal with localiaemhey

laundering. The jurisdictions maintain separate bank supervision and enforcement/regulatory
bodies.

There are concerns about the effectiveness of controls relating to thdardsstransportation

of currency and bearer negotiable instrumentiamaritime border and land crossings. BiH
law enforcement is improving its actions to combat TBML in the country.
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BiH has implemented the 1988 UN Drug Convention (mainly through the Law on Suppression
of Abuse of Narcotic Drugs) and other applicable agreements. BiH has not refused to cooperate
with foreign governments.

In the period from January 2048ctober 2018according to information from the High Judicial
and Prosecutorial Council of BiH, the courts handed down six convictions related to money
laundering pertaining to nine persons. In 2017, indictments for money laundering were up 14
percent over 2016.

Brazil
OVERVIEW
Brazilds economy was the second | argest in th
| argest in the world. Brazi|l is a major drug

drug consumers. Transnational criminal organizations operatggiout Brazil and launder

proceeds from trafficking operations and human smuggling. A4bililan dollar contraband

trade occurs in the FBorder Area (TBA) where Brazil shares borders with Paraguay and

Argentina. Networks in the TBA provide finaatisupport to Hizballah, a U.S. Department of
Statedesi gnated Foreign Terrorist Organization.
money laundering priority, followed by narcotics trafficking.

A June 2018 FATF statement no&szil risks supension if it fails to remedy remaining CFT
deficiencies related to the implementation of targeted sanctions for terrorist financiers designated
by the UN Security Council.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Public corruption, human smggling, and trafficking of drugs, weapons, and counterfeit goods

are the primary sources of illicit funds. Money laundering methods include the use of banks, real
estate, and financial asset markets; remittance networks; shell companies; phantom accounts;
illegal gaming; informal financial networks; and the sale of cars, cattle, racehorses, artwork, and
other luxury goods. Criminals also use foreign tax havens to launder illicit gains. Drug
trafficking organizations are linked to black market money emgbaperators. In large urban
centers, laundering techniques often involve foreign bank accounts, shell companies, and
financial assets; while in rural areas, promissory notes and factoring operations are more
common.

Some highpriced goods in the TBAre paid for in U.S. dollars, and crdssrder bulk cash
smuggling is a concern. Large sums of U.S. dollars generated from licit and suspected illicit
commercial activity are transported physically from Paraguay into Brazil. From there, the
money may mad its way to banking centers in the United States. However, Brazil maintains
some control of capital flows and requires disclosure of corporate ownership.
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Recent reporting and Brazilian | aw enforcemen
criminal organization, Primeiro Comando da Capital (PCC), is making a push into money

laundering and other less visible criminal enterprises and corrupting public officials and police.

The PCC is currently attempting to evolve into a sophisticated transnatiomiadatr

organization, with ties to several countries in the Western Hemisphere and Europe, and sees

money laundering and other associated financial crimes as part of its evolution.

Since 2014, nAOperation Car Washomohnegs uncover
laundering, and tax evasion spanning the Americas, leading to arrests and convictions of the

former president, former and thenrrent ministers, members of Congress, political party

operatives, employees at Petrobras and other parastatals, antiveseat major private

construction firms throughout the region. Corruptietated money laundering is associated

with fraudulent contracts, bribery and influermeddling, antitrust violations, public pension

fund investments, and undeclared or illeggmpaign donations. According to the Ministry of
Justice, more than $100 million of il icit fu
blocked overseas; Brazil has recovered $20 million thus far.

Brazil s Manaus FT ZtradesareasoBrgzibas®hds aodmbdr of exportf r e e
processing zones.

KEY AML LAWS AND REGULATIONS

Brazilds money |l aundering |l egal framewor k was
the discovery, freezing, and forfeiture of illicit assets. zZBit@as comprehensive KYC and STR
regulations.

Brazil and the United States have a MLAT. Brazil regularly exchanges records with the United
States and other jurisdictions.

Brazil is a member of the FATF and the GAFILAT, a FAStyle regional body. $tmost recent
MER is available at:http://www.fatfqgafi.org/countriesfa
c/brazil/documents/mutualevaluationreportofbrazil.html

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Legal entities cannot be criminally charged u
subject to reporting requirements if they are covered entities under the AML law. Legal entities

in violation of thereporting requirements can face fines and suspension of operation, and

managers can face criminal sanctions.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

From January through September 2018, the Council for Financial Activities Control (COAF),

B r a<HIU, iditiated 54 money laundering administrative actions and referred 4,967 cases to
law enforcement for potential investigation. Comprehensive data on criminal investigations and
convictions are not yet available.
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Brazilian law enforcement has susstully seized millions in multiple currencies in highway
seizures and served arrest warrants throughout Brazil, especially on the border with Paraguay
(State of Parana).

The lack of a central deonfliction database, coupled with the stguging of intdligence by

multiple Brazilian law enforcement agencies, makes it difficult to fully identify the means
through which criminal groups launder money. Coordination between civilian security agencies,
law enforcement agencies, and the Brazilian militaryriséred by inteiservice rivalries.

Brazil made significant strides in strengthening its legal framework, building capacity to
investigate and prosecute financial crimes through specialized police units and courts, and
fostering interagency cooperationdacivil society input on prospective reforms. Nonetheless,
challenges remain. Judicial delays often lead to cases expiring before judgment due to strict
statutes of limitations. Brazil will benefit from expanded use of theftaske model and

cooperate agreements that facilitated recent major anticorruption breakthroughs, an increased
information exchange on best practices for financial market fraud, government contract
oversight, and collaboration and leniency agreements.

British Virgin Islands
OVERVIEW

The British Virgin Islands (BVI) is a UK overseas territory. Its economy is dependent on

tourism and financial services. The BVI is a wedtablished, sophisticated financial center

offering accounting, banking and legal services, captiveramee, company incorporations,

mutual funds administration, trust formation, and shipping registration. At the close of
September 2017, the commercial banking sector had assets valued at approximately $2.3 billion.
Potential misuse of BVI corporate velgs remains a concern, but the government has put in

place frameworks to guard against such abuse. Criminal proceeds laundered in the BVI derive
primarily from domestic criminal activity and narcotics trafficking.

VULNERABILITIES AND MONEY LAUNDERING M ETHODLOGIES

The BVI has a favorable corporate tax and no wealth, capital gains, or estate tax. Significant
money laundering risks include exploitation of financial services, and a unique share structure
that does not require a statement of authorized capital. ThesBMavored destination for
incorporating new companies and registering shell companies, which can be established for
little money in a short amount of time. Multiple reports indicate a substantial percentage of
BVI 6s offshore business comes from China

Financial services account for over half of government revenues. The Financial Services
Commi ssionbébs (FSC) December 2017 statistical
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companies. Of these, 1,089 are private trust companies. There are six cathmieensed
banks and 1,499 registered mutual funds.

The BVIOs proximity to the U.S. Virgin Island:
additional risk factors for money laundering. The BVI, similar to other jurisdictions in the

Easern Caribbean, is a major target for drug traffickers, who use the area as a gateway to the

United States. BVI authorities work with regional and U.S. law enforcement agencies to help

mitigate these threats.

KEY AML LAWS AND REGULATIONS

Money laundeng is criminalized, as are all money laundering predicate offenses, in line with
international standards. Maximum criminal penalties for money laundering and money
launderingrelated offenses are $500,000 and 14 years in prison. Administrative pesralties
maximum of $100,000. Maximum penalties under the-Muney Laundering Regulations are
$150,000.

The FSC is the sole supervisory authority responsible for the licensing and supervision of
financial institutions. KYC and STR requirements coverkiBaMSBs, insurance companies,
investment businesses, insolvency practitioners, trust and company service providers, attorneys,
notaries public, accountants, auditors, yacht and auto dealers, real estate agents, dealers in
precious stones and metals, desle other highvalue goods, and NPOs.

The BVI applies enhanced due diligence procedures to PEPs. Part Il of tHddkety
Laundering and Terrorist Financing Code of Practice, 2008 outlines the CDD procedures that
licensees should follow to ensureper verification of clients.

The BVI is a member of the CFATF, a FABEyle regional body. Its most recent MER is
available at:https://www.cfatfgafic.org/index.php/documents/muttedaluation
reports/virginislandsl.

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

|l nternational experts have criticized the BVI.
formation sector, ahits sanctions regime, though recent improvements have earned positive

marks. In 2017, the BVI Enforcement Committee reviewed 382 enforcement cases, resulting in

17 administrative penalties, six cease and desist orders, one advisory, 63 license nsyocatio

and six warning letters.

ENFORCEMENT/IMPLEMENTATION ISSUES AND COMMENTS

The UK is responsible for the BVI&6s internati:
delegated under the Virgin Islands Constitution Order 2007. The UK arranged fatehsian

to the BVI of the 1988 UN Drug Convention in 1995, the UNCAC in 2006, and the UNTOC in

2012.
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Between January 1 and October 31, 2016, there were two money lausreéatied

prosecutions and no money laundefmetated convictions. There haveelpel5 money

laundering convictions since 2008. This low volume of prosecutions and convictions is not
commensurate with the size and complexity of

The BVI has implemented a register which provides authorized BVI authoriitges dnd
immediate beneficial ownership information; this registry is not publicly available. Beneficial
ownership information must be shared with the UK government within 24 hours of a request.
The UK Sanctions and Anioney Laundering Act 2018 reqas the BVI establish a publicly
accessible register of the beneficial ownership of companies registered in its jurisdiction by
December 2020.

The government is currently engaged in amending legislation to enable the Financial
Investigation Agency (FIAjo take enforcement actions against DNFBPs that areompliant
with their AML legal responsibilities. Such amendments will allow the FIA to enforce
administrative penalties against roompliant DNFBPs.

Burma

OVERVIEW

Bur mads e dimanc@almegctorane dnderdeveloped, and most currency is still held

outside of the formal banking system. Burma has porous borders and significant natural
resources, many of which are in parts of the country that the government does not fully control.
Burma is also one of the largest source countries of methamphetamine and opiates. The lack of
financial transparency and understanding of AML standards, the low risk of enforcement and
prosecution, and the large illicit economy foster criminal activity.

The Burmese government has made some progress in addressing international AML concerns.
Burma is designated as a jurisdiction of Apri
of the USA PATRIOT Act, but the U.S. Department of Treasury began waeggal

ramifications in 2012 and issued an administrative exception in 2016, allowing U.S. financial
institutions to provide correspondence services to Burmese banks.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Bur ma i s t he wsbaultivdtdr sf illisiteogiuonrand a Imajar gamufacturer and

exporter of heroin. Burma has also emerged a
amphetamines and amphetaming pe st i mul ants (ATS) . The coun
production occumi territory controlled bynost at e ar med groups, partic

eastern borders, which complicates efforts to control the drug trade. Trafficking in persons and
wildlife and illegal trading in gems and timber also generate illicit proceatifuahpublic
corruption.
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Many people in Burma rely on informal money transfer mechanisms, knolwmds as the

formal financial system is underdeveloped and has limited connectivity with international banks.
Hundidealers use Burmese banks at mander crossings to transfer money from workers
abroad throughout Burma, but the banks do not apply KYC regulations to the source of the
money. The Burmese Central Bank has been working to draft regulations for these money
services for years.

Many busings deals and real estate transactions are conducted in cash. In Burma, access by
adults to at least one formal regulated financial service increased from 30 percent in 2013 to 48
percent in 2018; however, Burma is still a largely elaated economy, whiahakes it difficult

for authorities to detect illicit financial flows.

Despite gaming currently being illegal, casinos target foreigners in border towns, especially near
China and ThailandLittle information is available about the scale of these entag There is
a draft law in Parliament to legalize casinos.

KEY AML LAWS AND REGULATIONS

Burma passed its AntMoney Laundering Law in 2014. The law criminalizes money
laundering, defines predicate offenses, and includes CDD requirements fooslhgepntities.
Regulations to implement the AML law were issued in 2015. Burma has made progress in
improving its legal and regulatory framework in line with international AML standards, though
many problems remain.

Burma does not have a bilateralL MT with the United States, but higlvel law enforcement
officials have stated they are willing to engage in an MOU. In December 2016, the Burmese
Attorney General (AG) identified the AG Deputy Director General as the central authority for
mutual legahssistance requests, although this channel remains untested between the United
States and Burma.

Burma is a member of the APG, a FAS#le regional body. Its most recent MER is available
at: http://www.apgml.org/member@nd-observers/members/member
documents.aspx?m=e0e77e&®ft4caca24t7felce72ecb2

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Bur madés AML didyfpertain te logistica shallemges, such as insufficient

technologies and limited government capacity and coordination, key areas where improvement is
necessary. Financial institutions rely on papased record keeping and, when computers are
available, on manual data entry. The government, in cooperation with international donors, is
increasing the automation and processing of electronic reporting and pbasimigpapetased
records.

The FIU relies on the cooperation of 25 entities, from customs to the central bank to law

enforcement bodies, but these groups6 under st
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and coordination between the bodies is poor. Oversight e€aonventioml financial services in
Burma, such as money transfer services, microfinance institutions, and securities firms, is in the
initial phases, and the central bank provides limited AML oversight ofstated banks.

In November 2003, the United Statesnde i f i ed Bur ma as a jurisdicti
|l aundering concern, 0 pursuant to Section 311
financial institutions from establishing or maintaining correspondent accounts with Burma.

While the Section 311 faings remain in place, Treasury began easing restrictions in 2012 on
corresponding banking relationships with certain banks, and in October 2016 issued a blanket
administrative exception which permits U.S. financial institutions to maintain correspondent

banking relationships under certain conditions. Burma applied to join the Egmont Group in

March 2017.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Burma continues to work on full implementation of the 1988 UN Drug Convention. Despite
enactingan AMU aw, Bur maés i mpl ementation of AML ref
and June 2018, Burmaés FIU investigated 12 mo
related to drug trafficking, three cases came from SARs, and three cases from police étation

reports and other sources. Six of the cases were prosecuted, two were closed, and four are still
under investigation.

Cabo Verde

OVERVIEW

Cabo Verdebds | ocation, approximately-tod00 mil e
water ratio make it vulnerable to narcotics trafficking between West Africa, the Americas, and
Europe. lts financial system is primarily composed of the banldotps

Alt hough Cabo Verdebés AML regime has fl aws, t
and regulations in an attempt to create the tools to curb illicit financial activities. The AML
framework, established initially in 2009, has led to imgayort container monitoring and
information sharing between Cabo Verdebs dome
continues to receive international support in its fight against drug trafficking, money laundering,

and other crimes. This suppantiudes support to its FIU.

VUNLERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Approxi mately 30 percent of Cabo Verdeds econ
transparency and contributing to vulnerability to money laundering. Thesbiggaey

laundering risk in Cabo Verde is likely related to narcotics trafficking, largely due to its location

at the Atlantic crossroads, along major trade routes, and to its limited capacity to patrol its large
maritime territory. Narcotics transit Cabt@rde by commercial aircraft and maritime vessels,
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including private yachts. Domestic consumption of consumer dragsely marijuana,
cocaine, crack cocaine, and synthetic diiugsincreasing.

Public corruption is limited in Cabo Verde and is ualikto be a major element facilitating

money laundering. Although the formal financial sector is well regarded, it may still offer niches

to money | aunderers as a safe haven, in spite
regime.

KEY AML LAWS AND REGULATIONS

The Central Bank of Cabo Verde (BCV) regulates and supervises the financial sector, and
commercial banks generally are thought to comply with its rules. Financial institutions
reportedly exercise due diligence beyond the requiremenite ddwv for both domestic and
foreign PEPs. Cabo Verde has taken steps to implement abonaies currency declaration
regime, but implementation at the ports of entry remains inconsistent.

Cabo Verde has somewhat operationalized its framework for national cooperation and

coordination. The Ministry of Justice recruited eight public prosecutors to be stationed around

the archipelago, and the BCV recruited six agents for its supervision mepartTwo of the

|l atter will specifically support the AML supe
General Inspectorate of Economic Affairs serves as the supervisory body for dealers in luxury

cars, antiques, and illicit gaming.

Cabo Verdes a member of the GIABA, a FAT8tyle regional body. Its most recent MER is
available at:http://www.giaba.org/reports/mutual/aluation/Cabo%20Verde.html

AML LEGAL, POLI CY, AND REGULATORY DEFICIENCIES

Information is limited about the degree to which the BCV conducts AML compliance
examinations of the financial institutions that fall within its jurisdiction, including whether the
BCV has applied administrative sanctidas noncompliance with requirements. Cabo Verde
still needs to strengthen its AML supervision mechanisms for financial institutions, capital
markets, and DNFBPs, including the gaming sector.

The FIU continues to take steps to improve its efficienayeffectiveness, including by availing
itself of donor assistance. Work remains to be done to develop a record of tangible outcomes
across the range of AML stakeholders, including administrative enforcement actions by financial
and nonrfinancial sector rgulators, consistent application of financial investigative techniques in
all law enforcement investigations involving crimes generating illicit profits, and successful
financial crimes prosecutions including asset forfeiture.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Although Cabo Verde has taken steps to create the legal framework for its AML regime, it still
needs to close important gaps. Among those are the development of a fully and broadly
functioning crossorder currency declaration syst@and a record of tangible outcomes.
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Implementation and enforcement of the laws remain weak, although 23 AML cases were
processed in the 2012018 judicial year. Government agencies appear unaware of their own
responsibilities under the AML regime or aret motivated to meet them.

The United States and Cabo Verde do not have a bilateral MLAT or an extradition treaty. Cabo
Verde is party to relevant multilateral law enforcement conventions that have mutual legal
assistance provisions. The United Staiad Cabo Verde can also make and receive requests for
assistance on the basis of domestic laws.

Canada

OVERVIEW

Money laundering activities in Canada involve the proceeds of illegal drug trafficking, fraud,
corruption, counterfeiting and piracy,ditobacco smuggling and trafficking, among others.
Foreigrgenerated proceeds of crime are laundered in Canada, and professiorprtlyird
money laundering is a key concern. Transnational organized crime groups and professional
money launderers are kéhreat actors.

Although the legislative framework does not allow law enforcement to have direct access to
Canadab6és FI U databases, financi al intelligenc
government should take steps to increase enforcesmnenprosecution.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Money is laundered via several mediums, including bulk cash smuggling, MSBs/currency
exchanges, casinos, real estate, wire transfers, offshore corporations, credit cards, foreign
accouns, funnel accounts, hawala networks, and the use of digital currency.

The illicit drug market is the largest criminal market in Canada. Transnational organized crime
groups represent the most threatening and sophisticated actors in the marketegieeceks

to professional money launderers and facilitators and their use of various money laundering
methods to shield their illicit activity from detection by authorities.

KEY AML LAWS AND REGULATIONS

Amendments to the Proceeds of Crime (Money Laundgand Terrorist Financing Act
(PCMLTFA) that strengthen Canadadés AML regi me
June 2017. These amendments expand the ability of the Financial Transactions and Reports
Anal ysis Centre ( FI Nigckesk @fprmatiéhdonpalideatitesCanedalU, t o d
Border Services Agency, and provincial securities regulators. They also mandate AML

measures for provinciallgperated online casinos.

Entities subject to KYC and STR requirements include banks and credit ulif®nssurance
companies, brokers, and agents; securities dealers; casinos; real estate brokers and agents; agents

73



INCSR 2019 Volume i Money Laundering

of the Crown (certain government agencies); MSBs; accountants and accountancy firms;

precious metals and stones dealers; and notariesabe@uand British Columbia. A second
package of regulatory amendments that will cl
the lack of AML compliance measures for foreign MSBs and virtual currency dealers, is being
finalized for publication in 2019.

The PCMLTFA provisions cover foreign and domestic PEPs and heads of international
organizations (HIO). The PCMLTFA requires reporting entities to determine whether a client is
a foreign PEP, a domestic PEP, an HIO, or an associate or family membgrsatarmperson.

The government published its national AML/CFT risk assessment in July 2015 and is currently
updating this assessment. Parliament began a statutory review of the administration and
implementation of the PCMLTFA in February 2018. A reviswequired every five years.

The 2015 Security of Canada Information Sharing Act facilitates information sharing among
government agencies regarding activity that undermines national security.

Canada has records exchange mechanisms with the United &ta other governments.
Canada has strong AML cooperation with the United States and Mexico through, inter alia, the
AML workshops falling under the annual North American Drug Dialogue.

Canada is a member of the FATF and the APG, a F#yle regionhbody. Its most recent
MER is available at:http://www.fatkgafi.org/media/fatf/documents/reports/mer4/MERNnada

2016.pdf

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

AML regulation of attorneys was overturned by the Canadian Supreme Court in 2015 as an
unconstitutional breach of attornelient privilege. Trust and company service providers, with
the exception of trugstompanies, also are not subject to preventative measures.

Canadabtés legislative framework does not all ow
databases; however, when FINTRAC has determined there are reasonable grounds to suspect

that informatiorreceived from reporting entities would be relevant to an investigation or

prosecution of a money laundering offense, the FIU is required to make financial intelligence
disclosures to appropriate authorities. Information may be sent to multiple authbliiies to

parallel investigations are suspected.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Canada has a rigorous detection and monitoring process in place but should further enhance its
enforcement and prosecutorial capabilities. As notedteyriational experts, when the
magnitude of the identified money | aundering
laundering conviction rate appears to be low; from 2DAD4 (most recent data available), only

169 trials on charges of money laundgried to a conviction. In addition to the offense of

laundering the proceeds of crime, the possession of proceeds of crime (PPOC) is also a criminal
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offense. The same penalties apply to both laundering and PPOC convictions involving more
than approximatg U.S. $3,740 ($5,000 Canadian). Of PPOC charges brought in 2014, 17,191
resulted in a conviction on at least one charge.

Canada adopted legislation regulating virtual currencies in 2014 that, when it comes into force,
will subject persons and entities the same reporting requirements as MSBs. The law will not
come into force until a second package of regulatory amendments is completed, which is
expected in 2019. Digital currency exchanges will have to register with FINTRAC. Financial
institutionswill be prohibited from establishing and maintaining accounts for virtual currency
businesses not registered with FINTRAC.

Cayman Islands

OVERVIEW

The Cayman Islands, a UK overseas territory, is an international financial center that provides a
wide range of services, including banking, structured finance, investment funds, trusts, and
company formation and management. As of June 2018, the banking sector had U.S. $934 billion
in international assets. There are 147 banks, 146 trust company lid3%ésenses for

company management and corporate service providers, 821 insuetated licenses, and five

MSBs. There are 103,759 companies incorporated or registered in the Cayman Islands and
10,708 licensed/registered mutual funds.

The governmenhas adopted and implemented a-lisised approach to combating money
laundering. Population of a centralized beneficial ownership platform was completed in June
2018.

VULNERABILITIES AND MONEY LAUNDERING METHODLOGIES

The Cayman Islands has an indirect tax regime. Its susceptibility to money laundering is

primarily due to foreign criminal activity and may involve fraud, tax evasion, or drug trafficking.

The offshore sector may be used to layer or place funds inodghg man | sl andsd f i né
system. The Cayman | slands6é6 network of tax i
112 treaty partners. The Cayman Islands adheres to the Common Reporting Standards of the
OECD.

Gaming is illegal and the governmealues not permit registration of offshore gaming entities.
Cayman Enterprise City, a Special Economic Zone, was established in 2011 for knewledge
based industries. Of 49 businesses in the Commodities & Derivatives Park as of June 2018, 15
were registerewvith the Cayman Islands Monetary Authority (CIMA) under the Securities and
Investment Law.

In April 2018, CIMA issued a public advisory regarding the potential risks of investments in
Initial Coin Offerings and all forms of virtual currency. The Caynglands is developing a
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ADi gital Assets Legislative Frameworko to add
with virtual or electronic currencies, while monitoring developments in global standards.

KEY AML LAWS AND REGULATIONS

Shell banks, anonymous accounts, and the use of bearer shares are prohibited.

The Terrorism Law (2018 Revision), a consolidation of the Terrorism Law (2017 Revision) and
the Terrorism (Amendment) Law 2017, enhances
property is given a wider definition and terrorist financing is now a predicate offense for money
laundering.

The Penal Code (2018 Revision), a consolidation of previous penal legislation, codifies tax
evasion as a predicate offense.

CDD and STR requements cover banks, trust companies, investment funds, fund

administrators, securities and investment businesses, insurance companies and managers, MSBs,
lawyers, accountants, corporate and trust service providers, money transmitters, dealers of
preciousmetals and stones, the real estate industry, and other relevant financial business as
defined in the Proceeds of Crime Law (2018 Revision).

The AntiMoney Laundering Regulations (AMLRs) 2018 require designated entities to use a
risk-based approach, todlude the application of enhanced due diligence procedures for high
risk clients such as PEPs.

The Cayman Islands is a member of the CFATF, a Féfj/le regional body. Its most recent
MER is available at:https://www.cfatfgafic.org/index.php/documents/muti@laluation
reports/caymaiislandsl.

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

The Cayman Islands has enhanced its AML supervision of real estate agents, accountants, and
entities that trade or store precious metals, precious stones, or financial derivativestio orde
mitigate the risk posed by commodities and derivatives trading in the jurisdiction.

The UNCAC has not yet been extended to the Cayman Islands; however, the Articles of that
convention have been implemented via domestic legislation.

ENFORCEMENT/ IM PLEMENTATION ISSUES AND COMMENTS

The UK is constitutionally responsible for th
arranged for ratification of the 1988 UN Drug Convention and the UNTOC to be extended to the
Cayman Islands in 1995 a2@12, respectively.
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The Mutual Legal Assistance Treaty (MLAT) between the United States and the United
Kingdom, which allows for assistance in criminal matters, has been extended to the Cayman
Islands.

During the first half of 2018, the government cocigiad 59 money laundering investigations and
investigated 52 individuals, resulting in the arrest of 50 people and the initiation of seven civil
forfeiture cases. As of June 2018, there have been six money launcaiegl prosecutions.

All six cases & still active. There have been two money laundemgted convictions.

An amendment of Regulation 31 of the Monetary Authority (Administrative Fines) Regulations,
2017 to enhance the administrative fines regime came into effect on March 13, 2018.

The AMLRs require all financial service providers to collect and maintain beneficial ownership
information. The Registrar of Companies stores this information in a centralized platform,
which facilitates instantaneous access to beneficial ownershimaton for law enforcement

and competent authorities. The UK Sanctions and-Kitey Laundering Act 2018 requires

the Cayman Islands to establish a publicly accessible register of the beneficial ownership of
companies registered in its jurisdiction bgd@mber 2020.

China, Peopl ebs Republic of

OVERVIEW

Chinese authorities identify illegal fundraising; crdsder telecommunications fraud; weapons

of mass destruction, proliferation finance, and other illicit finance activity linked to North Korea;
and corruption in the banking, securities, and transportation sectors as ongoing money laundering
challenges.

In 2018, China continued its amtorruption campaign and increased regulatory scrutiny of the
financial sector.While China has taken steps to improve its AML regime, there are significant
shortcomings in implementing laws and regulations effectively and transparently, especially in
the context of international cooperation. China should cooperate with inteaidaian
enforcement in investigations regarding indigenous Chinese underground financial systems,
virtual currencies, shell companies, and tradsed value transfers that may be used for illicit
funds transfers.

VULNERABILITIES AND MONEY LAUNDERING METHO DOLOGIES

The primary sources of criminal proceeds are corruption, drug and human trafficking,
smuggling, economic crimes, intellectual property theft, counterfeit goods, property crimes, and
tax evasion. Criminal proceeds often are laundered via batksrauggling; TBML,; shell
companies; purchasing valuable assets, such as real estate and gold; investing illicit funds in
lawful sectors; gaming; and exploiting formal and underground financial systems arpattird
payment systems. Corruption in Chiigen involves statewned enterprises, including those in
the financial sector.

77



INCSR 2019 Volume i Money Laundering

China has multiple Special Economic Zones (SEZs) and other designated development zones at
the national, provincial, and local levels, including SEZs in at least 19 cotstsiland areas.
Additionally, China has four FTZs.

KEY AML LAWS AND REGULATIONS

There are seven categories of predicate cri me
including illegal narcotics, gangs, terrorism, smuggling, corruption, disruption of financial

regulatory orders, and financial fraud.2006 AnttMoney Launderig Law imposes legal

liability on financial institutions for regulatory violations and grants law enforcement power and
international cooperation authority to the State Council.

The Peoplebds Bank of China (PBOC)ommB3dionna Bank

(CBI RC), and China Securities Regulatory Comm
for Administration of AntiMoney Laundering and Counter Terrorist Financing in Internet
Financi al l nstitutionso o nfeddantanuary i, 200D The2 01 8,

measures set AML/CFT requirements for internet financial institutions, including online

payment providers, lenders, and consumer finance companies; online fund sellers and financing
information intermediaries; and equity crofiwdding, insurance, and trust platforms. The

National Internet Finance Association of China (NIFA) is tasked with issuing implementation
rules as well as operating and maintaining the PESI@blished internet monitoring platform.
Internet financial instutions are required to establish internal control and monitoring systems to
effectively check client identifications, file CTRs and STRs, and maintain client information and
transaction records. They are additionally required to report any singldyocwlaulative cash
transaction of approximately $7,200 (RMB 50,000) or $10,000 equivalent of foreign currency.

On October 26, 2018, the CBIRC issued for com
Administration of AntiMoney Laundering and Counter TerfigtrFinancing of Banking

Financi al I nstitutions. 0 The draft defines t
including a comprehensive risk management system covering compliance management, internal
controls, and procedures covering allgwots and services.

China has comprehensive KYC and STR regulationsfinadcial institutionsare required to
determine and monitor the risk levels of customers and accounts, including foreign PERs. High
risk accounts must be subject tevexification at least every six months. If an existing customer
has become a PEP, senior management approval must be obtained to continue that relationship.

China is a member of the FATF and two FAStyle regional bodies, th®PG and the EAG. Its
most recent MR is available at:http://www.fatEgafi.org/countriesfa
c/china/documents/mutualevaluationofchina.html

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Domestic PEPs are not subject to enhanced due diligence procedures.
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Al t hough Chinads courts are required by | aw t
enforcement is inconsistent and no legislation authorizes the seizure/confiscation of substitut

assets of equivalent value. Improvements should be made to address the rights of bona fide third
parties and the availability of substitute assets in seizure/confiscation actions.

Chinadés FIU is not a member of the Egmont Gro

ENFORCEMENT/ IMPLEMEN TATION ISSUES AND COMMENTS

Since late 2017 the PBOC has intensified its AML enforcemért.e P BOCGO6s acti ons
positive step; however, China should continue to enhance coordination among its financial

regulators and law enforcement bodiesand withtintn at i onal partner s. Chi
Public Security should continue efforts to better understand how AML tools can be used in a
transparent fashion to support the investigation and prosecution of a wide range of criminal

activity.

The United Stateand China are parties to the Agreement on Mutual Legal Assistance in
Criminal Matters. Chinads recently passed Mu
Chinese law enforcement agencies to comply with MLA requests, including foreign freezing and
seizue requests and forfeiture judgments. However, the newly enacted MLA law is untested and

it remains to be seen as to how the Chinese authorities will scrutinize these cases. Additionally,
although Chinads courts ar eiscateecgminalpreckeddily | aw t
domestic cases, enforcement historically has been inconsistent and no legislation authorizes the
seizure/confiscation of substitute assets of equivalent value.

U.S. agencies consistently seek to expand cooperation with Clom@sierparts on AML
matters; however, they note China has not cooperated sufficiently on financial investigations and
does not provide adequate responses to requests for information.

Colombia

OVERVIEW

Colombia has one of Latin Americabdés most rigo
throughout its economy, especially involving proceeds from drug trafficking, illegal mining,
extortion, and corruption. | nistratioganrotinced i0 1 8 , P
would target money | aundering as one of its A
asset forfeiture. Colombia has an impressive ability to detect money laundering and should

continue to improve interdiction, prosecuti@md interagency cooperation in order to implement

an effective and efficient AML regime.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Colombian officials say illicit funds are most commonly laundered by way of bulk cash
smuggling and TBML. Thel¥4 FTZs in Colombia are vulnerable to TBML due to inadequate

79



INCSR 2019 Volume i Money Laundering

regulation, supervision, and transparency. Other techniques and commodities used to launder
illicit funds include: real estate transactions; wire transfers; remittances; casinos, gaming, and
lotteries; cattle; illegal mining; prepaid debit cards; and the use of cryptocurrency.

In TBML, purchased goods are either smuggled into Colombia via neighboring countries or
brought directly into Col ombiads dcustsntiso ms war e
duties. Invoicerelated TBML schemes are also used to transfer value. According to Colombian
government officials, corrupt customs authorities facilitate evasion of the normal customs

charges. Criminal organizations occasionally laundertifimpceeds through the formal

financial system, but primarily use less regulated mechanisms such as-thenkomancial

system and black market peso exchange. Money brokers often facilitate these transactions with
extensive networks to conduct the exxpes.

There are documented cases of money laundering involving cryptocurrency, but they represent a
tiny fraction of the number of cases and amount of funds laundered via traditional methods

di scussed above. The At t or myelJustke offieialsarntedds Of f i
to investigate this emerging challenge.

KEY AML LAWS AND REGULATIONS

The AML legal regime and regulatory structure in Colombia generally meet international
standards, and Colombia has enacted CDD and STR regulaEohanced due diligence for
PEPs (public employees who manage public money) is required.

President Duque announced a series of planned justice reforms that include proposals for

expanded asset forfeiture capabilities. If passed, the new laws would lEid@@olbmbian

| nspect or Gd&mauradoliajicsseize fllititi-eamed(assets in cases of public
corruption, providing a deterrent and another
law enforcement activities.

Colombian and U.S. law @rcement authorities cooperate closely in money laundering and
asset forfeiture investigations, and exchange of information occurs regularly.

Colombia is anemberof the GAFILAT, a FATF-styleregionalbody. Its mostrecent MERis
availableat: http://www.qgafilat.org/index.php/es/bibliotesdgrtual/miembros/colombia

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Colombia has a rigorous AML legal, poliagnd regulatory framework. While the Colombian
government 6s regulation of the financial sect
particular trade, money exchange businesses, and private unions) is inconsistent. The financial
sector regulatois working to expand its riskased approach to AML regulation to other sectors.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS
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Key impediments to an effective AML regime continue to be limited interdiction capability,

uneven interagency cooperationgdanadequate expertise and resources for investigating and
prosecuting complex financial crimes. Although interagency cooperation is increasing following

a restructuring of the AGO, bureaucratic stove piping and inadequate information sharing still

limtt he effectiveness of Colombiads AML regi me.

Colombiads FIU relies on STRs and SARs from f
money laundering is detected through investigations into narcotics trafficking and other criminal
activity. The®@ | ombi an government 6s ability to detect

networks used to smuggle goods, lax enforcement and corruption by customs officials, and a lack
of coordination between the customs administration and customs police. Colombianiofa | s 6
expertise in complex financial crimes is challenged by the sophistication and adaptation of the
informal networks used by money launderers. This affects all leV#te justice system, from
investigators to prosecutors and the judiciary.

The gavernment body that manages seized assets, the Special Assets Entity, has struggled to sell
and manage efficiently the vast quantity and wide range of seized illicit goods, including

vehicles, real estate, and livestock. Its limited capacity to quicklydide assets has increased
management expenses. Additionally, there are only 11 asset forfeiture judges in all of Colombia,
prolonging some cases for more than 30 years.

Colombia has one of the strongest AML regimes in the region. Still, its abilijnote its

capacity is dependent upon liquidation of seized a$saigrently valued in excess of $1 billion

fand i mproved interdiction, prosecution, and i
Administration recognizes this challenge and has pubhclicated its intent to improve its asset

forfeiture and investigation/prosecution of financial crimes.

Costa Rica

OVERVIEW

Transnational criminal organizations employ Costa Rica as a base for financial crimes due to
enforcement challenges and its location on a key transit route for narcotics trafficking. Costa
Rica improved its legal framework for supervision and enforcemmeshts steadily advancing
implementation of new legislation and money laundering prevention mechanisms. Gaps remain,
however, and additional resources for key units, stdode asset forfeiture legislation, and
enhanced penalties for financial crimesldamitigate current challenges.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Narcotics trafficking continues to represent the largest source of laundered assets. Human
trafficking, fraud, corruption, and contraband smuggling also generateréhenue. The

construction and real estate sectors remain areas of concern, due to the numbevadfidigh

projects and significant foreign investment. Extortionate money lending operations are a favored
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mechanism for criminal organizations to generatd launder illicit funds. Bulk cash
smuggling, particularly at airports, and smurfing are additional favored typologies.

Online gaming is legal in Costa Rica, and sportsbook enterprises are suspected of laundering
millions of dollars. Financial ingutions remain vulnerable to money laundering, and the 2017
ACement azood s c an d-elatedrvenerakilities at statedanksu pt i o n

Costa Rica does not regulate virtual currencies despite increased popular interest in
cryptocurrencies and thgresence of two bitcoin ATMs in Costa Rica.

KEY AML LAWS AND REGULATIONS

Costa Rica has KYC and STR requirements that have broadened since 2017 changes to
legislation, which established reporting and supervision requirements for DNFBPs. Entities
subjectto reporting and supervision requirements include banks; savings and loan cooperatives;
pension funds; insurance companies and intermediaries; money exchangers; securities
brokers/ dealers; credit issuers ampadesarlsti er s/ r
administrators; financial intermediaries and asset managers; real estate developers/agents;
manufacturers, sellers, and distributors of weapons; art, jewelry, and precious metals dealers;
pawnshops; automotive dealers; casinos and electgamning entities; NGOs that receive funds

from highrisk jurisdictions; lawyers; notaries public; and accountants. The impact of these
changes became clear in 2018 as STRs increased 40 percent over the same period in 2017, with
2018 STRs valued at oveB 3 billion.

Costa Rica and the United States do not have an MLAT, nor is one under negotiation at this time.
Costa Rica cooperates effectively with U.S. law enforcement through international cooperation
offices at key institutions and is party to selénterAmerican agreements on criminal matters

and UN conventions. Costa Rica provided assistance on over 40 international AML
investigations in 2018.

Costa Rica is a member of the GAFILAT, a FA%t#yle regional body. Its most recent MER is
availableat: http://www.fatfgafi.org/publications/mutualevaluations/documentstowstarica-
2015.html

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Costa Rican law does not attribute criminal responsibility to legal entities; however, legislation
to correct this gap is being developed.

Despite years of effort, Costa Rica has not established aal@me framework for nen
convictionbased asset fteiture, forcing reliance on two articles of the existing asset forfeiture
law, which lack provisions for asset sharing or international cooperation. Despite vocal
opposition from special interest groups and concerns over property rights, politidal pads
asset forfeiture legislation remains strong.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS
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Costa Rica continues to improve implementation deficiencies. After nine years of limited

sanctions, regulators fined a Costa Rican bank $2 millioncioeing funds linked to bribery.

The supervision platform for DNFBPs continues
reporting suspicious transactions, although the banking sector continues to generate over 80
percent of STRs. In 2018, authorities adddditional positions to the FIU and Special

Prosecutor Office for Money Laundering (SPOML), although capacity remains below target

l evel s. Costa Ricads new attorney gener al | a
Prosecutor Offices, which may gerngrgreater efficiencies in investigations.

From January to September 2018, the FIU referred 42 STRs to the Special Prosecutor Office for
further investigation. Money laundering investigations remain a complex endeavor, as
prosecutors must prove a dirdiok between the predicate offense and illicit assets. Cases linked
to nonnarcotics offenses are less common, and prosecutions typically arise from bulk cash
discoveries at ports of entry. In October 2018, Costa Rican prosecutors had over 200 open
money laundering cases, the majority in the SPOML; nine were tried between January and
October 2018, resulting in eight convictions. The number of trials decreased slightly, although
the conviction rate increased to 88 percent versus approximately 50 pghecprior year.

Cuba

OVERVIEW

Cuba is not a regional financial center. Cuban financial practices and U.S. sanctions continue to
prevent Cubads banking system from fully inte

The governmentontrolledbanking sector, low internet and cell phone usage rates, and lack of
government and legal transparency render Cuba an unattractive location for money laundering
through financial institutions. The centrafjanned economy allows for little, and extreynel
regulated, private activity. A significant black market operates parallel to the heavily subsidized
and rationed formal market dominated by the state.

The Government of Cuba does not identify money laundering as a major problem. Cuba should
increasehe transparency of its financial sector and continue to increase its engagement with the
regional and international AML/CFT communities to expand its capacity to fight illegal

activities. Cuba should increase the transparency of criminal investigati pscsecutions.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Cubabs geographic | osupplyingam drpgomnssming tounkriest @Queae n  d r
has little foreign investment, a small international business presence, and no offsimure @masi
internet gaming sites. Cubabs first special
northwestern Cuba was established in November 2013 and is still under develoBragiitan

construction giant Odebrecht has investments in Cuba fispdgiat the Mariel Special

Economic Development Zon&Vhi | e t he Cuban government o6s dir e
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Odebrecht 6s money |l aundering operation is not
practices are opaque and difficult to account #dditionally, a highlevel Brazilian official

recently expressed concern the Cuban government laundered money through Odebrecht and
stated his governmentds i nt e.rnrhere@re notkmownissue®e st i g
with or abuse of NPOs, ARS, offste sectors, FTZs, bearer shares, or other specific sectors or
situations.

KEY AML LAWS AND REGULATIONS

Cuba claims to take into account international AML/CFT standards. Legislation released in
2013 outlines regulations regarding enhanced CDD for forelgPs, although it continues to
exempt domestic PEPs from the reach of the legislation.

The United States and Cuba have developed a mutual legal assistance relationship through the
legal cooperation technical working group established by the Law Enfentddmlogue. The

DEA established direct communication with its Cuban counterpart to focus on counternarcotics
cooperation. Cuba has bilateral agreements with a number of countries related to combating
drug trafficking.

Cuba is a member of the GAFILA®&,FATFstyle regional body. Its most recent MER is
available at:http://www.fatfgafi.org/countries//cuba/documents/m@&uba2015.html

AML LEGAL, POLICY, AND R EGULATORY DEFICIENCIES

Although the risk of money laundering is low, Cuba has a number of strategic deficiencies in its
AML regime. These include a lack of SAR reporting to its FIU by financial institutions and
DNFBPs, and weak supervision and enforceinad its DNFBP and NPO sectors.

These deficiencies stem from Cubads opaque na
monitor the effectiveness and progress of Cub
transparency of its financial sector andrease its engagement with the regional and

international AML communities. Cuba should ensure its CDD measures and STR requirements
include domestic PEPs, all DNFBPs, and the NPO sector, and create appropriate laws and
procedures to enhance internatioc@operation and mutual legal assistance. Cuba should
increase the transparency of criminal investigations and prosecutions.

The U.S. government issued the Cuban Assets Control Regulations in 1963, under the Trading
with the Enemy Act. The embargo remmin place and restricts tourist travel and most
investment and prohibits the import of most products of Cuban origin. With some notable
exceptions, including agricultural products, medicines and medical devices, telecommunications
equipment, and conslencommunications devices, most exports from the United States to Cuba
require a license. Additionally, a number of Ub&sed assets of the Cuban government or

Cuban nationals are frozen.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS
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Several yearago the government ran higinofile campaigns against corruption and investigated
and prosecuted Cuban officials and foreign business people. Cuba released no reports of
prosecutions or convictions for money laundering in 2018; the last reported case@atu
August 2011.

Cuba agreed to discuss with the United States the establishment of mechanisms to combat
terrorism, drugrafficking, trafficking in persons, money laundering, smuggling, cybercrime,

and other transnational crimes. The United StatdsCauba established the Law Enforcement
Dialogue, with working groups on counternarcotics, money laundering, counterterrorism, human
smuggling, trafficking in persons, trade security, and legal cooperation.

Curacao

OVERVIEW

Curacaobs prominent position as a regional fii
a transshipment point for drugs and gold from South America. Money laundering occurs
through the sale of illegal narcotics, unlicensed money lenderagagdiming, and the transfer
of gold from South America.

Curacao is an autonomous entity within the Kingdom of the Netherlands (Kingdom). The
Kingdom retains responsibility for foreign policy and defense, including entering into
international conventionsvith the approval of the local Parliament. In 2016, Aruba, Sint
Maarten, the Netherlands, and Curacao signed an MOU with the United States for joint training
activities and sharing of information in the area of criminal investigation and law enforcement
One priority area is interdicting money laundering operations. The MOU activities are ongoing.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Money laundering organizations may try to take advantage of the availability of U.S. dollars,
offshore lanking and incorporation systems, two FTZs, a shipping container terminal with the
largest oil transshipment center in the Caribbean, Curbased online gaming sites, and
resorts/casinos to place, layer, and integrate illegal proceeds. Money laundetirgithrough

real estate purchases, international tax shelters, gold transactions, and through wire transfers and
cash transport among Curacao, the Netherlands, and other Dutch Caribbean islands. Given its
proximity and economic ties to Venezuela, tis& of Curacao being used to launder the

proceeds of crimes emanating from Venezuela is substantial. However, the number of
Venezuelans who could take advantage of access to U.S. dollars and euros has significantly
declined since the humanitarian crigisMenezuela erupted and U.S. sanctions made it harder for
Venezuelans to launder their money.

KEY AML LAWS AND REGULATIONS

The Kingdom may extend the applicability of international conventions to the autonomous
countries in the Kingdom. The Kingdomtended to Curacao the 1988 UN Drug Convention
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and the UNTOC (as a successor to the Netherla
each autonomous entity can be assigned a status of its own within international or regional
organizations, subjecttbte or gani zati onds agreement . The i
MOUs in areas in which they have autonomy, as long as they do not infringe on the foreign

policy of the Kingdom.

The financial sector consists of trust and company service providems)istdators, and self
administered investment institutions providing trust services and administrative services.
Curacao continues to sign Tax Information Exchange Agreements (TIEAs) and double taxation
agreements with other jurisdictions.

The following types of service providers are obligated by AML legislation to file unusual
transaction reports (UTRs) with the FIU and are covered by the KYC laws: accountants and
accounting firms, auditors and auditing firms, auto/car dealers, credit unions, arddit ¢
companies, building societies, insurance companies, financial leasing companies, money
remitters, real estate agents, securities brokers/dealers, banks, casinos, credit associations,
financial advisors, lotteries, money exchanges (only domestic besmk®anitted to provide the
service of exchanging foreign currencies), notaries, pawn shops, dealers in precious stones and
metals, lawyers, pension funds, online betting lotteries, trust companies, construction material
dealers, and administrative sengqaoviders. Money transfer/cash courier companies must be
licensed and supervised by the Central Bank of Curacao and Sint Maarten. Curacao is a member
of the OECD Global Forum on Transparency and Exchange of Information for Tax Purposes.
The parliamentecently approved tax law changes to meet OECD standards.

Curacao is a member of the CFATF, a FASikle regional body. Its most recent MER is
available at: https://www.cfatfgafic.org/index.php/documents/mutiealuation
reports/curazao/646uracaemer-final?highlight=WyJjdXJhXHUwWMGU3YW8iXQ

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Curacao has drafted a supervisory law for internet gaming (currently the Ministry of Justice is
the supervisory authority), which will be submitted to Parliament in 2018adao has started
conducting a national money laundering risk assessment.

The Kingdom has not extended the UNCAC to Curacao.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Curacao utilizes a UTR reporting system, a broader reporting mechanism3fészheme.
Pursuant to local legislation, the reporting entities file UTRs with the FIU. The FIU analyzes the
UTR and determines if it should be classified as a STR.

The 1983 MLAT between the Kingdom and the United States applies to Curacao andaidyreg

used by U.S. and Dutch law enforcement agencies for international drug trafficking and money
laundering investigations. The 2004 UNgtherlands Mutual Legal Assistance Agreement,
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incorporating specific U.SEU provisions, was not extended to Qraa. Additionally, Curacao
has a tax information exchange agreement with the United States.

Curacao has adopted the Agreement Regarding Mutual Cooperation in the Tracing, Freezing,
Seizure and Forfeiture of the Proceeds and Instrumentalities of Qnatbe Sharing of
Forfeited Assets, which was signed by the Kingdom in 1994.

Curacao recently conducted a number of ‘pgbfile money laundering investigations, and
numerous former officials were investigated, charged, or convicted. Curacao contitiuegowi
multi-year money laundering prosecutions. In 2018, the Supreme Court in the Netherlands
upheld money laundering and corruptieiated convictions against a former prime minister of
Curacao. Also in 2018, an international bank with an office aacaw severed ties with a
Venezuelan company allegedly involved in money laundering. On September 4, 2018, Dutch
prosecutors reached a settlement requiring multinational bank ING to pay approximately $888
million (0775 mil |l i on)incliding alleyafidns itfacitigdd manayc e f
laundering by Curacabased clients.

Cyprus

OVERVIEW

Since 1974, the southern part of Cyprus has been under the control of the government of the
Republic of Cyprus. The northern part of Cyprus, adminidtbyeT urkish Cypriots, proclaimed
itself the ATurkish Republic of Northern Cy
recognize the ATRNC, 0 nor does any country
Line, o patroll ed HosceihQyerus$dpardes the tarksaesp The Republic
of Cyprus and the area administrated by Turkish Cypriots are discussed separately below.

Cyprus has an established AML legal framework, which it continues to upgrade. As a regional
financialcenter, Cyprus has a significant number of nonresident businesses. At the end of 2017,
a total of 217,588 companies were registered in Cyprus, many owned by nonresidents. By law,
all companies registered in Cyprus must disclose their ultimate benefimals to the

authorities.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

The Cypriot financial system is vulnerable to money laundering by domestic and foreign
criminal enterprises and individuals, although proceeds generated abroad pose a greater threat.
Despite legal requirements to identify beneficial owners to governmémbrities, some Cypriot

law and accounting firms help construct layered corporate entities to mask the identities of
financial beneficiaries. The main criminal sources of illicit proceeds are investment fraud,
corruption, advance fee fraud, tax evasid@egal drugs, tobacco smuggling, and human

trafficking. Additionally, cybercrime cases, especialgnail hacking, phishing, and the use of
ransomware, continue to increase. Organized criminal groups and others have reportedly used
Cypriot banks to lawter proceeds, particularly from Russian and Ukrainian illicit activity. The
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gaming sector may pose new, potential vulnerabilities as the Cypriot authorities adjust to
supervising casinbased activity. After a competitive bidding process, the governraeantly
awarded an exclusive license to a casino operator. A-mulion euro casino resort is under
construction, with completion expected in 2021. In the interim, the operator was authorized to
open five fAipop upod casinos.

Cypr usd i nshiemdgram allows foreign envestors to apply for Cypriot (and,
accordingly, EU) citizenship after investing more than $2.2 million in Cyprus. This program
generated $5.7 billion from 2008 to the end of 2017. The program requires investments in any
comhnation of real estate, land development, and infrastructure projects; companies with a
proven physical presence in Cyprus; or licensed financial assets of Cypriot companies.

Foll owing pressure from the EC, Cyporlimtdshe Counc
number of naturalizations of investors to 700 per year as of 2018. Cyprus screens applicants
using a twetier background check; applicants who make it to the second tier face a more
extensive investigation, which takes up to six months topdete. Additionally, the Committee

of Supervision and Control for the Cyprus Investment Programhich includes

representatives from the Ministry of Finance, the Ministry of Interior, and the Cyprus Investment
Promotion Agency (CIPA) established in 2IB a Register of Service Practitioners. Those
practitioners are authorized to provide residency/citizenship services to investors who meet
certain criteria designed to increase accountability, such as abiding by a code of conduct, having
no criminal recod, etc.

KEY AML LAWS AND REGULATIONS

The Unit for Combating Money Laundering ( MOKA
supervisory authorities for AML compliance, including the Central Bank of Cyprus (CBC), the

Cyprus Securities and Exchange CominisgCySEC), the Cyprus Bar Association, the Institute

of Certified Public Accountants of Cyprus, and the Cyprus Casino Gaming Commission. All of

the supervisors can issue directives to their respective supervised entities and have developed
onsite and dsite tools for riskbased supervision.

The provisions of the Fourth EU AML Directive were enacted in domestic regulation and
published in the Official Gazette in April 2018. One of the key provisions mandates creation of
a national registry listing ableneficial owners of legal entities in Cyprus. The government aims
to have the registry operational by 2020.

The AML law contains provisions allowing for the registration and enforcement of foreign court
orders. Cypriot authorities maintain close peration with foreign supervisory authorities,
including U.S. agencies. Cypriot legislation covers both foreign and domestic PEPSs.

Cyprus is a member of MONEYVAL, a FAT$tyle regional body. Its most recent MER is
available at:https://www.coe.int/en/web/moneyval/jurisdictions/cyprus

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES
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Cyprus continues to upgrade AML legal framework. Cypriot authorities finalized their first
AML/CFT national risk assessment (NRA) on November 30, 2018. The NRA assesses the
money laundering threat as high to the Cypriot banking sector and médjarto trust and
company service providers, lawyers and accounting firms. The NRA identifies ruswaesas

for improvement, including more effective implementation of AML laws and regulations,
enhanced capacity building and awareness training in all sectors, and specialized training for
prosecutors, investigators, and the judiciary.

ENFORCEMENT/ IMP LEMENTATION ISSUES AND COMMENTS

Cyprus implements applicable international conventions. Relevant legislation makes adherence
to UNSCR and EU sanctions compulsory. Additionally, there is a bilateral MLAT between the
United States and Cyprus.

In 2016,Cypriot authorities convicted 28 persons for money laundering offenses, six of whom
were prosecuted in cases filed before 2016. In 2017, Cypriot authorities convicted 33 persons
for money laundering offenses, 22 of whom were prosecuted in cases filed e1a.

Statistics for 2018 are not yet available.

On June 14, 2018, the CBC issued a circular to banks, advising them to be extra vigilant against
shell companies and lettbox companies, and to avoid doing business with them. A refined
version of his circular was issued November 2, 2018, to all credit, payment, and virtual money
institutions. The circular defines shell companies and requires covered entities to review their
client bases for such clients, assess the future of the business reiptiand inform the CBC of

the review outcome. The circular has resulted in banks closing noncompliant accounts and
refusing to open new accounts that fail to meet specified thresholds in the circular. The circular
will be incorporated in a legally bimay CBC directive, expected to be issued in early 2019.

Supervisory authorities are legally empowered to take a range of measures under the AML law
against noncompliant entities. I n an effort
specific legal provisions, both the CBC and CySEC post information anvikbsites on the

imposition of such fines.

Area Administered by Turkish Cypriots
OVERVIEW

The area administered by Turkish Cypriots lacks the legal and institutional framework necessary

to prevent and combat money laundering. Nevertheless, T@ltiot authorities have taken
steps to address some of the major deficienci
effectively prevent money laundering. The casino sector and the offshore banking sector remain

of concern for money launderirapuse.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES
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As of November 2018, there are 34 casinos in the Turkish Cyguliministered area. Local

experts agree the ongoing shortage of law enforcement resources and expertise leaves the casino
and gaming/entertainment sector poorly regulated, and, conseqwelfrigrable to money

laundering. The unregulated money lenders and currency exchange houses are also areas of
concern.

The offshore banking sector poses a money laundering risk. As of November 2017, it consists of
seven offshore baektsr aleghdmrkedamyg 4hEt d&ffshor
Cypriots only permit banks licensed by OE@i2mber countries to operate an offshore branch

locally.

Il n the area administered by Turkish Cypriots,
whichisr egul at ed-Ploy ttshea nfiFrFeeee Zones Law. 0 Oper
include industry, manufacturing, and production; storage and export of goods; assembly and

repair of goods; building, repair, and assembly of ships; and banking an@nicsservices.

There have been reports of smuggling of people, illegal drugs, tobacco, alcohol, meat, and fresh
produce across the UN buffer zone. Additionally, intellectual property rights violations are
common; a legislative framework is lacking gricated materials, such as sunglasses, clothing,
shoes, and DVDs/CDs are freely available for sale.

KEY AML LAWS AND REGULATIONS

Turkish Cypriot authorities passed AML dAl egi s

Financial institutions and DNFBPs are required tosubmRST t o t he AFI1 U. 0 Fol
the AFI U0 forwamedmb&T-RBARPI LthAenfieveng Committ
decides whether to refer suspicious cases to

necessary, to t hetigatipro IThHe coemittek is comgoseddfher i nves
representatives of the AMinistry of Economy, O
Apolice, 6 and Acustoms. 0O

Draft AML Al egislationo incorporati iprgpposetht er na

EUFourth AML Directive has been pending appr ov
The area administrated by Turkish Cypriots does not have a rezxrkdange mechanism with

the United States. It is not a member of any FATHe regional body, and, thus, istrsubject

to AML peer evaluation.

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

The area administrated by Turkish Cypriots lacks the legal and institutional framework necessary
to prevent and combat money laundering. Inadequate legislation and a lack of expertise among
members of the enforcement, regulatory, and financial commureségct regulatory

capabilities.
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The area does have in place firegulationso req
domestic PEPs, but compliance is lacking.

According to |l ocal experts, the #laundemmgnal cod
related prosecutions.

The area administrated by Turkish Cypriots is not a member of the Egmont Group.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Whil e progress has been made in recegtlie year s
onshore and offshore banking sectors and casi
The Acentr al banko oversees and regulates | oc

in the area administrated by Turkish Cypriots, ofoll7 are Turkish Cypriedwned banks,
and five are branches of banks in Turkey.

Bet ween January and November 2018, the AFI UO
515 for the same period in 2017, and participated in 40 money laundelabgd prgecutions.

The EU provides technical assistance to the Turkish Cypriots to combat money laundering
because of the areads money | aundering and te

Dominica

OVERVIEW

Despite the devastation of Hurricane Irma, Dominica made somgegss in its AML regime in

2018. With the assistance of a donor, Dominica has begun a National Risk Assessment (NRA).

The findings of the NRA will provide a roadmap for the future. Dominica reports there are

currently 13 offshore banks regulated by Bieancial Services Unit (FSU), which also licenses

and supervises credit unions, i nsurance compa
economic citizenship program.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

The government indicates that narcotics and cybercrime are the major sources of illicit funds.

The countrybds geographical |l ocation and porou
Additionally, foreign nationals from Europe, South America, astAave used automated

teller machines in Dominica to skim money from European bank accounts by exploiting security
deficiencies.

The preliminary vulnerabilities identified by the NRA are inadequate AML training for the

judiciary and the prosecutotiauthorities, lack of awareness of new AML/CFT procedures by
key law enforcement agencies, and ineffective supervision of DNFBPs.
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Dominicads offshore sector hosts two internet
unknown number of insurance erggj trusts, and IBCs. (As of 2015, the number of IBCs was

close to 19,000.) Bearer shares are permitted, but beneficiaries of the bearer shares must be
disclosed to financial institutions as part of their KYC programs.

Under Domi ni ¢ a &estment (CBI)pmegrasnhindigidudlsycaniobtain citizenship

t hrough a donation to the governmentodds Econom
individual or U.S. $200,000 for a family of four, or through an investment in real estate valued at
a mnimum of U.S. $200,000. The real estate option incurs fees ranging from U.S. $25,000 to
U.S. $70,000 depending on family size. Authorized agents, based both domestically and abroad,
market the CBI program and are typically the first point of contacdgpticants. An application

for economic citizenship must be made through a governagproved local agent and requires

a fee for due diligence or background check purposes. There is no mandatory interview process;
however, the government may requiresmviews in particular cases. Applicants must make a
source of funds declaration and provide evidence supporting the declaration. The government
established a Citizenship by Investment Unit (CBIU) to manage the screening and application
process. Due ddience has been lax. Dominica does not consistently use available regional
mechanisms, such as the Joint Regional Communications Center (JRCC), to properly vet
candidates. The CBIU does not always deny citizenship to those who are red flagged or given
negative dispositions from the JRCC and other institutions. There are also increasing concerns
about the expansion of these programs due to thereisdaravel and the ability to open bank
accounts accorded these individuals.

KEY AML LAWS AND REGULATIONS

Dominica has extensive AML laws and regulations including the Money Laundering Prevention
(Amendment) Act (MPLA) of 2016, the 2013 Financial Services Unit (Amendment) Act, and the

2013 Proceeds of Crime (Amendment) Act. In March 2018, the Chief Justitestadutory

rules under section 223 of the Magistrateds C
procedures used in the application for detention and forfeiture of cash.

Dominica has KYC and STR regulations. The AML/CFT Code of Practice covalglegons
and provides for enhanced due diligence for PEP® registering agents of IBCs are mandated
to keep proper beneficial ownership records.

Dominica has a MLAT with the United States.
Dominica is anemberof the CFATFE, a FATF-styleregionalbody. Its mostrecent MER is

availableat: https://www.cfatfgafic.org/index.php/cfatflocuments/mutuagvaluation
reports/dominicél/63-dominica3rd-roundmer/file.

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES
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Dominica has no major deficiencies in legislation. Because Dominica has numerous pieces of
amended legislation, the government should consider a legrstaview to identify any
conflicts or to determine which pieces of legislation could be consolidated into one MLPA.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Dominica reports that the FSU remains understaffed.
From 2016 to 2018, Dominia@voked the licenses of eight offshore banks.

In 2018, Dominica created a quick response unit, the-@nitne Task Force, to work in
conjunction with the drug unit to fight illicit activities in the country.

From 2017 to 2018, Dominica prosecuted six eylaundering cases.

Dominican Republic

OVERVIEW

The Dominican Republic (DR) is a major transshipment point for illicit narcotics destined for the
United States and Europe. The eight international airports, 16 seaports, and a large porous
frontier with Haiti present Dominican authorities with serious challenges. The DR is not a major
regional financial center, despite having one of the largest economies in the Caribbean.

Corruption within the government and the private sector, the presence péaiiupal illicit
trafficking cartels, a large informal economy, and weak financial controls make the DR
vulnerable to money laundering threats. Financial institutions in the DR engage in currency
transactions involving international narcotics traffickprgceeds that include significant
amounts of U.S. currency or currency derived from illegal drug sales in the United States.

Following its expulsion in 2006, the DR is not currently a member of the Egmont Group. The
Dominican government officially requiesi readmission to Egmont in 2015 and is working with
the Egmont Group to complete reinstatement in 2019.

The government should take steps to rectify continuing weaknesses regarding PEPSs, pass
legislation to provide safe harbor protection for STR filarg] criminalize tipping off. The
government should better regulate casinos; ek businesses, professions, real estate
companies, and betting and lottery parlors, and strengthen regulations for financial cooperatives
and insurance companies.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

The major sources of laundered proceeds stem from illicit trafficking activities, tax evasion,
public corruption, and fraudulent financial activities, particularly transactions with forged credit
cards. Netwdds smuggling weapons into the DR from the United States remain active. Car
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dealerships, the precious metals sector, casinos, tourism agencies, and real estate and
construction companies contribute to money laundering activities in the DR. Bulk cash
smugding by couriers and the use of wire transfer remittances are the primary methods for
moving illicit funds from the United States into the Dominican Republic. Once in the DR,
currency exchange houses, money remittance companies, real estate and constmnganies,
and casinos facilitate the laundering of these illicit funds.

While the DR has passed a law creating an international FTZ, implementing regulations have not
been issued and there are presently no operational FTZs.

KEY AML LAWS AND REGULATIONS

Law 15517 was updated in 2017 to strengthen penalties and broaden the scope of crimes
covered under the legislation, among other changes. The DR has comprehensive KYC and STR
regulations.

The United States and the DR do not have a bilakt&T but do use a similar process via
multilateral law enforcement conventions to exchange data for judicial proceedings orbgcase
case basis.

The Dominican Republic is a member of the GAFILAT, a FASEe regional body. Its most
recent MER is avéable at:https://www.gafilat.org/index.php/es/biblioteca
virtual/miembros/republicalominicana/evaluzonesmutuas15/2976merrdfourth-round/file

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

The DR has a mechanism (Law 15B) for sharing and requesting information related to money
laundering; however, that mechanism is not in force due textlasion of the DR from the
Egmont Group. Following its expulsion in 2006, the Dominican government improved the
functionality of its AML institutions, but it was only in 2014 that the Congress approved
legislative changes to bring the country into caamde with Egmont Group rules by eliminating
a second Fltike organization. The DR officially requested readmission to the Egmont Group
in 2015 and is working with the group towards readmission in 2019.

The definition and procedural requirements regayd®EPs are not consistent across sectors.
Additionally, the DR has no legislation providing safe harbor protection for STR filers and does
not criminalize tipping off. The government also needs to strengthen regulation of casinos and
nontbank actors ant exploring methodologies to do so.

The DR6s weak asset forfeiture regime is impr
instrumentalities intended for use in the commission of money laundering offenses; property of
corresponding value; and income, fit) or other benefits from the proceeds of crime. The

Congress of the Dominican Republic continues to review legislation that would institute non
convictionbased forfeiture and align the asset forfeiture regime with international standards.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS
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The DR continues to work on areas where it is-aompliant with international AML standards,
and the national money |l aundering working gro
commitment to reaching compliance.

The Attorney General 6s Office reports there w
money laundering as well as 38 active trials currently underway. The Financial Analysis Unit,

the FIU, reports it is investigating an additional 50 cases. TletAm ey Gener al 6s Cr i
Investigations Unit has also begun working on sensitive cases involving, among other issues,

money laundering and corruption.

Ecuador
OVERVIEW

Ecuador is a major drug transit country. A U.S. ddblased economy and geographic location
between two major drugroducing countries make Ecuador highly vulnerable to money
laundering. Economic informality and a prevalence of cash transactions aipticade AML

efforts. Approximately 55 percent of people do not have bank accounts, and 60 percent of small
businesses do not have tax identification numbers or bank accounts. Money laundering occurs
through trade, commercial activity, and cash couri@tse transit of illicit cash is a significant
activity, and bulk cash smuggling and structuring are common problems.

Bureaucratic stowpiping, corruption, lax immigration laws, and lack of international
information sharing and specialized AML expertise¢he judiciary, law enforcement, and
banking regulatory agencies hamper efforts to improve AML enforcement and prosecutions.

Rooting out public corruption remains a top priority for the current government. The

government has investigated and proseginighlevel government officials from the previous
administration for bribery, embezzlement, illicit enrichment, and organized crime. The Attorney
General s Office (AGO) continues to investiga
oil company PetroEcuador and the Brazilian construction company Odebrecht.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Narcotrafficking is a significant source of illicit proceeds, and criminals continue to use
commercial and trade mechanisms to launder funds. Persistent money laundering problems
relate to government corruption, real estate transactions, embezzlemengdiax and fraud,
illegal mining and gold smuggling, bulk cash smuggling, and TBML, particularly-droster
commercial activities with Colombia.

Additionally, officials indicate the SUCREa quasicryptocurrency for transaction settlements
betweerVenezuela, Ecuador, and Boliviids a possible channel for money laundering.
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With the assistance of donors, the Ecuadorian FIU is undertaking a national risk assessment to
identify vulnerabilities and typologies.

KEY AML LAWS AND REGULATIONS

Ecuado did not implement new AML regulations in 2018. The 2017 General Regulation to the

2016 Organic Law of Prevention, Detection, and Eradication of Money Laundering and

Financial Crimes (2017 General Regulation) and subsequent 2017 banking regulations

strergthen STR requirements and risk management for covered entities. The Ecuadorian

| egislature continues to debate | egislative m
seize, and recover assets in money laundering cases.

Ecuador has enhancdde diligence for PEPs. Additionally, public officials are prohibited from
maintaining assets in countries designated as tax havens.

Ecuador uses various conventions to ensure adequate records are available to the United States
and other governments aonnection with drug investigations and proceedings.

Ecuador is a member of the GAFILAT, aFASFt yl e regi onal body. Ecua
MER is available in Spanish only afittp://www.gafilat.info/index.php/es/biblioteca
virtual/miembros/ecuador/evaluacionesituas7/131-ecuador3eraronda2011

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Corruption, deficient law enforcement and judicial training, and frequent misinterpretation of the
law are primary AML deficiencies. Judges are susceptible to bribery from prosecutors and
defendants and frequently hinder the fight against narexgiasal money laundering. The
prosecutorial office handling money laundering, the Transparency andAmntiption Unit
(AGO/TACU), suffers from reputational deficiencies and reportedly is subject to political
pressure to shelve cases. Authorities note adackordination and trust among law

enforcement, the AGO, and financial regulators that impedes information sharing and
prosecutions.

In money laundering cases, state prosecutors are required to inform a suspect s/he is under
investigation, with, according to authorities, often results in key evidence disappearing.

The Superintendence of the Popular and Solidarity Economy (SEPS) loosely regulates
approximately 850 credit unions. SEPS lacks sufficient resources and has difficulty exercising
oversight over the institutions. In addition, private banks, in practice, do not always monitor
PEPs effectively.

The FIU can apply administrative sanctions to reporting entities only for missing monthly

reporting deadlines. If a reporting entity faitsreport or otherwise act on a suspicious
transaction, the FIU must rely on the AGO to initiate an investigation.
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Bulk cash smuggling is not criminalized. Authorities can pursue money laundering charges
against bulk cash smugglers but are given o@lg&ys to investigate and must prove the money
came from illicit activity. Failure to declare cash/currency at a port of entry is punishable by an
administrative fine; the law does not address other financial instruments.

Ecuador 6s 2 0 Orhits @ialmirsatbseritiaiand voids thp gatute of limitations for
government officials charged with embezzlement, bribery, extortion, or illicit enrichment but
does not address money laundering. Consequently, officials under investigation for money
laundeing frequently flee Ecuador until the statute of limitations expires, hindering
prosecutions. A proposed anticorruption law would allow for asset forfeiture in absentia and
lengthen the time afforded for investigations of money laundering cases invpiwiig

corruption.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

In 2018, Ecuador pursued money laundering charges against several former government
officials, including a former Secretary of Communications and a former Minister of Social and
Economiclnclusion. Authorities report they have provided information on 12 possible cases of
money laundering more than half related to public corruptibmo the AGO since February

2018, but have not seen prosecutorial action on most.

Officials note the sugrvision components of the 2017 General Regulation have not been fully
implemented. Coordination between the Superintendence of Banks and the FIU in supervisory
activities appears to be limited. The FIU and the Superintendence separately are working to
adopt riskbased approaches to analysis and supervision.

Cooperation with U.S. law enforcement agencies on money laundering is nascent. The
government does not make publicly available summary statistics on money laund&iag
prosecutions and corotions.

El Salvador

OVERVIEW

ElI Salvadorés main money |l aundering vulnerabi
Egmont Group in |l ate September 2018 based on
demonstrating the FIUb&s operational i ndepende
Current capacity building effot s ar e i mproving EI Salvadords a

complex money laundering schemes, with a major success in the recent conviction-of an ex
president and several associates for money laundering and embezzlement.

VULNERABILITIES AND MONE Y LAUNDERING METHODOLOGIES
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El Salvador is geographically vulnerable to the transit of South American cocaine destined for
the United States. This, and the existence of some close business and political relationships with
Venezuela, make its financialstitutions vulnerable to money laundering activity.

Organized crime groups launder money through the use of front companies, travel agencies,
remittances, the import and export of goods, and cargo transportation. lllicit activity includes the

use of srarfing operations, whereby small amounts of money are transferred in a specific pattern

to avoid detection. Many of these funds come from narcotics activities in Guatemala. It is not
uncommon for officials at Sanpept$aliple subjectsdns i nt e
the same flight traveling with amounts of money just under $10,000.

The U.S. dollar is the official currency in E
geographic location make it a potential haven for transndt@ayganized crime groups,

including human smuggling and drug trafficking organizations. Money laundering is primarily

related to proceeds from illegal narcotics and organized crime.

The Central America Four Agreement among El Salvador, Guatemala, tdspelnd Nicaragua
allows for the free movement of their citizens across the respective borders. Seveizds$eatie
and black market currency schemes have been identified in El Salvador as a result of lax
border/customs security.

As of December 2017hére were 17 FTZs operating in El Salvador. The FTZs are comprised of
more than 200 companies operating in areas such as textiles, clothing, distribution centers, call
centers, business process outsourcing, agribusiness, agriculture, electronics, bundjyneta

KEY AML LAWS AND REGULATIONS

The regulatory institutions charged with AML supervision are weak and lack human resources
and sufficient regulatory powers. The Superintendent of the Financial System supervises banks
and remitters and only accdants and auditors with a relationship to a bank or bank holding
company.

On July 18, 2017, the legislature amended the asset forfeiture law to provide substantial
exceptions for public officials. The Supreme Court enjoined these changes and stru¢kedown
majority of the provisions that would have impeded the seizure of assets from illicit and corrupt
activities.

The asset forfeiture legislation allows the government to sell property seized in criminal
investigations and, at the end of the yeattrithste it to agencies specified in the law. The AGO
and the Ministry of Justice and Security are entitled to each receive 35 percent of the
distribution. Yearly distributions to these two agencies are steadily increasing, with the
distributions growingrom $92,700 in 2015 to $259,700 in 2017. As the agency in charge of
distributions develops, with donor support, its capacity to monetize assets, distributions in 2018
are expected to be substantially higher.
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El Salvador is a member of the CFATF, a FAStlle regional body. Its most recent MER is
available at:https://www.cfatfgafic.org/index.php/documents/cfatfutuatevaluation
reports/elsdvador1.

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Information sharing between the Salvadoran FIU and FinCEN, the U.S. FIU, was frozen in 2014,
following an unauthorized disclosure of information. Politicization of the Salvadoran FIU was
addressed following a change in administration at the AGO, buttheefains barred from
accessing FinCEN, i mpeding the FI UGs ability

In late September 2018, the FIU was suspended from the Egmont Group, which will be a

substantial impediment to information sharing. De&spiibstantial technical improvements, the
presidentds veto of an amendment to the organ
independent o from the AGO was the main cause
veto in October 2018; howeveahe change will not take effect until the Constitutional Chamber

of the Salvadoran Supreme Court reviews the law.

Despite the suspension from Egmont, the FIU maintains bilateral agreements with neighboring
countries and is seeking to expand themrduthe suspension period, which will be reviewed by
Egmont in July 2019.

Because of the lack of regulation, independent accountants and auditors -drahk@mtities,
such as casinos, pawn shops, and other DNFBPs, do not file SARs. Donors are supporting
government 6s development of comprehensive | eg

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Authorities are currently working on legislation to improve regulation of DNFBPs to better
comply with internationastandards.

According to the Attorney Generalds Office (A
in 2018, while the specialized court finalized the forfeiture of $329,700 in 2018. In 2018, the
asset forfeiture unit opened 181 cases and receivadudgments in 16.

ElI Salvadorés major money | atpresident Sanagagnddie nvi ct i
associates who, during his term (268, diverted approximately $260 million of government

funds into secret accounts, then through bissiee owned by himself or-@onspirators. As part

of a plea agreement, the AGO will be able to forfeit approximately $25 million in properties,
businesses, vehicles, and cash that were proceeds of the fraud.
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Georgia
OVERVIEW

Much of theillegal income in Georgia derives from banking fraud, cybercrime, and
misappropriation of funds. Although authorities have started to conduct parallel financial
investigations in drug cases, there is little hard evidence to suggest a significant voillegalof
narcotics proceeds is laundered through the formal financial system. However, because Georgia
is located in a significant and wedbktablished trafficking corridor, bulk cash smuggling and

money laundering are highly likely. The Russ@tupiedterritories of South Ossetia and

Abkhazia fall outside the control of Georgian authorities and are not subject to monitoring.

Georgian prosecutors and law enforcement authorities should put more emphasis on pursuing
links between organized crime antbney laundering Georgian law enforcemenghould

develop a taskorce approacko facilitate greater exchange of information and cooperation
among the relevant bodigsulling together intelligence and resources to attack financial crimes.
Georgia also shdd take steps to supervise its gaming industry.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

lllicit income is mainly generated from fraud and cybercrime, either domestically or abroad.

Social engineering schemes are most commonly used to tonass marketing fraud. Banking
systems and money transfer services are the primary means to move funds and, often, Georgia is
just one link in an international criminal chain. Georgian banking institutions are used to transfer
funds from one jurisdictio to another.

According to the Financial Monitoring Service (FMS) January 2018 Annual Report, there are
416 lotteries and gaming institutions registere@@orgia and 31 casinos. The AML obligations
of gaming establishments are identical or substagtsietilar to the requirements placed on
other covered entities. The Ministry of Finance supervises lottery organizations, gaming
institutions, and casinos for AML complianc@.new casino is being built on the border with
Russia that may provide a velddbr the laundering of proceeds from organized crime.

Il n 2017, the FMS, Georgiads FI U, identi-fied p
Georgian residents of Iranian origin, or with ties to Iran, who established legal companies in
Georgia to conduct financial transactions with third countries.

The FMS also examined the financial transactions of a number of Georgians who sent money
through remittance services to a small group of individuals in a neighboring country. The
examination showed most of the Georgians involved in these transactibasrhenal records

for drug crimes.

KEY AML LAWS AND REGULATIONS

Geo

rgiabébs Law on Combating Legalization of 11
aut hori ti

r es to confront emerging money | aunde
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permits civil forfeiture of any undocumented property in the possession of persons convicted for
money laundering or other designated offenses.

The Prosecution Service of Georgia (PSG) has a specialized department with investigative and
prosecutorial units thdhandle money laundering crimes. The FMS operates as an independent
agency accountable to the Government Cabinet. The FMS shares operational information with
its colleagues on a regular basis.

Georgiaods national mo n e yng tisk assessment (MRA) isserpdctetd er r o
to be fully completed in 2019.

Georgia is a member of MONEYVAL, a FAT$tyle regional body. Its most recent mutual
evaluation report is available afbttps://www.coe.int/en/web/moneyval/jurisdictions/georgia

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Enhanced due diligence measures are applicable only to foreign PEPs. Dratft legislative
amendments would extend enhanced due diligenceuresto domestic PEPs and the heads of
international (intergovernmental) organizations.

Bitcoin and other virtual currencies are becoming extremely popular in Georgia. Recent
international investigations reveal Georgia is a popular virtual currency mining location.
Georgia does not have experienced cybercrime labs and has only a hagdalifefd and
competent digital forensic analysts. Training and capdmitiging efforts need to be directed
toward establishing state-the-art cybercrime labs, improving analyst capabilities, and
improving legislation on collecting and analyzing daggevidence.

The growth of the gaming industry, including internet gaming, is concerning. In 2017, casinos
and gaming institutions filed over 500 CTRs but zero STRs.STRs by the gaming industry in
past years raises questions about their compliaitbeswisting regulations and the effectiveness
of supervision.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

The PSG multiyear strategy and action plan, adopted in February 2017, calls for an increase in
the effectiveness of money laundering investiges and prosecutions and focuses on capacity
development and skilbased training for prosecutors.

About onethird of STR referrals from the FMS to law enforcement agencies has resulted in
criminal investigations. Between October 1, 2017 and Octol281B, eight money laundering
prosecutions were initiated, compared to 31 during the first nine months of 2017. During the
same period, 18 people, including a legal entity, were convicted of money laundering.

Investigations into narcotics, extortioneapons of mass destruction, human trafficking,

prostitution, and smuggling rarely disclose financial components. Despite a domestic market for
illegal drugs and international drug trafficking through Georgia, narcotics trafficking is rarely
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investigated s a predicate offense for money laundering. The PSG has guidelines
recommending a tadkrce approach to money laundering investigations.

Ghana

OVERVIEW

Ghanadts AML | aws are |l argely in |ine with int
actualize its AML regime across all sectors and institutions. However, Ghana has no
comprehensive AML/CFT policy.

Ghana is consolidating its banking andaficial sector, with new capital requirements reducing
the number of banks operating in Ghana. This, along with improved banking supervision, could
simplify oversight but should not affect the filing of STRs and CTRs adversely.

NPOs and DNFBPs continuet r epr esent t he | argest gaps in G
of the legal framework and risklo address these and other money laundering issues, the

government of Ghana should allocate adequate funding to fight money laundering, effectively
implemer relevant asset forfeiture laws and regulations, and sanction institutions that do not file

STRs and CTRs, as required by Ghanaian I®kanaian authorities are drafting a trust bill and

real estate bill that they hope will address issues in therafih and real estate sectors. They

have also conducted outreach to I mprove awar el

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Fraud, theft, tax evasion, corruption, and drug trafficking are the most prevalent predicate crimes
for money laundering offenses in Ghana. Advanced fee fraud is the most commonly committed
offense. Other predicate offenses that pose medium money laugntteeats include human
trafficking, migrant smuggling, organized crime, arms trafficking, counterfeiting of currency,
counterfeiting and piracy of products, environmental crime, and forgery.

DNFBPs, which include real estate agencies, casinos, siéalerecious metals, accountants,
lawyers, notaries, car dealers, NPOs, trust and company service providers, and remittance
companies, are particularly vulnerable to money laundering. Major vulnerabilities are the lack of
enforcement and ineffective adkace to customer due diligence or KYC requirements by most
DNFBPs. Ghana is working towards, but has not finalized, sseptmific AML guidelines, and

lacks a robust risk assessment methodology for the DNFBP sector. Few STRs are filed by
DNFBPs despitéhe high money laundering risk that sector faces.

Ghana is a casttominant economy, and bulk cash smuggling is the preferred money laundering
scheme. No banks in Ghana provide offshore banking services. Ghana has designated four FTZ
areas, but onlyree is active.Ghana also licenses factories outside the FTZ areas as free zone
companies; most produce garments and processed foods.

KEY AML LAWS AND REGULATIONS
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Ghanaods principal AMdineylLaargeringl Aatt2008, s amesndedsye Ant i
Anti-Money Laundering Amendment, 2014. It defines money laundering as the conversion,
concealment, disguise, or transfer of property which is or forms part of the proceeds of crime; the
concealment and disguise of the unlawful origin of the propentytlae acquisition, use, or

possession of the property. Parliament additionally passed or amended another 12 acts and two
executive instruments t olIndanuary 2048 theeggover@tet na os A
revised its AML guidelines.

Ghana has copnehensive KYC and STR regulations and legal persons are covered. In 2016,
parliament amended Ghanadés Companies Act, 196
in the country. An additional amendment to the Act making beneficial ownership ardbREP

publicly available is pending approval in Parliament.

Ghana and the United States do not have a MLAT, but records can be exchanged through other
mechanisms such as the Egmont Group or as parties to the UNCAC and UNTOC. Moreover,
mutual legal assiance can be provided on a reciprocal basis through letters of request.

Ghana is anemberof the GIABA, a FATF-styleregionalbody. Its mostrecent MER is available
at: http://www.giaba.org/reports/mutualaluation/Ghana.htmi

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Banks and insurance companies are required to identifyrisiglelients such as PEPs, but there

is a lack of effective identification and momniiay of PEPs and their associates. For example,
recent onsite inspections of capital market operators showed many were unable to produce their
PEP lists.

There is no organized national response in the NPO sector to combat possible money laundering
or terrorist financing abuse, and submission of annual financial statements and records of
operation of NPOs remains a challenge.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Ghana is implementing a single national identity card. ldentificati@ustbmers for purposes

of KYC remains challenging, as many of the publicly owned identity verification databases (such
as the Electoral Commission and Immigration database) are not available online, and those that
are available online are not updated ragyl

Financial <c¢crimes are prosecuted by attorneys
attorney police prosecutors. Few investigators and prosecutors have received specialized AML
training. Ghana has no certified financial crime investigataisdd in asset forfeiture.

Ghanabés Financi al |l ntelligence Center (FI C),

enforcement agencies and other stakeholders. Covered institutions across the banking,
insurance, and capital market sectors alsoived®L/CFT awareness training. Ghana is
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working toward compliance with international AML standards and there are no known refusals
to cooperate with the United States or other governments on ML issues. Several agencies
maintain combined statistics onrsactions; separate data on money laundering convictions is

not readily available. The FIC referred 133 cases to authorities for investigation and prosecution
in 2018.

Guatemala

OVERVIEW

Guatemala is a transshipment route for narcotics to the Usitdéds and cash returning to South
America. Though the government has challenges in addressing money laundering and financial
crimes related to narcotics trafficking, they have seen improvements. Guatemala continues to
progress in investigating and peasiting corruption, money laundering, and other financial

crimes. The Public Ministry (MP) has improved coordination between prosecutors and agencies
so that predicate crimes, such as extortion, corruption, and drug trafficking, are pursued as part
of morey laundering investigations.

Issues to be addressed include greater communications between the Special Verification Agency
(Il'vE), Guatemalads FI U, and the MP; improved
entities, including various parts of the Stipeendent of Banking; and institutionalization of
coordination between the MP and the National Secretariat for Administration of Forfeited

Property (SENABED), the entity in charge of seized asset administration. Additional challenges
include continued deslopment of internal capacity for financial crime investigations at the MP;
enhancement of a dedicated unit of investigators within the National Civil Police to support the
MP; greater autonomy for SENABED; and insufficient staffing of key agencies.

In order to maximize effectiveness and decrease inefficiencies in addressing money laundering,
Guatemala should continue to use vetting and cowateuption mechanisms to identify and
eliminate actors in the legal system who hinder trust and communicatioin amd among

relevant agencies.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

In addition to narcotics trafficking, institutional corruption, tax evasion, extortion, human
trafficking, and commerce in illicit goods are additional sources ot ipimceeds. Money is

often laundered through small transactions below the $10,000 reporting requirement, either in
small banks along the Guatemalexico border or by travelers carrying cash to other countries.
Guatemala does not prohibit structuringdeposits to avoid reporting requirements.

The Central America Four Border Control Agreement among El Salvador, Guatemala, Honduras,
and Nicaragua allows free movement of their citizens across their borders without being required
to declare cash amourgseater than $10,000. Money is also commonly laundered through real

estate transactions, ranching, and the gaming
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banks exists in Guatemala where the cunst omer s
the foreign country where the bank is headquartered.

Guatemalan authorities and agencies increasingly conduct sound investigations of financial
crimes. This year, prosecutors charged a military official with laundering money on behalf of
MS-13, one of the first times the amtxtortion authorities have clged a financial crime

relating to proceeds of gang extortions. Additionally, after several years of investigations, both a
former vice president of Guatemala and a former minister of government were convicted this
year on corruption charges, includinguda trafficking in influence, and conspiracy, and

received sentences of 15 years and eight years in prison, respectively.

Guatemala has 11 active FTZs, mainly used to importfieeygoods used in the manufacturing
of products or provision of servicesrfexportation. There are no known cases or allegations that
indicate FTZs are hubs of money laundering or drug trafficking activity.

KEY AML LAWS AND REGULATIONS

Despite an adequate AML legal framework, a lack of coordination among agencies and
institutions and limited human resources have led to less than optimal application of KYC
procedures and enforcement of AML and SAR regulations. However, most money laundering
cases prosecuted by the MP begin from SARs the banks file with the IVE, whichBhkdv

sends to the MP. The MP uses the SARs fairly effectively.

Guatemala and the United States do not have a mutual legal assistance treaty but use other
mechanisms, such as multilateral treaties, to exchange relevant information.

Guatemala is a membef the GAFILAT, a FATFstyle regional body. Its most recent MER is
available at: https://www.cfatfgafic.org/index.php/document$dround mevatreports/7462
guatemaladth-roundmer/file.

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Despite Guatemalads i mproved AML | egal framew
PEPs, specific deficiencies have been detected. DNB&#tsas attorneys, notaries, and, in

particular, casinos or video lotteries have been identified as being at high risk for use as money
laundering mechanisms. The financial sector proposed a law to regulate casinos and other

DNFBPs; it has been pending@ongress for years. Casinos and games of chance operate both

on and offshore and are currently unregulated.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Alt hough Guatemal ads improved | egal framewor Kk
investigative aliities are positive, effective implementation is inhibited due to procedural
inefficiencies, staffing shortages, and ongoing lack of collaboration among relevant offices and
prosecutors based on lack of trust due to widespread corruption.
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From January through October 15, 2018, the MP office in charge of money laundering
prosecutions received 151 complaints, filed charges in 113 cases, and obtained 63 convictions.
Also, other offices may have included money laundering charges in other indictmentgdas no

in the MS13 example.

Guyana

OVERVIEW

Guyana is a transit country for South American cocaine destined for Europe, West Africa, the
United States, Canada, and the Caribbean. Cocaine is concealed in legitimate commodities and
smuggled via commercial maritime vessels, air transport, human i urniehe postal services.

Guyanaods National Ri sk Ass e s-otighhmonepl@mhdérind ound
risk. Unregulated currency exchange houses and dealers in precious metals and stones pose a
ri sk to Guyanaobs A aéttoral@unérabgitiessiricladethe barRihghnelustrys

and unregulated attorneys, real estate agents, used car dealers, and charities. Guyana has made
significant progress on the AML front, but more investigations and successful prosecutions are
needed.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Historically, the primary sources of laundered funds are narcotics trafficking and real estate

fraud. However, other illicit activities, including human trafficking, gold smuggling, contraband,
andtaxeasi on, are also sources. The licensing p
unsophisticated banking and financial institutions increase the risk of drug money laundering.

Guyana does not have FTZs, offshore financial centers, cyber currencies, or economic
citizenship programs. Guyana, however, permits gaming. A gaming authority regulates and
supervises all gaming activities.

Common money laundering typologies include large cash deposits using fake agreements of sale
for nonexisting precious mineralsyassborder transport of concealed precious metals to avoid
payment of the relevant taxes and duties, and wire transfer fraud using compromised email
accounts.

KEY AML LAWS AND REGULATIONS

The Gover nment -Morfey Laundeeng and Gounteg the Financing of

Terrorism Act 2009, Interception of Communications Act 2008, and Criminal Law Procedure
Act serve as its primary AML legislative regime. The government passed the State Assets
Recovery Act, Protected Disclosures Act, and the Natioagiénts Systems Act in 2018 to

bolster its legislative response. The State Assets Recovery Act provides for asset sharing
arrangements. Guyana amended its AML/CFT law and the Guyana Gold Board legislation, and
established the National Coordination Contegtto be responsible for overall AML policy. The
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National Coordination Committee will develop a national AML action plan. The National
Payments Systems Act establishes payment and oversight mechahisrather provisions of
the amended law seek torbwsuspicious financial transactions.

Guyana has comprehensive KYC and STR regulations. There are also records exchange
mechanisms in place with the United States and other governments.

Guyana sought to strengthen its institutional response to ntaumegering through training and
capacity building. The government trained 500 finarsédtor personnel on AML best

practices. The Bank of Guyana reviewed its supervisory policies and procedures for financial
institutions and developed standard AML/Cglidelines for money transfer agencies and
currency exchange houses.

Guyana is anember othe CFATFE a FATF-styleregionalbody. Its mostrecent MERis
availableat: https://www.cfatfgafic.org/index.php/membamuntries/guyana

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Guyana has strong legislation relating to money laundering. Its AML legislation covers legal
persons and provides enhanced due diligencBHEdts.

Guyana lacks standardized provisions for secure electronic communications and transactions.
The government also lacks a national strategic plan for combating money laundering and
terrorist financing.

The Guyanese FIU applied for Egmont Grangmbership in 2011 and, in 2012, received two
sponsors. The application is still pending due to amended sponsor requirements. Guyana is
working with regional representatives to identify new sponsors who meet the requirements.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

The major agencies involved in axtiug and AML efforts are the Guyana Police Force, Guyana
Revenue Authority (GRA), Customs Asitiarcotics Unit, Special Organized Crimes Unit
(SOCU), Bank of Guyana, Ministry of Finance, FIU, Statsé Recovery Agency (SARA), and
National AntiNarcotic Agency.

The FIU referred 21 cases to SOCU for investigation in 2018. SOCU launched investigations
into these and other reports of suspicious transactions, but there have not been any convictions t
date. The authorities report nonoperation by stakeholders with SOCU and lack of capacity
within SOCU hinder its success at prosecutions.

Guyana has shown strong political will to combat money laundering and has made progress on
the AML front. The gvernment still needs to train the judiciary on matters pertaining to the
investigation and prosecution of financial crimes. A national strategic plan for combating money
laundering should be developed and implemented, and legislation enacted forditatdacand
regulation of secure electronic communications and transactions. Reporting and investigating
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entities should also improve their interagency coordination, and the GRA should report
suspicious transactions to SOCU and SARA.

Haiti
OVERVIEW

Haitian gangs are engaged in international drug trafficking and other criminal and fraudulent
activity. While Haiti itself is not a major financial center, regional narcotics and money
laundering enterprises utilize Haitian couriers, primarily via maeitioutes. Much of the drug
trafficking in Haiti, and related money laundering, has a connection to the United States.

Haiti adopted important legislation over the past several years, in particular anticorruption and
AML laws. The weakness of the Haiti judicial system, impunity, and a lack of political
interest leave the country vulnerable to corruption and money laundering.

On June 8, 2016, the CFATF issued a public statement asking its members to consider the risks

arising from the deficienciesiiai t i 6s AML/ CFT r egi me. The st at
acknowledgement that Haiti had not made sufficient progress to fulfill its action plan to address
serious AML deficiencies, including | egislat:

continued pogress, the CFATF removed Haiti from its public statement.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Most of the identified money laundering schemes involve significant amounts of U.S. currency
held in financial institutions outside of Haiti or nfinancial entities in Haiti, such as restaurants
and construction companies, as well as small businessemjohity of property confiscated in

Haiti belonged to Haitians convicted of drug trafficking in the United States. lllicit proceeds are
also generated from corruption, embezzlement of government funds, smuggling, counterfeiting,
kidnappings for ransomllegal emigration and associated activities, and tax fraud.

Haiti has nine operational FTZs licensed and regulated by the Free Zones National Council, a
public-private enterprise. It is unknown if FTZs are subject to AML obligations.

Haiti has 157 tiensed casinos and many unlicensed casinos. Gaming entities are subject to
AML requirements. Haiti also has established the Haitian State Lottery under the auspices of the
Ministry of Economy and Finance. Online gaming is illegal.

KEY AML LAWS AND REGU LATIONS

Amendments in 2016 further strengthened Hait.i
Executive signed a lordelayed anticorruption bill. Foreign currencies represent 63 percent of
Haiti s bank deposits as of October 2016.
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In May 2017, the geernment adopted a new law that restructured the Central Financial
Il ntelligence Unit (UCREF), Haiti s FI U.

Haiti is a member of the CFATF, a FATSyle regional body. Its most recent MER is available
at: https://www.cfatfgafic.org/index.php/documents/cfatfutualevaluationreports/haiti2.

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

The weaknesses of the Haitian judicial system and prosecutorial mechanisms continue to leave
the country vulnerable to corruption and money laundering. Haiti is not a member of the
Egmont Group, but is currently working with sponsors and applying for resinip.

In 2016, the National Assembly added missing elements to the AML/CFT law to bring it up to
international standards. For Haiti to comply fully, however, the penal code will have to be
updated. The government remains hampered by ineffectiveuaddted penal and criminal
procedural codes, and by the inability or unwillingness of prosecutors to refer cases to the
judiciary and of judges to adjudicate cases. The government presented draft penal and criminal
procedure codes to Parliament in ApiiilZ, however, Parliament has yet to vote on the draft
legislation.

The government should continue to devote resources to building an effective AML regime, to

include continued support to units charged with investigating financial crimes and the

developmet of an information technology system. The amended AML/CFT law, despite
strengthening the AML regulatory framewor k, u
effectiveness.

Haiti should take steps to establish a program to identify and report theboradssmovement

of currency and financial instruments. Casinos and other forms of gaming should be better
regulated and monitored by appropriate authorities, and the government should take steps to
combat pervasive corruption at all levels of government.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

The government continues to take steps, such
banks, to implement a better AML regime.

After years of delay, in a positive step to try to address pabfiwption, Haiti passed the 2014
anticorruption law. However, the law is not implemented effectively, as evidenced by frequent
changes in leadership, fear of reprisal at the working level, rumored intervention from the
Executive, and the failure of judg to follow through by investigating, scheduling, and referring
cases to prosecutors.

UCREF has continued to build its internal capabilities, but the May 2017 UCREF law led to the
replacement of the UCREF director general and the movement of UCRERedentrol of

t he Executive branch, thereby reducing UCREF®
the chief prosecutor in 2017, and six cases in 2018. Once a case is received, an investigative

judge has three months from the arrest date to cerapitience, but there is no limit to the
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timeframe to schedule court dates, communicate with investigating agencies and prosecutors, or
track financial data. The chief prosecutor also can decide not to forward the case to the judiciary
for prosecution. fere were no convictions or prosecutions for money laundering in 2017 or
2018.

Honduras

OVERVIEW

Honduras is not a regional or offshore financial center. Money laundering in Honduras stems
primarily from narcotics trafficking by organized crimirggbups. Human smuggling, extortion,
kidnapping, and public corruption also generate illicit proceeds, with human smuggling fees
regularly paid via MSBs.

Honduras has not completely implemented its 2015 AML and DNFBP laws. Honduras lacks a
national AML strategy, but has focused on higtority offenses, such as money laundering
linked to organized crime.

Lack of coordination among units within the National Banking and Insurance Commission
(CNBS) limits the operation of the AML regulatory system. Triteragency Commission for

the Prevention of Money Laundering and Terrorist Financing (CIPLAFT) was not active during
2018. The Tax Administration Service was the only Honduran agency with an active CIPLAFT
unit meeting Honduran legal requirements.

Thegeneral lack of investigative capacity in complex financial transactions contributes to a
favorable money laundering climate. Mediocre interagency coordination impedes progress
towards prosecution of money laundering or other financial crimes. Howéweduras has

been able to achieve some results in money laundering and corruption cases and has sought
international cooperation.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Money laundering in Honduras derives from domestic and foreign criedhi@ity. Local drug
trafficking organizations and organized crime syndicates control most illicit proceeds, which
pass through both the formal banking system and the underground economy. The automobile
and real estate sectors, remittance companiegrayexchange houses, credit unions, the
construction sector, and other traukesed businesses are all used to launder funds.

The Central America Four Agreement and the Regional Customs Agreement between El
Salvador, Guatemala, and Honduras allow free movement of citizens between these countries,
although citizens can be subject to immigration or customs inspections. Thisdaakesuntry
vulnerable to the crogsorder movement of contraband and cash. In October 2018, Honduras
announced Nicaraguans would no longer benefit from this free movement.

KEY AML LAWS AND REGULATIONS
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Honduras has comprehensive KYC and STR reguiatbut additional procedures are necessary
for full implementation of the 2015 AML law. Honduras can exchange information in
connection with narcotics investigations and proceedings with the United States under
appropriate treaties and conventions.

Honduras is a member of the GAFILAT, a FAS$#yle regional body. Its most recent MER is
available at:http://www.fatfgafi.org/media/fatidlocuments/reports/mésrb/GAFILAT-MER-
Honduras2016English.pdf

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Honduras lacks a comprehensive national AML/CFT strategy and its AML national risk
assessment (NRA) results are not fully reflected in the allocation of resources or by the
supervisory policies and procedures. Honduras is taking steps to implementiskreased
focus, although the NRA has not been made public. Outreach to DNFBPs continues to be
necessary. During 2017, the CNBS began registering DNFBPs, but to date, CNBS is still
finalizing internal policies and regulations to implement the revisiotise AML law, but lacks
the capacity to finalize the process.

The Honduran financial system suspends individuals under investigation and limits their access
to the banking system, but poor information flow between the Public Ministry (PM) and the FIU
has left cleared individuals on the financial risk list unnecessarily.

Bearer shares are still legal and there is no access to quality beneficial ownership information for
Honduran companies.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

FIU staffand PM financial analysts require training on financial institution products,
international standards, financial analysis, report writing, relevant Honduran laws, and STR and
CTR analysis. The FIU needs to develop feedback mechanisms to improve theoddideit

reports. An STR review task force was created within the FIU in 2018.

Although the Public Records Office has initiated file digitalization at a national level, most
public property records remain in hard copy and poorly organized. This@itedstructs and
slows effective investigation.

The disconnect between the judicial branch, regulatory agencies, and PM regarding the
application of money laundering and asset forfeiture statutes has a negative impact on
investigations. The PM and otHaw enforcement agencies often execute warrants before
financial investigations can be completed and seize assets with tax liens before determining if
other charges are applicable.

The Honduran National Congress (HNC) amended the Asset Forfeitur@AE but the
amendment did not address known deficiencies and made it easier for public officials to avoid
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seizure, jeopardizing | aw enforcemento6s use o
laundering investigations. President Hernandez vetoedrierdment. In September 2018, the
Interagency Commission for Criminal Justice issued an opinion stating Honduran law

enforcement entities have misinterpreted the legal concept of freezing and seizing assets. The
proposed AFL remains with the HNC.

Persondinked to Honduran public officials have been convicted in the United States in recent
years, including former president Lobods son
services6 brother (money | aun dRresidentddernandezk e d t
(charged with drug trafficking). Corruption within Honduran law enforcement remains a

concern.

(0]

FIU leadership may not be operating in a transparent mafinencial information is at times
shared with individuals and entities not authorized by law to receive it or without required
subpoenasThe FIU currently serves as a middleman between thamMinancial institutions
instead of preparing financial analyses and identifying emerging money laundering trends and
typologies.

Hong Kong

OVERVIEW

Hong Kong, a Special Administrative Region (S
majoriner nat i onal financial and trading center.
terms of external transactions and the fifth largest foreign exchange trading center, Hong Kong

does not differentiate between offshore and onshore entities for licemsirgupervisory

purposes and has its own U.S. dollar interbank clearing system for settling transactions.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Hong Kongdés | ow tax rates and simplified tax
system, shell company formation agents, free port status, and the absence of currency and
exchange controls present vulnerabilities for money laundering, including TBML and

underground finance. Hong Kong shell companies can be exploited by a variespextsu

actors, including North Korea and Iran, to launder money, facilitate illicit trade, and gain access

to the international financial system.

Government of Hong Kong officials indicate the primary sources of laundered funds are from
local and overseagiminal activity, fraud and financial crimes, illegal gaming, loan sharking,
smuggling, and vice. Groups involved in money laundering range from local street organizations
to sophisticated international syndicates, including Asian triads involved inegsoiminal

activities, including drug trafficking. Horse races, a local lottery, and soccer betting are the only
legal gaming activities, all under the direction of the Hong Kong Jockey Club, an NPO that
collaborates with law enforcement to disruptgihl gaming outlets.
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KEY AML LAWS AND REGULATIONS

Hong Kong has AML legislation allowing the tracing and confiscation of proceeds derived from
drugtrafficking (Drug Trafficking (Recovery of Proceeds) Ordinance) and organized crime
(Organized and Serisu Cr i mes Or di nance) . These two ordi
capabilities to detect and identify criminals, including drug traffickers, using Hong Kong
financial institutions to | aunbdaeylLaunderinget ai n i
and CountefTerrorist Financing (Financial Institutions) Ordinance (AMLO) details authorized
institutionsd compliance obligations regardin

Under the AMLO, where paymenglated information is exchanged or intended to be

exchanged, authorized institutions need to carry out CDD procedures. The AMLO and the Hong
Kong Monetary Authoritydés (HKMA) Transactions
filed in a timely manner with HuwhchisKigtprgnds Joi
by staff of the Hong Kong Police Force (HKPF) and the Hong Kong Customs & Excise

Department. The AMLO was amended in early 2018 to require DNFBPs, including trust

company and service providers (TCSPs), to abide by the same seDari@lrecorekeeping
requirements as covered institutions. An ame
further requires TCSPs to pass a fit and proper test and obtain a license from the Companies
Registry. The amended Companies Ordinance requiresrapanies incorporated in Hong

Kong to maintain beneficial ownership information.

In July 2018, a declaration and disclosure system to detect the movement of large quantities of
physical currency and bearer negotiable instruments valued over appedyia&8. $15,400
(120,000 Hong Kong dollars) into and out of Hong Kong came into operation.

Hong Kong is anemberof the FATF and the AP@G FATF-styleregionalbody. Its mostrecent
MER is availablet: http://www.fatf
gafi.org/publications/mutualevaluations/documents/mutualevaluationofhongkongchina.html

AML LEGAL, POLICY, AND REGULATOR Y DEFICIENCIES

In view of increasing crossorder flows of trade, finance, and banking activities, Hong Kong
regulatory authorities should strengthen cooperation with its counterparts in other jurisdictions,
where cases may be connected with corruptmngevasion, and other predicate offenses.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Over the last two years, financial regulators, most notably the HKMA, conducted extensive
outreach to stress the importance of robust AML controls and higlpdgential criminal
sanctions implications for failure to fulfill legal obligations under the AMLO.

In May 2018, the Hong Kong government granted the Fraud and Money Laundering Intelligence
Taskforce (FMLIT) a sixnonth extension to its i@onth trial stais. FMLIT, which aims to
enhance the detection, prevention, and disruption of serious financial crime and money
laundering threats, is a collaboration between law enforcement, the HKMA, a number of banks,
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and the Hong Kong Association of Banks under gaelérship of the HKPF. Metrics to
determine FMLI TO6s effectiveness, I f any, have
enforcement community.

The United States and Hong Kong are parties to the Agreement Between the Government of the
United States of Am&a and the Government of Hong Kong on Mutual Legal Assistance in

Criminal Affairs, which entered into force in 2000. As a SAR of China, Hong Kong cannot sign

or ratify international agreements, asrs.China
China may extend the application of any ratified agreement or convention to Hong Kong. The
1988 Drug Convention was extended to Hong Kong in 1997, and the UNCAC and UNTOC were
extended to Hong Kong in 2006.

From January 1 through September 30, 28i&e were 72 money laundering convictions.
Assets restrained totaled U.S. $60.3 million.

India

OVERVIEW

|l ndi ads AML activities followed a positive tr
continuing to make progress in curtailing illicit financial activity, including tax evasion and
money laundering. The government continues to focus on mawgtdre 2016 demonetization

initiativeds outcomes and implementing the 20
formalize and digitize I ndiabés financial syst

face vulnerabilities, including inform&hancial networks; complex onshore and offshore

corporate structures; and enforcement capacity constraintsRéhe er ve Bank of | ndi

August 2018 Annual Report reve@8 percent of the higdenomination banknotes cancelled

during the demonetizain program were deposited or exchanged for new currency, meaning the

Abl ack moneyo that authorities expected to pu
suggest that while demonetization met the objective of bringing transactions into thie forma

economy, the objective of identifying tax evaders and criminals attempting to exchange

excessive higldenomination currency was less successful.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

India has licensed eight offshore banking utatsperate in Special Economic Zones
(SEZs). As of July 31, 2018, India had approved &80Zs 223 of which are operationalndia
has licensed eight offshore banking units to operate in the SEZs.

The most common money laundering methods in India include buying gold and real estate,
opening multiple bank accounts, intermingling criminal and legitimate proceeds, purchasing
bank checks with cash, routing f ucandplexldgddr ough
structures. Transnational criminal organizations use offshore corporations and TBML to

disguise the origins of funds, and companies use TBML to evade capital controls. lllicit funds

are also laundered through educational programs, cisaiinel election campaigns. Individuals
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typically obtain laundered funds through tax avoidance and economic crimes, corruption,
narcotics trafficking, trafficking in persons, and illegal trade.

The hawala system is used extensively in India to evadsaitaon charges and to conduct both
|l egiti mate remittances and money | aundering.
attractive for criminals, money launderers, and terrorists.

KEY AML LAWS AND REGULATIONS

The government continues to implemém¢ GST. In part, GST is meant to reduce
vulnerabilities and illicit financial flows by significantly shrinking the informal economy.
Adjustments in 2018 affected processing, rates, and rules governing particular sectors.

In April 2018, the RBI mandatkthat all bank account holders link their biometric identifications
(Aadhaal to their accounts by December 31 and that banks check the original identifications for
large cash transactions. A September Supreme Court decision prohibits private entities from
mandatingA a d h auaera® esmeans of identification, allowing individubaés option to use

other forms of ID. However, individuals may continue to Aadhaarfor banking and other
purposes.

Cryptocurrencies are formally prohibited in India under an April 2018 RBI rule banning
regulated entities from dealing in or providisgrvices to anyone dealing in cryptocurrencies.

The rule has since been appealed by the Internet and Mobile Association of India but remains in
force, with a final Supreme Court verdict pending. Additionally, the Ministry of Finance has
convened a comntée to establish a virtual currencies regulatory framework; recommendations
were anticipated by December 2018.

India has comprehensive KYC and STR requirements and uses enhanced due diligence for PEPs.
Legal persons are covered by criminal and civil AMiys.

India is a member of the FATF and two FAS$Eyle regional bodies, the APG and the EAG.
l ndi ads most r e ¢ ehtitg://wMEfdREgafi.erg/cbunigigs/dl a b | e at :
i/lindia/documents/mutualevaluationofindia.html

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

|l ndiads current safe harbor provision only pr
institutions that file STRs, not all employe€Bhe government prioritizes crimes of tax evasion
and counterfeit currency, while AML is a lower priority.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Given that demonetized funds were deposited into legitimate bank accounts, analysts question
whether demonetization enabled criminals to launder illicit funds into the banking system. India
is still investigating 1.8 million bank accounts and 200 individuals associated with unusual
deposits during demonetization. On August 7, the governmenteatiretock exchanges to
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restrict trading and audit 162 suspected shell companies on the basis of suspiciously large
deposits.

India has taken steps to implement an effective AML regime, but deficiencies remain. Observers
and law enforcement professidmaxpress concern about implementation and enforcement of
current laws, especially regarding criminal prosecutions. Authorities believe India has
insufficient investigators to analyze the enormous amount of potential money laundering data
identified durng demonetization.

U.S. investigators have had limited success in coordinating seizures of illicit proceeds with

|l ndi an counterparts. While U.S. |l aw enforcem
information has led to numerous seizures, a tddkllow-through on investigative leads has

prevented a more comprehensive offensive against violators. India is demonstrating an

increasing ability to act on mutual legal assistance requests but continues to struggle with

institutional challenges.

India should address noted shortcomings in the criminalization of money laundering and in its
domestic framework for confiscation and provisional measures. The government should ensure
all relevant DNFBPsomply with AML regulations. Additionally, India shisextend its safe

harbor provision to cover all employees. Finally, India should use data and analytics to detect
trade anomalies, possibly indicating customs fraud, TBML, and couvahgstion in informal

financial networks.

Indonesia

OVERVIEW

Widely regarded as the financial capital of Southeast Asia, Indonesia remains vulnerable to
money laundering due to gaps in financial system legislation and regulation;lzasash
economy, weak rule of law, and partially ineffective law enforcementutistis. Most money
laundering in Indonesia is connected mainly to corruption cases, followed by drug trafficking
and other criminal activity such as tax crimes, illegal logging, wildlife trafficking, theft, bank
fraud, embezzlement, credit card fraud] #ime sale of counterfeit goods.

Indonesia is making progress in identifying and addressing money laundering vulnerabilities.
Authorities continue to release regulations geared towards-bagad approach. The primary

areas for improvement are gread@alytical training for law enforcement, raising the judicial

aut horitiesd awareness of the money | aunderin
investigators and prosecutors on conducting financial investigations as a routine component of
criminal ases, and more education for financial services sector personnel.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Indonesia has a long history of vulnerability related to the smuggling of illicit goods and bulk
cash, made easier by unpatrolled cloast, sporadic and lax law enforcement, and poor customs
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infrastructure. Proceeds from illicit activities are easily moved offshore and repatriated for
commercial and personal use. Endemic corruption remains of concern, and implementation of
the AML regme remains challenging.

FTZs are not a particular concern for money laundering in Indonesia. Indonesia offers many
opportunities for narcotics smuggling and crbssder transfer of illegalkgarned cash without
needing to rely on FTZs.

KEY AML LAW S AND REGULATIONS

KYC requirements have been part of Indonesiabo
enhanced due diligence.

In January 2012, the Indonesian government established an interagency National Coordinating
Committee on the Preventiamd Combating of Money Laundering (AML Committee) to

coordinate I ndonesiabs AML efforts. The Coor
Security chairs the Committee; the Deputy Coordinating Minister for Economic Affairs and the
Head of | lNdleindosasiand-imandial Transaction Reports and Analysis Center

(PPATK), serve as Committee secretaries.

PPATK coordinates I ndonesiads AML efforts and
and submits implementation reports everymbnths to the president and legislature. Much of
PPATKOGSs AML activities are tied to its effort

In May 2017, President Joko Widodo issued Government Regulation in Lieu of Law No. 1 of

2017 Concerning Access Financial Information for Tax Interests. The executive order permits
Indonesian tax authorities to access financial accountholder data without a court order. It gives

|l ndonesian authorities |l egal <cover fobal exchang
Forum Automatic Exchange of Information (AEOI); exchange of information between relevant
jurisdictions will begin in 2019.

Indonesia is a member of the APG, a FASille regional body. Its most recent MER is
available at:
http://www.apgml.org/documents/seanasults.aspx?keywords=Indonesia

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

The primary factors hindering the fight against narceatidated moneyaundering are the lack
of analytical training for law enforcement personnel and insufficient training on money
laundering detection and reporting for lowevel workers in the financial services sector.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMEN TS

In 2015, Indonesia conducted a national AML/CFT risk assessment.
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Indonesia is taking steps to implement applicable agreements and conventions. Combating
narcotics abuse is a priority for the current administration, and Indonesia recognizes tloe need
international cooperation to stem this transnational threat.

PPATK publishes a monthly report summarizing reporting activity. In addition to CTR and STR
dat a, PPATK and the Ministry of Financeds Dir
publish a Cash Carry Report to track physical cilossler transfers of cash. PPATK also invites

the public to report any suspicious transactions. For the period Jalurey018, PPATK

referred 201 Results of Analysis STRs, reports that foeligvon the iftial notifications provided

by financial institutions, to investigatoisa 12 percent increase year over year. Most were

alleged corruption cases. For the period Jandang 2018, PPATK produced six Examination

Reports (ERs), the final assessmentrdiik analysis and evaluation of an STR. Year over year,

for the period Januaryune 2017, the number of ERs filed has increased 33 percent.

There were three money laundering convictions for the period JaSeatgmber 2018. The
Indonesian governmeétacks sufficient practices or procedures to collectggality
prosecution and conviction statistics; therefore, this figure may not capture all convictions.

Iran

OVERVIEW

In 2018, the United States ceased its participation in the Joint Comprehensive Plan of Action
(JCPOA), and directed the-nmposition of all U.S. sanctions lifted or waived in connection with
the JCPOA.

Iran has a large underground economy, spurraghbyen taxation, widespread smuggling,

sanctions evasion, currency exchange controls, and a large Iranian expatriate community.
Pervasive corruption continues within Iranés
and governmentontrolled busiess enterprises.

Iran remains a major transit route for opiates smuggled from Afghanistan through Pakistan to the
Persian Gulf, Turkey, Russia, and Europe. At least 40 percent of opiates leaving Afghanistan

enter or transit Iran. Most opiates andHisls are smuggled into Iran across its land borders with
Afghanistan and Pakistan, although maritime smuggling has increased as traffickers seek to
avoid I ranian border interdiction efforts. I
combined vale of narcotics trafficking and sales in Iran at $6 billion annually.

In 2011, the U.S. government identified Iran as a state of primary money laundering concern
pursuant to Section 311 of the USA PATRIOT Act. Additionally, the FATF has repeatedly
warnedof the risk of terrorist financing posed by Iran and the threat this presents to the
international financial system, in the past urging jurisdictions worldwide to impose
countermeasures to protect their financial sectors from illicit finance emanatindyémmmin

June 2016, Iran made a hitgvel political commitment to the FATF to implement an action

plan to address deficiencies. Although it has made some progress, Iran has not yet completed its
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action plan; all plan deadlines have now expiredOctober 2018, FATF renewed its public
statement on Iran.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

l rands merchant community makes active use of
moneylenders. Leveraging the worldwide hawala network, Iranians makey transfers

globally. Countewvaluation in hawala transactions is often accomplished via trade; thus TBML

is a prevalent form of money laundering.

In 1984, the Department of State designated Iran as a State Sponsor of Terrorism. Iran continues
to provide material support, including resources and guidance, to multiple terrorist organizations
and other groups that undermine the stability of the Middle East and Central Asia.

KEY AML LAWS AND REGULATIONS

Iran has criminalized money laundering ara ladopted KYC and STR requirements.

Iran has a declaration system for the criossder transportation of currency. Its 2017 directive
purportedly allows the restraint of currency and bearer negotiable instruments on suspicion of
money laundering, teorist financing, or predicate offenses. The declaration system is
applicable at 14 points of entry, applies to
requires Iranian Bank Melli, which is designated by the Treasury Department for its lirgk to th
Islamic Revolutionary Guard Corgduods Force, to take temporary custody of the currency

until it is cleared for passage in or out of Iran.

Iran is not a member of a FAT$tyle regional body, but it is an observer to the EAG. Its FIU is
not a membeof the Egmont Group.

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

I n October 2007, the FATF issued its first pu
of a comprehensive AML/CFT framework. Beginning in 2009, the FATF urged all jurisdictions

to apply effective countermeasures to protect their financial sectors from the money
laundering/terrorist financing risks emanating from Iran. In June 2016, Iran madelavuggh
commitment to the FATF to implement an action plan to address strateditCAW

deficiencies. As a result, although the FATF continued to include Iran on its Public Statement, it
suspended its call for countermeasures for 12 months while Iran implemented its plan; this
suspension has been extended multiple times. Despitmitmitment to the FATF, Iran has yet

to meet the requirements of its action plan. As of-ygrm 2018, the Iranian parliament
continues to consider several pieces of legis
AML/CFT measures specified ih¢ action plan, but the Iranian government remains internally

divided about these measures. In October 2018, the FATF renewed its public statement and
extended its suspension of countermeasures to February 2019, urging Iran to complete its action
plan.
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ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

For nearly two decades, the United States has undertaken targeted financial actions, including
legislation and more than a dozen EOs, against key Iranian financial institutions, entities, and
individuals.

Iran has an asset forfeiture system, but it is not fully compliant with international standards.
Although there is no information sharing agreement with the United States, Iran cooperates with
other jurisdictions on money laundering matters.

On Novembe5, 2018, the United Statesimposed all U.S. nucleaelated sanctions that were

lifted or waived in connection with the JCPOA.he sanctions target crit.i
economy, such as energy and shipping, and transactions involving inspravicers, the

Central Bank of Iran, and designated Iranian financial institutidiese includeanctions on

transactions between foreign financial institutions and the central bank or designated Iranian

financial institutions and on the provision oesjalized financial messaging services to the

central bank and Iranian financial institutiorslso on November 5, 2018, OFAC placed more

than 700 individuals, entities, aircraft, and vessels on the list of Specially Designated Nationals

and BlockedPersons.

Italy

OVERVIEW

| t al yds e c o nlargestintheswortd lared the thitergelst in the Eurozone. Italy has a
sophisticated AML regime and legal framework, but there is a continued risk of money

laundering stemming from activities assated with organized crime and the large, unregulated
shadow economy. According to the Italian National Statistics Institute, the black market

economy accounts for 11.5 percent of GDP or approximately $220 billion. Tax crimes also
represent asignificat r i sk and have been identified by I
accounting for 75 percent of all proceagknerating crime in Italy.

Although improving, CDD and reporting remain weak among-lpamnk financial sectors, and

regulations are ronsistent. Money laundering statistics, including the number of STRs received

by the Bank of I talyés (BOIl) Financi al |l nform
activity in 2018 as 2017The new government, formed June 2018, has yet to ylealicate its

policy regarding money laundering, but Italian government institutions have a long history of
combating organized crime and associated money laundering.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Drug trafficking isa primarysasuc e of i ncome for Italyds organi
|l talyds strategic geographic |l ocation in orde
in Eastern Europe, China, South America, and Africa. Other major sources of laundered money

are proceeds from tax evasion and vaduieled tax fraud, smuggling and sale of counterfeit
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goods, extortion, corruption, illegal gaming, illegally disposing of hazardous waste, and loan
sharking.

In 2018, the UIF identified private banking, real estedagactions, gaming, the art trade, NPOs,
the large proportion of small cash businesses, as well as more recent trends, including new
financial technologies and crowdnding, as the primary avenues for money laundering.

KEY AML LAWS AND REGULATIONS

The Ministry of Economy and Finance is host to the Financial Security Directorate, which
establishes policy regarding financial transactions and AML efforts. The directorate published

Il talyds most recent NRA in Jul wypeclafisindor The Ul

collecting data on financial flows. The BOI continues to issue guidance on CDD measures to
support banks and financial intermediaries with the development of their CDD policies. In late
2017, the UIF signed protocols with regional distattbrney offices in Milan, Rome, Naples,

and Florence to formally define informatisharing procedures. Legislative Decree N. 92,
which entered into effect on July 5, 2017, extends financial oversight into the precious metal
trade, building on other &ffts to better monitor online money exchanges and online gaming
sites.

Italy has a MLAT with the United States and is party to the-BI$ MLAT.

Italy is a member of the FATF. Its most recent MER is availabldtp://www.fatf
gafi.org/media/fatf/documents/reports/mer4/MERly-2016.pdf

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Regulations require financial inigttions to apply enhanced CDD measures for transactions with
both domestic and foreign PEPs. However, DNFBPs are not required to apply enhanced CDD
when dealing with domestic PEPs. DNFBPs also are not legally required to file a STR when the
beneficial avner is not identified in a business transaction. Although the overall reported STR
data was positive, the overall percentage of STRs reported by DNFBPs decreased by half, and 21
percent of the reports were voluntary disclosures. The government plzomgitae to

implement measures that will significantly increase the number of STRs from DNFBPs.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

The criminalization of selfmoney laundering, which allows for expanded legal authority to
prosecute individals for money laundering, has increased convictions and has acted as a
deterrent to some extent. However, penalties applied to persons convicted of money laundering
may not be sufficiently dissuasive as there are numerous repeat offenders.

In November P17, the UIF launched a new informatisharing database in collaboration with

the Judicial Authority. The UIF reports access to underlying transaction data is quicker and is
increasing as a result of the new system. The UIF is in the process of deygeiopi
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collaboration with the BOI, artificial intelligence to aid in the detection of suspicious
transactions.

|l taly seeks to i mplement revisions to its AML
Directive by January 2020; Italy entered into coanpde with the Fourth AML Directive in
2017, with Legislative Decree N. 90.

Money remitters operating under EU passport and free border arrangements were not adequately
regulated or supervised, although the situation was expected to improve with theemialgon
of the EU6s Fourth AML Directive.

Italian authorities have strong policy cooperation and coordination, and Italy continues to
develop national AML policies informed by its NRAaw enforcement agencies have been
successful in undertaking complénancial investigations and prosecutions and have
confiscated large amounts of criminal proceeds.

Jamaica
OVERVIEW

Money laundering in Jamaica is largely perpetrated by organized criminal groups. Jamaica
continues to experience a large numbseifir@éncial crimes related to advance fee fraud (lottery
scams), corruption, and cybercrime.

In September 2018, Jamaica implemented new software that fully automates AML data
collection and dissemination within the Jamaican government.

The Governmenbdf Jamaica has enforced tasset forfeiture provisions tie Proceeds of
Crime Act (POCA) with moderate success tha law still isnot beingimplementedo its fullest
potentialdue to difficulties prosecutingndachievingconvictions infinancial crmecases. Law
enforcement, prosecutors, at@ judiciary also lack sufficient resources and training to
investigate and prosecuieancial crimes efficiently and effectively.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Political and public arruption both generate and facilitate illicit funds and activity.

Money laundering in Jamaica is primarily related to proceeds from illegal narcotics, weapons
trafficking, financial fraud schemes, corruption, and extortion. The activities are largely
perpetrated by the dozens of violent, organized criminal groups on the island. The large number
of financial crimes related to cybercrime and financial fraud schemes also target U.S. citizens.

KEY AML LAWS AND REGULATIONS
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Jamaicahas implemented tleOCA with moderate success but is still not enforcirng its

fullest potential. The POCA permits postonviction forfeiture, cash seizuresd the civil

forfeiture of assets related to criminal activity. HEwallows the court to order pesbnviction

forfeiture of proceeds assessed to have been received by the convicted party within six years
preceding the conviction. The confiscation provisions apply to all property or assets associated

with or derived from any criminal activifyncludinglegitimae businesses used to launder

illicitly derived moneyJ amai cads Fi nanci aFID)|whicharsludesgheet i ons |
FIU, continues to work with partners in the Jamaica Constabulary Force (JCF) and others to

pursue casethatcould result in seize of assets.

The Banking Services Act allows for stronger enforcement powers and greater information
sharing among the Bank of Jamaica, the Financial Services Commission, and foreign
counterparts A number of DNFBPs, such as real estate dealers, asgsngaming
establishments, and casinos, are subject to AML preventative measures.

Jamaica is a member of the CFAFT, a FAStide regional body. Its most recent MER is
available at:https://www.cfatfgafic.org/index.php/documents/cfatfutuatevaluation
reports/jamaicd.

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Lengthy delays in prosecuting cases hinder the effectiveness ddrtiscanudicial

system. The Jamaican courts and prosecutors have been unable to keep pace with an
increase in crime. Inefficient methods of practice in the justice system, combined with
corruption and a lack of accountability, further exacerbatesraadyl overburdened

system. Law enforcement and prosecutors tend to pursue predicate offenses to money
laundering, rather than pursuing money laundering as a-atand offense, due to the
necessity of proving the unlawful conduct from which the monerydating activity

derives. In other cases, where a defendant has pleaded guilty, prosecutors sometimes
dismiss POCA charges to secure a guilty plea.

To date, the regulatory agencies have not used their enforcement authority to sanction
reporting entitis for identified violations of AML/CFT compliance regulations.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Jamaicabs financi al institutions (including m
of preventative measures. These entities file an inordinately high volume of STRs annually, the
vast majority of which are likely defensive filings.

In the first nine months of 2018, there were 13 prosecutions and three convictions related to
money laundering. In 2017, there were 27 prosecutions and one conviction related to money
laundering. Jamaica continues to extradite lotto scammer money launderts first ten

months of 2018, four alleged Jamaican lotto scammers were extradited to the United States,
compared to 12 in 2017, and zero in 2016.
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In 2017, the FID imposed forfeitures totaliagproximately U.S. $685,000 in cash and other
assets, wite freezing approximately U.S. $300,000 in cash and assets. By comparison, in 2016,
the FID forfeited approximately U.S. $4.96 million in cash and other assets, while restraining
approximately U.S. $6.23 million in cash and assets.

Authorities obtaineaonvictions under section 101A of the POCA, which prohibits cash
transactions greater than approximately U.S. $7,870 (1 million Jamaican dollars). The FID
conducts programs to sensitize the public about POCA provisions to reduce the possibility
individuals would unwittingly breach the law.

In a recent POCA ruling, on March 2, 2018, local courts ordered Jamaican cocaine trafficker
Ralph Gregg to pay a U.S. $150,000 penalty.

Relevant authorities in Jamaica collaborate on investigations and prosecutizajericases.
Authorities also regularly collaborate with foreign law enforcement on cases of mutual interest
and there are a number of joint initiatives to deal with such cases.

The Integrity Commission Act, which came into force on February 22, 20b8plidates three
anticorruption bodies into one entity, the
currently engaged in debating a law to establish the Major Organized Crime ar@ofmniption
Agency, which currently falls under the auspicethefJCF, as an independent agency.

Kazakhstan

OVERVIEW

Kazakhstan is susceptible to money laundering and financial crimes as a transit country for
heroin and opiates and because of weak enforcement of its AML regime, as indicated by low
investigaton and conviction numbers. Tracking narcotics revenue and investigating financial
crimes are a challenge for law enforcement agencies due to the use of informal remittance
systems by drug traffickers and lack of capacity to investigate financial cronesitted

utilizing sophisticated technology.

In 2018, Kazakhstan continued to work on its money laundering national risk assessment. The
government is seeking to bring its AML regime into greater compliance with international
standards. Kazakhstani law enforcement authorities do not routinelyatqratallel financial
investigations while investigating money laundering predicate offenses and weak interagency
cooperation prevents information sharing on investigations.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Governmental corruption, the presence of organized criminal groups, and a large shadow
economy make the country vulnerable to money laundering, as does the transit of Afghan heroin
and opiates on the way to Europe via Russia. The use of virtual cumefnegnicial crime is

also growing. Law enforcement agencies believe virtual currency is being used to pay bribes or
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| aunder il licit proceeds. A significant part
accounts with little public scrutiny or e@unting oversight.

The major sources of laundered proceeds are graft by public officials, tax evasion, and fraudulent
financial activity. Common methods of money laundering include transactions using shell
companies to launder funds returned in threnfof foreign investments. In addition, the

smuggling of contraband goods and fraudulent invoicing of imports and exports by Kazakhstani
businessmen remain common practices.

Casinos and slot machine parlors are located only in selected territorieMinistey of Culture

and Sport is responsible for the licensing and regulation of the gaming sector. Kazakhstani law
prohibits online casinos and gaming, though people do engage in these activities. Law
enforcement agencies find it challenging to condrdine gaming because servers of most

online casinos are located outside of Kazakhstan. There are no known estimates of the size of
illegal gaming activity in Kazakhstan.

Kazakhstandéds newly established Ast gneditodeat er na
regional financial hub and offshore zone. It is supervised by the Astana Financial Services

Authority and has a common law court system that operates outside of the Government of
Kazakhstandés jurisdiction mgulatiomes.tAlREjudiciaf or whi c
findings would be referred to Kazakhstani courts for enforcement. This procedure has not been
testedas the AIFC is still too new.

KEY AML LAWS AND REGULATIONS

The AML/CFT Law, adopted in 2009 and most recently amended ib, 2Dd&ates the legal
framework for preventive, riskased measures the private sector should observe.

Kazakhstan has a bilateral MLAT with the United States, which entered into force on December
6, 2016. Kazakhstan is also a signatory to relevant latektal conventions that have mutual
legal assistance provisions.

Kazakhstan is a member of the EAG, a FAStiAe regional body. Its most recent MER is
available at:https://euraiangroup.org/en/mutuaivaluationrreports

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Kazakhstani authorities require additional resources and political will to ensure proper
enforcement of the AML/CFT regulations. The government should train and educate local
institutions and personnel on further implementation of the AML law. Currerit lav does

not cover financial management firms, travel agencies, or dealers of art, antiques, and other high
value consumer goods. These entities are not required to maintain customer information or
report suspicious activity.
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Regulatory agencies latke resources and expertise to inspect entities for AML compliance.
There is no criminal or administrative liability for money laundering offenses for legal persons.
Enhanced due diligence is required only for foreign PEPs; domestic PEPs are not covered.

A 2015 amendment to Kazakhstandéds Criminal Cod
Kazakhstandés ability to confiscate all assets
Kazakhstani law enforcement agencies to prove that asseigjiogjdo a convicted criminal

were obtained using the proceeds of crime. Prior to that all assets could be subject to mandatory

confiscation.

Kazakhstan lacks a mechanism to share with other countries assets seized through joiat or trans
border operations.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

During the first nine months of 2018, prosecutors brought nine money laundelated ad
three terrorist financeelated cases to court, which resulted in convictions in all 12 cases. The
number of money laundering investigations and prosecutions remains low.

On October 5, 2018, the president announced a reorganization of the Economnais Service

(ECS) of the Ministry of Finance, moving the ECS to the Committee for Financial Monitoring of
the Ministry of Finance, the FIU. This was the second ECS reorganization in 2018, the prior
occurring in July 2018 when ECS was separated from tinen@tbee for State Revenue. These
frequent changes increase the risk of the loss of highly qualified personnel capable of conducting
complex financial investigations.

A pool of certified financial investigation instructors regularly deliver training iznog to law
enforcement and state officials. There is a-tiso AML-CFT certification program for private

sector representatives that includes both national and international components. The majority of
Kazakhstani banks have at least one certified dianmge specialist.

Kenya
OVERVIEW

Kenya remains vulnerable to money laundering and financial fraud. It is the financial hub of
East Africa, its banking and financial sectors are growing in sophistication, and it is at the
forefront of mobile bankig. Money laundering occurs in the formal and informal sectors,
deriving from domestic and foreign criminal operations. Criminal activities include transnational
organized crime, cybercrime, corruption, smuggling, trade invoice manipulation, illicititrade
drugs and counterfeit goods, trade in illegal timber and charcoal, and wildlife trafficking.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES
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Financial institutions engage in currency transactions connected to international narcotics
trafficking involving significant amounts of U.S. currency derived from illegal sales in Kenya,
other East Africa countries, the United States, and elsewhere.

Banks, wire services, and mobile payment and banking systems are increasingly available in
Kenya. Nevertbless, unregulated networks of hawaladars and other unlicensed remittance
systems facilitate cadbased, unreported transfers that the government cannot track. Foreign
nationals, including refugee populations and ethnic Somali residents, primarily insavida

system to transmit remittances internationally. Diaspora remittances to Kenya totaled $1.38
billion between January and Ju-maeyadeit8use Mo st
Saf ar i édPesmystemMand there are 14 million accounts-@mwari, a mobile lender.

These services remain vulnerable to money laundering activities.

Kenya is a transit point for regional and international drug traffickers, and TBML remains a
probl em. Kenyads proxi mity tforlagthdenrgbpiiacy makes
related proceeds, and a black market exists for smuggled and grey market goods. Goods
transiting Kenya are not subject to customs duties, but authorities acknowledge many such goods
are sold in Kenya. Trade in goods provides couvédration in regional hawala networks.

KEY AML LAWS AND REGULATIONS

Under the Proceeds of Crime and Atoney Laundering Act (POCAMLA) and other banking
regulations, Kenyan financial institutions and entities reporting to the Financial Reporting Center

( FRC) , Kenyads FI U, are subj ectduaddigec& C and ST
procedures in place for PEPs.

The POCAMLA legislation provides a comprehensive framework to address AML issues and
authorizes appropriate sanctions for money laundering crimes. The Office of the Director of
Public Prosecutions has useditlary provisions in the POCAMLA to apply for orders to

restrain, preserve, and seize proceeds of crime in Nairobi. In 2016, the judiciary established the
Anti-Corruption and Economic Crimes Division in the High Court.

In March 2017, Kenya enacted tReoceeds of Crime and Artiloney Laundering

(Amendment) Act 2017. The legislation includes new legal sanctions for economic crimes and
measures to identify, trace, freeze, seize, and confiscate crime proceeds. Persons can be fined up
to (approximately $4,400 (5 million Kenyan shillings), and corporate bodies up to

approximately $237,100 (25 million Kenyan shillings), with up to approximately $94,900 in
additional fines for failure to comply. It also establishes an Assets Recovery Agency to handle

all cases of recovery of crime proceeds.

Extradition between the United States and Kenya is governed by the 1931.Kl. &xtradition

Treaty. The United States and Kenya do not have a bilateral MLAT; however, Kenya is party to
relevant multilateral law enfoement conventions that have mutual legal assistance provisions.
The U.S. and Kenya also can make and receive requests for assistance on the basis of domestic
laws.
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Kenya is a member of the ESAAMLG, a FAEEyle regional body. Its most recent MER is
avalable at: https://www.esaamlg.org/index.php/Mutual Evaluations/readmore me/15

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

While Kenya has made strides in implertieg an AML framework, challenges remain to
achieving comprehensive, effective implementation of AML laws and regulations. Kenya
should fully satisfy its commitments on good governance;amtuption efforts, and
improvements to its AML regime.

Terrarist financing is not a crime in Kenya.
An automated system would i mprove the FRCO6s e
transactions.Although the FRC receives STRs from some MVTS providers, this sector is more
challenging to supervise for AMLoenpliance.

To demand bank records or seize an account, police must obtain a court order by presenting
evidence linking deposits to a criminal violation. Confidentiality of this process is not well
maintained, allowing account holders to be tipped odf tanmove assets.

Despite some progress, Kenya has not fulfilled all of its commitments to join the Egmont Group.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

The government, especially the police, should allocate adequate resources to bakehsuffi
institutional capacity and investigative skills to conduct complex financial investigations
independently. Bureaucratic and other impediments also may hinder investigation and
prosecution of these crimes.

The tracking and investigation of suspicious transactions in mobile payment and banking
systems remains difficult. Criminals could use illicit funds to purchase mobile credits at
amounts below reporting thresholds. Lack of rigorous enforcement in this,ssmupled with
inadequate reporting from certain reporting entities, increases the risk of abuse.

Kenyads constitution requires publie official
Corruption Commission (EACC) prior to opening a bank accounR0L6 (the most recent data

available), the EACC denied permission to 146 government employees to open foreign bank
accounts.

Laos

OVERVIEW

Over the last year, Laos made significant progress in enhancing its AML/CFT regime. In 2018,
L a o s 6MoAey Laundering Intelligence Office (AMLIO), the Lao FIU, partnered with donors
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t o compl e teeernatomalkrisk agsessmert (NRA); upgraded its IT systems; held

multiple workshops and training seminars throughout the country to raise awareness of

AML/CFT issues and to build capacity among law enforcement and judicial officials; and

finished drafting two important decrees focused on AML prosecutions. AMLIO has also funded

the training of one staff member to be an assessor on mutual evaluatiomseavational

partners have ongoing projects aimed at enhan
cases and to build the capacity of law enforcement officials.

The new Lao penal code took effect in November 2018. The new penal code canizlas
that define terrorism financing and money laundering and sets forth specific penalties for various
crimes.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

L a o s Gbasedexdnomy, borders with five larger countries, and limite@tdarcement

capacity makes it an attractive environment for criminal networks. -tagiile commodities

including land, property, and luxury vehicles are routinely purchased with cash. Beyond the

formal border crossings, Laos has over 5,000 kilometemsnadte, porous borders. Corruption,

drug trafficking, environmental crime, the casino industry, and human traffiekipgesent
significant vulnerabilities to Laosamp&ddL r eqgi
NRA identifies seven sectors velrable to money laundering, includibgnking, real estate,

insurance, securities, financial institutions, the casino industry, and foreign exchange bureaus.

There are four casinos in Laos, including one in the Golden Triangle Special Economic Zone in
Bokeo Province bordering Thailand and Burma. At present, there are no laws or decrees
regarding supervision of the gaming industry,
desire to increase industry supervision via a decree.

KEY AML LAWS AND REGULATIONS

Il n 2015, Laos issued a new AML/CFT |l aw that s
AML/CFT law is technically compliant with international standards. Laos has issued guidance

to reporting entities on the enhancement of KYC poliaesl STRs and CTRs are now filed

online by reporting entities, including by financial institutions other than banks.

Laos has also established a National Coordinating Committee (NCC) to oversee AML/CFT
implementation. The NCC is a ngermanent group coprised of senictevel government
officials appointed or removed by the Prime Ministéfith NCC oversight, the Lao government
has issued numerous regulations, instructions, and guidelines, including with respect to wire
transfers, onsite supervisory examations, and STR requirements, among others.

The AMLIO has MOUSs with 12 foreign countries, and regularly exchanges information related
to individual and corporate accounts that are under investigation. Laos does not have a records
exchanganechanism in place with the United States, but mutual legal assistance is possible
through multilateral conventions.
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Laos is a member of the APG, a FA$#Eyle regional body. Its most recent MER is available at:
file:///IC:/Users/default.defaulPC/Downloads/Lao%20PDR%20MER%202011. pdf

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Despite having established the necessary legal framework and an independent FIU, and making
signifcant@apacity i mprovements in recent years, La
remains a challenge. Awareness and capacity among commercial arahstatebanks are

low, though improving. AMLIO is engaging in a sustained outreach campaign to law

enforcement ahprosecutors to raise awareness and push for more money laundering

prosecutions.

Deficiencies include a lack of oversight for MVTS providers and a lack of protection against
liability for individuals reporting suspicious activity, although safe harbgulations have been
discussed. Legal persons previously were not subject to criminal liability for money laundering,
but this changed when the penal code was officially promulgated on November 1, 2018.

Laos needs to expand riblased supervisiolpeyond financial institutions, especially to the high
risk casino sector, which is now covered by an STR requirement.

In 2017, Laos reported confiscating real property, vehicles, phones, computer equipment, and
cash, amongst other items.

Laos is not anember of the Egmont Group, but is working to become one with the support of
sponsor FlUs.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Despite the introduction of the money laundering law and the inclusion of the money laundering
offense in the penalode, financial investigations in parallel with those of the predicate crime do

not happen in significant number s. The Peopl
criminal case of money laundering in 2018, with two additional cases still undsstigation.

Laosd6 NCC has proven effective in coordinatin
agencies, including the Bank of Lao PDR, Ministry of Public Security, the Office of the Supreme
Peopledbs Prosecutor, and hoNC@supporl, aMLIOe&snf or c e me n

conducting a mukiministry outreach campaign designed to reach all 18 Lao provinces by the
end of November 2018.

International cooperation on AML/CFT and asset forfeiture should be improved.
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Liberia
OVERVIEW

The Government of Liberia has made some efforts to strengthen its AML regime, but significant
challenges remain. The Central Bank of Liberia (CBL) does not robustly enforce AML
requirements. While interagency coordination has improved, key stakeholdersohave

produced actionable financial intelligence, conducted systematic financial investigations, or
secured financial crimes convictions. Generally, financial institutions have limited capacity to

detect money laundering and their financial controls remvagna k . Liberiads FI U
underfunded and lacks the institutional and technical capacity to adequately collect, analyze,
and disseminate financial intelligence. Thes

based economy and weak bordentrols. Corruption remains endemic and Liberia remains
vulnerable to illicit activities.

The Liberian government should seek to enhance the oversight authority of the CBL and provide
additional resources to the FIU. Liberia should continue to wotk miernational partners to
ensure its AML laws, regulations, and policies meet international standards.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Smuggled goods enter Liberia through its porous borders. lllicit transactions are facilitated by
Li ber i-baSesl ecormmayhwith both Liberian and U.S. dollars recognized as legal tender.

Money exchange operations are poorly controlled, and theraeuarerous unlicensed foreign
exchange sites and unregulated entities whose opaque activities raise concerns. Several money
exchange entities facilitate hawala money transfers, which serve as an alternative remittance
channel outside the formal banking tgya. Artisanal diamond and gold mines are largely
unregulated and difficult to monitor, contributing to an enabling environment for illicit financial
transactions. In general, the financial system is not sophisticated enough to detect cash flows
from illicit activities.

The Liberia National Police (LNP), Liberia Drug Enforcement Agency, and National Security
Agency have the authority to investigate financial crimes but are not effective in pursuing
investigations and subsequent prosecutions. Lilokrés not currently have functional FTZs.
There are two registered casinos in the country, for which limited oversight is provided by the
National Lottery Authority.

KEY AML LAWS AND REGULATIONS

Liberian laws against money laundering and economic sgbdtalude the AntMoney

Laundering and Terrorist Financing Act of 2012; the New Penal Law, Title 26 of the Liberian

Code of Law Revised; the Liberia AfEerrorism Act of 2017; the Targeted Sanctions Against
Terrorists Act of 2017; and the Special CrialiProcedures for Offenses Involving Terrorists

Act , also from 2017. The FIU Act of 2012, wh
currently under revision.
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In 2016, the FIU adopted three new AML regulations requiring declarations for allwvoder
transportation of currency exceeding U.S. $10,000; CTRs for all transactions by individuals that
exceed U.S. $5,000 and by businesses over U.S. $10,000; and STRs for any unusual or
suspicious transactions. The FIU is currently updating its regudato operationalize the

Targeted Sanctions Against Terrorists Act.

Il n April 2018, Liberiads FIU conducted a work
financing national risk assessment (NRA) required for member states of the Economic
Community of West African States, which will be implemented over the course of 18snont

Liberia is a member of the GIABA, a FATdtyle regional body. Its most recent MER is
available athttps://www.qgiaba.org/reports/mutu@valuation/Liberia.html

AML LEGAL , POLICY, AND REGULATORY DEFICIENCIES

Key challenges to developing a robust AML reg
capacity, including analytical capability and technical experience, to enforce regulations,

investigate financial crimeand illicit money flows, and conduct successful prosecutions and

asset recovery. To date, there have been no prosecutions or convictions for money laundering in
Liberia.

Donors have been helping the government to build capacity and improve the opération
effectiveness of the FIU to identify, analyze, and disseminate financial intelligence data;
assisting the CBL in expanding-site examination of domestic banks and-hamk financial
institutions; and mentoring enforcement authorities in the develdpohénancial crime cases.
The Liberian FIU is not a member of the Egmont Group.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

The CBL has completed esite AML/CFT riskbased examinations of all nine commercial

banks in the past three years, amel AML/CFT unit conducts followup inspections in addition

to off-site surveilanceThe CBL al so supervises commerci al
and CDD guidelinesHowever, the CBL has limited technical capacity to systematically

monitor and enforceompliance.The CBL reported banks are gradually improving their

compliance with the AML laws and regulations, but there is still much work to be done as banks
have yet to conduct money laundering risk assessments of all their products, customeng, delive
channels, and geographic locations.

The FIU shares its regulations and guidance on STRs and CTRs as well as information-on cross
border transfers of cash with other agencies, including the Liberia Revenue Authority, the LNP,
and the Liberia Immigr&in Services. The FIU is currently piloting a mechanism that would

allow banks to electronically upload STRs and CTRs.
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Money laundering investigations are hampered by limited capacity, political interference,
corruption, lack of financial transparenayadequate recorkleeping, and weak judicial
institutions.

Macau

OVERVIEW

Macau, a Special Administrative Region (SAR)
significant regional financial center. Its financial system, which services a nexstly

population, includes offshore financial businesses such as credit institutions, insurers,

underwriters, and trust management companies. The offshore sector is subject to supervisory
requirements similar to those of domestic institutions and ovérsigby Macauds Monet &
Authority.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

With gaming revenues of $33.2 billion for 201
revenue. The gaming sector caters to three main customer fyysium payers, junket

players, and mass gaming playeesd relies heavily on junket operators for the supply of

wealthy gamblers, mostly from Mainland China. In addition to attracting those seeking
anonymity or alternatives tbns,julketiopeatorsarecalsad r enc y
popular among casinos unable to collect gaming debts on the Mainland where gaming is illegal.
Asian organized crime groups, including triads, are active in the gaming services and involved in
illegal activities such as dgutrafficking. This mingling of licit and illicit activities, together

with the anonymity gained through the use of a junket operator in the transfer and commingling

of funds, as well as the absence of currency and exchange controls, present vuleerabiliti

money laundering.

Macau government officials indicate the primary sources of laundered funds, derived from local
and overseas criminal activity, are gammedated crimes, property offenses, and fraud. Macau
is likely both a transit point and &md destination for such funds.

KEY AML LAWS AND REGULATIONS

Macau authorities continue their efforts to develop an AML framework that meets international
standards. Macau has an interagency AML/CFT working group, which coordinates responses to
identifi ed r i sks. Macaubds Law 2/ 2006 on the preve
crimes and Law 3/2006 on the prevention and suppression of the crimes of terrorism and CFT

came into effect in 2006. These laws impose AML/CFT requirements on all fihancia

institutions, including currency exchangers, money transmitters, casinos, pawnshops, and

property agents. The laws postulate STR requirements for solicitors, accountants, and dealers in
precious metals, gems, luxury vehicles, and other high value géfigstive May 2017, laws

2/2006 and 3/2006 widen the scope of identifiable criminal offenses to include smuggling and
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drug trafficking and strengthen CDD measures to identify and verify the identity of beneficial
owners.

Macauds casi Gaming kspectioaandCoordinatioreBureau (DICJ), requires all
gaming and junket operators to keep records of large and/or suspicious transactions, CDD, and
enhanced due diligence. Macau gaming supervisors have a good understanding of the risks
posed byynket operators. Macau is taking a more stringent approach toward licensing and the
supervision of junket promoters, which, in addition to acting as third party introducers, are also
subject to enforceable AML requirements. This area is the subjechanesd and renewed

focus by DICJ. The number of licensed junket promoters has decreased from 225 in 2011 to 110
in 2018.

A new law on crossorder cash declaration and disclosure systems became operative on
November 1, 2017. Travelers entering or legWhacau with cash or other negotiable monetary
instruments valued at approximately $15,000 (120,000 pataca) or more now have to sign and
submit a declaration form to the Macau Customs Service.

Macau is anemberof the APG a FATF-styleregionalbody. Its mostrecent MER is available
at: http://www.apgml.org/includes/handlers/giicument.ashx?d=7{df2 74i6eb486588c6
ac3c157609ce

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Gaming entities are subject to threshold reporting for transactions over approximately $62,640
(500,000 pataca) under the supplementary guidelines of the DICJ. Macau should lower the large
transaction report threstibfor casinos to $3,000 to bring it in line with international standards.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

As a SAR of China, Macau cannot sign or ratify international conventions in its own right.
China i s r esponsidifdireand noay arrdhgecfa its dasificatiom of any g n
convention to be extended to Macau. Conventions extended to Macau include: the 1988 UN
Drug Convention (1999), the UNTOC (2003), and the UNCAC (2006).

The government should continue to strengtinégragency coordination to prevent money
laundering in the gaming industry, especially by continuing to encourage smaller junket
operators, who have weaker AML controls, to exit the market while encouraging the professional
junket operators to further delop their compliance programs. Macau should enhance its ability
to support international AML investigations and recovery of assets. Only a handful of money
laundering convictions have been obtained in recent years.

In 2017, STRs received from the gamisector accounted for 67 percent of the 3,085 reports
filed. A total of 135 STRs were sent to the Public Prosecutions Office.
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Malaysia
OVERVIEW

Malaysia is a highly open, uppariddle income economy with exposure to a range of money

l aundering threats. T he c o tfraetentry @oicyfpror ous | an
nationals from over 160 countries, strategic geographic position, andeveloped financial

system increase its vulnerability to domestic and transnational criminal activity, including fraud,
corruption, drug trafficking, wildlife trafficking, smuggling, tax crimes, and terrorism finance.

Malaysia has largely upp-date AML legislation, weldeveloped policies, institutional
frameworks, and implementation mechanisms. The country has shown continuing progress in
efforts to improve AML enforcement by investigating, prosecuting, and securing more
convictions of money launderingOne key area for development is the prosecution of foreign
sourced crimes.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Malaysia is used primarily as a transit country to move drugs globally. Drug trafficking by
Chinese, Iranian, and Nigan organizations is a significant source of illegal proceeds. Malaysia
is also a source, destination, and transit country for wildlife trafficking, with some contraband
(i.e., ivory) used as currency by the trafficking networks.

Ma |l ay s i a otien of theiNatidnaliMbney Laundering/Terrorist Financing Risk
Assessment (NRA) was completed and endorsed by the National Coordination Committee in
July 2018. The NRA identifies fraud, smuggling, corruption, drug trafficking, and organized
crime as thedp five highrisk crimes.

Money laundering methods used for terrorist financing include cash couriers, funds skimmed
from charities, gold and gem smuggling, front companies and businesses. lllicit proceeds also
are generated by fraud, criminal breactrost, illegal gaming, credit card fraud, counterfeiting,
robbery, forgery, human trafficking, and extortion. Smuggling of-h&glif goods also occurs.

It is yet to be determined if the Sales and Services Tax (SST), established in September 2018,
will lead to improved government control.

Malaysia has an offshore sector on the island of Labuan, which is subject to the same AML laws
as those governing onshore financial service providers. The financial institutions operating in
Labuan include bothaimestic and foreign banks and insurers. Offshore companies must be
established through a trust company, which is required by law to establish true beneficial owners
and submit STRs.

The large cash and informal economies and unauthorized MSBs coutiposet significant
vulnerabilities. Bank Negara Malaysia (BNM) continues to take enforcement actions against
unauthorized MSBs. In 2018, BNM raided four retail outlets suspected of providing MSB
services in the city of Johor. BNM is promoting migratiorformal MSB channels through
digitalization and is working to enhance its own supervisory and regulatory capabilities.
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Malaysia has Free Industrial Zones (FIZ), where manufacturing and assembly take place, and
Free Commercial Zones (FCZ), generally for warehousing commercial stock. Currently, there
are 17 FIZs and 17 FCZs in Malaysia. Companies wishing to operatednos FCZ must be
licensed. In 2017, Malaysia became the second country to launch a Digital FTZ.

The Ministry of Finance licenses and regulates the activity of casinos. Under tHddkxay
Laundering, AntiTerrorism Financing and Proceeds of UnlawAativities Act 2001 (AMLA),
the central bank periodically assesses Mal ays

Mal aysia is a global |l eader in Islamic financ
Islamic financial sector, and thiscger is subject to the same AML legal and regulatory regime

as the conventional financial sector. Based on their supervisory experience, Malaysian

regulators believe there are no material differences in AML risks between Islamic and

conventional instituans.

KEY AML LAWS AND REGULATIONS

The AMLA covers the money laundering offense, reporting obligations, investigative powers,
the forfeiture regime, and the crassrder declaration regime. Malaysia has comprehensive
KYC and STR regulations.

Malaysia is a member of the FATF and the APG, a FATHe regional body. Its most recent
MER is available atfile:///C:/Users/default.default
PC/Downloads/Malaysia%20MER%202015%#20published%20version.pdf

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Malaysia has a high degree of technical compliance with international AML standards, but
deficiencies remain. Malaysia should conérits efforts to target effectively higisk offenses
and foreignsourced crimes. Malaysia has a national action plan focusing on these areas.

Because criminal AML cases and predicate offenses have separate investigators and prosecutors,
combining invetigations may lead to an increase in successful prosecutions. Malaysia has
traditionally pursued other measures, particularly forfeiture, rather than money laundering
prosecutions; however, its management and efficient disposal of seized assets raleaigesh
Additionally, the actual penalties for money laundering have been low, and existing legislation
could be used more effectively.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

The new government (in office since May 9, 2018), with foreigistence, has taken action to

prosecute a number of former government officials, including former prime minister Najib

Razak, who allegedly were involved in misappropriations from the-gtated development

fund fAl1Mal aysi a Dev el eaopwmadenterpries alsb hage. béen suljdcthoe r s
investigations of alleged corruption.
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In 2017, Malaysia pursued 488 ndrugrelated money laundering investigations and 1,713
drugrelated money laundering investigations. In 2017, there were 88 momelgtawg

convictions and 23 drugelated money laundering convictions. Although money laundering
convictions remain low, the number of money laundering investigations opened have increased
by approximately 50 percent and the number of convictions finafiaed more than doubled
compared to 2016.

Asset sharing is done on an informal basis, as there are no legal provisions.

Mexico

OVERVIEW

lllicit actors launder billions of dollars of drug trafficking proceeds through the Mexican

financial system annually. Corruption, bulk cash smuggling, kidnapping, extortion, fuel thetft,
intellectual property rights violations, fraud, human smuggling,teafticking in persons and

firearms serve as sources of additional funds laundered through Mexico. Mexican authorities
have had some success investigating and blocking accounts of suspected money launderers and
other illicit actors but have shown extrdgnémited progress in successfully prosecuting money
laundering and other financial crimes. Two Supreme Court rulings in 2017 will temporarily

slow and complicate investigations into illicit financial activities.

Money laundering offenses continueths government struggles to prosecute financial crimes

and seize known illicit property and assets. To increase the number of illicit finance convictions,
the government needs to combat corruption, improve its judicial capacity, and reform
cumbersome ass®rfeiture laws.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

lllicit drug proceeds leaving the United States are the principal sources of funds laundered

through the Mexican financial system. Mexican transnational criminal organizations)(TCOs

launder funds using a variety of methods. TBML involves the use of ddl@wminated illicit

proceeds to purchase retail items for export to arghlein Mexico or the United States, and

then routing the revenue from the sale of such goods to TTBMIL also includes over

reporting exports, or reporting exports of merchandise that never existed or merchandise never
exported, to justify the transfer of | arge su

lllicit actors in Mexico invest in financiand real assets, such as property, businesses, and

luxury items. Money laundering through the luxury real estate sector remains a concern,
especially as a vehicle for laundering the proceeds of public corruption. Two popular laundering
methods includestructuring deposits, whereby criminals smuggle bulk amounts of U.S. dollars
into Mexico to deposit into bank accounts in small, structured increments; and funnel accounts,
whereby cash deposits into multiple accounts in the United States are funnekedingle

account and wired to Mexico, where they are then rapidly withdrawn. Asian money launderers
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continue to compete with the traditional Me x i
more efficiently and at a lower cost than the traditional iBax launderers. Narcoticelated
proceeds are also |l aundered through unlicense

banking regulator, the National Banking and Securities Commission (CNBV), issues regulations
and has a special unit to curtail themher of unlicensed exchange houses in operation.

Mexican authorities have increasingly been monitoring the potential for criminal exploitation of
financial technology, including convertible virtual currencies like bitcoin.

KEY AML LAWS AND REG ULATIONS

Mexi can AML | aw criminalizes money | aundering
covers legal persons criminally and civilly. CDD rules cover most financial sector entities.

Beginning in April 2018, CDD rules also cover financial tedbgy institutions (FTIs). The

CNBV will now regulate FTls involved in electronic payments, exchanges of virtual assets, and
virtual currencies. Critics argue the FTI | a
laundering vulnerabilities becaaighey went too far in liberalizing financial markets for FTIs.

Mexico is a member of both the FATF and GAFILAT,aFASE y|l e r egi onal body.
most recent MER is available atvww.fatf-gafi.org/media/fatf/documents/reports/mer4/MER
Mexico-2018.pdf

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Il n October 2017, the Supreme Court ruled the
protectiors under the law and due process rights. A subsequent decision in November 2017
further curbed the FI Ub6s ability to present f
only records obtained by court order would be admissible. In responsertdirigs, several

high-profile affected entities have filed cases in Mexican federal court to have their accounts
unfrozen and cases dismissed, including known money launderer Alvaro Gardufio Montalvo.

Law enforcement and judicial authorities have strugtgeidvestigate and prosecute financial

crimes and these rulings may result in additional case dismissals until a legislative or procedural
fix is implemented. It is too soon to tell how the incoming administration will handle FIU
operations, but transitn officials have indicated plans to work with the judiciary and legislature

to resolve these obstacles.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Although authorities recognize the abuse of certain sectors by money launderers, law
enforcement responses are limited by corruption, lack of judicial capacity, and cumbersome asset
forfeiture laws. The FIU has not yet published the number of convidber&)17 but according

to the incoming a ddesignatesthereavere amiyZ2 sonviictiobs. Chi e f

The relative lack of money laundering convictions on money laundering cases is representative

of the high rates of impunity in Mexico. CurrgntMexico has one federal judge and two
prosecutors assigned to prosecute money laundering offenses for the entire country. The 2016
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transition to an accusatorial judicial system
over the medium to long m@. Dratft civil asset forfeiture legislation remains under

consideration in the Mexican Congress of the Union and would enable law enforcement agencies

to more easily seize illicit proceeds, thereby making it more difficult for illicit finance actors to
deposit and invest these funds in Mexicobds fin
however, i mpedes the governmentods ability to
money laundering.

Morocco
OVERVIEW

Morocco continues to strengthen its AML regime, making strides in risk management,
information sharing, and streamlining 1 mpl eme
assessment (NRA), though limited in scope, incorporated all reporting entdi¢s expected to

lead to the development of a national AML strategy.

Money laundering vulnerabilities in Morocco stem from a large informal sector, the prevalence
of cashbased transactions, a high volume of remittances, and international traffickivay ket
Morocco is an integration point for illicit drug money into the legitimate economy, with
hundreds of millions of euros laundered through Morocco yearly. Although exact figures are
unavailable, a large percentage of this money is believed tolael lio the hashish trade.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

The infor mal business sector and Moroccanso t
challenges. The Moroccan Central Bank (BAM) reported the ratio of the informadregdn
GDP averaged 31 percent between 2007 and 2016.

Since its launch in July 2017, Islamic banking in Morocco has grown and could have a market
share of 10 percent by 2022, with growth mostly from new customers. BAM and the
telecommunications regut@tare now launching mobile banking to encourage electronic (and
more easily traceable) payments.

Money transfer services present a money laundering vulnerability due to their volume. Annual
remittance transfers rose 5.7 percent to $66.1 billion in 20hé. majority of transfers originate

in Europe. The Financial Intelligence Processing Unit (UTRF), the FIU, now requires transfer
operators to collect identification information on both senders and recipients abroad.

Moroccods geogr agdwaydosEurope makes it anattracteves coraluit for
smuggling, human trafficking, and illegal migration. The -drgificking in persons law seeks to
deter trafficking and money laundering with heavy sentences for offenders and a broad definition
of trafficking to include anyone who gives or receives payments or benefits related to trafficking.
Unlawful trade in Moroccaigrown cannabis and, increasingly, the trafficking of cocaine from
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Latin America to Europe via Morocco also generate illicit profitszestments in real estate, and
to a lesser extent jewelry and vehicles, are mechanisms to launder drug proceeds.

An interagency commission chaired by the Mini
The FTZs allow customs exemptions for gooasafactured in the zones for export abroad.

Currently, there are six offshore banks located in the Tangier FTZ, the only FTZ with offshore
banks. The UTRF has reported suspicions of money laundering activity through the Tangier

FTZ.

International casinos are another vehicle through which money enters and exits Morocco without
currency control restrictions. At a Moroccan casino that is part of a-nailanal business, one

can establish an4ihouse account, which can receive moneyrfiany casino in the world where

an individual has an account. There are no limits on the amount of money transferred into or out
of Morocco by this method. There are at least two such casinos in Morocco, and the extent to
which this transfer method ised to launder illicit drug proceeds is unknown. Moroccan

casinos that are not part of an international consortium cannot estabtishsa accounts.

KEY AML LAWS AND REGULATIONS

The UTRF continues to update policies, improve capacity, and pronmtéircation. Morocco

has key AML laws and regulations in place, including KYC programs and STR procedures.

Highr i sk customers/transactions are scrutinized
Circular No. 2/G/2012.

In 2015, the government passed LaW13, which offers benefits for informal sector workers
to regi seneprl oayse dics esl ma | | businesses and require
61,000 entrepreneurs had registered by February 2018.

Morocco is a member of the MENAFATF, a FABEy/le regional body. The most recent MER
is available at:http://www.menafatf.org/informaticnenter/menafatpublications/mutual
evaluatio-reportkingdomrmorocco

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

The real estate market, art and antiquities dealers, and vendors of precious gems were included in
the NRA process. Most ndinancial sectors, including notaries and accoustashd not appear

to pose significant risks, according to the UTRF.

The money laundering offense is only considered a misdemeanor under Moroccan law.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Morocco works closely with international partners ti@isgthen its AML regime. Morocco has
implemented applicable multilateral agreements and has voluntarily initiated exchanges with
private sector partners to address key vulnerabilities.
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While the BAM has supervisory authority to ensure compliance latiking regulations, the
UTRF plays a vital role as the recipient of STRs. The UTRF also assesses systemic risk,
disseminates information to financial entities, and regularly communicates with banks, other
financial entities, and government authoritie$awlitate information sharing, capacity building,
and coordination.

The extent to which financial intelligence is used by law enforcement to identify money
laundering activity or enhance ongoing predicate investigations to trace proceeds or recover
assés is unclear. The UTRF refers some information to law enforcement, including the Royal
Public Prosecutor, but use of this information to conduct financial investigations and pursue
money laundering investigations appears infrequent. Prosecutions amtioos for money
laundering are low in relation to the large number of predicate crimes that occur and are pursued
by authorities.

In January 2018, the UTRF held a workshop on typologies and joint capacity with regional
partners.

Mozambique
OVERVIEW

Money laundering in Mozambique is driven by cases of misappropriation of state funds,
kidnappings, human trafficking, narcotics trafficking, and wildlife traffickiMjith a long and
largely unpatrolled coastline, porous land borders, and setimural law enforcement presence,
Mozambique is a major corridor for the movement of illicit goods, with narcotics typically
trafficked through Mozambique to South Africa or on to further destinations, such as Europe.

Al t hough t he A ffite¢PGR)eanyd B&k of Rlazambigus (BOM) have shown a
willingness to address money laundering and the Government of Mozambique has taken steps to
improve the legal framework, attorneys, judges, and police lack the technical capacity and
resources to combatoney laundering successfullilozambique would also benefit from better
collaboration and information sharing AML enforcement institutions.

Former Mozambican Finance Minister Manuel Chang, two unnamed Mozambicans, three ex

Credit Suisse bankers, atwlo others were indicted by a New York federal court for money

laundering and other crimes committed using the U.S. financial system in relation to
Mozambiqueds $2 Dbillion hidden debt scandal
December 29, 2018, undarJ.S. extradition request. Although the PGR referred 17 individuals,
including Chang, to the GRM6s highest audit i
penalties related to the $2 Dbill i oncrimml il | ici"
charges in 2018. Lax oversight of government borrowing creates opportunities for
misappropriation of state funds and the potential for money laundering to foddétédh assets.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES
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Internatonal criminal syndicates play a prominent role in illicit activities in Mozambique, with
South Asian narcotics syndicates trafficking opiates and East Asian criminal organizations
engaging in wildlife poaching, illegal timber harvesting, and the trans&mpof elephant ivory
and rhino horns.

Authorities believe proceeds from these illegal activities finance commercial real estate
developments, particularly in the capit@lithough money laundering in the official banking

sector is a serious probleihjs conducted primarily through informal markets by foreign

currency exchange houses, cash smugglers, and hawala brdkbks. the financial sector, the

real estate sector lacks a regulatory body, which makes it more susceptible to money laundering.

Black markets for smuggled goods and informal financial services are widespread, dwarfing the
formal retail sector in most parts of the countAlthough there are three FTZs in Mozambique,
there is no known evidence they are tied to money laundering.

KEY AML LAWS AND REGULATIONS

Law 14/2013 and decree regulation 66/2014 provide additional tools and authority to combat
money laundering and terrorism finance in MozambidqUieis law and its implementing
regulations allow the authorities to freezedest assets and enter into mutual legal assistance
agreements for terrorism finance cas€hke law also criminalizes terrorism finance, specifies
evidence collection procedures, and allows for the seizure of docunMozambique has KYC
provisions, ad STRs are analyzed and flagged by the FIU and distributed to relevant
investigative bodiesRegulations also require enhanced due diligence for PHRsBOM

places AML obligations on local banks.

Mozambique is a member of the ESAAMLG, a FAStlyle regonal body. Its most recent MER
is available at:http://www.esaamlg.org/index.php/Mutual Evaluations/readmore me/12

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Although Mozambique has made steady progress establishing a legal framework that supports
money laundering investigations, implementing agencies require access to more robust human
resources, and financial and technical resources to investigate and {groseceay laundering

and financial crimes cases effectivelyhe government has attempted to address this deficiency
with money laundering content in its police academy training programs and through donor
supported seminars designed to build awarenesséyriaundering crimes.

The FIU has expressed interest in joining the Egmont Group and has implemented many of the
physical and information systems measures needed to become a member; however, it is still
waiting for the Couaoapplyiformegmbekshimi st er sé approval

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Mozambique has demonstrated progress in enforcement of its AML laws and implementing
regulations. The Criminal Code allows the confiscation of money in financial institutions where
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there is evidence the funds are linked to a crime. During 2017, the Attorney General initiated 40
criminal cases related to money laundering, an increase of 24 from 2016. Most of the cases dealt
with tax evasion, drug trafficking, and the illegal ex@ti@n of forest resources. The PGR has

noted the need for better technology and specialized human resources to analyze data and
accounting informationThe BOM fined multiple banks in 2018 for failing to comply with

AML/CFT regulations.

The United Sttes and Mozambique are in the early stages of establishing recctdsige
proceduresThe U.S. Drug Enforcement Administration opened an office in Mozambique in
2017 and is developing mechanisms to facilitate future information sharing on moneyitagnder
and narcotics case#dditionally, the FIU has signed informatismaring MOUs with several

FlUs in the region.

Mozambique became a member of the Asset RecoveryAgeancy Network for Southern Africa
(ARINSA) in 2017, which supports investigatorglgprosecutors in sharing information to
identify, track, and seize criminal assets.

Netherlands
OVERVIEW

The Netherlands is a major trade and financial center and, consequently, an attractive venue for
laundering funds generated from illicit actigs, including those related to the sale of drugs. A
governmentcommissioned study presented November 5, 2018 estimated around $18.2 billion is
laundered annually in the Netherlands.

Six islands in the Caribbean fall under the jurisdiction of the Kingdom of the Netherlands:
Bonaire, St. Eustatius, and Saba are special municipalities of the Netherlands; Aruba, Curacao,
and St. Maarten are autonomous countries within the Kingdom. @teflands provides
supervision for the courts and for combating crime and drug trafficking within the Kingdom.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Financial fraud, especially tax evasion, and drug trafficking are believed to generate a
considerable portion of domestic money laundering activity. There are indications of syndicate
type structures involved in organized crime and money laundering.b&er controls exist

within the Schengen Area of the EU, although Dutch authorities run special operations in the
border areas with Germany and Belgium and in the Port of Rotterdam to minimize smuggling.
Hawalastyle underground remittance systems opeirathe Netherlands. Criminal networks
increasingly operate online and use virtual currencies to facilitate illegal activity.

KEY AML LAWS AND REGULATIONS

The Dutch FIU is an independent, autonomous entity under the National Police Unit. The Anti
Money Laundering Center, established in 2013, combines participants from government agencies
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(e.g., the FIU, the Fiscal Information and Investigative Service, the police, and the public
prosecution service) as well as the private sector, to share knowletlge@dinate AML
efforts. Seizing and confiscating proceeds of crime is a high priority for Dutch law enforcement.

The Netherlands implemented the Fourth EU Atiney Laundering Directive on July 25,

2018, which improved client due diligence requiretseamong other things. A law to create a
registry listing the ultimate beneficial owners (UBO) of companies and legal entities is scheduled
to be presented to Parliament in 2019. The proposed UBO registry would operate under the
Chamber of Commerce.

Dutch law has comprehensive KYC and STR regulations, which apply to many actors in the
financial sector. Every three years, the government commissions an external assessment of its
AML policy.

Law enforcement cooperation between the Netherlands andhiteslbtates is good; the
existing MLAT allows for the exchange of records in connection with narcotics investigations.

The Netherlands is a member of the FATF. Its most recent MER is available at:
http://www.fatfgafi.org/countries/
r/netherlandskingdomof/documents/mutualevaluationreportofthenetherlands.html

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

The Nethednds continues to make progress in addressing identified deficiencies. No significant
technical deficiencies in the regulatory regime were identified. The magnitude of money
laundering, however, remains a concern. A goverrvoemmissioned study releake

November 5, 2018 estimat$&8.2 billion is laundered annually in the Netherlands, with $10.4
billion coming from abroad.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

The Netherlands utilizes an fAunusntiesard r ansact
required to file unusual transaction reports (UTRs) on transactions that could be connected with
money | aundering. The FIU analyzes UTRs to d

greater likelihood of money laundering, and forwatdsm to law enforcement for criminal
investigation, at which point they become classified as an STR. Intelligence is not systematically
shared with law enforcement. Law enforcement only has access once a legal determination of
suspicion has been made. eTiletherlands does not require all covered entities to report all
transactions in currency above a fixed threshold. Instead, different thresholds apply to various
specific transactions, products, and sectors.

On September 4, 2018, tbaitchPr osecut or 6s Office (OM) announc
settlement with Netherlandsa s ed | NG Bank for approximately §
The OM accusetNG of failing to prevent hundreds of millions of dollars of money laundering

and violating the Dich AML/CFT Act. The penalty is the largest AML enforcement action to

date by authorities in Europe.
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Nicaragua

OVERVIEW

The Republic of Nicaragua is not a regional financial center, but remains vulnerable to money
laundering as it continues to be a transit country for illegal narcotics. The currenpgstitoal
crisis, law enforcement corruption, and deterioration ofi@eatic institutions increase
opportunities for financial abuses and other crimes.

Nicaragua made technical progress in addressing numerous recommendations to improve its
AML/CFT framework. In July 2018, the government passed two AML/CFT laws.

Newly enacted laws and regulations ostensibly bring Nicaragua closer to international standards;
however, the politicization of the police and increased corruption across key enforcement
institutions compromise the | awsdé effectivene

VULNERABILITIES A ND MONEY LAUNDERING METHODOLOGIES

Money laundering methodologies facilitate government corruption or international organized
crime groupsod trafficking of illegal narcotic
limited border control in remote regjis leaves it vulnerable to cressrder movement of

contraband and criminal activity. Money laundering also occurs via traditional mechanisms such

as real estate transactions, sale of vehicles, livestock farming, money transfers, lending, and

serial smaltransactions.

There is evidence of infor mal Acash and carry
Subject matter experts believe the black market for smuggled and stolen goods in Nicaragua is
larger than officially recognized. Market vand deal in cash. The existence of multiple,
nontransparent, quapublic businesses that manage large cash transactions and have ties to the
ruling party, and the proliferation of shell
money launderingMany of these companies are subsidiaries of stateed conglomerate

Albanisa, ceowned by the Nicaraguan staiened oil company Petroleum of Nicaragua S.A.

(49 percent) and the Venezuelan stanned petroleum firm, Petroleum of Venezuela S.A (51

percent).

The Central America Four Agreement among El Salvador, Guatemala, Honduras, and Nicaragua
allows for visafree movement of citizens of these countries across their respective borders;
however, these persons can be subject to immigration or custspestions. Nevertheless, this
agreement makes each participating country vulnerable to thebodes movement of

contraband and criminal proceeds.

There are 228 companies, primarily involved in manufacturing goods for export, operating
underFTZ status in Nicaragua.
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Increased corruption and the lack of independence across government institutions, including the
Financial Analysis Uni{UAF), the FIU, are of concern. On October 4, 2018, FINCEN issued an
advisory warning U.S. financial institutisrof the increasing risk that proceeds of Nicaraguan
political corruption may enter or pass through the U.S. financial system.

KEY AML LAWS AND REGULATIONS

The Nicaraguan regulatory framework includes records exchange mechanisms with other

nations. Covered entities follow comprehensive KYC and STR regulations and reporting
procedures, and have in place enhanced due diligence procedures for domesticgné& ii?si
Criminalization of money | aundering predicate
and all legal persons are subject to criminal liability.

In July 2018, the government passed two AML/CFT laws, Law 976 and Law 977. The new laws
andregulations provide larger responsibilities to the UAF, including granting access to private
information gathered by eight government institutions. The laws also broaden the reporting
entities to include real estate agencies, car dealerships, fidueraryes and certified public
accountants. Although NPOs are not reporting subjects, the law provides leeway to include them
in the future.

The new law mandates financial institutions to identify and keep records regarding the origin of
funds and finabeneficiaries, implement early detection systems, analyze suspicious activities,
and report these activities to the UAF.

Nicaragua is a member of GAFILAT, a FAH#yle regional body. Its most recent MER can be
found at: http://www.fatfafi.org/media/fatf/content/images/GAFILAVIER-Nicaragua
2017.pdf.

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Public corruption is serious problem in Nicaragua, exacerbated by the influence of foreign
jurisdictions with a large business presence in the country. Nicaragua has not opened
investigations on citizens sanctioned by the U.S. Department of Treasury under the Global
Magnitsky Act for corruption. Nicaragua should address deficiencies in the rule of law and
increasing concerns about corruption.

Identity falsification, counterfeiting, and piracy should be included in the legal framework as
predicate offenses for money lalaming. Criminals that use these means to launder money are
tried for lesser crimes without this classification.

Jurists, private sector entities, and civil society members state that, without autonomy and
transparency, the larger responsibilities andmited and discretionary scrutiny powers granted
to the UAF under recent amendments, transform financial regulation into a political tool used
against government opponents. In August 2018, the government opened an investigation for
alleged money laundieg of the general manager and partner of a local television channel that
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covers protests against the government. In September 2018, a high profile democracy activist
was charged with terrorist financing related to his support of peaceful civil soctetg.a

Nicaragua applied for Egmont membership in 2014 and the application remains pending.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

In 2018, the Government of Nicaragua reportedly conducted 12 investigations, 11 prosecutions
of money launderingelated cases involving 26 people, obtained three convictions, and seized
over $12 million. A judge sentenced to 30 years in prison the dllegéer of an international

gang for laundering $1.5 million through real estate and other transactions.

Reporting entitiesd6 | ack of confidence in the
results.

Nigeria
OVERVIEW

Despite the variouseasures taken by the Nigerian government to combat financial crimes,
Nigeria is a major drug trarghipment point and a significant center for financial crime and
cybercrimes. Nigeria has made concerted efforts in recent times to address some of the
chdlenges it faces implementing its AML/CFT regime.

The Nigerian Financial Intelligence Unit (NFIW) nhow independent of the Economic and

Financial Crimes Commission (EFCC) and its Egmont Group membership has been restored.
While systems exist for combiaty money laundering and associated predicate offenses, the
Nigerian government must take steps to strengthen them and to institutionalize best practices in
financial intelligence management, investigation, and prosecution.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Criminal proceeds laundered in Nigeria derive partly from foreign drug trafficking and other
illegal activities. In Nigeria, money laundering occurs through real estate investment, wire
transfers to offhore banks, deposits into foreign banks, round tripping (reciprocal sales of
identical assets), jewelry, bulk cash smuggling, and reselling imported goods, such as luxury or
used cars, textiles, and consumer electronics purchased with illicit fundsiciglnastitutions

in Nigeria engage in currency transactions related to international narcotics trafficking that
include significant amounts of U.S. currency. The proliferation of cryptocurrency exchanges in
Nigeria pose challenges for the investigatama prosecution of money laundering crimes.

Money laundering vulnerabilities include the weakness of the AML legal framework, inadequate
identification procedures, and nawailability and lack of access to beneficial ownership
information. Other vulmabilities include the existence of porous borders and poor border
controls; inadequate controls of cash and similar financial instruments; the informal economy;
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the limited capacity of regulators, law enforcement agencies (LEAS), prosecutors, theyudiciar
and the NFIU; and the lack of a central national criminal database.

KEY AML LAWS AND REGULATIONS

The Money Laundering Prohibition Act 2011 (as amended), the Terrorism Prevention Act 2011
(as amended), and the Economic and Financial Crimes Commission Act 2004 are key AML/CFT
laws. In the financial sector, the Central Bank of Nigeria, Securities asfthBge Commission,

and National Insurance Commission have issued regulations, guidelines, and circulars to help
financial institutions understand and comply with their respective obligations under the AML
regime. Nigeria has KYC rules and STR regulatiobsgal persons are covered criminally and
civilly. Nigerian law also provides for enhanced due diligence for both foreign and domestic
PEPs.

Il n 2018, Ni geri ads Ho thesRrocerds of enill, elich prdavides i v e s
alegal and instutional framework for the confiscation, seizui@feiture, recovery, and
management of assets, including instrumentalities usexdtemded to be used in the commission

of unlawful activities. The bill seeks to harmonize and consolidate the existjabstructure

and to establish a central agency to manage forfeited assets and properties. The bill awaits
concurrence by the Nigerian Senate, consideration by the Committee of the Whole House, and
subsequent passage and transmission to the presidassémnt.

Nigeria is amemberof the GIABA, aFATF-styleregionalbody. Its mostrecent MERcanbe
foundat: http://www.fatkgafi.org/countriesim
r/nigeria/documents/mutualevaluationofnigeria.html

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Nigeria should establish a proportionate and dissuasive administrative sanctions regime.

The Company and Allied Etters Act should be amended to ensure the identification documents
of all directors and shareholders are presented for all classes of registration, the beneficial
ownership information of public companies is disclosed during registration, and a refgadter o
beneficial owners is maintained.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Il n July 2017, the Egmont Group suspended the
to address concerns regarding the protection of confidential informatiooven concerns of the

NFI Ubs |l ack of operational i ndependence from
legislation to establish the NFIU as an independent agency and efforts to improve data

protection, in September 2018, the Egmont Group liftedgtispension and restored full

membership rights to the NFIU.

The Special Control Unit Against Money Laundering regulates and supervises DNFBPs for
compliance with the Money Laundering Prohibition Act 2011(as amended).
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There is inadequate information dégsination among LEAs about money laundering cases.
There is also inadequate understanding of the nature and extent of AML issues in the various
sectors in the country.

The growing use of new technology and emerging financial tools has the potentialitovant
the management and mitigation of risk even before measures to do so can be fully enacted and
regulated.

The National Identity Management Commission should, as a matter of urgency, fast track the
harmonization of the existing disparate databasgsscially the Bank Verification Number
database, the Independent National Electoral Commission database, and the Immigration and
Driversdé License database.

Pakistan

OVERVIEW

Pakistan is strategically located at the nexus of south, centrakestern Asia, with a coastline
along the Arabian Sea. Its porous borders with Afghanistan, Iran, and China facilitate the
smuggling of narcotics and contraband to overseas markets. Significant money laundering
predicates in the country include tax evasitvaud, corruption, trade in counterfeit goods,
contraband smuggling, narcotics trafficking, human smuggling/trafficking, and terrorist
financing. The black market, informal financial system, and permissive security environment
generate substantial denghfor money laundering and illicit financial services.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Money laundering affects both the formal and informal financial systems. The largely
unregulated Pakistaifghanistan border facilitates the Woof illicit goods and monies into and

out of Pakistan. Due to their distance from urban centers and the lack of comprehensive
oversight, border regiorissuch as the areas near the Chaman and Torkham border crdssings
experience illicit financial actiwt by terrorist organizations and insurgent groulpsfiscal year
2018,the Pakistani diaspora remitt&d9.6 billionto Pakistan via the formal banking sector.
Though it is illegal to run an unlicensed hawala or hundi operation, the practices remain
prevalent due to a lack of access to the formal banking sector, poor supervision and regulation,
and a lack of effectivpenalties. Unlicensed hawala/hundi operators are common throughout the
broader region. While much of the money is used for legitimate purposes, the unlicensed
hawala/hundi operators are widely used to transfer and launder illicit money through neghborin
countries.

Common money laundering vehicles include fraudulent trade invoicing, MSBs, and bulk cash
smuggling. Criminals exploit import/export firms, front businesses, and the charitable sector.

Pakistands real e st at e lasndetirig oehicld, Sinceargalestdtee r ¢ o mm

transactions tend to be poorly documented and-baséd.
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Additionally, the Altaf Khanani money laundering organization (Khanani MLO) is based in
Pakistan. The group, designated a transnational organized crimebyrtheoUnited States in
2015, facilitates illicit money movement globally and is responsible for laundering billions of
dollars in organized crime proceeds annually. The Khanani MLO offersgéaitgt money
laundering services to a diverse clientele,udaig Chinese, Colombian, and Mexican organized
crime groups and individuals associated with designated terrorist organizations.

KEY AML LAWS AND REGULATIONS

In 2015, Pakistan issued its National Action Plan (NAP), primarily addressing CFT. Despite
frequent calls by the international community f
largely noroperational, and authorities lack the institutional capacity and political will to

implement it. Although the new Pakist&rhreeke-Insaf government tgpromised to

implement the NAP, work has not advanced since the election. Pakistan agreed in June 2018 to
implement an action plan to correct noted deficiencies in its AML/CFT regime.

The United States and Pakistan do not have a MLAT but are partiasgtt@teral conventions
that include provisions for assistance. Extradition between the United States and Pakistan is
governed by the 1931 United Staték Extradition Treaty.

Pakistan is a member of the APG, a FAStlfle regional body. Its most re¢evER is available
at: http://www.apgml.org/member@nd-observers/members/member
documents.aspx?m=8fc02#5d154c56b06adb4aP66clla

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Pakistands Financi al Monitoring Unit (FMU), P
STRs to Pakistanbs Feder al |l nvestigation Agen
jurisdiction to inestigate money laundering. The FIA lacks the capacity and resources to

pursue sophisticated financial investigations and-kegbl targets. To date, there are no known
successful prosecut i o-NMaeylaudderingAetaki st anés 2010

P a k i sFMW@ ie osa member of the Egmont Group, but has expressed an interest in
becoming a member.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Authorities have failed to implement adequate control measures at borders and airports,
facilitating bulk cash smuggling and unlicens
national airline have been involved in bulk cash smuggling.

The governmentds taken steps to improve technical compliance with international AML
standards; however, implementation deficiencies remain. Pakistani authorities should
demonstrate interagency coordination to investigate and prosecute money laundering (in addition
to the predicate offense). The government should demonstrate effective regulation over
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exchange companies; implement effective controls for dvosder cash transactions; develop an
effective asset forfeiture regime; and establish a formal regime and @rttrafity for

receiving and transmitting international requests for mutual legal assistance in criminal matters.
Pakistan should design and publicly release metrics that track progress in combating money
laundering, such as the number of financial ildetce reports received by its FMU and the
annual number of money laundering indictments, prosecutions, and convictions. Law
enforcement and customs authorities should address TBML and value transfer, particularly as
they form the basis for accousettling between hawaladars.

The current government has promised to pursue funds untaxed or illicitly taken from Pakistan
and held abroad. In September 2016, Pakistan signed the OECD Convention on Mutual
Administrative Assistance in Tax Matters. Tax officiaégan to use the convention to seek
financial information from OECD treaty signatories in January 2018, and automatic information
exchange began in September 2018.

From April 10 to July 31, 2018, the government offered individuals a tax amnesty if they
declared previously undisclosed local and foreign assets faitistarFederal Board of
Revenue.The government reported some 70,000 individuals took advantage of the program.

Panama
OVERVIEW

Panamads strategi c ¢ eeocogamyg ptatus as alregianal finarcial,;tradd,o | | a
and logistics hub; and favorable corporate and tax laws render it attractive for exploitation by

money launderers. Panama passed comprehensive AML legal reforms in late 2015. In October
2018, the OECD desmted three residends-investment schemes in Panama as-nigk for

offshore tax evasion. Higprofile money laundering investigations, including the U.S.
Treasurybds 2016 designation of the Waked Mone
P a p e r slinked te Rakamanian law firm Mossack Fonseca, former President Ricardo

Martinelli és 2018 arrest and extradition, and
bribes paid to public officials by Brazilian construction giant Odebrecht have intersifigithy
of Panamads money | aundering vulnerabilities.

Panama has demonstrated an increased commitment to fiscal transparency by becoming a
signatory to the OECD bilateral Common Reporting Standards in January 2018, and through its
participation in the @nvention on Mutual Administrative Assistance for Tax Matters.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Money laundered in Panama primarily comes from illegal activities committed abroad, including

drug trafficking, tax crimes, and smuggling of people and goods. Panama is a drug

transshipment country due to its location along major trafficking routes. fduséctors
continue to hinder Panamaés fight against mon
identify bulk cash shipments, inexperience with money laundering investigations and
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prosecutions, inconsistent enforcement of laws and regulationsptomuand an under
resourced judicial system.

Criminals launder money via bulk cash smuggling and trade at airports and seaports, through
shell companies, casinos, cryptocurrencies, and the 12 active FTZs. Smuggling through various
ports may be facildted by corruption. There is a high risk that legal entities and arrangements
created and registered in Panama, such as corporations, private foundations, and trusts, are
misused to launder funds, especially those generated from foreign predicate tiamesms

and registered agents are key gatekeepers and are subject to mitigation measures; however, the
use of nominee shareholders and directors is still prevalent.

KEY AML LAWS AND REGULATIONS

Panama has improved its compliance with international standards for AML prevention,
enforcement, and cooperation. Panama has comprehensive CDD and STR requirements.
Enacted in 2015, Law 23 criminalizes money laundering and sets AML compliance requsrement
for entities in 31 sectors. Thetendenciaoversees the AML compliance of over 12,000

DNFBPs across 11 broad sectors, including the Colon Free Zone (CFZ), the second largest FTZ
in the world. In May 2017, theanking supervisory and regulatory authpassumed oversight

of MSBs and remitters (previously supervised bylttiendencia.

Il n 2017, Panamads National Commi ssion on AML/
assessment, which identifies FTZs, real estate, construction, lawyers, and bdankksag h r i sk 0
sectors. Subsequently, Panama released a supplemental National Strategy Report, which outlines
34 strategic priorities across five functional pillars to be pursued by 17 governmental institutions

to improve its AML/CFT regime through 2019.

Panama is a member of the GAFILAT, a FAStyle regional body. Its most recent MER is
available at:http://www.fatfgafi.org/publications/mutualevaluahs/documents/mgranama
2018.html

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

As of yearend 2018, Panama does not yet criminalize tax evasion nor list it as a predicate offense
for money laundering. In January 2018, the Varela administraticemed a bill to the

National Assembly to address this issue. In October 2018, the bill was approved at the first
debate. The bill is expected to be signed into law in early 2019.

The government has increased resources devoted to financial afidamoial sector regulators.
However, Panama lacks sufficient resources, including trained staff to effectively monitor
whether entities, particularly DNFBPs, comply with reporting requirements. The government
needs to enhance training activities, developuaés) disseminate guidelines, and organize
feedback sessions with reporting entities to improve the quality and levels of STR/CTR
reporting, particularly among higtisk sectors. Regulators still cannot access STRs/CTRs due to
confidentiality laws, but mainterface with the FIU in person on particular matters.
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Bank compliance officers often include minimal analysis in STRs, fearing liability; some notify
clients and/ or bank executives and directors
law that criminalizes such acts.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Panama transitioned to an accusatory justice system in September 2016. However, law
enforcement and judicial entities still lack experience and effectiveness under the t@w sys

and a lack of coordination between these entities has resulted in few successful investigations,
prosecutions, and convictions. Panama needs to demonstrate it is providing financial
investigative training to law enforcement and prosecutors andistzing financial

investigations beyond cases related to drug trafficking.

Panama does not accurately track criminal prosecutions and convictions related to money
laundering. Law enforcement needs more tools and protection to condutedongompdx
investigations, including undercover operations. The criminal justice system remains at risk for
corruption.

The Financial Anal yBIU, seeddtoidemonsttate that STREGTRanea 6 s
used to identify leads for illicit finance investigans, and that its reports are efficiently shared

with law enforcement authorities, who in turn need to demonstrate that this information is used
to investigate and prosecute money laundering and other crimes. In addition, elevating the UAF
to independenagency status would further insulate it from outside influence.

The CFZ still remains vulnerable to illicit financial and trade activities, due to weak customs
enforcement and limited oversight of transactions.

Paraguay

OVERVIEW

Paraguay continues a strong trajectory of economic growth, outpacing regional neighbors. The
Tri-Border Area (TBA), comprised of the shared border areas of Paraguay, Argentina, and
Brazil, is the center of a muitillion dollar illicit goods trade, inclding marijuana cultivation,

the trafficking of Andean cocaine, and arms smuggling, that facilitates significant money
laundering in Paraguay. The Government of Paraguay has worked to reduce the criminal use of

Paraguayds f i nanc.itarbceesiyby talkengstepsoto dddrasscdrriptioni | | i c i
eliminate bureaucratic inefficiencies, and enhance interagency coordination. The current
presidential administration has renewed Parag
results.

VULNERABILITI ES AND MONEY LAUNDERING METHODOLOGIES

Money laundering occurs in the formal and informal financial sectors and in DNFBPs.
Vulnerabilities include a large number of unregistered exchange houses; a primaribasagh
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economy in the TBA and along the Her; the use of false or borrowed names to register
businesses; lax regulation of imp@stport businesses and casinos; weak border controls;
corrupt, overwhelmed, or untrained government agents; and insufficient oversight of a high
volume of money transfe to Lebanon and China.

Transnational and local criminal organizations continue to take advantage of largely informal
economies and lax border controls in the TBA and other border towns to engage in TBML,
narcotics and arms trafficking, goods smuggkmgl counterfeiting, and document forgery.

Criminal organizations disguise the laundering of proceeds from these activities in the high flow
of goods sold into Brazil from Paraguay, often with the assistance of corrupt government
officials.

Paraguayopert es t wo FTZs in Ciudad del Este but doc¢
port authority manages free trade ports and warehouses in Argentina, Brazil, Chile, and Uruguay.

KEY AML LAWS AND REGULATIONS

Paraguay established the National SecrdttoiaAsset Forfeiture (SENABICO) in 2018. With

26 staff and an initial budget of $713,000, SENABICO manages the administration of criminal
activity-l i nked assets seized by the Attorney Gener
SENABICO was administarg $77.5 million in seized assets and $83,000 in forfeited assets.

Due to a 2017 law, Paraguayan businesses previously registered under a bearer bonds structure
must convert to declared ownership before the end of 2019.

Paraguay has KYC and STR regidas applicable to a wide range of entities. Paraguayan

legislation covers legal persons and requires enhanced due diligence for PEPs, for whom the
Anti-Money Laundering Secretariat (SEPRELAD) issued updated identification guidelines.
SEPRELAD alsono® many regul ations need amendments t
enforcement mechanisms and clearly establish a sanctions regime.

There is no bilateral MLAT between Paraguay and the United States; however, both are party to
multilateral conventions providing faooperation in criminal matters.

Paraguay is a member of the GAFILAT, a FAStyle regional body. Its most recent MER is
available at:http://www.fatf-gafi.org/countries/n
r/paraguay/documents/mutualevaluationofparaguay. html

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Paraguay struggles to investigate and prosecute complex money laundering cases within the
statute of |l imitations, in part because of a
judicial delays, and lack of interagency cooperation. While pudsex previously treated

SEPRELAD analytic reports as publicly releasable evidence, new leadership at SEPRELAD and
the AGO worked to better protect intelligence therein. Though the Central Bank of Paraguay
(BCP) has authority to inspect banks for monemtiering compliance independent of
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SEPRELAD, the sanctioning regime is not effective. To address these deficiencies, the new
presidential administration is working to enhance planning and coordination on AML issues
among government agencies. At the séime, the Paraguayan government continues work
with international donors to improve its AML regime and implement its strategic plan.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Paraguay continues to take steps to implement international AML standatdling the first 10
months of 2018, Paraguay convicted three persons for money laundering, including two
masterminds of the multillion dollar Forex case. Paraguay arrested two individuals on U.S.
money laundering charges, presented three caspsofeecution, and is investigating 38

additional cases (including the imprisoned former attorney general). The $1 billion Megalavado
case opened in 2014 remains an active investigation, but without indictments or convictions.

SEPRELAD is working with th&CP to improve coordination on and quality of STRs. As of
October 2018, SEPRELAD had received 11,300 STRs and submitted 482 cases to the AGO. Of
those submitted to the AGO, 79 percent lacked actionable financial intelligence information.

The new leadeship at SEPRELAD has improved STR quality dramatically since taking office in
August 2018.

Paraguayan Customs continues to operate a TTU in partnership with the United States to combat
TBML and other customs crime through the sharing and analysis afatiteral trade data. In

2018, the TTU included a representative of the Taxation Secretariat, further enhancing
information sharing and cooperation related to TBML investigations in Paraguay.

Peru

OVERVIEW

Billions of dollars in illicit funds from drug trafficking, illegal mining and logging, and other
criminal activities continued to flow through Peru in 2018. The government of Peru estimates
illegal mining alone produced over $1 billion in illicit procedtbom January to August 2018.

The government took significant steps to further strengthen its AML laws and policies in 2018,
including issuing new laws requiring companies to disclose beneficial owners, expanding
oversight authorities over cooperatiugancial institutions, and establishing a civil asset
forfeiture regime. Peru also began implementing its Z08L National Plan to Combat Money
Laundering (National AML Plan).

Nevertheless, Peru struggles to effectively enforce and implement itg stkdin legal regime.

Poor interagency coordination and information sharing impedes enforcement efforts. For
example, the FIU should be able to share its reports with the police in addition to public
prosecutors but is unable to do so due to current risgguda The government should increase

efforts to ensure ministries and agencies share data and better coordinate their efforts on a day
to-day basis. Lack of expertise among police and prosecutors, high turnover, a dearth of experts
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in forensic accountm and corruption within the justice sector are among the factors hindering
enforcement efforts. Peru particularly needs to develop a cadre of money laundering
professionals in the justice sector.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Drug trafficking, illegal gold mining and logging, public corruption, and counterfeiting are the

primary sources of illicit funds in Peru. State presence is limited outside of coastal areas and

| arge population cent er s . sforthetransid o largelgaahttiee ngi n g
of illegal goods, contraband, and cash across its borders and within remote areas. Pervasive
corruption hampers investigations and prosecutions of nargeteted money laundering

crimes. Political figures and lesjators have been implicated in money laundering, creating an
impediment to progress on reform.

Individuals and organizations typically funnel illicit funds through front companies, many of
which are engaged in illegal mining activitieiternational gld buyers who do not exercise due
diligence in determining the source of their gold may unwittingly further money laundering
activities. Individuals or front companies also launder illicit funds through real estate, financial
institutions, money transfer currency exchanges, crypto currency, and notaries.

KEY AML LAWS AND REGULATIONS

Peru has a robust AML regulatory framework, including the Law for the Efficient Fight against
Money Laundering and other Crimes Related to lllegal Mining and Organizee Gvhich
establishes money laundering as an autonomous crime and KYC and STR requirements.
Regulations define and require enhanced due diligence for PEPs.

Peru further strengthened its AML framework in 2018 through new laws and regulations, which

|l argely i mplemented Perudés National AML Pl an.
beneficiary law requiring disclosure of beneficial owners, regulations extending the authority of

the FIU and Supervisory Banking Authority over cooperative firemstablishments, and

requirements that certain property purchases of over approximately $3,700 be conducted through
the banking system. In addition, Peru approved a civil asset forfeiture law, which allows

authorities to seize and dispose of assetases where the possessor cannot establish legal
ownership. The new law allows authorities to immediately seize illicit funds rather than waiting

for a criminal conviction, which was required previously.

The DEA joined in an MOU to form a Money LaundeyiTask Force, to include representatives
from the DEA,Peruvian National Polic&eruvian Prosecutors, and FIU.

Peru is a member of the GAFILAT, a FA'BEyle regional body. Its most recent MER is
available, in Spanish only, ahttp://www.fatfgafi.org/countries/n
r/peru/documents/mutualevaluationofperu.html

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

156


http://www.fatf-gafi.org/countries/n-r/peru/documents/mutualevaluationofperu.html
http://www.fatf-gafi.org/countries/n-r/peru/documents/mutualevaluationofperu.html

INCSR 2019 Volume i Money Laundering

The regulatory framework is generally strong and the government is receptive to
recommendations from donors and international experts regarding potential improvements. Peru
Sshould i mprove its interagency c o otiedoutimadt i on,
in Law 27693 to allow the FIU to send reports directly to the police in addition to public
prosecutors.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Peru lacks investigative, prosecutorial, and judicial capacity to ensure gains made in
strengthening the AML regulatory framework are reflected through increased prosecutions and
convictions. High turnover of specialized prosecutors, poor training, a lack of expert forensic
accountants, and corruption throughout the justice sector hinftecement efforts. From

January to June 2018, Peru convicted 12 individuals for money laundering, setting Peru on
course to exceed prior year conviction rates. Under the prior asset forfeiture system, Peru
attained 14 sentences since January 2018.elmgitation of the new civil forfeiture law will

create new specialized courts, prosecutorial offices, and investigative units; however, the
government did not provide additional funding for implementation. Justice sector operators also
need capacity buildg related to the link between corruption and money laundering in public
contracting, particularly as Peru prepares to handle-kggke corruption cases pertaining to the
Odebrecht scandal.

Of increased concern is the lack of regulatory enforeermed effective oversight in the small
scale mining sector, which the authorities identified as a sector particularly at risk for funneling
profits from the narcotics trade. For example, stateed company Activos Mineros since 2012
has contracted to pchase gold from Minerales del Sur, Veta de Oro, and E&M Company,
which are now under investigation for buying illegathyned gold from small scale miners. The
government struggles to implement its formalization policy to obtain greater oversight of the
smaltscale gold mining sector.

Philippines
OVERVIEW

The Philippines faces elevated AML/CFT risk due tgltgsical location within international
trafficking routes, the high volume of remittances from Filipinos living abroad, the presence of
terrorist organizations, and its regulatory vulnerabilities that were exploited by hackers in the
2016 Bangladesh Bank Heist. In response to these risks, the Philippindadxy Laundering
Council (AMLC) has led a governmentide effort to bring Philipme laws and regulations up to
international AML/CFT standards. Under the wedharded leadership at the AMLC, the
government continues work to minimize risks in key areas (including the gaming sector and
DNFBPs) and to build the capacity of law enforegm prosecutors, and the courts in order to
successfully prosecute financial crime cases.

The government must now demonstrate if these measures have reduced the potential for money
laundering in the Philippines.
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VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

The Philippine governmentodos 2017 national ris
trafficking, graft and corruption, investment scams, smuggling, intellectual property violations,
environmental crimg and illegal arms trafficking as the most prevalent predicate crimes for

money laundering. The banking sector remains the primary avenue for money laundering

followed by the gaming industry and (to a lesser extent) the securities/insurance sector, with
proceeds frequently derived from criminal activity committed abroad. Criminal organizations

have also used nonprofit organizations and dummy corporations as conduits for money

laundering.

The production, trade, and consumption of illegal drugs corgitube a major concern in the
Philippines. Due to its location as a regional gateway, the Philippines is a choice transshipment
point for the distribution of illegal drugs through its various airports, seaports, and porous

maritime borders. Internatiohsyndicates frequently use local drug groups to facilitate domestic
distribution and employ displaced Overseas Fi
in drug smuggling.

The Philippine Economic Zone Authority oversees approximately 300 eéozomes, most of

which are well regulated. However, local government units and development authorities regulate
multiple other free zones or freeports where smuggling can be a problem. Due to separate
authorities of the security and customs officialsitaring these zones, Philippine law

enforcement faces difficulty targeting organizations operating within them.

KEY AML LAWS AND REGULATIONS

Since its enactment in 2001, the Philippine Avibney Laundering Act (AMLA) has undergone
numerous amendmentwost recently in 2017, when the gaming industry was included as a
covered sector.

The AMLA created the AMLC, which serves as th
agency, to ensure covered persons and stakeholders comply with the AMLA. TRARDAS,

took aggressive action to add at least 175 positions to its investigative, compliance, and financial
intelligence/analysis staff; expand interagency training and coordination with law enforcement
agencies; and issue regulations and guidelines refatemhks, insurance companies, casinos,

and DNFBPs. Additionally, in November 2018, President Duterte approved an executive order
adopting a new National AML/CFT strategy and establishing a National AML/CFT

Coordinating Committee, with AMLC as its secrég to facilitate interagency coordination on
AML/CFT issues.

KYC, STR, and PEP provisions in the AML law and its implementing rules and regulations
substantially meet international standards.2017, he central bank issued Circular 944,
governing he operations and reporting obligations of the growing virtual currency exchange
market.
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The Philippines and the United States have a bilateral MLAT.

The Philippines is a member of the APG, a FAStfe regional body. Its most recent mutual
evaluation is available athttp://www.apgml.org/documents/search
results.apx?keywords=philippines

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Despite AMLCO6s significant efforts to i mpl eme
shortfalls beyond AMLCO6s control creautrent defi c
legislation does not include real estate brokers and dealers in certavahightems (such as
automobiles, arts, and antiques) as covered persons. NPOs also largely fall outside of AMLA
regulation, although the Securities and Exchange Cagiomi is finalizing guidelines to

strengthen regulation of this sector.

The high singleransaction reporting threshold for gaming transactions ($100,000) and the
exclusion of norcash transactions from reporting requirements and junket operatorseasdcov
entities are also deficiencies in the current AML regime. Furthermore, proxy gambling by
offshore players via telephone or the internet is legal. Regulators have worked to tighten
regulations and procedures. However, administrative and technieaditseremain key to
addressing the AML/CFT monitoring challenges posed by this rapidly growing gaming segment.

Money laundering is not a staiadbne criminal act in the Philippines and requires a predicate
crime, creating a challenge for investigatageting transnational criminal organizations. Tax
evasion, the falsification of public documents, and-oomency forgeries are not listed as

predicate offenses to money laundering. Furthermore, strict bank secrecy laws create barriers to
timely acces to bank information on the part of investigators.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

The AMLC and other competent authorities and agencies recognize that improving effectiveness
in the implementation of the AML/CFT rules and regulatiompines further interagency efforts.

In 2018, AMLC improved interagency coordination with law enforcement, intelligence units,

and prosecutors through drafting (or renewing) memoranda of agreement and understanding.
These efforts have led to the convictiof 10 individuals for money laundering crimes in 2018.

Russian Federation

OVERVIEW

Russia has developed a vast AML/CFT legal framework Ritsfinmonitoring, the FIU, at its

center. Corruption, misappropriation and embezzlement of public fuadstiine, and drug

trafficking generate significant amounts of proceeds. There is a large shadow economy and cash
is prevalent. Financial flows from illicit activity linked to Russia have threatened weak financial
institutions in neighboring countriespWwever, criminal proceeds from Russia also make their
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way to global financial centers, often through opaque shell companies. To shield Russian
individuals and entities from the effects of financial sanctions, the Russian government softened
some reportingequirements leading to a decrease in transparency.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Official corruption at all levels of government constitutes one of the largest sources of laundered
funds.

Russia is a transit and destinat@untry for international narcotics traffickers, particularly from

Af ghanistan. Criminal el ements use Russiads
launder money. Criminals invest in and launder their proceeds through securities instruments,
virtual currencies, precious metals, domestic and foreign real astht®nstruction, pension

funds, and luxury consumer goods.

Cybercrime remains a significant problem, and Russian hackers and organized crime structures
continue to work together. Russias continued to encourage domestic development of
blockchainbased technologies and innovations. The Russian government does not yet have a
consistent position on the regulation of virtual currency, which could be abused for money
laundering purposes.

There is a large migrant worker population in Russia. Many remittances are sent through an
informal value transfer system that may pose vulnerabilities for money laund&arging is

only allowed in specified regions. The FIU monitors casinos for ABHT compliance, while
other agencies supervise other parts of the gaming sector. Online gaming is prohibited.

KEY AML LAWS AND REGULATIONS

Russiads AML | aws and regulations include the
and Terrorist Financing dmumerous accompanying regulatory acts. Money laundering is
criminalized in the Criminal Code of the Russian Federation. The Criminal Procedural Code
provides a comprehensive set of rules, including those permitting international cooperation on
money laindering investigations; and the Code on Administrative Offenses contains civil

penalties for violations of AML controls. Russia has KYC and STR requirements in place.

Russia conducted a national money laundering risk assessment fe2@IR.7 The keyifidings
are publicly available.

Russia is a member of the FATF and two FASifAe regional bodies, MONEYVAL and the
EAG. Its most recent MER is available dittp://www.fatf
gafi.org/publications/mutualevaluations/documents/mutualevaluationoftherussianfederation.htmi

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES
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The United States and Russia are parties to a MLAT. Coopefatim Russia under the MLAT
is primarily on child exploitation, violent crimes, and counterterrorism rather than financial
crimes.

In July, the Finance Ministry unveiled the Comprehensive RussiarSamittions Plan, aimed at
mitigating the impact of \Wstern sanctions through various measures, including suspension of
disclosure requirements with respect to sanctioned entities.

There is no corporate criminal liability for money laundering in Russia. A bill providing for
such liability has been statlen the Duma since 2015.

Changes to Russian law may have created vulnerabilities rather than closing them. For example,
PEPs are subject to less stringent reporting requirements for foreign currency transactions.
Certain entities are exempt from ragunents to disclose beneficial ownership.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

I n September 2018, Russia started sharing fin
Competent Authority Agreement, joining the international fight against tax evalsi@17,
Rosfinmonitoring prevented the laundering of approximately $3.ibi(R30 billion rubles)

through the Russian banking sector and the embezzlement of more than approximately $59

million (4 billion rubles) in public procurement. The Central Bank of Russia revoked 47 bank
licenses in 2017 and 48 bank licenses as of Noee@®18, primarily for suspicious

transactions.

Since the imposition of financial sanctions against Russian officials, Russian government
websites have severely restricted publicly available data and now publish only a fraction of the
information previouly available.

St. Kitts and Nevis

OVERVIEW

St. Kitts and Neuvis is a federation composed of two islands in the Eastern Caribbean. Its
economy is reliant on tourism and its economic citizenship program, and the jurisdiction has an
offshore financiabector. Saint Kitts and Nevis is making progress in its AML regime.

The Financial Services Regulatory Commission (FSRC) (Saint Kitts Branch) is responsible for
the licensing, regulation, and supervision of the-bhank financial sector in Saint Kitts. sAf
September 2018, the regulated entities supervised by the Saint Kitts Branch are two insurance
managers, 52 trust and service providers, 15 domestic insurance companies, 11 MSBs, four
credit unions, and one development bank.

The FSRC (Nevis Branch) igsponsible for the licensing, regulation, and supervision of
regulated persons and entities in Nevis that conduct fiduciary and international financial services
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business. As of September 2018, the regulated entities supervised by the Nevis Branch are 18
insurance managers, one international bank, 53 registered agents/service providers, three
international insurance brokers, five MSBs, and 326 international insurance compharesis

no recent information on the number of IBCs, limited liability comgsror trusts on either

island.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

International experts have identified drug trafficking and fraud as the primary sources of illicit
funds. Financial oversighof the offshore sectan Nevisremainschallenging due to the strong
secrecyand confidentialityjaws covering IBCs and trustBearer shares are authorized if the

bearer share certificates are retained in the protected custody of persons or financial institutions
authorized by the Ministerfé-inance. Specific identifying information must be maintained on
bearer certificates, including the name and
owner.

An individual is eligible for economic citizenship with a minimum real estate investment of U.S.
$200,000 or U.S. $400,000 for each main applicant, or through a U.S. $150,000 contribution to
the Sustainable Growth Fund (SGF). The government uses SGHdued®nomic

diversification. Applicants must make a source of funds declaration and provide supporting
evidence. International contractors conduct due diligence on applicants. Applicants also
undergo vetting by the Joint Regional Communication Cer@@iezens of North Korea, Iran,

and Afghanistan are prohibited from applying.

While the Gaming Board is responsible for the general regulatory and supervisory oversight of
gaming in St. Kitts and Nevis, the FSRC has limited responsibilities for AMLALIBErvision
of casinos.

KEY AML LAWS AND REGULATIONS

The AML legislation is at the federation level and covers both St. Kitts and Nevis. Each island
has the authority to organize its own financial structure and procedtines?roceeds of Crime

Act (POCA), the AntiTerrorism Act, the Financial Services Regulatory Commission Act, the
Financial Intelligence Unit Act, the AML and CFT regulations, and the financial services
(implementation of industry standards) regulations are the key laws and regulation

Saint Kitts and Nevis has KYC and STR regulations and enhanced due diligence for PEPs.

Saint Kitts and Nevis is considering the adoption of model POCA legislation created by the
Regional Security System Asset Recovery Unit for countries in there@3aeibbean.

Saint Kitts and Nevis has an MLAT with the United States. In 2018, Saint Kitts and Nevis

reported assisting foreign jurisdictions with money laundering investigations and in the
identification of possible proceeds of crime.
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Saint Kitts ad Nevis is anemberof CFATF, a FATF-styleregionalbody. Its mostrecent MER
is availableat: https://www.cfatfgafic.org/index.php/cfatflocuments/mutuadvaluation
reports/sainkitts-andnevis1/107%-skn-3rd-roundmer/file.

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

International experts have recommended improvement in the following a¥easring
information is available in a timely fashion on all owners, partners, and beneficial owners of a
partnership or company; and ensuring the availability of accounting information for such entities.

Nevis can form an IBC in less than 24 hoansd bearer shares are allowed, though
Adi scouraged. O

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

While Saint Kitts and Nevis has helped foreign jurisdictions with money laundering cases, the
country has not brought charges or prosecuted a money laundering case since 2015. The passing
of an amended POCA or the model POCA legislation may reinvigdvatprbcess.

In 2016, the FSRC issued tk&eneral Warning Online Casino and Online Gamistating that
online gaming entities are illegal in Saint Kitts and Nevis.

St. Lucia

OVERVIEW

St . Luciads main sources of revenue are touri
progressing with its AML regime.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

As of October 2018, the St. Lucia Financial Services Regulatory Authority (FSRA), the offshore
sector supervisor, listed the following regulated entities on its website: 26 insurance companies,
17 credit unions, 14 international banks, 33 internationatamee companies, and five MSBs.

St . Lucia reports drug trafficking as the pri
location and porous borders increase its risk of drug money laundering. Money laundering most
commonly occurs throughrsictured deposits and currency exchanges, or cash real estate
transactions. St. Lucia identifies jewelry dealers, legal services, and NPOs as additional sectors
vulnerable to money laundering activity.

There is one FTZ operating in Vieux Fort.

An individual can petition for St. Lucian citizenship through a minimum donation to the National
Economic Fund of U.S. $100,000 per applicant, U.S. $165,000 for an applicant and spouse, or
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U.S. $190,000 for a family of up to four people. Other citizenshimbgstment options include

a U.S. $300,000 minimum purchase in real estate; a U.S. $3.5 million investment for an
individual, or U.S. $6 million for more than one applicant, in an approved enterprise project; or a
government bond minimum purchase of U.0B00 for an individual, U.S. $535,000 for an
applicant and spouse, or U.S. $550,000 for a family of up to four people. Applicants must apply
through a governmesapproved local agent. An-person interview is not required. Applicants
must make a soae of funds declaration and provide evidence supporting the declaration. The
government established a Citizenship by Investment Unit (CIU) to manage the screening and
application process.

There remains a substantial black market for smuggled goodslinca, mostly gold, silver,

and other jewelry, predominantly smuggled from Guyana. There is a black market-in high
guality jewelry purchased from duty free establishments in St. Lucia by both local and foreign
consumers. Monies suspected as derivexh lrug trafficking and other illicit enterprises are
filtered into and washed through trading firms. TBML is evident in St. Lucia.

KEY AML LAWS AND REGULATIONS

St . Luciads main AML | aws are the 2003 Money
Crime Act, and the AntTerrorism Act.

St. Lucia has KYC and STR regulations. It also has enhanced due diligence foMR&Ps.
Eastern Caribbean Central Bank regesonshore commercial banks in St. Lucia.

There is an MLAT between the governments of St. Lucia and the United States.
St. Lucia is anemberof the CFATF,a FATF-styleregionalbody. Its mostrecent MER is

availableat: https://www.cfatfgafic.org/index.php/cfatflocuments/mutuagvaluation
reports/sairlucia-1/110saintlucia-3rd-round-mer/file.

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

St. Lucia is generally in technical compliance with international standards. U.S. law
enforcement is increasingly concerned about the expansitizehship by investment
programs da to thepossibility oflocal corruption and the visfaee travel and ability to open
bank accounts accorded these individuals.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

From 2017 to 2018, St. Lucia charged 12 people with money laundering 0 RrtBere were

six cash forfeitures totaling approximately U.S. $565,050 (1,527,068 Eastern Caribbean dollars).
St. Lucia reports increased interagency cooperation, leading to an increase in the number of cash
seizures and forfeitures.

Further AML/CFTawareness training is recommended to continue developing AML compliance
and build on this progress.
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St. Vincent and the Grenadines

OVERVIEW

Saint Vincent and the Grenadines continues to make progress with its AML regime. The FIU
has a goodeputation in the Eastern Caribbean and cooperates with the United States regularly.
In December 2017, the country began a National Risk Assessment.

St. Vincent and the Grenadinesd economy is de
services secto There are no FTZs, economic citizenship programs, casinos, or internet gaming
licenses. As of September 2018, Saint Vincent and the Grenadines reported four international
banks, four international insurance companies, 14 registered agents, 94 ondsab{676

IBCs, 47 limited liability companies, and 85 international trusts. IBCs can be incorporated in

less than 24 hours from receipt of application.

The Financial Services Authority (FSA) is the regulatory body with the mandate to supervise the
offshore financial sector, and the FIU is the supervisory authority for DNFBPs.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Physical presence is not required for offshore sector entities and businesses, with the exception
of offshore banks. Resident nominee directors are not mandatory except when an IBC is formed
to carry on banking business. Bearer shares are permittdgider but not for IBCs conducting
banking functions. The government requires registration and custody of bearer share certificates
by a registered agent who must also keep a record of each bearer certificate issued or deposited
in its custody.

Saint Vircent and the Grenadines reports that drug trafficking, in particular marijuana, is the

main source of illicit funds. The country is
marijuana, and narcotics are transferred to speedbdagacties on the leewdaside or on

uninhabited Grenadine island€ouriers carry money through the airport, ports, or other points

of entry. Sometimes, money remitters are used.

The country has made efforts against drug trafficking by imposing strict penalties. It is also
engaged with the Regional Security System to coordinate border control issues and is developing
its Coast Guard to cover the coastline. In December 2018, parliament passed legislation
legalizing cultivation and use of marijuana for medical purposes.

KEY AML LAWS AND REGULATIONS

Saint Vincent and the Grenadines has comprehensive AML legislation and regulations, including
the 2017 Proceeds of Crime (Amendment) Act and the 2017Mantiey Laundering Terrorist
Financing Code. Saint Vincent and the Grenaslinas KYC and STR regulations. The 2014
Anti-Money Laundering and Terrorist Financing Regulations provide for enhanced customer due
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diligence and ongoing monitoring for PEPs. In December 2017, the FIU revised its standard
operating procedures regardirggeipt, processing, and handling of sensitive information and
requests. The main change requires financial analysts to process SARSs.

Saint Vincent and the Grenadines uses its Mutual Assistance in Criminal Matters Act to share
information with the Unite®tates.

Saint Vincent and the Grenadines im@mberof the CFATFE a FATF-styleregionalbody. Its
mostrecent MER is availablat: https://www.cfatfgafic.org/index.php/cfatflocuments/mutual
evaluationreports/sainvincentandthe-grenadinesl/116-svg-3rd-roundmer/file.

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

The Saint Vincent and the Grenadines government reports it is reviewing how to address gaps in
the 2017 AntiMoney Laundering and Terrorist Financing (Amendth&egulations. The

country is also considering a bill that would regulate DNFBPs to address noted deficiencies.
Saint Vincent and the Grenadines should become a party to the UNCAC.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Saint Vincent and the Grenadines reports that DNFBPs are a focal point for enforcement and
implementation. To that end, the country drafted a DNFBP Action Plan for 2019. In August
2018, the FIU appointed a supervisor with the responsibility of oversB&lR@GP compliance.

In February 2018, the FSA, FIU, and Eastern Caribbean Central Bank (ECCB) signed an MOU to
facilitate collaboration, exchange of information, onsite examinations, and training. In July 2018,
the ECCB performed two onsite evaluatiamfishe AML/CFT program.

For 2017 to 2018, Saint Vincent and the Grenadines reported four money laundering charges and
three convictions. The fourth case has not yet been heard by the High Court.

Senegal

OVERVIEW

Senegal serves as a regional bussneenter for Francophone West Africa and hosts the

headquarters of the Central Bank of West African Countries (BCEAOQO) for theregyhber

West African Economic and Monetary Union (UEMOAYo major changes in money
laundering trends emerged in 2018ere gal 6 s most i mportant vulner a
laundering are bank transfers to offshore accounts in tax havens and real estate transactions
conducted with cash. Senegal is exposed to risks from organized crime, drug trafficking, internet
fraud, bank andeposit fraud, and Ponzi schemé&orruption is a significant concern within

government institutions and the private sectbraffickers exporting illegal wildlife have
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sophisticated operations based in Senegal due to the ease of conducting illiesastie Port
of Dakar.

The Government of Senegal continues to build its capabilities to prevent and investigate
financial crimes.Open issues to address include training for law enforcement officers,
prosecutors, and judges on the investigation aodgmution of money laundering.
Recommendations for improvement include drafting and enacting-aarosictionbased
forfeiture law to allow government seizures of assets in the absence of criminal ct@&sgegal
needs legislation on the management;agje, and disposal of seized property.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Corruption and drug trafficking are the most likely sources of laundered financial
proceeds.Typical methods of money laundering include cash purchases of rai@ astl bank
transfers through Senegalese financial institutions to offshore tax havens.

According to the BCEAO, 18.5 percent of Senegalese had a bank account at the end 852016.
a result, most transactions are césised, including real estate pureba and construction

financing, presenting opportunities for laundering illicit fun@@cumentation of real estate
ownership is both scarce and unreliableansfers of real property are often opaglrdormal
businesses domi nat egoSenmengcan reédgce \aloevabiltiesyo.moneyT h
laundering by improving the system of land administration and encouraging all businesses to be
registered.

Touba, located in the central region of Senegal, is an autonomous municipality under the
jurisdiction of the Mouride religious brotherhooAs the focal point of a worldwide network of
Mouride communities, Touba is the destination of a significant portion of the remittances
Senegalese abroad send home each yestimates of formal remittaedlows to Senegal
exceed $1 billion annually; the total flow of remittances is likely to be much lafigerse facts,
and the national governmentdés | imited authori

Other areas of concern include the tramsgmn of cash, gold, and other items of value through
Senegal 6s i nternational aThewidespteadase dfcaslcando s s it
money transfer services, including informal channels (hawaladars) and new payment methods,

also contribu¢ to money laundering vulnerabilitieMobile payment systems such as Warri,

JoniJoni, and Western Union cater to the needs of the unbanked Senegalese but are not always
subject to enforcement of AML controls due primarily to resource constréeisegkesebased

money transfer company Wari recorded remittances of $2 million per day shortly after opening a
new service for ToubaWari was implementing KYC software in 2016 but discontinued this

effort due to problems with its platform.

KEY AML LAWS AND REGULATIONS

In 2018, in response to a UEMOA directive, Senegal adopted an updated AML/CFT law which
includes: extension of t he -feheWablgeas;sai dent 6s t
prohibition on the proliferation of weapons of mdsstruction; limitations on the use of cash in
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transactions; risk assessments for the country as well as for individual banks. The new
legislation broadly defines PEPs and extends heightened due diligence measures as to them.

Senegal relies heavily ondlknowledge and assistance of the BCEAO. The BCEAO regulates
banks within the eight UEMOA countries and prescribes KYC practices for UEMOA financial
institutions and money transfer operations.

Senegal is a member of the GIABA, a FAS#yle regional bogl Its most recent MER is
available at:http://www.giaba.org/reports/mutuel/aluation/Senegal.html

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

The BCEAO is aware of anatknowledges the various money laundering activities in Senegal
but does not have the tools or political will to stop them.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

The BCEAO addresses monkndering concerns at regional banking conferences, most
recently in 2017.Financial institutions in Senegal are working with the BCEAO and Senegalese
authorities to build their capabilities to detect suspicious transactions.

The United States and Senegal do not have a bilateral MLAT or an extraditign 8eategal is

a party to relevant multilateral law enforcement conventions that have mutual legal assistance
provisions. The United States and Senegal also can make and receive requests for mutual legal
assistance based on domestic law.

The FIU publishd its last activity report in July 2018 covering 2017.

Serbia

OVERVIEW

In 2018, Serbia made a hidgwvel political commitment to address noted deficiencies and has
subsequently made significant progress in bringing its AML regime in line with international
standards, resulting in an increased number of related investigatidreonvictions. With

assistance from donors, Serbia updated its national risk assessment (NRA) to better identify
current threats or crimes associated with money laundering and methods used to launder money
and finance terrorism.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

The most common money laundering typologiesedby Ser bi ads Administrat
Prevention of Money Laundering (APMIrclude loans and cash gifts of unknown origin to

natural and legal persorgjccessive or structudeash deposits of unknown origin into the

financial system, including through ndseneficial account holders; using shell companies;
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foreign trade using oveanvoicing and undemvoicing; cases combining money laundering with
tax evasion; and integratiar criminally-derived funds in sectors such as construction, real
estate, casinos, currency exchange offices, hotels, and other trade (retail, wholesale; and cash
based businessedpata from prosecuted cases show the majority of crimitsdhwed proceds

went through limited liability companies.

KEY AML LAWS AND REGULATIONS

Since December 2017, 12 key AML laws have entered into force or taken effect, including
measures to improve factoring, accounting, auditing, and foreign exchange operatise. The
include: the Law on the Prevention of Money Laundering and Financing of Terrorism; the Law
on Organization and Jurisdiction of State Bodies in the Suppression of Organized Crime,
Terrorism, and Corruption; and the Law Amending the Criminal Code.

In 2018, several new laws entered into force, including Amending the Law on Factoring,
designed to prevent convicted natural and legal persons from owning factoring companies;
Amending the Law on Accounting to prevent legal persons, in addition to natuwsahpefrom
founding or owning an accounting services company if they have been convicted of certain
criminal offenses; Amending the Law on Auditing to prevent legal persons, in addition to natural
persons, from founding or owning an audit services comgahgy have been convicted of

certain criminal offenses; Amending the Law on Foreign Exchange Operations that states any
person associated with such operations must not have convictions for certain crimes; Amending
the Law on Games of Chance; the Law otetmediation in the Trade and Lease of Real Estate
that requires proof of a nezonviction to be submitted to start an intermediation business; and
the Law on the Centralized Records of Beneficial Owners.

To further strengthen a ridbased approach ingervision of related entities, new or updated
AML/CFT risk assessment guidelines and +ésdsessment matrices have been distributed to all
appropriate supervisors. In March 2018, the Chamber of Public Notaries, Market Inspectorate,
and Tax Administratiomll adopted individual risk matrices.

Legal persons are covered by existing legislation. Foreign PEPs are subject to enhanced due
diligence under current law, and domestic PEPs are covered under the new AML/CFT Law.

Serbia is a member of MONEYVAL, aFAT$t yl e regi onal body. Ser bi

available athttps://www.coe.int/en/web/moneyval/jurisdictiorsgrbia

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Serbia should improve interagency cooperation; pursue money laundering independently of other
crimes; raise awareness among entities obligated to submit STRs; ensure law enforcement
agencies have timely and accurate accebsdog al ent i ti esd6 beneficial
demonstrate a record of training on the investigation and prosecution epanigdand stand

alone money laundering cases; and improve the capacities of the APML and AML supervisors.

ENFORCEMENT/ IMP LEMENTATION ISSUES AND COMMENTS
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Serbia cooperates with foreign governments on money laundering cases.

Serbiads new AML | aw significantly i mproves t
sanctioning regime, in part, by allowing for proportionality &inteliness of corrective

measures. The National Bank of Serbia can now impose sanctions for AML/CFT violations,
based on laws regulating the operation of banks, pension funds, financial leasing, insurance, and
payment services. In 2017, there were ingasions of 11 people and one company for money
laundering violations, resulting in two convictions. During the first eight months of 2018, 11
criminal charges were filed against 31 individuals for the criminal offense of money laundering.
During the fist seven months of implementation of the new Law on Organization of State

Bodies in Combating Organized Crime, Terrorism, and Corruption, 275 indictments and 142
criminal convictions were reported for corruption and economic offenses. The new

anticorrupton prosecutorial units are reporting dozens of ongoing proactive investigations.
Donors have provided training and workshops to prosecutors and law enforcement officials,
which supported the increased number of convictions.

Sint Maarten

OVERVIEW

Sint Maarten is an autonomous entity within the Kingdom of the Netherlands (Kingdom). The
Kingdom retains responsibility for foreign policy and defense, including entering into
international conventions. Sint Maarten has been recognized by the OEQDisdietion that

has implemented internationalhgreed tax standards. In 2016, Aruba, Sint Maarten, the
Netherlands, and Curacao signed an MOU with the United States for joint training activities and
information sharing related to criminal investigasaand law enforcement. An ongoing priority
area is interdicting money laundering operations.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

The number of hotels that operate casinos on the island has significantly declined after the

damage causday hurricane Irma in 2017. Online gaming is legal and Sint Maarten has offshore
banks and companies. Sint Maartendés favorabl
over the last few decades had drawn wealthy investors to the island to invegt-stéle real

estate developments, including hotels and casinos. Hurricane Irma destroyed many of those real
estate developments. The government of Sint Maarten is working with the Netherlands and the
World Bank on procuring services for reconstrucioh f or t s . The World Bank
process should mitigate some inherent money laundering vulnerabilities irstaige

government procurement. Traditionally, money laundering of criminal profits occurs through

business investments and internatidaalshelters.

KEY AML LAWS AND REGULATIONS
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KYC laws cover banks, lawyers, insurance companies, casinos, customs, money remitters, the
central bank, trust companies, accountants, car dealers, administrative offices, tax administration,
jewelers, creditinions, real estate businesses, notaries, currency exchange offices, and stock
exchange brokers.

The Kingdom may extend international conventions to the autonomous countries. The Kingdom
extended to Sint Maarten the application of the 1988 UN Drug &dion in 1999 and the

UNTOC in 2010. With the Kingdomés agreement,
status of its own within international or reg
agreement. The individual countries may conclvif2Us in areas in which they have

autonomy, as long as these MOUs do not infringe on the foreign policy of the Kingdom as a

whole. Sint Maarten is a member of the Global Forum on Transparency and Exchange of
Information for Tax Purposes.

Sint Maarten is member of the CFATF, a FAT$tyle regional body. Its most recent MER is
available at:https://www.cfatfgafic.org/index.php/documents/cfatiutualevaluation
reports/sinimaartenl.

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Sint Maarten has yet to pass and implement legislation to regulate and supervise its casino,
lottery, and online gaming sectors in compliance with international standards. In addition, the
threshold for conducting CDD in the casino sector does not comighlyinternational standards.
The UNCAC has not yet been extended to Sint Maarten.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

The National Ordinance Reporting Unusual Tran
system. Designated engii are required to file UTRs with the FIU on any transaction that
appears unusual (applying a broader standard

believe a transaction is connected with money laundering. If, after analysis of an unusual
transaton, a strong suspicion of money laundering arises, those suspicious transactions are
reported to the public prosecutorods office.

The 1983 MLAT between the Kingdom of the Netherlands and the United States applies to Sint
Maarten and is regularly useg b.S. and Dutch law enforcement agencies for international drug
trafficking and money laundering investigations.

The harbor of Sint Maarten is well known for its cruise terminal, one of the largest on the
Caribbean islands. After the airport and seapere hit hard by hurricanes Irma and Maria in
2017, cruise ship visits had halted, but the seaport and the airport are slowly recovering. At the
container facility, larger container ships dock their containers in Sint Maarten where they are
picked up byregional feeders to supply the smaller islands surrounding Sint Maarten. Customs
and law enforcement authorities are alert for regional smuggling, TBML, and value transfer
schemes. In June 2017, the Sint Maarten Port Director was arrested in anatie@siito
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forgery, money laundering, and tax evasion. This case is ongoing. In June 2018, a Member of
Parliament was charged with bribery, tax evasion, and money laundering.

From January to October 2018, Si neightvhareey t en o6 s

| aundering investigations to the Public Prose
investigations consisting of 1,006 suspicious transactions, involving approximately $74 million.

The FIU also initiated seven investigations comsgjsbf 261 suspicious transactions, involving
approximately $16 million.

Spain
OVERVIEW

Spain proactively identifies, assesses, and understands its money laundering vulnerabilities and
works to mitigate risks. Spain remains a logistical hotspot for organized crime groups based in
Africa, Latin America, and the former Soviet Union. Spaio adsa transshipment point for

illicit drugs entering Europe from North Africa and South America. Spain largely complies with
international AML standards and, in general, has updated AML regulations and competent
authorities.

The government continues hboiild on its already strong measures to combat money laundering.

After the EC threatened to sanction Spain for failing to bring its AML regulations in full
accordance with the EUG6s Fourth AML Directive
its mong laundering legislation to comply with the EU Directive. These measures establish new
obligations for companies to license or register service providers, including identifying ultimate
beneficial owners; institute harsher penalties for money laundeffegses; and create public

and private whistleblower channels for alleged offenses.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Spain is a transshipment point for the crbesder illicit flows of drugs. Moroccan hashish and

Latin Americancocaine enter the country and are distributed and sold throughout Europe, with

the resulting proceeds often returned to Spain. Passengers traveling from Spain to Latin America
reportedly smuggle sizeable sums of bulk cash. In addition, bulk cash feosehiatin

America to Spain by the same means that drugs enter Spain from Latin America. Informal
money transfer services also facilitate cash transfers between Spain and Latin America,
particularly Colombia. Law enforcement authorities continue taacitemerging trend in drugs

and drug proceeds entering Spain from newer EU member states with less robust law
enforcement capabilities.

The most prominent means of laundering money are through the purchase and sale of real estate,
the use of complex netwks of companies and legal arrangements, the exploitation of MVTS,

and the use of cash couriers. The major sources of criminal proceeds are drug trafficking,
organized crime, customs fraud, human trafficking, and counterfeit goods. lllicit proceeds
contirue to be invested in real estate in the coastal areas in the south and east of the country, but
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criminal groups also place money in other sectors, including services, communications,
automobiles, artwork, and the financial sector.

KEY AML LAWS AND REGULAT IONS

Spai Council of Ministers, in February and
Spai AML |l egislation to comply with the EU
country has comprehensive KYC and STR regulations and PEPs are subjeetricedrdue

diligence. Spain issued a Ministerial Order in 2016 launching and defining the scope of the

Asset Recovery and Management Office and the opening of its deposit and consignment account.

noés
noés

Spain is a member of the FATF. Its most recent MER is availabletigt//www.fatf
gafi.org/countriesi/spain/documents/mexpainr2014.html

AML LEGAL, POLIC Y, AND REGULATORY DEFICIENCIES

Spain is largely compliant with international AML/CFT standards. Regulations issued by Spain
in 2017 add to the information included by, and available to, financial institutions when
processing wire transfers. Spain gtéleds to resolve technical deficiencies related to its
handling of NPOs, such as outreach to encourage them to use regulated financial channels.

Additionally, effective controls are not in place to ensure lawyers comply with their AML
obligations. Spai has not updated its penal code to extend the maximum period of disbarment
for professionals.

Information about AML fines in Spain are not made available to the public.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Spain actively prosecutes monayhdering cases, including those involving tipatty money
laundering, selfaundering, and laundering the proceeds of both domestic and foreign predicate
offenses. Spain has had success disabling criminal enterprises and organized criminal groups by
identifying and shutting down their complex money laundering networks of national and
international companies. However, the relatively low level of sanctions (terms of imprisonment
and periods of disbarment) imposed for money laundering offenses is a s®a&s the
judicial systembs | imited capacity to handl e

Spain actively investigates money | aundering.
Caixabank S p a i n élagedt hamé&rudder formainvestigation stemming from a separate
investigation that began in September 2017 into the Luxembourg subsidiary of Industrial and
Commercial Bank of China (ICBC) for laundering funds from Chinese criminal groups via

Caixabank branches in Madrid. Thateastigation, which followed the arrest of seven ICBC

executives in Madrid in 2016, revealed that Caixabank branches had failed to implement

AML/ CFT controls and properly report suspicio
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As part of an investigation into theuladering in Spain of illicit funds from Venezuela, Spanish
police in October 2018 arrested four individuals, some of whom had connections to former
Venezuelan officials, and seized more than 115 properties worth nearly $70dnitiany of

which were in thesouthern beach resort city of Marbella. Also in October 2018, Spanish
security forces arrested the vice president of the Royal Spanish Football Federation on money
laundering charges.

Suriname
OVERVIEW

Money laundering in Suriname is closely linked with transnational criminal activity related to the
transshipment of cocaine, primarily to Europe and Africa. Casinos, real estate, foreign exchange
companies, car dealerships, and the construction sectamreainerable to money laundering

due to lax enforcement of regulations, though the FIU has increased its engagement with
DNFBPs. Public corruption also contributes to money laundering, though the full extent of its
influence is unknown. Profits from siftscale gold mining and related industries fuel a thriving
informal sector. Much of the money within this sector does not pass through the formal banking
system. I n Surinameds undeveloped interior,
transaadons.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Suriname has an adequate legal framework in place to allow for more robust AML enforcement,
but a lack of training, resources, and implementation hampers efforts. There are indicators that
TBML occurs, generally through the activities of local car dealerships, gold dealers, and
currency exchangesdmbio$. Supervision of DNFBPs remains limited. The FIU has increased
outreach activities, registration, and-sife inspections of DNFBPs and isw&loping further
technical skills through a dondunded program. There is no effective supervision of the large
gaming sector.

Money laundering may occur in the formal financial sector through banksaamoios though

there is no evidence the sectacifitates the movement of currency derived from illegal drug

sales in the United State®utch authorities confiscated an approximately U.S. $22.2 million
(019.5 million) cash shipment traveling throu
repoted the seized funds originatedc@ambiosand were seized due to money laundering

concerns. The case is ongoing. Since the seizure, banks instituted more stringent rules on
identifying the source of large cash deposits and limiting deposits etlkeigdmination foreign

currency bills. Cambioshave begun enforcing proof of identity regulations.

Goods such as agricultural products, fuel, cigarettes, alcohol, and medicine are smuggled into the
country via Guyana and French Guiana and sold at belavkd prices, but there is little
evidence to suggest this smuggling is related to narcotics trafficking or other illicit activity.

KEY AML LAWS AND REGULATIONS
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Suriname did not pass or amend AML legislation in 2018 but is drafting amendments to the
Discloaure of Unusual Transactions Act. KYC and STR requirements cover banks and credit
unions, asset managers, securities brokers and dealers, insurance agents and companies, currency
brokers, remitters, exchanges, auditors, accountants, notaries, lawyesstagaagents, dealers

in gold or other precious metals and stones, gaming entities and lotteries, and motor vehicle
dealers. The FIU began registering designated DNFBPs and is taking steps to join the Egmont
Group.

The exchange of records betweeniSame and other countries is possible via individual MOUs
and mutual legal assistance requests.

Suriname is a member of the CFATF, aFASE y|l e regional body. Sur i
MER is available at:https://www.cfatfgafic.org/index.php/membeaountries/suriname

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Suriname must complete a national risk assessment.

Surinamehas requirements for enhanced due diligence procedures for foreign, but not domestic,
PEPs.

Suriname is not a member of the Egmont group.
Suriname is not party to the UNCAC.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

A gaming board was estatited by law in 2009 but is still not fully active. Supervision and
regulation of casinos remains deficient.

The FIU did 53 offsite inspections in the first nine months of 2018, an over fivefold increase
from 2017. During the same period, 203,748 Siweee filed, more than double the number for
the same period in 2017. Of these, only 1,002 STRs, or 0.5 percent, led to an investigation.

From January through September 2018, the Office of the Attorney General reported four money
laundering prosecutions.

Tajikistan

OVERVIEW

Money | aundering associated with Tajikistanos
Tajikistan lies on a major drug smuggling route connecting Afghanistan with Russian and
Eastern European markets. In addition, a substartialint of cash entering financial
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institutions in the countrgtems from pervasive corruption in Tajikistan, including bribes
obtained from the drug trade.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

The main northern drug trafficking route fmoAfghanistan runs through Tajikistan. A 2018
UNODC report estimates that 42 to 74 tons of heroin left Afghanistan along the northern route
annually between 2011 and 2015, much of it transiting Tajikistan. Large drug transshipments
generate equally largmounts of cash, which require economic safe havens. The pervasive
nature of corruption in the country all ows
lawsT which often meet international standardsith bribes or other kkind incentives

While drug smuggling clearly generates substantial amounts of illegal funds, the mechanisms
used to launder these funds are harder to identify. Officials claim conducting transactions

t hrough Tajikistands banki ngonsydaurtdering initte t he
country, although real estate purchases may also be used.

Rampant corruption and bribery have deterred foreign investment and inhibit the success of local

businesses.

There are four established economic free zones in Tajikiatlamf which are based on
manufacturing. It is not known what, if any, role the zones play in national or international
money laundering.

KEY AML LAWS AND REGULATIONS

The country has in place a capable legal framework, including KYC and STR requsgetoen

deal with money laundering; however, some areas still need attention, such as remittances. In
2018, President Rahmon approved the AML/CFT National Action Plan (NAP) for20AB

which mandates that all relevant government agencies developwhme&ML/CFT plans. As a
result of the NAP, in 2018, the National Bank of Tajikistan (NBT) established a formal
AML/CFT training center to train banking, government, and law enforcement officials.
Previously, the NBT hosted several ad hoc trainings per yea

In 2018, the national legislature amended the Law on Countering AML/CFT and Weapons of
Mass Destruction to give certain authorities to the NBT to monitor credit and insurance
organizations and to the Ministry of Finance for security market professigmacious metals

cr

mo

and minerals dealers, audit companies, accountants, pawnshops, betting shops and bookmakers,

and lotteries.

Tajikistan is a member of the EAG, a FAEBFyle regional body. Its most recent MER is
available at:https://eurasiangroup.org/ru_img/news/tajikistan.pdf

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES
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Tajikistan could improve AML/CFT oversight of the banking NPO sector. Overall, the
government has a potrack record of uncovering money laundering in the private sector. The
government also needs to engage-fioancial businesses and DNFBPs to improve awareness of
money laundering risks and their legal obligations, while promoting a better understanding
among decision makers of the risks money laundering poses to the broader society.

Furthermore, the Tajik government has a limited ability to trace and confiscate assets identified
in investigations.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

In 2018, the NBT investigated two private banks for money laundering and terrorist financing.

The investigation resulted in criminal charges for four employees, a total fine for both banks of
$430, 000, and the removal oihgthe mernabicamal kAMLO t op m
community may have been a larger motivator than genuine AML/CFT enforcement.

It remains difficult to assess the effectiveness of money laundering investigations. During the
first nine months of 2018, four money launderingestigations were launched, with two of
those cases prosecuted.

Taji kistanbés FI U, t he KRrMDeohtteeiNBT convhoes fothier i ng De
personneln order to improve supervisicandanalytics, and can benefit frommaining, improved
technological resources, and equipmapgrades. Overall, the FMD has a good understanding

of the money laundering risks in Tajikistan, and law enforcement authorities note the FMD is
effective in international information sharing and provides quality inébion to law

enforcement officials

However, law enforcement does not make money laundering a priority; money laundering
charges arise only as an additional element of a predicate offense. It is generally believed law
enforcement has a good understagdf the risks of terrorist financing, but there is limited
understanding of money laundering risks.

Tajikistan has the capacity to confront money laundering, but lack of political will hinders its
efforts. The government should take action to redumeuption by developing a comprehensive
anticorruption strategyWithout such action, people will launder money with little fear of
prosecution or other negative repercussions.

Tanzania

OVERVIEW

Tanzania is vulnerable to money laundering and @irmcrimes due to its undeegulated,
underdeveloped financial sector and limited capacity to address such criminal activity. Criminal
activities with nexuses to money laundering include transnational organized crime, tax evasion,
corruption, smugglingtrade invoice manipulation, illicit trade in drugs and counterfeit goods,
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and wildlife trafficking. There are Tanzanian links to regional terrorist financing. The
Government of Tanzania took steps in recent years to curb and prevent money launddring, su

as creating a special Economic, Corruption, and Organized Crime High Court Division,

tightening crossorder currency regulations, and revising the rules for operating retail foreign
exchange (forex) bureaus. In 2018, there were a number of higle @no@kts for money

laundering; however, there were very few convictions. Money laundering charges, like

corruption charges, are increasingly used as a political tool. The Government of Tanzania should
continue to build the human and technical capaaitid®y financial sector, law enforcement,

and customs and tax authorities, and judicial stakeholders.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Tanzaniads | arge, porous borders and geograph
financialcrime. The vast majority of Tanzanians work in the informal sector, and thus use cash
based, informal, and nontraditional financial systems. For example, Tanzania is emerging as a
world leader in mobile banking services with a penetration rate of 7@mgeand $1.6 billion in

average monthly transactions. These services improve financial inclusion for underserved
populations but also create new vulnerabilities for financial crime.

Over the past two years, the Tanzania Revenue Authority (TRA) draraticaitased efforts

to collect taxes, often using aggressive tactics and levying arbitrary assessments. This has
motivated businesses and individuals, especially international traders with Asian and Middle
Eastern suppliers, to transfer more money oatié formal financial system to avoid taxation.
However, criminals exploit these same methods of moving money. -Boodsr trade in used

cars, auto parts, clothing, cosmetics, and smuggled cigarettes and foodstuffs are of particular
concern. Furthermie, front companies, hawaladars, and currency exchanges are used to launder
funds, particularly in Zanzibar. Two busy international seaports and numerous smaller ports
service Tanzania and the region and create opportunities for TBML. Foreign inveisttment

tourism sector in Zanzibar and real estate in both mainland Tanzania and Zanzibar are also used
for money laundering.

KEY AML LAWS AND REGULATIONS

T a n z aGriminabPocedure Act (CAP20); Mutual Legal Assistance in Criminal Matters Act;
and Pre@eeds of Crime Act were all amended in June 2018 via the Written Laws (Miscellaneous
Amendments) (No. 2) Act, 2018. The new amendments update procedures for executing mutual
legal assistance (MLA) requests and allow for enforcement of foreign forfeitieespbut still

do not provide for asset sharing. Both mainland Tanzania and Zanzibar have KYC and STR
regulations, which also carry strict noncompliance penalties. The Bank of Tanzania issues
directives for financial institutions, including forex bunsa

Tanzania does not have a formal receegshange mechanism in place with the United States.
However, ongoing cooperation takes place through the Egmont Group.

Tanzania is a member of the ESAAMLG, a FAStyle regional body. Its most recent MER is
available at:https://www.esaamlg.org/index.php/Mutual Evaluations/readmore . me/7
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AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

In recent years, Tanzania has taken steps to strengthen its response to money laundering, yet
deficiencies remain. The National Strategy for Aviiney Laundering and Combating Terrorist
Financing coves the period of2022 0 1 3 and has not been updated
report was for 2014/2015. EXxisting strategies, policies, laws and regulatory tools are thus out of

date with current realities, focus on the formal banking sector, and @aldass new trends

such as mobile money, TBML, or the full range of DNFBPs.

Tanzania has yet to establish a database of MLA statistics. Additionally, authorities still have
failed to address problems related to4oonvictionbased forfeiture. Tanzanhas limited

capacity to implement the existing money laundering laws and to supervise the banking sector;
and money laundering laws are used as political tools, which dilutes their efficacy in combating
real crime.

ENFORCEMENT/ IMPLEMENTATION ISSUES AN D COMMENTS

In August 2018, TRA announced that TRZAnzibar would start implementing existing AML
regulations, including the requirement to declare international transactions of more than $10,000.
This follows a similar effort on the mainland in 201 May 2018, the Bank of Tanzania (BoT)
resumed licensing forex bureaus after a smmanth suspension, during which time it revoked

144 licenses for money laundering concerns, more than half of the existing outlets. During 2018,
the BoT and private sectactors offered KYC and STR training for mobile money operators and
realtors.

Tanzania should increase awareness of money laundering issues within the financial, law
enforcement, and judicial sectors and allocate the necessary human, technical, arad financi
resources to update and implement a national AML strategy. Tanzanian authorities must ensure
existing AML laws and regulations are enforced and applied in the spirit in which they are
intended, not as a political tool, with a focus on convicting crafsiengaged in money

laundering and financial crime.

Thailand

OVERVIEW

T h a i |statudsalsgisticsandfinancialhub,porousbordersandunevenaw enforcement
makeit vulnerableto moneylaunderingandothercategorie®f transnationatrime. Thailandis
asourcetransit,anddestinatiorcountryfor illicit smugglingandtrafficking in personsa
productionanddistributioncenterfor counterfeitconsumegoods;anda centerfor the
productionandsaleof fraudulenttraveldocuments.The proceed®f illegal gaming,official
corruption,undergroundotteries,andprogitution arelaunderedhroughthec o u n tnforgna s
financialchannels.
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VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Fundsfrom variousillegal industriesaretransportedacrossl h a i | f@unlasthadbberdersand
throughairportsandseaports.Moneylaunderersandtraffickersusebanks,nonbankfinancial
institutions,andbusinesse® movethe proceed®f criminal enteprises. Unlicensedand
unregulatechawalabrokersserveMiddle Easterrtravelersby transferringmoneythroughtheir
own honorbasedchannelgatherthanformalfinancialinstruments.Unregulatedrhaiand
Chineseemittancesystemsarealsoprevalent.

KEY AML LAWS AND REGULATIONS

T h ai | AstiModeyLaunderingAct (AMLA) hasbeenamendedseveratimessinceits
initial passagén 1999,broadeninghe overallscopeof criminal liability andincreasingpowers
to conductinvestigationsandmakeseizure. Tax offensesterrorism,andproliferationof
weaponof massdestructiorare moneylaunderingpredicateoffenses. The Anti-Money
LaunderingOffice (AMLO) actsasthec o u n FIU.yitGssesponsibldor supervisiorof all
reportingentitiesandis thekey AML/CFT enforcemenagency.

AMLA includesKYC andSTRrequirements.The Act requiresfinancialinstitutionsto keep
customeidentificationandfinancialtransactiordatafor five yearsfrom terminationof
relationship. Theymustalsokeepduediligencerecordsfor tenyears. Penaltiedor violating
reportingrequirementganincludepotentialassetseizure. Sincetherevisionto AMLA in 2015
(AMLA No. 5), thelaw no longerrequiresAMLO to proveintentbeforeanassettanbeseized;
asimpleconnectionto narcoticsactivity allowsa seizure. AMLA No. 5 includesprovisions
intendedto reducethe barriersto assetsharingandrecoveryin casesn which repatriatingor
sharingforfeited proceedsvith a foreignjurisdictionis appropriate.

Thailard hasreportingrequirementgor the importandexportof currency,which vary
dependingnthetype of currencywhetherthe currencyis beingimportedor exportedandthe
sourceor destinatiorcountry. For Thai currency being imported into Thailandgrénis no
reporting requirementForeigncurrencyamountsexceedinghe equivalentof approximately
$15,000(450,000T hai baht)mustbe declaredo Customs. Approvalfrom the Bank of Thailand
is requiredin orderto takeThaicurrencyout of the countryin amountsexceedingapproximately
$1,700(50,000Thaibaht). Thethresholdis higherat approximately$61,500(2 million Thai
baht)for Thaicurrencydestinedor Cambodial.aos,Burma,Vietham,Malaysia,andCh i na 6 s
Yunnanprovince. For fund transferso commerciabanks,foreign (nonThai) currencycanbe
transferrednto Thailandwithout limit. However,the depositmustbetransferrednto an
authorizedbankandeitherbe exchangednto Thaibahtor heldin aforeigncurrencyaccount.

T h a i | Dagiatl ABsetBusinesDecreewhichtook effectin May 2018, regulateshe offering
of digital asset@andbringsthe operationof cryptocurrencyexchangeandintermediariesinder
the supervisiorof the Thai SecuritiesandExchangeCommission(SEC). The SEChasissued
draft regulationgegardingdigital assetdusines®perators.

ThailandhasanMLAT with the United States. Thailandactively sharesnformationwith
internationapartnersjncludingthe United Statesthroughthe EgmontGroupprocess.
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Thailandis a memberof the APG, a FATF-styleregionalbody. T h a i | naostréc@reMER is
availableat: http://www.apgml.org/documents/default.aspx?s=date&c=7&pcPage=8

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Thailandhasnumerousunlicensedunregulatednformal remittancesystems. TheAML A0 s
complianceregimeshouldbe appliedmorestrictly to theseMSBsto detertheir useasmoney
launderingvehicles.

ENFORCEMENT/ IMPLEMENTATION ISSUESAND COMMENTS

Operationally,Thaigovernmentuthoritiescontinueto utilize the AML regimeto focuson civil
assetseizureandforfeiture,aswell ascriminalenforcement.The AMLO is effectivein fighting
moneylaunderingandcanoperatan conjunctionwith, or indegendentlyfrom, otherlaw
enforcemenbodies. The AMLO hasexercisedts authorityto seizeassetsn a numberof
suspectedhumantrafficking cases.FromJanuaryto October2018,therewere131prosecutions
and105convictions. In 2017 therewere 141 prosecution@nd155convictions.

Thailandhassomedifficulty sharinginformationwith jurisdictionsthatrequireseparaté1OUs
outsideof the EgmontGroup.

Trinidad and Tobago

OVERVIEW

Trinidad and Tobagodés geographic |l ocation, ge
systems make it vulnerable to money laundering.

In November 2017, Trinidad and Tobago developed an action plan to address deficiencies noted
by international exgrts. Throughout 2018, Trinidad and Tobago has done much to improve its
AML regime.

Despite substantial and continuing efforts to reform the criminal justice system, a lengthy

judicial process can still mean years before criminal prosecutiomsesiwed. While the

number of persons charged with money laundereigted offenses continues to increase, there

has not yet been a staatbne conviction for money laundering. Continued legislative and

institutional reforms, including adequate resoarard implementation, are needed to ensure the
proper enforcement of Trinidad and Tobagods A

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

The countrybés cl ose pr ox-produdngcounties,\tepostianiagd a an
regional hub for commercial air and shipping, and its relative wealth increase the risk-of drug
related money laundering in Trinidad and Tobago. Along with proceeds from drug trafficking,
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fraud, forgery, and public corruption are among the most commonesooftaundered funds.
There are also indications that structuring, commingling of funds, and TBML are all used to
introduce illicit funds into the formal economy.

Al t hough public casinos and online gameng ar e
as casinos and move large amounts of cash, also exist throughout the country; oversight of these
casinos and other forms of gaming is patchwork and in need of comprehensive reform. Reports
suggest certain local religious organizations are involvedoiney laundering, and

comprehensive AML oversight of NPOs is still developing. Mentizesed financial

cooperatives, or credit unions, also present a risk for money laundering.

There are 16 FTZs in Trinidad and Tobago, which aim to attract both foredglo@al investors

to set up manufacturing, international trading, and services operations. A free zone enterprise
must be a company incorporated or registered in Trinidad and Tobago; all foreign companies are
required to register a business entity logcall

Trinidad and Tobago does not have an offshore banking sector, nor an economic citizenship
program.

KEY AML LAWS AND REGULATIONS

Trinidad and Tobago has comprehensive KYC and STR regulations, and requires enhanced due
diligence for PEPs.

Trindadand Tobagods Parliament passed | egislatior
and other agencies to cooperate with international partners on tax matters. The bill also broadens

the authority of the FIU and facilitates the prosecution of stdmae money laundering cases.

Parl i ament also approved amefldnoresmAcswhice Tr i ni d
created several new criminal offenses, including some related to the financing of terrorism.

Trinidad and Tobago aldormalized the creatmmin law of a National AntMoney Laundering

and CountefFinancing of Terrorism Committee to make recommendations and coordinate
implementation of AML/CFT policies.

Trinidad and Tobago is a member of the CFATF, a FATye regional body. Its most recent
MER is available at:http://www.fatfgafi.org/media/fatf/documents/reports/aisrb/cfatt4mer
trinidad-tobago.pdf

AML LEGAL, POLICY, AND REG ULATORY DEFICIENCIES

A number of pieces of legislation have been passed by the current government to reform the
criminal justice system, and further legislation and institutional reforms are at various stages of
development. If implemented properly, skeefforts should permit more timely money

laundering prosecutions in the future.

Fraud and corruption in government procurement rarely result in convictions. The failure to
prosecute financial crimes successfully or in a timely manner has a corropaet ion the
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integrity of public finances and may encourage others to engage in financial crimes. While
Trinidad and Tobagods Parliament approved ame
laws in 2017, those changes are not yet fully implemented.

Trinidad and Tobago is also continuing its efforts to address deficiencies related to the beneficial
ownership of corporate and other legal entities and to monitor NPOs properly.

Legislation to more comprehensively regulate gaming has also been pendm@®16, though
the current government has stated its intention to pass the law and implement it in 2019.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

As described above, Trinidad and Tobago has taken a number of steps to address its AML
deficiencies The country has an action plan to work toward improving areas such as
international cooperation, legal entity transparency and beneficial ownership, money laundering
prosecutions, and criminal asset tracing and confiscation.

A working group is in placé promote greater interagency cooperation with respect to the
investigation and prosecution of financial crimes. The primary law enforcement unit responsible
for conducting financial investigations has increased its staffing and created policiesitiagrio
certain investigations, including terrorism financing cases. While there has been a steady
increase in the number of persons charged with money laundering offenses, there has not been a
conviction to date.

Ensuring that Tr itivarefandeffats ate fullyiroptemen@®dandp o s i
adequately staffed andresouréeds cr i t i cal to Trinidad and Tob
comply with international standards regarding its AML legal and regulatory frameworks, as well

as its efforts to in@stigate and prosecute money laundering cases adequately and in a timely

manner.

Turkey

OVERVIEW

Tukey is an important regional financial center, particularly for Central Asia and the Caucasus,

the Middle East, and Eastern Eurojeur keyds rapid economic growth
combined with its commercial relationships and geographical proxtmiareas experiencing

political turbulence, such as Iraq, Syria, and Crimea, make Turkey vulnerable to money

laundering risks.It continues to be a major transit route for Southwest Asian opiates moving to
Europe. In addition to narcotics traffickingyther significant sources of laundered funds include
smuggling, invoice fraud, tax evasion, and to a lesser extent, counterfeit goods, forgery, highway
robbery, and kidnappingRecent conflicts on the southern border of Turkey have, to a small

extent, itreased the risks for additional sources of money laundehng018, Turkey

implemented new regulations on the registration and supervision of foreign exchange houses,
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passed a tax amnesty law, and the government underwent a restructuring, resogéving in
ministries.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Money laundering takes place in banks, ffieancial institutions, and the informal

economy. Money laundering methodologies in Turkey include the lacpgde crosborder
smugglingof currency; crossorder transfers involving both registered and unregistered
exchange houses and money transfer companies; bank transfers into and out of the country;
TBML; and the purchase of higlalue items such as real estate, gold, and luxury

automdiles. Turkey-based traffickers transfer money, weapons, and sometimes gold, via
couriers to pay narcotics suppliers in Pakistan or Afghaniskas.transfer of money typically
occurs through the nelpank financial system and bank transfdesinds are foen transferred to
accounts in Pakistan, the United Arab Emirates, and other Middle Eastern countries.

A tax amnesty law (No. 7143) passed by Parliament on May 11, 2018, allows repatriation of
foreign assets, such as money, gold, foreign exchange, securities, and other capital market
instruments.If declared to a financial institution by July 30, 2018 sthassets would not be
taxed. Assets declared between August 1 and November 30, 2018, are taxed at 2 péreent.
law expired on November 30, 2018.

Turkey eased the process for foreign investors to receive citizerishgeptember 2018, Turkey
lowered the requirements for citizenship to a $500,000 investment, real estate purchase of
$250,000, or the generation of jobs for at least 50 pedpie.government also opened offices in
Istanbul and Ankara to streamline the approval process for investors.

KEY AML LAWS AND REGULATIONS

The Financial Crimes I nvestigation Board ( MAS
prevention and detection of money laundering and terrorist financing offeik¥€sand STR

regulations cover a variety of entitiescluding banks; bank or credit card issuers; authorized

exchange houses; money lenders; financial services firms; precious metal exchange

intermediaries; and dealers and auction houses dealing with historical artifacts, antiques, and art.

In January 208, Turkey implemented Communique No. 2{Bl845, which establishes new
registration and supervision requirements for money service businesses, including foreign
exchange housegs:ollowing the July 2018 government reorganization, MASAK and the
Banking Reglatory and Supervision Agency fall under the Ministry of Treasury and Finance.

Turkey is a member of the FATHts most recent MER is available dtttp://www.fatf-
gafi.org/media/fatf/documents/reports/mer/MER%20Turkey%20full. pdf

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

While Communique No.2018 2/ 45 made i mprovements, weakness
regulatory framework and supervisory regimaich could enable illicit actors to misuse and
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exploit exchange houses and trading companies operating as unregistered money

transmittersTur keyo6s regul ated exchange house sector
challenges providing effectivaversight of the nearly 900 covered exchange

houses.Additionally, there are indications a large number of unregulated exchange houses and
trading companies provide money transfer and foreign exchange services ill&yzd|yite

hiring initiatives, MASAKremains understaffed.

PEPs are not subject to enhanced due diligence.
Turkeyods nonprofit sector is not audited on a
does not receive adequate AML outreach or guidance from the governhene is an

insufficient number of auditors to cover the more than 100,000 NPOs.

As a general rule, Turkey will consider implementing U.S. requests to freeze assets only if such
requests are made pursuant to the provisions of UNSCR 1373.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Turkeydés AML efforts, especially following t
combating the finances of what the government has designated¢ha$ol ed fAFet hul | a
Terror Organization. o

h
h

Al t hough Tu rekaedydydatoty &ameveotk ot addvessing money laundering has

i mproved, Turkeyo6s investigative power s, |l aw
are weak.Many of the necessary tools and expertise to effectively counter this threat through a
comprehensive approach are lackirgurther, interagency coordination on AML is poor, and
Turkeyodés financial and | aw enforcement agenci
to share actionable information with one anothEnere are casby-case examples that

demonstrate improvement.urkey also lacks the civil, regulatory, and supervisory tools needed

to supplement public prosecutions, further 1
money laundering.

Turkey has not kept adequate statistics on money laundering prosecutions and convictions since
20009. Therefore, Turkeyodés record of official
unclear. No data was available for 2018.

In March 2018, Turkgand the United States held the first AML/CFT Bilateral Exchange.

Ukraine

OVERVIEW
Corruption enables and exacerbates the significant money laundering problem in Ukraine. The

authorities have made some progress but need to strengthen AML legialadidocus more on
investigating and prosecuting cases involving Heglel officials. In 2018, Ukrainian authorities
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increased money laundering convictions and drafted new legislation to identify ultimate
beneficial owners (UBOSs).

Ineffective state irtgutions and criminal justice system allow criminal proceeds to go
undetected Although authorities are implementing measures to address the problem, law
enforcement agencies (LEAS) rarely target lasgale, corruptiomelated money laundering,
with theexception of cases associated with the former Yanukovych administration.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

The use of cash and Ukrained6s | arge infor mal
vulnerabilities. The primary soces of illicit proceeds include corruption; fraud; trafficking in

drugs, arms, and persons; organized crime; prostitution; cybercrime; and tax evasion. Money is
laundered through real estate, insurance, financial andimemcial institutions, shell

companies, and bulk cash smuggling schemes. Criminals use aliases to register as UBOs of
companies to comingle licit and illicit funds. Transnational organized crime syndicates use
Ukraine as a transit country for money and drugs. Transactions are raoigghtbffshore tax

havens to obscure ownership, evade taxes, or mask illicit profits.

Casinos and gaming enterprises are prohibited in Ukraine. Despite the prohibition, there is a
flourishing market of underground gaming (often disguised as natidtety@ffices, which are
legal). Poker was recently decriminalized. Since its purported annexation by Russia in 2014,
Crimea has been designated as a special gaming zone.

KEY AML LAWS AND REGULATIONS

Ukraineds 2015 A/NU/ICHTaylsaw u#88Jkr ai nebés AML re
regime, obligations of reporting entities, LEA roles, +issed approaches, due diligence for

PEPS, and procedures for determining UBOs. Authorities drafted a new2ll8 to amend

the AML/CFT lawto harmonize it with the Fourth EU AML Directive. TMnistry of Justice

(MQOJ) has the draft for comment.

In September 2018, the MOJ introduced stricter registration requirements for legal entities, sole
proprietors, ad public company formations, aimed at increasing monitoring of UBOs.

The Asset Recovery Management Agency (ARMA), established in 2017, is responsible for
tracing and managing assets derived from corruption and other crimes. It gives authorities the
necessary powers and tools, on paper, to locate, recover, and managelassARMA is not

yet fully functioning as designed.

Ukraine and the United States have a MLAT.

Ukraine is anemberof MONEYVAL, a FATF-styleregionalbody. Its mostrecent MER is
availableat: https://www.coe.int/en/web/moneyval/jurisdictions/ukraine

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES
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While money laundering investigations may be opened without a conviction for a predicate
offense, legal professionals velg assume such a conviction is essential before a money
laundering case can be taken to court.

Agents acting on behalf of other individuals are not obligated to report suspicious activities and
not liable for failing to report such activity. The lalgo allows for PEPs to be-tisted three
years after leaving public office, which is not consistent with international standards.

Efforts to establish bilateral mutual legal assistance agreements for asset seizure and forfeiture
remain hindered by casption, breaches of confidentiality, weaknesses in document seizure
procedures, and the absence of a system to prioritize requests. The authorities should take steps to
correct these deficiencies and to counter corruption.

ENFORCEMENT/IMPLEMENTATION ISSUES AND COMMENTS

Ukraineds AML/CFT Council approved a national
Authorities should more thoroughly examine the significant amounts of money flowing through

the banking system related to cybercrime and associateshtitional organized criminal

activities. It should examine how gaming is used to launder money and either enforce its

prohibition on gaming or regulate its gaming industry. Authorities also should investigate how

the informal sector and MVTS are usedransfer illicit proceeds. Ukraine should enact its draft

bill on international law enforcement cooperation.

Money laundering convictions increased in 2018. Money laundering is prosecuted under two
criminal codes, Article 209 (money laundering as@adrcriminal offense) and Article 306 (drug
related money laundering). From Janu8gptember 2018, there were 17 convictions under
Article 209. All 17 are now under appeal. Under Article 306, 105 cases were sent to court,
compared to 37 in 2017. Theseno additional data available on these cases.

Banking and securities regulators have made strides in ensuring the transparency of beneficial
ownership of banks and securities firms and in removing criminal elements from control. Other
supervisory autbrities often appear unable or unwilling to verify whether relevant reporting
entities are beneficially owned or controlled by criminal elements or their associates.

Ukraine should improve the implementation of its asset freezing, confiscation, aniferfei
provisions. It is unclear how often judges are using these provisions and how many final
forfeiture orders have been issued. In some cases, ARMA has seized assets that were already
being managed by a competing agency.

Shortcomings inpersonnel@ag i t y and resources hamper Ukrain
investigations. The State Financial Monitoring Service, the FIU, produces|hadity financial

intelligence; however, its work is hindered by an emereasing workload, antiquated IT

systems, low staffing levels, and low wages. The Specialized@ontiuption Prosecutor (SACP)

is pursuing senior members of the former Yanukovych regime and current senior PEPs for
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corruption and, to some extent, money laundering. More resources ard teeddeelop
financial investigation capacity in SACP, and in law enforcement generally.

United Arab Emirates

OVERVIEW

The United Arab Emirates (UAE) is a stable regional hub for transportation, trade, and financial
activity and has aggressively expanded its financial services business and FTZs. lllicit actors
exploit the UAEOG6s r el at i v atleyofgbhialdankshbexchangee ss en
houses, and global transportation links to undertake illicit financial activity.

The UAE government is enhancing its AML/CFT system and has demonstrated the capability to
take action against illicit financial actors. Howeviae UAE needs to continue increasing the
resources it devotes to investigating money laundering.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

The exponential growth of exchange houses, hawalas, and trading companies in the UAE,
coupledwiththdkJ AEG6s compl ex and uneven regulatory en
cash smuggling, TBML, and the transfer of funds for illicit activity. TBML occurs, including

through commodities used as countatuation in hawala transactions or throughimmgd

companies illegally operating as exchange houses. Such activity might support the financing of
weapons proliferation or sanctieagasion networks and terrorist groups in the region.

Unregulated hawalas remain a concern, especially becauselafg@eumber foreign workers

present in the UAE.

A portion of the money laundering activity in the UAE is likely related to proceeds from illegal
narcotics produced in Southwest Asia. Money laundering vulnerabilities in the UAE include the
real estate stor, the misuse of the international gold and diamond trade, and the use of couriers
to transfer illicit funds. Domestic public corruption contributes little, if anything, to money
laundering.

The UAE has an extensive offshore financial center, witRB5s, including two financial free
zones. There are over 5,000 multinational companies located in the FTZs and thousands more
individual trading companies. FTZs companies are considered offshore or foreign entities for
legal purposes. UAE law prohibitise establishment of shell companies and trusts; however, the
operation of unidentified, unregulated, or unsupervised financial entities in FTZs presents a
significant gap in regulatory oversight. There is significant opportunity for regulatory arbitrage
and avoidance of the controls and supervision put in place by the Central Bank of the UAE
(CBUAE) and the regulators of the two financi
ability to regulate financial activity in the myriad zones has traditiofeimpered the

effectiveness of the AntVioney Laundering Suspicious Cases Unit (AMLSCU), the FIU, in
monitoring STR reporting from covered entities in the zones.
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In the UAE, an Emirati citizen must act as a 51 percent shareholder in any commercialycompa

or business venture. Emiratis, to produce personal income, will sponsoiEamm@ti business

for an agreed upon monthly stipend. The Emirati will put his/her name on the business;

however, he/she often does not have any personal relationship evtbhgimess operator and

may not be aware of the function/activities of the business itself. This has the potential to lead to
the creation of sheldowoechmpabusess heaseshase mhBmMm

KEY AML LAWS AND REGULATIONS

AML law permits the CBUAE to freeze the assets of suspicious institutions or individuals, and it
has comprehensive KYC and STR regulations. Additionally, the UAE has enhanced due
diligence procedures for PEPs, both foreign and domestic. The UAE hasdsrexchange
mechanism in place with other governments, but not with the United States. As of late 2018, the
UAE and United States are negotiating an MLAT.

Federal Decree No. 20 of 2018, passed on October 30, 2018, will allow the government to
undertale national risk assessments and compliance inspections of domestic financial
institutions. Should any institutidse found in violation of the law, the new legislation provides
for administrative penalties.

The UAE is a member of the MENAFATF, a FABEyle regional body. Its most recent MER is
available at:http://www.menafatf.org/informaticrenter/menafatpublications/mutal-
evaluationreportunitedarabemirates

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Exchange houses and general trading companies should be more tightly regulated and
supervised, and the UAE should release annual numbers of AML prosecutions and convictions to
better gauge the effectiveness of its regime.

A thorough assessment of morlayndering risk by national authorities, and subsequent
outreach to the private sector, is needed.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

The UAE continues to enhance its AML program. In June 2018, the CBUAE banned seven
currency exchange hees from processing remittances, citing violations of money laundering
and other regulations. The UAE has enhanced the level of cooperation among equivalent
regulatory authorities.

While the UAE is showing progress in its ability to investigate suspentmey laundering, it
should increase the resources it devotes to this activity, both federally at the AMLSCU and by
law enforcement at the emirate level. Among the emirates, there is significant variation in the
level of cooperation on money launderisgues. In particular, Dubai provides significantly

more cooperation than Abu Dhabi.
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Several areas of AML implementation and enforcement require action, including proactively
developing money laundering cases and establishing appropriate asset fqsfeitecres.
Additionally, the enforcement of cash declaration regulations after the passage of new legislation
in 2018 is unclear. Officials should conduct more thorough inquiries into large amounts of cash
imported into the country and enforce outbodedlarations of cash and gold using existing
smuggling and AML laws. TBML also continues to deserve greater scrutiny.

United Kingdom

OVERVIEW

The UK plays a leading role in European and world finance. Money laundering presents a
significant riskto the UK because of the size, sophistication, and reputation of its financial

markets. UK law enforcement invests resources in tacklinglzaséd money laundering and

the drug tweaddé, mameyodhiagmder i ng thtebugh the f
professional services. The UK should follow through on plans to strengthen the capabilities of

its FIU, remove inconsistencies in the supervisory regime, and increase its international reach to
tackle money laundering. The UK should ensure therea@gaps in implementation or

enforcement that accrue when it departs the EU in 2019.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Much money laundering is ca$lased, particularly cash collection networks, international

controllers, and MSBs. rBfessional enablers in the legal and accountancy sector are used to

move and launder criminal proceeds. There have historically been intelligence gaps, in
particular i-@endél momenw tauodwheghng, where the |
accountsreal estate, or other investments rather than cash; this type of laundering is particularly
relevant to major frauds and serious foreign corruption. Law enforcement agencies have taken
increased steps in recent years to fill these gaps.

KEY AML LAWS AND REGULATIONS

Money |l aundering is criminalized, and the UK
laundering predicate crimes. The UK has a comprehensive AML regime and is an active

participant in multilateral efforts to coumtgansnational financial crimes. The UK adheres to

the EU Fourth AntiMoney Laundering Directive. The Sanctions and Amtiney Laundering

Act 2018, passed in May 2018, provides the | e
UK leaves the EU iMarch 2019.

The UK supervises both financial institutions and DNFBPs for AML compliance. There are 25
AML supervisors in the UK, ranging from public sector statutory organizations to professional
bodies. The UK has a mandatory reporting process fonggpes. In January 2018, the
government established the Office for Professional Body AML Supervision within the Financial
Conduct Authority to share best practices across the system and ensure profeesip AdL
supervisors provide effective superuisi
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The UK is a member of the FATF. Its most recent MER is availablbtgs://www.fatf
gafi.org/documents/documents/mutualevaluationofunitedkingdomofgreatbritainandnorthernirela
nd.html

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

The AML legal framework in the UK is particularly strong with only two areas in need of
significant improvement, including insufficient resources and the limited role for the UK FIU,
and measures related to correspondent banking.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

In 2017, there were 4,925 prosecutions and 3,474 convictionsoioey launderingelated
offensesn England and WalesMoney laundering was not the primary offense in all
cases.Scotland and Northern Ireland statistics for 2017 are not yet available. UK legislation
provides for norconvictionbased forfeiture asnather means of recovering criminal assets,
alongside convictioibased confiscation. Neconvictionbased asset recovery is most
commonly used when it is not possible to obtain a conviction, for example, if a defendant has
died or fled.

The UK maintains freely accessible public register of company beneficial ownership
information. Companies that do not provide information are subject to penalties. By 2020, the
UK will expand the scope of and access to the register in line with the EU Fifthangy
Laundering Directive.

In 2017, the UK passed the Criminal Finances Act (CFA), which makes it easier to seize
criminal sdé money from bank accounts; makes it
property, precious metals and stones, and casips;céind makes it possible to confiscate assets

from people guilty of gross human rights abuses. The CFA also introduces unexplained wealth
orders (UWOSs), which can require those suspected of having links to serious crime-and non
European Economic Area PER explain how they lawfully acquired their assets. The first

UWO was served within 14 days of the new powers being implemented on January 31, 2018. To
date, three UWOs have been issued.

On October 31, 2018, the UK established the National Econorm@e@entre (NECC) to plan,

task, and coordinate responses to economic crime across government agencies. The NECC will
work with the other bodies, i ncluding the Nat
capabilities, to develop the best possible urtdading of the threat and ensure intelligence

supported intervention and investigations. The NECC will draw on the support of operational
partners across law enforcement, the private sector, and internationally.

The UK has been a leader in multilaterslodissions and implementation of international asset

recovery efforts in regard to proceeds of Righel corruption, often in collaboration with the
United States.

191


http://www.fatf-gafi.org/documents/documents/mutualevaluationofunitedkingdomofgreatbritainandnorthernireland.html
http://www.fatf-gafi.org/documents/documents/mutualevaluationofunitedkingdomofgreatbritainandnorthernireland.html
http://www.fatf-gafi.org/documents/documents/mutualevaluationofunitedkingdomofgreatbritainandnorthernireland.html

INCSR 2019 Volume i Money Laundering

Uzbekistan

OVERVIEW

Uzbekistan has made consistent efforts to meet international standards through new legislation;
however, corruption and | aw enforcementos sus
effectiveness of this legislative base. Connected individuals camorent established AML

rules through private financial institutions, shell/mailbox companies, and bribery. Uzbekistan
increased prosecutions on financial c¢rimes; n
makes verifying the effectiveness of lanforcement in countering money laundering difficult.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Uzbekistan is a transit country for Afghan opiates, which enter Uzbekistan mainly over its
Afghan and Tajik borders. Corruption, narcotics trafficking, and smuggling generate the
majority of illicit proceeds. Weltonnected individuals launder money dstieally or move it
abroad using corruption, private banks, and the circumvention of regulations. Offshore shell
companies that conceal financial interests and proceeds remain a favored laundering method.
Uz beki st an 6-sleatancg dostscencegeaa lmtask market for smuggled goods. This
black market does not appear to be significantly funded by narcotics proceeds but could be used
to launder drugelated money. Aredominantly cash economy combined with significant
migration flows and the assated use of money transfer systems remain major money
laundering risks. The expected introduction of cryptocurrencies will require proper AML
regulation of such exchanges.

KEY AML LAWS AND REGULATIONS

Uzbekistan made progress toward meeting intesnatistandards by implementing the 2017
currency convertibility reform, the2d® 17 | aw
State AntiCorruption Program. The convertibility reform effectively eliminated the black

market exchange rate and reducedfficial markets and unofficial channels for remittances.

The Law on Combating Legalization of Proceeds Obtained through Crime and Financing of
Terrorism is Uzbekistands core AML Il egislatio
regulations, includindor legal persons. This law designates the FIU, under the Office of the
Prosecutor General (PGO), as the key governmental body responsible for AML enforcement. A
2016 amendment allows for asset freezes and suspension of transactions if transacBon partie
appear on a list of individuals/legal entities involved or suspected of involvement in proliferation
of weapons of mass destruction. It also names the FIU as the body responsible for maintaining
this list. In 2017, the FIU issued internal control pahaes for commercial banks and credit
institutions governing the suspension of transactions and freezing of funds or other assets and
introducing enhanced due diligence for domestic PEPs. In 2018, the President transformed the
FIU into the PGO Departmeonn Economic Crimes with a broader mandate, including

corruption and money laundering crimes.
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In 2018, the President created the Interagency Commission on Countering Money Laundering
and the Financing of Terrorism and Weapons of Mass Destruction intordgorove regional
cooperation.

Uzbekistan has bilateral agreements on AML assistaitbel5 countries and MOUs with
individual U.S. law enforcement agencies.

Uzbekistan is a member of tBAG, aFATFst yl e r egi onal body. Uzbek
MER is available at:

https://eurasiangroup.org/files/uploads/files/other _docs/ME/01.%20Mutual%20Evaluation%20R
epat%200n%20AMLCFT%28%202010.pdf

AML LEGAL, POLICY, AND REGULATORY DEFICIENCIES

Legal entities are not criminally liable for money laundering activity. Although government
officials are required to disclose income earned outside their public employment, these records
are not publicly available.

KYC rules cover insurance companigsurance brokers, securities market players, stock
exchange members, financial leasing companies, and postal service operators. The AML
legislation does not include measures to prevent criminals from assuming a controlling financial
interest in such eities.

ENFORCEMENT/ IMPLEMENTATION ISSUES AND COMMENTS

Uzbekistan has made progress in implementing recommendations and closing legislative and
enforcement gaps. The government has tasked all relevant agencies with conducting a national
money laundering risk assessment.

The FIU may face pressure to ceaseestigations when suspicious bank transactions are linked

to politically powerful interests. Thel U6s anal yti cal capacities ar
modern IT analysis tools and trainintp 2017, the FIU received over 2860 STRs but

initiated only 83 money launderirrglated criminal casedn the first six months of 2018, over

116,000 STRs resulted in only 48 money laundereigted criminal cases. There were 83

convictions for money laundering crimes in 2017, and 25 in the first sixhs@h 2018.

Despite the established MOUs with U.S. law enforcement, Uzbekistan largely abstained from
substantive cooperation with the U.S. government in enforcement and information exchange
relating to drug trafficking. The United States and Uzbekisto not have a bilateral MLAT,
although the government of Uzbekistan has requested negotiation of one. Uzbekistan is a
signatory to relevant multilateral law enforcement conventions that have provisions enabling law
enforcement cooperation with the Urdt States and other parties to the conventions. The PGO
and the U.S. Justice Department have assisted each other under this frameworhkarcotcs

cases.
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Venezuela
OVERVIEW
Conditions in Venezuela allow ample opportuni

to drug producing countries and its status as a drug transit country, combined with weak AML
supervision aneénforcementlack of political will under the Madurgovernment, limited

bilateral cooperatioran unstable economgnd endemic corruption make Venezuela vulnerable

to money | aundering and f i raadrceniroietmulg-tieriedne s . Ve
foreign exchange system and strict price conpodidenumerous opportunities for currency
manipulationand goods arbitrageThey also force many legitimate merchants to engage illicit

actors to obtain access to foreign currencies, which is tightly limited by the government, thereby
facilitating money laundering. A robust black market continues to function irptiteusborder

regions of Venezuela and Colombia.

On September 20, 2017, FINCEN issued an Advisory on Widespread Public Corruption in
Venezuela, which stated all Venezuelan government aggeand statewned enterprises appear
vulnerable to public corruption and money laundering, and it asked U.S. financial institutions to
prevent illicit proceeds tied to Venezuelan public corruption from moving through the U.S.
financial system. U.S. legactions against Venezuelan citizens and government offenals

their relativeshave exposed questionable financial activities related to money laundering.

VULNERABILITIES AND MONEY LAUNDERING METHODOLOGIES

Money laundering is widespread in Venezayehcluding through government currency

exchanges, the petroleum industry, and minerals, and to a lesser extent, through commercial
banks, gaming, real estate, agriculture, livestock, securities, and metals. TBML remains

common and profitable. One sutthdebased scheme, a variation of the black market peso
exchange, involves drug traffickers providing narcegeserated dollars from the United States

to commercial smugglers, travel agents, investors, and others in Colombia in exchange for
Colombian psos. In turn, those Colombian pesos are exchanged for Venezuelan bolivars at the
parall el exchange rate and used to repurchase
regime at much stronger official exchange rates. Additionally, media reporithet tihe

Maduro administration Venezuelan officials were involved in channeling hundreds of millions of
dollars from Venezuelan statevned oil companyetroleum of Venezuela S.A (PDVSA) into

U.S. and European banks. P DarySséurce af incommerande s t o
foreign currency.

KEY AML LAWS AND REGULATIONS

Revisions made in 2014 to the 2012 Organic Law against Organized Crime and Financing of
Terrorism were a positive step, but the law lacks important mechanisms to combat domestic

criminal organizations, such as the exclusion of the state and its compame$é scope of
investigations. Approxi mately 900 types of o
under the law. The Maduro government used the law as a tool to suppress political opposition

and intimidate itsbroadid e f i ned fAenemies. 0
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