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[The observations and analysis offered reflect the author’s best judgment as of late 2017.
The essay is intended to encourage more detailed research and deeper consideration.]

Abstract

The 2017 Atlantic hurricane season challenged critical infrastructure and key resources
across a wide area. Harvey, Irma, and Maria each exposed different aspects of how density,
dependencies, and distance impact expression of risk. Each event was dramatically different
in terms of context, inputs, and outputs. But taken together this real-world stress-test of
engineered systems, supply chains, and related networks offered helpful strategic insights.
Survivor-facing lifelines are complex adaptive systems that tend to resist command-and-
control, but are often predisposed to resilience, and can be influenced by effectively targeted
choices. The author outlines several key factors that decision-makers should monitor to
inform their choices.
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Introduction

On August 26, 2017, Hurricane Harvey came ashore at Rockport, Texas. The next week
Irma was pounding the Caribbean and targeting Florida. On September 20, Hurricane Maria
barreled across Puerto Rico. This quick succession of three hard-hitting storms exposed
several aspects of Supply Chain Resilience' (and non-resilience).

Supply Chain Resilience assumes that in advanced economies, considerable robustness and
adaptability exists in the depth and overlap of diverse networks of supply and demand,
such as those that characterize the eastern third of North America. Disruption - and even
destruction - of network elements can be mitigated by additional resources being quickly
attracted into the surviving network.”

There is, however, a risk of network fracturing and seriously delayed recovery if 1) multiple
dependencies within the system fail, disrupting the preexisting supply and demand network,
2) demand is separated from sources of supply by significant geographical distance®, and
3) population density is beyond the capacity of “replacement” supply networks to match
demand.

The consequences of Harvey, Irma, and Maria offer provocative evidence for both systemic
resilience and the risk of catastrophic failure. The lessons taught by H.I.M. extend from the
tactical to the doctrinal. This research highlights the following five structural issues that
have potential strategic value for preparedness and response to future extreme events.
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+ Force on Target

 Critical Infrastructure as target

«  “Super-Nodes” as target

+ Population behavior (and ability to track population behavior)
« Availability of trucks, truckers, and fuel

This analysis pays particular attention to outcomes in the Houston, Miami, and San Juan
metropolitan areas. Density of demand and multiple dependencies found in urban areas
tend to amplify the risk of catastrophic cascades, butin all three hurricanes, non-urban areas
were also seriously impacted. In Puerto Rico, the non-urban impacts have been especially
troublesome and long-lasting. In many cases, rural areas are increasingly dependent on
sourcing and distribution from urban areas. As a result, the five structural issues outlined
are fundamental to effective preparedness, response, and recovery in both urban and rural
contexts.

Houston: Rapid Recovery

The Houston Metropolitan Statistical Area has a population of 6.5 million with a density
of roughly 630 persons per square mile. Houston is embedded within a very dense socio-
technical-economic web. Proximity to the Dallas-Fort Worth Metropolitan Statistical Area
(240 miles) and the San Antonio MSA (200 miles) creates a diverse, resource-rich matrix. The
so-called Texas Triangle is a mega-region of 18 million people encompassing over 70 percent
of the state’s population and an even larger share of its economy.

Harvey made landfall roughly 190 miles southwest of Houston as a strong Category 4
Hurricane. While quickly downgraded to a tropical storm, Harvey stalled over Eastern Texas
for most of four days inundating the region with up to 64 inches of rain.

Over 80 Texans died. One month after the event more than 60,000 were still in temporary
housing. Early estimates of financial loss ranged between $50 billion and $150 billion.
However, there were also systems that showed remarkable resiliency. Below are three
important examples of this resiliency in key systems.

* The electrical grid and natural gas networks continued to operate at more than 90
percent of capacity during the event. Only six of 230 electrical substations serving metro
Houston were flooded.*

« Telecommunications services — including cellphone and internet connections — were
widely available. Only 3.8 percent of wireless cell sites serving Houston were non-
operational on August 31.°

+ The treatment and delivery of clean water to residents of metropolitan Houston
continued without significant interruption, despite serious disruption of major facilities.

Given the outsize character of this extreme event, the resilience of these critical
infrastructures is worth better understanding. Failure of any of these systems would have
amplified negative consequences. The failure of even one of these networks can often
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initiate a catastrophic cascade. Supply Chain Resilience especially examines the interplay of
densities, dependencies, and distance. Inside its urban loop, Houston's population density
exceeds 4700 persons per square mile. Roughly 25 percent of the nation’s refining capacity
is in the Houston area. These sorts of concentrations create complex dependencies and
interdependencies. The destruction and disruption in Houston caused by Harvey resonated
across several national—and even international—networks.”From Saturday afternoon,
August 26, to at least Wednesday afternoon, August 30, Houston’s surface transportation
network was so seriously disrupted as to be essentially impassable. For most goods -
including food, pharmaceuticals, medical goods, and fuel - the supply chain stopped on
Friday evening, August 25 and did not resume until Thursday, August 31. Yet by Saturday,
September 2 most grocery stores were re-stocked and hospitals, clinics, and pharmacies
had what they needed.

Consumer hoarding of gasoline complicated recovery of the fuel supply chain across East
Texas.® The production, transmission, and delivery of refined fuels continued to be seriously
disrupted for weeks. But given the controlled shut-down of most refining in the region and
the surge-in-demand associated with hoarding, even the fuel supply chain did better than
might reasonably be expected. All in all, given how hard Harvey hit, it is an extraordinary
demonstration of supply chain resilience. How did it happen? What can we learn? There
were substantive - and continuing - problems, including the following.

« Close to fifty percent of regional refining — over 20 percent of national capacity — was
shut down in advance of Harvey and was not yet fully operational when Maria hit Puerto
Rico.

« In the days following Harvey, regional demand for refined fuels increased by multiples
of 2 to 4 in many locations, presenting a significant challenge for fuel distribution and
delivery.

+ Theloss of network integrity involving Colonial Pipeline connections west of Lake Charles
seriously reduced the system’s capability to supply roughly 60 percent of the gasoline
consumed between Atlanta and Baltimore.

* The failure of pumping at the Beaumont city water system—serving more than 120,000
residents 80 miles east of Houston—demonstrated the potential of analogous system
failures.

« Most distribution centers, fulfillment centers, and warehouses were not flooded. But
many of the most important supply nodes were surrounded by flood waters making
distribution impossible for nearly one week.

« The surface transportation network in metropolitan Houston was under water in so
many different places that the system came to a standstill. But once the water drained,
most of the network was able to immediately return to full operations.

* Trucks and trailers were more available than drivers. More of each were needed. Spot
prices for trucking soared. There was a lack of outbound loads to match inbound loads.

Despite this litany of disruption, the supply chain problems caused by Harvey had transitory
or modest impacts on sources of supply; most supply nodes survived, and demand - while
temporarily separated from supply and sometimes relocated - remained close to the same
as before the event. In the case of oil refineries and the Beaumont water pumping stations,
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there were serious disruptions of current supply capability, but capacity survived, pending
repair and restart.

A simplified abstraction of the supply chain consists of demand nodes, supply nodes, and
links. In Houston, Harvey had a dramatic—but temporary—impact on links. Other supply
chain elements either remained functional or quickly restarted once the flooding drained.
Even in the case of the links— pipelines and road networks—the most serious disruptions
were limited to a matter of days, not weeks. Further, in contrast to many similar events,
freight movement was allowed to utilize the surface transportation network as it became
available, accelerating supply chain adaptability and recovery.’

Potential Strategic Implications of Harvey

1. Differentiating Capacity from Capability Matters. In assessing supply and demand networks,
it is helpful to differentiate between short-term disruptions of capability and longer-term
destruction of capacity. Capabilities can usually be replaced more quickly and flexibly
than capacity. Where more capacity persists, less investment is needed for surge and/
or replacement.

2. Which Part of a Network is Impacted Matters. In assessing supply and demand networks,
it is helpful to differentiate between effects to different elements of the supply chain,
including sourcing, making/processing, distribution, delivery, and consumption. The
farther “up” the chain the source of disruption or place of destruction, the more difficult
to recover capacity. The higher up the impediment, the more surge and/or replacement
investments are needed.

3. Highway Infrastructure Matters a Great Deal. Considering the consequences of Harvey
for Houston, what if the disruption of the surface transportation network had involved
much more destruction? What are the implications of Harvey-in-Houston for a major
seismic event in California, the Pacific Northwest, or mid-Mississippi Valley?

Miami: Very Close Call

With over six million people, the Miami-Ft. Lauderdale-West Palm Beach Metropolitan
Statistical Area is crowded into a roughly twenty-five-mile-wide strip between the ocean
and the Everglades. In the urbanized core of the area, population densities exceed 4400
persons per square mile. In Miami’s Brickell neighborhood, densities exceed 27,000 persons
per square mile. In contrast with Houston, the Miami MSA is less part of a matrix and much
more an appendage extending from sources of supply concentrated around Orlando (240
miles) and Atlanta (660 miles).

On Sunday, September 10 after striking the Florida Keys as a Category 4 hurricane, Irma had
a second landfall as a CAT-3 near Marco Island Florida, 100 miles west of Miami.

Over eighty people in Florida died of storm-related causes. One month after the storm,
damage estimates were in the $60 billion dollar range. Millions of people were evacuated. In
the Florida Keys, roughly 25 percent of homes were destroyed.
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Irma was an enormous and powerful storm that threatened to encompass the entire Florida
peninsula. Many meteorologists and insurance executives have commented that if Irma'’s
track had been even 20 miles farther east along the Gulf Coast, financial damages could
easily have tripled.”” As it happened, metro-Miami was spared a direct hit. Tampa did not
receive the catastrophic storm surge a slightly different track would have generated. Irma
wobbled erratically from west to east to west.

She was bad, but Irma’s track spared the densest concentrations of population and
infrastructure. Nonetheless destruction and disruption were widespread.

« On Monday night September 11, about 62 percent of Florida's electric customers, over
six million households, did not have electricity. This included every urban area in Florida
except Pensacola, and even there residents were fascinated to watch Irma’s winds push
the water out of Pensacola Bay."

+ OnTuesday morning September 12, 72 percent of cellular service in Collier County, home
of Naples, was non-operational, while 42 percent of cell towers in Miami-Dade were non-
operational. 7.2 million landlines across Florida were not functioning.?

* In Monroe County—the Florida Keys—it is estimated that 90 percent of homes sustained
serious damage; the electric distribution network needed to be rebuilt, while 89 of 108
cell towers were non-operational on Tuesday morning.””

Given the forecast, operators of critical infrastructure were ready. An estimated 20,000 utility
workers from across the nation were staged for the Florida rebuild. A nuclear power station
was powered down. Fuel stocks were well above seasonal averages before the storm.

Pre-event demand surge to support the evacuation and hurricane-hoarding seriously
challenged fuel and food supply chains for the entire period September 4-9. Further analysis
is needed, but on Labor Day Monday, September 4, consumers with the day-off seem to
have been inspired by dramatic images from Hurricane Harvey’s impact on Houston and the
foreboding forecast for Irma to begin a spike in demand earlier and larger than the supply
network expected.

Consumers arriving in stores on Tuesday found empty shelves and the hoarding response
was fully ignited. On Wednesday, September 5, there were widespread retail shortages of
food, fuel, batteries, and bottled water especially in metro-Miami and in Gulf Coast urban
centers as well.

There is some evidence that a Wednesday forecast for Irma to shift east eased demand on
the Gulf Coast and allowed supply chain operators - with significant effort and creativity -
to maintain minimally sufficient flows of supply into metro-Miami. Actual events proved this
forecast to be inaccurate.

On Sunday and Monday (September 10-11), Irma slowly careened north. Given Saturday’s
forecast map, many supply chain operators had moved their truck fleets around and north
of Jacksonwville, fully fueled and loaded to begin rolling south as early as Monday afternoon.
Instead Irma spent much of Monday depositing an event-total of 11 to 15 inches of rain
between Jacksonville and Fort Pierce. High winds also took out power all along the 1-95
corridor between Jacksonville and Miami. By Monday evening, supply chain operators were
concerned they would only be able to make one massive delivery into metro-Miami late on
Tuesday, but then - due to unavailability of fuel - would have to stop resupply until Thursday
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or Friday depending on when power-to-pump and fuel-in-the-ground was available.
Continuous resupply was considered crucial to preempt hoarding behavior, especially in
metro-Miami.

On Monday night and Tuesday morning (September 11-12), power was restored to many
truck stops and other locations along 1-95. Key fuel supply nodes at Port of Tampa and
Port Everglades were not seriously impacted by Irma. Both had significant reserves in their
terminals and were able to re-start truck-rack operations by Tuesday morning. Both ports
were re-opened by Tuesday afternoon and began off-loading new refined product into
the system. By late Tuesday, the availability of power and fuel supported surge operations
overnight and Wednesday. Most crucial supply chains were largely back to a semblance of
normality by Thursday. By Friday, September 15, traffic congestion was the most often-
referenced impediment to supply chain resilience.

Potential Strategic Implications of Irma

1. Force-on-Target Matters. Irma was huge and very powerful, but her actual trajectory
happened to avoid most key nodes for critical infrastructure and supplies. (Harvey was
an extraordinary event. But if flooding is kept below a certain velocity, the impact of
mass is not amplified by speed.)

2. Concentration of Supply Matters. If the fuel capacity at Port of Tampa and/or Port
Everglades had experienced long-term disruption or destruction, the post-Irma story
would be very different. Similar concentration of capacity exists in many supply
chains. Attention to protection, risk mitigation, and resilience of this kind of key node is
fundamental. Diversification and geographic distribution are very helpful. Identification
and qualification of the risk before a crisis will enhance response.

3. Population Behavior Matters, Hoarding was the single largest experienced threat to the
Florida supply chain. The surge in pull-signals nearly overwhelmed existing supply
capabilities and seriously complicated what was already a difficult transportation
environment. The largely successful evacuation of several metropolitan areas reduced
population risk effectively. It is worth considering whether the evacuation would have
been as successful if Harvey had not so recently demonstrated potential outcomes. Will
the next evacuation order benefit from what Floridians have seen transpire in Puerto
Rico?

San Juan: Very Hard Hit

The entire island of Puerto Rico is smaller than the Miami-Ft. Lauderdale-West Palm Beach
Metropolitan Statistical Area. The population of the U.S. Commonwealth is 3.4 million, with
about 2.3 million concentrated in the San Juan metropolitan area. The density of this urban
expanse is roughly 5,100 persons per square mile. Most of Puerto Rico’s supplies arrive into
the Port of San Juan from Port of Jacksonville, Florida (1,300 miles).

On September 20, Maria struck Puerto Rico as a high-end Category 5 hurricane. The storm
encompassed the entire island with sustained winds above 60 miles per hour and gusts of
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up to 118 miles per hour. In some areas, rainfall exceeded 35 inches in less than 48 hours.
The death toll remains uncertain.'

The electrical grid of Puerto Rico was fragile before Maria hit. Financial problems at the
electric power authority resulted in many years of delayed maintenance and other
debilitating issues. The storm seriously damaged the transmission network connecting
generation facilities in the south to the metro-San Juan area.”” In the three weeks following
the storm, no more than 16 percent of electrical customers were reconnected to the grid
and restoration one day could be followed by loss of power the next day. Lack of available
funds and credit seriously constrained pre-deployment of response and recovery assets.

Given the long-time fragility and unreliability of the Puerto Rican electric grid, an extensive
collection of private diesel and gasoline generators was in place. Many individual homes
and commercial establishments were prepared to supply basic electrical needs (e.g.
refrigeration, pumping, check-out) for several hours or up to a few days. Many hotels feature
complete power plants. But this back-up capacity depends on a refueling capability that did
not anticipate simultaneous island-wide demand. Even in early October 2017 it was widely
acknowledged that substantive grid restoration would require at least 100 days and much
longer for remote locations.®

In its September 21 Hurricane Maria Status Summary, the Federal Communications
Commission reported, “Overall, 95.2% of cell sites are out of service. All counties in Puerto
Rico have greater than 75% of their cell sites out of service. 48 out of the 78 counties in
Puerto Rico have 100% of their cell sites out of service.” Three weeks later the FCC reported,
“76.1% (down from 77.6% yesterday) of the cell sites are out of service. 14 (down from 15
yesterday) out of the 78 counties in Puerto Rico have 100% of their cell sites down.” The FCC
estimated that by October 12, roughly 60 percent of the Puerto Rican population had access
to wireless communications.”” Recovery of the wireless network was complicated both by
damage to towers and by the island-wide loss of the grid."®

In the immediate aftermath of Hurricane Maria, the transportation network in Puerto
Rico was seriously disrupted by debris in roadways, flooding, bridges lost, landslides, and
other impediments. In most of metro-San Juan one week later, most debris had been
cleared and the urban network was operational.”” But in mid-October the Commonwealth'’s
Department of Transportation identified 27 impassable primary or secondary roads and
550 transportation impediments, including 17 damaged major bridges, needing quick repair.
Outside the metro-San Juan area some of these impediments cut off neighborhoods and
communities from any delivery of supplies.

In late September, several tropical storms with heavy rains exacerbated damage to
infrastructure that Maria had already hit hard. Especially in the mountainous interior of
Puerto Rico, landslides and flooding undid road repairs and created new impediments to
surface transportation networks.°
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Figure 1: Major Road Impediments as of September 28 (FEMA and the New York Times). Red
line is the path of Hurricane Maria’s eye.

Significant disruption of these three key critical infrastructures - power, telecommunications,
and the transportation network - seriously complicated the resilience of Puerto Rico’s supply
and demand networks. The telecommunications network’s dependence on the grid made
it almost impossible for consumers to express demand effectively using credit or debit or
Electronic Benefit Transfer (EBT) cards.

Ninety-six percent of Puerto Ricans depend on the public water utility. The Puerto Rico
Aqueduct and Sewage Authority (PRASA) operates 246 wells and 126 water treatment
facilities.”’ In the first week following landfall, roughly 45 percent of customers had water
service restored largely because of either gravity feeds or existing back-up generation for
pumping. Boiling tap water for drinking purposes was sometimes needed but difficult given
the lack of electricity. By October 6, 55.5 percent of customers had water services restored.
This addition was facilitated by repairs and new backup generation. One month after the
September 20 landfall, 69.5 percent of customers were receiving water from the system (90
percent of San Juan-Metro area customers).

Because of the compromised quality of public water and the number of customers without
access to the water system, demand for bottled water surged in the weeks after Maria’s
impact. Prior to the storm, the bottled water market in Puerto Rico was mostly supplied by
local producers, especially Coca-Cola, Pepsico, and Cristalia. These local suppliers indicated
that demand had doubled.?? As of October 18, FEMA alone had delivered over 23.6 million
liters (6.2 million gallons) of bottled and bulk water sourced both on and off the island.**

Prior to Hurricane Maria there were 471 supermarkets in Puerto Rico, about one for every
7500 persons.”* In the first week after landfall, many grocery stores did not open. Lack of
electricity and absent employees were the principal concerns. As those stores with back-up
power reopened, lack of resupply became an increasing concern. Most food products arrive
at the Port of San Juan via ocean-going barge, originating at the Port of Jacksonwville, Florida.*
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Crowley, Tote, and Trailer Bridge are the principal shippers. As with the rest of the island,
dock operations depended on back-up power and several cranes sustained considerable
damage. But there was not significant storm surge. Containers already landed survived with
their products and dock operations restarted over the first weekend after the storm.

Significant foodstocks were available on the docks and continued to be received at or above
the typical flow. But during the first week after landfall, fewer trucks than usual arrived to
pull containers off the dock and distribute food or other products into the retail sector. By
the end of September, many grocery stores were severely low on food stocks and concerns
were rising regarding how people would be fed. On September 29, the Governor of Puerto
Rico announced, “[w]e have taken the initiative today to call all elements of the private sector
to tell them that they must move the containers, or we are going to buy them and move
them quickly and distribute them throughout Puerto Rico.” The government probably did
not have the legal authority or the functional capability to do this, but this rhetoric suggests
how even nine days after landfall, distribution/delivery capacity was not fully - or sufficiently
- operating.”

It now seems that trucking operations were delayed by several actions, none of which were
originally focused on truckers or trucking per se. All are in one way or another related to
retail supplies of gasoline and diesel fuel.

The widespread use of generators created a demand surge for fuel that exceeded the
capability of the fuel distribution network to deliver.?’ Prior to Maria's impact, the distribution
network had never needed to supply the full set of private generators simultaneously. Post-
event demand for diesel has been about 5 times pre-event.”® Even if every pre-existing fuel
tanker had been operating twenty-four hours a day, there was not sufficient capacity to
meet this unprecedented demand. Transportation impediments and other complications
also reduced existing delivery capabilities.

To better balance supply and demand of fuel, two measures were taken: 1) an official
nighttime curfew was put in place that disallowed most retail operations but was meant to
allow wholesale distribution?” and 2) many fuel retailers imposed an informal quota on the
purchase of fuel.

Unfortunately, the curfew was initially misunderstood as restricting all operations (and, in
any case, nighttime deliveries were discouraged by lack of lights). The quota system was
even more troublesome. These informal quotas were often set at $10-to-$15, which would
not fill most trucks. The quotas resulted in consumers constantly returning to refill their
cars and fuel containers for private generators, creating huge lines. Both the quotas and
the resulting lines discouraged - and arguably, did not allow - many truckers to refuel. A
significant number of truckers stayed home even after the ports had reopened and many
roads had been cleared. Otherwise they risked being stranded out-of-fuel.

Once the sales quota on fuel for vehicles was made illegal*® and the curfew was curtailed
and clarified, trucks began operating at levels comparable to before September 20. Between
September 30 and October 15, port operations steadily improved and were quickly at 80
percent of pre-event normal, as well as handling the increased through-put of arriving
FEMA supplies.®’ Once trucking operations substantively restarted - during the first week in
October - most aspects of the grocery supply network in Puerto Rico restarted. One month
after landfall 417 of 471 grocery outlets had reopened.
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Buta full month after landfall akey element of the demand network continued to be disrupted.
More than 40 percent of Puerto Ricans depend on an Electronic Benefits Transfer (EBT)
card to purchase most of the food they consume. The EBT card requires telecommunication
capabilities thatin most cases were not available in the immediate aftermath of Maria. Before
September 20 about 2500 retail locations processed the Nutritional Assistance Program EBT
card (also known as the Family Card or PAN card for Programa de Asistencia Nutricional).
On October 20, only 983 or 39 percent of these retailers were open and able to conduct
transactions with the PAN card. Outside the San Juan metropolitan area, the percentage of
retail outlets accepting the PAN card was even smaller.

Up to 1.3 million people had their ability to express demand for food reduced by sixty-
percent or more. Grocery stores that could not transact PAN payments lost that portion of
their usual cash-flow. Over the same period costs increased, especially costs associated with
maintaining generator power. Price freezes on several food products were legally imposed
September 3 in anticipation of Hurricane Irma and were continued.*” This combination of
reduced demand, increased costs, and the inability to increase prices put many grocery
stores at risk of failure.

Adding to this suppression of retail grocery resilience, the Commonwealth and Federal
governments launched an ambitious effort to supply all Puerto Ricans with relief supplies
of water and food. On October 19, FEMA indicated it had distributed “more than 600,000
meals a day..., more than 10 million liters of bottled water, and more than 3.6 million gallons
of potable bulk water.”** Given the inability of many PAN card holders to purchase groceries,
this is obviously life-saving work. But it also reflects a loss of cash-flow that otherwise would
have sped the recovery of the grocery sector in Puerto Rico (and probably competes for
shipping into Puerto Rico). By October 23, 93 percent of PAN beneficiaries were making
transactions with their EBT card.**

Between September 20, 2018 and February 1, 2018, FEMA and its mass care partners
distributed over 60 million meals in Puerto Rico. While an enormous and helpful gap-filling
service, this represented roughly four to six percent of total calories consumed. Survivors
of Maria continued to be fed - primarily - by the preexisting grocery supply chain operating
under profound operational and financial duress.*

Potential Strategic Implications of Maria

1. Preexisting network dependencies and interdependencies matter. Prior to Maria, the Puerto
Rican electrical grid was unreliable, as a result a large and widely-distributed set of private
electrical generation capability was already in place. The preexisting water system was
fragmented and inefficient; after the event, this negative arguably became a positive.
The interface between the port and on-island distribution hubs was complicated and
recovery was delayed by heretofore “hidden” network elements.

2. Distance and other impediments to the flow of re-supply matter. Perhaps the most
serious and longest-lasting challenge to many supply chains was reestablishment of a
predictable - and accurately demand-reflecting - flow of supply. The “pipeline” from
Port of Jacksonville to Port of San Juan surged, but given the wide array of disruptions,
this surge often reflected wild guesses related to actual demand causing a long-term
bullwhip effect across many supply chains.
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3. Persistence of pre-existing supply and demand networks matters. The grid was down.
Telecommunications was spotty or non-existent. It required several weeks for fuel
distribution to reach an equilibrium with demand, but - somehow - within two weeks
the grocery network was mostly operational. Especially important was the ability of
consumers to express demand - using both cash and non-cash financial signals. If this
had not happened, the crisis would have been significantly amplified.

Preliminary Impressions Related To
Systemic Outcomes

The complexity of Harvey, Irma, and Maria cannot be captured in ten pages. But this outline
may point to opportunities for more detailed study and analysis, especially related to the
network effects of supply and demand in these three crises. When the focus of attention
is narrowed to Houston, Miami, and San Juan, these were three very different events. But
substantial coherence can be found in how supply and demand networks behaved. This
analysis has produced three high-level - mostly unsurprising - take-aways.

1. Where and when the grid persists, resilience tends to abide. The greater the scope of
grid failure (both in terms of time and space), the greater the challenge to Supply Chain
Resilience.

2. Especially if there has been grid failure, the survival and continued operation of “super-
nodes” within supply networks becomes even more important (examples of super-nodes
include: water treatment and pumping facilities, fuel storage and distribution facilities,
docks and other especially large network junctions such as distribution centers).

3. Even when system capacity has survived an extreme event, the continued capability of
the road network, fuel network, trucks and truckers become especially important for
supply capacity to be meaningfully deployed into demand.

There are also some emerging lessons-learned related to how demand is expressed (or
the implications when demand cannot be effectively expressed). These outcomes are
more complicated than what can be captured in one or two sentences and are given more
attention below.

In considering systemic outcomes, it is worth noting that preexisting systems in Texas,
Florida, and Puerto Rico - all in densely populated areas featuring vast interdependencies
- are mostly not the product of systematic planning and design. These complex realities
emerge incrementally over-time, usually from the accumulation of individual decisions that
are, from a systems perspective, random. The interdependent “structures” described below
have, for the most part, not been carefully designed to achieve Supply Chain Resilience.
Rather, they have emerged through trial, error, and learning specific to time, place, and
thousands of sometimes contradictory purposes. Reflecting these preconditions, one set of
structures is differentiated from others and more or less resilient to particular threats. But
as a system this is much less the outcome of human intention than the flux of a complex
adaptive system interacting with its environment.*®
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Force on Target

The force that hit Houston was heavy but comparatively slow. Miami itself received a glancing
blow. What hit San Juan was heavy and fast. In each case, targets included the electrical grid,
telecommunications, road networks, and much more. Recognizing these force differentials
can be crucial to framing an appropriate response strategy.

In classical physics, force is equal to mass multiplied by acceleration. Measuring hurricanes -
and potentially other extreme events - by terajoules or by geographic scope (not quite mass,
but indicative) and speed (wind, seismic waves, blast effects, etc.) can offer a helpful way to
more clearly contrast events.?” When Harvey made landfall at Rockport it was measured
at 28 terajoules, then dramatically lost speed, becoming almost stationery over Houston
to Beaumont, and dropping 30 to 60 inches of rain. When Irma made landfall on the Gulf
Coast of Florida, it was measured at 100 terajoules, quickly lost considerable speed over
less populated central Florida, and kept moving north where it briefly dropped Harvey-like
rainfall totals on Northeast Florida. When Maria made landfall at Yabucoa, it was the strongest
hurricane to hit Puerto Rico since 1928. Sustained winds were measured at up to 155 miles
per hour; wind gusts of more than 110 miles per hour encompassed the entire island for
over thirty hours, and rain fell about one-inch per hour in many locations. Observations
were not as precise for Maria (National Weather Service radar was lost in the hurricane), but
a rough measure of up to 116 terajoules at landfall in Puerto Rico has been suggested.**

In each of these three extreme events, the force expended by the hurricane was very
significant at specific points in time and space. But only in one case did the event'’s full force
encompass essentially the entire network supporting a population of 3.4 million people.

For over three days, flooding in Houston largely eliminated the road network. Harvey's force
threatened similar disruption to the local water network, which just barely survived. But
electrical and telecom networks continued to operate and the extended regional - even
continental - networks for these critical infrastructures and most key supply chains were not
seriously impacted by Harvey. Once the flood waters drained, these surrounding networks
“flooded” Houston with resources, some desperately needed and others not so much.*

Miami may have been within 12-to-18 hours of not being resupplied in the aftermath of Irma.
But the capability gaps opened by grid and fuel disruption were filled in time by resources
comparatively close at hand. While Miami may be more a dense network appendage than
a connecting node, there are robust connections to truly dense nodes at Orlando and
Jacksonville and Atlanta.

The island of Puerto Rico is a very different target because it is a very different network.
Where Houston is deeply embedded in a network of networks, San Juan is the dense node
in a fairly thin and largely separate network. Miami is 236 miles by truck from Orlando;
San Juan is 1300 miles by sea from Jacksonville. Harvey and Irma seriously disrupted pieces
of very large interdependent networks. On Puerto Rico, Maria disrupted, and sometimes
destroyed, much of an isolated network. The distance of San Juan’'s network from similar
networks, combined with the density of population depending on the network, significantly
increased the risk of catastrophic consequences. Less than 50 miles separate the San Juan
docks from survivors in the mountains, but access was often treacherous.
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Figure 2: Spatial comparison of the three events

If the force of Hurricane Maria had hit similar targets in Houston or Miami or Tampa, certainly
the preconditions in each of these places would have produced different results. Itis also true
that Maria hit San Juan with roughly 4-times the energy as Harvey-at-Landfall. The differential
was even greater by the time Harvey was over Houston. Regardless of preconditions, when
this kind of force hits any dense urban area with its web of interdependencies, the outcomes
will be ugly.

Critical Infrastructure as Target

The US Department of Homeland Security identifies sixteen critical infrastructures.®’ In
thinking about Supply Chain Resilience, it can be helpful to differentiate between “content-
agnostic” infrastructures and “content-committed” supply chains. Both can be understood
as infrastructure - meaning underlying (sometimes hidden) structures on which achieving
purposes depends - but some infrastructure is committed to specific purposes while other
infrastructure facilitates multiple purposes.

Given this framework, electrical power, telecommunications, and road systems are content-
agnostic, facilitating the movement of many kinds of content. Water and fuel systems
are content-committed. The food network is content-committed but ecumenical. The
same functionalities that move food may also move bottled water and cleaning supplies
and, sometimes, bags of charcoal, paper products, baby diapers, and much more. The
pharmaceutical supply chain, in contrast, is much more parochial even when it is delivering
to a grocery store. Medical goods distributors are nearly as ecumenical as food supply chains.
More attention is given below to trucking (is it content-committed or content-agnostic?).

In all three extreme events, these networks were threatened. In the case of Harvey-in-
Houston, while the grid and telecommunications largely persisted, actual movement of
goods was temporarily halted by the road network being flooded. In Florida, power outages

Homeland Security Affairs, Volume 14 Article 7 (September 2018) WWW.HSAJ.ORG


WWW.HSAJ.ORG

Palin, Learning From H.I.M. 15

meant truck stops could not pump fuel, threatening supplies of bottled water and groceries,
but continued persistence of telecommunications allowed this problem to be identified,
prioritized, and solved in the nick of time.*

The quick recovery of supply chains in Houston was allowed by sufficient robustness -
resistance to change - embedded in the design and construction of the urban highway
network. The effective response in Florida was enabled by significant investment in the
robustness of the electrical transmission network.*” This prior investment in mitigation
allowed for more timely attention to specific distribution problems, such as reconnecting
power to truck-stops on I-95. In either case, would these networks have been as effective
resisting four-times the force-on-target? What about eight-times force-on-target?

In Puerto Rico, the electrical grid was not robust.* The long-term failure of the grid disrupted
fuel distribution, delayed full recovery of telecommunications, and complicated use of EBT
cards at grocery stores, among many more troubles. Without a reliable fuel network, pushing
supplies became much more difficult. Without the ability to use EBT (and other) cards,
demand-pullwas seriously muted and thereby reduced. But despite long-term problems with
content-agnostic infrastructures, even in Puerto Rico, content-committed infrastructures -
especially supply chains - were able to demonstrate considerable resilience. For example,
five weeks after Hurricane Maria's hard-hit on all of Puerto Rico, less than 30 percent of
the electrical grid had been restored and only 42 percent of cell sites were functional. But
80 percent of water customers were being served; over 80 percent of gas stations were
operating; 90 percent of grocery stores were open, and most were accepting EBT, debit and
credit cards for transactions.*

Given the failure of the Puerto Rican electrical grid, the resilience of the Puerto Rican water
system might surprise many water-system operators. But the design - perhaps more
accurately, the non-design - of the Puerto Rican water system is key to this advantage. Unlike
many urban systems, the Puerto Rican water network depends on many sources - 246 wells
and 126 water treatment facilities - nearly half of which allow for gravity distribution and
require sufficiently modest pumping operations that can be supplied by commercial off-
the-shelf back-up generation. The lack of a centralized source and the diversity of system
components continued to operate in the way many contemporary (and more efficient)
water-systems would not.

A tantalizing implication emerging from Harvey, Irma, and Maria is that content-agnostic
infrastructures especially benefit from robust engineered systems that minimize the
risk of disruption, while content-committed infrastructures benefit more from diversity,
adaptability, and - in a word - resilience. If this impression is confirmed with more rigorous
analysis, it could have significant impacts on mitigation measures and response strategy.*
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“Super-Nodes” as target

Over time large networks tend to be characterized by increasing concentration or what is
sometimes called network centrality. The greater a network’s centrality, typically the more
efficient the network’s flow. Li et al. note,

[iln modern society, lives depend more and more on infrastructure networks, such as the
power grid, Internet, transportation networks and the financial networks, and so forth.
The overall efficiency of these network systems is being increased, while the internal
connections and the dynamical characteristics within the networks are becoming more
close and complex. These behaviours make the networks more vulnerable and increase
the possibility of system crash.®

In the case of Harvey, Irma, and Maria it was possible to observe this vulnerability playing
out in real time and space. In both Houston and Miami, the risk of a cascading failure often
seemed imminent, yet was mostly avoided. In the case of San Juan, a cascading failure
was experienced. But even in San Juan - and in Miami and Houston - the persistence and
resilience of key “super-nodes” kept the human consequences from being much worse.

Under Harvey's sustained impact, at least three super-nodes in the Houston metropolitan
region experienced considerable duress. Nearly forty percent of Gulf Coast refining
capacity—or about twenty percent of national capacity—was shut-down in advance of the
hurricane. Even three weeks later, as Irma threatened Florida, only about half of this capacity
had been reclaimed.”

The ability to distribute refined product was also diminished when Colonial Pipeline
experienced a loss of network integrity because of the unprecedented flooding. According
to the Energy Information Administration,

Colonial connects 29 refineries and 267 distribution terminals and carries up to 2.5
million b/d of gasoline, diesel, and jet fuel from Houston to as far north as New York
Harbor. Colonial typically operates at or near full capacity, but as a result of Hurricane
Harvey and the decreased supply of petroleum products available to ship, Colonial
Pipeline briefly curtailed operations and shipped products intermittently before
resuming operations at reduced rates of flow on September 6.8

A 2012 study of Houston's infrastructure by the American Society of Civil Engineers gave
the water system a passing Grade of C for resilience. The ASCE authors noted, “[s]hould a
natural disaster occur, the current systems have made provisions after Hurricane lke to back
up water facilities with generators to maintain water supply to residents.”” Harvey, however,
was a disaster that exceeded any design target. According to several reports, at least one
of the principal water treatment facilities was “within hours” of shutting down and much of
its equipment was operating under water.*® In nearby Beaumont, the water system serving
120,000 persons lost both its primary and secondary pumping stations to flooding.”" After
about 48, hours the system was partially restored with extraordinary measures.*’

As Irma churned up Florida's Gulf Coast, many eyes were on the Port of Tampa and
especially the Kinder-Morgan Fuel Terminal and associated Central Florida Pipeline.>* This
is, essentially, a single point of failure for the fuel network serving the Tampa-Clearwater-
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St. Petersburg and Orlando metropolitan areas. Early weather forecasts suggested the
possibility of destructive storm surge. It did not happen. The Port of Tampa, including Kinder-
Morgan, experienced very little disruption. But some pointed out this was mostly just a
random case of “meteorological luck.”* It could easily have been much worse. In 2016 the
risk assessment firm Core Logic estimated that storm surge comparable to that produced by
Hurricane Katrina would flood over 450,000 homes and cause over $80 billion in damages
in Tampa alone.>® Irma did not hit this target with its greatest force. The fuel terminals at
Port Everglades north of Miami are as crucial to South Florida as Kinder-Morgan is to Central
Florida. Similar risks apply to both super-nodes.

Puerto Rico sources the vast majority of groceries, pharmaceuticals, medical goods, and fuel
products from off the island. Eighty-four percent of all in-bound shipments move through
the Port of San Juan.”® Maria moved across the island on September 20-21. The Coast Guard
reopened the Port of San Juan on Saturday, September 23.°” Supplies were being unloaded
that same day. Despite early worries otherwise, there has always been sufficient water, food,
and fuel in Puerto Rico to meet demand. It has not always been possible to distribute and
deliver supplies when and where needed, but the resources have been available. The quick
recovery of the Port of San Juan allowed for sustained replenishment of supplies. This is
despite loss of electricity and other severe complications resulting from Hurricane Maria. A
very tough story would have been even more difficult if the Port of San Juan had been lost.

There are other super-nodes related to each of these extreme events. The previous are only
a few examples of a suggested type, and in the case of H.I.M. are perceived as “near-misses.”

In each of these examples, loss of a super-node can have an amplified effect across several
networks by reducing the fundamental capacity of the system. To a greater or lesser degree,
recognizing a super-node acknowledges there are network junctions where otherwise distinct
content-movements are deeply interconnected. Nine weeks after Harvey hit Houston, fuel
prices in Puerto Rico were roughly 16 cents per gallon higher because of the slow recovery
of Gulf Coast refineries.”® Sustained loss of the Port of San Juan or the Port of Tampa or the
Port of Jacksonville would have had cascading effects across any supply chain depending
on fuel for distribution or delivery, which is to say all of them. In the case of the Port of San
Juan, the fundamental capacity to receive almost any product - food, pharmaceuticals, fuel
- would have been seriously reduced without recovery of the port. Replacement of this huge
share of capacity, at least for a system as densely populated as Puerto Rico, seems very
unlikely. The super-node either survives or the population does not.

Ted Lewis has observed,

[cJomplex networks evolve over time and tend to transform (re-wire) themselves,
evolving from random interconnections to structured interconnections that increase
the likelihood of cascade failures. In general, the transformation increases the overall
number of links (percolation), the number of links connecting a favored node (hub),
and the number of paths running through a favored node or link (betweeness). As a
consequence, the number of nodes impacted by a failure in one node is magnified by
percolation, hub size, and betweeness size. As these networks evolve, they increase
the self-organized criticality of the network itself, which increases its overall risk of
cascade failure - both the likelihood and size of the collapse in terms of affected
nodes and links.>®
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Harvey, Irma, and Maria each - in a different way - point to the value of pre-identifying these
crucial nodes and links.

Population Behavior

Contemporary supply chains depend on receiving accurate - and reasonably coherent -
expressions of demand. These are sometimes called “pull-signals” inasmuch as supply is
pulled toward the sources of demand. For most major U.S. retailers and their distributors,
demand is algorithmically monitored at the point-of-sale and orders reflect near real-time
shifts in inventory.

The prospect of extreme events - such as blizzards and hurricanes - generates historically
predictable permutations in pull-signals. In advance of hurricane season, extra stocks of
bottled water, batteries and other emergency supplies are pre-deployed to distribution
centers in anticipation of demand spikes. But as was seen in Houston, Miami, and San Juan,
at certain volumes a demand surge will always “break” the supply chain. This happens most
often when distribution capabilities are not able to match an initial wave of demand. When
consumers see empty shelves or other signals that suggest supply is uncertain, this often
prompts a category-bursting feeding frenzy. Actual shortage of supply is a much rarer event.

In the aftermath of Harvey, there was considerable gasoline hoarding in a wide area of East
Texas. Given the uncertainty associated with refineries coming back online, the behavior was
predictable. It was nonetheless troublesome and it deepened what was a slight diminution
of actual supply. Writing in Forbes, Michael Lynch explains,

[clonsumers fearing gasoline shortages rush to fill up their tanks. That, in turn, creates
gasoline lines and removes millions of barrels of gasoline from retail storage (gas
stations) to consumer storage (vehicle tanks). This can overwhelm the retail sector’s
ability to replenish inventories as well as cope with the surge in customers.®°

There are only so many fuel tankers and the miles between tank farms and gas stations
remain the same. A refueling route entirely sufficient for 1x demand will never be sufficient
for 2x or more. A huge spike in demand will cause individual retail locations to run-out
between deliveries and reinforce the sense of uncertainty that motivates the hoarding.®'

The dramatic events of Harvey-in-Houston clearly influenced the behavior of Floridians
when two weeks later Irma was forecast to hit even harder. The entire week prior to Irma’s
landfall was a battle of distributors trying (and mostly failing) to meet sharp increases in
demand for almost everything on a grocery shelf. Because of Labor Day Monday, demand
may have peaked earlier than usual, putting the supply chain behind from the beginning.
But the tsunami of demand was also the result of Irma'’s size and projected power. Only two
days before landfall there were entirely credible forecasts®’ that suggested an impending
statewide catastrophe. Some grocery distributors told their retail clients to “turn off
your computers,” otherwise inventory algorithms would anticipate the continuation of
indiscriminate hoarding behavior and overwhelm the network. Stores were told to place
manual orders for essentials.®

The increased demand for fuel in Florida was less a matter of uncertainty and hoarding than
the result of millions of Floridians simultaneously driving north to escape Irma. Similarly, in
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Puerto Rico there was a fundamental uptick in demand for diesel fuel. As noted above, the
fuel needed to energize the sudden and simultaneous use of private back-up generators
was probably 500 percent of pre-hurricane demand. This sort of sustained spike in demand
would overwhelm most supply chains, and certainly an isolated network serving an island.

Puerto Rico’s seeming demand-shift for food was less dramatic, yet if anything, more
treacherous. Need for food did not decline. But forty percent of the population could not
express demand when they could not use their PAN EBT cards. These pull-signals suddenly
disappeared along with dial tones and cell sites. What could the algorithms or store managers
(or emergency managers) do with this silence?

The contemporary supply chain has been organized to reflect population behavior. Sudden
changes in population behavior can complicate - even confuse - supply chains. In the case
of Harvey, Irma, and Maria, however, the dramatic shifts in pull-signals were all “predictable
surprises.”**

We know when, where, and how demand is expressed. We know how these expressions
pull supply. We know how demand is influenced by uncertainty. We can know (even if we
do not always know) how extreme events physically disrupt supply and demand networks.
We have an increasing understanding of how these disruptions influence population
perceptions. Depending on the operational context, we have several options for mitigating
the perception of uncertainty and overcoming the physical challenges to effective operation
of post-disaster supply and demand networks. In Harvey, Irma, and Maria, supply chain
owners and operators and others interested in supply chain resilience were often surprised
by population behavior. It is possible to be less surprised.

Availability of Trucks, Truckers, and Fuel

In each of these extreme events, the delivery of groceries, pharmaceuticals, medical supplies,
fuel, bottled water, and much more usually depended on someone driving a truck. This is
often referenced as the last-mile problem.

For Houston it was the problem of trucks from San Antonio (200 miles) and Dallas (240 miles)
being able to deliver. In the crucial 48 hours after Irma’s passing, the 350 miles between
Jacksonville and Miami was where lack of fuel almost stopped the Northern Fleet from
delivering into Southern Florida. For nearly a week after Maria, many were complaining that
truckers had not returned to work in Puerto Rico. But what some seemed to suggest was a
character problem, has since seemed more likely a problem with fuel, demand expression,
storage capacity, port-accessibility, and other impediments that could have been more
effectively addressed if recognized earlier in the process.

Resilience is often the outcome of self-organization and adaptability.®® Truckers and trucks
depend on engineered systems. Highways must survive and be passable. Re-fueling must be
possible. The operational requirements of these engineered systems require considerable
robustness - resistance to change. In earthquake country, highways should sway a bit. Fuel
pipelines should feature some flexible joints. But mostly, we want these infrastructures to
be conserved to facilitate the creativity of truck-drivers to find what has survived, where
there is (potentially unexpressed) demand, and how to get stuff from where it is to where it
is needed.®®
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If Houston, Miami, and San Juan are good case studies, truckers are premier agents of
resilience.

The closer a piece in the network gets to trucks and truckers, the more resilient it needs
to be to optimize their resilience. Truck stops - preexisting or post-hoc - are key to “re-
fueling” both trucks and truckers. In Florida the feeding and other biological requirements of
truckers were seriously complicated by over-crowding of truck-stops during the evacuation
and loss of power in the aftermath.

It is, however, possible to over-estimate the flexibility of truckers and trucks. This retrieves
the issue raised above related to content-agnostic or content-committed infrastructures. To
those outside looking in, trucks can seem content-agnostic (like the grid), the same trailer
can carry groceries or many pharmaceuticals or medical goods or waste paper or a wide
range of products.

But most trucks and trailers and their drivers spend most of their time content-committed. It
might be a different trailer, but the same truck and usually the same driver makes the same
recurring run to a certain set of delivery locations. This commitment enhances creativity in
case of disaster. Truckers know their local context well-enough to adapt to sudden changes.

But a freezer unit is bad for fresh produce. A flatbed is non-optimal for fresh seafood. A 53-
foot trailer is not well-suited for the narrow streets of Old San Juan. Not every truck has a
contract or security clearance to pick-up at the port. A dry van will never deliver bulk fuel. In
desperation, some in Puerto Rico were trying to convert trucks that vacuum out septic tanks
to deliver diesel fuel. This unlikely attempt at re-use may demonstrate both the adaptability
and the content-commitment of trucking. There is a predisposition to resilience, but trucking
is much more content-committed (like a water system) than content agnostic (like the grid).

The potential capacity for post-disaster response would be significantly enhanced if there
were a way for trucks to become more content-agnostic. There were lots of trucks available
in Puerto Rico the first week after Maria. But most of them do not call regularly at the Port
of San Juan, and most are not usually involved in delivering groceries or water and certainly
not relief goods. In any case, most of them could not get the fuel they needed to deliver
anything.

Given the essential role of trucks, truckers, and fuel to serving survivors of a catastrophic
event, how well are these network-players understood? Can some of these predictable
issues be engaged in advance? How can the resilience - adaptability and self-organization -
of these diverse agents-of-resilience best be enhanced?

Slouching toward Catastrophe?

Texas is not Florida, and neither of them are Puerto Rico. Harvey, Irma, and Maria were each
very different beasts. Yet all three were hurricanes. All impacted dense urban areas and
much less populated exurban stretches. There were several entirely comparable network
effects.

The Monday, August 28 front page of USA Today declared Harvey-in-Houston a catastrophe.
The same designation has been used for the Florida Keys and most - if not all - of Puerto
Rico. In each place the consequences continued to unfold weeks after the precipitating event.
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Is it meaningful to label each a catastrophe?

In Houston, local language tends toward “back to business.” In the Keys, “resilience” may
be a bit more common. In Puerto Rico, there are many references to “nueva normalidad”
(new normal). Do these point to meaningful distinctions? If so, do the comparable network
effects help explain the language differences? Which network connections, dependencies,
and interdependencies held? Which ones failed? Which network elements persisted despite
failures all around the and why?

When things fall apart, can we show how? When darkness drops again, can we better
understand how to reclaim the light? Can we help the center hold? And if the center implodes,
is there a better way to pick up the pieces?
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