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CONTINUED OVERSIGHT
OF U.S. GOVERNMENT
SURVEILLANCE AUTHORITIES

WEDNESDAY, DECEMBER 11, 2013

UNITED STATES SENATE
COMMITTEE ON THE JUDICIARY
Washington, DC.

The Committee met, pursuant to notice, at 2:02 p.m., in Room
SD-226, Dirksen Senate Office Building, Hon. Patrick J. Leahy,
Chairman of the Committee, presiding.

Present: Senators Leahy, Whitehouse, Klobuchar, Franken,
Blumenthal, and Grassley.

OPENING STATEMENT OF HON. PATRICK J. LEAHY,
A U.S. SENATOR FROM THE STATE OF VERMONT

Chairman LEAHY. Okay. We can get started because I know with
all the other things going on on the Hill, it is going to be a tad busy
today. But I appreciate General Alexander, Mr. Cole, and Mr. Litt
being here.

We are going to be renewing our examination of Government sur-
veillance activities, and it seems every time we have these, there
has been a series of new revelations. The latest disclosures raise
some significant questions about the scope and wisdom of our sur-
veillance activities both at home and abroad. So it is clear that we
have a lot more oversight work to do.

In the last week, there have been press reports that the NSA is
collecting billions of records a day of cell phone locations around
the world and can track individuals and map their relationships.
There have also been reports that the NSA is monitoring online
video games, which just in the press reports raises a question:
Because we can do something, does it really make sense to do it?

Especially last month, the administration released a set of docu-
ments revealing details about yet another massive dragnet collec-
tion program in addition to the phone records program. And this
time the NSA was gathering in bulk an enormous amount of Inter-
net metadata under the pen register and trap and trace device au-
thority in FISA. Now, I would just note that, just like Section 215,
there is nothing in the pen register statute that expressly author-
izes the dragnet collection of data on this scale.

Although the Internet metadata collection program we are told
is not currently operational, it resulted in a series of major compli-
ance problems—just like the Section 215 program. According to the
FISA Court, the NSA exceeded the scope of authorized acquisition
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not just once or twice, but “continuously” during many of the years
the program was in operation. Again, another reason why we
should have a lot more oversight and a lot more open oversight
than we do have.

The problems were so severe that the FISA Court ultimately sus-
pended the program entirely for a period of time before approving
its renewal. But once renewed, the Government asserted that this
bulk collection was an important foreign intelligence tool—which is
the claim it makes now about the Section 215 phone records. But
then in 2011 the Government ended this “valuable tool,” as they
called it, this Internet metadata program because, as Director
Clapper explained, it was no longer meeting “operational expecta-
tions.”

It is important to note that the administration does not believe
that there is any legal impediment to re-starting this bulk Internet
data collection program if it—or a future administration—wanted
to do so. The legal justification for this Internet metadata collection
is troubling. As with the Section 215 program, the Internet
metadata program was based on a “relevance” standard. And as
with the Section 215 program, there is no adequate limiting prin-
ciple to this legal rationale. The American people have been told
that all of their phone records are relevant to counterterrorism in-
vestigations. Now they are told that all Internet metadata is also
relevant and apparently fair game for the NSA to collect.

In any country, this legal interpretation would be extraordinary.
It goes beyond extraordinary in the United States. And it is going
to have serious privacy and business implications in the future,
particularly as new communications and data technologies are de-
veloped.

So it should come as no surprise that the American technology
industry is greatly concerned about these issues. I have heard from
a number of companies who worry that their global competitiveness
has been weakened and undermined. They say that American busi-
nesses stand to lose tens of billions of dollars in the coming years,
and we need to make substantial reforms to our surveillance laws
to rebuild confidence in the U.S. technology industry. This con-
fidence can be thrown away very easily, and it is more difficult to
get it back.

Earlier this week, eight major technology companies—including
Microsoft, Google, Apple, Facebook, and Yahoo—released a set of
five principles for surveillance reform. Citing the “urgent need to
reform Government surveillance practices worldwide,” the compa-
nies call for greater oversight and transparency, but they also ad-
vocate for limits that would require the Government to rely on tar-
geted searches about specific individuals rather than the bulk col-
lection of Internet communications from all of us.

I have introduced the USA FREEDOM Act with Senator Lee
here in the Senate, and our bill takes many of these steps. So I ap-
preciate the support we have received from the technology indus-
try, and I look forward to hearing their perspective on the second
panel.

Without objection, I will place in the record the open letter and
reform principles from the technology companies, an earlier letter
from technology companies applauding the USA FREEDOM Act,
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and a supportive letter from a coalition of civil society organiza-
tions, companies, trade associations and investors. And without ob-
jection, they will be part of the record.

[The letters appear as submissions for the record.]

Chairman LEAHY. Support from the technology industry is rep-
resentative of the broad-based, bipartisan support for our legisla-
tion. Organizations across the spectrum have endorsed the bill,
from the ACLU to the NRA. I want to thank Senator Lee, Senator
Durlﬁin, Senator Blumenthal, and Senator Hirono for their cospon-
sorship.

This is bipartisan, it is also bicameral legislation. It is a common-
sense bill that makes real and necessary reforms. So I want input
on the legislation, and I look forward to working on this in the
coming months. I do want to thank our witnesses for being here
today, especially after we had the unexpected cancellation in No-
vember.

[The prepared statement of Chairman Leahy appears as a sub-
mission for the record.]

Senator Grassley, I know you have half a dozen conflicts on your
schedule. I thank you for being here.

OPENING STATEMENT OF HON. CHUCK GRASSLEY,
A U.S. SENATOR FROM THE STATE OF IOWA

Senator GRASSLEY. Thank you. Of course, this is a very impor-
tant hearing, and you are doing the right thing by having the hear-
ing because this is a subject of ongoing media attention and a lot
of constituent interest.

We last held a hearing in early October. Since then, reports have
continued to surface in the media about possible overreach on the
part of Government. Some of the reports may be more accurate
than others, but I continue to believe that many of them call into
serious question whether the law and other safeguards currently in
place strike the right balance between protecting our civil liberties
and our national security. And that balance is a very important
balance, but it is a balance that, for personal liberty as well as na-
tional security, both have constitutional implications. You cannot
forget one or the other.

This is especially so concerning the public revelation that under
Section 215 of the PATRIOT Act, the Government is collecting
Americans’ phone metadata in bulk.

Why are many Americans so concerned? Well, it is not hard to
find an example of what can happen to Americans’ personal infor-
mation when the Government overreaches, mismanages, and fails
the American people.

It has been 2 months since the administration tried to bring the
Obamacare website online, and the American people are suffering
under that issue. Many are finding they cannot keep the insurance
plans they liked. Their premiums are rising, and uncertainty is
gr(ilwilgg about which parts of the law the President will decide to
uphold.

But in just these few months, we have already seen reports of
incidents where Obamacare has not adequately protected Ameri-
cans’ personal data. In one reported instance in Minnesota, an in-
surance broker was accidentally provided the personal information
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of 2,400 people. Moreover, there are many unanswered questions
about the website’s ability to protect privacy going forward.

Now, I expect—in fact, I understand that the standards of the
dedicated professionals in our intelligence community do not com-
pare to those of the contractors who failed to set up the website
that I have referred to. But it is easy to see why many Americans
tend to be skeptical then that the Government can adequately
maintain their privacy when it collects vast amounts of informa-
tion.

The President’s disengagement on these important matters does
not help. He claims he was unaware of the problems with the
Obamacare website before it was launched. Now reports say he was
unaware of the reported surveillance of many world leaders.

As I did back in October, I call on the President to lead. Many
of these programs are critical to our national security. The Presi-
dent needs to contribute to the national debate by publicly explain-
ing and defending them. For instance, a visit to Fort Meade would
help the morale a great deal.

It is good that there are numerous reform proposals that this
Committee will have the opportunity to consider going forward. I
am convinced there is a role for greater transparency, oversight,
and accountability in the FISA process. The public trust in our in-
telligence community must be rebuilt. And, of course, we must en-
sure that intelligence authorities are exercised in a manner con-
sistent with our laws and the Constitution.

These proposals should be subject to the same rigorous and crit-
ical examination to which we are subjecting the surveillance pro-
grams themselves.

These proposals should address the specific concerns that have
been brought to light, not relitigate old and irrelevant legislative
battles.

These proposals should not provide a terrorist abroad with rights
similar to those of a U.S. citizen here at home.

These proposals should not make it more burdensome for au-
thorities to investigate a terrorist than it is to investigate a com-
mon criminal.

And these proposals should not return us to a pre-September
11th posture. Then we did not adequately weigh the dedication, in-
telligence, and lethality of our foreign enemies, who are undoubt-
edly watching the debate very closely.

The balance between protecting individual liberties and our na-
tional security is a delicate one, and reasonable people can disagree
about precisely where that balance must be struck, and that is our
responsibility here in the Congress of the United States.

Our witnesses on both panels today represent a wide range of
views, and I look forward to hearing their point of view. And before
you start, Mr. Chairman, I would like to explain further something
you brought up that I had a conflict. At 2:30, Secretaries Kerry and
Lew are briefing Senators about the classified details of the con-
troversial nuclear agreement the Obama administration has made
with Iran. I am skeptical of that agreement, but I have a responsi-
bility to learn more about it. But I have to weigh going to that
hearing to be here because I also, as leader of the Republicans,
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know the importance of FISA and whatever work is done there for
our national security as well.

The Chairman did accommodate us to some extent by moving
this ahead by a half-hour. I am going to stay beyond that half-hour
anyway to ask questions, at least of the first panel. I had asked the
meeting to be rescheduled, and it is the Chairman’s prerogative to
lead this Committee as he sees the necessity to do it. But I think
it is too bad that this could not be worked out so that Senators
could attend both of these matters together.

Thank you, Mr. Chairman.

Chairman LEAHY. Well, thank you, and I wish I could be at the
other hearing, too, but we have had to reschedule this once al-
ready, and everybody has agreed to be here today, and I did not
think it was fair to our witnesses to reschedule again. Besides, a
lot of these classified briefings, like the one you just referred to, I
have had to miss in the past because of conflicts, but I find I can
usually read almost all of what was said there in the paper the
next day anyway, usually in more detail.

Senator GRASSLEY. I agree with you on that point. But also it
kind of makes a mockery of what they call “secured.”

Chairman LEAHY. Well, it depends upon whose ox is being gored,
I guess. It is more of a question of who can get it out quickest. I
do recall one of these very highly classified matters that we had,
and the very first thing that came up marked top secret was a pho-
tograph of the cover of one of that week’s news magazines, and it
went downhill from there.

Our first witness is General Keith Alexander, Director of the Na-
tional Security Agency and head of U.S. Cyber Command. He
began his service at the U.S. Military Academy at West Point, pre-
viously served as the commanding general of the U.S. Army Intel-
ligence and Security Command, and Director of Intelligence, U.S.
Central Command. And, of course, one, General, I thank you for
being here. Your full statement will be made part of the record, but
in the time you have, please feel free to hit any points you want
or summarize in any way you would like.

STATEMENT OF HON. KEITH B. ALEXANDER, DIRECTOR,
NATIONAL SECURITY AGENCY, FORT MEADE, MARYLAND

General ALEXANDER. Chairman, thank you, and I will keep my
opening remarks short, but I would like to hit a few key things.

First, NSA is a foreign intelligence agency. Those action tools
that we do are to connect what we know about foreign intelligence
to what is going on here in the United States. We need tools to
bring that together. I want to talk briefly about some of those tools.

Some of those tools, like Section 215, in my opinion and I think
in the Court’s, our community, were authorized by Congress. They
are legal, they are necessary, and they have been effective.

From my perspective, the threats are growing. When we look at
what is going on in Iraq today, what is going on in Syria, the
amount of people killed from 1 September to 3 December is over
5,000 from terrorist-related acts in Iraq, Syria, and several other
countries around the world.

In Iraq alone, in 2012 the total number killed were 2,400. From
1 September to 3 December, that has risen to 2,200-plus in a 3-
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month period. It is on the verge of a sectarian conflict. The crisis
in the Middle East is growing, and the threat to us from terrorist
activities, their safe havens, and those being radicalized are grow-
ing.

What we found out in 9/11—and I go back, Senator Grassley, to
your comments—we cannot go back to a pre-9/11 moment. Sir, I ab-
solutely agree with that. So we have to find out what is the right
way for our Nation to defend ourselves and our allies and protect
civil liberties and privacy. I think the way we are doing Section 215
is actually a good model, not just for our country but for the rest
of the world. It has the courts, Congress, and the administration
all involved.

Why do I say that? The reason is if you look at all the informa-
tion that is out there, the billions and billions of books of informa-
tion that are out there, there is no viable way to go through that
information if you do not use metadata. In this case, metadata is
a way of knowing where those books are in the library and a way
of focusing our collection, the same that our allies do, to look at
where are the bad books.

From our perspective, from the National Security Agency’s per-
spective, what we do is get great insights into the bad actors over-
seas. Armed with that information, we can take the information,
the to-from—and what I did is I put that on a little card. It says
the from number, the to number, the date, time group of the call,
and the duration. That is the elements of information we use in the
215. There is no content. There are no names, no email addresses.

From my perspective, that is the least intrusive way that we can
do this. If we could come up with a better way, we ought to put
it on the table and argue our way through it.

The issue that I see right now is there is not a better way. What
we have come up with is can we change one.

But, Senator Grassley, you brought out a great point: 9/11, we
could not connect the dots because we did not have this capability
to say someone outside the United States is trying to talk to some-
one inside the United States.

Chairman LEAHY. We also had people in the administration that
refused to listen to FBI agents who had picked up on what was
happening here in the United States when they were told it was
not important, even though anybody with a brain in their head
would have known it was. But go ahead. I understand your point.
And let us stick to the facts. We are not talking about a library.
I had my first library card when I was 4 years old. I understand
libraries. Let us talk about the NSA.

General ALEXANDER. Well, I think the important part for us, Mr.
Chairman, is: How do you bring information that you know from
outside the country to that which we have inside? How do you con-
nect the dots? And that is the issue with the metadata program.
There is no other way that we know of to connect the dots.

And so that gets us back to, do we not do that at all. Given that
the threat is growing, I believe that is, an unacceptable risk to our
country. So what we have to do is can we do more on the oversight
and compliance? And there are things that are being looked at. But
taking these programs off the table from my perspective is abso-
lutely not the thing to do.
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I do agree with this discussion with industry, as well, that you
brought up, Chairman. Industry ought to be a player in here. They
have been hurt by this, and I think unfairly hurt. We ought to put
this on the table from two perspectives. Industry has some tech-
nical capabilities that may be better than what we have. If they
have ideas of what we could do better to protect this Nation and
our civil liberties and privacy, we should put it on the table. And
I think we should have a way of bringing Government and industry
together for the good of the Nation, and we ought to take those
steps.

So, Mr. Chairman, I just want to end with this statement: We
are a foreign intelligence agency. Our job is to figure out what is
going on outside the United States and to provide that level of in-
formation to the FBI and others who are operating inside the
United States. To date, we have not been able to come up with a
better way of doing it.

I am not wed, I do not think anybody at NSA or the administra-
tion is wed to a specific program, but we do need something to help
connect the dots, something that could help defend this country.
And I think these programs have been effective.

That is all I have, Mr. Chairman.

Mr. CoLE. Thank you, Chairman Leahy, Ranking Member Grass-
ley——

Chairman LEAHY. I should have done an introduction. I apolo-
gize.

Mr. COLE. Quite all right.

Chairman LEAHY. James Cole first joined the Department of Jus-
tice in 1979, served for 13 years in the Criminal Division. He later
became Deputy Chief of the Division’s Public Integrity Section. Be-
fore entering private practice, he was sworn in as the Deputy At-
torney General on January 3, 2011.

Please go ahead, Mr. Cole.

STATEMENT OF HON. JAMES M. COLE, DEPUTY ATTORNEY
GENERAL, U.S. DEPARTMENT OF JUSTICE, WASHINGTON, DC

Mr. CoLE. Thank you, Chairman Leahy, Ranking Member Grass-
ley, and distinguished Members of the Committee, for inviting us
here to talk about the Foreign Intelligence Surveillance Act. I am
going to focus my opening remarks just on the 215 program.

As has been mentioned, it involves the collection of metadata
from telephone calls, including the number that was dialed, the
date, and the time of the call and the length of the call. It does not
include the content of any phone calls, any names, addresses, or fi-
nancial information of any party to the call. And under 215 it does
not include any cell site location information.

The Government can search this data only if it has a reasonable,
articulable suspicion that the phone number being searched is as-
sociated with certain terrorist organizations. Only a small number
of analysts can make that determination, and that determination
must be documented so it can be reviewed by a supervisor and
later reviewed for compliance purposes. And only a small portion
of these records actually end up being searched.

This program is conducted pursuant to authorization by the
FISA Court. Since the Court originally authorized this program
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back in 2006, it has been reapproved on 35 separate occasions by
15 individual Article III judges on the FISA Court.

Oversight of the 215 program involves all three branches of Gov-
ernment. Within the executive branch, numerous entities in NSA,
the Department of Justice, and the Office of the Director of Na-
tional Intelligence are involved in assessing compliance. We report
any compliance incidents to the FISA Court immediately. With re-
spect to Congress, we have reported any significant compliance
problems, such as those uncovered in 2009, to the Intelligence and
Judiciary Committees of both Houses. Documents related to those
2009 problems have since been declassified and have been released
by the DNI.

Over the past several months, we have also gone to great lengths
to better explain publicly why the program is lawful. Under Section
215, there must be reasonable grounds to believe that the records
that are collected are relevant to an authorized investigation to
protect against international terrorism.

As both the FISA Court’s opinions and our own 22-page white
paper explain, “relevant” is a very broad term. In its ordinary
sense, information is relevant to an investigation if it bears upon
or is pertinent to that investigation. Courts have held that large re-
positories of information can satisfy a relevance standard where
the search of the whole repository is necessary in order to identify
the critical documents. This 1s precisely the rationale that
underlies the 215 collection program, and it was recognized by the
FISA Court.

The Court found that the entire collection of bulk metadata is
relevant to an authorized international terrorism investigation be-
cause it is necessary, a necessary part of the process to allow NSA
to identify phone calls between terrorists and other persons.

As Judge Eagan’s recent opinion reauthorizing the program rec-
ognized, and I quote, “Because the subset of terrorist communica-
tions is ultimately contained within the whole of the metadata pro-
duced but can only be found after the production is aggregated and
then queried using identifiers determined to be associated with the
identified international terrorist organizations, the whole produc-
tion is relevant to the ongoing investigation out of necessity.”

In addition to complying with 215, NSA’s program must also
comply with the Fourth Amendment of the Constitution. Here the
Supreme Court’s decision in Smith v. Maryland is directly on point.

In Smith, the Court held that telephone users who convey infor-
mation to phone companies for the purpose of routing their calls
have no reasonable expectation of privacy in that information.

Now, the Smith case was a number of years ago, and some have
questioned the applicability of it because it did not concern a situa-
tion where the Government collected and retained the bulk
metadata and aggregated it all in one place. However, a recent
opinion of the FISA Court addressed this specific issue, and it
noted, “Where one individual does not have a Fourth Amendment
interest, grouping together a large number of similarly situated in-
dividuals cannot result in the Fourth Amendment interest spring-
ing into existence.”

I understand that there is interest in legislating reforms to the
215 program and other aspects of FISA, including the nature of the
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Court process itself. We welcome this public debate and this public
discussion about whether the current version of 215 and other pro-
visions of FISA strike the right balance between our national secu-
rity and the privacy of our citizens, both of which are important
and have to be honored. We look forward to working with the Com-
mittee to address these issues and to find the right balance.

Thank you, Mr. Chairman.

Chairman LEAHY. Thank you. Thank you very much, Mr. Cole.

And our last witness on this panel will be Robert Litt, confirmed
by the Senate in 2009 to serve as General Counsel of the Office of
the Director of National Intelligence. Prior to joining the ODNI, he
was a partner with the law firm of Arnold and Porter, worked at
the Department of Justice, and has testified before this Committee
before. Welcome back, Mr. Litt.

STATEMENT OF HON. ROBERT S. LITT, GENERAL COUNSEL,
OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE,
WASHINGTON, DC

Mr. LiTT. Thank you, Mr. Chairman, Ranking Member Grassley,
Members of the Committee. We do appreciate the opportunity to
appear today to continue our discussions about the intelligence ac-
tivities that are conducted pursuant to the Foreign Intelligence
Surveillance Act.

It is critical to assume that the public dialogue on this topic is
grounded in fact rather than in misconceptions, and we, therefore,
understand the importance of helping the public to understand how
the intelligence community actually uses the legal authorities pro-
vided by Congress to gather foreign intelligence and the extent to
which there is vigorous oversight of those activities to ensure that
they comply with the law.

As you know, the President directed the intelligence community
to make as much information as possible available about certain in-
telligence programs that were the subject of unauthorized disclo-
sure, consistent with protecting national security and sensitive
sources and methods. Since that time, the Director of National In-
telligence has declassified and released thousands of pages of docu-
ments about these programs, including court orders and a variety
of other documents. We are continuing to do so. These documents
demonstrate both that the programs were authorized by law and
that they were subject to vigorous oversight, as General Alexander
said, by all three branches of Government.

It is important to emphasize that this information was properly
classified. It has been declassified only because in the present cir-
cumstances the public interest in declassification outweighs the na-
tional security concerns that originally prompted classification.

In addition to declassifying documents, we have taken significant
steps to allow the public to understand the extent to which we use
the authorities in FISA going forward. Specifically, as we describe
in more detail in the written statement that we submitted for the
record, the Government will release on an annual basis the total
number of orders issued under various FISA authorities and the
total number of targets affected by those orders. Moreover, we rec-
ognize that it is important for companies to be able to reassure
their customers about how often or, more precisely, how rarely the
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companies provide information to the Government. And so we have
agreed to allow the companies to report the total number of law en-
forcement and national security legal demands they receive each
year and the number of accounts affected by those orders. We be-
lieve that these steps strike the proper balance between providing
the public relevant information about the use of these legal au-
thorities while at the same time protecting important collection ca-
pabilities.

A number of bills that have been introduced in Congress, includ-
ing the USA FREEDOM Act, which you have sponsored, Mr. Chair-
man, contain provisions that would require or authorize additional
disclosures. We share the goals that these laws and bills provide
of providing the public with greater insight into the Government’s
use of FISA authorities. However, we are concerned that some of
the specific proposals raise significant practical or operational con-
cerns.

In particular, we need to make sure that any disclosures are
operationally feasible with a reasonable degree of effort, and that
they would provide meaningful information to the public. We also
need to make sure that the disclosures do not compromise signifi-
cant intelligence collection capabilities by providing our adversaries
information that they can use to avoid surveillance.

But, Mr. Chairman, I do want to emphasize our commitment to
work with this Committee and others to ensure the maximum pos-
sible transparency about our intelligence activities consistent with
national security. We are open to considering any proposals so long
as they are feasible and do not compromise our ability to collect the
information we need to protect our Nation and its allies. And we
have been in discussion with the staff of this Committee and the
Intelligence Committee on some proposals and some alternate
means of trying to provide greater transparency while protecting
our critical sources and methods.

We look forward to continuing to work with you in this regard.
Thank you.

[The prepared joint statement of General Alexander, Mr. Cole,
and Mr. Litt appears as a submission for the record.]

Chairman LEAHY. Thank you, Mr. Litt.

Normally I would ask questions at this point, but I am going to
yield first to Senator Grassley, who does want to make the other
briefing. Senator Grassley.

Senator GRASSLEY. Yes, and I appreciate very much that accom-
modation.

Mr. Cole, back on October 2nd, I wrote a letter to the Attorney
General requesting information about cases of willful and inten-
tional abuse of authority by NSA employees. Some of them were re-
ferred to the Justice Department for prosecution. I would like to
know whether these cases were prosecuted and, if not, why not. I
asked for a response by December 1st. Do you know the answers
to these questions? And if not, when would I be able to expect an
answer?

Mr. CoLE. I do not know the specific answers on each of the ones
you cited, Senator Grassley, but we are in the process of collecting
that information. A number of them were not prosecuted. A num-
ber of them involved the risk of further damaging the national se-
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curity by having to release more information. Other sanctions were
found that were adequate in those cases. But we are trying to put
together that information so that we can give you an assessment
of what happened in those cases.

Senator GRASSLEY. I thank you for that courtesy.

Mr. Cole, I want to make sure that I understand the administra-
tion’s positions on the USA FREEDOM Act. In your prepared testi-
mony that bill is not specifically mentioned, but in your testimony
you state that the administration “does not support legislation that
would have the effect of ending the ... 215 program” because the
administration maintained that it is lawful and valuable to protect
national security. The answer may be obvious, but I want to be
clear for the record. Do you understand the USA FREEDOM Act
to be “legislation that would have the effect of ending the Section
215 program” that you described in your testimony?

Mr. CoLE. Senator, you have kind of asked me a legal question.
I am going to have to give you a bit of a lawyer’s answer. It is
going to depend on how the court—if the USA FREEDOM Act be-
comes law, it is going to depend on how the court interprets any
number of the provisions that are in it and any number of the addi-
tional requirements that are contained in it over what is here and
now. I think it will have an impact on what is currently done under
215, but 215 covers more than just bulk data collection. It covers
individualized Business Records acquisition. And depending on
what kinds of records are being sought, what the facts and cir-
cumstances are, will depend on the nature and extent of the FREE-
DOM Act’s impact on it.

On the bulk data, I think it is going to be a question of the
court’s interpretation. Right now the interpretation of the word
“relevant” is a broad interpretation. Adding “pertinent” to a foreign
agent or somebody in contact with a foreign agent could be another
way of talking about relevance as it is right now. We would have
to see how broadly the court interprets that, or how narrowly.

Senator GRASSLEY. I appreciate your legal view. Just from the
standpoint of how our process of legislation works and since the
President is Commander-in-Chief, the number one person in charge
of our national security, I would hope that we would have a firm
statement from the administration of whether or not this legisla-
tion is harmful or not, and it would be better to know that before
courts get a decision, which would be years down the road, than
it would be now. And I think that the administration owes that to
all of us, both proponents and opponents, of what that situation is.

My other question to you as well, other than 215, the USA
FREEDOM Act would also make other significant changes to the
tools used to investigate terrorism and espionage cases. For exam-
ple, the bill would raise the legal standard to issue national secu-
rity letters to require that the information sought be both relevant
and material as well as the information pertained directly or indi-
rectly to a foreign power or an agent of that power. This is a
change from the current standard, which is mere relevance.

Question: What operational effect, if any, will these changes have
on the ability of your Department and the FBI to protect the Na-
tion from terrorist attacks?
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Mr. CoLE. Senator Grassley, probably the largest effect that it
would have on the NSL situation is the addition of the requirement
that it be relevant to or there is information that it is connected
to a foreign power. Many times NSLs are used in a very prelimi-
nary stage of an investigation in order to determine if the person
who is being looked at is, in fact, a foreign power or an agent of
a foreign power. And so the question is sometimes being answered
through the use of national security letters. If you must answer
that question before you can get a national security letter, it would
reduce the availability of that tool in terrorism investigations.

Senator GRASSLEY. Thank you, Mr. Chairman. And I have two
questions that I will submit for answer in writing—can I ask one
more?

Chairman LEAHY. Certainly.

Senator GRASSLEY. Mr. Litt, one of the issues this Committee has
been looking at is whether or how to add more of an adversarial
element in the FISA Court process. The Chairman invited a former
FISA Court judge to be a witness at our hearing in July. Judge
James Carr explained in his answers to questions for the record
that he did “not believe that having independent counsel review all
Government applications before the FISC would be necessary or de-
sirable.” This appears to be an approach reflected in the legislation
that was passed by the Senate Intelligence Committee. In contrast,
as I understand it, the FREEDOM Act requires the Government to
provide every application to the advocate.

Question: Between the different advocates proposals in the USA
FREEDOM Act and the Senate Intelligence Committee bill, which
do you believe is a better approach to making the FISA Court proc-
ess more adversarial? And why?

Mr. LiTT. So, Senator Grassley, since the Department of Justice
is the agency that really conducts the litigation before the FISA
Court, I am going to defer the answer to that to Deputy Attorney
General Cole, although I will say that there has been a lot of inter-
agency discussion about the appropriate approach there, which I
think he can lay out.

Senator GRASSLEY. Okay.

Mr. CoLE. Senator Grassley, as I think we have said on a num-
ber of occasions, we find that there is a use and a value to having
an independent legal representative in the FISA Court process in
the appropriate circumstances. We would not advocate or rec-
ommend having one for all of the procedures that go on there.
Many of them, like in normal criminal cases, are routinely done in
an ex parte basis. They are done usually with a fair degree of expe-
diency and efficiency, and we think a permanent public advocate
might impede that process some of it is applying to every single
thing that is there. There would also be, I think, some constitu-
tional issues of standing for a public advocate on every single issue.

We would propose that it be an amicus appointed by the Court.
When the Court feels that they have the need for another perspec-
tive and another point of view, when it is a significant issue involv-
ing privacy issues, civil liberty issues that the Court would like to
have another view on, that would be a good example of a time.
Something like the bulk data collection programs where somebody
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may want to have a view of what the law is other than the Govern-
ment’s view, we think that would be a good area.

But I think the Court is in the best position to determine when
and where it is going to need those kinds of things and do it only
for those issues.

Senator GRASSLEY. General Alexander, it will take you 5 seconds
to answer this question. At our hearing in July, your Deputy Direc-
tor testified that the NSA was conducting an investigation into how
so highly classified information was compromised by a single con-
tractor. He stated the NSA would report back to Congress about in-
dividual and systemic responsibilities of what occurred. When can
we expect that report?

General ALEXANDER. We will send that up right away. We have
actually taken 41 different actions, and we will get you a report on
what those are.

Chairman LEAHY. What is “right away™?

General ALEXANDER. Over the next week.

Chairman LEAHY. Okay. So we will have it by Wednesday.

Senator GRASSLEY. Thank you, Mr. Chairman.

General ALEXANDER. Next Wednesday.

Chairman LEAHY. By then. Thank you.

Senator GRASSLEY. Thank you, Mr. Chairman.

Chairman LEAHY. Thank you.

Going back to the penultimate question about 215 phone records
and FISA Courts or FISC courts and so on, it has been said these
have always been authorized, and they have never been up on ap-
peal. We have never had an appellate court rule on them. The bill
that I have does not require an advocate in every FISA Court case.
It would be only when the Court agreed that it might be helpful.

We also have statements from judges that, if that was the case,
there may be more credibility with the courts, or at least more of
a willingness on the part of the public to accept courts that operate
in secret.

Would you agree with that, Mr. Cole?

Mr. CoLE. I think that that would help the public have better
confidence. I think the Court does run well. I think there is a great
deal of independence from my experience with the Court in its rul-
ings. It is not by any means a rubber stamp. But I think there is
a value with the public to having some other person, some other
advocate in the appropriate kinds of cases, and I think there is a
value to that, Senator, Mr. Chairman. So I think that is a good
idea as long as we keep it in the right matters. So I would agree
with that.

Chairman LEAHY. And Senator Klobuchar will submit her ques-
tions for the record, and I would ask them to be answered as quick-
ly as possible.

[The questions of Senator Klobuchar appears as a submission for
the record.]

Chairman LEAHY. Now, we get in these press accounts that the
NSA is collecting billions of cell phone location records every day
and is reportedly gathering information or communications infor-
mation from online gaming sites. The stories suggest the activities
are directed abroad. We know the NSA was making plans to obtain
cell site location information under Section 215. We also know that
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the NSA engaged in bulk collection of Internet metadata under the
FISA pen register statute. So it suggests to me that under that
kind of a legal interpretation of FISA, the NSA could collect the
same massive amounts of information domestically that these re-
cent stories suggest they are collecting abroad.

So, Mr. Litt, maybe I should direct this first at you. I know the
program authorized the bulk collection of email and other Internet
metadata was shut down in 2011 because it was not operationally
useful. But under current law, would the NSA be able to restart
the bulk collection of Internet data?

Mr. LiTT. I think that if the NSA and the Department of Justice
were able to make a showing to the FISA Court that the collection
of Internet metadata in bulk, which, of course, is a category of in-
formation that is not protected by the Fourth Amendment, that if
it were relevant to an authorized investigation and could convince
the FISA Court of that, then, yes, it would be authorized.

Chairman LEAHY. It was shut down before because of not being
operationally useful. Would you have to go to the Court?

Mr. LiTT. I believe we would have to

Chairman LEAHY. To restart the bulk collection of Internet data,
would you have to go to the Court?

Mr. LrTT. I believe we would.

Chairman LEAHY. Mr. Cole?

Mr. CoLE. Yes, Mr. Chairman. Under the FISA statute, I think
you would have to get Court authority, just like you would under
215, to be able to do that, and that would only last for a period
of time and have to be renewed periodically. So there is no active
authority for it right now.

Chairman LeAHY. Thank you. And setting aside any techno-
logical limitations, would the FISA pen register statute authorize
you to obtain all Internet metadata, not just email metadata?

Mr. CoLE. I think that is correct, but, again, it would be limited
to the metadata in that regard.

Mr. LitT. And if T could just add on that——

Chairman LEAHY. If I can just make sure I understand Mr.
Cole’s answer. So the only limitation would be that it be metadata?

Mr. CoOLE. It cannot be content. It cannot be—and the latest
order of the FISA Court under 215, it specifically excluded cell site
location as well.

Chairman LEAHY. Thank you.

Mr. LitT. I was going to add only that you would have to show
that the category of metadata that you are seeking was, in fact, rel-
evant to the authorized investigation.

Chairman LEAHY. Okay. Well, Mr. Cole, you talked about the
legislation that Senator Lee and I have talked about to update the
Electronic Communications Privacy Act. We want to require in
criminal matters—I am talking about just criminal matters now—
that the Government obtain a probable cause warrant to gain ac-
cess to the contents of electronic communications that are stored by
a third-party provider. Section 215 of the USA PATRIOT Act re-
quires the Government to show only relevance to an authorized in-
telligence investigation in order to obtain records. I am not talking
about bulk collection but the more standard usage of 215.
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Has Section 215 ever been relied upon to obtain the contents of
stored communications from a third-party provider?

Mr. CoLE. Not that I am aware of, Mr. Chairman.

Chairman LEAHY. Mr. Litt?

Mr. LiTT. I am hesitant to give an answer to that just because
it is not a question I have ever asked. I would prefer to get back
to you on that, sir. I just do not know the answer sitting here.

Chairman LeAHY. Can you get back to me by the end of the
week?

Mr. Lrrt. I will try.

Chairman LeEAHY. If they have not, as a legal matter, could Sec-
tion 215 be used to obtain the contents of communication?

Mr. CoLE. I would have to think about that, considering that it
is limited to the types of information you can get with a grand jury
subpoena. I would have to look—because of the aspects of stored
communication and things of that nature, I would have to check.
But I am not sure—I would have to go back and look at that. So
without a check of the legal authorities, I will get back to you on
that, Mr. Chairman.

Chairman LEAHY. And I appreciate you checking those. I think
you understand by the question I

Mr. COLE. Yes.

Chairman LEAHY. There are some serious legal ramifications to
your answer.

Mr. CoLE. I agree.

Chairman LEAHY. Well, good.

Chairman LEAHY. I am going to yield to Senator Franken, but,
General Alexander, you talked about using—and I will get to you
in my next round—about going to the private sector looking for
best practices from them. You can imagine I am going to ask if
those best practices had been used, would a 29-year-old subcon-
tractor have been able to walk away with all your secrets like Mr.
Snowden did.

Senator Franken.

Senator FRANKEN. You are going to ask that in the next round?

Chairman LEAHY. Sure, but——

Senator FRANKEN [continuing]. Do you want it answered now?

Chairman LEAHY. No. That is okay. I do not want to take—you
have been waiting patiently. I will wait my turn.

Senator FRANKEN. Well, okay. General, you will have plenty of
time to think about that, except I have a question for you, so we
will see if you can do both at the same time.

I have a bill, too, called the Surveillance Transportation Act that
I think you are all familiar with. Among other things, General Al-
exander, the bill would require NSA to tell the American people
how many of them have had their communications collected by the
NSA. Do you think that the American people have the right to
know roughly how many of them have had their information col-
lected by the NSA?

General ALEXANDER. I do, Senator. I think the issue is how do
you describe that. Those that are under a court order—so under
FISA, as you know, to collect the content of a communication, we
have to get a warrant. The issue would be almost in the Title III
court. Do you tell someone, a U.S. person, who may not be a U.S.
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citizen, that we are tracking them here in the United States or that
we have identified that?

Senator FRANKEN. I am not suggesting that you have to tell peo-
ple they are being surveilled, that they personally are a suspect.
What I am saying is, do the American people have a right to know
how many American people have had their information collected?
That is a different question. I was not suggesting we tip people off
that are suspects.

General ALEXANDER. Yes. So I think in broad terms, absolutely,
and let me give you an example.

Senator FRANKEN. In broad terms?

General ALEXANDER. Yes. So, for example, under 215 today, less
than 200 numbers are approved for reasonable, articulable sus-
picion, are being searched in that data base.

Senator FRANKEN. Two hundred.

General ALEXANDER. Numbers.

Senator FRANKEN. People—that is 200 orders or 200 people?

General ALEXANDER. Two hundred numbers. Some of those num-
bers may be multiple numbers per person. Those numbers could be
both foreign and domestic. In fact, they are. But that is the total
number for that category for Section 215 today under that pro-
gram.

The other one that I think—and I think the Deputy Attorney
General mentioned, is we can also put out more about what we are
doing under the FAA 702 program, that we have compelled indus-
try to do in a more transparent manner. The issue is how do we
do that without revealing some of our own capabilities. And we are
working through the interagency to get resolution on that.

Senator FRANKEN. Okay. I am being told by staff that that is ac-
tually the number of people that have had their phone numbers
searched, not collected. Right?

General ALEXANDER. So under 215, all the data is going into a
repository.

Senator FRANKEN. Metadata.

General ALEXANDER. Metadata. So, if, for example, I am talking
to a foreign terrorist, my number would automatically hit that link.
In fact, you probably would want to know that.

Senator FRANKEN. Right.

General ALEXANDER. I know the White House would.

Senator FRANKEN. We need to know that.

General ALEXANDER. That is right. So the issue would be how
many of those. What we would do is we would look at those and,
based on our analysis, give those numbers that are appropriate to
the FBI for them to then go through their appropriate process to
look at those numbers.

Senator FRANKEN. Okay. There is a difference between collected
and searched, but that is—okay. But let us talk about 702. That
is supposed to target non-Americans, right? Foreign persons?

General ALEXANDER. Reasonably believed to be outside the
United States.

Senator FRANKEN. Right. Are Americans—shouldn’t the Amer-
ican people know how many Americans have gotten caught up in
that?
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General ALEXANDER. That again is—and I do not mean to hedge.
Let me just tell you the difficulty. If a terrorist that we are going
after is talking to another person, in that communication there is
nothing that says, “I am an American, and here is my Social Secu-
rity number.” So the fact is when we are tracking a terrorist, if
they are talking to five people and one of those is American,
chances of us knowing that are very small.

If we find out that it is an American, then there are procedures
that the Attorney General and the courts have given us that we
have to do to minimize that data on that American.

Senator FRANKEN. Okay. Well, I guess my question is that my
bill calls for the NSA to report how many Americans’ information
has been searched, has been looked at by agents. And I am not
talking about necessarily a precise number, but 702 says that it
can only look at non-Americans. And, look, my feeling is this: that
the American people are skeptical of executive power.

General ALEXANDER. Right.

Senator FRANKEN. That when there is a lack of transparency,
they tend to suspect that something—they tend to be very skeptical
and suspect abuse. And part of the reason to have transparency is
for people to be able to make their decisions based on some real
information about whether or not this power is being abused or
not.

Now, I believe that you gentlemen have our national security at
interest—that is your interest. That is your interest. But I also be-
lieve that—you know, you keep saying there are three—there is
oversight from all three branches of Government. We are one of the
branches, and we are doing the oversight. Okay?

General ALEXANDER. We are feeling it.

Senator FRANKEN. And my feeling doing the oversight is that I
would be more comfortable and that the American people would be
more comfortable and feel that they can decide for themselves, if
they knew how many Americans were being caught up in a pro-
gram like 702 that is designed by law not to target Americans.

General ALEXANDER. So I think, Senator, absolutely. But I would
just put into this that what we are going to do is, if asked to do
that, we are going to give you faithfully and truthfully that which
we know. And my concern would be, 2 days later, we find out that
was also an American, so we could report that later, but we are not
going to—do you see what I mean?

Senator FRANKEN. Because what I am talking about in my legis-
lation is not a precise number. It is a range.

General ALEXANDER. Yes.

Senator FRANKEN. And what I have been told by ODNI is that
producing this estimate would be very difficult. But I do not think
it would be that difficult.

General ALEXANDER. So it may be. I would just offer, Senator, to
have you come up and we could sit down and show you this and
then come up with perhaps a reasoned way to do that, because I
do think—actually, I agree with you. I think this is the right thing
to do, because the number is not that big. And I think if we could
explain it to the American people, and you as one of our three ele-
ments of our Government could say, “Here is what we see, and
here is what the administration sees, and here is what the courts
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and all three of us together see, that is the best number we can
come up with.” When you see that, when the American people un-
derstand that, they will know we are doing this right. So I agree
with you.

Senator FRANKEN. I see Mr. Litt, whom I know quite well—we
have discussed this a lot—sort of jumping out of his seat.

Mr. LiTT. No. I am firmly planted, sir.

Senator FRANKEN. Okay. Well, eager to answer, and that is why
I am afraid I have run out of—no, I am sorry. Go ahead.

[Laughter.]

Senator FRANKEN. Go ahead. I see that you are—I have never
seen him this eager, frankly.

Mr. LiTT. Mr. Chairman, if I might for a minute, this is a good
example of the kind of thing I was talking about in my opening re-
marks. I think we all agree that the question you pose is a reason-
a}ll)le? one, which is, How many Americans are being caught up in
this?

The problem is trying to find a way to provide that information
in a manner that is both operationally feasible and does not com-
promise sources and methods. We have got some ideas in that re-
gard. They are not fully fleshed out yet. We do want to work with
your staff and see if there are ways we can arrive at something
that will give at least some sort of reasonable proxy that gives
Americans an idea of what the impact of this surveillance is.

Senator FRANKEN. Thank you. I am glad I have got this answer
today because this has been part of my discussions with ODNI
where you said that this may be too difficult to do. But it sounds
like we have got a little bit of movement on this.

I wanted to ask a question about what you were referring to, Mr.
Chairman, about location information. But I really am way over my
time.

Chairman LEAHY. You may go ahead.

Senator FRANKEN. Thank you for your indulgence.

This is on the capacity issue. General Alexander, in a hearing—
let me go beyond that. Last week, The Washington Post asked an
intelligence official speaking on the record to estimate how many
Americans had had their location information collected by the NSA.
The official answer: “It is awkward for us to try to provide any spe-
cific numbers.” Right after he said that, the article says that an
NSA spokesman interrupted the conversation to change that an-
swer.

Do you believe it is difficult for this administration to estimate
how many Americans have had their information collected, or do
you think it is awkward?

General ALEXANDER. I think it is difficult, but I think we are
walking by each other. If I might explain?

Senator FRANKEN. Okay. Good.

General ALEXANDER. Under the Business Records FISA, there
was a series of questions on cell site location information that Sen-
ator Wyden and others had asked, and we have walked down that
road. As you know, that is one that the Court said, “We are not
doing that. We do not do that.” There has been a few records that
were done to check to see if technically it could be done. That was
the first set of issues on the Business Records FISA. So there is
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no cell site location data under Business Records FISA that we are
using today, period.

Second, if an American travels overseas and his communications
are collected, the chances are in that collection we may not know
that that has been collected, that it was an American person; but
the chances are if you collect A, you will probably get the cell site
location with that because that is something that is also collected.
The issue would be how many of those have been collected, and the
answer is we are really not looking for that. It may have been col-
lected because they talk to—you know, as we use—and I do not
mean any of these people are bad. I am just using this

Senator FRANKEN. You seem to point to them a lot.

[Laughter.]

General ALEXANDER. I just want you to be careful because they
are right behind you. But I am concerned, Senator, that in that
case we will not know at all who are the Americans and who are
not in those issues for the same reasons as before. But what we
can tell you is I think good numbers on those that we target over-
seas that are Americans under those procedures that we have. We
can give you those numbers, 703, —4, and —5 that fall into that.
And I think that is perhaps what we are really looking for. Does
that make sense?

Senator FRANKEN. Yes. Thank you. And, Mr. Chairman, thank
you for your indulgence. I also want to go down to the briefing.
Thank you, gentlemen.

Chairman LEAHY. Say hello to everybody for me.

Senator FRANKEN. I will.

Chairman LEAHY. General, to go back to the question I asked,
and not facetiously, I assure, when you said that your work with
private industry on proving techniques and so forth, and I assume
you would. Let us go back to the Snowden case. As you know, I
have expressed grave concerns about how a 29-year-old subcon-
tractor can come walking in and that your system of checks and
balances and all was not good enough to stop him from walking out
with a huge amount of data. I see something similar, although a
different type of data, when our own State Department and De-
partment of Defense put huge numbers of highly classified and
highly sensitive cable traffic from some of our embassies into one
location where a private first class, I believe he was, was able to
go in and take it all out on a Lady Gaga CD. And we know the
enormous, enormous problems caused to our diplomacy and the se-
curity of a lot of Americans and our allies because of that situation.
I have never found anybody to say what we ever gain by putting
all that material in one place.

So now we go to the Snowden case. Whether somebody thinks he
is a hero or a villain is not so much the question as it is, I think
we can all agree, that a lot of the material that has been released
because of him has been very damaging to the United States. It
has certainly been damaging to our allies, our relationships with
our allies.

I realize, as you and others do, that some of our allies have said
how terrible it is we are doing this. It has to make one think of
the scene in the movie, “Casablanca”: “I am shocked, shocked, to
see this going on,” knowing that they are doing very similar things.
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But having said that, there were things that created grave prob-
lems for us.

So my question is: First, can you say with confidence that you
now have checks and balances at NSA to stop something like this
happening again? And, second, has anybody been disciplined at
NSA for dropping the ball so badly?

General ALEXANDER. So, first, Chairman, on the checks and bal-
ances and the things that we have done, that is the 41 different
actions that I discussed for Senator Grassley that our technology
director is using. That does employ best industry and best practices
that we have and has drastically improved that capability.

Chairman LEAHY. These are subsequent to the Snowden

General ALEXANDER. That is correct. This is all since the
Snowden thing. This gets into compartmentalizing and encrypting
data to creating communities of interest. And we do have three
cases that we are currently reviewing, working our way through,
that I do not want to prejudge given my position.

Chairman LEAHY. I understand.

General ALEXANDER. That we will fully inform this Committee of
action that we have taken once that action is complete. So we are
doing that.

Chairman LEAHY. Now, first off, whether it is 41 steps or 35 or
whatever, I would hope that this makes it better. The obvious ques-
tion comes up: Why were these steps not taken before? Was it be-
cause there is a sense of confidence that we are the NSA, we will
not make a mistake? Or was it just—well

General ALEXANDER. Well, actually, Chairman, the reason it hap-
pened is his job was to move data. He was the person who was to
move the books from Point A to Point B. He was the SharePoint
server, Web server administrator. His job was, in fact, to do what
he did. And therein lies part of the problem.

We had one individual who has the responsibility to move that
data who betrayed that trust. We believed that they would execute
that duty faithfully and in a manner that everybody had agreed
should be done.

Chairman LEAHY. To use your analogy, General, let us say I run
a company that sells millions of dollars worth of diamonds, and I
am going to have to transfer them from my warehouse in this State
to my warehouse in this State. Now, am I negligent if I say, well,
look, we have got this 29-year-old subcontractor, here are the keys
to the car, the truck that carries all these diamonds, get them
there safely; by the way, here is a map? Or is it better off that I
have two or three people who check on how it gets there?

General ALEXANDER. So prior to this event, it was standard that
one person would do one job, and he would have back-up help, and
you would have oversight of that. But in doing that job, it is very
difficult, if not impossible, to see that person replicates a copy of
what he took. A little bit different than in the diamond case, but
your point is well taken. You would not give the guys the key to
the car to drive your diamonds across State—especially when you
did not know. In this case what we have done is we have input a
two-person rule just like you would for that for these specific
issues, and you will see that in parts of the write-up.




21

I would also point out one of the notes I got, from the WikiLeaks
we were already implementing the WikiLeaks issues that had been
found through the interagency process. So we were implementing
that. This specific vulnerability that he exploited was not found in
the WikiLeaks area. And there were some specific things that I
would prefer not to go into here because

Chairman LEAHY. Can I suggest that there are still going to be
people out there who are going to want to find more things? Would
we both agree on that?

General ALEXANDER. Absolutely.

Chairman LEAHY. I think we would also agree that the vast ma-
jority of people who work with you—and I do believe this—are very
honest and would not want to do anything to betray the country
they serve. Is that correct?

General ALEXANDER. Absolutely, Chairman.

Chairman LEAHY. Thank you.

We talked about the legal standard for bulk collection programs,
and that is one thing. The other thing is, do we really need to be
collecting massive amounts of data on innocent Americans to keep
us safe? Just simply because you can do something, does it make
sense to do it?

We had a question on an entirely different matter before this
Committee once when I had raised the question about road blocks
being set up by our border people in Vermont on one of our inter-
state highways about 40 or 50 miles from the Canadian border.
And they said with great enthusiasm, well, over a period of X
amount of time, they found four or five illegal immigrants and col-
lected X amounts of marijuana and some cocaine. I said, “Wonder-
ful.” They spent a huge amount of money and set up this road
block, inconveniencing everybody. I said, “Look how much more you
could collect if we set up those road blocks on every single bridge
coming into Washington, DC, in the morning. A couple hundred
thousand, 100,000, 200,000 people come in from Maryland, same
number from Virginia and West Virginia, unless we have some-
thing, a cataclysmic thing like 2 inches of snow, and then, of
course, we have to close.” In Vermont, anything under 5 inches of
snow is called a “dusting.” But I digress. But the fact it

[Laughter.]

Chairman LEAHY. But not much. The fact is if we set up those
kind of road blocks, we would collect hundreds of illegal immi-
grants. We would collect huge amounts of illegal drugs and prob-
ably other contraband. Would we do it? No. I mean, the place
would come to a screaming halt, and there would be those people
who are totally innocent and all who might be screaming about it,
including Chairs of various oversight committees.

But my point is we have already established that the Section 215
phone records collection program was uniquely valuable in just one
terrorism-related cases, not the 54 that have been talked about be-
fore. The NSA shut down a bulk collection program related to
Internet metadata because it was not meeting operational expecta-
tions. And I was concerned to learn that the NSA has never done
an assessment of the effectiveness about collection under Section
702 despite the fact the program mistakenly led to the warrantless
collection of thousands of domestic emails, including their contents.
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We can do a huge amount, but then at some point you have to ask,
What do we get out of it?

So, General, I would ask you this: Shouldn’t the NSA assess the
utility of its various collection methods in a systematic way, espe-
cially if they pose a risk of obtaining Americans’ communications?
The question would be very simple if we were talking about going
into everybody’s home to look at their letters and their files and
their most personal things. But somehow we are looking at it dif-
ferently because it is out there electronically.

General ALEXANDER. Senator, Chairman, that was exactly why
under the Pen Register/Trap and Trace the email metadata pro-
gram, when we looked at that, we—and I was the key NSA official
to say this program does not meet the operational requirements for
the amount that we are putting in, and we recommended to the
DNI and the White House that we stop that and inform Congress.
So we made that operational decision based on what we got for
what we put into it to what it cost us.

We did the same, we are doing the same on the Business Records
FISA, the metadata program, and we looked at that. Here is the
issue, quite candidly, that I am wrestling——

Chairman LEAHY. You are doing that now in the PRTT?

General ALEXANDER. We did the PRTT back in 2011 when we
stopped that program, and that was based on my recommendation
based on working with our people to look at what we are doing.

Chairman LEAHY. Did you find any terrorism plots it helped
thwart?

General ALEXANDER. With the Pen Register/Trap and Trace? 1
will have to go back and get you the specifics on that. That will
take more than Wednesday, though, but I will get you that answer.

Chairman LEAHY. Okay, because I am thinking, when Deputy Di-
rector Inglis testified, there was only one time where Section
215——

General ALEXANDER. Right, so that is Section—now we are going
to 215. The issue that I have on 215 and why I am so concerned,
I agree that what Congress, the courts, and the administration
have given us here is extremely intrusive taken in its whole. But
the way we have put the oversight and compliance and the regimen
that we have around it and the oversight by the courts, the admin-
istration, and Congress ensure that we are doing this right. And
the frequency that we look at that, less than 200 numbers now ap-
proved, and less than 300 for all of 2012, from my perspective that
shows that we are being judicious in how we do it, there is over-
sight by all three branches of the Government, and complete
auditability on every action that we do.

We do not have a better way of doing this, so that goes into that
question of industry. So my question is: I do not know a better way
to do it, and I am being completely candid. I am concerned with
all that our country is going to face that we will have failed the
Nation if an attack gets through.

And so you have asked us to do that. I cannot think of a better
way. I think this is where industry—do they have a better way of
doing it? We ought to put it on the table and argue that through
all branches of the Government. Nobody has come up with a better
way.
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And so that is my concern with the metadata program that we
have today. I cannot think of a better way. It is like holding on to
a hornet’s nest. You know, we are getting stung. You have asked
us to do this for the good of the Nation, to defend the Nation, to
get the intelligence we need. Nobody has come up with a better
way. If we let this down, I think we will have let the Nation down.
So that is why I am concerned.

Chairman LEAHY. General, I realize the world changes, but I
think back to my days as a young prosecutor, and without going
into war stories, I remember when as a member of the Executive
Board of the National DA’s Association, we had a meeting with
J. Edgar Hoover, and four or five of us there, we went across the
spectrum politically. We were all chilled by what we heard from
him: his disregard of the Constitution, his willingness to do
things—he explained to us there was no such thing as organized
crime in America, even though, of course, there was a massive or-
ganized crime operation at that time. But we had to fear Com-
munists. He even suggested to us that The New York Times and
its editorial policy was very close to becoming a Communist news-
paper and he was about to investigate it as such. I am serious. I
am always thinking what it would have been like if he had had the
power that you and the NSA have.

I had a friend who died in the Towers on 9/11. I think about that
all the time. I think of my wife, who was a medical-surgical nurse
at Arlington Hospital, going there, even though she had retired, to
volunteer to help with any wounded coming from the Pentagon and
being told there were no wounded. You were either alive and walk-
ing or you were dead. There was nothing in between. These things
sear in your mind. You do not want this to ever happen again.

But I also think of the J. Edgar Hoover type thing, and I think
as an American it is very easy to go to another country and com-
plain to them about their police state—and I am not suggesting
that that is what you are, but their ability to go and listen in on
everybody, search everybody. We give up a lot of our privacy in this
country, and frankly I worry about giving up too much. And can
we be totally secure? Of course we cannot. You cannot be totally
secure going out to dinner in the evening from some random shoot-
er who is not even aiming for you.

So, I mean, I look at the administration declassifying a number
of FISA Court opinions, and they get credit for doing that, but
there has been no release of any FISA Court opinion from the 2006
time period containing legal and constitutional analysis of the Sec-
tion 215 phone records program. Is that because it did not exist or
it has not been declassified? And I ask this question—and I will let
Mr. Cole give me an answer to that at some appropriate point. But
I really feel that our oversight has not been adequate or that so
much of it is done secretly that it is too easy to say if you knew
what we knew, you would not ask us questions. And I worry as
technology gets greater and greater, the temptation, whether it is
this administration or the next administration or the administra-
tion after that, to people to misuse it.

So I know I have been critical of these things. I hope none of you
take it personally. But as a Vermonter, I am very concerned about
my privacy and everybody else’s.
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Did you want to add anything, Mr. Cole or Mr. Litt or General?

Mr. CoLE. Mr. Chairman, you know, I think that we are all con-
cerned to make sure that we get this balance right and that an im-
portant part of that balance is transparency to the American pub-
lic, keeping their trust in what we are doing, making sure that
while doing that we do not compromise our abilities to be able to
use classified techniques that will help keep them safe. But that
is—there is a tension between those two, and there always has
been. And finding that right balance is always something that is
difficult, but it is our job. And it is our collective job in all three
branches of Government, including with oversight from the U.S.
Congress as a very important part of that.

So I think the path that we are on now is very much the one that
you are describing of trying to make sure that we find that line and
find that balance of giving the information that we can give, pro-
viding the transparency while maintaining the operational integ-
rity of what we are doing. We should not be saying to you, particu-
larly from an oversight function, if you only knew what we knew,
you would say we are doing fine. We should be in a position to be
able to tell you what we are doing.

Mr. LitT. Mr. Chairman, if I can just add a couple of points
there. The first is that, as I am sure you know, there is nobody in
the intelligence community today who operates on the assumption
that you ascribed to J. Edgar Hoover before, “I do not care what
the Constitution says.” Everybody is singularly focused on ensuring
that we comply with the Constitution and the law. And as you
know, in all the material that has come out, there has been no sug-
gestion of any willful abuse or violation of privacy of people. The
compliance violations that have occurred have been technical, they
have been unintentional, but nobody has been out there attempting
to illegally spy on Americans or anything else.

But the other point I want to make is sort of a more philo-
sophical one, because the point you raise about worrying about the
next person is, of course, something that was a concern all the way
back to the Framers of the Constitution, which is why they set up
the Constitution with checks and balances, to try to ensure that
the innate tendency of human beings with power to seek to abuse
that power is checked. And that is what we have tried to accom-
plish within the intelligence community with the degree of over-
sight that we have, the number of people who are looking over
other people’s shoulders, the number of reports that have to be
done, the technological controls that we have in place.

As General Alexander said earlier, if there are ways we can do
that better, we are open to that. We would like to ensure that there
is oversight that is sufficient to persuade the American people that
we are doing the right thing on their behalf. But we do think it
is important that in considering what to do, we do not throw out
the baby of national security with the bath water of oversight.

Chairman LEAHY. And if there are better ways of doing things,
if there is any silver lining in the Snowden matter, I understand
from General Alexander’s testimony that you are taking the steps
to make sure that colossal mistake would not happen again.

Mr. Litt. We are going to do our best.
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Chairman LEAHY. General. And then after you speak, General,
I am going to turn the gavel over to Senator Whitehouse because
he is a nicer person than I am. Go ahead.

General ALEXANDER. Chairman, first, two things. As you cor-
rectly stated, there was one unique case under 215 where the
metadata helped. There were seven others where it contributed and
four where it did not find anything of value, and we were able to
tell the FBI that.

Now, that last part, “of value,” I want to point that out. This
summer there was a big issue on terrorism that we all went
through. This program actually helped us understand was that fo-
cused on the United States or elsewhere? We used that program to
determine none of those leads were coming into this country, and
we were able to focus our efforts elsewhere, which really helped
both the intelligence community and the FBI in that case.

The second part, you know, I have been in this job for a little
over 8 years, and my experience from dealing with the people that
we have, dealing with Congress, the courts, and the administration
on this, is our folks take the Constitution to heart. We see this as
two roles: defend the Nation and protect our civil liberties and pri-
vacy. Everybody at NSA, including myself, takes an oath to that
Constitution, that we will support and defend the Constitution.
And you know the rest of that.

And T would tell you that the oversight we have, especially by
the courts, ensures that what happened that you brought up will
not happen here. From my perspective, we have great oversight in
this program, and at times I complained that the oversight was so
robust that it was crippling. But now you can see that everything
that we have done, all the things that have come out were either
self-reported or brought out. They were not revealed by Snowden.
We had already reported those incidents. I think you can see that
we are acting well and faithfully to discharge those duties.

Just to correct one thing, to add to what Bob said, there have
been no willful or intentional violations under the 215 or 702. As
you do know, there were 12 under Executive Order 12333. In both
cases, all the violations that we know about we have self-reported.
Some of those we knew would be significant. We brought them up
to the White House, to the DNI, to the Department of Justice, to
the courts, and to Congress. We made a mistake. These were not
intentional. They were significant. And you have read the court
things and you have read some of those. But from my perspective,
I think what we should take great pride in the fact is this agency
in every case reports on itself, tells you what it did wrong, and does
everything we can to correct it.

Chairman LEAHY. Thank you.

Senator Whitehouse, would you take it from here? And I apolo-
gize to the next panel that I am going to—I may not be able to get
back. I am going to try to—do you want to take this seat here?

Senator WHITEHOUSE [presiding]. Sure. I will do that when the
panels shift, but let me just take a little bit of time myself right
now with this panel before they are excused.

First of all, we are at a time where we have entered a new tech-
nological era, the era of big data, and I will loosely and unpro-
fessionally define “big data” as the ability to aggregate enormous
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amounts of information that do not get looked at and then figure
out ways, once they are aggregated, to search for things in that big
heap of data. And that raises questions about whether the aggrega-
tion is a search or whether it is not a search until a human being
actually asks a question and actually the information gets to an-
other human mind. And some of these are pretty difficult questions
that we have to work our way through, and so I think the attention
that the Committee is paying to this is a very sensible attention.

But our national intelligence establishment is not the only group
that is playing in this big data area. We all know that Google and
other private sector providers are very, very actively in big data,
data mining, and doing things like that.

What can you tell me about what other governments are doing
without specifying names and releasing any national security infor-
mation? I take it that other foreign sovereigns are doing very ag-
gressive things in this space to try to pull as much information as
they can as well out of the cloud and out of the capacities of big
data. Who would like to take that? General.

General ALEXANDER. Senator, I have some experience in that. In
my opinion, none of them have the oversight by all three branches
like we do, either their parliaments, congress, their courts, and
their administration.

Senator WHITEHOUSE. Understood, but my point is they are all
out there doing it.

General ALEXANDER. They do.

Senator WHITEHOUSE. And that if we were to—well, of the ones
who have capability, a lot—the most powerful ones all do.

General ALEXANDER. That is right.

Senator WHITEHOUSE. And if we were to pass a law that pre-
vented our intelligence and defense establishment from operating
in that big data atmosphere, we would be essentially unilaterally
disarming in an arena in which other governments are very active.
Is that true?

General ALEXANDER. That is true. In fact, I think some have lik-
ened it to, because we have a powerful intel community or powerful
Navy, we would tell our submarines to surface in those areas
where people do not—their subs are not as good.

Senator WHITEHOUSE. And the actual collection of data in the
sense that it is brought to the awareness of a human mind some-
where has to be overseen very scrupulously. And as I understand
it, this operation is overseen by multiple inspectors general, mul-
tiple general counsels, multiple Federal executive agencies. NSA
connects in ways that provide varying levels of visibility, but in
most cases complete visibility to our Department of Defense; to the
FBI, to the Department of Justice, Jim; to the ODNI, the Office of
the Director of National Intelligence; to the President; to the Na-
tional Security Council. So there is considerable attention that is
being dedicated to this. We have a court that is dedicated to this
that reports to the Supreme Court. We have this legislative Com-
mittee, the Senate Intelligence Committee, and the House Commit-
tees.

So it is hard for me to think of whatever we might do to add to
the level of oversight, I think we may make it more efficient and
effective. But I do not want anybody to leave this hearing thinking



27

that we kind of just leave this question to the NSA. We have built
a system in which every branch of Government and within those
branches of Government in many cases multiple different agencies,
and in some cases within those agencies multiple different and in
some cases independent sectors, all compete to have a look and to
make sure that the right things are being done.

So I will let you all go. I appreciate what you are doing. I under-
stand that we need to get this right. But I think it would be a mis-
take to unilaterally walk away from the realm of big data to pro-
tect our national security when we are perfectly comfortable with
private companies doing that to make money and to find out more
about us so they can market to us better, and when foreign govern-
ments are energetically penetrating this space in order to accom-
plish similar results. And I think nobody should leave this hearing
not aware that the layers of oversight and checking and double-
checking and triple-checking that are done here are very, very rig-
orous and considerable. I know you have to live with that all the
time. If you would like to make any closing comment to that, I will
let you do that. But otherwise I will let you go.

Mr. CoLE. I think you have summarized it very well, Senator.

Senator WHITEHOUSE. All right. Well, we will leave it with that,
and I appreciate very much you all being here. Thank you for your
service to our country.

General ALEXANDER. Thank you, Senator.

Senator WHITEHOUSE. And we will take a minute and call up the
next panel.

It was hard to get Bob Litt out of here, Professor. He loves it so
much being in front of us.

All right. Let me ask the panel to stand to be sworn. Do you af-
firm that the testimony you are about to give to this Committee
will be the truth, the whole truth, and nothing but the truth, so
help you God?

Mr. BrAck. I do.

Mr. SANCHEZ. I do.

Professor CORDERO. I do.

Senator WHITEHOUSE. Please be seated. I am delighted to wel-
come our second panel on this important issue, and I will go right
across the table and ask each of you to make your opening state-
ments, and we will do collective questions at the end. We may be
rejoined by a number of my colleagues. This is the time that the
administration briefing on Iran is taking place in the classified
area, and so obviously that is of interest.

We will start with Ed Black, who has been the president and
CEO of the Computer and Communications Industry Association
since 1995. He previously served as Chairman of the State Depart-
ment’s Advisory Committee on International Communications and
Information Policy, and he worked as chief of staff and legislative
director for two Members of Congress.

Mr. Black, welcome. Please proceed.
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STATEMENT OF EDWARD J. BLACK, PRESIDENT AND CHIEF
EXECUTIVE OFFICER, COMPUTER AND COMMUNICATIONS
INDUSTRY ASSOCIATION, WASHINGTON, DC

Mr. BLACK. Thank you very much for the opportunity to be here.
Thank you, Senator Whitehouse.

This is an important subject. I want to start out by just pointing
out that 16 years ago the White House charted a course for a vi-
brant Internet economy in the perceptive Magaziner Report, the
first U.S. Government policy statement addressing the needs of
Internet commerce. That policy statement correctly identified user
trust as the foundation of Internet commerce. It noted: “If Internet
users do not have confidence that their communications and data
are safe from unauthorized access or modification, they will be un-
likely to use the Internet on a routine basis for commerce.”

That may sound rudimentary today, but we should not take for
granted decades of progress in creating security and fostering user
trust, and we should not discount how easily that foundation can
be damaged.

The broad NSA surveillance regime and the way it has been re-
ceived internationally has harmed U.S. companies, U.S. competi-
tiveness, and the Internet itself. The U.S. Government must be
proactive in addressing these concerns. The status quo is no longer
an option. If we do not act, we will put at risk our economic secu-
rity and undercut our diplomatic ability to influence the future of
the Internet. Therefore, Mr. Chairman, CCIA supports the USA
FREEDOM Act, and we look forward to working with the Com-
mittee and staff on this important piece of legislation.

A healthy global Internet is a source of American competitive ad-
vantage. The U.S. ITC has documented a growing digital trade sur-
plus. Our global competitiveness is not just good for commerce, it
is an essential component of our long-term national security.

The Internet does not only benefit the U.S., however. The open
Internet provides great global commercial benefits. The Internet
economy in G—20 countries is expected to reach $4.2 trillion by
2016. Estimates show that 21 percent of economic growth in ma-
ture economies over the past 5 years is attributable to the Internet.

Traditional industries are the beneficiary of 75 percent of the
economic value derived from the Internet. Thus, we should not un-
derestimate the Internet’s role in global economic development,
which in turn has its own security benefits for the United States
and the rest of the world.

The NSA’s practices clearly impact the business of U.S. Internet
companies. So much of online commerce today is fundamentally
based on trust. If users are going to turn over very sensitive per-
sonal and confidential information to a company providing online
email or other cloud services, they need to believe that the com-
pany will act as a responsible steward of their data. Although tra-
ditional debate on the utility of overbroad NSA surveillance has fo-
cused on hard-power arguments, one must not overlook the effect
on soft power.

It is important to recognize the dramatic effect these revelations
have had on our international diplomatic authority, particularly in
regard to the future of Internet governance. Last year’s WCIT con-
ference showed us that there was deep international division over
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whether to subordinate the open Internet to the political machina-
tions of world governments, including repressive regimes. The U.S.
needs to be a beacon for freedom and openness in this battle.

Given these risks, we propose: enhanced transparency and proce-
dural reform; clearer protection for Americans; and baseline protec-
tions for international users.

With regard to transparency and procedural reform, we think all
governments should share with citizens meaningful information
about their surveillance laws, their legal interpretations, and the
judicial procedures that govern the exercise of this powerful au-
thority. Of course, the U.S. cannot demand this from others until
it leads by example.

Furthermore, companies should be permitted to disclose publicly
to their users the precise volume of requests from governments.
Businesses should not only be permitted to release transparency
reports but encouraged to do so. We categorically reject the notion
that open government will cause undue damage to security. Trans-
parency in criminal surveillance has been the norm for years and
does not appear to have materially affected law enforcement.

In order to present a robust check on the Government, the FISC
must also evolve to include a committed and well-resourced advo-
cate to provide an alternative viewpoint, particularly in situations
involving novel questions of law.

Second, focusing on protections for Americans, Federal laws ad-
dressing the circumstances in which the Government may collect
Americans’ data for national security purposes are badly in need of
reform. Bulk collection of metadata is one area where that is most
obvious, as it reveals a great deal of sensitive private information.
Furthermore, important First Amendment rights of association are
implicated by the Government assembling its own version of your
social network for their own analysis. The USA FREEDOM Act ad-
dresses this problem by explicitly prohibiting this type of bulk col-
lection both on the Internet and on telephone networks, and that
is one of the reasons we are supporting it.

Third, and finally, protections for foreigners. A difficult subject to
deal with, but despite the global interconnected nature of the Inter-
net, U.S. national security policy continues to presume U.S. citi-
zens deserve protection from unwanted surveillance, while others
do not. If foreigners lack baseline privacy assurances, foreign com-
petitors will supplant U.S. leadership in Internet innovation and
digital commerce, thus undermining strategic economic and other
security interests. This is especially true going forward, as foreign
markets are increasingly important.

Thank you very much for the opportunity to testify. I look for-
ward to your questions.

[The prepared statement of Mr. Black appears as a submission
for the record.]

Senator WHITEHOUSE. Thank you very much, Mr. Black.

Our next witness is Julian Sanchez, who is currently a research
fellow at the Cato Institute focusing on the intersection of tech-
nology, privacy, and civil liberties, with a focus on national security
and surveillance issues. He previously served as the Washington
editor for a technology news site and has written for a wide array
of publications.
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Mr. Sanchez, welcome.

STATEMENT OF JULIAN SANCHEZ, RESEARCH
FELLOW, CATO INSTITUTE, WASHINGTON, DC

Mr. SANCHEZ. Thank you, Senator Whitehouse. It is a privilege
to address this Committee.

I want to begin by suggesting that if we step back from the de-
tails of the disclosures of recent months, we find a disturbing pat-
tern across multiple programs and authorities emerges. I will focus
in particular on the telephony metadata program, the now defunct
Internet metadata program under the pen/trap authority of the PA-
TRIOT Act, and upstream collection under Section 702 of the FISA
Amendments Act.

In each of these cases, what we see is that extraordinary but
nevertheless limited authorities were secretly interpreted in ways
that permitted far more extensive collection than certainly mem-
bers of the general public and even, I think, many legislators be-
lieved at the time of passage had been authorized. This was done
in part because the FISA Court, which was established on the
premise that it would be authorizing and find probable cause in
cases of specific and traditional targeted surveillance, instead
found itself in the position of addressing broad programs of surveil-
lance, often involving novel legal or technological issues that it is
not clear that body was well established to consider.

In the metadata cases, these interpretations took the form of an
unprecedented reading of relevance that held entire databases con-
taining information about millions of admittedly innocent Ameri-
cans to be relevant on the grounds that a fishing expedition
through those records might ultimately turn up evidence that
would not otherwise be detected in the absence of some specific
grounds for suspicion that is probably true, but it is, of course, true
of any fishing expedition and defeats, I think, the purpose of the
relevance requirement if that argument is allowed to go through.

There is no real limiting principle in that argument for any type
of records, and I was particularly disturbed to hear earlier Mr. Litt
refuse to reassure us that the scope of the records obtainable under
Section 215 does not exclude the contents of digital communica-
tions or cloud-stored documents.

It is also particularly troubling to see this applied in the case of
the Internet metadata program because in that case the, in my
view, shortsighted holding of Smith v. Maryland was applied as it
referred to metadata generally, which is certainly not a term we
find in the 1975 decision, when in this case it involved email
metadata that is not ever stored as Business Records or usually
even processed by the Internet backbone providers from whom it
was presumably obtained. So there is kind of an additional con-
stitutional question in that case, I think.

In the case of 702, we know the Supreme Court relied on a re-
cent ruling in Amnesty v. Clapper on representations that only
communications to or from specific overseas targets were being
intercepted. We have now learned, of course, that also communica-
tions referring to overseas targets would be intercepted, and that
in many cases for technical reasons a single email meeting selec-
tion criteria would lead to the entire inbox of the communicant
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being obtained, including, again, potentially entirely domestic
emails on what the Court believed could be a scale of many tens
of thousands per year under that one collection program.

In each case, additionally we learned that for months or years,
the actual technical details of how these programs operated were
misrepresented to the FISA Court, which was, of course, therefore
not able to effectively conduct oversight; and that in each case,
again, elaborate safeguards and restrictions imposed by the FISA
Court as a condition of authorizing those programs were effectively
neglected because of the vast scale and complexity of those pro-
grams.

Additionally, in many cases we found that the claims of efficacy
made at the time do not appear to have held up well over scrutiny
from many dozens of foiled terror plots we have gotten down, in the
case of the telephony metadata case, to really one instance involv-
ing funding and material support where it appears to have played
some uniquely valuable role.

Given the limitations again imposed by the FISC, it is not clear
why more traditional targeted orders could not have been used
without incidentally sweeping in millions of innocent persons’
records.

We are assured that the problems detected with these programs
have not been willful or intentional. This is not especially com-
forting to me for several reasons.

The first is that if we look to history, we find that, in general,
abuses of intelligence powers were committed by people who were
well aware of the oversight mechanisms in place who often took
elaborate steps to game those restrictions. In the cases of Bradley
Manning and Edward Snowden, we know that it was—you know,
steps were taken to evade oversight mechanisms in the case. We
know that certainly happened many times in the past. And it is
why abuses went undetected for so long.

Additionally, the scale of collection itself makes abuse more dif-
ficult to detect and less likely to be detected when it does occur.
I think of the case of illegal wiretaps of the Southern Christian
Leadership Conference’s office. That at least was halted by an At-
torney General who found the suspicious fact that the wiretap ex-
isted and there was a record of it. When you are doing collection
on this scale, the mere existence of communications or records
about an innocent party are not themselves that kind of essential
indicator.

Finally, and most generally, I would just encourage the Com-
mittee to think architecturally. We should not authorize extraor-
dinary architectures of surveillance on the basis that we now have
great confidence in the probity of the persons controlling the levers.
James Otis, whose condemnation of the Writs of Assistance was
part of the inspiration for the Fourth Amendment, condemned
those writs, saying that it is “from their mere existence that every
householder in the province becomes less secure.” And there is a
sense in which, while they may serve some role in protecting us
against foreign attacks, we are less secure when the Government
maintains vast databases on Americans without particularized sus-
picion.

I thank you and I look forward to your questions.
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[The prepared statement of Mr. Sanchez appears as a submission
for the record.]

Senator WHITEHOUSE. Thank you, Mr. Sanchez.

Our final witness is Professor Carrie Cordero—whose bio I have
just mislaid, but I am sure you can get me another one very quick-
ly. Thank you.

She is an adjunct professor of law and the director of National
Security Studies at the Georgetown University Law School. She
has previously held several national security-related positions with
the Department of Justice and the Office of the Director of Na-
tional Intelligence, and she has also testified before this Committee
before.

So welcome back, Professor, and please proceed.

STATEMENT OF CARRIE F. CORDERO, DIRECTOR, NATIONAL
SECURITY STUDIES, AND ADJUNCT PROFESSOR OF LAW,
GEORGETOWN UNIVERSITY LAW CENTER, WASHINGTON, DC

Professor CORDERO. Mr. Chairman, thank you very much.
Thanks for the opportunity to return to the Committee.

Since the October hearing, the conversation, I would suggest, has
shifted somewhat from where it first was. First, I would suggest
that the conversation has evolved from objections to specific pro-
grams to a discussion of our understanding of and tolerance for for-
eign intelligence surveillance activities more broadly.

Second, the legislative proposals are coming closer to scaling
back national security legal authorities in a way that might make
the country back to pre-9/11 standards.

And, third, the path forward on authorized public disclosure in
a way that is responsive to the concerns of the private sector re-
mains a worthy goal, but still a significant challenge.

With respect to the telephony metadata collection under the
Business Records provision of FISA, an argument increasingly is
regarding the power of metadata, and basically this argument is
that metadata is a very powerful tool and can reveal an awful lot
about us, and there should be limits on the Government’s collection
and use of it.

I do not disagree with the general proposition, but the problem
with the argument made in the context of the debate on 215 is that
the worrisome assemblage of Americans’ metadata bears no rela-
tion to the existing 215 program that Congress is currently consid-
ering. The 215 program does collect an enormous volume of Ameri-
cans’ telephone call detail records, but the collected information
does not appear to include content of phone calls, names of sub-
scribers, payment information, or location information. The vast
majority of it is never viewed by human eyes and the records are
handled under court order rules.

So of the arguments that Congress should outlaw bulk collection
altogether, for better or for worse, everyday Americans use the
Internet to communicate. We all, regular people, Government lead-
ers, as well as those who are national security threats, use the
Internet, computers, and smartphones to communicate. And so just
as everyday citizens should not be expected to revert to using only
the Postal Service and landlines, neither should the intelligence
community or law enforcement have to resort to pen, paper, and
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index cards to conduct national security collections or investiga-
tions. It is just as unrealistic to expect citizens to unplug as it is
to expect or require the NSA or the FBI to use 20th century collec-
tion, analytic, or investigative techniques to protect the Nation
from 21st century threats.

A few observations on S. 1599, the USA FREEDOM Act that has
been submitted. Sections 101 and 201, which change the legal
standards in FISA to obtain Business Records and implement pen
register/trap and trace devices by requiring a connection to a for-
eign power, to an agent of a foreign power.

The sections also add a materiality requirement. The likely in-
tended effect of these provisions is to eliminate the 215 bulk te-
lephony metadata program. But the proposed changes would likely
have far more reaching consequences for traditional, day-to-day in-
vestigations. The standards are currently aligned on the national
security side with investigative authorities in the criminal context,
which operate on a relevance standard. By raising the standard,
these sections would render these investigative techniques nearly
useless in the early stages of an investigation, which is precisely
when they are most useful. These changes could return us to the
days prior to September 11th, when it was harder to conduct a na-
tional security or international terrorism investigation than it was
to conduct an everyday drug or fraud case.

Similarly, Section 501 would amend the collection of statutory
authorities known as “national security letters” by requiring the re-
quested records to also have a connection to an agent of a foreign
power. This would have a similar effect in terms of severely lim-
iting the FBI’s ability to conduct timely and thorough national se-
curity investigations.

Another section, Section 301, would appear to prohibit the intel-
ligence community from querying data acquired pursuant to Sec-
tion 702 of FISA to search for U.S. person communications. Under
the current minimization procedures approved by the Court, the
NSA can query the communications already acquired under 702 for
U.S. person communications. The proposed legislation would only
allow the same query to take place if the U.S. person is a current
target of a criminal wiretap or FISA coverage, which would require
prior judicial approval based on probable cause. This proposal could
arguably prohibit the intelligence community from querying al-
ready lawfully acquired data to search for the methods of commu-
nication of a valid target who happens to be also American. And
in my written statement, I give an example of how I think this
could potentially play out in practice.

A few words just on a particular proposal to enhance trans-
parency that is in the bill. In my view, there is substantial value
in Congress continuing to work with the executive branch and the
private sector to rebuild confidence between them and for the Gov-
ernment to help the private sector restore confidence with con-
sumers, customers, and investors.

But a particularly problematic proposal is Section 602 of the bill.
It proposes that the Government disclose the number of persons
subject to electronic surveillance. I believe that this is intended to
include not only targets but persons whose communications are in-
cidentally collected. If that is the intent, in my view this provision
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would actually degrade privacy protections because a requirement
to report on the numbers of persons collected would require that
the intelligence community personnel look at, read, review, count,
and keep records about and report on information that they other-
wise would disregard in pursuit of their actual mission of discov-
ering, analyzing, and reporting on foreign intelligence information.

So again, thank you for the opportunity to be here today, and I
look forward to your questions.

[The prepared statement of Professor Cordero appears as a sub-
mission for the record.]

Senator WHITEHOUSE. Thank you very much.

Let me start with a question for Mr. Black. There is legitimate
concern that the knowledge of our national security activities casts
a shadow on the ability of American companies to compete inter-
nationally. That was the basis of your testimony. Do you believe
that foreign customers believe that, for instance, if they sign up for
a service with Huawei that the Chinese Government is not looking
into this data or the Russian Government, if they sign up in areas
under its jurisdiction, or the French Government, for that matter,
do you think that the U.S. Government is actually the only govern-
ment that is trying to take advantage of big data?

Mr. BrAcK. I hope our standard is not just to meet Huawei, but
I do think the reality is that governments in general are inclined
to want more and more information. Too much. That is why what
we address in our testimony is, in fact, standards that all govern-
ments should be asked to undertake in terms of disclosure, in
terms of limits.

The difficulty is that the United States is in a very difficult posi-
tion in credibility when we are seen to have an extremely perva-
sive, effective, widespread, and some would say not effectively lim-
ited process. No, by no means do we want——

Senator WHITEHOUSE. Do you think that—hold on—the Chinese
and the Russians actually are more effectively limited by the gov-
ernment performing——

Mr. BrACK. No, I am not suggesting that at all.

Senator WHITEHOUSE [continuing]. Surveillance activity than the
United States is?

Mr. BLAcCK. No, I am not suggesting—I am not doing a compari-
son. First of all, I believe we do have some checks and balances
that have some effectiveness. Do not get me wrong. You asked a
question is the perception of the world

Senator WHITEHOUSE. Indeed they are far better than any other
country’s checks and balances that are engaged in this kind of be-
havior, correct?

Mr. BLACK. I am not going to talk to all of the countries. I cer-
tainly hope we have better ones——

Senator WHITEHOUSE. Are you aware of any other country that
has a better——

Mr. BLACK. I think there are many other countries that do not
probably do as much collection as we do.

Senator WHITEHOUSE. I can name some. There are some very
tiny little countries that probably barely run a phone system. But
in terms of our major competitors, in terms of the major economic
and political actors on the world stage, the ones——
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Mr. BLACK. I think that
Senator WHITEHOUSE [continuing]. That we are all thinking

of-

Mr. BLACK. I guess the question

Senator WHITEHOUSE [continuing]. None of whom have more ro-
bust protection——

Mr. BLACK. We are trying to say, what kind of future do we
want, what kind of Internet do we want? Do we want an open
Internet, an Internet which provides tremendous economic growth,
tremendous empowerment, tremendous diplomatic and political op-
portunities around—for billions of people around the world? Do we
want one where people can have association with other people
without being spied on by their government or our Government or
any other government? Is that a desirable outcome? If so, how do
we take steps to move in that direction? Or do we accept the reality
that all governments are going to do a maximum collection and go
in the Big Brother direction as far as they can go and we are just
in an arms race to do that? I do not think that is a future I look
forward to.

It is difficult to want to restrain a government’s desire for more
information, especially I think our Government, where we have
well-motivated people who care about national security, who really
do believe in the motivation of what they are doing. But they are
zealous and effective, and they are, in fact, in a position where they
are able to gather a great deal of information.

Senator WHITEHOUSE. So you think our Government’s security
services are more dangerous to civil liberties than the government
security services of China and Russia?

Mr. BLACK. Are they more interested? Absolutely. Much more in-
terested in protecting civil liberties, absolutely.

Senator WHITEHOUSE. No, no. More

Mr. BrACK. No doubt about it.

Senator WHITEHOUSE [continuing]. Intruding into civil liberties.
You agree that our Government oversight of our national security
establishment is far more interested in protecting civil liberties

Mr. BLACK. I think it attempts

Senator WHITEHOUSE [continuing]. Of those of competitors like
China and Russia?

Mr. BrACK. Well, again, I cannot compare to other people. I do
not know the details. I certainly have a presumption about how in-
effective any controls they would have. I would hope

Senator WHITEHOUSE. You put it

Mr. Brack. I would hope that with our Constitution we would
have a really effective system. Do I think we have lived up to the
best intent and good faith of our Constitution with the legal struc-
tures we have created that allow their surveillance? No, I do not
think we have lived up to the principles, the core principles of the
First Amendment and Fourth Amendment as faithfully as we
could. Are we better than totalitarian regimes? Of course. That is
not a question that I think is fair.

Senator WHITEHOUSE. You take a different view, I guess, than
the courts that have overlooked this which have not found Fourth
Amendment violations in any of this?
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Mr. BLACK. I think some of those decisions have historical posi-
tions that are based—I mean, Business Records, for example——

Senator WHITEHOUSE. But there is no present decision——

Mr. BLACK. When the Business Records

Senator WHITEHOUSE [continuing]. That supports your legal
point of view?

Mr. BLACK. Excuse me?

Senator WHITEHOUSE. There is no present decision by any court
that suggests that there has been—that this has operated in viola-
tion of the Fourth Amendment. It would take a new decision to
make that conclusion that has not yet been rendered by any court.
Is that not correct?

Mr. Brack. I would suggest that various efforts to get those
questions raised——

Senator WHITEHOUSE. Well, you are the one

Mr. BLACK. In the courts have been denied.

Senator WHITEHOUSE. You are the one who said that this was
being operated in violation of the Fourth Amendment. I am asking
you if you can cite a case that supports that proposition.

Mr. Brack. I believe the FISA Court made a ruling that certain
practices had violated their——

Senator WHITEHOUSE. Orders.

Mr. BLACK. The orders. Well, I think the orders——

Senator WHITEHOUSE. But not the Fourth Amendment——

Mr. BLACK. Were based on the Constitution.

Senator WHITEHOUSE. Professor Cordero, for how long has inci-
dental collection of communications with people who are not the
subject of the warrant been a fact of life in law enforcement?

Professor CORDERO. Well, both on the criminal side and on the
national security side, there always is going to be incidental collec-
tion. So the criminal Title III wiretaps handle it in one way. On
the national security side, it is handled through minimization pro-
cedures for U.S. person communication. So it has always been a
factor. The minimization procedures particularly on—well, any of
the FISA minimization procedures are approved by the Court, in-
cluding on the 702 collection.

Senator WHITEHOUSE. So for as long as there has been any au-
thorized Government interception of communications, incidental
collection has always been a part of that necessarily.

Professor CORDERO. That is right.

Senator WHITEHOUSE. I have gone over my time. Senator
Blumenthal is here. Let me yield to the distinguished Senator from
Connecticut.

Senator BLUMENTHAL. Thank you, Mr. Chairman, and thank you
all for being here.

Let me focus on FISA Court reforms. Mr. Sanchez, I wonder if
you could tell me your position on implementing some kind of ad-
versarial process as I have advocated be done through a constitu-
tional advocate and other reforms in the FISA Court that might be
feasible.

Mr. SANCHEZ. I would step back from that for a moment and just
say that in cases where you have something that is an authority
that was clearly, I think, envisioned as something relatively tar-
geted to acquisition of records with some nexus to terror or espio-
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nage suspects, the appropriate move at that point, if it is believed
that some kind of bulk collection is necessary, some kind of more
programmatic use of that authority is necessary, is to return to
Congress and not to, in fact, leave that decision in the hands of the
FISA Court. One suggested approaching this with a rule of——

Senator BLUMENTHAL. In other words, the FISA Court should not
be making law.

Mr. SANCHEZ. When a request is so broad as to effectively, I
think, exceed what anyone conceived as the authority, it would be
better to have congressional authorization. In closer cases, I think
what we can see from some of the opinions that have now been re-
leased first is that it would, I think, benefit the Court’s proceeding
when novel questions of law are present to have some kind of ad-
versarial—or I guess to raise opposing arguments, but also I think
in particular to have technical expertise. I alluded briefly earlier to
a kind of tricky constitutional wrinkle with respect to the use of
pen register authority to intercept metadata where you do not just
have, as with a phone call, the number and the content, but layers
of metadata and content with

Senator BLUMENTHAL. Do you think, though, that we ought to
have a constitutional advocate?

Mr. SANCHEZ. I think that would be extraordinarily helpful, but
also I think a technical advisory capacity of some kind would be
useful, because sometimes I think the most difficult questions turn
not just on the abstruse details of law or technology, but about the
ways they intersect in surprising ways where often there is not
precedent directly on point.

Senator BLUMENTHAL. Thank you.

Professor Cordero, I gather you feel there is no need for a con-
stitutional advocate or some kind of adversarial process, but you
would be willing to support some kind of amicus curiae process?

Professor CORDERO. Thank you, Senator. Well, certainly since the
October hearing, this conversation has evolved, and so, you know,
there are different proposals. In my view, as we discussed at the
prior hearing, based on the current procedures that take place
within—between the Department of Justice and the intelligence
community and the Court, in my view there does not—I think that
the current process is sufficient that facts from the other side are
presented to the Court, the Court has independent legal advisers.
These are independent Article III judges who make judgments on
their own. So, in my view, there actually does not need to be an
adversarial process, and I think the current process is sufficient.

However, between the competing legislative proposals, between
establishing an Office of Special Advocate versus the proposal to
enable the Court to call upon an amicus if the Court believes it
needs it, I believe that the second option would be the better of the
two options.

Senator BLUMENTHAL. And that is because you are loath to cre-
ate a “bureaucracy”? Or what is the reason?

Professor CORDERO. Sure. Several reasons. So one is yes, I think
that the FISA process already is very heavily bureaucratic, it is
heavily layered. There are multiple offices and legal offices and dif-
ferent layers of management that are involved in reviewing FISA
matters. So I think it already is very bureaucracy heavy, and I
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think that the way that the Office of Special Advocate is described
in this legislative proposal, it would simply add to that process.

I also am concerned that over time there has been a relationship
of trust and a very constructive relationship between the executive
branch and the FISA Court, and I actually worry that an Office of
Special Advocate would in some way harm that sort of established
relationship of trust by being in the middle.

With respect to the proposals to add an amicus, you know, again,
if the Court——

Senator BLUMENTHAL. Isn’t the problem that this relationship of
trust has actually undermined trust in the American public and
really threatens to completely eviscerate confidence in a system
that operates in secret, makes secret law, and in the end the rela-
tionship of trust may undermine the whole system?

Professor CORDERO. Well, although, Senator, I would say that ac-
tually a concern about the Office of Special Advocate is that it will
have to operate in secret, too. And so just as the creation of the
FISA Court in 1978 and the creation of the office that worked in
the Justice Department that was an independent, non-political of-
fice at the time was created in order to establish trust and be sort
of this independent participant in the process, now people do not—
you know, they are questioning the FISA Court. And so I do not
know that over time—although in the sort of immediate future I
can see how the Office of Special Advocate might be appealing, I
do not actually think in the long term, because it will operate in
secret, because it will sort of become part of this whole process,
that in the long term it really will restore that

Senator BLUMENTHAL. Well, it would operate in secret, but it
could be combined with other reforms that would provide for some
greater measure of transparency to the FISA Court’s opinions when
it makes new law that affects Americans around the world or at
least in our country. Perhaps there ought to be more of these rul-
ings and opinions that are made public.

But at any rate, my time has expired. I thank you, Mr. Chair-
man, and thank each of the witnesses for being here today.

Senator WHITEHOUSE. Thank you, Senator Blumenthal. I am also
grateful to the witnesses for the trouble that they have taken to
come in and help inform this Committee as we go about our deci-
sions, and I welcome them.

We will hold the record of this hearing open for 1 additional
week for any further materials anybody wishes to submit, and with
that, we will adjourn the hearing.

[Whereupon, at 4:07 p.m., the Committee was adjourned.]

[Additional material submitted for the record follows.]
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Thank you for inviting us to continue our discussions with this Committee on our efforts
to enhance public confidence in the important intelligence collection programs that have been the
subject of unauthorized disclosures since earlier this year: the collection of bulk telephony
metadata under the business records provision found in Section 215 of the USA PATRIOT Act,

and the targeting of non-U.S. persons overseas under Section 702 of FISA. As we have
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emphasized in previous appearances before this and other Committees, we remain committed, as
we review any modifications to these authorities, both to protecting privacy and civil liberties in
the conduct of our intelligence activities, in a manner consistent with the Constitution, the law
and our values, and to ensuring that we continue to have the authorities we need to collect
important foreign intelligence to protect the country from terrorism and other threats to national
security. We also remain committed to working closely with this Committee as any
modifications to these activities are considered.

A key step in promoting greater public confidence in these intelligence activities is to
provide greater transparency so that the American people, as well as ordinary citizens around the
world, understand what the activities are, how they function, and how they are overseen. As you
know, many of the reports appearing in the media concerning the scope of the Government’s
intelligence collection efforts have been inaccurate, including with respect to the collection
carried out under Sections 215 and 702. In response, the Administration has released substantial
information since June to increase transparency and public understanding, while also working to
ensure that these releases are consistent with national security. We welcome the opportunity to
discuss ways to make more information about intelligence activities conducted under FISA
available to the public in 2 meaningful and responsible way. At the same time, we are mindful of
the need not to publicly disclose information that our adversaries could exploit to evade
surveillance and harm our national security. There is no doubt that the recent unauthorized
disclosures about our surveillance capabilities risk causing substantial damage to our national

security, and it is essential that we not take steps that will increase that damage.
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In keeping with this balance, in June the President directed the Intelligence Community
to make as much information about the Section 215 and Section 702 programs available to the
public as possible, consistent with the need to protect national security and sensitive sources and
methods. Since then, the Director of National Intelligence has declassified and publicly released
substantial information in order to facilitate informed public debate about these programs.
Among other things, the Government has declassified and disclosed the primary and secondary
orders from the FISA Court that describe in detail how the bulk telephony metadata collection
program operates and the important restrictions on how the data collected under the program are
accessed, retained, and disseminated. The Government has also released two recent FISA Court
opinions, as well as an Administration white paper, that articulate in detail the legal authority and
rationale for this program. We have also declassified and released to the public several other
FISA Court opinions and orders concerning the two programs, including detailed discussions of
compliance issues that have arisen during the programs’ history and the Government’s responses
to these incidents. We have declassified and released extensive materials that were provided to
the Congress in conjunction with its oversight and reauthorization of these authorities. Finally,
Just this week we have declassified and released additional materials, including FISA Court
opinions relating to a separate program (no longer in operation) to collect certain internet
metadata in bulk pursuant to court orders issued under the pen register/trap and trace provision of
FISA (Section 402). Our efforts to promote greater transparency through declassification and
public release of relevant documents are not yet complete, We will continue our efforts to
promote greater transparency through declassification and public release of relevant documents,

while carefully protecting information that we cannot responsibly release because of national
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security concerns. These efforts are an important means of enhancing public confidence that the
Intelligence Community is using its legal authorities appropriately, which has become
increasingly important in the wake of confusion, concerns, and misunderstandings caused by the
recent and continuing unauthorized disclosures of classified information.

As part of our ongoing efforts to increase transparency, the Director of National
Intelligence has also committed to providing annual public reports that include nationwide
statistical data on the Intelligence Community’s use of certain FISA authorities. Specifically, for
each of the following categories of FISA and related authorities, beginning in January 2014 and
on an annual basis thereafter, the Intelligence Community will release to the public the total
number of orders issued during the prior twelve-month period and the number of targets affected

by these orders:

FISA orders based on probable cause (Titles I and 11 and Sections 703 and 704 of
FISA).

Directives under Section 702 of FISA.

FISA Business Records orders (Title V of FISA).

FISA Pen Register/Trap and Trace orders (Title IV of FISA).

National Security Letters issued pursuant to 12 U.S.C. § 3414(a)(5), 15 U.S.C.

§ 1681u(a) and (b), 15 U.S.C. § 1681v, and 18 U.S.C. § 2709.

This information will enable the public to understand how often the Intelligence
Community uses these authorities nationwide, how many persons or entities are targeted by these
efforts, and how these figures change over time. The Director of National Intelligence has
concluded that providing this information on a nationwide basis is an acceptable course in light
of the goal of public transparency, without unduly risking national security.

We also understand the concerns that specific companies have expressed as to their

ability to inform their customers of how often data is provided to the Government in response to
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legal process. In light of those concerns, we have authorized companies to report within certain
ranges the total number of federal, state, and local law enforcement and national security legal
demands they receive on a nationwide basis, and the number of user accounts affected by such
orders. This allows companies to illustrate that those demands affect only a tiny percentage of
their users, even taking all of the demands together, and thus to refute inaccurate reports that
companies cooperate with the Government in dragnet surveillance of all of their customers. At
the same time, this approach avoids the disclosure of information to our adversaries regarding
the extent or existence of FISA coverage of services or communications platforms provided by
particular companies.

The scope of the voluntary disclosures by the Executive Branch concerning sensitive
intelligence collection activities carried out under FISA is unprecedented. We hope that the
information we have released, and will continue to release, will allow the public to understand
better how our intelligence collection authorities are used. We also hope the public wiil
appreciate the rigorous oversight conducted by all three branches of government over our
intelligence activities, a whole of government approach that is unique and exacting in
comparison to the many governments that conduct similar intercept programs with substantially
less stringent oversight. The extensive oversight that we conduct helps to ensure that our
activities protect national security, balance important privacy considerations, and operate
lawfully.

In addition to the unprecedented steps we have taken to promote transparency, we are
open to working with Congress on legislation designed to increase public confidence in these

intefligence activities and enhance the protection of privacy and civil liberties. Regarding
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Section 215, we would consider statutory restrictions on querying the data that are compatible
with operational needs, including perhaps greater limits on contact chaining than what the
current FISA Court orders permit. We could also consider a different approach to retention
periods for the data—consistent with operational needs—and enhanced statutory oversight and
transparency measures, such as annual reporting on the number of identifiers used to query the
data. To be clear, we believe the manner in which the bulk telephony metadata collection
program has been carried out is lawful, and existing oversight mechanisms protect both privacy
and security. However, there are some changes that we believe could be made that would
enhance privacy and civil liberties as well as public confidence in the program, consistent with
our national security needs.

On the issue of FISA Court reform, we believe that the ex parte nature of proceedings
before the FISA Court is fundamentally sound and has worked well for decades in adjudicating
the Government’s applications for authority to conduct electronic surveillance or physical
searches in the national security context under FISA. However, we understand the concerns that
have been raised about the lack of independent views in certain cases, such as cases involving
bulk collection, that affect the privacy and civil liberties interests of the American people as a
whole.

Therefore, we would be open to discussing legislation authorizing the FISA Court to
appoint an amicus, at its discretion, in appropriate cases, such as those that present novel and
significant questions of law and that involve the acquisition and retention of information
concerning a substantial number of U.S. persons. Establishing a mechanism whereby the FISA

Court could solicit independent views of an amicus in cases that raise broader privacy and civil
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liberties questions, but without compromising classified information, may further assist the Court
in making informed and balanced decisions and may also serve to enhance public confidence in
the FISA Court process.

While we remain open to working with Congress to effectuate meaningful reforms along
the lines just described, we do not support legislation that would have the effect of ending the
Section 215 program, which the Government continues to find valuable in protecting national
security. And, while we support increased transparency, we do not support legislation that
would require or permit public reporting of information concerning intelligence activities under
FISA that could be used by our adversaries to evade surveillance, or which otherwise raises
practical and operational concerns. The bill approved by the Senate Intelligence Committee
includes a number of constructive provisions that we support and that we think will enhance
protections for privacy and civil liberties without harming national security.

Finally, we want to address the Committee’s interest in the legal standard for collection
of records under Section 215. As the Administration explained in a white paper that it published
in August, the telephony metadata program satisfies the statutory requirement that there be
“reasonable grounds to believe™ that the records collected are “relevant to an authorized
investigation . . . to obtain foreign intelligence information . . . or to protect against international
terrorist or clandestine inteligence activities.” The text of Section 215, considered in light of the
well-developed understanding of “‘relevance™ in the context of civil discovery and criminal and
administrative subpoenas, as well as the broader purposes of the statute, indicates that there are
“reasonable grounds to believe™ that the records at issue here are “relevant to an authorized

investigation.” Specifically, in the circumstance where the Government has reason to believe
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that conducting a search of a broad collection of telephony metadata records will produce
counterterrorism information—and that it is necessary to collect a large volume of data in order
to employ the analytic tools needed to identify that information—the standard of relevance under
Section 215 is satisfied, particularly in fight of the strict limitations on the use of the data
collected and the extensive oversight of the program.

As noted above, two decisions of the FISA Court that have recently been declassified by
the Government and released publicly by the Court explain why the collection of telephony
metadata in bulk is constitutional and is authorized under the statute. These opinions reflect the
independent conclusions of two federal judges serving on the FISA Court that the Government’s
request for the production of call detail records under Section 215 meets the relevance standard
and all other statutory requirements. Moreover, these opinions conclude that because the
Government seeks only the production of telephony metadata, and not the content of
communications, there are no Fourth Amendment impediments to the collection. Indeed, 15
separate judges of the FISA Court have held on 35 occasions that Section 215 authorizes the
collection of telephony metadata in bulk in support of counterterrorism investigations. Last
week, a district court in a criminal case in California also held that the collection of telephony
metadata in bulk under Section 215 is consistent with the Fourth Amendment.

We appreciate that privacy concerns persist about the telephony metadata collection
program, even considering the limited data the Government receives, the stringent constraints set
by the FISA Court on how it is used, and the aforementioned legal rulings that have consistently
upheld its legality. But we hope you will weigh those concerns against the increased risks to

national security if this capability were terminated with no equivalent program that addresses
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what the 9/11 Commission pointed out as a critical gap in the ability of the intelligence
community to detect and “connect the dots™ for foreign terror plots against our homeland. This
program fills a significant gap in our ability to identify terrorist communications and, together
with other authorities, can help us identify and disrupt terrorist plots, thus fulfilling the vision of
the 9/11 Commission, which implored the Government to undertake mechanisms and
collaboration which would prevent the recurrence of another 9/11.

We look forward to answering any questions you might have about these important
intelligence collection programs and related issues. We understand that there are a variety of
views in the Congress and among the American people about these activities, and we ook
forward to discussing these issues with this Committee as new legislation concerning these
activities is considered. We hope that, with the assistance of this Committee, we can ensure that
these programs are on the strongest possible footing, from the perspective of both national
security and privacy, so that they will continue to enjoy Congressional support in the future.

Thank you.
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1 Introduction

Chairman Leahy, Ranking Member Grassley, members of the Judiciary Commit-
tee, thauk you for the opportuuity to offer testimony today on the surveillance
authorities of the National Security Agency and how those authorities are affect-
ing the Internet and the global trade in services online. CCIA is a 40-year old
international nonprofil association representing a broad cross section of com-
puter, communications and Internet industry firms. Our members employ more
than 600,000 workers and generate annual revenues in excess of $200 billion.

This teétimony will outline the promise of and the challenges to the open
Internet, as well as some changes in law that will help preserve the civil liberties
of Americans and the vital commerce of the Internet services sector both in
the U.S. and in markets around the world. I am proud to announce in that
context that CCIA supports the USA FREEDOM Act offered by Chairman
Leahy and Representative Sensenbrenner. There are a few areas where we have
some suggestions to improve the bill and we look forward to working with the
Chairman and his staff on those points. Finally, this testimony will offer some
suggestions for addressing the disparity between U.S. citizens and foreigners in
a global age on a global network.

It is important to step back from the current controversy to provide con-
text. In 1997 the United States government issued what has been widely hailed
as a prescient and insightful policy statement that laid the foundation of the
U.S. government’s approach to the Internet. A task force, led by Ira Maga-
ziner, produced the first major review of Internet policy and global commerce
in 1997. In the Framework for Global Electronic Commerce, the White House
put forward five principles to guide the development of the new digital economy.
These principles enshrined an extremely successful approach to Internet policy

that has seen the Internet grow from a medium with approximately 100 million
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users in 1997 to nearly 3 billion Internet users today. The policy statement also
identified what was the most crucial variable determining whether the Internet

lived up to its potential as both an economic and social medium: public trust.

If Internet users do not have confidence that their communications
and data are safe from unauthorized access or modification, they will

be unlikely to use the Internet on a routine basis for commerce.!

If the above quote seems rudimentary, it is. However, it is also ecasy to take
for granted what has been achieved since 1997 in creating a more secure online
environment for commerce and communication. It is even easier to discount how
easily decades of progress in creating user trust in the fidelity of their online
conversations and transactions can be eroded. Revelations about the NSA's
surveillance programs have had global repercussions and threaten to undermine
the very trust upon which the current success and future growth of the Internet
depend.

The fallout has harmed individual U.S. companies, the competitiveness of the
United States economy, and the evolution of the Internet itself. It is difficult to
overemphasize how deeply felt have been the reverberations of these revelations
in discussions of Internet governance, trade, and freedom around the world.
Here in the United States we have been focused understandably on the rights
and liberties of Americans, questions of rule of law, and public opinion across
the country. While these are critical issues, it is important that the Committee
also concern itself with the fact that the behavior of the NSA, combined with the
global environment in which this summer’s revelations were released, may well
pose an existential threat to the Internet as we know it today, and, consequently,

to many vital U.S. interests, including the U.S. economy. That is why a number

1President  William  J. Clinton  and  Vice President  Albert  Gore, Jr.,
A Framework  for Global Electronic Commerce (1997}, available  at
http://clintond.nara.gov/WH/New/Commerce/read.html.
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of large Internet companies earlier this week released a set of principles calling for
an end to bulk collection, better oversight and transparency, and protection for
free flow of information.? Of particular note, these principles were addressed to
governments around the world, not just here at home, because this is a problem

that will take all of us to fix.

2 Economic Security

The members of the committee are no doubt familiar with the great commercial
benefits the open Internet provides. It allows small-and-medinum-size businesses
to access markets and customers well beyond their reach in the brick and mortar
world, lowers costs along the entirety of global supply chains, increases efficiency
in business from the Fortune 500 down to the smallest mom-and-pop shop, and
is the catalyst for the online services marketplace, one of the greatest economic
drivers in the country today.

As an example of the immense economic benefit of the Tnternet, the Boston
Consulting Group conducted a study in 2012 analysing the economic promise of
the Internet economy.® The study predicts that the Internet economy in the G-
20 will reach $4.2 trillion by 2016. Another study, conducted by the McKinsey
Global Institute, estimates that 21% of GDP growth over the past 5 years is
attributable to the Internet and that 2.6 jobs are created for every job lost.*
And, perhaps more telling, the same study estimates that 75% of the economic
value of the Internet accrucs to traditional sectors of the economy in the form

ol greater elliciency and expanded market access.

2Global Government Surveillance Reform, available at
http://reformgovernmentsurveillance.com/.

SBoston Consulting Group, The $4.2 Trillion Opportunity: The Intcrnet Econ-
omy in the G-20, March 2012, available at https://publicaffairs.linx.net/news/wp-
content/uploads/2012/03/beg_4trillion_opportunity.pdf.

4McKinsey Global Institute, Internet Matters: The Net’s sweep-
ing impact on growth, jobs, and  prosperity, May 2011, available  at
http://www.mckinscy.com/insights/high_tech.tclecoms_internet/internct.matters.
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The U.S. government has even taken notice. A recent comprehensive re-
port from the U.S. International Trade Commission (ITC) noted, “digital trade
continues to grow both in the U.S. economy and globally” and that a “further
increase in digital trade is probable, with the U.S. in the lead.” In fact, the re-
port also shows, U.S. digital exports have exceeded imports and that surplus has
continually widened since 2007.° As traditional manufacturing and lower-skill
service sector jobs migrate overseas, the Internet, and the innovative ecosystem
that it has spawned, is becoming increasingly important to our global economic
competitiveness. As a result, the economic security risks posed by NSA surveil-
lance, and the international political reaction to it, should not be subjugated to
traditional national security arguments, as our global competitiveness is essen-
tial to long-term American security. It is no accideut that the official National
Security Strategy of the United States includes increasing exports as a major
component of our national defense strategy.®

The NSA’s practices have clear impacts on the business of the U.S.-based
Internet companies. So much of online commerce today is fundamentally based
on trust. If users are going to tirn over very sensitive information such as the
contents of an inbox, to a company providing an online email or other cloud
service, they need to have trust in the idea that the company will act as a
responsible steward of that data. So much of the promise of the Internet is
reliant on that trust, as the Magaziner report made clear 16 years ago.”

The images portrayed in the press of Internet companies happily working
with the NSA to turn over vast troves of information about users, while almost
entirely untrue, nevertheless harmed the trust of users. We have seen the effects

both here in the U.S. and around the world in both public rhetoric and the bot-

5U.S.ITC, Digital Trade in the U.S. and Global Economies, Part 1 {2013), at xix, available
at http:/ /www.usitc.gov/publications/332/pubd415.pdf.

5The White House, National Security Strategy of the United States (2010), at 32, available
at http://www.whitehouse.gov /sites/default/files/rss_vicwer /national _sccurity strategy.pdf.

7 Supra, note 1.
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tom line. Contracts, particularly at the enterprise and government levels, are
being cancelled and there are calls to somehow limit the amount of information
sent to companies within the U.S. The European Union is even seriously recon-
sidering the EU - U.S. Safe Harbor Agreement that permits U.S. companies to
collect information about European citizens. All of these efforts have an obvious
effect on commerce in a sector of the U.S. economy that has shown some of the
best performance in the recent economically difficult times.

Revelations about NSA gurveillance of foreign users of American service
providers, however, have made that natural commerce much less fruitful. Even
worse have been the discussions since the first revelations. The White Iouse
almost immediately began emphasizing the legal protections afforded to Amer-
ican citizens under the current system. Others in Congress and the press have
continued to emphasize this line of argument. It is important to emphasize how
harmful this approach is to companies trying to do business around the world.
Congress cannot expect American companies to successfully export information
services if the protections their customers receive are weaker than the protec-
tions provided by the foreign competition. Last week Cisco announced their
latest quarterly earnings are lower than expected because of a lack of trust of
an American company abroad.® American cloud companies also report that
both governmental and enterprise purchasing of U.S. cloud services in Europe
have declined.

The NSA’s efforts {o undermine international encryption standards have
also made us economically weaker. Those same standards the NSA subverts
are used by people around the world to bank and shop safely online. Weaker
encryption can be used by hackers to break passwords, conduct espionage, steal

identitics, and create mayhem. By decreasing the effectiveness of eryptography,

8Richard Waters, Cisco cites emerging markets backlash on NSA leaks for sales slump,
FinanciaL Trves, Nov. 13, 2013.
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the NSA is singlehandedly creating cybersecurity threats at a time when our
Congress has been debating how to shore up our cyber defenses. Furthermore,
this is at odds with the NSA’s other stated mission: protecting the security
of American networks. As Matthew Green, a noted encryption expert at John
Hopkins University noted, The risk is that when you build a back door into
systems, youre not the only one to exploit it.... Those back doors could work
against U.S. communications, too.?

With these affects in mind, it would be dangerously myopic to separate the

economic effects of widespread Internet surveillance from its security impacts.

3 Soft Power

The Internet’s value obviously cannot be summed up in just dollars and cents.
It is impossible to place a monetary value on the ability for people around the
world to connect with each other, exchange ideas, debate politics, and experi-
ence foreign cultures. This is the Internet’s greatest value and it may do more
for national security than all the surveillance the government could muster. It
is sometimes said that no two countries that both have a McDonald's have ever
gone to war.!’ Although this analogy might overstate the causal mechanism
behind peace, it is certain that unfettered Internet access, and the international
commmnercial and cconomic interdependence that flows from it, makes interna-
tional military conflict more costly and therefore less likely.

U.S. national security increasingly depends as much on this “soft power”
in addition to traditional hard power. It is important to recognize the dra-

matic effect these revelations have had on our international diplomatic sway,

9Jell Larson, Nicole Periroth, and Scoil Shane, Rewvealed: The NSA’s Secret Cam-
paign to Crack, Undermine Internet Security, PROPUBLICA, Sep 5, 2013, available
at http:/ /www.propublica.org/article/the-nsas-secret-campaign-to-crack-undermine-internet-
encryption.

0Thomas Friedman, THE LEXUS AND THE OLIVE TREE, {Farrar, Strauss, and Giroux 1999),
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particularly in regards to the future of Internet governance.

Even before the revelations in the Guardian, Washinglon Post, and other
papers this summer, the open Internet was in trouble. Most people associate
the World Couference on International Telecommunications (WCIT) treaty con-
ference of last year with the {irst attempts to wrest control of the Internel away
from the bottom-up multi-stakeholder organizations that have kept it running
for years, but the efforts go back even further. Numerous governments — both
well-meaning and repressive - have long believed that all Internet problems
could be solved, if only they were in charge.

These efforts have escalated since this summer’s revelations. The U.S. gov-
ernment position of supporting the multi-stakeholder model of Internet gover-
nance has been compromised. We have heard increased calls for the ITU or the
United Nations in general to seize Internet governance functions from organiza-
tions that are perceived to be too closely associated with the U.S. government,
such as the Internet Corporation for Assigned Names and Numbers (ICANN).
This is unfortunate because ICANN is one of the best examples of aun inde-
pendent multi-stakeholder organization. Furthermore, the Internct governance
regime that ICANN has cultivated has subjugated political concerns Lo eco-
nomic and technical decisions, which, in turn, has allowed the Internet to grow
from an obscure medium largely known only to academics 20 years ago, to a
tool utilized by nearly 3 billion people today.’? TCANN aud the other multi-
stakeholder governance groups have also seen it necessary 1o move themselves
further away {rom U.S. govermment control.'?

Finally, we have been faced with a series of proposals for modifications of

the engineering structure of the Internet, such as requirements that companies

119,749 billion individuals arc using the Internet, according to
the  ITU’s 2013 ICT  data, available  at  bttp://www.itwint/en/ITU-
D/Statistics/Documents/statistics/2013/1TU Key.2005-2013.ICT data.xls.

12See Montevideo Statement on the Puture of Internet Cooperation, ICANN, et ol., {2013),
available at http://www.icann.org/en/news/announcements/announcement-07oct 13-on. htm.
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host all citizens’ data physically in a particular country rather than where it i
most efficient or cost effective. These demands are simply digital protectionism
wrapped up in the cloak of privacy protection, but they are enabled by the per-
ception U.S. government’s actions. We have unfortunately scen these demands
from places as diverse as the BEU, Brazil, and Indoncsia.

Losing this international diplomatic battle and turning over control of the
Internet to politicians and bureaucrats from around the world would have dis-
astrous consequences for the future growth and vitality of the Internet. Given
that nearly half of the world voted against the U.S.'s position on the future of

* before the NSA revelations

Internet governance at the WCIT last December!t
were made public — ceding more rhetorical ammunition to our political enemies
is detrimental to the U.S/s diplomatic ability to protect the Internet.

The timing for this situation could not be worse. The next year will see a
large mumber of events at which Internet governance will be a topic of discus-
sion. Some of these, such as the I'TU Plenipotentiary Couference, the World
Summit on the Information Society ten year review, and the World Telecom-
nunications Development Conference, are occurring on a set schedule but will
be considerably more focused on these questions than they may otherwise have
been. Others like the Internct governance meeting taking place in Brazil next
vear, and the new focus on governanece emerging at both the UN’s Conunission
on Science and Technology for Development and in the General Assembly, arve
dircetly a result of the NSA’s actions, particularly with reference to non-U.S.
citizens. We already kunow that therc will be many countries at these meetings
seeking to usurp the governance of the Internet and give it to organizations
like the International Telecommunications Union. This damage to the U.S.s

reputation on governance and the potential for adverse results in international

BWCIT 2012,  Signatories of the Final Acts (Decomber 2012),  avaslable at
hitp://www.itu.intfosg/weit-12/highlights /signatories.html.
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fora will take hard work and a lot of time to overcome. It is a damage that will
persist unless deep, fundamental change is undertaken.

Furthermore, it is important to recognize that there is no “status quo™ option
in this conversation. The world is already reacting to make the NSA’s programs
less effective. If the Unites States comes across as stubborn or unwilling to
engage on this topic, particularly where it comes to the data of foreigners,
not only will the practical value of this surveillance be lossened, we will have
contributed dircctly to the further fracturing of the global Internet.

To their credit, many within the U.S. government have seen this threat and
responded, particularly within the State Department, which has made Internet
Freedom a major policy initiative. Former Secretary Clinton and her staff should
be applauded for their work evangelizing the open Internet. Unfortunately they
have been unintentionally undermined by the actions of others in the national
security establishment. Through a posture that seems to treat Americans only
as sources of data, albeit ones with laws protecting them, and foreign nationals
as merely sources of data alone, the NSA programs have greatly harmed the
credibility of American calls for Internet freedom, wulti-stakeholder governance,

and the free flow of information in large portions of the world.

4 Transparency

Transparcncy in the use of surveillance authorities is fundamentally important.
Without knowledge of what the government is doing, citizens have no means of
judging whether and how to change the law. Cowpanies who receive govern-
ment demands are unable to be truthful with their users about the extent of
surveillance that is happening. Finally, laws interpreted in secret courts and left
generally unchallenged cannot form the basis for a healthy democracy. Trans-

parency has thereforc been a focus for the companies in the Internet services
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marketplace since the first 1_'(»Vﬂk1tiox1s and is reflected in the principles released
earlier this week.

Transparcucy, thereflore, must be a multi-pronged cftort. It should involve as
many avenues for getting information out to people as is feasible. The executive
branch, the FISA courts, and the companies themselves all have a duty, and
must be allowed the ability, to release information about surveillance programs.

The companies in particular have a great need to share this kind of in-
formation. A breakdown of what companies receive surveillance orders, and
how many, will help develop the national debate surrounding surveillance in
our country. In addition, companies have a unique need to inform their users
publicly about how many requests they actually get from the government, par-
ticularly after the allegations made this summer. In addition, those numbers
should be as precise as is feasible, because the tendency today is to be skepti-
cal of companies that look like they are hiding something. Precision in these
numbers will help combat these concerns.

Not all companies are developing transparency reports, but all of them
should be encouraged to. Any company, whether U.S. based or foreign, that
receives orders from any government to turn over or take down information
should be releasing aggregate numbers of such demands. It will only be once
we can learn the full impact of surveillance on our online services that we can
make informed decisions.

Government also has an obligation to share with its citizens the laws that
affect them on a day-to-day basis. The interpretations of the law, the procedures
used by the surveillance authorities, and the number of times those authorities
have been invoked are all vital pieces of information. This is not only true
of the U.S. government, of course. Governments around the world should be

encouraged to reveal this information, and if the U.S. takes this first step it will

10
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be in a much greater position to demand the same of other countries.

The committee will no doubt hear that transparency of the sort here sug-
gested will cause undue damage to the security of the nation. These irans-
parency proposals are, however, no different than those permitied for years
under criminal statutes. Trausparency reporting in the criminal context is even
enshrined in the Wiretap Act. There have been little to no complaints from
law enforcement indicating organized crime has learned to evade surveillance
because of such transparency. Indeed, if anything we are sceing increasced de-
mands for data under criminal statutes year over yvear. It would be a mistake to
let vague warnings about terrorism deter the full development of transparency
in this area, particularly when that obfuscation crodes our economie security.

The Surveillance Transparency Act of 2013, recently introduced by Senator
Franken and the topic of a hearing last week, would go far Lo create the sort of
transparency that will inform the public and help the companies set the record
straight. That is why CCIA has also publicly supported Senator Franken's bill
and why we are glad to see that Chairman Leahy has included that language in

his bill,

5 Protection for Americans

Federal laws addressing under what circumstances the government may collect
Americans’ data for national security investigations are badly in need of reform.
Many of them were understandably written in a culture of fear and since bol-
stered by the ever-present invocation of terrorism. What has been forgotten

is the fact that one of the greatest contributors to national security is a strong

11
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economy.'* Today, Americans fear government intrusion more than terrorism.®

The time has come 10 adjust our priorities.

One area of national secwrity surveillance programs needing modification
is the bulk collection of metadata. Despite statements by sowme that buply
collection of metadata is not intrusive of privacy, there is a great deal that can
be learned about a person if you can see a list of who they call or with whom
they cmail. NMedical conditions, religious affiliation, sexnal identity, and more
are all reasonably easily deduced from this sort of metadata. The government
cmphasizes, when discussing its metadata prograni, that there are many coutrols
in place to protect the data once it is collected and housed by the NSA, but
that provides little comfort. Even if the current administration’s intentions are
completely noble and without reproach, once the data is collected, it can be used
in the future. Information, it is said, wants to be free. A corollary is perhaps
that databases want to be used.

As we now know, the NSA seeks to use this sort of metadata to build a
model of the social networks of Americans.’® To store details on who we speak
to and who we assodiate with runs into direct conflict with not just the Fourth
Amendment but also the First. The Supreme Court recognized this fact as
far back as 1958, when they decided NAACP v. Alabama. Justice Harlan, in
denying the State of Alabama the right to peer into the NAACP’s membeorship
rolls, recognized the “vital relationship between freedom to associate and privacy
17

in one’s associations.” This is just one of the reasons why the principles

released this week took aim so divectly at bulk collection, calling on govermmnents

18¢ee, e.g, Alice M. Riviin, National Security Depends on a Strong American
Feonomy, Brookings Institute (2010), aveilable af http://www brookings.cdu/blogs /up-
front/posts/2010/12/30-sccurity-cconomy-rivlin.

Y5Pew Rescarch Center for the People & the Press, Few See Adequate Limits on
NSA Surveidlance Program, Pew Rescarch Center (2013), available at http://www.people-
press.org/2013/07/26 /few-sce-adequate-limits-on-nsa-surveillance-program/.

16 James Risen and Laura Poitras, N.S.A. Gathers Data on Social Connections of U.S.
Citizens, N.Y. Tigs, Sep. 28, 2013,

Y NAACP v. Alabama, 357 U.S. 449 (1958).
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to “limit surveillance to specific known users for lawfal purposes, and should
not undertake hulk data collection of Internet communications.” ¥

The USA FREEDOM Act would directly address this issue. It is good to
see that it would address collection not just under Section 215 of the USA
PATRIOT Act but also under a range of other authorizations including pen
register/trap and irace provisions and National Sccurity Letters. We know
from olficial releases by the Director of National Intelligence that bulk collection
of Internet metadata had been ongoing up through 2011 under the FISA pen
register/trap and trace provisions. While we don’t know precisely whether bulk
collection of Internet metadata continues under other authorities at the moment,
it is also encouraging that the bill secks to prohibit all forms of bulk collection,
for Internet and phone calling records.

Our laws protecling Americans must also be modified with regard to the
operations of the Forcign Intelligence Surveillance Court. Right now the court
issues its orders ex parte, with ouly the government in the room. While this
works for criminal warrants, defendants in a criminal trial have the ability to
challenge any improper warrants at trial. There is usually no such opportu-
nity under FISA. That is why an institutional opponent should be created to
intercede at the FISC, particularly in cases where the Court is grappling with
novel questions of law and would be well served by hearing multiple sides of an
argumaoent.

It is important that such an advocate have the knowledge and the resources
to properly represent the alternative viewpoints necessary to provide counsel to
the FISC. In particular, we hope that the office will have aceess to technological
expertise, as well as legal, as the NSA’s programs are technologically complex

and many in the FISC system have admitted that there is not enough knowledge

B Global Government Surveillance Reform, available at
http:/ /reformgovernmentsurveillance.com/.
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to fully comprehend them. Senator Blumenthal's FISA Court Reform Act of
2013 is an excellent starting point and we are encouraged to see it included in

Chairman Leahy’s bill.

6 Foreigners Abroad

Despite the fact that the modern Internet is a global, interconnected medium,
U.S. national security policy continues to operate on the presumption that U.S.
citizens online deserve protection from unwarranted surveillance while others
do not. While the U.S. began this great experiment, today’s Internet is an
international platform for innovation and communications. The network hosts
commerce, politics, and love letters of billions from all corners of the globe — a
fact reinforced as more of the developing world come online.

The short-sighted position that only a fraction of those users deserve privacy
protections poses very real dangers for the future of the Internet. If foreign users
are not provided any baseline assurances about the privacy of their personal in-
formation, communications and associations, then America’s role as the world
leader in Internet innovation and digital commerce is threatened. This is es-
pecially true going forward, as the fastest growing Internet markets are foreign
and many major U.S. Internet companies are already attracting more users and
reaping more revenue from abroad than they do at home.

Solving these problems will need the development of new legal paradigms.
Old rules focused only on citizenship or location are anachronistic when it comes
to the Internet. We do not yet have all the answers, but we must cease dis-
tinguishing Internet users in such a way if we wish our American companies
to succeed globally. Furthermore, given that the Internet is global platform,
Americans should have baseline assurances about their privacy when using non-

US Internet platforms and services as well. The principles released this week

14
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by major Internet companies focuses on this issue and calls for a framework for
handling requests across jurisdictional boundaries, such as strengthened Mutual
Legal Assistance Treaties (MLATs). If we don’t change our rhetoric and seek
new solutions to these problems, we will face a Internet surveillance arms race
to the bottom that will almost certainly diminish the [uture couumercial and

social promise of the Internet as a global communications medium.

7 Conclusion

The Internet today is at a crossroads. The tool for commerce, expression, and
communications so many of us have been building for a few decades now faces
threats of balkanization, censorship, and being co-opted for the purposes of mass
surveillance. This is not a sacrifice that should be made lightly. The companies
that CCIA represents are in many ways the stewards of their users, There is a
great responsibility to protect the trust given to them, and to work unceasingly
toward a free and open Internet that will benefit everyone. The discussion that
we are having today is one example of that larger goal.

This committee and Congress in gencral has the opportunity to have an
incredible effect on the fidure of the Internet. It scoms clear that for a Jong
time our government has made choices impacting the Internet with only security
fears in mind. This committee, right now, finally has the opportumity to right
that wrong. 1 truly hope it does so. 1 thank you for the opportunity to testify

on this crucial issue and look forward to answering your guestions.

15
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Thank you Chairman Leahy, Ranking Member Grassley; it is a privilege to be

invited to address this committee.

With the recent release of several Foreign Intelligence Surveillance Court
opinions, concerning a now-defunct program to acquire Internet metadata in bulk
under FISA’s pen register/trap-and-trace authority, a pattern has begun to

emerge—across multiple domains of intelligence activity.

First, an authority generally understood at the time of passage to be
expansive but nevertheless limited and particularized—certainly by the general
public, and apparently by many members of Congress as well—is secretly
interpreted to permit bulk acquisition of information about vast numbers of
Americans’ communications. Once published, the legal rationale for this expansive
reading is criticized as strained even by scholars generaily sympathetic to the past

decade’s expansion of government surveillance powers. As Professor Orin Kerr
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noted in The New Republic, the FISC's opinion in this case ignored “important
statutory clues suggesting that the pen register authority does not extend to bulk

programmatic uses.”

Here as with the previously disclosed telephony metadata program, the
Court rationalized this bulk collection by employing a strained and, for practical
purposes, unlimited concept of “relevance to an authorized investigation,” according
to which a pool of thousands or millions of records pertaining to Americans’
innocuous communications could be considered “relevant” on the grounds that
subsequent analysis could detect the tiny fraction actually related to some foreign
terror group. This is, however, the very definition of a fishing expedition:
Indiscriminate collection untethered to any specific grounds for suspicion at the
time of acquisition, on the premise that some evidence of wrongdoing is bound to

turn up somewhere.

Perversely, this rationale depends on bulk collection not being more
narrowly tailored. If, after all, the government sought to acquire in bulk all metadata
pertaining to communications for an arbitrarily chosen city over some more limited
time period, it could not plausibly claim that the data pool was statistically all but
certain to contain records of actually relevant communications. On the
government'’s theory, rather, the totality of the information obtained is relevant
because acquisition is sweeping and indiscriminate—a train of logic that, once
accepted, leaves scant incentive to develop more narrowly tailored collection

criteria.
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What is perhaps especially odd here is that the Court does not appear to have
authorized the use of “big data” analytic tools—such as pattern matching to detect a
group of targets who had changed phones or e-mail accounts—that might plausibly
be said to truly require a comprehensive database, but rather limited queries of that
data to selectors for which a particularized determination of reasonable suspicion
had been made. At that point, of course, a more traditional and circumscribed
conception of relevance would permit the same records to be obtained via targeted
orders. Thus the full weight of the justificatory burden for untargeted collection is
effectively borne by the argument that it is necessary to enable historical access to

records that might ultimately be determined to be relevant.

In other words, everything is relevant now because anything might turn out
to be relevant in the future. The government has gestured toward the need to
articulate a limiting principle to its collection powers by stréssing that
communications records in particular can be fruitfully analyzed in bulk to reveal
networks of association—but to the extent that the real weight of the argument is
borne by the putative necessity of historical access, it would apply to any body of
records not retained indefinitely that could conceivably be relevant to an
investigation. This should be especially troubling given that the same “relevance”
language appears in the statutes authorizing National Security Letters, which do not

require advance judicial approval.

The FISC's justification of the telephony metadata program has been

extensively criticized on both constitutional and statutory grounds in a recent paper
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by Professor Laura Donohue, and that critique largely applies, mutatis mutandis, to
the e-mail metadata program. In the latter case, however, even if we accept the
government’s strained reliance on Smith v. Maryland and the increasingly untenable
legal fiction that it is unreasonable for Americans to expect any privacy in records of
their communications held by third parties, there is an additional complication: It
would appear, though redactions make it hard to be certain, that metadata about e-
mail communications was obtained not from e-mail providers themselves, but from
Internet Service Providers that do not normally retain such information in business
records or, indeed, need to process it as an incident to the provision of service.
Relative to the ISP, e-mail metadata—which is not necessarily knowingly disclosed
to or retained by any third party, at least in the case of communications between
entities that maintain their own mail servers—could reasonably be considered just
another form of content. Again, due to redactions in the published opinions, it is
unclear how adequately the FISC dealt with this technical feature of Internet

communications.

Though the FISC did attempt to impose restrictions designed to protect the
privacy of innocent Americans, these were “continuously viclated” over a period of
years, while the Court was repeatedly misinformed about the technical details of the

collection program’s operation. As the FISC noted in another recently disclosed

opinion, this is one of at least three instances in as many years in which the
government had “disclosed a substantial misrepresentation regarding the scope of a
major collection program.” In the case of the 215 telephony metadata program, the

Court found that as a result of these misrepresentations, the rules imposed by the
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FISC had been “so frequently and systematically violated that it can fairly be said

»”

that this critical element of the overall regime... has never functioned effectively

The third such known instance, involving overcollection of domestic
communications under the FISA Amendments Act’s §702 authority, did at least
occur under a provision clearly intended for large-scale collection. Here, the
problem was that if a single e-mail triggered the NSA”s automatic filters while a user
was downloading his inbox, the entire stream — including totally domestic
messages — could be captured. As the FISC observed, even if this were a relatively
rare occurrence, the massive scale of NSA interception meant the agency could be
vacuuming up some 56,000 wholly domestic emails annually. This approach, the

court drily concluded, was “deficient on statutory and constitutional grounds.”

In light of the massive scale of this collection, that the American
comumnunications are deemed to be acquired “incidentally,” and the U.S.
communicants are not intentionally “targeted,” provides little comfort. The general
warrants deplored by our Founders, which inspired the Fourth Amendment, were
similarly not “targeted” at any particular U.S. person—but that was accurately seen,

not as some kind of safeguard, but as the essential problem.

Concerns on this score should be compounded by diclosures that NSA
databases can then be queried for selectors associated with U.S. persons. Another
recent report informs us that the “intelligence purposes” for which the collected
data might be used include compiling derogatory information about the

embarrassing online sexual habits of “radicalizers”—apparently including, in at least
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one case, a U.S. person—who are engaged in Internet speech hostile to the United

States, but not directly linked to violent groups.

Finally, the broad claims of intelligence necessity upon which the FISC relied
in authorizing the program appear not to have withstood scrutiny—and this
program, at least, was discontinued in 2011, though it remains unclear how broadly
components of the intelligence community continue to collect Internet metadata

under other programs or authorities.

Similar claims about the necessity of the telephony program have not fared
much better. From initial claims that dozens of “terrorist events” were “disrupted”
by that program along with PRISM surveillance, it has become clear thatin only a
single material support case did the 215 program provide a unique or essential lead,
and in an amicus brief filed in support of an ACLU lawsuit, several senators with
access to the classified details argue that there is “no evidence that the bulk
collection of Americans’ phone records has provided any intelligence of value that
could not have been gathered through less intrusive means.” Indeed, even as the
FBI has repeatedly reassured the FISC of the value of this program, an exchange
reported in Garret Graff's book The Threat Matrix quotes former FBI director Robert
Mueller describing what appears to be the 215 telephony program as a “useless time

suck.”

This is a continuation of a pattern we have seen on numerous occasions over
the past decade. Shortly after the terrorist attacks on September 11, 2001, President

George W. Bush authorized the National Security Agency to conduct broad
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telephone and Internet surveillance outside the procedures of the Foreign
Intelligence Surveillance Act—a program that would eventually come to be known
as STELLAR WIND. When one component of that program, involving warrantless
telephone wiretapping, was discovered and—eventually—disclosed by reporters
for The New York Times, the administration insisted on its effectiveness and vital
importance. Former NSA director Michael Hayden claimed that it had “been
successful in detecting and preventing attacks inside the United States.” Vice
President Dick Cheney went still further, asserting that the program had “saved

thousands of lives.”

Yet when the intelligence community’s Inspectors General finally published
an unclassified report on the program, they noted that the officials they interviewed
“had difficulty citing specific instances where [the program] had directly
contributed to counterterrorism successes.” As one senior CIA official told NSA
historian Matthew Aid: “We spent a ton on the program but got back very little in

the way of solid returns. I don’t think it was worth the money.”

Fusion centers, massively funded by the Department of Homeland Security
over the past decade, were repeatedly hailed by intelligence officials as a “vital,
proven tool” and a “centerpiece of our counterterrorism strategy.” It was only last
year that an extensive, bipartisan Senate investigation concluded that they had in
fact produced no useful counterterror intelligence, and indeed risked violating the

Privacy Act by generating reports of citizens’ First Amendment protected activities.
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[ am not, I wish to stress, claiming that intelligence officials deliberately
mislead either Congress or the FISC about the importance of these programs. But
the employees of every government agency naturally tend to believe that their
programs and authorities serve an essential public purpose, and that internal
assessment should not be uncritically accepted—especially when the authorities in

question impinge on Americans’ privacy and civil liberties.

It has become increasingly clear that the FISA court, conceived as a body
charged with assessing and authorizing specific targeting decisions, is ill equipped
in its current form to evaluate broad programs of surveillance and data collection.
Greater transparency, and some form of adversarial process in cases where the FISC
considers novel legal and technological questions, may remedy the problem
somewhat, but it would be better still to require the intelligence agencies to seek
specific congressional authorization for collection on that scale, limiting the existing
authorities to collection with a specific nexus to a suspected foreign agent—a

limitation the Senate already unanimously approved back in 2005.

I note in closing that we have been assured the violations of existing rules
limiting surveillance require no further constraint because, for the most part, they
have not been determined to be “willful” or “intentional.” I do not find this

reassuring for several reasons.

First, in any system of oversight, inadvertent violations are more likely to be
discovered than willful abuses, precisely because inadvertent violators take no steps

to evade detection. We know from our own history that when intelligence agencies
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engaged in clearly illegal political surveillance throughout the 1960s, they took
elaborate steps to evade the more anemic oversight structures in place prior to the
passage of FISA, avoiding the creation of any official record of abuses. In one case
discussed by historian Athan Theoharis, for instance, a member of Congress made
repeated improper requests for access to FBI files on specific individuals. In each
case, the request was met with a formal letter of denial—hand-delivered by an agent
carrying the requested files in a briefcase. We should not expect bad actors in the

future to be less ingenious.

Second, the history of intelligence abuses uncovered by the Church
Committee in the 1970s sometimes involved wholly iliegal surveillance unconnected
to any legitimate intelligence purpose. Often, however, information obtained
through surveillance that had some colorable intelligence justification in its

inception was later—sometimes years later—misused for political purposes.

Third, and relatedly, the sheer volume of modern collection makes
intentional abuse vastly harder to definitively prove. Whatever excuses might have
been offered for the extensive campaign of surveillance, slander, and harassment
directed at Martin Luther King and other political activists and dissidents, nobody
could plausibly claim that the telephones and offices of the Southern Christian
Leadership Conference had been wiretapped inadvertently or incidentally. Against
the background of bulk collection, however, it is likely to be far more difficult to
distinguish between deliberate abuse and a well-intentioned data query that

happens to return information about innocent Americans—one reason that, at the
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very minimum, Congress should require judicial approval before selectors

pertaining to Americans can be used to query foreign intelligence databases.

Again, I do not mean to claim that we have reason to believe abuses of the
type revealed by the Church Committee are now occurring, or have occurred in the
past decade. ltis entirely plausible they have not. We must recognize, however, that
we have constructed—not through any one particular authority, but by the
cumulative expansion of interconnected intelligence powers——an architecture of
surveillance vastly more potent than anything those responsible for COINTELPRO or
Operation SHAMROCK could have conceived. When even inadvertent misuse of that
architecture can go undetected by overseers for years at a time, it seems unwise to
wait for evidence of malice before imposing commonsensical limits on the programs
that are demonstrably vital to national security—and eliminating entirely those

whose value remains largely theoretical.
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Introduction

Mr. Chairman, Ranking Member Grassley, members of the Committee, thank you for this
opportunity to appear before you again to share my views on the important issue of continued
oversight of U.S. Government surveillance activities, including activities conducted under the
Foreign Intelligence Surveillance Act (FISA).

[ am currently the Director of National Security Studies and an Adjunct Professor of Law
at Georgetown University Law Center, where, among other things, I teach a course on
intelligence Reform. The views presented in this statement and at this hearing are my own, and
should not be construed to reflect the views of any employer. current or former. This statement
was reviewed by the government for classification purposes.

By way of background, prior to joining Georgetown Law in November 2011, [ spent my
career as a practicing national security lawyer in the Executive Branch. In 2009, [ served as
Counsel to the Assistant Attorney General for National Security at the United States Department
of Justice, where I co-chaired an interagency group created by the Director of National
Intelligence (DNI) to improve FISA processes. From 2007-2009, | served in a joint duty capacity
as a Senior Associate General Counsel at the Office of the Director of National Intelligence,
where | worked behind the scenes on matters relating to the legislative efforts that resulted in the
FISA Amendments Act of 2008. Once that law was passed, | was involved in many aspects of
implementing the FISA Amendments Act, as well as standing up the internal executive branch
interagency oversight structure. Prior to my tour at ODNI, | served for several years as an
attorney in the office now called the Office of Intelligence, which is part of the National Security
Division at the Department of Justice, and appeared frequently before the Foreign Intelligence
Surveillance Court (FISC). [ handled both counterterrorism and counterintelligence national
security investigations. Later, | became involved in policy matters, including contributing to the
development of the Attorney General’s Guidelines for FBI Domestic Operations and updated
FISA minimization procedures. | also did a short stint as a Special Assistant United States
Attorney in the Northern District of Texas. Early in my career, I spent considerable time
preparing information that was reported to both the Intelligence and Judiciary Committees of
Congress as part of the annual public reports on FISA as well as the comprehensive semi-annual
reports on FISA. In short, 1 am one of a very small handful of attorneys currently outside of
government who has direct experience with the operational, legislative, policy, and oversight
aspects of FISA, as it was practiced from 2000-2010.

Accordingly, my views are informed by this up-front perspective regarding how the USA
PATRIOT Act of 2001, the Intelligence Reform and Terrorism Prevention Act of 2004, and later
the FISA Amendments Act of 2008, vastly improved the Intelligence Community’s ability to
protect the nation from another attack on the scale of September 11", More recently, | have had
the added benefit of having spent the past three years outside of government to reflect, and to
engage with the academic community, and to some extent the public, regarding some of the
issues this Committee is considering today.

Since the Committee’s October 2, 2013 hearing, the legislative debate and public
conversation have been influenced by additional events. First, new legislation has been
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introduced, in particular, $.1599, the USA FREEDOM Act, a bipartisan bill sponsored by the
Chairman; as well as S.1631, the FISA Improvements Act of 2013, the bill put forth by
Chairman Feinstein of the Senate Select Committee on Intelligence, who, of course, also serves
on this Committee. That bill has been voted out of Committee. Second, the Executive Branch
has declassified additional documents that are relevant to the current legislative debate, including
but not limited to a FISC opinion on the ongoing telephony metadata pmgram,I as well as a FISC
opinion regarding the collection of Internet metadata that has since been discontinued.” Third,
additional unauthorized disclosures of classified information have continued on what seems like
at least a weekly basis. A recent example is the December 4, 2013 Washington Post story on
NSA’s collection of international cell site data.’

As a result of these and other developments, the conversation has shifted somewhat from
where it was in October. | would like to offer a few observations that pick up on these
developments. First, [ would suggest that the conversation has evolved from objections to
specific programs, such as the 215 or 702 collections (although objections do remain,
particularly on 215), to a discussion of our cultural understanding and acceptance of foreign
intelligence surveillance activities more broadly. Consideration of providing privacy protections
to foreigners in the surveillance context, as well as whether to prohibit altogether the use of FISA
for so-called “bulk™ collection, have become a larger part of the debate. Second, legislative
proposals, including S.1599, are coming closer to scaling back national security legal authorities
in a way that would take the country backwards by reinstituting legal standards above and
beyond what is required in the criminal investigative context. And, third, the path forward on
authorized public disclosure in a way that both protects classified information and restores
relationships between the private sector and consumers, as well as between the private sector and
the U.S. Government, remains a worthy goal, but a significant challenge.

. Proposals to Scale Back Foreign Intelligence Collection

A. Metadata Collection

Increasingly, the argument against the telephony metadata® collection under the business
records provision of FISA, as amended by section 215 of the USA PATRIOT Act, focuses on

! Memorandum Opinion, In Re Application of the federal Bureau of Investigation for an Order Requiring the
Production of Tangible Things From [Redacted], BR 13-158, dated October 11, 2013 (available at
http://www.uscourts.gov/uscourts/courts/fisc/br13-158-memo-131018.pdf).

: {Redacted], PR/TT [Redacted], Opinion and Order, dated [Redacted], (available at
http://www.dni.gov/files/documents/1118/CLEANEDPRTT%201.pdf).

* Barton Gellman and Ashkan Soltani, NSA Tracking Cellphone Locations Worldwide, Snowden Documents Show,
December 4, 2013 (http://www.washingtonpost.com/worid/national-security/nsa-tracking-celiphone-locations-
worldwide-snowden-documents-show/2013/12/04/5492873a-5¢f2-11e3-bc56-c6ca94801fac_story.html).

* Footnote 1in Judge Mary McLaughlin’s October 11, 2013 primary order defines “telephony metadata” as:

“...comprehensive communications routing information, including but not limited to session identifying
information {e.g., originating and terminating telephone number, International Mobile Subscriber identity
(IMS1) number, International Mobile station Equipment Identity (IMEI) number, etc...), trunk identifier,
telephone calling card numbers, and time and duration of call. Telephony metadata does not include the
substantive content of any communication, as defined by 18 U.S.C. 2510(8), or the name, address, or
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what | will call the “power of metadata™ argument. * The argument goes something like this:
metadata, that is, the information about our communications (such as dialed digits made in a
phone call), can be assembled and analyzed in a way that it previously could not, both due to the
way that data is communicated, retained and collected, as well as through tools that are now
available to analyze it. Therefore, the argument goes, if the government collects large volumes
of Americans’ metadata, and then assembles, maps and/or analyzes that information, the
government could learn an awful lot about a person, or a group of persons, simply by looking at
metadata. Accordingly, metadata is a very powerful tool and there should be limits on the
government’s collection and use of it.

I doubt most Americans would argue with this proposition. | certainly don’t. The problem
with this argument made in the context of the debate concerning the current NSA surveillance
activities under FISA, and the 215 program in particular, is that the worrisome assemblage of
Americans’ metadata bears no relation to the existing 215 program under consideration by
Congress. According to the information that has been publicly disclosed by the Government, the
telephony metadata program under section 215 does collect an enormous volume of Americans’
telephone call detail records.® The collected information does not appear to include the content
of phone calls, names of subscribers, payment information, or location information. The vast
majority of the information collected is never viewed by human eyes. It simply sits in a so-called
electronic or digital “black box,” held by the NSA, and eventually ages off the system. The
records are collected under FISA Court order that requires that the data acquired under this
program: (i) only be used for counterterrorism purposes; (ii) only be queried by trained,
designated personnel and that the queries themselves are approved by a smaller number of
designated supervisory personnel; (iii) only be queried according to standards set out in the
order; (iv) be destroyed within five years of collection; and (v} be subject to additional handling
and processing procedures as directed by the FISC in its order.” The Court has said, in a written
opinion, that without all of the limits in place, the Court would not have approved the program.®

Moreover, current Supreme Court precedent holds that there is no expectation of privacy
in our telephone metadata, that is, the numbers we dial or the numbers that dial us. A warrant is
not required to obtain this information.” Likewise, Supreme Court precedent also stiil holds that

financial information of a subscriber or customer, Furthermore, this Order does not authorize the
production of cell site location information (CSLI).” {opinion and order available at
http://www.uscourts.gov/uscourts/courts/fisc/bri3-158-memo-131018.pdf).
5 previously described this and a second issue discussed in this statement in a post on Lawfare on November 14,
2013 {http://www.lawfareblog.com/2013/11/thoughts-on-two-propositions-the-power-of-metadata-and-
providing-privacy-protections-to-foreigners/).
® Amended Memorandum Opinion, In Re Application of the Federal Bureau of Investigation for an Order Requiring
the Production of Tangible Things From [Redacted], BR 13-109, dated August 29, 2013, at p.4 {available at
http://www.uscourts.gov/uscourts/courts/fisc/br13-09-primary-order.pdf).

Memorandum Opinion, In Re Application of the Federal Bureau of Investigation for an Order Requiring the
Production of Tangible Things From [Redacted], BR 13-158, dated October 11, 2013 {available at
http://www.uscourts.gov/uscourts/courts/fisc/bri13-158-memo-131018.pdf).
® Amended Memorandum Opinion, in Re Application of the Federal Bureau of investigation for an Order Requiring
the Production of Tangible Things From [Redacted], BR 13-109, dated August 29, 2013, at p.3 {available at
hitp://www.uscourts.gov/uscourts/courts/fise/br13-09-primary-order.pdf}.

° Smith v. Maryland, 442 U.S. 735 {1979).
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we do not have a reasonable expectation of privacy in records voluntarily turned over to a third
party.'” In the first publicly-released FISC opinion on the 215 program dated August 29, 2013,
Judge Claire Eagan, approving continuation of the business records metadata program, offered a
straightforward analysis of the law:

In conducting its review of the government’s application, the Court considered whether
the Fourth Amendment to the U.S. Constitution imposed any impediment to the
government’s proposed collection. Having found none in accord with U.S. Supreme
Court precedent, the Court turned to Section 2135 to determine if the proposed collection
was lawful and that Orders requested from this Court should issue. The Court found that
under the terms of Section 215 and under operation of the canons of statutory
construction such Orders were lawful and required, and the requested Orders were
therefore issued."

Since this Committee’s October 2, 2013 hearing, the Government has released a new
written opinion, by Judge Mary McLaughlin, who had not previously ruled on the 215 program.
Judge McLaughlin approved the continuation of the program, and adopted Judge Eagan’s
previous analysis. In addition, she distinguished United States v. Jones,'” the 2012 case
concerning GPS surveillance, stating that “Jones involved the acquisition of a different type of
information through different means.”'> She went on to state:

The Supreme Court may some day revisit the third-party disclosure principle in the
context of twenty-first century communications technology, but that day has not arrived.
Accordingly, Smith remains controlling with respect to the acquisition by the government
from service providers of non-content telephony metadata such as the information to be

produced in this matter.™

In the meantime, current collection activities, based on the FISC opinions and accompanying
materials that have been declassified by the government, are consistent with current precedent
and existing interpretations of the laws.

As I noted in my previous statement, with respect to 215 in particular and intelligence
programs generally, I believe that they should be regularly reviewed and evaluated to determine
whether they continue to be necessary and valuable. It is wholly appropriate to end a collection
program that has outlived its usefulness, or perhaps is no longer necessary based on new

*° United States v. Miller, 425 U.S. 435 (1976).

" Amended Memorandum Opinion, In Re Application of the Federal Bureau of Investigation for an Order Requiring
the Production of Tangible Things From [Redacted], BR 13-109, dated August 29, 2013, at p.3 (available at
http://www.uscourts.gov/uscourts/courts/fisc/br13-09-primary-order.pdf).

2132 5.Ct. 945 (2012).

 Memorandum Opinion, In Re Application of the Federal Bureau of investigation for an Order Requiring the
Production of Tangible Things From [Redacted], BR 13-158, dated October 11, 2013, at p.4 {available at
http://www.uscourts.gov/uscourts/courts/fisc/br13-158-memo-131018.pdf).

* Memorandum Opinion, In Re Application of the Federal Bureau of Investigation for an Order Requiring the
Production of Tangible Things From [Redacted], BR 13-158, dated October 11, 2013, at p.5-6 {available at
http:/fwww.uscourts.gov/uscourts/courts/fise/br13-158-memo-131018.pdf).



81

technologies or methods of collecting intelligence that may be more efficient or productive. As
we now know publicly from the release of the opinion regarding the now-defunct Internet
metadata program, intelligence programs come and go. And so it may be useful for Congress to
look beyond the immediate focus on 215, and think more broadly regarding what limits it may or
may not want to place on the Intelligence Community in light of as-yet-unforeseen threats or
needs.

Some will argue that Congress should outlaw bulk collection under FISA, based on the
“power of metadata” argument as well as arguments about our changing expectation of privacy
in light of the methods of modern communications. But everyday Americans, or friends in
foreign nations, are not the only people using the Internet to communicate. We a// - - regular
people, government leaders, as well as those who pose national security threats such as terrorists,
terrorist financiers and facilitators, proliferators of weapons of mass destruction, spies,
sophisticated hackers, and cyber intruders - - use the Internet, computers, and smart phones to
communicate. And so just as regular people should not be expected to turn off their modern
communications and revert to old fashioned modes of communication, neither should the
Intelligence Community or law enforcement resort to pen, paper and index cards to conduct
national security collection or investigations. Tt is just as unrealistic to expect citizens to unplug,
as it is to expect or require the NSA or FBI to use 20" century collection, analytic or
investigative techniques or methods to protect the nation from 21% century threats.

B. Providing Privacy Protections to Foreigners

In tight of recent unauthorized disclosures, concerns have also been expressed regarding
the NSA’s collection targeting or pertaining to foreign persons located outside the United States.
Suggestions have been made that U.S. foreign intelligence collection should recognize some sort
of privacy right for non-U.S. persons.

In fact, the U.S. Intelligence Community has a recent history of affording Constitutional
protections to persons who are not entitled to them. Congress made a deliberate decision with the
passage of the FISA Amendments Act of 2008 to end that practice. And for good reason: prior to
2007, the U.S. government was, in fact, going through incredible hoops to acquire certain
communications of foreign terrorist targets overseas. Two parallel processes caused this to
happen. The first was described in a written statement for the record by the Director of National
Intelligence before this Committee in September 2007

“...[P]rior to Congress passing the Protect America Act last month, in a significant
number of cases, IC agencies were required to make a showing of probable cause in order
to target for surveillance the communications of a foreign intelligence target located
overseas. Then, they needed to explain that probable cause finding in documentation, and
obtain approval of the FISA Court to collect against a foreign terrorist located in a

 statement for the Record of 1. Michae! McConnel, Director of National inteligence, Before the Senate Judiciary
Committee, September 25, 2007 (available at http://www.dni.gov/files/documents/Newsroom/Testimonies/
20070925_testimony.pdf}.
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foreign country. Frequently, although not always, that person's communications were
with another foreign person located overseas. In such cases, prior to the Protect America
Act, FISA’s requirement to obtain a court order, based on a showing of probable cause,
slowed, and in some cases prevented altogether, the Government's ability to collect
foreign intelligence information, without serving any substantial privacy or civil liberties
interests.”

In other words, the Intelligence Community, because of the requirements of the FISA statute
prior to 2007, found itself in a position where it was seeking individual probable cause-based
orders from the FISC to target terrorists overseas. When the government needed to obtain certain
communications of a terrorist target, located in, as examples, Pakistan or Yemen, it was
preparing a full application to the FISC, with a detailed factual showing providing probable
cause that the target was an agent of a foreign power, and obtaining the signatures of a high
ranking national security official and the Attorney General, and then submitting that application
to the FISC for approval. This extensive process, in addition to being unnecessary from a
Constitutional perspective, was a crushing force on the system.

In a separate but somewhat related chain of events and as described in the Senate Select
Committee on Intelligence’s Report of October 26, 2007,' in January 2007, the Attorney
General announced that collection that had previously been conducted under the Terrorist
Surveillance Program had transitioned to collection authorized by the FISC. The FISC’s
authorization was based on findings that “’there is probable cause to believe that one of the
communicants is a member or agent of al Qaeda or an associated terrorist group.”‘w According
to the SSCI report, Congress subsequently received the Administration’s proposal to modernize
FISA in April 2007. The report went on to state:

“The Administration’s proposal for FISA modernization was comprehensive, and had
been coordinated within the Department of Justice and the intelligence community. At
the end of May 2007, however, attention was drawn to the FISA Court. When a second
judge of the FISA Court considered renewal of the January 2007 FISA orders, he issued a
ruling that the DNI later described as significantly diverting NSA analysts from their
counterterrorism mission to provide information from the Court. In late July, the DNI
informed Congress that the decision of the second FISA Court judge had led to the
degraded capabilities in the fuce of a heightened terrorist threat environment. The DNI
urged the Congress to act prior to the August recess to eliminate the requirement of a
court order 1o collect foreign intelligence about foreign 1argets located overseas.”"*
[emphasis added]

As this Committee is aware, in August 2007, Congress enacted the Protect America Act of 2007,
the interim law. Next came the FISA Amendments Act of 2008, including the significant section
702, which enabled collection against non-U.S. persons reasonably believed to be outside the

1 Report 110-209, Senate Select Committee on Intelligence, Foreign Intelligence Surveillance Act of 1978,
Amendments Act of 2007, (http://www.intelligence.senate.gov/071025/report.pdf).

Y id. at p.5.

¥ 1d. at p. 5-6.
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United States to proceed, not under probable cause requirements, but under a Director of
National Intelligence and Attorney General approved certification, and under targeting and
minimization procedures approved by the FISC. Future considerations of affording
Constitutional protections to foreigners outside the United States should take the experiences of
this recent history into account.

II. Analysis of Selected Sections of 8.1599

I would next like to highlight four components of $.1599. The first three would, in my
view, significantly limit the effectiveness of the U.S. Government to conduct foreign intelligence
activities to protect the nation from the national security threats of today, and, tomorrow. The
fourth is a brief comment on competing proposals to add an adversarial component to the FISA
process.

First, sections 101 and 201 would change the legal standards to obtain business records
and implement pen register/trap and trace devices by requiring a connection to an agent of a
foreign power. The sections also add a “materiality” requirement in addition to relevance. The
likely intended effect of these provisions is to eliminate the utility of these provisions for large
scale collection, such as the 215 telephony metadata program. But the proposed changes would
likely have far more dramatic, and harmful, consequences to more traditional, day-to-day,
national security investigations. The standards are currently aligned with investigative
authorities in the criminal investigative context, such as subpoenas and pen register/trap and
trace surveillance conducted under Title 18. Both of those criminal authorities operate on a
relevance standard. By raising the standard to requiring a connection to an agent of a foreign
power, these sections would render these investigative techniques nearly useless in the early
stages of an investigation, which is precisely when they are most useful. Investigators may never
get to determine whether a target rises to the agent of a foreign power standard, if they cannot
conduct the less intrusive records request or pen register/trap and trace surveillance as part of an
investigation. These changes, if made law, would return us to the days prior to September 11,
2001, when it was harder for an investigator to request records or conduct pen register/trap and
trace surveillance in an international terrorism case than it was in an everyday drug or fraud case.

Similarly, section 501 would amend the collection of statutory authorities known as
“national security letters” by requiring the requested records to have a connection to an agent of
a foreign power. The effect of this provision, if it became law, cannot be understated: it would
severely limit the FBI's ability to conduct timely and thorough national security investigations.
The criminal investigative counterpart to a national security letter is a subpoena. Subpoenas are
issued based on relevance to an investigation. By requiring a nexus to an agent of a foreign
power, which is a defined set of terms under FISA, the bill limits the ability of the FBI to request
records at early stages of investigation. Moreover, Attorney General Guidelines require that
national security letters may only be used in the context of a predicated investigation, which
must meet certain factual thresholds and supervisory approvals; national security letters may not
be used in an assessment alone.'® This limiting guideline already imposes a higher bar to

*® Attorney General Guidelines for FBI Domestic Operations {September 29, 2008) {http://www.justice.gov/
ag/readingroom/ guidelines.pdf).
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obtaining a national security letter than a subpoena for telephone or electronic mail subscriber
. . . 21
information, which may be used at the assessment stage.‘O

Second, section 301 would appear to prohibit the Intelligence Community from querying
data acquired pursuant to section 702 of FISA to search for U.S. person communications. Under
the current minimization procedures approved by the FISC for 702 collection, the NSA may
query communications already acquired under section 702 for U.S. person communications.”’
The proposed legislation would only allow the same query to take place if the U.S. person
(presumably about whom the query is made) is the “subject of an order” of current surveillance,
search or acquisition pursuant to FISA or criminal authorities. In other words, the U.S. person
would already have to have been found to be an agent of a foreign power by the FISC, or the
target of a criminal wiretap, both of which would require prior judicial approval based on
probable cause. (The legislation does include emergency and consent exceptions to the proposed
prohibition).

Consider the following hypothetical: this proposal could arguably prohibit the
Intelligence Community from querying already lawfully acquired data to search for the methods
of communication used by, say, Adam Gadahn, or someone like him. As Members of this
Committee are aware, Adam Gadahn is a U.S. citizen who is on the FBI’s Most Wanted Terrorist
List.*? He is a known al Qaeda propagandist and is the subject of a pending indictment on
charges of providing material support to terrorism, among other charges.” Most recently,
according to press reports, Gadahn posted an audio speech encouraging militants to attack U.S.
interests.”* Several days later, on December 5, 2013, American teacher Ronald Thomas Smith il
was attacked and killed in Benghazi, Libya.z’ Let’s assume for a moment that the U.S.
Intelligence Community does not currently know what telephone numbers or email addresses
Gadahn uses to communicate. (Again, I have no idea whether it does or does not have this
information, or whether Gadahn even uses such modes of communication.) In such a case,
querying existing, lawfully-acquired 702 data for accounts or identifiers used by Gadahn would
be of significant foreign intelligence value. And, the issue is not whether Gadahn could be found
to be an agent of a foreign power; under the legislation as drafted, it only matters whether he is,
currently, the target of existing collection. If the U.S. Intelligence Community does not know
what methods he uses to communicate, then he would not, as a practical matter, be a target of
current collection authority, because there would be no number, account or identifier to collect
against. In short, the proposed section 301 limitation would prevent the U.S. Intelligence
Community of learning exactly the type of information we expect it to discover to protect U.S.
interests and Americans from terrorist activity.

.

* See Exhibit B, Minimization Procedures Used By the National Security Agency in Connection with Acquisitions of
Foreign intelligence Information Pursuant to Section 702 of the Foreign Intelligence Surveiliance Act of 1978, As
Amended, dated October 31, 2011, at p.6 (http://www.dni.gov/files/documents/
Minimization%20Procedures%20used%20by%20NSA%20in%20Connection%20with%20FISA%20SECT%20702 pdf).
2 http://www.fbi.gov/wanted/wanted_terrorists.
Z http://www.justice.gov/opa/documents/adam_indictment.pdf.
# Associated Press, U.S. Teacher Shot Dead in Benghazi, December 5, 2013 {available at
gttp://online4wsj4com/news/articles/SB1OOO1424052702303997604579240163015786696).

id.



85

This is not to suggest that querying NSA databases for U.S. person information is not
sensitive. It is. And it should be done in accordance with meaningful procedures, approvals and
oversight. Indeed, according to the now-declassified minimization procedures governing 702
collection, the “use of United States person identifiers as terms to identify and select
communications must first be approved in accordance with NSA procedures[,]” and are subject
to oversight by the Department of Justice and the Office of the Direct of National Intelligence.®®
Accordingly, while I do see the issue of NSA queries using U.S. person identifiersto be a
legitimate issue for this Committee and/or the Intelligence Committee to conduct oversight of, 1
would submit that the legislative proposal to prohibit such queries is inappropriately restrictive in
the context of the national security mission.

Third, section 302 would appear to limit the way in which NSA uses its collection
technologies against valid foreign intelligence targets. Unfortunately, in an effort to limit certain
kinds of collection to only those circumstances that would protect against international terrorism
or the proliferation of weapons of mass destruction, this provision leaves open the possibility that
certain collection techniques would not be available against other valid threats, such as cyber-
based threats. For example, a cyber attack directed against U.S. critical infrastructure,
perpetrated by or at the direction of a foreign power, would appear not to fall into the exception,
Understanding that the intent of this provision is likely intended to make certain collection
techniques available only in the most serious of threats, articulating them in the statute itself
would leave the Intelligence Community vulnerable to facing operational situations where the
law again lags behind the threats and sophistication of hostile actors.

Fourth, section 901 of the bill would add an Office of Special Advocate. I would refer the
Committee to my previous statement, in which [ discuss why, in my view, a separate office is
both unnecessary given the FISC’s independent oversight of Executive Branch activities, and
would add significant bureaucracy to an already heavily lawyered FISA process. However, given
the increasing Congressional and public interest in providing the FISC with the ability to call on
outside views in considering novel issues, | would submit that the approach offered in S.1631,
which gives the FISC discretion to appoint an amicus curiae for either legal or technical advice
or views, is less objectionable than establishing a permanent Office of the Special Advocate.

HI. Proposals to Enhance Transparency

S.1599 contains a number of transparency provisions directed at both surveillance
authorities and national security letters. The legislation approaches the public reporting from two
perspectives: what the companies can release, and what the U.S. government should release. In
my view, there is substantial value in Congress continuing to work with the Executive Branch
and the private sector to rebuild confidence between them, and for the U.S. Government to help
the private sector restore confidence with consumers, customers and investors. In 2008, Congress
acted in this area by including liability protection in the FISA Amendments Act for companies

* See Exhibit B, Minimization Procedures Used By the National Security Agency in Connection with Acquisitions of
Foreign Intelligence Information Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, As
Amended, dated October 31, 2011, at p.6 {http://www.dni.gov/files/documents/
Minimization%20Procedures%20used%20by%20NSA%20in%20Connection%20with%20FISA%20SECT%20702. pdf).
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that had voluntarily assisted the government after September 11, 2001, and whose cooperation
was subsequently exposed by the significant unauthorized disclosure that took place in 2005.

In my previous statement, | suggested that, in the interests of facilitating transparency
while reducing the reactive nature of each authorized public release, Congress could amend the
reporting provisions in FISA to provide additional public information—whether it is statistics,
declassified legal opinions, summaries of implementation actions or reports on compliance
matters—semi-annually, quarterly, or at some other appropriate regular interval. 1 note that
S.1599 contains several reporting provisions that would occur either annually, or quarterly.

With respect to the content of the proposed public reports, I would suggest that further
consideration and revision is in order, on several fronts. As a guiding principle, I would suggest
that any new public reporting only be mandated by law if Congress is confident that it can
reasonably be produced accurately. Inaccurate or inconsistent reporting will lead to more
questions and less confidence, and may be worse than no reporting at all.

While I would expect that representatives of the Intelligence Community will address
concerns with the legislation about disclosing information about targets of surveillance or other
data points that may be impossible to produce, I would like to highlight several sections that
would benefit from additional consideration:

* Section 601 provides that electronic service providers may report on estimates of
demands and requests made and complied with, and estimates of numbers of users or
accounts. It may be that the providers and government prefer estimates versus actual
numbers, but the proposal does raise some concerns that public reporting from different
sources will be inconsistent, which may have the unintended consequence of
undermining confidence, not bolstering it. I would also urge caution on releasing
numbers of users or accounts affected: if targets use multiple accounts, the number may
be misleadingly high.

¢ Section 601 also proposes to define “surveillance law.” Curiously, the section includes
the national security letter statutes, which are not surveillance laws, but appears to
exclude the federal criminal wiretap law.

e Section 602 proposes that the government disclose numbers of persons “subject to
electronic surveillance.” If the intent of this proposal is to release how many individuals’
communications were collected—either through targeting or incidentally-—then it is
important to consider the reverse effect on privacy protections that this disclosure would
have. Because intelligence analysts only review communications in pursuit of identifying
foreign intelligence information, there is a body of collected information that is either
never reviewed, or, reviewed but not analyzed, reported, or counted for any statistical
purposes. Similarly, minimization procedures would require that analysts not write
reports about U.S. persons who may be incidentally collected but whose communications
do not appear to be foreign intelligence information. Accordingly, a requirement to report
on numbers of persons collected would actually degrade privacy practices: it would
require that Intelligence Community personnel look at, read, review, count, keep records

11
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about and report on information that they otherwise would disregard in pursuit of their
actual mission of discovering, analyzing and reporting foreign intelligence information.

Conclusion

[ thank the Chairman, Ranking Member and Committee Members for providing me with
this additional opportunity to share my views on the efforts to reform U.S. Government
surveillance activities. Although there is significant public and political pressure to act to reform
surveillance activities, | continue to urge the Committee to move cautiously: changes made
quickly now will have consequences for the nation’s security for years to come. I look forward to
continuing to work with the Members and staff of this Committee on these important issues.

12
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Statement of Senator Patrick Leahy (D-Vt.),
Chairman, Senate Judiciary Committee,
Hearing on “Continued Oversight of U.S. Government Surveillance Authorities”
December 11, 2013

Today, the Judiciary Committee meets to conduct further oversight of the intelligence
community’s surveillance activities. This Committee has held a series of open hearings that
have sharpened the Committee’s thinking and furthered the public dialogue on these important
issues. Today marks our third full Committee hearing, and Senator Franken also convened a
hearing on transparency issues last month in the Subcommittee on Privacy, Technology and the
Law.

At our first hearing in July, we discussed with Deputy Attorney General Cole the broad
“relevance” standard that is being used to justify the bulk collection of Americans’ phone records
under Section 215 of the USA PATRIOT Act, and 1 appreciate that the Deputy Attorney General
has returned today to continue that discussion. We also discussed the utility of the bulk phone
records collection program in light of statements by some officials that had conflated the
usefulness of Section 215 with Section 702 of the Foreign Intelligence Surveillance Act (FISA),
and left the inaccurate impression that 54 terrorist “plots™ had been “thwarted” as a result of
these programs. Deputy Director Inglis helped to clear up this confusion, and we learned that in
fact there was only one example of the Section 215 phone records program being the “but-for”
cause of disrupting a terrorist event. That sole example was a material support prosecution of a
San Diego cabdriver who sent roughly $8,000 to Somalia.

At our second hearing in early October, General Alexander confirmed that the notion that the
Section 215 phone records program had helped to thwart 54 terrorist plots was inaccurate.
General Alexander and Director of National Intelligence Clapper also answered questions about
the trust deficit arising from the range of serious legal violations committed in programs
conducted under Section 215 of the USA PATRIOT Act and Section 702 of FISA.

Today, the Committee renews its examination of government surveillance activities — once again
in the wake of a series of new revelations. These new disclosures raise significant questions
about the scope and wisdom of our surveillance activities both at home and abroad. Itis clear
that the oversight work of the Committee is far from finished.

Just in the last week, there have been press reports that the NSA is collecting billions of records a
day of cell phone locations around the world, and can track individuals and map their
relationships. There also have been reports that the NSA is monitoring online video games.

And last month, the administration released a set of documents revealing details about yet
another massive dragnet collection program, in addition to the phone records program. This time
the NSA was gathering in bulk an enormous amount of Internet metadata, under the pen register
and trap and trace device authority in FISA. Just like Section 215, there is nothing in the pen
register statute that expressly authorizes the dragnet collection of data on this scale.
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Although the Internet metadata collection program is not currently operational, it resulted in a
series of major compliance problems — just like the Section 215 program. According to the FISA
Court, the NSA exceeded the scope of authorized acquisition not just once or twice, but
“continuously” during many of the years the program was in operation. The problems were so
severe that the FISA Court ultimately suspended the program entirely for a period of time before
approving its renewal. Once renewed, the government asserted that this bulk collection was an
important foreign intelligence tool — which is the claim it makes now about the Section 215
phone records program. But then in 2011 the government ended this Internet metadata program
because, as Director Clapper explained, it was no longer meeting “operational expectations.” It
is important to note that the administration does not believe that there is any legal impediment to
re-starting this bulk Internet data collection program if it — or a future administration — wanted to
do so.

The legal justification for this Internet metadata collection is troubling. As with the Section 215
program, the Internet metadata program was based on a “relevance” standard. And as with the
Section 215 program, there is no adequate limiting principle to this legal rationale. The
American people have been told that all of their phone records are relevant to counterterrorism
investigations. Now they are told that all Internet metadata is also relevant; and apparently fair
game for the NSA to collect. This legal interpretation is extraordinary, and will have serious
privacy and business implications in the future — particularly as new communications and data
technologies are developed.

So it should come as no surprise that the American technology industry is greatly concerned
about these issues. I have heard from a number of companies who worry that their global
competitiveness has been weakened and undermined. American businesses stand to lose tens of
billions of dollars in the coming years, and we need to make substantial reforms to our
surveillance laws to rebuild confidence in the U.S. technology industry.

Earlier this week, eight major technology companies — including Microsoft, Google, Apple,
Facebook, and Yahoo — released a set of five principles for surveillance reform. Citing the
“urgent need to reform government surveillance practices worldwide,” the companies call for
greater oversight and transparency, but importantly they also advocate for limits that would
require the government to rely on targeted searches about specific individuals, rather than the
bulk collection of Internet communications.

I have introduced the USA FREEDOM Act with Senator Lee here in the Senate, and our bill
takes many of these steps. I appreciate the support we have received from the technology
industry for those efforts, and I look forward to hearing its perspective on the second panel.
Without objection I will place in the record the open letter and reform principles from the
technology companies, an earlier letter from technology companies applauding the USA
FREEDOM Act, and a supportive letter from a coalition of civil society organizations,
companies, trade associations and investors.

Support from the technology industry is representative of the broad-based, bipartisan support for
our legislation. Organizations across the spectrum have endorsed the bill, from the ACLU to the
NRA. I also want to thank Senator Lee, Senator Durbin, Senator Blumenthal and Senator Hirono
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on this Committee for their cosponsorship. Our bipartisan, bicameral legislation is a
commonsense bill that makes real and necessary reforms. I welcome input on this legislation,
and I look forward to working on this effort in the coming months. I want to thank our witnesses
for being here today, and in particular for returning to this Committee after our unexpected
postponement of this hearing in November.

#Hd#H
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QUESTIONS FOR THE RECORD — Chairman Leahy
12/11/13 FISA Hearing

Questions for NSA Director Alexander

During the hearing, you agreed to provide additional documents and answers to questions. I
have included a copy of the letter that Senator Grassley and I wrote last week with those
questions. I appreciate your willingness to assist the Committee’s oversight efforts by promptly
gathering that material, and the responses you have provided thus far. Ilook forward to
reviewing your complete responses to all of these questions as soon as possible.
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QUESTIONS FOR THE RECORD — Chairman Leahy
12/11/13 FISA Hearing

Questions for Deputy Attorney General Cole

1.

During the hearing, you agreed to provide additional documents and answers to
questions. 1 have included a copy of the letter that Senator Grassley and I wrote last
week with those questions. 1 appreciate your willingness to assist the Committee’s
oversight efforts by promptly gathering that material, and the responses you have
provided thus far. Ilook forward to reviewing your complete responses to all of these
questions as soon as possible.

A May 6, 2004, Office of Legal Counsel memorandum signed by Jack Goldsmith has
been partially declassified and is available here: http://www justice.gov/ole/docs/memo-
president-surveillance-program.pdf. Has the administration considered declassifying
additional portions of this memorandum? If not, will you commit to reviewing that
memorandum and considering additional disclosures? If so, please explain the reasoning
for not declassifying additional portions of the memorandum.

On November 18, 2013, the Director of National Intelligence declassified a FISA Court
Opinion and Order by Judge Colleen Kollar-Kotelly, permitting the NSA to collect bultk
Internet metadata under the FISA pen register statute. Although the time of day the order
was signed and the hour it would expire were declassified, the full dates of the order and
its expiration were both redacted.

a. Please provide an explanation of the decision to redact the date of this opinion and its
expiration date, including the harm to national security that would result from
declassification.

b. Please provide the date that Judge Kollar-Kotelly’s order was signed and its
expiration date.

¢. Please provide the dates of the subsequent declassified FISA Court orders and
opinions relating to the Internet metadata bulk collection program under the FISA pen
register statute.

When the FISA Court authorized the bulk collection programs for phone records and
Internet metadata, was the NSA already collecting that information in bulk? If so, what
legal authority was the government relying upon?

As a legal matter, can the NSA or any other element of the U.S. government engage in
bulk collection of Americans’ phone records or Internet metadata without a court order?
Are there other legal authorities that do not require court orders that elements of the U.S.
government could rely upon to gather this information? If so, please identify these
authorities.

. The Committee has heard testimony that it can be difficult to draw a line between content

and non-content information in the Internet context. Much of the information in the FISC
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opinions discussing the categories of data that NSA obtained under its Internet metadata
bulk collection program is redacted. Yet the legal theory underpinning these programs
relies heavily on the fact that they collect only non-content information.

a. Please provide a list of the Internet metadata that was obtained under the FISA
pen register bulk collection program.

b. As a general matter, where has the executive branch drawn the line between
content and non-content with respect to Internet communications? Please provide
examples.

¢. Isthere a consistent practice across the criminal and inteiligence surveillance
authorities with respect to what constitutes the content of Internet
communications?
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QUESTIONS FOR THE RECORD — Chairman Leahy
12/11/13 FISA Hearing

Questions for ODNI General Counsel Bob Litt

1.

During the hearing, you agreed to provide additional documents and answers to
questions. [ have included a copy of the letter that Senator Grassley and I wrote last
week with those questions. I appreciate your willingness to assist the Committee’s
oversight efforts by promptly gathering that material, and the responses you have
provided thus far. 1look forward to reviewing your complete responses to all of these
questions as soon as possible.

On November 18, 2013, the Director of National Intelligence declassified a FISA Court
Opinion and Order by Judge Colleen Kollar-Kotelly, permitting the NSA to collect bulk
Internet metadata under the FISA pen register statute. Although the time of day the order
was signed and the hour it would expire were declassified, the full dates of the order and
its expiration were both redacted.

a. Please provide an explanation of the decision to redact the date of this opinion and its
expiration date, including the harm to national security that would result from
declassification.

b. Please provide the date that Judge Kollar-Kotelly’s order was signed and its
expiration date.

¢. Please provide the dates of the subsequent declassified FISA Court orders and
opinions relating to the Internet metadata bulk collection program under the FISA pen
register statute.

When the FISA Court authorized the bulk collection programs for phone records and
Internet metadata, was the NSA already collecting that information in bulk? If so, what
legal authority was the government relying upon?

As a legal matter, can the NSA or any other element of the U.S. government engage in
bulk collection of Americans’ phone records or Internet metadata without a court order?
Are there other legal authorities that do not require court orders that elements of the U.S.
government could rely upon to gather this information? If so, please identify these
authorities.

Please provide a list of all law enforcement or intelligence agencies that, at any point
since September 11, 2001, have collected Americans’ telephone and/or Internet metadata
in bulk, and the legal authority relied upon. Please include a brief description of each
program.

Please provide a list of all law enforcement or intelligence agencies that, at any point
since October 26, 2001, have engaged in bulk collection of records of Americans relying
upon Section 215 of the USA PATRIOT Act. Please include a description of each
program.
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7. For each bulk collection program identified in the previous two answers, please list the
Inspector General reports (and associated dates) that have been conducted to review any
aspect of those programs, and whether each Inspector General report was provided to
Congress.

8. The Committee has heard testimony that it can be difficult to draw a line between content
and non-content information in the Internet context. Much of the information in the FISC
opinions discussing the categories of data that NSA obtained under its Internet metadata
bulk collection program is redacted. Yet the legal theory underpinning these programs
relies heavily on the fact that they collect only non-content information.

a. Please provide a list of the Internet metadata that was obtained under the FISA
pen register bulk collection program.

b. As a general matter, where has the executive branch drawn the line between
content and non-content with respect to Internet communications? Please provide
examples.

c. Is there a consistent practice across the criminal and intelligence surveillance
authorities with respect to what constitutes the content of Internet
communications?
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Senator Amy Klobuchar
U.S. Senate Committee on the Judiciary
Full Committee Hearing
“Continued Oversight of U.S. Government Surveillance
Authorities”
December 11, 2013
Questions for the Record

Questions For General Alexander and Deputy Attorney General
Cole

Private Sector Disclosure

A number of leading technology firms, including Google, Apple, Yahoo,
Facebook, AOL, Twitter, LinkedIn, and Microsoft, have signed an open
letter calling for greater limitations on bulk collection and more
transparency of the government’s requests for data.

e Some of the legislation this committee may consider would allow
companies to disclose the demands they receive from the
government for bulk collection of customer data. Do you support
such measures?

e [s there an alternate arrangement that could be made between the
government and these companies to allow rapid access to
necessary data while not engaging in bulk collection?

¢ [understand American technology firms are increasingly
concerned that their association, knowingly or unknowingly, with
the NSA’s bulk collection is threatening their business overseas,
costing them the trust of consumers and generating support for
burdensome new foreign regulations on U.S. tech companies. Have
you considered the impact of these revelations, and continued bulk
collection, on our businesses?
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Senator Amy Klobuchar
U.S. Senate Committee on the Judiciary
Full Committee Hearing
“Continued Oversight of U.S. Government Surveillance
Authorities”
December 11, 2013
Questions for the Record

Questions For Mr. Black

Private Sector Disclosure
¢ Mr. Black, in your testimony, you discuss the importance of
allowing companies to disclose the demands they receive from the
Government for bulk collection of customer data. Why is this level
of transparency important? Can you provide some concrete
examples of the way this would help these companies?

e [s there an alternate arrangement that could be made between the
government and these companies to allow rapid access to
necessary data while not engaging in bulk collection?
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Senate Committee on the Judiciary
“Continued Oversight of U.S. Government Surveillance Authorities”
December 11, 2013
Questions for the Record from Ranking Member Charles E. Grassley
Ed Black

In your prepared testimony you criticized U.S. national security policy for operating “on
the presumption that U.S. citizens online deserve protection from unwanted surveillance,
while others do not.” What new legal protections do you suggest U.S. law recognize for
foreign terrorists abroad? For example, do you believe the government should be
required to get a warrant to Spy on a terrorist sitting in an internet café in Europe or Asia?
Shouldn’t our government be doing everything within the current law it can to fight
terrorists, as opposed to giving them new legal rights?
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Senate Committee on the Judiciary
“Continued Oversight of U.S. Government Surveillance Authorities”
December 11, 2013

Questions for the Record from Ranking Member Charles E. Grassley

Professor Carrie Cordero

1. Based on your experience, what would the day to day operational effect be on the
government’s ability to keep the country safe if we recognized new legal rights that
would protect foreign terrorists abroad from “unwanted surveillance™?

2. Please further elaborate and explain why you believe the amicus proposal contained in
the Senate Intelligence Committee’s FISA reform bill is a more advisable approach to
making the FISA Court process more adversarial than the advocate proposal contained in
the USA FREEDOM Act.
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Senate Committee on the Judiciary
“Continued Oversight of U.S. Government Surveillance Authorities”
December 11, 2013

Questions for the Record from Ranking Member Charles E. Grassley

Julian Sanchez

1. Concerns have been raised about whether the advocate position that would be established
under the USA FREEDOM Act is constitutional. For example, it’s unclear whether the
advocate would have constitutional standing to be a party before the FISA Court. And it
may not be consistent with the separation of powers to create an office housed in the
judicial branch, without any oversight from the executive branch, which appears to
possess executive branch powers and responsibilities. Do you share any of these
concerns that may be important to those of us who interpret the Constitution strictly? -If
so, what are they?
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. S. Department of Justice

Office of Legislative Affairs

Office of the Asaistant Attotaey Ceniral Washingten, D€ 336

January 9, 2015

The Honorable Amy Klobuchar
Member

Comumittee on the Judiciary
United States Senate
Washington, D.C. 20510

Dear Senator Klobuchar:

Please find enclosed responses to questions arising from the December 11, 2013,
appearance of Deputy Attorney General James Cole and then-National Security Agency director
General Keith B. Alexander before the Committee, at a hearing entitled “Continued Oversight of
U.S. Government Surveillance Authorities.” We hope this information is helpful. Please do not
hesitate to contact this office if we may be of additional assistance to you. The Office of
Management and Budget has adviscd us that there is no objection to submission of this letter
{from the perspective of the Administration’s progrant.

Sincerely,

SuVA

Peter J. Kadkik
Assistant Attorney General

Laclosure

ce: The Honorable Charles Grassley
Chairman

The Honorable Patrick ). Leahy
Ranking Minority Member
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Hearing Before the
Committee on the Judiciary
United States Senate

Entitled
“Continued Oversight of U.S. Gevernment Surveillance Authorities”

December 11, 2013

Questions for the Record from Senator Klobuchar for
General Keith B. Alexander
and

Deputy Attorney General James M. Cole

Private Sector Disclosure

A number of leading technology firms, including Google, Apple, Yahoo, Facebook, AOL,
Twitter, LinkedIn, and Microsoft, have signed an open letter calling for greater limitations
on bulk collection and more transparency of the government’s requests for data.

s Some of the legislation this commitiee may consider would allow companies to
disclose the demands they receive from the government for bulk collection of
customer data. Do you support such measures?

Answer:

We understand the concerns that specific companics have expressed regarding their
ability to inform their customers of how often data is provided to the Government in response to
legal process. Accordingly, on January 27, 2014, the Administration acted to allow more
detailed semi-annual disclosures by companies about the number of FISA orders issued to
communications providers and the number of customer accounts targeted under those orders. As
a result, a number of providers dismissed their lawsuit against the Departiment of Justice secking
greater disclosure. The policy reflects the Executive Branch’s continuing commitment to
making information aboul the Government’s intelligence activitics publicly available where
consistent with the national security of our nation. We will review proposed legislation on these
issues and work constructively with the Committee on approaches that balance transparency
interests with national security.
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o Is there an alternate arrangement that could be made between the government and
these companies to allow rapid access to necessary data while not engaging in bulk
collection?

Answer:

We understand this question to address the bulk collection of telephony metadata, which
does not involve these companies. With regard to the bulk collection of telephony metadata, on
January 17, 2014, the President directed a transition that will end the bulk Section 215 program
as it currently exists. As part of that transition, the Administration consulted with Congress, the
private sector, privacy and civil liberties groups, and other interested groups. For example, the
Administration solicited information on U.S. industry’s commercially available capabilities that
could provide a viable alternative to the current program, and also held a listening session with
experts and advocates to explore a range of expert outside opinions. Throughout this process, we
welcomed public debate and discussion about how best to strike the right balance between our
national security and the privacy of our citizens. On the basis of these consultations, and after
having carcfully considered the available options, the President decided, on March 27, 2014, on a
proposal that, with the passage of appropriate legislation, will allow the government to end bulk
collection of telephony metadata records under Section 215, while ensuring that the government
has access to the information it needs to meet its national security requirements. The
Administration has urged Congress to pass such legislation and supported efforts to pass the
USA FREEDOM Act.

* 1 understand American technology firms arc increasingly concerned that their
associatien, knowingly or unknowingly, with the NSA’s bulk collection is
threatening their business overseas, costing them the trust of consumers and
generating support for burdensome new foreign regulations on U.S. tech companies.
Have you considered the impact of these revelations, and continued bulk collection,
on our businesses?

Answer:

The Administration understands the difficult position that technology firms have been put
in as a result of the unauthorized intelligence disclosures relating to lawful demands by the U.S.
Government for data they possess. In December 2013, the President and the Vice President met
with executives from leading technology firms to discuss issues of shared importance to the
federal government and the technology sector, including the national security and economic
impacts of these unauthorized intelligence disclosures and the national security interests at stake.
[n responsce to requests by companies to be able to provide more information about the national
security and law enforcement requests that they receive from the government, and consistent
with the President’s direction in his speech on January 17, 2014, the Government now enables

A-2
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communications providers to make public more information than ever before about the number
of national security orders and requests issued to them, and the number of customer accounts
targeted under those orders and requests. Permitting these detailed disclosures will allow
companics to illustrate that national security orders and requests affect only a tiny percentage of
their users, even taking all of the demands together, and thus to refute inaccurate reports that
companies cooperate with the Government in dragnet surveillance of all of their customers.
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Computer & Communications
Industry Association

Tech Advocacy Since 1972

Questions for the record to
Edward J. Black
President & CEO of

The Computer & Communications Industry Association

Before the

Senate Judiciary Committee

“Continued Oversight of U.S, Government Surveillance Authorities”

December 11, 2013
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1 Klobuchar:

Q: Mr. Black, in your testimony, vou discuss the importance of allowing com-
panies to disclose the demands they receive from the Government for bulk col-
lection of customer data. Why is this level of transparency important? Can you
provide some concrete examples of the way this would help these companies?

A: As in many other industries, consumer trust is vital to Internet services
companies such as our members. Users today want to know how and why data
about them is shared, because data today can reveal so much about a person.
That is why CCIAs members and nearly every other company operating online
today have privacy policies detailing what information they collect, how it is
used, and with whom it is shared, so that consumers who want to be informed
can do so. In fact, in a poll conducted recently by Benenson Strategy Group and
American Viewpoint on behalf of CCIA, 65% of respondents reported that they
read privacy policies as a means of understanding their privacy online better.
What is good for the consumer is even better for the citizen, as citizens cannot
simply choose to live under a different surveillance regime with a simple click.
Without this kind of transparency, there can be no larger conversation about
the ongoing use of surveillance in our country.

Trust is also the more parochial answer to your question. There are those
who now presume that Silicon Valley and Ft. Meade are simply two sides of
the same coin. We know that this does not represent the truth. Transparency
about the numbers of requests will give customers data instead of speculation
to base their decisions on. In this it is also essential that the data be as exact
as possible. In a situation where suspicion is as high as it is right now, hiding
behind large ranges of numbers in transparency reporting risks doing as much
damage as reporting no numbers at all. The question will always be what do

they have to hide?
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Q: Is there an alternate arrangement that could be made between the gov-
ernment and these companies to allow rapid access to necessary data while not
engaging in bulk collection?

A: With due respect, Senator, we believe that where the data lives at the
end of the day is the wrong question. If the NSA is going to be engaging
in three-hop contact chaining using this information, they will be sweeping in
information about millions of Americans. The government has claimed that this
sort of information carries no privilege of privacy under the Fourth Amendment.
Whether or not that is true — and we are finally starting Lo see the judiciary come
directly into contact with this idea and finding it repugnant to the Constitution —
we should be asking ourselves whether large-scale analysis of information about
Americans communications is something a democratic government should be
engaging in.

Wherever the data lives, the fact will remain that the bulk phone records
analysis program presents a grave risk to Americans privacy, and produces du-
bious national security benefits, as was pointed out last month by both Judge

Leon of the DC District Court, and the Presidents own Review Group Report.

2 Grassley:

Q: In your prepared testimony you criticized U.S. national security policy for
operating on the presumption that U.S. citizens online deserve protection from
unwanted surveillance, while others do not. What new legal protections do you
suggest U.5. law recognize for foreign terrorists abroad? For example, do you
believe the government should be required to get a warrant to spy on a terrorist
sitting in an internet caf in Europe or Asia? Shouldnt our government be doing
everything within the current law it can to fight terrorists, as opposed to giving

them new legal rights?



108

A: CCIA does not yet have concrete suggestions for the protections due to
non-US citizens, but we do believe this subject should be one that Congress
closely contemplates. Your question, Senator, focuses exclusively on what ter-
rorists must be hiding abroad and the implications of giving them legal rights.
What your questions ignores, however, are the billions of non-terrorists liv-
ing their lives abroad. Billions of ordinary people over whom our government
claims great power through its indiscriminate surveillance. Billions of potential
customers for American Internet companies, along with the global customers
of American products being sold online, who may now have second thoughts.
Swiss data hosting providers, to provide an example, are experiencing growth in
the hundreds of percent per vear as companies migrate away from US-provided
products. Cisco, on its most recent earnings call, made clear that it is seeing a
dramatic decrease in sales in the very countries who are most upset about the
Snowden disclosures. A recent survey of purchasing intention made clear that
US-sourced products already face a significant competitive disadvantage due to
the surveillance disclosures. If we continue to treat all foreigners as fair game
for unlimited surveillance, US-based companies will not be able to sell to them.
The source of our national security flows not only from surveillance, but also
from the vitality of our economy, and our current choices on how we treat non-
nationals is damaging our economic competitiveness and therefore our national
security. Many leading members of Congress have long called for more cost
/ benefit analysis in evalualing government programs. Here, we are poinling
out that there are massive economic and security costs to sweeping worldwide
surveillance, that need to be, and have not yet, been fully understood.

The danger is not just to trade, but also to the idea of the open Internet as
a vehicle for democracy and freedom around the world. Some of our members

recognized this when they wrote the Global Government Surveillance Princi-
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ples, particularly the principle of Respecting the Free Flow of Information. In
response to the NSAs blanket surveillance of people from around the world,
there have been calls to disrupt the non-geographical nature of the Internet hy
forcing data to live in certain places. These calls directly challenge the idea of
a borderless Internet and threaten the free flow of data.

Nobody has suggested, and nor would we ever suggest, thal surveillance is
not appropriate over some small percentage of the worlds people. Even other
countrics agree with this fact. Of course the NSA must be able to analyze and
track actual terrorists who aim to inflict imminent damage upon the United
States. However, that does not mean that some measure of due process for the
people of the world against our overwhelming ability to gather information on
them cannot exist. Surely the country that put men on the moon, invented
the technical underpinnings of the Internet, and created the Marshall Plan is

capable of the vision required to meet this challenge.
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United States Senate
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“Continued Oversight of U.S. Government Surveillance Authorities”
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Responses to Questions for the Record

submitted January 10, 2014

Carrie F. Cordero
Director of National Security Studies
& Adjunct Professor of Law
Georgetown University Law Center
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Senate Committee on the Judiciary
“Continued Oversight of U.S. Government Surveillance Authorities”
December 11, 2013

Questions for the Record from Ranking Member Charles E. Grassley

Based on your experience, what would the day to day operational effect be on the
government’s ability to keep the country safe if we recognized new legal rights that would
protect foreign terrorists abroad from “unwanted surveillance.”?

Since the unauthorized disclosures, the public debate has included suggestions that U.S.
national security surveillance activities should recognize the “privacy” rights of foreigners. There
are a number of reasons why the U.S. Government should not go down this path. First, existing
Supreme Court precedent maintains that non-U.S. persons outside the United States are not
subject to constitutional protection. United States v. Verdugo-Urquidez, 434 U.S. 259 (1990).
Second, as described in my written statement for the record, the U.S. Intelligence Community
already has experience with what extending FiSA probable cause protections to foreigners looks
like, and the result was a FISA process stretched to its limits. Third, the issue of what is the
proper extent of national security surveillance against foreign leaders or other sensitive targets
belongs in the realm of foreign policy considerations, and should be therefore be addressed as a
policy matter, not as a legal one,

With respect to the operational impact more specifically, my written statement for the record
describes the pre-2008 history of the FISA process which included seeking FISC approval for
targeting certain terrorist targets overseas based on a finding of probable cause that the target
was an agent of a foreign power. As a number of senior intelligence officials have previously
testified before Congress, this resulted in a gap in foreign intelligence collection in support of
the counterterrorism mission, both because of the heightened legal standard as well as because
of the burden on the FISA process administratively. Future consideration of affording so-called
privacy protections to foreign targets should take this recent history into account. Finally, |
would submit that more time spent by U.S. Government operational and oversight personnel
focusing on the legal rights of foreign targets could have the effect of diverting or diluting their
attention to matters affecting U.S. persons or other persons inside the United States who are
afforded constitutional protections.
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Please further elaborate and explain why you believe the amicus proposal contained in the
Senate Intelligence Committee’s FISA reform bill is a more advisable approach to making the
FISA Court process more adversarial than the advocate proposal contained in the USA
Freedom Act.

As referenced in my two statements for the record submitted to this Committee for the October
2, 2013 and December 11, 2013 hearings, and responses to questions for the record related to
the October 2, 2013 hearing, my view is that there are a variety of factors that weigh against
creating an office of special advocate.

Operationally, a permanent office of special advocate has the potential to siow down
intelligence activities by adding an additional layer of review on top of an already multi-layered
legal and management process within the Executive Branch. An office of special advocate is
likely redundant with existing bureaucratic processes. As FISC Judge Reggie Walton's letter of
July 28, 2013 to the Chairman explains, there is also extensive review by and interaction
between the Executive Branch and the FISC's legal advisors and judges. The existing levels of
review include legal review within the requesting agencies, by the Department of Justice’s
National Security Division {and likely additional senior executives in the Department of Justice if
a particular request is complex or novel), by the FISC’s professional legal advisors, and finally by
the judges themselves, who are independent federal district court judges. Adding an additional
office of review duplicates work currently performed by Department of Justice attorneys {who
are outside of the Intelligence Community) whose job it is to review applications for legal
sufficiency, including conformity with the requirements of the Act as well as the protection of
constitutional rights.

From a policy perspective, adding an office of special advocate also raises the possibility that the
result will be less-well developed and considered requests for national security surveillance
authority. At the Committee’s December 11, 2013 hearing, in response to a question from
Senator Blumenthal regarding the proposals for an office of special advocate, | stated that over
time there has been a relationship “of trust” that has developed between the Executive Branch
and the FISC. To further explain this perspective, what | was referring to by describing the
refationship of trust is, in particular, the credibility that the Executive Branch, and the
Department of Justice, in particular, has with the FISC. As described in my October 2, 2013
statement for the record, it has previously been suggested by outside observers and reviews
that, at times, the Department of Justice has been cautious, perhaps to a fault, in presenting
matters to the FISC. Current FISA practice consists of Department of Justice attorneys who
present matters to the FISC conduct business according to the high standards of disclosure
demanded by the ethics of ex parte procedure. By adding an institutional adversarial opponent,
the proceedings would no longer be ex parte, therefore, there is the potential for the Executive
Branch, and the Court, to, over time, become overly reliant on the special advocate to challenge
requests for surveillance. This could have the unintended effect of actually reducing the scrutiny
and care the Executive Branch gives to its applications. This outcome would be bad for national
security and bad for civil liberties, because the FISC, over time, could potentially lose confidence
in the Executive Branch’s commitment to disclosing unfavorable facts and circumstances. it is
not in the interests of U.S. national security to produce an adversarial process that could have
the effect of eroding the confidence of the FISC that the Executive Branch is presenting matters
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under a historical practice of full disclosure and the highest degree of candor as required by ex
parte practice.

Accordingly, between the two options, the office of special advocate versus providing an avenue
for the FISA Court to appoint an amicus in circumstance that raise novel issues of law or
technology, | believe the amicus is preferable because it will likely only be invoked in rare
circumstances, and will not run the risk of institutionalizing adversarial proceedings in the FISA
process. it is worth nothing that in the criminal investigative context, requests for surveillance or
search are similarly conducted ex parte. However, | do believe that the current FISA system is
preferable to both, as | do not believe that either proposal will necessarily achieve what is likely
the intended long-term objective of raising public confidence in activities conducted under FISA.
This is because FISC deliberations will continue to {rightfully) be conducted in a classified setting,
and so much of the criticism since the recent unauthorized disclosures have focused on the
transparency of the FISA process and legal interpretations.
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Senate Committee on the Judiciary
“Continued Oversight of U.S. Government Surveillance Authorities”
December 11, 2013

Questions for the Record from Ranking Member Charles E. Grassley

Julian Sanchez

1. Concerns have been raised about whether the advocate position that would be established
under the USA FREEDOM Act is constitutional. For example, it’s unclear whether the
advocate would have constitutional standing to be a party before the FISA Court. And it
may not be consistent with the separation of powers to create an office housed in the
judicial branch, without any oversight from the executive branch, which appears to
possess executive branch powers and responsibilities. Do you share any of these
concerns that may be important to those of us who interpret the Constitution strictly? If
s0, what are they?

ANSWER: I do not believe the creation of a special “advocate” to argue before the FISC in
cases involving novel or complex questions of law presents any inherent constitutional
difficulties on either standing or separation of powers grounds. The Advocate would serve in an
effectively advisory role before the court, exercising no independent executive powers. Though
superficially appearing before the court in as an adverse party, the practical role of the Advocate
would be no different than that of an amicus or, for that matter, a thoughtful clerk ensuring that
the FISC judges had an opportunity to consider a broad range of constitutional and statutory
arguments bearing on the issue at hand.

If there are questions of standing stemming from the “cases or controversies” clause, at least with
respect to arguments before the FISC or FISCR, they do not arise with the creation of an
Advocate, but with the existence of the FISC itself, as a court structured to hear ex parte
arguments not ultimately intended to result in—or, indeed, affording in most cases any
opportunity for—an eventual adversarial proceeding between the government and the target of
surveillance. If we assume the constitutionality of the basic FISA structure itself, the addition of
an advocate presents no further constitutional problems. Standing problems would arise if the
Advocate were intended to have further recourse to the Supreme Court, since she would
represent no genuinely adverse party with a direct personal stake in the Court’s ruling, but again,
that would raise questions distinct from any implicated by the Advocate’s role within the FISC
itself. Given the profound Fourth Amendment implications of cases decided by the FISC,
however, it may be desirable to consider mechanisms that might enable more frequent appellate
review of FISC rulings by the Supreme Court, especially in light of that Court’s ruling in
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Ammnesty v. Clapper, which would appear to effectively foreclose review even in cases where
NSA programs entail ongoing Fourth Amendment searches affecting large numbers of American
citizens whose identities are unlikely to ever be known.
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October 31, 2013

The Honorable Patrick J. Leahy
Chairman, Committee on the Judiciary
United States Senate

224 Dirksen Senate Office Building
Washington, DC 20510

The Honorable Michael S. Lee
Member, Committee on the Judiciary
United States Senate

316 Hart Senate Office Building
Washington, DC 20510

The Honorable John Conyers, Jr.

Ranking Member, Committee on the Judiciary
U.S. House of Representatives

2138 Rayburn House Office Building
Washington, DC 20515

The Honorable Frank James Sensenbrenner, Jr.
Member, Committee on the Judiciary

U.S. House of Representatives

2449 Rayburn House Office Building
Washington, DC 20510

Dear Messrs. Chairman, Ranking Members and Members:

As companies whose services are used by hundreds of millions of people around the world, we
welcome the debate about how to protect both national security and privacy interests and we
applaud the sponsors of the USA Freedom Act for making an important contribution fo this
discussion.

Recent disclosures regarding surveillance activity raise important concerns both in the United
States and abroad. The volume and complexity of the information that has been disclosed in
recent months has created significant confusion here and around the world, making it more
difficult to identify appropriate policy prescriptions. Our companies have consistently made
clear that we only respond to legal demands for customer and user information that are targeted
and specific. Allowing companies to be transparent about the number and nature of requests will
help the public better understand the facts about the government’s authority to compel
technology companies to disclose user data and how technology companies respond to the
targeted legal demands we receive. Transparency in this regard will also help to counter
erroneous reports that we permit intelligence agencies “direct access™ to our companies’ servers
or that we are participants in a bulk Internet records collection program.
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Transparency is a critical first step to an informed public debate, but it is clear that more needs to
be done. Our companies believe that government surveillance practices should also be reformed
to include substantial enhancements to privacy protections and appropriate oversight and
accountability mechanisms for those programs.

We also continue to encourage the Administration to increase its transparency efforts and allow
us to release more information about the number and types of requests that we receive, so that
the public debate on these issues can be informed by facts about how these programs

operate. We urge the Administration to work with Congress in addressing these critical reforms
that would provide much needed transparency and help rebuild the trust of Internet users around
the world.

We look forward to working with you, the co-sponsors of your bills, and other members on
legislation that takes into account the need of governments to keep individuals around the world
safe as well as the legitimate privacy interests of our users around the world.

Sincerely,

m (V\ facebook. @R IG

Linked [T} Microsoft N3 @@}
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Majority Leader Harry Reid Speaker John Bochner

Minority Leader Mitch McConnell Minority Leader Nancy Pelosi

United States Senate United States House of Representatives
Chairman Patrick Leahy Chairman Bob Goodlatte

Ranking Member Charles Grassley Ranking Member John Conyers, Jr.
Committee on the Judiciary Committee on the Judiciary

United States Senate United States House of Representatives
Chairman Diane Feinstein Chairman Mike Rogers

Vice Chairman Saxby Chambliss Ranking Member Dutch Ruppersberger
Senate Permancnt Select Comnmittee on House Permanent Sefect Committee on
Intelligence Intelligence

United States Senatc United States House of Representatives

November 21, 2013

We the undersigned civil society groups, trade associations, companies and investors are supporters of the
free and open Internet. We are writing to urge that intelligence surveillance practices be reformed by
limiting the scope of surveillance and by substantially enhancing the privacy protections, oversight, and
accountability mechanisms that govern that surveillance.

Recent disclosures regarding intelligence surveillance activity raise important concerns about the privacy
and security of communications. This surveillance has already croded trust that is essential to the frec
flow of information and to the exercise of human rights and civil libertics both in the United States and
around the world.

To rebuild trust, we urge that the U.S. government act expeditiously to:

* allow companies to be much more transparent about the number and type of surveillance
demands they receive;

* be much more transparent itself about the surveillance demands it makes, the surveillance
activitics in which it engages, and the legal bases for both;

+ focus intelligence collection on terrorists, spies and other agents of forcign powers, rather than on
everyone else; and

* ensure that its surveillance practices honor both Constitutional and human rights.

Toward this end, we welcome introduction in the House and Senate of the USA FREEDOM Act —
legislation which promotes these goals. We oppose legislation that codifies sweeping bulk collection
activitics. We look forward to working with you on the USA FREEDOM Act and other legislation
designed to protect the privacy of Internct users while permitting appropriately targeted intelligence
surveillance necessary to protect against terrorism.

Sincercly,

Nonprofit QOrganizations Companies and Trade Organizations

Access Automattic Inc.

Advocacy for Principled Action in Government CloudFlare

AIDS Policy Project Computer and Communications Industry Assoc.
American Association of Law Libraries CREDO Mobile

American Booksellers Foundation for Free Data Foundry

Expression DreamHost
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Nonprofit Organizations

(cont’d)

Amecrican Library Association
American Civil Liberties Union

Arab American Institute

Association of Research Libraries
Center for Democracy and Technology
Center for Financial Privacy and Human Rights
Center for National Sccurity Studies
Citizens for Responsibility and Ethics in
Washington

Coalition Against Unsolicited E-mail
Competitive Enterprisc Institute

The Constitution Project

Consumer Action

Council on American-Islamic Relations
Cyber Privacy Project

Defending Dissent Foundation
Demand Progress

DownsizeDC.org

Electronic Fronticr Foundation

First Amendment Coalition

Freedom House

Free Press Action Fund

Freedom of the Press Foundation
Freedom to Read Foundation
FreedomWorks

Foundation for Innovation and Internet Freedom
Global Network Initiative

Government Accountability Project
Human Rights Watch

Liberty Coalition
OpenTheGovernment.org

Open Technology Institute

National Association of Criminal Decfense
Lawyers

National Coalition Against Censorship
National Security Counselors

Public Knowledge

OpenMedia.org

Personal Democracy Media

Project on Government Oversight
Reporters Without Borders

Republican Liberty Caucus

Rutherford Institute

TechFrecdom

Texas Liberty Foundation

Companies and Trade Organizations
World Press Freedom Committee

(cont’d)

Dropbox

DuckDuckGo

Evoca

Golden Frog
Hewlett-Packard Company
Internet Infrastructure Coalition
Mecetup

Mozilla

NetChoice

NY Tech Meetup

Reddit

Scrvint

Sonicanet

SpiderOak

Tumblr

Twilio

Investors
Domini Social Investments
New Atlantic Ventures
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An open letter to
Washington

Dear Mr. President and Members of Congress,

We understand that governments have a duty to protect their
citizens. But this summer's revelations highlighted the urgent
need to reform government surveillance practices worldwide.
The balance in many countries has tipped too far in favor of the
state and away from the rights of the individual — rights that are
enshrined in our Constitution. This undermines the freedoms we
all cherish. It's time for change.

For our part, we are focused on keeping users' data secure —
deploying the latest encryption technology to prevent unauthorized
surveillance on our networks, and by pushing back on government
requests to ensure that they are legal and reasonable in scope.

We urge the US to take the lead and make reforms that ensure
that government survelllance efforts are clearly restricted by law,
proportionate to the risks, transparent and subject to independ-
ent oversight. To see the full set of principles we support, visit

B
[

Sincerely,

AOL, Apple, Facebook, Google, LinkedIn, Microsoft, Twitter, Yahoo

YAHOO!

. Microsoft
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Surveillance Reform Principles
1. Limiting Governments’ Authority to Collect Users’ Information

Governments should codify sensible limitations on their ability to compel service providers to
disclose user data that balance their need for the data in limited circumstances, users’ reasonable
privacy interests, and the impact on trust in the Internet. In addition, governments should limit
surveillance to specific, known users for lawful purposes, and should not undertake bulk data
collection of Internet communications.

2. Oversight and Accountability

Intelligence agencies seeking to collect or compel the production of information should do so
under a clear legal framework in which executive powers are subject to strong checks and
balances. Reviewing courts should be independent and include an adversarial process, and
governments should allow important rulings of law to be made public in a timely manner so that
the courts are accountable to an informed citizenry.

3. Transparency About Government Demands

Transparency is essential to a debate over governments® surveillance powers and the scope of
programs that are administered under those powers. Governments should allow companies to
publish the number and nature of government demands for user information. In addition,
governments should also promptly disclose this data publicly.

4. Respecting the Free Flow of Information

The ability of data to flow or be accessed across borders is essential to a robust 21% century
global economy. Governments should permit the transfer of data and should not inhibit access by
companies or individuals to lawfully available information that is stored outside of the country.
Governments should not require service providers to locate infrastructure within a country’s
borders or operate locally.

5. Avoiding Conflicts Among Governments

In order to avoid conflicting laws, there should be a robust, principled, and transparent
framework to govern lawful requests for data across jurisdictions, such as improved mutual legal
assistance treaty — or “MLAT" — processes. Where the laws of one jurisdiction conflict with
the laws of another, it is incumbent upon governments to work together to resolve the conflict.
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