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Senator Cory Gardner, Chairman 
Opening Statement 

 
Energy and Natural Resources Subcommittee on Energy 

Hearing to “examine the cybersecurity threats to the U.S. electric grid and technology 
advancements to minimize such threats and to receive testimony on S. 79, the Securing 

Energy Infrastructure Act” 
 

March 28, 2017 
 
The Subcommittee will come to order. 
 
Good afternoon, everyone. Today the Subcommittee on Energy will hold its first hearing in the 
115th Congress. 
 
I’m honored to chair this Subcommittee and I look forward to working with the Subcommittee’s 
Ranking Member – Senator Manchin. 
 
The Energy Subcommittee is certainly important to my home state of 
Colorado. 
 
In Colorado, we have coal in the Northwestern part of the state, oil on the Western Slope, natural 
gas and wind on the Eastern Plains, and solar in the San Luis Valley. 
 
We are truly an all of the above energy state and proud of that fact. We are also home to the 
Department of Energy’s National Renewable Energy Laboratory, which is instrumental in 
research and development for new technologies advancing grid modernization, renewable 
energy, and energy efficiency that will transform the marketplace. 
 
As Chairman, I will promote a strong and responsible energy policy that is critical to unleashing 
the nation’s energy potential, and I look forward to using this Subcommittee to advance policies 
that benefit Coloradans and all Americans. 
 
Today, the Subcommittee will examine the cybersecurity threats to the U.S. electric grid and 
technology advancements to minimize such threats and receive testimony on S. 79, the Securing 
Energy Infrastructure Act. 
 
We will discuss the risks we face and the actions we should follow to protect our energy 
infrastructure from the impacts of cyberattacks. 
 
In addition to defensive strategies, I am also interested in discussing whether there is a need to 
build preparedness and response capabilities in case of a long-term widespread outage. 
 
The American people and American businesses depend on reliable and affordable electricity. 
These same customers expect the over 3,000 utilities in the country to be thinking ahead, 
coordinating actions, and being responsive to our evolving demands. 
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If we aren’t prepared for cyberattacks, a Ukraine-like situation could take place in the United 
States. 
 
In 2015, an attack on power companies in Ukraine resulted in 225,000 Ukrainians losing power. 
Last December, there was another attack in Ukraine that resulted in another round of power outages, 
but the strategy on the Ukrainian grid was more complex than the year before. 
 
And hackers are certainly trying to create that havoc here in the United States. One U.S. utility 
CEO has said that, “If I were to share with you the number of attacks that come into the network 
every day, you would be astounded. And it’s not from people working out of their garage; it’s 
from nation-states that are trying to penetrate systems.” 
 
I am encouraged to see that industry, through the Electricity Sector Coordinating Council, is 
working to collaborate and create best practices in partnership with the government. The 
government and industry have also made great strides in cybersecurity through the creation of the 
National Institute of Standards and Technology or NIST Cybersecurity Framework and the 
Electricity Information Sharing and Analysis Center (E-ISAC). 
 
It is concerning, however, that we continue to hear of attacks from so many fronts. 
 
Hackers are going after personal information and personal accounts that can be disastrous and 
financially painful to those affected. We hear of ransomware attacks requiring payment to resume 
access to machines and controls. We hear of millions of dollars being spent across industry and 
government to protect from these ever-changing threats to our national progress. 
 
The questions that loom; however, are how, when, where is that next cyberattack going to 
happen? Are we prepared to react? 
 
I am hopeful that through this hearing and opportunities in the coming months that we can 
strengthen both our preparedness and our response capabilities. 
 
I already see opportunities to enhance our cyber workforce and the need to gain clarity on the 
coordinated response actions of the Department of Energy Secretary and industry leaders. 
 
I am hopeful that we will uncover additional opportunities today. 
 
I will now turn to Ranking Member Manchin for his introductory remarks. 
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Testimony of Michael A. Bardee 

Director, Office of Electric Reliability 

Federal Energy Regulatory Commission 

Before the Subcommittee on Energy 

Committee on Energy and Natural Resources 

United States Senate 

March 28, 2017 

 

Introduction 

Chairman Gardner, Ranking Member Manchin, and Members of the 

Subcommittee, thank you for the opportunity to testify today.  My name is Michael 

Bardee.  I am the Director of the Office of Electric Reliability (OER) of the Federal 

Energy Regulatory Commission (FERC or Commission).  I am here today as a 

Commission staff witness and my remarks do not necessarily represent the views of the 

Commission or any individual Commissioner. 

The Commission’s role on reliability is to help protect and improve the reliability 

of the Nation’s Bulk-Power System through effective regulatory oversight as established 

in the Energy Policy Act of 2005 (EPAct 2005).  My testimony summarizes the 

Commission’s oversight of the reliability of the Bulk-Power System and, specifically, the 

Commission’s implementation of that authority with respect to cybersecurity.  I then 

address S. 79, the Securing Energy Infrastructure Act. 

FERC’s Reliability Authority   

In EPAct 2005, Congress tasked the Commission with a responsibility to oversee 

mandatory, enforceable reliability standards for the Nation’s Bulk-Power System 

(excluding Alaska and Hawaii). This authority is in section 215 of the Federal Power Act.  

Section 215 applies only to the Bulk-Power System, not facilities used in local 

distribution.   

Section 215 requires the Commission to select an Electric Reliability Organization 

(ERO) that is responsible for proposing, for Commission review and approval, reliability 

standards to help protect and improve the reliability of the Nation’s Bulk-Power System. 

The Commission certified as the ERO the North American Electric Reliability 

Corporation (NERC).  The reliability standards apply to the users, owners and operators 

of the Bulk-Power System and become mandatory in the United States only after 

Commission approval.  The ERO also is authorized to impose, after notice and 

opportunity for a hearing, penalties for violations of the reliability standards, subject to 

Commission review and approval.  
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The Commission may approve proposed reliability standards or modifications to 

the standards if it finds them “just, reasonable, not unduly discriminatory or preferential, 

and in the public interest.”  If the Commission disapproves a proposed standard or 

modification, section 215 requires the Commission to remand it to the ERO for further 

consideration.  The Commission, upon its own motion or upon complaint, may direct the 

ERO to submit a proposed standard or modification on a specific matter but it does not 

have the authority to modify or author a standard. 

FERC and Cybersecurity  

Cybersecurity is an important part of the Commission’s responsibility to oversee 

reliability standards for the Bulk-Power System.  In 2006, NERC proposed to the 

Commission an initial set of cybersecurity standards, known as the Critical Infrastructure 

Protection (CIP) standards.  Critical infrastructure, as defined by NERC for purposes of 

the CIP standards, includes facilities, systems, and equipment which, if destroyed, 

degraded, or otherwise rendered unavailable, would affect the reliability or operability of 

the “bulk electric system.”  In 2008, the Commission approved NERC’s proposed CIP 

reliability standards while also directing NERC to develop modifications.  Since then, the 

Commission has approved various changes to the CIP standards.  The CIP standards 

specify mandatory requirements for utilities, including: how to identify and categorize 

cyber assets and systems; processes and procedures for maintaining these systems; and 

ensuring that only appropriate personnel have access to these systems, among others.  

Last year, utilities implemented version 5 of the CIP standards for high- and medium-

impact assets.  This year, utilities are implementing version 5 for low-impact assets. 

In July 2016, the Commission directed NERC to develop a reliability standard 

addressing the supply chain for industrial control system hardware, software, and related 

services associated with the bulk electric system.  Specifically, FERC directed NERC to 

develop an objective-based standard that would require each affected utility to develop 

and implement a plan that includes security controls for its cyber supply chain.  FERC 

ruled that the standard should address four areas: ensuring that the software used to run 

these systems is authentic; ensuring that remote access by vendors to these systems is 

secure; information system planning; and vendor risk management and procurement 

controls.  There is no requirement for any specific controls, nor does FERC require any 

“one-size-fits-all” requirements. Instead, FERC said that the standard should require 

utilities to develop a plan to meet the four objectives, while allowing flexibility on how to 

meet the objectives.  NERC is working on a standard now, and is due to submit it to the 

Commission in September 2017.   

Also in July 2016, FERC issued a Notice of Inquiry (NOI) on whether to modify 

the CIP standards regarding the cyber protection of control centers used to monitor and 

control the Bulk-Power System.  FERC cited the 2015 cyberattack on the electric grid in 
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Ukraine as an example of how cyber systems used to operate and maintain interconnected 

networks more efficiently can have the unintended effect of creating cyber 

vulnerabilities.  FERC sought comment on possible changes to the CIP standards to 

address separation from the Internet and to require a computer practice for preventing 

unauthorized programs from running, known as “application whitelisting.”  FERC is 

reviewing the comments submitted in response to the NOI, and considering whether 

further action is appropriate on these issues. 

While mandatory standards are an important component of the Commission’s 

work on cybersecurity, FERC also works with industry in other ways to enhance security.  

For example, FERC’s Office of Energy Infrastructure Security (OEIS) provides 

leadership, expertise, and assistance in identifying, communicating, and seeking 

comprehensive solutions to significant potential cyber and physical security risks to the 

energy infrastructure under the Commission’s jurisdiction.  OEIS works directly with 

governmental and private sector energy industry entities to identify and share information 

on threats and vulnerabilities, and to promote voluntary mitigation practices that are 

complementary to mandatory regulations promulgated and enforced by the Commission 

and by state authorities.  Engaging with the regulated community outside of the 

traditional regulatory process facilitates the necessary exchange of timely information 

and subsequent implementation of state-of-the-art protective measures. 

The goal of the Commission’s CIP standards and other cyber-related efforts is to 

mitigate the risk of a cyber incident that harms the reliability of the electric grid.  

However, in case such an event ever happens, utilities also need to be prepared to restore 

and recover the Bulk-Power System.  For this reason, in January 2016, FERC completed 

a report with NERC and its Regional Entities on restoration and recovery of the grid.  

The joint review by FERC and NERC staff gathered information from a sample of 

utilities, and found they have extensive incident response and recovery plans.  The report 

recommended various practices, such as verifying and testing modifications to a system 

restoration plan, obtaining insight from utilities that have experienced widespread 

outages, and obtaining independent technical review of recovery plans.  The report also 

recommended certain follow-up studies, such as how to prepare for a loss of Supervisory 

Control and Data Acquisition (SCADA) computers and other data sources.  Work on the 

additional studies is ongoing. 

Other Efforts 

Other agencies and organizations also contribute to the reliability and security of 

the electric grid.  The Department of Energy, for example, is the Sector-Specific Agency 

for electrical infrastructure.  In that role, DOE works with industry, state and local 

agencies, and other stakeholders to help protect our electric grid.  This work may take the 

form of research performed by the various national laboratories, as proposed in S. 79. 
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Other examples are the Cybersecurity Risk Information Sharing Program (CRISP) and 

the Electricity Subsector Cybersecurity Capability Maturity Model (C2M2).  

Similarly, security is addressed by the Electricity Subsector Coordinating 

Council, a public/private partnership for CEOs of critical infrastructure owners and 

operators to engage directly with senior government officials on policy-level security 

issues.  This includes not only FERC and DOE, but also the Department of Homeland 

Security, the Federal Bureau of Investigation and others.   

A secure electric grid is vital to our Nation.  There is no “silver bullet” that can 

protect the grid.  Instead, it depends on the efforts of many organizations and individuals, 

and requires ongoing adaptation, innovation and vigilance.  And it requires ongoing 

dialogue and cooperation, to ensure that our efforts are not at cross-purposes or 

inefficient.   

S. 79 

S. 79, the Securing Energy Infrastructure Act, would establish a pilot program to 

study cyber vulnerabilities and consider solutions for isolating and protecting industrial 

control systems.  Participation in the study would be voluntary, and would include a 

diverse working group.  The program would involve researching, developing, testing, and 

implementing technology platforms and standards, “to isolate and defend industrial 

control systems of covered entities from security vulnerabilities and exploits in the most 

critical systems of the covered entities.”  The effort would include research on analog and 

non-digital control systems; purpose-built control systems; and physical controls.  The 

bill would authorize an appropriation of $10 million for the pilot program and $1.5 

million for the related report and other work. 

The effort proposed in S. 79 could potentially aid the utility industry, FERC and 

others to maintain a secure electric grid.  Utilities have come to rely increasingly on 

digital tools for monitoring and operating the Bulk-Power System.  These tools have 

enhanced the efficiency and effectiveness of utility operations significantly.  A broad-

scale reversion to pre-digital technology is uneconomic, unjustified, and perhaps even 

impossible.  But I do not see S. 79 as proposing such action.  Instead, S. 79 focuses on 

“the most critical systems of the covered entities.”  More importantly, S. 79 does not 

require adoption of any particular technology, and instead requires research and testing to 

determine if certain tools and technologies, when applied to limited circumstances, can 

enhance the security of the most critical systems.  If this program succeeds in identifying 

more secure approaches for the most critical systems, the implementation of these 

approaches could be justified, depending on factors such as effects on operational 

efficiency.  Over time, these approaches, if successful, also could be incorporated into 

new designs for an evolving Bulk-Power System.  However, any decision on 

implementation should be made only after sufficient research and testing.  These 



 

5 
 

approaches also may be useful not only in the context of the Bulk-Power System but in 

other industrial control systems too.  

I would suggest one small change to S. 79.  The working group required by S. 

79 would specifically include the Department of Energy, the Nuclear Regulatory 

Commission, NERC and several other organizations, but not explicitly FERC.  I believe 

FERC should also be listed as a member in the working group. 

Conclusion  

FERC will continue to work with the utility industry to seek ways to maintain 

and enhance the security of the electric grid.  While mandatory reliability standards are 

an appropriate tool at times in this effort, other approaches are also important.  S. 79 can 

support the goal of grid security by seeking unusual ways to reduce our risk without 

unduly sacrificing efficiency.   

Thank you for allowing me to testify today.  I would be glad to address any 

questions you may have.     
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Testimony of John Di Stasio 
 President, Large Public Power Council 

 
Introduction 
 

Chairman Gardner, Ranking Member Manchin and Members of the Subcommittee, thank 
you for the opportunity to testify today on the electric industry’s active and collaborative efforts 
to anticipate and address cybersecurity threats, and to provide comments on S. 79, the Securing 
Energy Infrastructure Act.  I am John Di Stasio, President of the Large Public Power Council 
(“LPPC”).  LPPC represents 26 of the nation’s largest public power systems, which provide 
power to over 30 million people in thirteen states.  Collectively, the LPPC utilities own more 
than 71,000 megawatts of generation capacity powered by natural gas, nuclear, coal, 
hydroelectric, wind, solar and other renewable energy sources, and operate about 90 percent of 
non-federal, public agency owned transmission in the United States.  
 

The points I will emphasize today are:   
 

• Industry is engaged. While cybersecurity threats to the electric grid are fast evolving 
and require quick, adaptive responses, much is known about the threat environment.  
The industry, working within the standards promulgated and enforced by the North 
American Electric Reliability Corporation (NERC) and the Federal Energy 
Regulatory Commission (FERC), and working with our governmental partners, has 
effectively responded to known threats, while actively working to anticipate those 
that are emerging.  
 

• Because the nature of the threats faced by the industry evolves so rapidly, the electric 
industry has repeatedly emphasized the need for the flexible application of 
cybersecurity regulations that permits industry agility in responding to threats and 
implementing evolving technology solutions.   
 
 

I. The Threat Environment and Existing Responses 
 
The electric industry has been grappling with cybersecurity threats for at least a 

decade.  The public’s attention was first dramatically captured in 2007 by the Idaho National 
Laboratory’s “Aurora” experiment suggesting that control systems for generating stations 
might be hacked and manipulated.  Since then, much has been learned about the nature of 
the threats we face through a variety of attack vectors, including hacking via internet access, 
phishing (email), watering hole attacks (mined websites), malware (including Stuxnet and 
reversed engineered versions), and mobile device attacks.  In response to these threats, 
FERC and NERC have promulgated the nation’s only mandatory suite of cybersecurity 
standards, the Critical Infrastructure Protection (CIP) standards, and the electric industry has 
implemented these standards.    

 
NERC’s CIP standards adopt a risk-based approach that begins with an inventory of 

critical assets and cyber systems, and attaches a comprehensive set of protective measures 
encompassing security management controls, personnel and training, electronic security 
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perimeters, physical security for cyber systems, system security management, incident reporting, 
response planning, recovery, configuration change management and vulnerability assessments, 
and information protection. 

 
Though the electric industry is involved in the development of the NERC standards 

through an ANSI-approved process, it does not control the nature of the standards that are 
ultimately submitted by NERC to FERC for approval, or FERC’s oversight.  Under the 
Federal Power Act, FERC’s certification of NERC as the nation’s Electric Reliability 
Organization was contingent on NERC’s development of procedures assuring its 
independence from “users and owners and operators of the bulk-power system.”  Further, 
FERC has the authority to order NERC to submit to the Commission proposed reliability 
standards or modifications to reliability standards that address vulnerabilities identified by 
the Commission.  Enforcement of the standards by both NERC and FERC is entirely 
independent of the industry.   

 
II. Responses to New and Emerging Threats   

 
The cyberattack on the Ukrainian electric grid on December 23, 2015, underscored 

concern over the electric grid’s vulnerability.  As reported by the Department of Homeland 
Security (DHS) on February 25, 2016, and later in additional detail by the Electricity Sector 
Information Sharing and Analysis Center (ES-ISAC) and SANS Industrial Control System 
(SANS ICS), the successful cyberattack on a Ukrainian regional electricity distribution 
company plunged approximately 225,000 customers into darkness.  The attack was widely 
attributed to Russian security services.  While service was restored within some hours, the 
attack underscored the destructive potential of a cyberattack on the electric grid, and 
highlighted points of vulnerability.   

 
As disclosed in the ES-ISAC/SANS ICS report, hackers gained access to the 

Ukrainian utility’s industrial control system (ICS) network and its supervisory control and 
data acquisition (SCADA) system via the Internet, enabling them to shut the system down 
remotely.  Access to the Ukrainian utility’s control systems was gained through spear 
phishing - the use of malware and the manipulation of Microsoft Office documents to 
harvest credentials enabling remote access to the ICS network.  I do not want to discount the 
concern that the attack raises.  But I do want to emphasize that these attack vectors are not 
unknown to U.S. utilities and are meaningfully addressed by NERC’s existing reliability 
standards, as well as other security measures increasingly being adopted by the electric 
industry (discussed below).  Specifically relevant are those CIP standards that provide for 
electronic security perimeters, access control, and malware detection and remediation.        

 
 In its alert and report on the Ukrainian incident, DHS, acting through its Industrial 
Control Systems Cyber Emergency Response Team (ICS-CERT), also highlighted areas in 
which further study and potential action are recommended.  These include the potential for 
control center isolation (sometimes referred to as “air gapping”), application “whitelisting” 
(automated systems permitting only expressly cleared programs to run on utility systems), 
greater levels of network segmentation, and the prudence in software and hardware 
procurement (supply chain).  These areas are under study by NERC and FERC and, in the 
case of supply chain security, active standards development is underway.   
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In Docket No. RM16-18, FERC has asked for comments on whether additional 

reliability standards are needed to address the potential for control room isolation and 
application whitelisting.  In responsive comments, NERC indicates that both areas are under 
active study, but also that existing reliability standards guard against related vulnerabilities.  
NERC also notes that there are operational and reliability drawbacks to each of these 
approaches that must be weighed carefully.  Relevant existing CIP protections include: 

 
• NERC’s CIP-005 standard, requirements 1 and 2 of which impose mandatory 

Electronic Security Perimeters controlling electronic access to Bulk Electric Cyber 
Systems and securing Remote Access connectivity); and  
 

• CIP-007, requirements 1-5 of which limit network accessible ports; call for active 
patch management, requires the implementation of methods to detect, deter, prevent 
and mitigate the threat of malicious code (malware), enables security event 
monitoring, and enforces system access control.   
 
These standards permit control center isolation, but, as NERC notes, there are 

operational drawbacks to this approach.  For one thing, a utility’s ability to access control 
centers remotely enhances security to the extent it permits otherwise infeasible onsite 
support from critical vendors whose help is needed to address system failures.  Remote 
access is also important when physical access to facilities by utility personnel is not 
possible.  Further, remote access facilitates vendor patches, which themselves guard against 
evolving cyber threats.  In addition, the ability to receive and transmit real-time data 
telemetry and security event data is crucial for situational awareness as well as monitoring 
and analysis. 

 
Similarly, while application whitelisting is one feasible way to guard against the 

operation of malware on utility systems, the unintended consequences may include 
interference with future vendor support, conflicts with ongoing patch management and 
interference with essential programs that may be inadvertently overlooked in the pre-
screening process.  Here again, further study will be useful.   

 
As to supply chain security (software and hardware procurement), NERC is currently 

in the process of developing a standard, at FERC’s direction.  This is an important initiative; 
one we are following closely.  Certainly, the procurement of “trusted” hardware and 
software, as DHS put it, is an important matter.  But having said that, it would not be 
reasonable to ask utilities to police their suppliers’ compliance with security practice 
commitments the vendors have made.  LPPC members are experts at running utility systems, 
but are not well-positioned to dictate or police the security practices of sophisticated vendors 
often much larger than the utilities themselves.  For that reason, we are pressing for an 
approach to a supply chain standard which places the onus on vendors to assure compliance 
with their commitments to implement reliable security practices.    

 
Finally, I want to emphasize the important work that is ongoing with respect to grid 

recovery and resiliency.  This work is critical in order to anticipate the potential that one day 
our cyber security walls may be breached, despite our best efforts.  The focus of this 
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ongoing work is on the development of systems that can be restarted following 
incapacitation, on operation of these systems with less than complete electronic control over 
the grid, and on ongoing service by segments of the grid that may remain operational despite 
loss of control of other segments.   Some of the specific techniques and operational features 
on which we are focusing attention include the potential for manual operation of certain 
elements of our systems and facilities (in many cases - e.g., combined cycle gas turbine 
generators - the degree of digitization will not allow for manual operation), and the use of 
micro-grids and distributed energy resources.          

  
III. The Importance of Flexible Regulation  

 
Because the nature of the threats faced by the industry evolves so rapidly, the electric 

industry has repeatedly emphasized the need for the flexible application of regulations that 
permits agility and a wide variety of evolving responses that are not tied to specific solutions 
which seem attractive in one context and not the next.  Such “performance-based” regulation 
emphasizes regulatory objectives, and not specific methods.  In other words, the key is for 
the regulator to address “the what and not the how.”    

 
NERC’s cybersecurity standard CIP-007-6, Requirement 1, for example, addresses 

protection from malware in just this way, calling for utilities to (1) deploy method(s) to 
deter, detect, or prevent malicious code; (2) mitigate the threat of detected malicious code; 
and (3) for those methods identified in Part 3.1 that use signatures or patterns, have a 
process for the update of the signatures or patterns.  This standard does not specify which 
methods a utility must employ.  As NERC explained in its technical guidelines describing 
the standard: “Due to the wide range of equipment comprising the [Bulk Electric System] 
Cyber Systems and the wide variety of vulnerability and capability of that equipment to 
malware as well as the constantly evolving threat and resultant tools and controls, it is not 
practical within the standard to prescribe how malware is to be addressed on each Cyber 
Asset.” 

 
IV. LPPC’s Comments on S. 79 

 
LPPC applauds Senators Risch and King on bipartisan efforts to improve 

cybersecurity collaboration and research.  S. 79 includes several study provisions that should 
be helpful.  Specifically, Section 3 of S. 79 would establish a two-year pilot program within 
the National Laboratories that would facilitate partnership with relevant entities (including 
equipment suppliers) to identify new classes of security vulnerabilities.  The section further 
provides that these pilots would support research, development, testing and implementation 
of technology platforms and standards that would “isolate and defend industrial control 
systems of covered entities.”  Section 4 of the bill would establish a working group “to 
develop a national cyber-informed engineering strategy to isolate and defend covered 
entities from security vulnerabilities and exploits in the most critical systems of the covered 
entities.”  

                
   However, LPPC cautions against provisions of the bill that call for the development 
of specific technology applications and prescribed standards designed to “isolate” control 
systems.  We believe the existing framework is demonstrating its ability to address the 
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underlying concerns this provision seeks to remedy through the study NERC is conducting 
in connection with FERC’s ongoing Notice of Inquiry in FERC Docket No. RM16-18.  We 
look forward to working with the Committee on this issue as the NERC analysis and FERC 
consideration continues.     
           
V. Other Important Resources and Partnerships 

 
Independent of their engagement in NERC and FERC cybersecurity oversight, LPPC 

members are actively engaged in a variety of related forums that support cybersecurity threat 
responses.  Some of these are as follows:   

  
A. Reliance on Other Government-Sponsored Reliability Frameworks 
 
LPPC participated directly, along with others in the electric industry, in the process 

leading to the development of the Cybersecurity Framework in 2014 by the National Institute of 
Standards and Technology, following a Presidential Directive.  As well, LPPC members closely 
followed the development of the Department of Energy’s Cybersecurity Maturity Model.  Both 
of these frameworks provide models for the evaluation of cybersecurity vulnerabilities, and 
processes for risk management aimed at continuous evolution and improvement.  LPPC 
members routinely use these tools to evaluate their cyber security programs from various 
perspectives independent of the NERC CIP standards, and to strive for continuous 
improvement. 

 
B. Information Sharing and Alerts Through the ES-ISAC 

 
The electric industry’s primary resource for sharing information of cyber threats—with 

Federal government support—is the ES-ISAC.  Administered by NERC, and operated in 
coordination with the Electric Sector Coordinating Council (ESCC) and the Department of 
Energy, the ES-ISAC was chartered to facilitate sharing of information regarding physical and 
cyber threats, vulnerabilities, incidents and potential protective measures. It serves as the primary 
security communications channel for the electricity sector, coordinating communications by and 
between member companies, sharing campaign analysis and incident data from private and 
public entities, and coordinating event and threat analysis with DOE, FERC and DHS. The ES-
ISAC was launched following the issuance of Presidential Decision Directive 63 (PPD-63), 
along with nearly a dozen other ISACs operating critical infrastructure in other sectors of the 
economy. The ES-ISAC is among the most robust and effective of these organizations and the 
electric industry’s vehicle of choice for information sharing. An indication of LPPC-member 
commitment to the ES-ISAC's work is the members'  participation in a "Watch Floor Augmentation 
Program" placing staff from LPPC-member companies in the E-ISAC for one-week periods of time in 
order to expand coordination of information sharing.   

 
C.  Partnership with the Government 
 
At the most senior levels, the electric industry is in close contact with the government 

through the ESCC.  The ESCC serves as the principal link between the Administration and 
high-level electric industry executives.  It is populated by Cabinet-level members from DOE 
and DHS, senior electric industry executives and trade association leaders.  LPPC is 
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represented on the ESCC and values the direct contact it offers, enabling the Administration 
and industry to share information regarding ongoing and anticipated risks, and recommended 
responses.  The forum provides an invaluable communication tool. 

 
These contacts extend to other levels of government. The electric industry is in close 

contact with officials at the Department of Energy working on grid security (the Office of 
Energy Policy and Systems Analysis and the Office of Electricity Delivery and Energy 
Reliability) and the Federal Bureau of Investigation. Further, industry officials routinely 
coordinate with state and local governments in order to maintain the most comprehensive view 
of threats, risks and vulnerabilities. 

 
D.   Cyber Mutual Assistance  
 
The ESCC recently established a voluntary Cyber Mutual Assistance (CMA) Program 

that is managed by EEI and has nearly 100 member utilities, including investor-owned utilities, 
public power utilities, electric cooperatives, Canadian utilities, and RTOs/ISOs.  LPPC has a 
representative on the Executive Committee for the CMA Program and several of its members are 
in the Program.  The CMA has a framework in which utilities can assist each other in responding 
to and recovering from cyber incidents that might exceed the capacity of one or a few entities.  
The program is structured to provide assistance to electric utilities in rebuilding and recovering 
necessary computer systems in the event of a regional or national cyber incident. 

E. Cyber Security Best Practice Sharing 
 
Along with other members of the electric industry, LPPC members routinely rely on 

voluntary industry associations for the purpose of strengthening their approach to cybersecurity. 
Best practices are shared through the North American Transmission Forum and the American 
Public Power Association’s “Improving the Cyber Resiliency and Security Posture of Public 
Power” (sponsored by the Department of Energy).  LPPC has created its own Cyber Security 
Task Force, charged with the responsibility of sharing best practices, serving to disseminate 
news of emerging risks, and helping to advocate public policy solutions. 

 
VI. Conclusion  

 
The electric industry’s response to cybersecurity risk is robust, fast evolving, and 

intimately tied to efforts by the government to enhance the nation’s security posture.  No 
responsible official involved in the energy industry would claim that all risks are covered, 
but a great deal of good work is being undertaken in this area, and I am confident that we are 
intelligently addressing known risks, while making important efforts to anticipate new ones. 
As in any security environment, there is a great deal of focus on not only prevention, but 
also response and recovery.  We welcome the opportunity to work with members of the 
Committee to provide further information, and to receive their input in this joint endeavor. 
 



 
LPPC MEMBER COMPANIES 

 

Arizona 
Salt River Project 

 

California 
Imperial Irrigation District 

Los Angeles Department of Water & Power 
Sacramento Municipal Utilities District 

(SMUD) 
 

Colorado 
Colorado Springs Utilities 

Platte River Power Authority 
 

Florida 
JEA 

Orlando Utilities Commission (OUC) 
 

Georgia 
MEAG Power 

 

Nebraska 
Nebraska Public Power District 
Omaha Public Power District 

 

New York 
Long Island Power Authority 
New York Power Authority 

North Carolina 
ElectriCities of NC, Inc. 

 

Oklahoma 
Grand River Dam Authority 

 

South Carolina 
Santee Cooper 

 

Texas 
Austin Energy 

CPS Energy 
Lower Colorado River Authority 

 

Washington 
Chelan County PUD No.1 

Clark Public Utilities 
Grant County PUD 
Seattle City Light 

Snohomish County PUD No.1 
Tacoma Public Utilities 

 

Puerto Rico 
Puerto Rico Electric Power Authority 
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Statement of Thomas Zacharia, Ph.D. 

Deputy Director for Science and Technology, Oak Ridge National Laboratory 
 

Before the 

Subcommittee on Energy 

Committee on Energy and Natural Resources 

U.S. Senate 

March 28, 2017 

 

Chairman Gardner, Ranking Member Manchin, and Members of the Committee: Thank you for 

the opportunity to appear before you today. I am Dr. Thomas Zacharia, Deputy Director of 

Science and Technology at the U.S. Department of Energy’s Oak Ridge National Laboratory 

(ORNL) in Oak Ridge, Tennessee. It is an honor to provide this briefing on cybersecurity threats 

to the US electric grid and technology advancements to minimize those threats. 

INTRODUCTION 

Oak Ridge National Laboratory is the largest Department of Energy (DOE) science and energy 

laboratory, conducting basic and applied research to deliver transformative solutions to 

compelling problems in energy and security. ORNL’s diverse capabilities span a broad range of 

scientific and engineering disciplines, enabling the Laboratory to explore fundamental science 

challenges and to carry out the research needed to accelerate the delivery of solutions to the 

marketplace. ORNL supports DOE’s national missions of:  

 Scientific discovery—We assemble teams of experts from multiple disciplines, equip 

them with powerful instruments and research facilities, and address compelling national 

problems;  

 Clean energy—We deliver technology solutions for energy sources such as nuclear 

fission/fusion, geothermal, hydropower, and biofuels, as well as energy-efficient 

buildings, transportation, and manufacturing.  

 Security—We develop and deploy “first-of-a-kind” science-based security technologies 

to make the United States and its critical infrastructure, and the world more secure.  

 

ORNL supports these missions through leadership in four major areas of science and technology:  

 Computing—We accelerate scientific discovery and the technology development cycle 

through modeling and simulation on powerful supercomputers, including Titan, the 

nation’s most powerful system for open scientific computing (third largest in the world), 

advance data-intensive science, and sustain U.S. leadership in high-performance 

computing;  

 Materials—We integrate basic and applied research to develop advanced materials for 

energy applications;  

 Neutrons—We operate two of the world’s leading neutron sources that enable scientists 

and engineers to gain new insights into materials and biological systems;  
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 Nuclear—We advance the scientific basis for 21st century nuclear fission and fusion 

technologies and systems, and we produce isotopes for research, industry, and medicine. 

 

Today’s briefing reflects my perspective as the deputy director for science and technology of a 

national laboratory with an intense focus on solving compelling national problems in energy and 

security. These problems are closely linked, in that energy security is a vital component of our 

national security. 

Oak Ridge National Laboratory has a long and storied history in working with the electric utility 

industry to solve complex problems. This has included working with public utilities, large 

investor-owned companies, municipalities, as well as rural electric cooperatives.   

ORNL researchers have developed highly secure Internet of Things (IoT) sensors and systems 

specifically designed to provide enhanced measurements for improving electric grid operations.  

Such devices have been installed at Chattanooga Electric Power Board (EPB) substations and are 

providing extended grid operation measurements to EPB’s control center.   

ORNL has been engaged with electric utilities and rural co-ops regarding the use of small 

unmanned aerial systems (UAS)—commonly called “drones”—through our UAS Research 

Center. A 168-page best practices guide for electric utility usage of drones for system inspections 

was released this month with more than 3,000 downloads.  

Private industry has already developed innovative solutions to secure the grid, but the task is 

becoming increasingly difficult due to more and progressively sophisticated cyberattacks. New 

vulnerabilities, such as distributed power generation and the growing number of Internet-

connected devices on the system, present additional challenges. 

Supply chain vulnerability adds additional complexity to cyberdefense and requires more action. 

The vulnerabilities encompass technology systems and processes that are typically the 

responsibility of non-utility organizations like instrumentation, information technology, and 

control system providers. 

SB 79 addresses an approach to deal with the vulnerability of critical components for the electric 

grid supply chain. The intent of the bill focuses on a critical need to evaluate technology 

platforms and standards. The next step should be to engage industry, national labs, and academia 

to develop a national cyber-informed engineering strategy to isolate and defend entities.  

What makes the grid smart are the interconnections that enable communications between 

devices, which in turn make the system more agile, adaptive, and able to preempt disturbances. 

However, information technology devices embedded throughout the system also create more 

access points for potential disruption. 

According to David Johnson, EPB chief technology officer and vice president for information 

technology, cybersecurity defense is a daily challenge as the utility fights back against denial of 

service attacks, physical system attacks, malicious intent attacks, and authentication attacks. 

“The challenge in today’s technology environment is to secure our systems without inhibiting 
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productivity or service to our customers. The single largest threat to EPB cybersecurity is 

connection to the public Internet,” Johnson said.  

Reliance on the Internet for non-secured business connectivity, technical supports for products, 

and data exchange is the core electric grid attack vector at present. I believe that the experts from 

EPB are correct that a sustainable solution to electrical grid security is the elimination of the 

grid’s direct connectivity to the Internet, as David Johnson noted.  

With the growing sophistication of cyberintrusions, we need to go beyond today’s practices. 

The nation’s electric grid needs a new solution, and it needs it now.  

With DOE and electric utilities, we have been exploring ways to get critical infrastructure off the 

public Internet. Some utilities are already moving in this direction by creating a separate 

architecture for their communications systems. But insulating the grid from increasingly complex 

attacks requires a multidisciplinary effort that perfectly aligns with the mission of the national 

laboratories. 

 

GRID VULNERABILITY: A NATIONAL SECURITY THREAT 

 

What’s at Stake 

The nation’s electric grid is a vital resource upon which our economy and citizens’ daily lives 

depend. But it is a system that is uniquely vulnerable to cyberattack at a time when more utility 

controls and “smart” technology are connected to the public Internet than ever.  

 

The grid is an integral part of the life of every human being living in a developed society. On a 

personal level, electricity powers many creature comforts in the home, and many conveniences 

that ease everyday living. Electricity powers commercial and industrial enterprises—the engines 

of present-day economies. Even for those commercial and industrial processes using other fuels, 

electricity powers the control systems inherent in those processes. There is no aspect of modern 

civilization that is not impacted—directly or indirectly—by the electric grid. 

  

There are close inter-dependencies between various critical infrastructures. The 

telecommunications grid, for instance, carries the signals used to control all aspects of the 

electric grid. The electric grid, in turn, powers the components of the telecommunications grid. 

While emergency operating procedures can mitigate the loss of services, neither grid can 

maintain sustained long-term operations without the other.  

  

Technological Solutions 

The national laboratory system is uniquely positioned to address cybersecurity challenges 

through technology breakthroughs in partnership with the private sector. At Oak Ridge National 

Laboratory, expertise and capabilities in high-performance computing, data and graph analytics, 

discrete mathematics, power systems and engineering, embedded systems and wireless 

technologies, sensors and controls are critical to provide solutions and breakthroughs to detect 

and deter cyberattacks. ORNL has a long history of discovery and innovations in power systems 

and critical infrastructure protection technology development and assessment. The lab possesses 

the capabilities to produce advanced solutions for industry and federal, state, and local agencies. 
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Specifically, the following technological advancements and solutions are needed to ensure a 

reliable, efficient, resilient, secure grid infrastructure across the country: 

1. Eliminate direct connectivity to the Internet. Taking a page from global cloud firms that 

have established dedicated VPNs connecting their compute centers, the electric grid 

networks should be configured similarly, creating a closed and secure system with few, 

very well protected points of presence (POPs) to the external networks. Those POPs must 

have the best technologies to ensure they cannot be breached. Dark fiber across the 

United States may provide a cost-effective protective measure, exploiting advanced 

communications (5G-LTE, satcom and private wireless) and cybersecurity technologies 

suitable for the expanding smart grid requirements. 

2. Implement advanced cyberdefensive measures beyond what is possible on the public 

Internet.  This includes innovative novel communication security approaches being 

applied in other sectors and evaluated on the energy infrastructure.  

3. Develop supply chain components and Internet of Things devices with security built in.  

4. Provide wide-area situational awareness and decision support by enhancing grid state 

monitoring with advanced sensing and measurements. Build off existing situational 

awareness tools Cybersecurity Risk Information Sharing Program (CRISP), and 

Environment for Analysis of Geo-Located Energy Information (EAGLE-I) technologies. 

5. Use living laboratories in partnership with utilities and national laboratories to test 

functionality and resilience of advanced cyber- and cyberphysical solutions to accelerate 

transition to practice.  

 

Advancements Made  

ORNL has developed numerous technologies used in the conduct of cybersecurity (see Appendix 

A). These technologies range from hardware device monitors (such as BEHOLDER), to software 

that can detect dormant malicious code (HYPERION), to platforms that can discover and detect 

the presence of advanced persistent threats (ORCA).  

 

Other cyber-physical tools and capabilities include GridEye sensors located across the U.S. for 

real-time systems monitoring, and EAGLE-I, Environment for Analysis of Geo-Located Energy 

Information, which monitors the nation’s energy sector in real time. This can be leveraged with 

the PNNL-led effort on the Cybersecurity Risk Information Sharing Program (CRISP), to 

provide cyber threat information to industry partners.   

 

Another good example is ORNL working with a private firm to further develop quantum key 

distribution (QKD) technology as a solution to harden the grid. The technology, called AQCESS 

(for Accessible QKD for Cost Effective Secret Sharing), greatly increases the number of nodes 

that can be supported by a single QKD channel. The nodes are cost-effective and can be added at 

any time, thereby reducing the per-node cost, while enhancing the flexibility and accessibility of 

a QKD network. 
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ORNL’s unique expertise in advanced manufacturing has supported its creation of low-cost, 3D-

printed sensors that can identify voltage issues and power failures as soon as they occur, as well 

as fuse performance analysis with weather and climate indicators, making grid security, regular 

maintenance, and disaster response more efficient and cost-effective. These devices can be 

manufactured in the US with built-in security. 

 

In addition, ORNL is researching unique methods and technologies to harden the grid and its 

supply chain against harm, whether intended or not. These include: “Fingerprinting” 

technologies to monitor device behavior at the chip level to identify the presence of malware or 

attempts at spoofing that could cause harm to critical infrastructure; systems to replace reliance 

on GPS systems for timing signals and synchronization; and researching the task of getting the 

grid “off the Internet” by turning to private networks leveraging underutilized fiber optic 

capabilities. 

 

The Importance of Partnerships 

However, without our public-private partnerships, these technologies will not be adopted by 

industry. ORNL’s industry partnerships have been essential to the development, testing, and 

deployment of innovative technologies to modernize the grid and protect it from both physical- 

and cyberattack. 

 

ORNL works with several utilities on grid modernization and security innovations, including the 

Chattanooga Electric Power Board (EPB), Dominion, Duke Energy, Southern Company, and 

Tennessee Valley Authority. 

 

For instance, ORNL and DOE have enjoyed a productive working relationship with the 

Chattanooga EPB. These efforts support America’s technological leadership, national security, 

and the goal to create a new, more reliable, and affordable electric utility service for the Internet 

Age. The EPB smart grid and advanced communications network also make a living laboratory 

to test new technology developed by ORNL and other labs.  

 

DOE and ORNL are also leveraging the EPB automated smart grid and fiber optic network 

infrastructure to develop next generation of cybersecurity defense systems, including next- 

generation quantum cyber security software that has the potential to prevent undetected hacker 

intrusions into IT networks. The software will be tested in the coming year on EPB dark fiber 

and later as an integrated part of EPB normal electric system operations data traffic. We will 

have the ability to test and measure its effectiveness. If could be a game changer for the future of 

electric grid security. 

 

EPB Chairman Joe Ferguson recently remarked on the value of the DOE EPB working 

relationship: “Since we started our partnership with DOE over 3 years ago we have enjoyed real 

success, the kind of success that makes a difference to EPB business capabilities and to the 

quality of life enjoyed by the people of our community. I have no doubt that we have just begun 

to realize the benefits of our success. Together we will go on to even greater achievements in 

future for all of the people of our country.” 
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NATIONAL LABORATORY EXPERTISE AND CAPABILITIES 

DOE’s scientific and technical capabilities are rooted in its system of national laboratories—17 

world-class institutions that constitute the most comprehensive research and development 

network of its kind (see Appendix B). The laboratories work as a network with industry, 

academia, and other federal agencies to focus on complex, mission-critical research and 

development activities.  

 

The national laboratories: 

 Work at the forefront of fundamental research, unveiling secrets of the basic building 

blocks of matter and are creating a new generation of materials (including biological and 

bio-inspired materials) to underpin advances in energy generation, storage, transmission, 

efficiency, and security.  

 Lead in RD&D that supports the national security missions of DOE, and they partner 

with industry, academia, and other Federal agencies to provide innovative solutions in the 

broader areas of defense, homeland security, cybersecurity, and intelligence.  

Through these activities—conducted at large scales and with significant, long-term investments 

of resources, including world-class scientific and technical expertise—DOE’s national laboratory 

enterprise serves as an enduring science and technology powerhouse for the nation. 

 

One example of the laboratories working together on major challenges is the Grid Modernization 

Laboratory Consortium (GMLC). This was established as a strategic partnership between DOE 

and the national laboratories to bring together leading experts, technologies, and resources to 

collaborate on the goal of modernizing the nation’s grid. The benefits of the GMLC include more 

efficient use of resources; shared networks; improving learning and preservation of knowledge; 

enhanced lab coordination and collaboration; and regional perspective and relationships with 

local stakeholders and industry.   

 

The United States is unique in the breadth and depth of scientific and engineering excellence 

possessed by its national laboratories and will continue to play a continued leading role in grid 

modernization, reliability, security and resilience. 

 

CLOSING REMARKS 

Sometimes called the world’s largest machine, the electric grid is the cornerstone of our 

economic foundation, U.S. competitiveness, and our way of life. DOE’s national laboratory 

system stands ready to work closely with industry and other institutions to plan and create 

innovative technical solutions to protect our grid. Thank you again for the opportunity to provide 

this briefing. I welcome your questions on this important topic.  
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APPENDIX A 

 

Summary of ORNL and National Lab Cyber R&D Capabilities for Energy 

Sector Protection 

The National Laboratory complex is well-suited to explore and develop technological solutions 

towards protecting the energy grid.  Partnerships with government, industry and academia have 

been longstanding and mature.  The national laboratories transition early stage research and 

development technologies to fielded and operational tools/platforms via partnerships with 

industry and Federal government partners. 

Key ORNL Cyber-Physical Capabilities 

 Facilities 

o Distributed Energy Control and Communication (DECC) laboratory for testing 

and evaluating emerging energy security tools and techniques 

o Complete System-Level, Efficient & Interoperable Solution for Microgrid 

Integrated Control (CSEISMIC) for testing and evaluation of microgrid control and 

security 

o Real-Time Digital Simulator (RTDS) for simulating electrical nodes on the power 

grid. ORNL capability to simulate 366 nodes 

 Tools 

o Grideye sensors located across the U.S. for real-time monitoring of power grid 

o Visualizing Energy Resources Dynamically on the Earth (VERDE) is a 

visualization and analysis system designed to predict possible energy system outages 

as well as help first-responders rapidly locate the outages when they occur 

o EAGLE-I is a comprehensive, real-time energy monitoring dashboard developed by 

DOE/OE for integration with VERDE 

o Oak Ridge Cyber Analytics (ORCA) is a real-time cybersecurity platform for 

detecting advanced persistent threats and 0-day exploits 

o Situ is a real-time cyber situational awareness tool capable of determining anomalies 

in network related traffic 

o Timing Authentication Secured by Quantum Correlations (TASQC) a ground-

based timing capability for secure communications 

o Hyperion is a cyber security technology designed to look inside an executable 

program and determine software’s function or behavior without the use of the 

software’s source code. 

o BEHOLDER in partnership with General Electric Research, ORNL is developing 

technology that exploits fine-grained timing data collected from remote network and 

SCADA (supervisory control and data acquisition) devices to reveal the presence of 
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software and network intrusions.  

 

National Laboratory Partnerships for Cyber-Physical Security 

 Cybersecurity Risk Information Sharing Program (CRISP) 

o Partnership between PNNL, INL, ANL, and ORNL funded by DOE 

o Provide cyber threat information to industry partners 

 Cyber Analytic Tools and Techniques (CATT) 

o Partnership between PNNL, INL, ANL and ORNL funded by DOE/OE and DOE/IN 

o Provide automated & advanced cyber analytics capabilities for industry partners and 

IC 

 Cybersecurity R&D Gap Analysis 

o Partnership between PNNL, ANL, LLNL, ORNL, and Battelle-Memorial 

o Two year effort to determine cybersecurity R&D gaps and develop way-ahead 

strategy 

 

National Electric Gird Cybersecurity R&D Needs 

 Anticipatory Threat Determination:  the ability to provide threat predictions to accurately 

predict emerging/advanced threats 

 Dynamic Resource Allocation: the ability to dynamically sense a given network and adapt 

its resources to “harden” critical resources based on realized environment changes 

 Alternative Timing Capabilities: the ability to use non-GPS timing systems to avoid 

spoofing of critical timing signals 

 Real-time Device and User Authentication: the ability to ensure that devices/software have 

not been tampered with as well as granting user access based on multiple levels of 

authentication 

 

  



9 
 

APPENDIX B 
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