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Module 1 – Warning

Background – The Face of Terrorism
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September 11, 2001, stands as a day that forever changed the way Americans view terrorism.  The magnitude of the events shattered many long-held beliefs regarding the types of terrorist attacks the Nation might face, and has effectively shattered the image of “Fortress America” for many citizens.  As former Senator Sam Nunn wrote shortly after the tragedy, “The terrorists who carried out the attack of September 11 showed there is no limit to the number of innocent lives they are willing to take.  Their capacity for killing was restricted only by the power of their weapons.”

As the Nation worked to recover from the attacks on the World Trade Center, the Pentagon, and western Pennsylvania, this statement proved to be prophetic, as cases of anthrax exposure began to appear around the country.  Cases first appeared in Florida, then New York and Washington, DC, and then in various locations across the country.  Although no one has claimed responsibility for the release of anthrax, the country remains on an overall higher state of alert.  Security at buildings, airports, and other facilities has increased, and government officials warn of the danger of further attacks on the Nation.

Many speak of a “new framework for national security” in which the fight against terrorism will take prominence.  As President George W. Bush stated on the first weekend after the attacks, “We haven’t seen this kind of barbarism in a long period of time.  No one could have conceivably imagined suicide bombers burrowing into our society and then emerging all in the same day to fly their aircraft—fly U.S. aircraft into buildings full of innocent people—and show no remorse.  This is a new kind of—a new kind of evil.  And we understand.  And the American people are beginning to understand.  This crusade, this war on terrorism is going to take a while.  And the American people must be patient.”  As the war on terrorism continues to take shape, the world remains anxious that the next outbreak of violence could come from any direction, at any time.
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As the country responds and recovers from these attacks, citizens turn to political leaders with one question:  “What will be next?”  As the latest round in the war against terrorism begins, the Nation’s leaders have reiterated the need for pre​paredness against all kinds of threats.  Long-held taboos have been broken, and today’s terrorist has the potential to be far more deadly than ever before.  The tools of the terrorist have evolved from pipe bombs and guns to massive ammonium nitrate bombs, to using airliners as flying bombs and the dissemi​nation of anthrax.

Extremist and absolutist ideologies allow perpetrators to take extraordinary measures in support of their goals.  At the forefront of this in the international arena is al Qaeda, a group of Islamic militants led by Osama bin Laden.  Having claimed credit for the September 11 attacks, Osama bin Laden has declared that more will occur.  In recent years, he has stated that acquiring WMD was a goal of his group.  As President Bush said in November 2001, “These terrorist groups seek to destabilize entire nations and regions.  They are seeking chemical, biological, and nuclear weapons.  Given the means, our enemies would be a threat to every nation and, eventually, to civilization itself.”
Because of this, within the United States, the concern for the use of WMD by terrorists has received even greater prominence as a major national security concern.  As Senator Nunn wrote, “We have had a look at the face of terrorist warfare in the 21st century, and it gives us little hope that if these groups gained control of nuclear, biological, and chemical weapons they would hesitate to use them.”
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Responding to these concerns about recent terrorist attacks, the Federal Government now uses a national alert system.  The alert system disse​minates information regarding the risk of terrorist attacks to all levels of government and the American people.  There are five color-coded threat levels associated with the level of risk of terrorist attacks and what protective measures should be taken.  Currently, in [Jurisdiction] and across the Nation, there is a heightened risk of terrorist attacks.

When confronted with the question of “What will be next?” leaders cannot say for sure.  However, they reiterate that we as a Nation will be committed for the long term, that we must steel our resolve, and that we must endeavor to ensure our communities are as prepared as possible to respond to the next attacks that seem almost certain to loom on the horizon.

[Month Year] – Militia Activity
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For the past several months, law enforcement officials have monitored the movements of members of a loosely organized extremist group known as the Red, White, and Blue Militia (RWBM).  The group has posted information on the Internet suggesting their intent to conduct attacks in various U.S. cities as “divine retribution” for clashes between dissident groups and Federal, State, and local law enforcement agencies.

[Day, Month ] – Raid
Based on available information, the Federal Bureau of Investigation (FBI); the Bureau of Alcohol, Tobacco and Firearms (BATF); the Virginia State Police; and the Roanoke Police Department conduct a raid of an RWBM stronghold near Roanoke, VA.  Items seized in the raid 
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include weapons, explosives, and communications equip​ment.  Some of this equipment is traced to military arms and equipment thefts.  In addition, the RWBM has specialized chemical manufacturing equipment, but trace analysis does not confirm the production of any chemical agent.  Small amounts of chemicals are also recovered.  Interviews of an RWBM group member arrested during the raid result in claims that the stronghold was actually being used for a narcotics production and distribution ring.

Papers recovered in the raid indicate the RWBM is active in a network of other extremist militias and radical movements.  “Patriotic” literature supporting a variety of causes is found in the group’s offices.  Some documents recovered in the raid discuss the three terrorist bombings in Atlanta, GA, and the anthrax letters in Florida, New York, and Washington, DC.

Also recovered during the raid were computer-generated maps and images of various facilities in St. Louis, MO; Des Moines, IA; Amarillo, TX; and [Jurisdiction].  Area law enforcement agencies are updated on the RWBM investigation.

[Day, Month, Time] – Threat Assessment

The FBI conducts a threat assessment based on interrogations of RWBM members, evidence collected during the raid, and other intelligence leads.  Based on an operational, behavioral, and technical assessment, the FBI subsequently determines a credible terrorist threat exists.

[Day, Month, Time] – Nationwide Alert
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After an interagency assessment, the FBI, with support from selected Federal Departments and agencies (the Department of Justice [DOJ], U.S. Department of Homeland Security [USDHS], Environmental Protection Agency [EPA], Department of Health and Human Services [HHS], and Department of Defense [DoD]), directs that the following actions be taken:

1. Issue a Nationwide alert to law enforcement agencies.

2. Review the adequacy of existing Federal crisis and consequence manage​ment response plans.

3. Heighten alert status for selected Federal personnel and emergency response teams.

4. Notify appropriate regional response agencies.

In addition, the White House requests a status report from the FBI and USDHS on terrorist response planning and preparations.

[Day, Month, Time] – Analysis of Evidence
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Decryption of a computer disk seized in the raid is accomplished, revealing the following information:

· Information related to the pilot test production of various military chem​ical compounds.

· Lists of various precursor chemicals and chemical additives.

· A host of scientific and technical publications related to chemical agent manufacturing.

Armed with information from the decrypted disks, investigators conduct follow-on inter​rogations.  One RWBM member, confronted with this new evidence, alludes to plans for a series of attacks on selected public and private sector targets sometime within the next couple of weeks.

After final diagnostics and analysis procedures are completed at the laboratory at FBI Head​quarters (HQ), Washington, DC, information is forwarded to FBI Field Offices.

In an afternoon meeting, President Bush and senior administration officials are briefed on the status of the ongoing investigation.  Based on the seriousness of the threat, USDHS Secretary Tom Ridge announces an increase of the Homeland Security Advisory System (HSAS) level for the geographic area identified in the investigation.

Key Issues

· A raid of an RWBM stronghold near Roanoke, VA, uncovers weapons, explosives, com​munications equipment, and specialized chemical manufacturing equipment.

· Computer-generated maps and images of various facilities in St. Louis, MO; Des Moines, IA; Amarillo, TX; and [Jurisdiction], were recovered during the raid.
· The FBI determines a credible terrorist threat exists and issues a Nationwide alert to law enforcement agencies.

· One RWBM member alludes to plans for a series of attacks on selected public and pri​vate sector targets sometime within the next couple of weeks.
· The HSAS level is increased.

Task

Based on the information provided, you have 20 minutes to consider the issues raised in Module 1.  Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time.

Module 1
Questions

Review the following questions in their entirety and discuss your group’s major concerns at this point in the exercise scenario.  Participants are not required to address every question in this section.

Fire/HazMat

1. What intelligence would you expect to receive from law enforcement organizations concern​ing the threat?  From which agencies would you pursue data?

2. Specifically, what interagency coordination is necessary at this point?

3. What plans do you currently have that would need to be reviewed for potential implementation?

4. Would special events be given any specific emphasis?  Which, if any, venues would your interest be focused on at this point?

5. What refresher training would be implemented for your personnel?  Is the current level of WMD/terrorist training adequate?  What personal protective equipment (PPE) is available for first responder use based on the possibility of a WMD attack?

6. What immediate response resources would be available to [Jurisdiction]?  To what extent would they be placed on alert or pre-positioned?

7. What does the increase of the HSAS mean for your agency?  What activity does this increased threat level prompt?

Law Enforcement

8. How would you expect to be informed of the FBI’s credible threat?  With whom (inside and outside the department) would this information be shared?

9. Specifically, what interagency coordination is necessary at this point?

10. Do your plans address WMD threats?  How does the fact that there is a credible threat of a terrorist attack affect your planning?  What actions would you take at your level?

11. What factors would support a decision to alert and or pre-position selected response assets? How many assets?  Would you request external assistance based on a credible threat?  What type of support would you request and from whom?

12. What refresher training would be implemented for your personnel?  Is the current level of WMD/terrorist training adequate?  What PPE is available for first responders in view of a significant threat?

13. What does the elevation of the HSAS mean for your agency?  What activity does this increased threat level prompt?

Medical Response

14. Is a notification procedure in place to alert medical facilities in the surrounding area of credi​ble threat information?  When do you believe you would receive information and from whom?

15. If you received threat information, what preliminary actions would you take to prepare?  What refresher training would you conduct for your personnel?

16. Specifically, what interagency coordination is necessary at this point?
17. Are medical facilities adequate to handle chemical agent mass casualties?  What provisions must be made to accomplish the task?
18. Would you request assistance?  What would you ask for and from whom?  What security or decontamination issues might these events raise?
19. What does the increase in the HSAS mean for your agency?  What activities does this increase threat level prompt?

Emergency Management

20. Would coordination with surrounding communities be done at this time?  Would a partial activation of the Emergency Operations Center(s) (EOC[s]) be directed?

21. What factors would support a decision to alert and/or pre-position selected response assets based on available information?  What potential response issues should be addressed at this point (e.g., communication interoperability)?
22. Would elected officials be notified of the threat?  Who would notify them, at what point would they be notified, and how much information would they be given?
23. Although [Jurisdiction] appears to be identified as a potential target for terrorist activity, are other entities in the region also at risk?

24. Would the medical community be alerted to take any preliminary action in light of the known threat?  What plans would need to be reviewed for potential implementation?

25. What resource and/or resource tracking capabilities do county or city agencies have for chemical or biological (C/B) supply inventories (e.g., pharmaceuticals and equipment)?

26. Will you need to ensure mutual-aid support can be obtained if and when necessary?  What must be done to ensure this response?

27. What does the elevation of the HSAS mean for your agency?  What activities does this increased threat level prompt?

State/Federal

28. How would you expect to be informed of the threat involving WMD?  What planning and preparations would you undertake as a result of the incident?  What coordination among Federal, State, and local authorities is appropriate at this point?  What role(s) would you play?

29. What State assets could be used in a supporting role?  Will State agencies place any assets in an advanced deployment posture?  Would Federal and State resources be requested at this stage?  On what basis?

30. What intelligence would State agencies expect to receive from local emergency management and law enforcement organizations concerning the threat?  From which agencies would you pursue data?
31. What resources would be deployed in view of the credible threat?  What is their short-term and long-term availability?  What other agencies would have been alerted?

32. What coordination among Federal, State, and local authorities is appropriate at this point?  If so, what role(s) would they play?
33. What Federal assets could be used in a supporting role?  Will Federal agen​cies place any assets in an advanced deployment posture?  Would the State request Federal assets?  On what basis?

34. What resource and/or resource tracking capabilities do Federal agencies have for chemical and/or biological (C/B) supply inventories (e.g., pharmaceuticals and equipment)?
35. Although [Jurisdiction] appears to be the focus of this terrorist activity, other entities in the region may also be at risk.  What Federal Government resources are available to apportion among the cities and unincorporated areas?
36. What does the increase in the HSAS mean for your agency?  What activities does this increased threat level prompt?

Public Information

37. What information, if any, would you disseminate to the public at this time?  Given the nature of the incident and the ongoing investigation, how would you determine what information could be released?  Who would make this determination?

38. What protocols are in place to ensure all information is released from a single source?  How would you coordinate these efforts with the respective agency public information officers (PIOs)?

39. Who would be the point of contact (POC) for releasing information to the media?  Would any technical assistance be required in developing a statement?  Where could you obtain this expertise?

40. Would you establish a Joint Information Center (JIC)?  How soon could a JIC be estab​lished?  Who is responsible for this task?  Who would be in charge?

41. Do current plans and procedures address public information for a WMD threat situation?  Do prepared statements exist for this situation?

42. Who is lead PIO in this incident?

43. What public affairs policy will be followed at the State level, and who will lead this effort?  What impact does this have at the local level?

44. What public affairs policy will be followed at the Federal level, and who will lead this effort?
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