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Quadrennial Homeland Security Review Report

Final report on LLIS.gov

The purpose of the first-ever Quadrennial Homel8adurity Review (QHSR) was to outline the strategic
framework to guide the activities of participamshiomeland security toward a common end. A safe and
secure homeland must mean more than preventirgitgrattacks from being carried out. It must also
ensure that the liberties of all Americans are @&shprivacy is protected, and the means by whieh w
interchange with the world--through travel, lawimimigration, trade, commerce, and exchange--are
secured.

Between July 16 and October 4, 2009, more thar0RG&&akeholders from all 50 US states and the Dis
of Columbia participated in the National Dialoguel§R. The valuable comments and ideas solicited we
used directly to inform the study groups taskedhwititing the QHSR for the Department of Homeland
Security. TheQuadrennial Homeland Security Review (QHSR) Report: A Strategic Framework for a

Secure Homeland was delivered to Congress on February 1, 2010jsanow also available dn_lS.gov.

To view the report, log in tbLISgov and click the link in th@lEw LLISGOV CONTENTtab on the
homepage.
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Call for Documents

LLIS.gov needs your help!

LLISgov depends on our members to provide us with afteoraceports, best practices, innovative ideas,
standard operating procedures, and other relateghagents. With your helg,LIS.gov is able to provide

the most complete and helpful resource possiblditsahally, your active feedback and input enables
LLISgov's continued expansion and helps us meet the énagrging needs of the emergency response
community. Please take time to improve your comuyusubmit after-action reports, lessons learned,
plans, templates, strategies, and other relevémnmation.

To submit documents, log intd_ISgov and click on thesuBMIT TO LLISGOV tab on the homepage. Click
on one of the document types to upload a docuraentprovide as much information as possible. If you
have any questions, please post them irAgié LIS forum of theLLIS.gov Message Board


https://www.llis.dhs.gov/docdetails/details.do?contentID=41681
https://www.llis.dhs.gov/docdetails/details.do?contentID=41681
https://www.llis.dhs.gov/index.do
https://www.llis.dhs.gov/index.do
https://www.llis.dhs.gov/forum/listTopics.do?forumId=258905&popup=null&forumType=public
https://www.llis.dhs.gov/forum/messageBoard2.do
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Password Requirements

Security update

In keeping with Department of Homeland Securityusiég requirements, theLIS.gov policy on password
creation has been updated. There is an additiestiction onpasswords that use simple sequences o
more characters. No immediate action is needeleaestriction will be enforced after your current
password expires. As a reminder of the policy, gdaaote that yourlL|Sgov password must:

= Be atleast 8 and no more than 15 characters long;
= Contain at least one uppercase and one lowerdase snd
= Contain at least one numeric and one "special“agtar (shift + numeric).

Additionally, your password cannot contain blankegs, dictionary words, proper nouns, your userenam
or simple patterns such as "gwerty," "abc," or '3426."

This change will go into effect on Friday, April2010. Remember to always protect ybutS.gov
password and help to keep our system and data safe!
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New LLIS.gov Original Content

TheLLISgov Team continues to post new Lessons Learned, Basti€es, Practice Notes, and Good
Stories to the system on a regular basis. Weeldwatgs about new original content can be founden th
NEW LLISGOV CONTENTtab on thd_.LIS.gov homepagel.LIS.gov recently posted the following original
content documents:

Lesson Learned

= Emergency Management: Instituting anOperational Timeline to Organize Response
Operations atEmergency Operations CentergEmpire Express Hurricane Functional Exercise,
2008)
Emergency operations center (EOC) managers shouklder instituting an operational timeline
that can be published in the EOC reference guideaanessed via the information management
system. A timeline can help guide EOC operationgnduan activation.

= Emergency Operations CentersDeveloping "Go Kits" for Functional Groups (Empire Express
Hurricane Functional Exercise, 2008)
Emergency managers should consider developing "i&0 #r each functional group operating at
their emergency operations centers. Each Go Kiccatain computers, job aids, extension cords,
checklists, reference guides, and other resouocsggport each group during activations.

= Emergency Operations CentersDeveloping Justin-Time Training on Information
ManagementSystems(Empire Express Hurricane Functional Exercise, 2008)
Emergency managers should consider developindrjttéifae training to familiarize new emergency
operations center staff members with the capadslisind input requirements of information
management systems.

= Exercise Evaluation: TaskingEvaluators with Responsibility for Additional Areas (Georgia
FoodEx Full-Scale Exercise, 2009)
Exercise managers should task exercise evaluattrsesponsibility for well defined areas during
large and complex exercises. This can help enbateet/aluators can observe all operations in their
areas.

= Exercise Planning: Using Injects toPromote Exercise Participation from Agency JuniorStaff
Members (Georgia FoodEx Full-Scale Exercise, 2009)
Exercise planners should consider using injectgdmote junior staff members' involvement in



https://www.llis.dhs.gov/docdetails/details.do?contentID=42508
https://www.llis.dhs.gov/docdetails/details.do?contentID=42508
https://www.llis.dhs.gov/docdetails/details.do?contentID=42141
https://www.llis.dhs.gov/docdetails/details.do?contentID=42257
https://www.llis.dhs.gov/docdetails/details.do?contentID=42257
https://www.llis.dhs.gov/docdetails/details.do?contentID=42509
https://www.llis.dhs.gov/docdetails/details.do?contentID=42449
https://www.llis.dhs.gov/docdetails/details.do?contentID=42449

exercise tasks that are designed to enhance theigency management skills. This should ensure
that junior staff members gain valuable experignoa exercise play.

= Point of Dispensing Operations:Ensuring the Proper Handling of Medical and Biohaard
Waste (Operation Aggie Flu Full-Scale Exercise, 2008)
Point of dispensing (POD) managers should ensatentiedical and biohazard materials are
disposed of properly during POD operations. PODagars could facilitate this process by
emphasizing infection control measures in POD gdfgefings.

= Special Event Planning: Planning forincreased Demand for Human Services due to Incleme
Weather (Presidential Inauguration, 2009)
Special event planners should undertake effortsctommodate the potential for an increased
demand for first-aid and other mass care servitéisd event of inclement weather.

Practice Notes

= Community Preparedness: FederaEmergency Management Agency Region I's Student T&o
for Emergency Planning Program Collaboration with theCommunity College of Rhode Island

The Community College of Rhode Island (CCRI) vobers its technical capabilities to support the
Federal Emergency Management Agency Region I'segtutbols for Emergency Planning (STEP)
program. CCRI computer science students built fReFSWeb site during the spring 2009 semester
and subsequent classes have maintained and impitoved

= Field Training: The Federal EmergencyManagement Agency Region VII Disaster Field
Training Operation's Management Training Series
The Federal Emergency Management Agency RegiolMHster Field Training Operation
management training series increases the effeesgeand efficiency of supervisory personnel by
enhancing their knowledge, skills, and abilities.

Good Story

= Federal Emergency Management AgencRRegion I's Student Tools for Emergency Planning
Program
Federal Emergency Management Agency (FEMA) Red@o8tudent Tools for Emergency Planning
(STEP) program teaches 4th and 5th grade studentschprepare for disasters and emergencies.
Students learn how to assemble emergency kiteueldp family communication plans, and to
create a well prepared household. STEP is a gietsspoogram that is being expanded and
implemented in 3 other FEMA Regions. FEMA Regiamalrks in close cooperation with state and
local officials to deliver STEP training.
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LLIS.gov Outreach
ThelLLISgov Team travels around the country speaking and @iiglat conferences and events. If you

would like to request abLIS.gov presentation at your next event, please emaiDtiteeach Team at
outreach@llis.dhs.gowor more information, please visit thelSgov Outreachpage.
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If you would prefer not to receive messages to this email address, please log onto www.LLIS.gov, go to "My Settings" via the left navigation bar, and uncheck the box
next to "Allow LLIS.gov communications to be sent to my external email address?"
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