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You have asked this Office to underlake a thorough reexamination of the STELLAR
WIND program as it is cwrently operated to canfirm that the actions that the Presidént has
directed the Department of Defense to undertake through the National Security Agency (NSA)
are lawful. STELLAR WIND is a highly classified and strictly compartmented program of
electromic surveillance within the United States that President Bush directed the Department of
Defense to undertake on October 4, 2001 in response to the attacks of September 11, 2001,
Specifically, the program is designed to counter the threat of further terrorist attacks on the
territorial United States by detecting communications that will disclose termvorist operatives,
tervorist plans, or other information that can enable the disruption of such attacks, particularly the
identification of al Qaeda operatives within the United States. The President’s initial directive o
the Secretary of Defense authorized the STELLAR WIND program for 30 days. Since then, the
President has periodically (roughly every 30 to 45 days) reauthorized the program.
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Afler describing the injtiation of STELLAR WIND, modificatians to the program, and its
current operation, including the periodic reauthorizations by the President, this memorandum
provides a legal analysis of the program in four parts. In Part [, we boefly examine STELLAR
WIND under Bxecutive Order 12,333, 46 Fed. Reg. 59, 941 (Dec. 4, 1981), the Bxecutive Order
averning the responsibilities and conduct of vanous entities o the intelligence community.
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In Pact [1, we address the statutory framework that governs the interception of
communications in the United States and s application (o the [irst of the three major pans of the
STELLAR WiIND program - that is, largeted interception of the content of international
communications involving suspecled terrorists. Specifically, we address the Foreign lmelligence
Surveillance Act (FISA), as amended, S0 U.S.C. §§ 1801-1862 (2000 & Supp. § 2001), and
relevan( related provisions im Title II1 of the Omnibus Crime Control and Safe Streets Act of
1968, as amended, 18 U.8.C. §§ 2510-2521 (“Title 111"} {2000 & Supp. 1 2001).!

we tun to a new analysis of
STELLAR WIND in relation to FISA based on the recognition that 4 proper legal review should
nol examuie FISA in isolation. Rather, in the context of STELLAR WIND coliection in the
ongoing conflict with al Qacda, the restrictions in FISA must be read in light of the express
authorization enacted by Congress on September 18, 2001 providing the President authority “to
use all necessary and appropriate force against those nations, organizations, or persons he
determines planined, authorized, committed, or aided the {errorist attacks” of September 11,
Authorization for Use of Military Force, Pub. L. No. 107-40, § 2(a), 115 Stat. 224,224 (Sept. 18,
2001) (reported as z note to 50 U.S.C.A, § 1541) (“Congressional Authorization™). The
Congressional Authorization is significant for our analysis in two respects. First, it is properly
understood as an express authorization for surveillance activiiies - including the content
collection undertaken as part of STELLAR WIND - targeted against al Qaeda and affiliated
orgamizations that come within its terms. Second, even if it did not provide express authority for
the targeled content collection undertaken as purt of STELLAR WIND, at 2 nunignun the
Congressional Authorization creates sufficient ambiguity conceming the application of FISA in
this context that the canon of constitutional avoidance can properly be invoked fo.construe the
Congressional Authorization to overcome restrictions in FISA in thig context.

FSHSESTEWAES

We
conclude that in the circumstances of the current armed conflict with al Qaeda, the restrictions set
out in FISA, as applied ta targeted efforts to intercept the commuuications of the enemyy in order
to prevent further armied attacks on the United States, would be an unconstitutional infringement

F Unless otherwsse noted, all United States Code citations in this memorandum are to the 2000 edition. (U}
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on the constitutionally assigned powers ol the President. The President has inherent
constitulional authorily as Commander in Chief and sole organ for the nation in foreign affairs to
conduct warrantless survetliance of enemy forces for intelligence purposes to delect and disrupt
armed attacks on the Unilgd S Cono ( ye power {9 restd dent’

exercise of that aullionty.
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Finally, in Part V, we examine STELLAR WIND contenl collection and mela daia
collection (for both telephony and e-mail) under the requitements of the Fourth Amendment.
Although no slatutory requircments prevent the President from conducting surveillance under
STELLAR WIND, elecironic surveiliance under STELLAR WIND must still comply with the
requirements of the Fourth Amendment. We reaffirm our conclusions (i) thaf as o conlent
collection, STELLAR WIND activities come within an excepiion to the Warrant Clause and
satisly the Fourth Amendment's requirement of reasonableness, and (i) that meta data collection
does not implicate the Fourth Amendment, The activities authorized under STELLAR WIND

arc thus constitutionally permissible. (FSA/SESTLWANE)

BACKGROUND (U)
A, September 11, 2001 (L)

On September 11, 2001, the 4l Qaeda terrorist network launched a set of coordinated
altacks along the Easl Coast of the United States. Four comumnereial atrliners, cach apparently
carcfully selected because it was Rilly loaded with fuel for & franscontinental flight, were
Injacked by al Qaeda operatives. Two were targeted at the Nation's {inancial center in New York
and were delibevately flown into the two towers of the World Trade Center. The third was
targeted at the headquacters of the Nation®s armed forces, the Pentagon. The fourth was
apparently headed toward Washington, D.C., when passengers struggled with the hijackers and
the plane crashed in Pennsylvania. Subscquent debricfings of captured al Qaeda operatives have
confirmed that the intended target of this plane was either the White House or the Capitol
building, which suggesis that (15 infended mission was a decapitation strike ~ an aftempt to
- eliminate critical governmental leaders by killing either the President or a large percentage of the
members of the Legislative Branch. These atlacks resulied in approximately 3,000 deaths — the
highest single-day death toll from foreign hostile action in the Nation’s history. They also shut
down air travel in the Upited States for several days, closed the New York Stock Exchange for
days, and caused billions of dotlars in damage to the economy. (U)

On September 14, 200], the President declared # pational emergency “by reason of the
terrorist attacks af the World Trade Center, New York, Mew York, and the Pentagon, and the
continuing and immediate threat of further attacks on the United States.” Proclamation No.
7463, 66 Fed. Reg. 48,199 (Sept. 14, 2001), The United States also taunched a massive military
response, both at home and abroad. Iu the United States, combat air patrols were immediately

_established over major mefropolitan areas and were maintained 24 hours a day until April 20022
The United States also imunediately began plans for a military response dirscted at al Qaeda's
base of operations in Afghamistarr. On September 14, 2001, both houses of Congress passed a
joint resolution authorizing the President “to use all necessary and appropriate force against (hose
nations, organizations, or persons he determines planned, authorzed, committed, or aided the
terrorist allacks” of September 1 1. Congressional Authorization § 2(a). Congress also expressly




acknowledged that the attacks rendered it “necessary and appropriate” for the Uniled States (o
exercise ils right “to protect United Slates citizens both at home and abroad,” and acknowledged
in particular that the “the President has authority under the Conslitution (o take action to deter
and prevent acls of inlernational lerrorism against the United States.” /d. pmbl. Acting under his
constitutional authoiily a5 Cornmaixler in Chiel, and with (he support of Congress, the President
dispatched forces to Afgharustan and, with the cooperation of the Northern Alliance, loppled the
Taliban regime from power Military operations (o seek oul resurgent elements of the Taliban
regime and al Qaeda fighters continue in Afghanistan 1o this day. See, e.g., Mike Wise and losh
Whiite, Ex-NFL Player Tilliman Killed in Combat, Wash. Post, Apr. 24, 2004, al Al (noting that
“there are sUll more than 10,000 U.S. troops in the country and fighting continues against
rermnants of the Taliban and al Qaeda™). 5)

As the President made explicit in his Military Order of November 13, 2001, authorizing
the use of military cotunissions to lry lerrorists, the attacks of September 11 “creatad a state of
armed conflicl.” Military Order, § 1(a), 66 Fed. Reg, 57,833, 57,833 (Nov. 13, 2001}; see also
Mermmorandum for Alberto R. Gonzales, Counsel to the President, from Patrick F.Philbin, Deputy
Assistant Attorney General, Office of Legal Counsel, Re: Legality of the Use of Military
Commissions To Try Terroriste 22-28 (Nov. 6, 2001) (conctuding that altacks established a state
of amaed conflict permitiing invocation of the laws of war), Indeed, shorily after the attacks
NATOQ took the unprecedented step of invoking article 5 of the North Atlantic Treaty, which
provides that an “armed attack against one or more of [the parties] shall be considered an attack
against them all.” North Atlantic Treaty, Apr. 4, 1949, art. 5, 63 Stat. 2241, 2244, 34 UN.T.S.
243, 246; see also Statement by NATO Secretary General Lord Robertson (Oct. 2, 2001),
available at hitp:/fwww.nato.int/docwspeech/2001/501 1002a him ({1t has now been determined
that the attack agains( the United States on 1 Septeniber was directed from abroad and shall
therefore be regarded as an action covered by Article 5 of the Washington Treaty ... ."). The
Presidernt also deteemined in his Military Order that al Qaeda terrorists *possess both the
capability and the (ntertion to undertake further terrorist aftacks against the United States that, if
not detected and prevented, will cause mass deaths, mass injuries, and massive destruction of
property, and may place at risk the continuity of the operations of the United Sates Government,”
and concluded that “an extraordinary emergency exists for national defense purposes.” Military
Order, § 1(c), (g}, 66 Fed. Reg. at 57,833-34. (U) -

B, Initiation of STELLAR WIND (FSASE-STLVWANE

Against this unfolding background of events in the fall of 2001, there was substantial
concern that al Qaeda was preparing a further attack within the United States, Al Qaeda had
demonstrated its ability to infiltrate agents into the Unifed States undetecled and have them carry
out devastating atiacks, and it was suspected that further agents were likely already in posilion
within the Nation’s borders, Indeed, to this day finding al Qaeda sleeper agents in the United
States remains one of the top concerns in the war on terrorism. As FBI Diirector Mueller recently
stated in classified testimony before Congress, “[t]he task of finding and neutratizing al-Qa'ida
aperatives that have already entered the U.S. and have established themselves in American
society is ane of our most serjous intelligence and law enforcement chatlenges.” Testimony of




Robert S. Mueller, T, Directar, FBI, Before the Senate Select Comm. on Intelligence 5 (Feb. 24,
2004} (S/ORCON,NF). {548

To counter that threat, on October 4, 2001, the President divected Lhe Secretary of
Defeu‘;u 1o use the capabilities of the Department of Delense, in purticular the National Securit
. o undertake a proeram of electionic surveillance desizned to

attacks within the Untted Stales. This program is known by the code name "STELLAR WIND.”
The electronic surveillance activities thal the President authorized under STELLAR WIND fall
into bwo broad calegories: (1) itterception of the content of certain communications, and (2)
collection of header/vouter/addressing informeation on communications, such as dialing number
information oo tele

commmunicationg for whic e was probable cause to believe

Presidential Authorization for
pacified Electronic Surveillance Activities During a Limited Period to Delac! and Prwenrficts
of Terrorism Within the United Slates (Oct. 4, 2001} £ COMIMTS TN
(“October 2001 Authorization™).

The President further direcied that the Department of Defense should minimize the
information collected concerning American citizens, copsistent with the object of detecting and
g (errorism. Sege October 2001 Authonzation
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The President based his decision (o initiate the prograr on specific findings comeerning
the nature of the ihreal facing iha United States gnd ng thal w sary 10 protect

, tne President aoted (hal he nad considered (he magniluds ane proogbilily o
desu'uctmn that could result frem further terrorist attacks; the need to detect and prevent such
attacks, particularly through effeclive electronic surveillance that could be initiated swiftly and
with secrecy; the possible intrusion into the privacy of Arierican cilizens that mght result from
the electronic surveillance being authorized; the absence of more narrowly tail

emergency conslifut (hat supported

conduciing the described strvetllance without resor o Judictal warranis. The President
noted, however, that he intended (o inform the appropriale members of the Scnate and the :
of Representatives as soon as that could be done consistent with national defense needsw

CESASI-STEWIANE

C. Reauthorizations aud the Reauthorization Process (FSHAS-STEWHATE

As noted above, the President’s Authorization of October 4, 2001, was lirmted in duration
and sef its own expiration date for thirty days from the date on which it was signed. Since then,
the STELLAR WIND program has been periodically reauthorized by the President, with each
suthorization lasting g defined time penod, typically 30 to 45 days. The restrictioe of each
authorization to a limited duration has ensured that the basic findings described above upon
which the President assesses the need for (he STELLAR WIND program are re-evaluated by the

* We note that, in complianes with the President’s instructions, the chairmen and rankiog minority
members of the House and Senate infelligence commitiees were briefed penodicatly on STELLAR WIND by the
Director of the NSA s 2002 and 2003,

8
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President and his senior advisors based on current infortmation gvery time that the program is

veauthorized. (FSAS-STERANE

The reautharization process operates as follows. As the period of each reavihorization
nears an end, the Director of Central [atelligence (DCI) prepares & memorandum for the
President ouilining selected cunrenl information concerning the continuing threat that al Qaeda
poses for conducling attacks in the United Stales, as well as inforation describing the broader
context of al Qaeda plans to attack U.S. interests around the world, Both the DCT and the
Sccretary of Defense review that memorandum and sign a recommendation that the President
should reauthorize STELLAR WIND based on the continuing threat posed by potential terrorist
attacks within the United States. That recommendation is then reviewed by this Office. Based
upon the information provided in the recomimendation, and also taking into account information
available lo the President from all sources, this Office assesses whether (here is a sufficient
factual basis demonsirating a threat of terrorist atlacks in the United States for it to continue (o be
reasonable under the standards of the Fourth Amendrment for the President to authorize the
warrantless searches involved in STELLAR WIND. (The details of the constitutional analysis
this Office has applied are reviewed in Part V of this memorandum.) As explaised in more detail
below, since the inceplion of STELLAR WIND, intelligence from various sources (particularly
from interrogations of detained al Qaeda operatives) has provided a continuing flow of
information iandicating that al (Qaeda has had, and coniinues (o have, mulliple redundant pl:ms for
execnting further attacks witlin the United States. These strategies are al variques
planning and execution, and some have been disrupled. They include plans fo

Afler reviswing cach
of the proposed STELLAR WIND reauthorizations, this Office has advised you that the proposed
reauthorization would satisfy relevant constitutional standards of reasonablencss under the
Fourth Amendnient, as described in this Qffice’s earlier memoranda. Based on that advice, you
have approved as to form and legality each reauthorization to date, except for the Authorization,
of March 11, 2004 (discussed further below), and forwarded it fo the President for his action.

I3 x ¥

Bach authorization also (ncludes the instructions noted above to minimize the information

collected concerming Ainerican citizens. congistent with the objective of detecting and preventing
tanoﬁsm“

EFSHSESTWANES
D. Modifications to STELLAR WIND Authority (FSHSISTEWHNG

The scope of the authorization for electironic surveillance under STELLAR WIND has

changed over time. The changes are most essily understood as being dividedgpt hases: (i)
those that occurred before March 2004, and (ii) those that occurred in Match 2004,

FSHSESTIWNANE






subsequent reauthotizations until March
uthorily using the same operalive terms.

E, Operation of the Program and the Modifications ofi\ftarch-z(}ﬁti

) LYYy

econd, mare substantial series of changes to STELLAR WIND took place in March
2004. To understand these changes, it is necessary to understand some background
concerning how the NSA accorplishes the collection activity suthorized under STELLAR

WIND. (FSHSISH-WAANE
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Thfrd the March 11, 2004 Au 1oar7ali

Fipally, the President, exeicising tus constitutionat autherity under Article 11
determined that the March U1, 2004 Autherization and all prior Authorizations were lawful

exercises of the President’s authcmly under Artiele IT, ineluding the Commander-in-Chief

)

Clause. || s 4R




In the March 19, 2004 Modification, the President also clarified the scope of the
authorization {or intercepling the content of corumunications. He made clear that the
Authonzation applied where there were re

March 19, 2004

This memorandum analyzes STELLAR WIND as it cumenily operates.! To summarize,
that includes solely the following authorities:

(1)  the authorify o intercept the content of international communications “for which,
based on the factual and practical considerations of everyday life on which
reasonable and prudent persons act, there are reasonable grounds to believe ., |
(that] 2 party to such communication s a group engaged in intemational terrorism,
or activities in preparation therefor, or any agent of such a group,” as long as that




group s al Qaeda, an affihate of al Qaeda or another inlemational terrorist group
that the President has determined both (a) is in anned conflict with the United
States and (b) poses a threat of hostile action within the United States;

F. Prior Opinions of this Office (U

i November 2, Z001, we expressly exanuned the authonities granie
Movember 2. 2001 Authorization of STELL AR WIND and coucluded that they were Lawlul)

Finally, on October 11, 2002, we issued an opinion confirming
e application of our prior anatysis (o the reauthorizati foo whi
! ' i - 2
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Yau have asked us to undertake a thorough review of the current program (o ensure thal i

ts law ful, FSHASESTEWANT '

ANALYSIS (1)

STELLAR WIND Under Executive Order 12,333 {TSASESTEWHNTY




11 Content Collection ~ Statutory Analysis ERSHE-STHWHANE

Iri this Part, we tura to an analysis of STELLAR WIND coglent collection under relevant
statutes regulating the govemment's interception of communications, specifically under the
framework established by the Foreign Inietligence Surveillance Act and title 1T of the Omnibus
Crime Control and Safe Streets Act of 1968. Generally speaking, FISA sels out several
atithorities for the governmeat to use in gathering foreign intelligence (including authority to
intercept communications, conduct physical searches, and install pen registers); establishes
certain procedures that must be followed for these authorities to be used (procedures (hat usually
involve applying for and oblaining an order from a special court); and, for some of these
authogities, provides that the processes provided by FISA are the exclusive means for the
government to engage in the activity described. Title TII and related provisions codified in title
18 of the United States Code provide authorities for the use of electronic surveillance for law
enforcement purposes. Because the statutory provisions goveming the interception of the
contenl of cormmunications are different under both regimes from those governing the
interception of dialing number/routing information, we analyze the authoritics under STELLAR
WIND that relate to colection of meta data separately in Parts [1I and JV. EFSAST-STEWAAS

Generally speaking, FISA provides what purports (o be, according 1o the terms of the
statule, the exclusive means for intercepting the content of communications in the United States
for foreign intelligence purposes. Specifically, FISA sets out a definition of “elecironic
surveillance™ - a definition that includes any interception in the United States of the contents of

'* FISA defines “[e])lcctionic suevgillance' as:

{1} the acquisition by an electronic, mechanical; or other surveillance device of the
canteats of any wire or radio communication sent by or tntended (0 be received by a partticular,
knawn United States person wlho is in the United States, if the contents are acquired by
intentionatly targeting that Uniled States person, under circumstances in which 2 person has
reasonable expectation of privacy and & warvant would be required for faw enforcement purpases,;

€2) the zequisition by an elecirome, mechanical, or other surveillance device of the
contents of any wire cominuiication (o of from & person in the United Siates, without the consent

(9



a “wire communication” to or from a person in the United States — and provides specific
procedures thal must be foliowed for the government to engage in “electronic surveillance™ as
thus defined for foreign intelligence purposes. As a general matter, for elecironic surveillance to
be conducted, FISA requices that the Altorney General or Depuly Attomey General approve an
application for an order that must be submitted to a special Article 111 court crealed by FISA -
the Foreign lutelligence Surveillance Court (FISC). See 50 1.5.C. § 1804 (2000 & Supp. |
2001)." The application for an order mus! demonsirate, among other things, that there is
probable cause to believe that the target is a {oreign power or an agen! of a foreign power. See
id. § 1805{a)(3)(A). 1t must also contain a cerification from the Assistant to the President for
National Securily Affairs or an officer of the United States appointed by the President with the-
advice and consen{ of the Senate and having responsibilities in the area of national security or
defense that the information sought is foreign intelligence information (as defined by FISA), that
cannot reasonably be oblained by normal investigative means, See id. § 1804{(a)(7). FISA
further requires details abou( the methods that will be used to obtain the information and the
particular facilities that will be the subject of the interception. See id. § 1804(a)(4), (a)(8).

FISA expressly makes it a felony offense, putushable by up to § years in prison, for any
person intentionally to conduct electronic surveillance under color of law except as provided by
statute. See 50 U.S.C. § 1809." This provision is complemerted by an interlocking provision in
Title Il ~ the portion of the ¢riminal code that provides the mechanism for obiaining wire taps
for law enforcement purposes. Sectivn 2511 of title 18 makes it an offense, also punishable by
up to § years in prison, for any person to intercept 4 communication excepl as specifically
provided tn thal chapter. 18 U.S.C. § 2511(1)(a), (4)(a). One of the exceplions expressly
provided is that if is not unlawful for “an officer, employee, or agent of the United States . . _ 1o
conduct elecironic surveillance, as defined io section 10} of the Foreign Intelligencs Surveillance
At of 1978, as authorized by that Act.” Jd. § 2511(2)(e) (emphasis added). On their face, these
provisions make FISA, and the authorization process it requires, the exclusive lawful means for
the Executive to engage in “electronic surveitlance,” as defiried in the Act for foreign intelligence

of any party thercto, if suel acquisition cocuss i the United States . . ;

(3) the intentionat acquisition by ao clectronic, mechanics!, or other surveillance device
of the contents of any radio communication, under circumsignces in whick a person has a
reasonable expectation of privacy and a warrant would be required for law enforcement purposes,
and if both the sender and alf intended recipients are located within the Undted States; or

{4) the installation o¢ use of an electronic, mechanicsl, or other surveitlance device in the
Unaited Siates fot monitoring to acquire information, ather than fram a wire or tadio
communicaiion, undey cireurnsiances in which 2 person has 2 reasanable expectation of privacy
angd a warmnt would be required Far law enforcement pumoses.

50 US.C.§ 1861 (2000 & Supp. 1 2001). (FSHSLSTLRLA

' Seclion 104 of FISA speaks ouly of the Atiaracy General, ot section 101{g) defines “Attarmey General”
ta include the Deputy Attorney General. See S0 ULS.C § 1801(g). CFSHSI-STRMEANE)

Y See alse 50 U.S.C, § LELO (providing for civi) Hability as well). (FSHSE-STEMAMNE

20
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purposes. Indeed, this exclusivity is expressly emphasized in section 2511{2)(1), which states
that “procedures i this chapter or chapter 121 [addressing access (o stored wire and electronic
communications and customer records] and the Foreign Inlelligence Surveillance Act of 1978
shall be the exclusive means by which electronic surveitlance, as defined in section L1 of such
Act, and the interception of domestic wire, oral, and electranic cormunications may be

conducted.” Jd. § 251 1(2)(6) (2000 & Supp. 1 2001). CRSHSE-STLWHRE)

As we explain in Parl (1B, & proper analysis
of STELLAR WIND must not consider FISA in isolation. Rather, it must take into account the
Congressional Authorization for Use of Military Force. We conclude that the Congressional
Aunthorization is critical for STELLAR WIND in two respects. First, its plain terms cau properly

be understood as an express authorization for surveillance targeted specifically at al Qaeda and
affiliated tervorist organizations. The Congressional Authorization effectively exempts such
surveillance front the requirements of FISA. Second, even if it does not provide such express




authotity, at a minintung the Congressional Authorization creates sufficient ambiguily concerning
the epplication of FISA that it justifies applying the canon of constitutional avoidance to construe
the Congressional Authorization and FISA in conjunction such that FISA does not preclude the
surveillance ordered by the President in STELLAR WIND. Finally, in Part ILC we explain that,
even if constitutional narrowing could not be applied 1o avoid a conflict between STELLAR
WINIJ and FISA, the content collection the President has ordered, which specifically targets
coinmunications of the enemy in time of war, wauld be lawful because (he restrictions of FISA
would be unconsiitutional as applied in this contexl as an impermissible infringement on the
President’s constilutional powers as Commander in Chief. EFSAS-STEWANE

A. Prior Opinions of this Office — Constitutional Aveidance (U)

Reading FISA to prohibit the content collection the President has ordered in STELLAR
WINIY would, at & minimum, raise serious doubts about the constitutionahity of the statute. As
we explait jn greater detail below, see Part [L.C.1, the President has inherent constitutionat
authonty to conduct warrantless electronic survetllance for foreign intelligence purposes.
Indeed, it was established at the time FISA was enacted that the President had such an inherent
constitulional power, See, ¢.g., United States v. Butenko, 494 F.2d 593 (3d Cir. 1974) (en banc).
A statute that purports to eliminate the President’s ability to exercise whal the courls have
recognized as an inherent constitutionaf authority — particularly a stafute that would climinate his
abilily to conduct that surveillance during a time of armed conflict for the express purpose of
thwarling attacks on the United States — al a2 nyinimum raises serious constitutional questions.

.
(FEAST-STLWATS

When faced with a siatute that may present an unconstitutional infringement on the
powers of the President, our firsi task is to determine whether the statute may be constried to
avoid the constitutional difficuity. As the Supreme Court ftas explained, “il an otherwise
acceptable construction of a statute would raise serious constitutional problems, and where an
alternative interprefation of the statute is ‘fairly possible,” we are obligated to construe the statute
to avoid such problerns.” JNS v. St Cyr, 333 U.S. 289, 299-300 (2001} {cifations omitted); see
alsa Crowell v. Benyon, 285 11.8. 22, 62 (1932) ("Whenr the validity of an act of the Congress is
drawn in question, and even if a sericus doubt of constitutionality is raised, it is a cardinal
principle that this Court will first ascertain whether a construction of the statute is fairly possible
by which the question may be avoided.™); Ashwander v. 1VA, 297 U.5. 288, 345-48 (1936)
{Brandeis, 1., concurning). In part, this rule of construction reflects a recognition that Congress
should be presumed to act constitutionally and that one should not “lightly assume that Congress
intended to | . . usurp power constitutionally farbidden it Edward J. DeBartolo Corp. v.
Flovida Gulf Coust Bldg. & Constr. Trades Council, 485 1.8, 568, 575 (1988). As a result,
“when a particular interpretation of « statute invokes the outer limits of Congress’ power, we
expecl a clear indication that Congress intended that result,” St Cyr, 533 U.S. at 299, see alse
NLRB v. Catholic Bishop of Chicago, 440 U.S. 490, 506-07 (1979}, (U)

This Office has always adhered o the rule of construction desctibed abave and generally
will apply al! reasonable intempretive tools to avoid an unconstitutional encroachment upon the




President’s constitutional powers where such an interpretation is possible. Cf Frankdin v.
Massachuseus, 505 U.S. 788, §00-01 (1992) (“Out of respect for the separation of powers and
the tinique constitutional position of the President, we find that textual sitence is nol enough to
subject the President to the provisions of the [Administrative Procedure Act]. We would require
an express statement by Congress before assuming it intended the President’s performance of his
stalutory duties to be reviewed for abuse of discretion.™). As the Supreme Courl has recognized,
moreover, the canon of conslitutiona! avoidance has particular importance i the reelm of
national security and national defense, where the President's constitutional authority is at its
highest. See Departmens of the Navy v. Egan, 484 U.S. 518, 527, 530 (1988) (explaiming that
presidential authority to protect classified information flows directly from a “constitutional
investment of power in the President”™ and thal as a result “unless Congress specifically has
provided otherwise, courts (raditionally have been reluctant ta intrude upon the authorily of the
Executive in military and national security alfairs”), William N. Bskridge, Jr., Dyramic Stalutory
Tnterpretation 325 (1994) (describing “{s]uper-strong rule against congressional interference with
the presideat’s authorily over foreign affairs and national security™); of. Public Citizen v.
Departinent of Justice, 491 U.S. 440, 466 (1989) (“Ouwr reluctance {o decide constitutional issues
is especially great where, as here, they concern the relative powers of coordinate branches of
government.”). Thus, this Office will typically construc a general statute, even one that is
written in wnqualified terms, to be implicitly limited so as nol to infringe on the President’s
Commander-in-Chief powers. Cf. id. at 464-66 (applying avoidance canon even where statute
created no ambiguity on its face). Only if Congress provides a clear indication that it is
altemnpting (o reguiate the President’s authority as Commander in Chiel and in the reabm of
national security will we construe the statute {6 apply.”? (U)

The constitiiional avoidance canon, however, can be used (o avoid a serious
constitutional infirmity in & statufe only if a construction avoiding the problem is “fairly
possible,” Crowell v. Benson, 285 U.S. at 62, and not in cases where “Congress specifically has
provided otherwise,” Egan, 484 U.S. at 530. “Statutes should be construed to avoid
constitutional questions, but this interpretive canon is not a license . . . to rewrile language

¥ For example, this Office bas concluded that, despite statu(ory sestrictians upon the use of Title 111
wiretap information and restrictions on the use of grand jury information under Federal Rule of Crimingl Procedure
6(c}, the President has an inltevent constitutional authority 10 receive 2ll foreign intelligence information in the
hands of the government necessary for bim to fulfill his constitutione) responsibilities and thad slatutes and tules
should bg undersipod to include an imphied exception 5o as oot to interfere with that authority. See Memorandum
for the Deputy Antomney General (rom Jay S. Bybee, Assistant Atlorney General, Oflice of Legal Counsel, Re:
Effect af the Patriot Act an Disclosure to the President and Other Federel Officials of Grand Jury and Tide (7]
Information Relating o National Security and Foreign Affairs 1 {uly 22, 1002); Memorandum for Frances Fragas
Townsend, Counsel, Office of Intelligeace Policy and Review, from Randolph 12, oss, Assistant Attorney
Geuneral, Office of Legal Counscl, Re: Title HI Electronic Surveitlance Material and the Intelligence Community 13-
14 (Oct. 17, 2000); Memorandum for Geratd A, Schroeder, Acting Counsel, Office of Intelligence Policy and '
Review, from Richard L. Shiffrin, Deputy Assistant Attorney General, Office of Legal Caunsel, Re: Grard Jury
Malerial and the fntelligence Community 14-17 {Aug, 14, 1997); see alvo Rainbow Navigation, ln¢. v. Department
of the Navy, 783 F.2d 1072, 1078 (D.C. Cir. 1986) (Scalia, 1.) (supgesting that an “essentizlly domestic statute”™
might have to be understoad as “subject to an implied exeeption in deference to” the President's “constitutignalty
conferred powers as commander-m-chief” that the statute was not meant to displace). (L)
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enacted by the legislature.” Salings v. United States, 527 1).5. 52, 59-60 (1997) (internal
quolation marks omilled). If Cangress has made it ¢lear that it intends FISA to provide a
comprehensive restraint an the Executive’s ability (o conduct foreign intelligence surveillance,
then the question whether FISA’s constraints are unconstitutional cannot be avoided
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B. Analysis of STELTL.AR WIND Under F[SA Must Take Into Account {he
September 2001 qungressional Autborization for Use of Military Force

TR T T 3 (57 T

[nn the particuiar context of STELLAR WIND, however, FISA cannot properly be
examined in isolation. Rather, analysis must also take info account the Congressional
Authonizalion for Use of Military Force passed specifically in response to the September [}
attacks. As explained below, that Congressional Authorization 1s properly read ta provide
explicit autharity for the targetad content collection undertaken jin STELLAR WIND. Moreover,
even 1f it did not itself provide authority for STELLAR WIND, at a mininmum the Congressional
Authorization makes the application of FISA in this context sufficiently ambiguous that the
canon of constitutional avoidance properly applies to avoid a conflict here between FISA and

STELLAR WIND. (FSAST-STLRHATR

1. The Congressional Anthorization provides express authority for

STELLAR WIND content collection FFSAST-STLWHNE

On September 18, 2001 Congress voted to authorize the President “to use all necessary
and appropriate [orce against those nations, organizations, or persons he determines planned,
authorized, commilted, or aided the terrorist atlacks that oecurred on September 11, 2001.”
Congressional Authorization § 2(a). Inr autherizing “all necessary and appropriate force”
(emphiasis added), the Authorization necessarily included the use of signals intelligence
capabilitics, whicl are a critical, and traditional, (ool for finding the enemy so that destructive
force can be brought to bear on him. The Authorization, moreover, expressly gave the President
authority to undertake activities both domestically and overseas. Thus, the operative tering state
that the President is authorized to use force “in order to prevent any future acts of international
terrorism against the United States,” id., an objective which, given the recent attacks within the
Nation's borders and the continuing use of combat air patrols throughout the country af the time
Congress acted, certainly contemplated the possibility of military action within the United States.
The preambulatory clauses, moreaver, recite that the Unifed Stales should exercise its rights “to
protect United States citizens both af home and abroad.” Jd. pmbl. (emphasis added). As
commentators have acknowledged, the broad terms of the Congressional Authenization “creat[e)
very nearly plenary presidential power to conduct the present war on terrorism, through the use
of military and other means, against enemies both abroad and possibly even within the borders of
the United States, as identified by the President, and without apparent limitation as to duration,
scope, and tactics.” Michael Stokes Paulsen, Youngstown Goes to War, 19 Const. Comment.
215, 222-23 (2002); see also id. at 252 (slating that the Authonization “constitutes a truly
extraordinary congressional grant to the President of extraordinary discretion in the use of
military power for an indefinite period of time"), (1)

The applicaticn of signals intelligence activities to infernational communications to detect
cormmunications between enemy forces and persens within the United States should be
understood to fall within the Congressional Authorization because intercepting such
communications has been a standard practice of Commanders in Chief n past major conflicts
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where there was any possibility of an attack on the United States. As early as the Civil War, the
“advantages of intercepting military telegraphic communications were not long overlooked.
(Confederaic) General Jeb Stuart actually had his own personal wiretapper travel alang with him
in the field.” Samuel Dash et al., The Eavesdroppers 23 (1971}, Shortly aller Congress declared
wal on Germany in World War I, Presiden! Wilson (citing only his constitutional powers and the
declaration of war) ordered the censorship of messages sent outside the United States via
submarine cables, telegraph and telephone lines. See Exec. Order No. 2604 (Apr. 28, 1917)
(attached al Tab G).# A few months later, the Trading with the Enemy Act authorized
governmenl censorship of “communications by mail, cable, radio, or other means of transmission
passing between the United Slates and any foreign country.” Pub. L. Ne. 65-91, § 3(d), 40 Stat.
411,413 (1917). On December 8, 1941, the day after Pear]l Harbor was attacked, President
Roosevell gave the Director of the FBI “temporary powers to direct all news eensorship and to
confrol all other telecommunications iraffic in and out of the United States.” Jack A. Gottschalk,
“Consisient with Security" . . . A History of American Mifitary Press Censorship, 5 Conm. & L.
35, 39 (1983) (emphasis added); see also Memorandum for the Secretary of War, Navy, State,
Treasury, Postmaster General, Federal Communications Commission, from Fraklin D.
Roosevelt (Dec. 8, 1941), in Qffictal and Confidential Fife of FBI Director J. Edgar Hoover,
Microfilm Reel 3, Folder 60 (attached at Tab [J. President Roosevelt soon supplanied that
lemporary regime by establishing an Office of Censorship in accordance with the War Powers
Act of 1941, See Pub. L. No. 77-354, § 303, 55 Stat. 838, 840-41 (Dec. 18, 1941); Gotischalk, 5
Comm. & L. at 40. The censorship regime gave the government access to “communications by
matil, cable, radio, or other means of transruission passing between the United States and any
foreign country.” Jd.; see also Exec. Order No. 8985, § 1, 6 Fed. Reg. 6625, 6625 (Dec. 19,
1941) (attached at Tab J). In addition, the United States govemnment systematically listened
surreptitiously (o electronic communications as part of the war effort. See Dash, Eavesdroppers
at 30 (“Duning [World War II] wiretapping was used extensively by mulitary mielligence and
secret service personnel in combat areas abroad, as well 45 by the FBI and secret service in this

country.”). EESHET ST AT

[n light of such prior wartime practice, the content collection activities conducted under
STELLAR WIND appear to fit squarely within the sweeping termas of the Congressional
Authorization. The use of signals intelligence to identify and pinpoint the enemy is a traditionat
component of wartime military operations employed to defeat the enemy and to prevent enemty
altacks in the United States. Here, as in other conflicts, it happens that the enemy imnay use public
comnunications networks, and some of the epemy may already be w1 the United States. While
those factors may be present in this conflie! to a greater degree than in the past, neither Is novel.
Moreover, bath factors were well known at the time Congress acted. Wartiioe interception of
international communications on public nefworks 1o idenfify communtcations that may be of
agsistance o the enemy should thus be understood as one of the standard methods of dealing

* The scope of the order was later extended to cocompass messages seal to “points without the United
States or to points on or near the Mexican border through which messages may be despatehed for purpose of
evading the censorship herein provided.” Exec. Order Ma. 2967 (Sept. 248, 1918} (attached at Tab H},

(LSHSI-STLWANR
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with the enemy thai Congress can be presumed to have authotized in giving its approval te “a/l
necessary and appropriate force” that the President would deem required to defend the Nation.

(Calal

Congressional Authorization § 2(a) (emphasis added).?* A

Content coltection under STELLAR WIND, moreover, is specifically targeted al
comrmunications for which there is a reason to-believe that one of the commuaicants is an agent
of al Qaeda or one of its affilialed organizations. The comtent collection is thus, as the lerms of
the Congressional Authorization indicate, directed “against those . . . organizations, or persons
[the President] determines plarured, authorized, commitied, or aided the terrorist atiacks that
oceurred on Seplember 11, 2001 and is undertaken “in order o prevent any future acts of
internalional terrorism against the United Stales.”? Congressional Authorization § 2(a). As
noted above, section 111 of FISA, 50 U.S.C. § 1811, provides that the President may undertake
electronic surveillance without tegard to the restrictions in FISA for a period of 15 days afler a
congressional declaration of war. The legislative history of FISA indicates thal this exeeplion
was limited to 15 days becsuse that period was thought sufficient for the President (o secure

- legislation easing the restrictions of FISA for the conflict at hand. See FL.R. Conf. Rep. No. 95-
1720, at 34, reprinted in 1978 U.8.C.C. A N. 4048, 4063 (stating that “the conferees intend that
this period will allow time for consideration of any amendment to this act that may be
appropriate during a warlime emergency”). The Congressional Authorization functions as
precisely such legislation: it is emerpency legislation passed to address a specific armed conflict
and expressly designed to autliorize whatever military aclions the Executive deems appropriate to
safeguard the United States. In it the Executive sought and received a blanket authorization from
Congress for all uses of the military against al Qaeda that might be necessary to prevent future
terrorist attacks against the United States. The mete fact that the Authorization does not
expressly amend FISA is not material. By ita plain terms it gives clear authorization for “all
necessary and appropriate force™ against al Qaeda that the President deemns required “lo proiect
United States citizens both at kome and abroad” from those (including al Qaeda) who “planned,
authorized, corumitted, ar aided” the Seplember 11 attacks. Congressional Authorization pmbl.,

* In other contests, we havs taken a similar appeoach o ipterpreting the Congressional AnthorizaGon.
Thus, for example, detzining cuemy combatants is also a standard part of warfare. Ag a result, we bave conclided
tat the Congressions! Authorization expressly autborizes such detentions, ever of American citizens. See
Memoranduen for Daniel J. Bryant, Assistant Atteraey General, Office of Legislative Affairs, from John C. Yoo,
Deputy Assistant Attemey Gereral, Office of Legat Counsel, Re: Applicability of 18 U.8.C. § 4001 (a) e Mikitary
Detertion of United States Citizens 6 (Tune 37, 3002); accord Hawmdi v, Rumsfeld, 316 F.3d 450, 467 {4eh Cir, 2003)
(halding that “capturing and detaining enemy combatants is an inherent part of warfare" and that the “*necessary
and appropriate force’ referenced in the congressiona! resolution necessarily inchudes™ such action), cerv. grantod,
124 8. C1. 981 (2004). Buf see Padiffa v Rumsfeld, 352 F.34 625, 722.23 (2d Cir. 2003) (holding that, except “in
{he batleficld context where detentions are necessary to carry autl the war,” the Cangressional Authasization is not
sufficiently “clear” wud “unniistaksble™ tw yvenide the resiriclions on detaining U5, citizens in § 4001}, cert
granted, 124 §. Ci, 1353 (2004). (L)

¥ -As aoted abave, see supra pp. 16, 17, STELLAR WIND content-cotlection authority is lintited to
communications suspected ta be those of al Qacda, al Qacda-affilisled arganizations and other intemnational terrorist
groups that the President determines both (0) sve ir amoned conflict vith the United States and (i) pose a threat of
hostile action within the United States.
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§ 2(a). ltis perfectly natura) ihat Congress did not atternpt fo single out into subcategories every
aspect of the use of Uie armed forces it was authorizing, for as the Supreme Court has recognized,
even 1n normal tmes oulside the context of a crisis “Congress cannot anticipate and legislale
with regard to every possible action the President may find it necessary to take.” Dames &
Moare v. Regan, 453 U.S. 654, 678 (1981). Moreaver, when dealing willh military affairs,
Congress may delegate in broader lemms than i uses in olher areas. See, e.g., Loving v. United
States, 517 U.S. 748, 772 (1996) (noting that “the same limitations on delegation do not apply”
to duties thal are linked to the Comynander-in-Chief power); ¢f. Zemel v. Rusk, 38) U.S. 1, 17
(1965) (“[B]ecause of the changeable and explosive nature of contemporary international
relations . . . Congress — in giving the Executive authority over matters of foreign affairs — must -
of necessity paint with a brush broader than that it customanly wields in domestic areas.™).

Thus, the Congressional Authorization can be trealed as the type of wariime exception that was
contemplaled in FISA's legislative history. Bven if FISA had not envisioned legislation limiting
the application of FISA 1 specific conflicts, the Congressional Authorization, as a later-in-time —
and arguably more specific — statute rust prevail over FISA 1o the extent of any inconsistency.

7}

The Congressional Authorization contains anather provigion that is particularly
significant in this conlext. Congress expressly recognized that “the President has authority under
the Constitulion to (ake action 1o deter and prevent acts of international terrorism agatnst the
Unuted States.” Congressional Authorization, pmbl. That provision gives express congressional
rccognition to the President’s inherent constitutional authority to take action to defend the United
States even withoul congressional suppori. That is a striking recognition of presidential authority
from Congress, for while the courts have long acknowledged an inherent authority in the
President 1o take action to protect Americans abroad, see, e.g., Durand v. Hollins, 8 F, Cas. 111,
112 (C.CSDINY. 1860) (No. 4188), and o protect the Nation from attack, see, e.g., The Prize
Cases, 67 U.S. (2 Black) 635, 668 (1863), at least since the War Powers Resolution, Fab. L. No.
53-148, 87 Stat, 555 (1973), codified at 50 U.S.C. §§ 1541-1548, there has been no comparable
recognilion of such inheren authority by Congress, and certainly not a sweeping recogmition of
anthorify such as that here. Cf 50 U.S.C. § 1541(c) (recognizing President’s inberent
congtitutional authority to use force in respongse te an aftack on the United States). This
provision cannot be discounted, moreover, as mere exuberance in the immediate aftermath of
September 11, for the sarne terms were repeated by Congress more than a year later in the
Authorization for Use of Military Force Against Iraq Resolution of 2002. Pub. L. No. 107-243,

* It 15 true thal copeals by implication are disfavorad and we should attenipt to construg two statules as
being “capable of co-existence.” Ruckelshaus v. Monsanto, 467 U.S. 986, 1017, Y018 (1984). In this instance,
hawever, the ordinary restrictions i FISA cannot continue to apply i the Congressional Autherizanan is
appropriately consmued vo bave its full effect. The ordinary comsuaintg in FISA would preclude the President from
doing precisely what the Congressional Authorization aftows: using “all necessary and appropriate force . . . ta
prevent any fiture acts of international lerrorism agatmst the United States” by al Qaeda. Congressional
Authonzation § Z{a). Not only did the Congressional Authorization come later than FISA, but il is also more
specific in the sease that it applies ooly to z particular conflicy, whereas FISA is a general statute imended to govern
all “electronte surveillance” {as defined in 50 U.S.C. § L801(). Tf RISA and the Congressional Authorization
“Irreconcilabl[y] conflict,” then the Congressional Authorization must prevail over FISA to the extant of the
mcansistency. See Radzanower v. Touche Rass & Co., 426 1.5, 148, 154 (1970). EFSHSI-RTENAANE)




pinbl., 116 Stat. 1498, 1500 (Oct. 16, 2002) (*[T)he President has anthority under the
Constitution lo take action in order to deter and preven! acts of intetnational terrorism against the
United States . . . ."). That recognition of inherent authorily, moreover, is particularly significant
i the FISA context because, as explained above, one of the specific amendments implemented
by FISA was removing any acknowledgment from section 2511(3) of tifle 18 of the Executive’s
inherent constitutional authority (o conduct foreigr intelligence surveillance. Al leastin the
contexi of the conflict with al Qaeda, however, Congress appears to have acknowledged 2
sweeping inherent Executive authority to “deter and prevent” altacks that logically should
jnclude the ability to carty out signals intelligence activities necessary to detect such planned

attacks. (FSASE-STEWANE

To be sure, the broad construction of the Congressional Authorization outlined above 15
not withoul same dilficulties. Some countervailing considerations might be raised to suggest
that the Authorization should not be read to extend into the field covered by FISA, 1n particular,
shortly after the Authorization was passed Congress turned (o consider a number of legislative
proposals from the Administration, some of which specifically amended FISA, See, e.g., USA
PATRIOT Act, Pub. L. No. 107-56, § 218, 115 Stat. 272, 291 (Ocl. 26, 2001) (amending section
104(@)(7)(B) of FISA. to require thal the acquisition of foreign infelligence informalion be a
“significant purpose’’ of the surveillance order being sought, rather than “the purpose™). Thus, if
might be argued that the Congressional Authorization cannot properly be construed to grant the
President authority to undertake electronic surveillance without regard to the restrictions in FISA
beecause, if the Congressional Authorization sctually had applied so broadly, the specific
amendments 10 FISA that Congress passed a few weeks later in the PATRIOT Act would have

been superfluous. FSHSI-SSWAND

We do not think, however, that the amendments to FISA in the PATRIOT Act can justify
narrowing the broad terms of the Congressional Authorization. To start with, the Authorization
addresses the use of the arrned forces solely in the context of the particutar armed conflict of
which the September 11 attacks were a part. To come within the scope of the Authorization,
surveillance activity must be directed “aganst those nations, organizations, or persons [the
President] determines planned, authorized, committed, or aided the terrorist attacks that occurred
on September 11, 2001.” Coagressional Authorization § 2(a). The Authorization thus eliminates
the restrictions of FISA solely for that category of foreign intelligence surveillance cases.
Subsequent amendments to FISA itself, however, modified the authoritics for foreign
intelligence survcillance in all cases, whether related to the particular armed conflict with al
Qaeda or not. Given the broader impact of such amendments, it cannot be said that they were
superfluous even if the Congressional Authorization broadly authorized electronic surveitlance
direcled against al Qaeda and affiliated organizations. (FSAST-STLRALS

That understanding is bolstered by an examination of the specific amendments to FISA
that were passed, because each addressed a shorteoming in FISA thal warranted a remedy for all
efforts to gather foreign intelligence, not just for efforts in the context of an armed conflict, much
less the present one against al Qaeda. Indeed, some addressed issues that had been identified as
requiring a legislative remedy long before the September 11 attacks occurred. For Lhese
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amendments, the September ) | atlacks raerely served as a catalyst (or spurring legislative change
that was required in any event. For example, Congress changed the standard required for the
certification from the government (o obtain a FISA order from a certi[ication that “the purpose”™
of the surveillance was obtaining foreign intelligence 1o a certificalion that “a significant
putpose” of (e sutveillauce was oblaining foreign intelligence. See USA PATRIOT Act § 213,
115 Stat. at 291 (codified at SO U.S.C. §§ 1804(a)(7)(B), 1823(a)(7)(B)}. That change was
designed (o help dismantie the “wall” that had developed separating criminal investigalions from
foreign intelligence investigations within the Department of Justice. See generally In re Sealed
Case, 310 F3d 717, 725-30 (Foreign Intel. Surv. Ct. of Rev. 2002). The “wall” had been
identified as a significant problem hampering the government’s efficient use of foreign
intelligence mformation well before the September 11 attacks and in contexts unrelated to
tertorista. See, e.g., Final Report of the Atiorney General's Review Team on the Handling of the
Los Alamos National Laboratovy Investigation 710, 729, 732 (May 2000); General Accounting
Office, FBI fntelligence Invesiigations: Coordination Within Justice on Counterintelligence
Criminal Matters Is Limited (GAOG-01-780) 3, 31 (July 2001). Indeed, this Office was asked as
long ago as 1995 (o consider whether, under the terms of FISA as it then existed, an application
for a surveillance order could be successful without establishing thal the “primary”™ purpose of
the surveillance was gathering foreign intelligence. See Memorandum for Michael Vatis, Deputy
Direstor, Execulive Office for Wational Security, {rom Walter Dellinger, Assistant Attomey
General, Office of Legal Counsel, Re: Standards for Searches Under Foreign Intelligence
Surveillance Act (Feb. 14, 1995). The PATRIOT Act thus provided the opportunity for
addressing a longstanding shortcoming in FISA that had an impaci on foreign intelligence
gathenng generally. (U)

Similarly, shortly after the PATRIOT Act was passed, (he Administration sought
addifional legislation expanding to 72 hours (from 24 hours) the time period the government has
for filing an application with the FISC afler the Attorney General has authorized the emergency
initiation of electronic surveillance. See Intelligence Authorization Act for Fiscal Year 2002,
Pub. L. No. 107-108, § 314(a}, 115 Stat. 1394, 1402 (Dec. 28, 2001). That change was also
needed for the proper functioning of FISA generally, not simply for surveillance of agents of al
Qaeda. In the wake of the September | [ attacks, there was bound Lo be z substantial increase in
the volume of surveillance conducted under FISA, which would strain existing resources. As a
result, it was undoubtedly recognized that, in order for the emtergency authority to be useful as a
practical matter in any foreign infelligence case, the Department of Justice would need more than
24 hours to prepare applications after initiating emergency surveillance. Similar broadly based
considerations underpinned the other amendments to FISA that were enacted in the fall of 2001

L L. AT Ry

As a result, we coniclude that the enactraent of amendments to FISA afier the passage of
the Congressional Authonzation does not compel a narrower reading of the broad terms of the
Authorization. The unqualified terms of the Congressional Authorization are broad enough on
their face to include authority to conduct signals infelligence activity within the United States.
We believe that the Congressional Authorization can thus be read to provide specific authority
dunng this armed conflict that averrides the limitations in FISA. The Suprerne Court has
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repeatedly made clear that in the field of foreign affairs and particularly in the field of war
powers and national security, congressional enactments will be broadly construed where they
indicate support for the exercise of Executive authotily. See, e.g., Haig v. Agee, 453 V.S, 280,
293-303 (1981); United States ex rel. Knawff v. Shaughnzssy, 338 U.S. 537, 543-45 (1950); ¢f.
Agee, 453 1.5, a1 291 {in "the areas of foreipn policy and national security . . . congressional
silence is not to be equated with congressional disapproval”™); Dames & Moore v. Regan, 453
U.S 654, 678-82 (1981) (even where there is po express congressional authorization, legislation
in related ficld may be construed to indicate congressional acquiescence in Execulive action).
Here, the broad termus of the Congressional Authorization are casily read {o encompass aulhornty
for signals intelligence activities directed against al Qacda and its affiliates. (FSHSE-STANVAPID

2. At a minimum, the Congressional Authorization bolsters the case for

applying the cavon of constitutional avoidavce FSAST-STANNE)

Even if we did not believe that the Congressional Authorization provided a ¢lear result on
this point, at the very least the Congressional Authorization — which was expressly designed to
give the President broad authorily to respond to the threat posed by al Qaeda as he saw fit —
creates a significant ambiguity concerning whether the restrictions of FISA apply (o electronic
surveillance undertaken in the context of the conflicl with al Qaeda. That ambiguity decisively
tips the scales jn favor of applying the canon of constitutional avoidance to construe the
Congressional Authorization and FISA in combination so that the restrictions of FISA do nol
apply to the President’s actions as Comunander in Chief in attentpting to thwart further terrorist
attacks on the United States. As noted above, in this warlitne context the application of FISA to
resirict the President’s ability to conduct surveiltance he deems necessary to detect and disrupt
furthier attacks would raise grave constitutional questions. The additional ambiguity created by
the Congressional Authorization suffices, in our view, to warrant invoking the canon of

-constitutional avoidance and thus justifies reading the Congressional Authonization io eliminate
the constitutional issues that would otherwise anse if FISA were construed to Lmit the
Commander in Chief’s ability 1o conduct signals intelligence to thwart terrorist attacks.
Application of the canon (s particularly warranted, morecver, given Congress’s express
recognition in the terms of its Authorization that the President bas inherent authority under the
Constitution 1o iake steps {0 protect the Nation against attack. The final prearobulatory clause of
the Authorization squarely states that “the President has authority under the Coustitution to take
action to deter and prevent acts of international terrorism against the United States.”
Congressional Authorization pmbl. As commentators have recognized, this clause “constitutes
an extraordinarily sweeping congressionaf recognition of independent presidential constitutional
power {o employ the war pawer to combat terrorism.” Paulsen, 19 Const. Comment. at 252,
That congressional recognition of inlicrent presidential authority bolsters the conclusion that,
when FISA and the Congressional Authorization are read together, the canon of constitutional
avoidance should be applied because it cannol be said that Congress has nnequivocally indicated
an intention to risk a constitutionally dubious exercise of power by restiicting the autherity of the
Comunander in Chief to conduct signals intelligence in responding fo the tervorist attacks.
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In sum, the constitutional avoidance canon is property applied 10 conclude that the
- Congressional Authorization removes the restrictions of FISA for eleclronic surveillance
undertaken by the Department of Defense and directed "“against those nations, organizations, or

persons (the President] defermines plann 176 . _ )
thﬁun’ed on September L1, 2001 Y

fits (hat description.® (FSHS-STEMWANE}

As a result, we believe

that a thorough and prudent approach to analyzing the legality of STELLAR WIND must also
take into account the possibility that FISA may be read a5 prohibiting the electronic surveillance
activities at issue here. We tum o that analysis below. (FSASE-STLRUANE
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C. IT FISA Purporited To Probibit Targeted, Wartime Surveillance Against the
Enemy Uoder STELL AR WIND, It Would Be Unconstitutional as Applied

{FSHS-STEY AT

Assuming that FISA cannot be inteypreted (o avoid the constitutional issues that anse if st
whether FISA, as applied in the particular circumstances of survetllance divected by the

Commauder in Chief in the midst of an armed conflict and designed to detect and prevent attacks
upon the United States, is unconstitutional. We conclude that it is. (FSHS-STEAAANE)

L. Even in peacetime, absent congressional action, the Presideat has
igherent constituiional authority, consistent with the Fourth
Amendment, (o order warrantless foreign intelligence surveillance

i = TT LN

We begin our analysis by selting to ane side for the moment both the particular wartime
context at 1ssue here and the statutory cons(raints imposed by FISA to examine the pre-existing
constitutional authority of the President in this field in the absence of any aclion by Congress. [
has lorig been established thal, even in peacetime, the President has an inherent constitutional
authority, consistent with the Fourth Amendment, to conduct warrantless searches for foreign
mtelligence purposes. The Constitution vests power in the President as Comumander in Chief of
the acened (orees, see U.S, Const, ant. [T, § 2, and, inmaking him Chief Execulive, granis him,

- authority over the conduct of the Nation's forejgn affairg. As the Supreme Court has explained,
“[t]he President is the sole organ of the nation in its external relations, and ifs sole representalive
with foreign nations.” United States v. Curtiss-Wright Export Corp., 299 U.S. 304, 319 (1936)
{(internal quotation marks and citations omitted). These sources of authority grant the President
inherent power both to take measures 10 protect national security information, see, e.g.,
Depariment of the Navy v. Egan, 484 1.5. 518, 527 (1988), and more generally lo protect the
security of the Nation from foreign attack. Cf. The Prize Cases, 67 U.S. (2 Black) 635, 663
{1863). To camry oul these responsibilities, the President must have guthority fo gather
information necessary for the execution of his office. The Founders, afler all, inteaded the
President to be clothed with all avthority necessary to carry oui the responsibilities assigned to
him as Commander 11 Chief and Chief Executive. See, e.g., The Federalisi No. 23, at 147
(Alexander Hamilton} (Jacob E. Cooke ed. 1961) (explaining that the federal government will be
“cloathed with all the powers requisite to the complete execution of sts trust™); id. Neo. 41, at 269
{James Madison) (“Security against foreign danger is one of the primifive objects of civil
society. . .. The powers requisite for attaining it must be effectually confided to the feederal
couneils.”); see also Johnson v. Eisentrager, 339 U.S. 763, 788 (1950) ("“The first of the
enumerated powers of the President is thal he shall be Cammander-in-Chief of the Ammy and
Navy of the United States. And, of course, grant of war pawer includes all thai is necessary and
proper for carrying these powers into execufion.” (citation omitted)). Thus, it has long been
recognized that he has authority to hire spies, see, e.g., Totten v. United States, 9211.8. 105, 106
(1876), and his authority to collect intelligence necessary for the conduct of foreign affairs hay
frequently been acknowledged. See Chicago & §. Air Lines v. Waterman 5.5. Corp., 333 U.S.
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103, 111 (1948) (“The President, both as Commander-in-Chief and as the Nation's organ for
foreign affairs, has available intelligence services whosé reports neither are nor ought o be
published to the world.”); Curriss-Wright, 299 U.S. at 320 (*"He has bis conflidential sources of
information. He has his agents in the form of diplomatic, consular and other officials.”).

-
FEINL

When it comes to collecting foreign intelligence information within the United States, of
course, the President must exercise his inherent authorities consistently with the requirements of
the Fourth Amendment.”? Determining the scope of the President’s inherent constitutional
authority o this field, therefore, requires analysis of the requirements of the Fourth Amendment
- at least to the extent of determining whether or nol the Fourth Amendment imposes a warrant
requirement on searches conducted for foreign intelligence purposes, If it does, then a statute
such as FISA that also imposes a procedure for judicial authorization cannot be said to encroach
upon authorities the President would otherwise have ¥ FSHSESTEWAHMED

The Fourth Amendruent prohibits “unreasonable searches and seizures™ and directs that
“no Warranis shall issue, but upon probable cause.” U.S. Const. amend. [V. Ip “the criminal
context,” as the Supreme Court has pointed out, “reasonableness usually requires a showing of
probable cause™ and a warranl. Board of Edue. v. Earls, §36 U.S. 822, 828 (2002). The warrant
and prohable cause requirement, however, ts far from universal, Rather, the “Fourtth
Amendiment’s central requirement is one of reasonableness,” and the rules the Court has
developed to implement that requirement “[slometimes . . . require warrants.” /Hinois v.
MeArthur, 531 U.S. 326, 330 (2001); see also, e.g., Earls, 536 U.S. at 828 (“The probable cause
standard, however, is peculiarly related (o criminal investigations and may be unsuited to
determining the reasonableness of adiministrative scarches where the Governent seeks to
prevent (he development of hazardous conditions.” (emphasis added; internal quotation marks

omitted)). (U)

[n particular, the Supreme Court has repeatedly made clear that in situations involving
“special needs” that go beyond a routine mlerest in law enforcement, (here may be exceptions to
the warrant requirement. Thus, the Court has explained that there are circumstances “*when
special needs, beyond the normal need for law enforcement, mnake the warrant and probable-
cause requirement impracticable.” Vernonia Sch. Dist. 47J v. Acton, 515 U.S. 646, 653 (19935)
(quoting Griffin v, Wisconsin, 483 U.S. 868, 873 (1987)); see also McArthur, 531 11.8. at 330
(*We nonetheless have made if clear that there are exceptions to the warran( requirement. When
faced with special law enforcement needs, dimindshed expeclations of privacy, minimal

¥ The Fourth Amendment does not protect alicns outside e United States. See United States v. Verduga-
Urquidez, 494 U5 259 (1990). (U)

¥ We assumie for purpases of the discussion bere that content eollection under STELLAR WIND is subject
1o the regurements of the Fourth Amendment. In Part V of this memorandum, we address the reasonableness under
the Fourth Amendment of the specific kinds of collection that occur wnder STELLAR WINLL. In addition, we note
that there may be 5 basis for concluding that STELLAR WIND is a muilitary operation 1o which the Fourth
Amendment does not even apply. Ses infra n.84. (FSHSESTLWHNE)
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intrusions, or the like, the Court has found that certain general, or individual, circuumstances may
render a warrantless search or seizure reasonable.”). It is difficull to encapsulate in a nutshell the
different circumstances the Court has found qualifying as “special needs” juslifying warrantless
scarches. But generally when the govenunent {aces an increased need fo be able to react swiftly
and flexibly, or when there are interests in public safety at stake beyond the interests in law
enforcement, the Court has found the warrant requirement inapplicable. (U)

Thus, among other things, the Courl has permitted warrantless searches 1o search property
of students in public schools, see New Jersey v. T.L.0., 469 U.S. 325, 340 (1985) (noting that
wartran! requirement would “unduly iaterfere with the maintenance of the swift and informal
disciplinary procedures needed in the schoals”), to screen atliletes and students involved in extra-
curncular activities al public schools for drug use, see Vernonia, 515 U.S. at 654-655; Farls, 536
U.S. at 829-38, and to conduet drug testing of railroad personnel involved in train accidents,
see Skinner v, Railway Labor Execuiives' Ass'n, 489 U.S. 602, 634 (1989). Indeed, in manty
special needs cases the Court has even approved suspicionless searches or seizures. See, e.g.,
Earls, 536 U.S. at 829-38 (suspicionless drug testing of public school students involved in extra-
curricular activities); Michigan Dep't of Staie Police v. Sitz, 496 U.S. 444, 449-55 (1990) (raad
block to check all motorists for sigos of drunken driving), United States v. Martinez-Fuerte, 428
U.8. 543, 562 {1976) (road block near the border to check vehicles for illegal immigrants), Bu
see City of Indianapolis v. £dmond, 531 U.S. 32, 41 (2000) (striking down use of roadblock to
check for narcotics aclivity because its “primary purpose was to detect evidence of ordinary
eriminal wrongdoing®). (U0

The field of foreign intelligence collection presents another case of “special needs beyond
the normal need for law enforcement” where the Fourth Amendment’s touchstone of
reasonableness can be satisfied without resort (o a warrant. In foreign intelligence investigations,
the targets of surveillance are agents of (oreign powers who may be specially trained in
concealing their activities fiom our govemnment and whose activities may be particularly difficult
to detect. The Executive requircs a greater degree of {lexibility in this fleld to respond with
speed and absolute secrecy to the ever-changing array of foreign threats it faces. The object of
searches in this field, moreover, is seouring information necessary 1o protect the national security
from the hostile designs of foreign powers, 