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April 4, 2012

The Honorable Daniel Inouye

President Pro Tempore of the Senate, Washington, D.C. 20510
TheHonorable John A. Boehner

Speaker of the House of Representatives, Washington, D.C. 20515

DEAR SENATOR INOUYE AND SPEAKER BOEHNER:

2SS NB LX SIFaSR (2 y2G6AFe e2dz 2F GKS [/ 2YYA&aaah
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Authorization Act (amended by Pub. L. No.-108, section 635(a)) provides the basis for this hearing.

At the hearing, the Commissioners heard remarks from former Vice Chairman of the Joints
Chiefsof Staff Gen. James Cartwright (USMC, Ret.), now Harold Brown Chair of Defense Studies at the
Center for Strategic and International Studies, and testimony from three panels of expert withesses.

Richard Bejtlich of Mandiant, Nart Villeneuve of TrendrMiand Jason Healey of the Atlantic
Council discussed trends in Chinese computer network exploitation. Mr. Bejtlich and Mr. Villeneuve
RSAONAOSR GKSANI NB&aSFNODK 2y LISNBRAaGSyld OeoSNI Sa
entities, and nongeernmental organizations. Mr. Healey described a framework for holding nationas
accountable for malicious cyber activity emanating from their borders.

Henry Sokolski of Nonproliferation Policy Education Center and Dr. Phillip A. Karber of
Georgetown Uniersity discussed Chinese fissile material production and methods of concealing
ydzOt SIFNJ YIF GSNAIf ao ¢KSe UGSAGATFTASR UKIFG / KAYl Q3
doubt about the size and nature of its nuclear stockpile.

A panel on Chinesnuclear forces and strategies included Dr. Mark Schneider of the National
Institute of Public Policy and Dr. Phillip C. Saunders of the National Defense University, with Mark
Stokes of the Project 2049 Institute providing written testimony for the recofte witnesses
described the evolution of Chinese views on nuclear war fighting and the implications for the United
States.

Finally, Representative Frank Wolf presented remarks on the potential dangers of Chinese
telecommunications equipment.

We note that prepared statements for the hearing, the hearing transcript, and supporting
R20dzySyia adzoYAOGGSR o0& (KS ¢gAlySaasSa oAttt azzy
www.uscc.gov Members and the staff of hCommission are available to provide more detailed
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briefings. We hope these materials will be helpful to the Congress as it continues its assessment of
U.S-China relations and their impact on U.S. security.

The Commission will examine these issuam@with other topics enumerated in its statutory
mandate, in its 2012 Annual Report which will be submitted to Congress in November 2012. Should
you have any questions regarding this hearing or any other issue related to China, please do not
hesitate tohave your staff contact our Congressional Liaison, Jonathan Weston, at (2023 &24r

via email ajweston@uscc.gav

Sincerely yours,

Dennis C. Shea William A. Reinsch
Chairman Vice Chairman
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This tanscript has been amended based on clarifications submitted by Commissioners and witnesses.
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DEVELOPMENTS IN CHINA’S CYBER AND NUCLEAR CAPABILITIES

MONDAY, MARCH 26, 2012

U.S:CHINA ECONOMIC AND SECURITY RESOBWISSION
Washington, D.C.

The Commission met in the HyltoRerforming Arts Center of the George
Mason University Prince William Campus, Manassas, VA at 9:30a.m., Chairman
Dennis C. Shea, and Commissioners Jeffrey L. Fielder and Larry M. Wortzel
(Hearing CeChairs), presiding.

OPENING STATEMENT OF COMMISSIONER JEFREY L. FIEDLER
HEARING CO CHAIR

HEARING CGHAIR FIEDLER: Welcome, everyone. My name is Jeff
Fiedler, ceChair of the U.SChina Economic and Security Review Commission's
hearing on "Developments in China's Cyber and Nuclear Capabilities."

We have sme excellent witnesses joining us today to provide
testimony about China's evolving strategic capabilities.

Before we begin today's panels, we're honored to receive opening
remarks from former Vice Chairman of the Joint Chiefs of Staff and current Harold
Brown Chair in Defense Policy Studies at the Center for Strategic and
International Studies. General James Cartwright. Welcome, General.

General Cartwright really needs no introduction. However, I'd like to
note that this is his second appearance beéothe Commission. | think it's fair to
say that his first testimony back in 2007, while serving as head of U.S. Strategic
Command, was an inflection point for the Commission's work on cyber.

Over these past five years, we've placed greater and greamphasis
on cyberrelated issues, a trend we continue with today's hearing. It's clear that
the General's impact on the U.S. military was the same even as he divided his time
among issues ranging from missile defense to the war in Afghanistan.

General,on behalf of the Commission, | want to thank you for your
distinguished service and your participation here today. We look forward to your
remarks, and | don't know if you can top your last statement when you were
before us that cyberwar was a weapon ofass destruction.

Thank you, sir.



PREPAREDSTATEMENT OF COMMISSIONER JEFFREY L. FIEDLER
HEARING CO CHAIR
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strategic capabilities.
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Charman of the Joint Chiefs of Staff, and current Harold Brown Chair in Defense Policy Studies at the
Center for Strategic and International Studies, General James Cartwright.
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same, even as he divided his time among issues ranging from missile defense to the waamsfdg.

General, on behalf of the Commission, thank you for your distinguished service and for your
participation here today. We look forward to your remarks.



OPENING STATEMENT OF GEN. JAMES CARTWRIGHT (USMC, Ret.)
SENIOR FELLOW, CENTER FOR STRATEGIC AND
INTERNATIONAL TUDIES

GENERAL CARTWRIGHT: I'll try to not be so controversial this time
around.

COMMISSIONER BARTHOLOMEW: Oh, we like it.

HEARING CGGQHAIR FIEDLER: Please do.

[Laughter.]

GENERAL CARTWRIGHT: | would like to take just anfewtes on
both the cyber issue and the nuclear issue if that would be okay.

HEARING CQGHAIR FIEDLER: Please.

HEARING CGHAIR WORTZEL: That would be great.

GENERAL CARTWRIGHT: Just to give you some thoughts on both of
them. | think one of the thigs that's becoming evident, particularly since the
last time that | had a chance to talk with the Commission, is that the concerns
that we have in cyber with the Chinese really do rise to the level of national
security issues, in particular, the potentidlireat and theft of intellectual capital,
and that constant and persistent threat, that while it's very difficult in cyber to
have a smoking gun, so to speak, the clear paths back into servers and other
mechanical devices inside of the Chinese sovereigmdm remains a constant
problem for us.

And so | think one of the things that I'd like to highlight here is that
we have to find a dialogue to address these issues, and my preference, my
recommendation, my personal opinion, is that that does not need ® & military
dialogue. It really neesito be a whole government dialogue that is more
comprehensive than what would occur in a atd-mil channel although having a
mil-to-mil dialogue is probably not a bad thing.

What we are watching and what we are cosvmed about are the
potentials for several different vectors to be used in cyber to come into the
United States. Whether it be for acts to gain knowledge and intellectual capital,
whether it's in the industrial area, or in defensé really doesn't matte. It is
still a national security issue when you look at the intellectual capital that is
being exfiltrated out of the United States.

We worry about the potential of our equipment through the supply
chain to have been tampered with, and that that equipmt could potentially hold
zero day exploits, things like that, whether they be on the IT side of the equation
or whether they be in other domains inside of various companies.

The second area that is probably very concerning to us is the wired
area. In daher words, the ability to come in and start to query directories and
whatnot of files on computers whether those computers be inside of companies,
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inside of education organizations, governmental organizations. All of those things
have information that wiken put together starts to build a story, starts to give you

a path and an understanding of how people think about things and also about the
intellectual properties that people have that might be of value.

| think the third area which is the most troubleswe for the
Department of Defense is the wireless approach, and this is the ability to get into
what people will think about today as more things like iPads and telephones and
whatnot, but really what you're saying here is that any aperture that's out there
is a target.

Those apertures can be on military systems, whether they be missiles
or airplanes or ships or ground systems. Those apertures can obviously be in
embassies and all over the country, and so these kinds of accesses are
troublesome because athe end of the day, whether you're traveling through
fiber or copper or through the air, it's just a waveform on which there's generally
some sort of a vehicle, a truck, let's call it, that carries something that is as
innocuous as, you know, where am hé& what am | doing and what's the
environment here and what the directories files look like, to going inside the guts
of an airborne radar and looking at the buffer and overflowing it or doing things
like that, things that are systems that we count on dawyand day out.

The idea and the concern that thinking along those lines, imagine an
airliner, imagine what you could do on the inside of an airliner. An airliner today
is full of apertures. They bring on board phones, computing WiFi, et cetera.
That'san open door into the system.

Now, it doesn't necessarily need to be the nation state. It doesn't
necessarily even need to be sponsored. But the opportunity there is significant,
and so thinking about those as forms of conflict. From the department's
standpoint, we rely on those apertures. We are very interconnected. Our
leverage is our ability to do work in environments and to coordinate between the
activities through command and control systems. Those systems are vulnerable.

And it's not to say hat any adversary wouldn't be thinking along
those lines, but the work that we've seen from the Chinese would indicate that
they are thinking along those lines, and that this is a threat that we're going to
have to understand and will persist.

The last thng | want to do in this is to demonize the Chinese. That's
not of anybody's benefit and oftentimes becomes a séitfilling prophecy, and |
worry about that, but there has to be a way to have dialogue. There has to be a
more robust dialogue.

My preference, my recommendation to the Commission, is that
dialogue should not be through the military, as | said before. That should be a
governmental activity, government to government. It has to include the private
sector, but it should be done on a concept whole of government, not on a pure
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defense construct, and so | really think that each of these avenues of appreach
and there are others. There's close proximity type ways with thumb drives and
things that people can get in and jump across air gapsnglsilike that.

But this is a country that prides itself on limiting access to the
networks. So to say that they don't have control is somewhat problematic for me.

The second area here is that as you think about cyber, | mean this is
an international foum. Okay. It still requires some bilateral work, but it needs to
be multilateral in the end to understand where we're going and how we're going
to do this, and you've got to think about it in a multilateral format, and in that
discussion there are certaithings, certain rights and certain responsibilities that
come with those rights.

If you're going to work in this environment, if you're going to use this
environment, it's a wonderful environment. It's highly leveraging. It has done so
much for our busness concerns all over the world to give us capability and
advantage when we can get it and for us to work in an international forum. But
with that comes responsibilities. With those rights come responsibilities.

From a military standpointwe try to understand what's an
appropriate response to these types of activities. Certainly when you start, you
want to be working on the Article 3 side, the normal legal side, looking at this
more as a crime type activity, and as you do so, trying to understahdt
precedents you set, how you get attribution, and how you then proceed to do
whatever needs to be done to first stop anything that's going on.

If you have a server that's spewing malicious code, to get that
stopped and get it stopped in hours, not ga and weeks. Then the next thing is
to try to understand was this something that the server, whoever owned the
server, intentionally did? Were they the victim of a thiphrty, whether it be
somebody from the government or somebody, a private interesside in that
country, or was it somebody outside that country just using them as a vehicle to
get into you?

| mean all of those are possibilities. All of those need some sort of a
formal approach to be able to deal with and to work your way back throulgé
forensics of that kind of activity.

But what you have to deal with, and what we have to deal with, |
think, or what the military has to deal with is the immediacy. So this is not unlike
the current laws that exist. Stop the threat.

Now there's pénty of ways to do that. Heretofore, during my time in
the government for the last four or five years, the first thing we did was go to the
State Department and say this server in this country is putting out bad
information. Go to that country and ask ¢m to stop in 48 hours. We're not
judging them. We're not judging whether they're the guilty party. Just stop it.

Now, we've never had a country refuse to do that that I'm aware of.



But if they did, then you can invoke the right of seléfense. Theuestion is

what should that look like? My thought process up until now has been that that
server then without collateral damage around it is fair game to stop wherever it's
located because you gave the country fair notice, stop it.

That doesn't mean yo've eliminated the threat. These things go all
over the place, but it does mean that you have a venue by which you can say that
specific server was causing me problems, we complained, nothing was done, stop
it, and we have the tools to do that and to ddat just to that server.

Again, we've never had that problem. We've never had a nation state
turn around and say no, we're not going to stop it. But it's that thought process.

How are we going to actually make that policy and legislate that kind
of activity? You know, what is the right of hot pursuit in these environments? Is
it one server? Is it two servers back? What's fair notice? What's declaratory
policy look like? | thinkheseare all things that we have to start to get our mind
around, hut it should not be unilateral.

It should be done in a collaborative fashion on an international basis,
you know, first with our friends, and we have undertaken, the government has
undertaken the work to go to the Five Eyes construct in the intelligence
community because we have intellectual and classified exchange activities there
that are sanctioned, and we can move data back and forth. We can talk about
things that we may not talk about in a more open environment with the Five Eyes.

If we could do tha now with NATO, which best | can determine we're
on the path to do, that's almost 95 percent of the traffic on the wired side in the
world when you put the Five Eyes together with NATO. So | mean if we can come
to some common standards on an internatiolnlbasis to talk about these issues
about being attacked, describing those attacks, understanding what your standard
rules of engagement would be on a military side, understanding what declaratory
policy and judicial policy would look like in those enviroamis, and what's
appropriate and come to an agreement internationally. Is it just to the first
server and stop it? Is it to follow it back or do you wait and do you go through
the forensics through a more formal notice through the FBI, say, with that
country?

Those are all things that we're starting to do informally but now need
some structure around them. | think people are starting to understand this now,
but the question is how do you put structure in it, and how do you put structure
in it in such away because any time you put structure to something, there's a
down side to it. You're giving something up.

And so that debate needs to be more public, and it needs to go
beyond our borders, but we hava particular problem right now with the Chinese,
and it's more associated on the national security side, and | think that dialogue
has got to occur countrjto-country. I've been a party to two sessions with my
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counterparts to have this discussion, but quite frankly, the Chinese military is not
really where you want to have this dialogue.

You want to have this dialogue as a governméontgovernment
activity, not as a militaryto-military activity. The mito-mil will come, and it's
important, but not as important as coming to an understanding.

| think those are kind of the key issues that | would highlight, and
then I'm willing to follow you anyplace on questions.

If 1 could just say a few words on the nuclear side.

HEARING CGHAIR FIEDLER: Please.

GENERAL CARTWRIGHT: Again, my worry, particuésrie as a
government start to disengage, and be careful with that word, but start to move
out of Irag and move out of Afghanistan, and start to reposition ourselves in the
world, whether we call it a pivot or whatever we want to call it, the reality hese
we've always been in the Pacific. We're going back to the Pacific through the
forces that we removed from that venue in order to work in Afghanistan and Iraq
to a large extent.

But what should that posture look like? What we clearly are doing is
trying to find a way to have a southern hub in the Pacific because we've always
had the northern hub. We're worried about the North Koreans. But the southern
hub has been an area that we don't have the basing rights. We moved out of our
time in Taiwan. We'® moved out of our basing in the Philippines. Now,
permanent basing in the South Pacific is a problem.

For me, Australia doesn't count in that construct. It's too far south.
It's too far away. It is okay to use as a training base and whatnot, but otusdh
not be considered an operational activity.

How are we going to do that? Whether it's a lily pad construct where
we kind of move from place to place as we're welcomed. As you watch the
tensions rise in the Pacific, we gain more friends here, qurtenkly. We've got
to be careful about those friends, and we've got to be careful about demonizing
China as we do this.

The intent here is not to enter into conflict. The intent is to have
stability and ensure the Straits of Malacca and areas like thremhain open and
that the constructs that we have on an international side remain understood.

So extended boundaries into the sea to get mineral rights and energy
rights, et cetera, are problematic for us. Passage through those argast off
and coss companies large amounts of money to go around them. Those are
things we've got to worry about and that we should be considering about.

So on the strategic side, as you move forward here, they are
developing a nuclear capability. It is there. It is mmmething they need to
invent, but the scale of it is the issue here, and we are in this msed right now
of a pure bilateral relationship with the Russians. They remain the potent arsenal
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out there. | understand that. But the reality here is our tendour activities, our
relationships are so interdependent and intertwined with the Chinese that we
need to have this dialogue.

What worries me probably the most are the disconnects that tend to
occur between their government and their military. You case the ASAT test.

You can use the stealth fighter flight while the Secretary was there. | mean any
number of things that point to a disconnect in command and control between the
civilian leadership and the military.

They have a different concept thawe do of how cividmilitary comes
together, but at the end of the day, we need our senior leaders on the civilian
side to be able to have a good relationship, a transparent relationship. We need
as a nation to stop thinking bilaterally and now start toink multilateral when
we think about nuclear weapons because the activities associated with China and
how much it's going to grow, as you watch Russia and the United States start to
draw their arsenals down, where do we want to end up in this?

What's thegoal? What does it look like? Many of our weapons are
associated with first strike type activities or decapitating strike activities.
There's a way to negotiate those activities. If we could do that with the Russians,
we could drastically reduce the agsals we have. Do we want to let the Chinese
get beyond that and then have to negotiate back? Where do we want to be?

The longer we wait on this thing, the longer we put this off, the more
problematic it's going to be for us to have a multilateral appcd to nuclear
weapons. And that's not just the ability to strike with those, but proliferation
and nonproliferation. All of those venues need to be discussed.

It's not that they're not willing, but how do we start to get this into a
more authoritative activity so that we can actually start to work in this
environment as we move forward? 1 think this is very critical to how we go
forward.

So I'll hold there ad open for questions in any of those areas or any
place you'd like to go.



QUESTIONS AND ANSWERS

HEARING CQGHAIR FIEDLER: Thank you very much, General.

We do have a number of questions. | have a quick one. You said that
we've never had a natiostate refuse to help us when we've singled out a server.
Does that include the Chinese?

GENERAL CARTWRIGHTannot comment on specific countrieShe
challenge-

HEARING GCGQHAIR FIEDLER: Is attribution.

GENERAL CARTWRIGHIan many of these is @tting back to that
server and actually finding it. There are fingerprints

HEARING CGHAIR FIEDLER: Right.

GENERAL CARTWRIGHAwith any of these attacks, and many of
these attacks may have one country's fingerprints but be emanating from another,
and so you're going to have to do forensics to some extent to start to follow the
path back, but if you find the server that's offending, getting at that server first,
to me, is the logical step, whatever country it's in, and then you work on the
forensics after that.

HEARING CGGHAIR FIEDLER: Right. Mike.

COMMISSIONER WESSEL: Thank you for being here and for your
earlier testimony and the visit we had, and I'd like to refer back. As
Commissioner Fiedler had talked about, last time you were here, gad talked
about being-cyber being the WMD of the future.

You mentioned at the front end of your testimony questions about the
equipment and the supply chain, and | wanted to get your thoughts. As there is
more globalization of the supply chain, andette have been increasing concerns
about certain vendors that have at times talked about mitigation steps, et cetera,
how do you view that?

Are there ways of taking full mitigation that you can develop
confidence in foreign vendors or is there always gotogbe a certain amount of
risk that we have to accept, and the question is what is the tipping point for that
confidence?

GENERAL CARTWRIGHT: Yeah. | think that, you know, during my time,
at least, in government, we probably went too far in one dirextiof believing
that in many cases, for critical components, we were going to have-0n$y
foundries, so to speak. That's really unrealistic. The systems are too
interconnected. It doesn't mean that we shouldn't be wary, we shouldn't have
safeguards implace, testing, things like that, but the reality here is that it will
drive the cost in such a way that many American companies oftentimes won't be
able to compete.

Many of these vendors for things like SCADA systems and other types
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of switches are soelveraging in costs to go offshore that it's very difficult to keep
your supply chain pure.

Air gapping something, so let's just say it's a special system, and you
don't want it connected to anything, well, the first thing you find outtisat it
almostis connected, always touches something. If it didn't get designed that
way, some ingenious young person, old person, whatever, will find a way to get it
connected because they'll be trying to help somebody.

Oh, you'd like to have the weather at the saniene, here, let me just
connect this up for you. You know, if you're in the intelligence community,
they're your best allies, and over time somebody is going to penetrate that
network. You didn't intend it.

So the idea that the supply chain somehowudd be pure in that
network is also pretty remote because things break and bosses want things fixed
right away so you'll go get what you can get, and oftentimes you don't know the
pedigree of that equipment.

So having that, understanding that, is one sidethis equation.

Having testing, that's important. My sense is there ought to be some sort of
testing here, and there ought to be some sort of certification that goes with it so
you have a reasonable understanding of the risks that you're taking inryou
network, understanding that it's going to be connected to a network that's highly
risky. Dotcom is still the wild, wild West.

But as you look at this, we need to take mitigation strategies. From a
person who has spent the last several years on théeative side of cyber, one of
our best defenses is probably a flaw for us, but there is no such thing as a
blueprint that is accurate. There isn't. And there are switches put in and out,
and as soon as you change a system, it's very difficult to attack i

You've now got to go back in. So we tend to be our best, our own best
defense. We're also our own worst enemy in that we tend to be sloppy. But the
constant changing in our networks, there's no two systems in the electric grid
that are exactly thesame. None of them are purely to blueprint.

So having the blueprints is an advantage, but it's not necessarily the
answer. This is a very difficult activity. This is not television where some 18
year-old will come in and do it. This takeslot of work and a lot of people to do.

So the question from the supply side from my standpoint is you need
to start developing strategies, strategies that change your configuration on a
regular basis, strategies that match configurations with other systems to say a
they both telling me the same thing? So having duplicate systems, Hugck
systems, so that you know when you're being deceived, or that you find out as
early as possible in the game.

The military has got to get into this, too, and you cannot rely on a
single set of sensors, weapons and command and control in the future. It's just
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not reasonable. You're going to have to compare multiple sensors against
multiple command and control nodes against multiple delivery systems.

If you don't do that, you wolt know when you're being lied to. |
mean because | can make your display tell you whatever you want to see. So, you
know, these are the kinds of things that we have to start thinking. What are the
cyber strategies? How do you understand this? ButstBnvironment is so
leveraging to business and so leveraging to defense, it's a-gesik activity that
you go through.

Nothing is without risk, you know, and you got to look at the gains
that you get for it and decide how much risk you're willing to eéakand then
obviously be prudent and understanding of the risk that you are taking so that
when you undertake an activity, you're well aware of the risks that are there, too.

| mean it's just like me going to my bank online. I'm willing to sign up
for areduction in my privacy for higher assurance that the transactions are, in
fact, going to happen, and that they'll be cared for, and that they won't be lost or
compromised when they occur.

This idea of voluntariness has to be there, but you're going tckena
risk-gain calculus each time you do it.

HEARING CGQHAIR FIEDLER: Thank you.

One more. Dan.

COMMISSIONER BLUMENTHAL: Yes.

HEARING COHAIR FIEDLER: There are actually maybe two more.

COMMISSIONER BLUMENTHAL: Thank you for your testimony.

| had a question regarding taking the point that it shouldn't just be a
military-to-military dialogue. In my opinion, just following on this, the greatest
risk is obviously a major, a major cyber attack, actually that the Chinese are quite
open in writingabout and speaking about, and not only on the sort of force
enabling side in terms of what they might do in a conflict scenario, but actually
using cyber as a strategic offensive weapon like other countries have already
done.

And | just, if you could w&lme through the-and | understand part of
the problem with the PLA is they just won't talk. | mean that's one of the reasons
we need the whole government approach is the PLA doesn't like to talk to us very
much.

So if you could walk me through this soof deterrence thinking on
this. | mean it is just so hard to get your head around. | mean, you know, how do
you deter a major, you know, a major cyber attack that is not physical in nature,
but can still, as you said years ago, bring down a bankingesysdnd an electric
grid, or that's the next type of thing that might be used against us? Walk me
through the early stages of how to think about deterrence.

GENERAL CARTWRIGHT: My sense is that the 21st century deterrence,
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whether it be nuclear, whethert be bio, whether it be cyber, is going to, to a
large extent, be about anonymity and about attribution. Whether nuclegou
know, it's much more effective, rather than 300 ICBMs coming over the Pole, to
take a pickup truck and park it in the city. Qly.

In bio, it's going to take us a long time to understand where the attack
came from. In cyber, it's going to be much the same. Okay. So when you have
threats like that, the general deterrent construct is to remove as much as possible
the objectivefrom your adversary. So passive defenses talk about, in the kinetic
sense, talk about hardening, stapalfff distances for terrorists so that vehicles
can't get close to buildings, things like this.

You have to think about the same things in cyber. Wha¢ the things
that you can do that would mitigate the likelihood that a cyber attack could, in
fact, drop the whole electrical grid or a banking system or something like that?
These are the types of deterrent strategies that you have to think about.

Offense and mutual assured destruction is relatively low in utility in
these types of environments. Okay. So you're thinking more about the types of
defenses that deny your adversary their objective, and when you think about that
in cyber, as | just talkedbout, it's having baclup systems, it's having good
hygiene, which is generally our biggest problem, and I've talked before publicly
about there needs to be some sort of pubiprivate organization-l1 used as an
example the FDIGwhere you get the stamp o the outside that says | have good
hygiene, I've looked at my hardware, | do these kinds of inspections. You can
shop here or you can shop there, you know. It's your choice.

But have some sort of a venue like we do with the FDIC that is not
pure governnent, but has the authoriy to lay down a standard against which you
can use.

In the deterrence construct, | go back to the period of the '70s, '60s,
'70s, '80s, where we were worried about hijacking in this country, and with a few
air marshals, a very lowercentage in comparison to the number of flights, the
likelihood that you were going to be successful went down sufficiently that the
hijackers went away.

You're never going to make it go away completely, but what you're
looking for is the knee in theuwrve. What does it take to make your adversary
believe that the likelihood of success has been significantly diminished? That
applies all the way up to fulblown war.

Now, | don't believe anybody is going to invade the United States. But
for us, | thnk at least for the next five to ten years, the biggest threat that we
have is the unknown. It doesn't take all the banking system to come down. One
bank and somebody claiming they cyber hacked it is enough to make you question
whether you should go backo the bank tomorrow.

It's the same with an airline or any other thing. So it's less the
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massive attack that you worry about; it's the loss of confidence in the country
that can occur from a limited attack that is very difficult to put attribution to.
Those are the kinds of things | think that we have to worry about.
COMMISSIONER BLUMENTHAL: If you would, explain why the
retaliatory strategy would not work?
GENERAL CARTWRIGHT: Well, number one, it's not immediate and

proximate.
COMMISSIONER BLUMHEMIL: Okay.
GENERAL CARTWRIGHT: | mean that's the biggest problem.
HEARING CQHAIR FIEDLER: Time for one last question. Larry
Wortzel.

HEARING COGHAIR WORTZEL: General, thank you very much for
thoughtful testimony and for agreeing to come out heeesecond time.

| want to take you back to your days as the STRATCOM commander and
talk about nuclear issues. The Russians have changed much of their warfighting
doctrine, particularly in the Far East, and are reintroducing tactical and even what
boilsdown to nuclear weapons because of their lack of manpower and weakness.

It seems to me that makes the fire break between conventional and
nuclear war more fragile and makes nuclear war more likely. Is China likely to
mirror that Russian doctrine in seldefense, and if they do, what does that do to
INF forces and treaty?

GENERAL CARTWRIGHT: 1 think there's a couple of axioms that still
seem to hold true. Nation states acquire nuclear weapons as a shield. Terrorists
acquire them as a weapon, as a sword hat tends to still be true.

Nations that believe that the strength of countries that might, in fact,
pose them threat, when that strength is substantial and outnumbers in significant
ways, whether it be in weapons or people, nuclear weapons becomevaler--
okay--in their mind.

Russian military is not growing. It's decreasing, and you can look at
the demographics of the country. They're on the decline from a pure who could
be in the military standpoint. The number of systems they have are decginin
When they look to their south, they see nothing but growth, and they see nothing
but large numbers.

So for the Chinese, it doesn't make a lot of sense to go that path, but
for the Russians, they're starting to perceive a threat. They may believeether
still a threat from Europe. To us it doesn't make sense, but that's their own
psyche.

So they're looking at threats that they can no longer outman. They
certainly can outquality in many venues, but the numbers game is working
against them, and the look at these things as being right on their borders, not
across the ocean from them or something like that, and so they're very proximate
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threats.

As you start to look at treaty constructs, as we go forward, we
certainly need to be mindful of that thraet and their perception of that threat.

It's very real to them. Okay. We can't just dismiss it with why can't you just
agree to get along?

And so as we go beyond new START, we need to now start to
understand the implications of cyber, missile defensend¢-range conventional,
and then nuclear. And we probably need to start to find a way to get away from
just a pure us versus Russia longnge strategic weapons and get into a more
fulsome dialogue, but doing that in the silos of tactical, strategic, comvonal is
not going to do us well.

We've got to start to make the problem harder to understand the
context in which we're making these decisions because doing it in the Aegis is not
working for us. Just taking care of long range strategic makes usdeedl, but it
isn't solving the global problem.

HEARING CGHAIR WORTZEL: Thank you very much.

HEARING CQHAIR FIEDLER: Thank you very much, General. Always
good to see you again.

GENERAL CARTWRIGHT: Thank you. Take care.

HEARING CCGHAIR FIEER: Thank you.

The next paneljust a couple of minutes while the next panel
assembles.

[Pause.]
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PANEL | 1T CYBERSECURITY

HEARING CGHAIR FIEDLER: Okay.

HEARING COGHAIR WORTZEL: All rigiRlease take your seats.
We're going to start the first panel of the day.

Our first panel is on cyber issues, and we're pleased to welcome three
of the best in the field: Richard Bejtlich, Nart Villeneuw#d | get that right?

MR. VILLENEUVE: Yes.

HEARING C@HAIR WORTZEL: Thank you. And Jason Healey.

Mr. Bejtlich is Chief Technology Officer at Mandiant. He's a former
military intelligence officer and has over 13 years experience in enterprise level
intrusion detection and incident response. ek authored several books on the
subject and reviewed dozens of books.

Mr. Villeneuve is a senior threat researcher at Trend Micro where he
focuses on targeted malware attacks, botnets, and the criminal underground.

Previously, his technical researat the University of Toronto led to
the discovery of two cyber espionage networks, GhostNet and ShadowNseitd
there were two great publications on thatwhich compromised foreign
governments and missions.

Mr. Healey is the Director of the Cyber Stateftranitiative of the
Atlantic Council, focusing on international cooperation, competition and conflict
in cyberspace. He's got extensive experience in the private sector and the White
House and began his career in the U.S. Air Force.

Thank you for beindiere. A couple of procedural notes. We expect
Representative Wolf around 11 a.m., and we're going to just hold the panel and
yield for his remarks.

Second, | want to remind you that we try and hold the testimony itself
to seven minutes, which we have yo written statements, and we've read them,
but it leaves a lot more time for questions. You saw we didn't have much time for
guestions before.

So, Mr. Bejtlich, we'll let you begin. Thank you.
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OPENING STATEMENT OF RICHARDBEJTLICH
CHIEF SECURITY OFFIC E, MANDIANT

MR. BEJTLICH: Good morning, Mr. Chairman, members of the
committee, and thank you for the opportunity to contribute to today's hearing.

I'm the Chief Security Officer at Mandiant, and if | could be the CTO,
that would probably be a nice proation, but for now I'm the Chief Security
Officer.

We're a private company that provides software and services to detect
and respond to digital intrusions. My testimony draws on our company's
experience as well as four years defending General ElectriDiasctor of Incident
Response, and I've defended Western interests against serious intruders since
1998 when | was a captain in the Air Force.

Because my most recent experience draws on work done in the private
sector, I'm not the person to ask about theructure of the Chinese military or
the actual roots that are behind it. However, | can give you my company and my
colleagues' perspectives on this problem.

Our intelligence team tracks about 20 groups that we designate as
Advanced Persistent Threat eoos. We tend to take the strict definition of APT,
as defined by the Air Force in 2006, as groups that are acting from China.

We currently categorize these groups as having different skill levels.
We categorize about a quarter of those 20 to have wiwag would consider high
skill, about onequarter having medium skill, and, as you might expect, one
quarter having low skill. The final quarter are groups that we have just recently
identified, and we don't have enough data yet to tell you whether you cadmes
them high, medium or low.

Most of the groups we track target the U.S. defense industrial base,
but also some of these groups target U.S. government agencies, think tanks,
political organizations, and other commercial and private targets, and our most
recent report broke out the percentages of activity against different elements of
this nation's infrastructure.

So 23 percent of the activity that we saw covered communications
companies, and by that | don't mean ISPs, | mean people who make telecom gear
18 percent affected aerospace and defense; 14 percent computer hardware and
software; ten percent energy or oil and gas; ten percent electronics; and the
remaining quarter was considered "other,” of which the financial sector was the
largest.

You'llnotice if you compare those sorts of companies and industries
to your last year's report, it matches up pretty nicely with some of the strategic
sectors that China has targeted.

| have a couple of case studies where I'd like to illustrate some trends
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we've seen in intrusions linked to China. The first case describes APT actors who
assembled intellectual property that they needed to replicate a product, and the
second one describes APT actors who are present during merger and acquisition
activities.

In the first case, in early 2011, and these are all from just last year for
your reference, we were contacted by an electronic components manufacturer as
a result of a notification by a thirgparty, namely, a government agency.

We discovered that this organizi@n had had technology stolen from
it, and the victim did not place a lot of value on that particular component
because what they said was this component is something that you have to pair
with another piece of technology in order to have value. Now,arlg, they were
making it; they were selling it. But they said | don't understand why an intruder
would want this; you have to put it with something else.

Well, wouldn't you know two weeks later, we got a call from that
second company that made the othdralf of the component, and they said
somebody just stole this from us. We don't understand what the deal is, but we
don't think it has that much value because you need Part A. Well, we were in a
position to see Parts A and B stolen, put them togetherdarbviously the
intruders had the same sort of interest as well.

The second case involved a large European defense contractor. They
also had received a thirgharty notification that there was a problem. They
suffered the same sorts of intrusions as youopably read in the news, malicious
PDF attachment, user clicks on it, the intruder then proliferates throughout the
environment. In the course of our investigation, we found that the intruder had
ultimately stolen about 50,000 files, and the thing thataw interesting about this
case was that this large organization was in the course of doing merger and
acquisition activities.

Specifically, they were looking at buying a smaller company, and what
we found was that this smaller company was completely coompised by Chinese
actors, and so as a result of our work with both these organizations, we were able
to find the problem, take care of it, and then move on.

This idea of the Chinese going after smaller organizations that have
been identified as being abduo be acquired by larger ones seems to be a trend
because a lot of the companies that you see represented in the audience today,
they've done a good job hardening themselves against these bad guys, but the
smaller ones aren't there yet.

I've got a coupd other statistics I'd like to share based on our analysis
of these groups over the last year. 94 percent of our victims learn of the
compromise via third party. That's mostly the FBI. There is some NCIX and some
by some other means. That means onlx giercent found it themselves. Most of
these organizations just don't have the tools, processes, staffs, or rsiatd
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necessary to deal with these intruders.

Secondly, themediannumber of daysthat elapsed between where we
found the intruder getting intoa company and someone doing something about it
was 416. In other words, these intruders are in these organizations well over a
year, doing whatever they want before anyone even notices.

The only bright side to this is this is actually a decrease. Tatpjidt's
two to three years, and you have even seen the public Nortel case where it was
something on the order of ten years.

And, then, finally, we have seen the bad guys using stolen credentials
in 100 percent of the cases. So whenever you focus onlgpgou're going to miss
a lot of the cases because the bad guys are going in there stealing credentials and
then look like normal users.

Now, it's important to realize these groups use the level of
sophistication they need to accomplish their objectivieyt | prefer to emphasize
the advanced nature of the intrusion management skills when explaining that
these groups, you've got some of the most motivated, wedsourced, weld
staffed companies in the world fighting these guys, and no one has solved this
problem. And so it really speaks to more of a larger picture than what we have
here.

Finally, Mandiant is not aware of any specific attacks against an
organization's supply chain or cloud infrastructure. Supply chain attacks can be
detected, but to tel you the truth, the cloud attacks really worry us because it is
difficult for a cloud victim to know that something has happened, and it's difficult
for the cloud provider to tell that something has happened.

You want to talk about the Internet being the&Nild West." The cloud
is certainly awild West out there.

And finally, two recommendations that | would makesirst, |
recommend Congress consider an "are you compromised"” assessment to be done
on an annual basis to tell if organizations have been compromised, as opposed to
something like an "are you vulnerablebecause everyone is vulnerable.

And then, seconty, | recommend the adoption of an open standard
for exchanging technical data. Our company has something called OpenlOC that
would help in this regard.

| thank you for the opportunity to testify, and | welcome your
guestions.
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PREPAREDSTATEMENT OF RCHARD BEJTLICH
CHIEF SECURITY OFFIC E, MANDIANT

March 26, 2012

Richard Bejtlich

Chief Security Officer, Mandiant

Testimony before the U.&hina Economic and Security Review Commission
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hearing. | am Chief Security Officer at Mandiant, a private company that provides software and

services to detect and respond to digital intrusio® a® 0SaltAavYz2ye RNl ga 2y +
experience, as well as four years defending General Electric as Director of Incident Response. | have
defended Western interests against serious intruders since 1998 when | worked as an analyst and
intelligence offcer at the Air Force Computer Emergency Response Team, the Air Force Information
Warfare Center, and the Air Intelligence Agency.

Because my most recent experience relies on work done in the private sector and enterprise

customers, | am not able to prowdirstK I YR I yagSNER (2 ljdzSadAiz2ya 02yO0
ASOdzNAGe ASNBAOS&a>S ONAYAYLFE 3INRdAzZLIAZ 2N 20 KSNI LI
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Department.

However, | can comment on the characteristics of the groups that the Mandiant Intelligence Team has
identified as Advanced Persisteftireat, or APT, actors. For the most part, our team and | use the

strict definition of APT as created by the Air Force in 2006, namely as an unclassified reference to
intrusions sets ultimately traced back to actors in China. Members of our team hzresiee

knowledge of these actors that includes time at Mandiant and other organizations focused on the

threat fromthe Asig  OAFA O NBIA2Yy O al YRAIYGQa laaSaayvySyl
aspect of an intrusion, such as an IP address ovinyesl Chinese registrant, or the presence of Chinese
language characters in malicious tools or other code. Rather, Mandiant dynamically tracks, over time
and subject to continuous modification and refinement, APT groups using a variety of indicators of
compromise.

Our intelligence team currently tracks approximately twenty distinct APT groups. These groups include
all of the parties identified by reports publicly released by other security companies, as well as actors
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that we believe are unknown to marmyf those other companies. We have seen these groups

demonstrate various levels of technical and organization skill, with approximately a quarter having
GKAIKE alAffar 2yS ljdzZ- NISNI KIF GAy3 aYSRAdzYé &1 Af
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smaller teams who specialize in various stages of a compromise. For example, one crew may be tasked
with obtaining access to the victim; a second crew movesddiy through the organization to gather
intellectual property or other data; and a third crew steals or exfiltrates the data.

Most of the APT groups we track target the US defense industrial base (DIB). Some of these groups
also target US government aggies, think tanks and political organizations, and other commercial or
private targets. Our most recent{Vrends research report described our consulting caseload for 2011
in these terms:

Communications companies: 23%

Aerospace and defense: 18%

Compute hardware and software: 14%

Energy or Oil and Gas: 10%

Electronics: 10%

Other, of which the financial sector was the largest component: 25%

=4 =4 4 -4 A 2

The following case studies illustrate the trends we have seen in computer intrusions linked to China.
The first cae describes APT actors assembling the intellectual property they need to replicate a
complete product. The second case describes APT actors present during merger and acquisition
activities.

In early 2011, an electronics component manufacturer contadfatidiant as the result of receiving a
notification of compromise from a government agency. After conducting sweeps to obtain forensic
evidence, we realized that the attacker had been replacing their malware every six months during the
two years they had ben resident at the victim organizatian and this replacement occurred again
during the course of our investigation.

To maintain persistence, the attacker used a variety of backdoors, including some publically available
ones. One interesting custom badat consisted of a custom miniport driver, which listened for a

LI NI A Odzf  NJ aYlF3IAO LI O1Sidé¢ GKFEGX oKSy NBOSAPSREZ
compromised systems at this customer, the intruder installed malware on less than hadinof Eor

access to the other systems, the intruder relied on usernames and passwords stolen from the
organization.

Mandiantconsultants were able to forensically recover a partial listing of stolen intellectual property.
The victim company did not place a high value on the stolen data since it was merekg@ngoinent
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of a more advanced technology, and the victim did notregeoduce the other component parts.

While the more advanced product was extremely valuable, it could only be built by combining the
GAOGAYQa G(SOKy2f238 6A0GK LI NIGA FNRY | &aSO2yR 02
second company callddandiant. They had also been the victim of an advanced attack, and they also

lost intellectual property for a subomponent. It was only by connecting the dots between the two
GAOGAYEA GKFG GKS Fddalr Ol SNRa 32| fanydor apar@ledd | NY NI
technology, they had been tasked to acquire the more advanced, broader technology. The attackers

had performed reconnaissance to determine what companies produced the component technologies,

and then targeted those entities to steal atthey needed.

Later in 2011, a large European defense contractor contacted Mandiant just months after acquiring a
specialty service provider. The service provider had received information indicating that they had been
the victim of a targeted attack, athe parent company was concerned about the extent of the
penetration.

The attack began with a phishing email containing a malicious PDF attachment. Prior to sending the
email, the attacker had performed enough reconnaissance to uncover the name dafigidiral at a
competing organization with whom the victim user had previously corresponded. The socially
engineered email purported to be from that individual. When the victim opened the malicious
attachment, an intruder established a foothold in the eeviment. The attacker leveraged this initial
backdoor to move laterally throughout the environment, obtained legitimate credentials, and
ultimately stole over 50,000 files.

Based on the lessons learned from this incident, the parent company implemepextass requiring
every new acquisition to be vetted by the Mandiant Intelligent Response tool prior to being allowed to
join the corporate network. This process paid off in late 2011 when the company discovered an APT
group actively operating at anotheompany they were about to acquire. The integration was put on
hold until a thorough remediation and damage assessment was completed.

Through these sorts of cases, Mandiant extracted several other statistics which describe trends seen in
computer intrusiors attributed to APT groups.
1 94% of victims learn of compromise via third parties; only 6% discover intrusions

independently. Victim organizations do not possess the tools, processes, staff, or mindset
necessary to detect and respond to advanced intruders.

1 The median number of days that elapse between compromise of a victim organization and
detection or Mandiant involvement is 416 days. Incredibly, this number is an improvement
2PSNI LI ad AYONHZRSNI GRSttt (GAYSéE YSIFAdz2NBYSyds

1 Advanced itruders installed malware on 54% of systems compromised during an incident.

They did not use malware to access the other 46% of systems compromised during an incident,
meaning relying on tools that find malicious software misses about half of all vioctinputers.
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1 Mandiant observed intruders using stolen credentials in 100% of the cases it worked in 2011.
Intruders seek to use legitimate credentials and access methods as soon as possible, because
GKSe OFly (KSYy dao6fSYR Ayé 6AGK y2NXIE dzaSNJ I C

APT graps use the level of sophistication required to achieve their objective. For example, in 2011
Mandiant observed an increase in the usage of publicly available malicious tools by APT actors. We
assess that the adversary uses publicly available toolfeetreasons:

1. They already exist, so the intruder does not need to expend research and development
resources to create custom tools.

2. Many organizations allow internal use of the sorts of tools favored by intruders.

3. Publicly available tools rarely standibu I 3+ Ay ad GKS & yleval mtBidersONB | (G S
pursuingsmastanda NI 6 2NJ G020y Sié¢ AYyOINHzZAAZ2Yy & D

The use of public tools or leveraging publicly known vulnerabilities is a source of confusion for many
aSOdzNRG& LINPFSaaAz2yl f Zementkf$he ART deimdaqdresiittEhieseR G y C
actors deploy the most sophisticated digital weapons for all phases of an intrusion. | have personally
observed APT actors escalating their technical sophistication to adapt to countermeasures deployed by
computer incident response teams, so | know the APT can be as advanced as needed when the target
warrants it.

| prefer to emphasize the advanced nature of Chinese intrusion management skills when explaining the
sophistication of APT groups. It is sigaificthat the most welresourced, highly professional, and
Y2UAOF SR ySig2N] RSTFSYRSNAB 2y (G(KS LXIFySaG KI @S
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after significant investment in improved technology, business and IT processes, partnerships, and
staffing.

al yRAIYG A& y20 gl NB 2F ALISOATFTAO FadarO1a F3AFAy
in order to steal intellectual propgy, beyond what has been publicly mentioned in the press. Attacks
against the supply chain, when manifested as malicious code in trusted hardware or software, can
sometimes be discovered by end user organizations. Local security staff can identiflitieuna

code by the action it takes on the network, or by the way an adversary interacts with it. It is difficult

for end user organizations, and any consultants they hire, to gain visibility and awareness concerning
compromise of cloud platforms. Ingeral, do not expect cloud providers to be able to identify

adversary activity, because it is difficult for the cloud provider to differentiate between legitimate and
illegitimate access and use.

APT groups continue to focus on enterprise Windows comgutdthough other operating systems
have been compromised. Intruders exploit enterprise systems hosted in corgyvamgd data centers,
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and enterprise systems hosted at third party data centers. For the most part, mobile devices, true
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Concerning legislative or administrative actions that the U.S. Congress can take, | have two
recommendations. First, | believe far too much legislative and regulatory attention is paid to
O2YLX Al yOS gAGK adlyRIFINRa yR GKS jdzSadazy 2F
compliance with standards is, at best, effective at stopping some laskied intruders who

opportunistically exploit targets. Compliance regimes tend tootlevinto a paperwork exercise based

on subjective interpretations and the whims of an auditor.
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wasting time on this question, organizations shohly a 4 S R | 41 GKSYaSt gSa al |
other words, does the organization suffer an ongoing intrusion by a targeted intruder, whether from
China, Russia or a criminal group? It is a waste of time and resources seeking compliance with
standards while intruders are actively stealing data from a victim organization. The adversary will adapt

to any countermeasures deployed during the compliance exercise; | have seen this pattern repeated
regularly during my career.

To this end, | recommend Congré32 Y A A RSNJ 0 KS Ay dSaNI GdAzy 2F Ly &
into any new requirements levied on specific industries. These assessments should occur no less
frequently than once per year, although true continuous assessment ordaB@ycle is much me

effective in my professional judgement and experience. By requiring processes and technology to
FYA6SNI GKS aFNB @2dz O2YLINBRYA&ASRe ljdzSadAazys NB3d
for the first time, gather groundiruth knowledge on tle state of security in selected industries.

2 A0K2dzih {y28Ay3a KS NBIf daO2NB 2F (GKS 3L YSZé A
security.

My second recommendation involves sharing threat intelligence. | offer a few principles based on my
experience as someone who has created, consumed, and shared threat intelligence in a variety of

public and private roles.

1. First, adopt an open standard for exchanging technical data. Mandiant created the Open
Indicator of Compromise, or OpenlOC forntaty://www.openioc.com) for this very purpose.
It allows finegrained description of threat intelligence for use by analysts and software and is
free of charge with an open specification available online.

2. Second, recogre that dozens of effective threat intelligence sharing organizations already
exist. These include the Defense Industrial Base Collaborative Information Sharing Environment
(DCISE), the Bay Area CISO Council, the Financial Services Information Shaummadyais
Center (F3SAC), as well as other ISACs, and other groups. Understanding and coordinating
efforts among these groups is a good precursor to any additional sharing activity.
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3. Third, please note that intelligence sharing networks do not necdgsamprove as additional
members join. Having participated in these networks, | have seen a tendency for participants
to guard their contributions as the network adds those for whom trust cannot be established
on an interpersonal basis. Intelligence shgrrelies on trust in order to succeed, and trust is
built on personal relationships.

Thank you again for the opportunity to testify. | welcome your questions and comments.
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HEARING CCGHAIR FIEDLER: Thank you very much.
HEARING GCGHAIR WORTZEMr. Villeneuve.

OPENING STATEMENT OFNART VILLENEUVE
SENIOR THREAT RESEARHER, TREND MICRO

MR. VILLENEUVE: | would like to thank the members of the
Commission for inviting me today.

| spend most of my days investigating targeted malware attacks at
Trend Micro. My statement today is drawn from my experience in the two cases
that you mentioned, GhostNet and ShadowNet, but also a third report that | put
out recently called LURID, whidemonstrated that the same threat actors that
were attacking interests in the United States have shifted focus and have started
targeting spacerelated agencies in Russia and the former Soviet Union.

My statement is entirely my own opinion and does notaessarily
reflect the views of my employer.

| prefer to call these targeted malware attacks, whereas others prefer
to see them as a component of or directly call them Advanced Persistent Threat
activity. | believe that this activity can be tracked oweme and linked through
specific indicators to threat actors operating in the Chinese language or using
command and control infrastructure based in China or operating command and
control infrastructure from China.

However, | recommend caution when attertipg to determine
attribution based solely on technical indicators that are frequently spoofed and
often misleading. As the General mentioned this morning, | don't believe there's
a "smoking gun" in cyberspace.

While there have been a lot of accusation$ hype surrounding
several highly publicized attacks, the problem of targeted malware attacks is
severely understated, not overstated. Instead of focusing on the effect of these
attacks, most seem concerned with the level of sophistication and debatetivére
these attacks are advanced or not from a technical perspective.

So | would like to emphasize three points:

First, targeted malware attacks are extremely successful. The scope
of the problem is truly global, extending far beyond the U.S. It affects
governments, militaries, defense industries, highch companies, the energy and
finance sectors, intergovernmental organizations, nongovernmental organizations,
media outlets, academic institutions and activists around the world.

Often these attacks taget communities of interest that span these
categories. And once a compromised soft target is available, they can use that to
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launch attacks on more hardened targets. And these attacks are successful
because they leverage social engineering, or the afrtmanipulation, in order to
trick individuals into revealing sensitive information or executing malicious code.

The second point | want to make is that these targeted malware
attacks are not isolated incidents of "smash and grab.” We tend to see a lot of
focus around particular events, but | believe that it's better characterized as
malware-based espionage, or consistent campaigns that are a series of failed and
successful attacks against targets over time. And the objective is to establish a
persistentcovert presence in a target's network so that information can be
extracted as needed.

They don't necessarily need to grab something right away, but they
want to be able to obtain the information they want when they want it.

And one of the most importanand often overlooked elemerstof
these campaigns is the reliance on human labor, which stands in stark contrast to
the largely automated botnets operated by cyber criminals.

In addition to manual reconnaissance, the attackers will craft
individualized emails and package malware specifically for an individual group or
a group of targets. In addition, they'll adjust their tactics in reaction to the
defenses of the victim.

One of the trends I'm seeing is a lot of malware groups that have been
used in thepast heavily in North America are now shifting focus, focusing on
former Soviet Union, Taiwan, Japan, and Vietnam, as well.

This customization and low level of distribution provides the attackers
with a significant advantage over defenders that are langeelying on automated
systems.

Third, targeted malware attacks are not well understood. However,
careful monitoring and investigation can leverage mistakes made by the attackers
that allow us to get a glimpse inside their operations.

These campaignsan be tracked over time through a combination of
technical and contextual indicators, but this information is not often made public.

While some might believe that the threat actors behind these
campaigns have mythical capabilities both in terms of thepeoational security
and the exploits and malware tools they use, in fact, they often use older exploits
and simple malware. They do not always use "zero day" vulnerabilities, or
exploits for vulnerabilities for which there is no patch available.

The objectives of these attacks is to obtain sensitive data. The
malware used in the attacks is just an instrument.

So | make the following recommendations:

First, we need to broaden the scope of the stakeholders. While U.S.
government, military, critical inmfastructure and defense industrial base are well
understood as targets and often exchange information amongst each other, the
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scope extends globally, and government needs to engage additional stakeholders,
both inside and outside the U.S.

Major malwarebased espionage campaigns have been uncovered and
disclosed by researchers and private companies who need clear avenues for
information exchange. One of the problems I've personally faced is who to tell
about what | know.

In addition, the NGO communityparticularly those involved in
democracy promotion, human rights campaigns, as well as Tibetan activism, are
also being targeted by the same campaigns we see threatening the national
security of the United States.

While many of these threats are understddby a select few, including
a lot of people in this room today, the indicators that are so critical to defense
are rarely shared outside of trusted circles in order to avoid potentially tipping
off the attackers, who may subsequently adapt and change itest

However, the scope of the problem is so severe that | recommend
broadening stakeholder engagement with diverse communities in order to build a
wider network of trust so that the threat intelligence that is so critical to defense
can be shared.

Findly, I'd like to encourage responsible disclosure of compromise.
No one wants to admit that their organization has been compromised. However,
this obscures the problem. It hides the constant attacks and successful
penetrations by a discrete set of malwea-based espionage campaigns.

When Google broke the disclosure barrier and revealed that they had
been breached in what is now known as "Operation Aurora," it firmly placed the
issue of targeted malware attacks in the public domain, and they made it clear
that companies face the same attacks that had previously focused on government
and military networks.

Recently the Securities and Exchange Commission has been
encouraging companies to disclose such attacks because they recognize the effect
as well as the importance to investors. Ultimately, the public needs to
understand the full scope of the cyber espionage problem, and unless incident
disclosure occurs, the public will fail to grasp the severity of the situation.

Thank you.
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PREPAREDSTATEMENT OF NART VILLENEUVE
SENIOR THREAT RESEARHER, TREND MICRO

U.S-China Economic and Security Review Commission
Hearing on fAiDevelopments in Chinads Cyber
Submission by Nart Villeneuve
March 26, 2012

| would like to thankhe members of the U-&hina Economic and Security Review Commission for
inviting me to participate in todayo6s hearing o
Capabilities. | spend my days investigating targeted malware attacks as a Senior @sgaather at

Trend Micro Inc. While my statement today is drawn from my experience, particularly from an inside

view into three cybeespionage campaigns that | have helped uncover, GhostNet (which compromised
diplomatic entities around the world), ShadostNwhich targeted the Indian government and military)

and LURID (which targeted spacelated agencies in the former Soviet Union), it is entirely my own

opinion and does not necessarily reflect the views of my employer.

My testimony today focuses on mare-based espionage, or what some refer to as, or as a component

of, Advanced Persistent Threat (APT) activity. This APT activity can be tracked over time and linked
through specific indicators to threat actors operating in the Chinese language @ousingnd and

control infrastructure in China. However, | recommend caution when attempting to determine attribution
based solely on technical indicators that are frequently spoofed and often misleading because there is no

Aismoking guno in cyberspace.

While t here have been a | ot of accusations of #Ahy
understated, not overstated. Instead of focusing on the effect of these attacks, most are concerned with
the | evel of Asophisticati amne drdvdeakbatded whenhloe

emphasize three key points:

1 Targeted malware attacks are extremely successful. The scope of the problem is truly global,
extending far beyond the US. It affects governments, militaries, defense industriesciigh te
companies, the energy and finance sectors,-gaeernmental organizations, ngovernmental
organizations, media outlets, academic institutions, and activists around the world.

1T Targeted mal ware attacks are not isolated in
of consistentampaighsai med at establishing a persistent
so that information can be extracted as needed.

1 Targeted malwa attacks are not well understood. However, careful monitoring can leverage
mistakes made by the attackers that allow us to get a glimpse inside their operations. Moreover,
these malwardased espionage campaigns can be tracked over time through a ¢comioiha
technical and contextual indicators but this information is not often made public.

1. Targeted Malware Attacks
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There has been dramatic increase in targeted malware attacks. Unlike the largely indiscriminate attacks
that focus on stealing credit caadd banking information associated with cybercrime, these targeted
attacks are noticeably different and are better characterized as mbhbgadespionage. These highly
targeted attacks are computer intrusions staged by threat actors that aggressuelampdicompromise
specific targets, often | everaging soci al engin
persistent presence within the victimbs networKk
information.

In a typicaltargeted attack, a target receives a messageh as an email or instant messagfeat is

contextually relevant to the potential victim and encourages the target to click on a link or open a file.

The links and files sent by the attacker contain n@li€icode that exploits vulnerabilities in popular
software. The payload of these exploits is malw
This exploitation allows the attackers to take control of and obtain data from the compromised

computer The mal ware connects back to command and
which the attackers may then command the compromised computer to download additional malware and

tools that allow them to mtwore Thesetar noaisolatgd incitlent® u g h
of Asmash and grabo attacks but are part of con
in a targetds network so that information can b
Targeting

While government and militanyetworks have long been targets, these highly targeted attacks have

spread to the defense industrial base and high tech companies, the energy and finance sectors,
telecommunications companies as well as media outlets, civil society organizations andacade
institutions. Often, these attacks target @Acomn
categories. Compromised Asofto targets can t hen
These attacks are successful because they are degignadipulate individuals into revealing sensitive
information or executing malicious code. The delivery mechanism, usually an email, is often specifically
addressed to the target and appears to hawe or.i
someone in targetbés soci al net wor k. Il n extren
directly from a compromised, but real, email account of someone the target knows and trusts.

While some might believe that the threat actors behimggtad malware attacks have mythical

capabilities, both in terms of their operational security and the exploits and malware tools used, they, in
fact, often use older exploits and simpl e mal wa
exploits for vulnerabilities for which there is no patch available. The objective of these attacks is to

obtain sensitive data; the malware used in the attacks is just an instrument. The discovery of GhostNet,
for example, highlighted the fact that attackersdan need t o be technically
Afadvancedo. Wit h stammpressivercode alang waith thebpublicly bvailside ghOst

RAT tool these attackers were able to compromise and maintain persistent control of embassies around
thewot d. They can be successful without being fnad
through social engineering as well as the learning gained from continual probes as well as both
successful and unsuccessful attacks. This allows the attackersdibesglloits based on what they know
about the targetés environment and they do | eve
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Campaigns

These targeted attacks are rarely isolated events; in fact, they are constant. It is more useful to think of
them acampaigng a series of failed and successful attempts to compromise a target over a period of
time. In fact, the attackers themselves often keep track of the different attacks within a campaign in

order to determine which individual attack compromisepezific victim. As the attackers learn more

about their targets, from open source research as well previous attacks, the specificity of the attacks may
sharply increase.

Once enough information is obtained from separate incideditsatorsobtained fron technical,

operational and contextual artifacts can be assembled that allow attacks to be grouped in campaigns.
This analysis is important because the information gleaned from any individual incident is usually
partial because there are varying levelsisibility across the stages of an attack. For any one incident,

we may have the attack vector, such as an email, or the malware payload of simply command and
control server activity. Others, especially those involved with incident response, may havatioio

on the attacker 6s | -flttatton @oints. Bub theemos revealirgmtbrmdtiant a e X
usually comes from misonfigured command and control servers used by the attackers that reveal an
inside look at their operations.

Operations

Oneof the most important and often overlooked element of malvased espionage is reliance on

human labor which stands in stark contrast to the largely automated botnets operated by cybercriminals.
In addition to manual reconnaissance the attacker will individualized emails and package malware
specifically for an individual or group of targets. In addition, they will adjust their tactics in reaction to

the defenses of the victim. This customization and low distribution provides the attackers with a
significant advantage over defenders that are largely relying on automated systems. However, this
human element also, occasionally, exposes one of their weaknesses.

The attackers can and do make mistakes. Careful monitoring of their command and control
inffastructure can reveal the inner workings of t
infrastructure often reveals the length of the operation, the number of individual attacks, the identity of
the victims, additional tools used by the aterskand sometimes even the data that has bettrated.

The data often reveals the breadth of the victims the attackers are targeting and it is almost always
broader than the conventional wisdom based on analysis of individual or even small cfiestévsty.

While a campaign may maintain subsets of infrastructure for specific geographic regions we have found
that campaigns often have a global, thematic focus. While there are often exceptions, the attackers often
target ficommun atstietehsaacrass gedgrapthie boendaries. We have found that
campaigns that are well known in the U.S. aggressively targeting Asia (particularly Taiwan, Japan,
South Korea and Vietnam) as well as Russia and Central Asian countries.
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The information obtained from the attackeros co
length of compromise is considerable. In the case of GhostNet, for example, we found that the average
compromise was 145 days with many being compromiseovier 400 days (the longest was 660 days).

In other cases, such as LURID, we were able to discover the campaign codes the attackers were using
which revealed that they had conducted 301 attacks in a two month period (between June 9 2011 and
August 3 2011).

The data may reveal the IP addresses from which the attackers are interacting with the command and
control servers. In the past, as was the case in GhostNet, the attackers often hosted their infrastructure in
China. We now see command and control servessed in a variety of countries, especially in the U.S.
Furthermore, the attackers are often using tool
intermediary computer so that the attackers and the victims computers never directly coomect to

another. These developments further obfuscate attribution.

2. Recommendations

Broaden the scope of stakeholderdVhile the US government, military, critical infrastructure and

defense industrial base are well understood as targets and often shamatinfbamongst each other,

the scope of the threat extends globally and government needs to engage additional stakeholders both
inside and outside the US. Major malwdased espionage campaigns have been uncovered and
disclosed by researchers and privampanies who need clearer avenues of information exchange. In
addition, the NGO community, particularly those involved in democracy promotion and Tibetan
activism, are also being targeted by the same campaigns that threaten the national security.of the U
While many of these threats are understood by a select few, the indicators that are so critical to defense
are rarely shared outside trusted circles in order to avoid potentially tipping off the attackers who may
subsequently adapt and change tacticavéVer, the scope of the problem is so severe that | recommend
broadening stakeholder engagement with diverse communities in order to build a wider network of trust
so that the threat intelligence that is so critical for an active defense can be shared.

Encourage responsible disclosures of compromisio one wants to admit that their organization has

been compromised. However, this obscures the true extent of the problem. It hides the constant attacks
and successful penetrations by a discrete set of ¢éargedlware campaigns affecting governments,
businesses and civil society organizations around the world. When Google broke the disclosure barrier
and revealed that they had been breached, i n wh
of targeted malware attacks in the public domain and made it clear that companies face the same attacks
that had previously focused on government and military networks. Recently, the SEC has been
encouraging companies to disclose cyber attacks because theyizet¢bgreffect of such attacks and

their importance to investors. Ultimately, the public needs to understand the full scope of the APT
problem.

Thank you for the opportunity to testify today on this very important issappreciate the continued
goodwork by the commission and your holding this field hearing here in Mana&sagu know,
northern Virginia was really the birthplace of the Internet in the 1980s and 1990s and remains the East
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Coast fAhigh techo hub today.

Today, northern Virginia isree of the frontlines in the emerging cybersecurity challenge, with a
significant cyber workforce that is supporting U.S. defense and civilian agencies.

| have been deeply concerned about the cyber threat from China for nearly a d&badd. first

stated raising these concerns, the general attitude of the U.S. government was to keep everything secret
T or in some casedsjust to ignore the threatn fact, when the Chinese attacked four of my office

computers in 2006, along with many other Houseceffiand committees, the FBI and others urged me

not to disclose it publicly.

After nearly two years of waiting, | took to the House floor in June 2008 to inform my colléaguds
the American peoplé about the incident and warn of the growing thteghe U.S. government and
businesses.

| believed it was important for the public to better understand this threat and what the attacker$ wanted
not national security secrets, but information about Chinese dissidents with whom | had had worked.

Theattacker first hacked into the computer of my foreign policy and human rights staff person, then the
computers of my chief of staff, my legislative director, and my judiciary staff peBarthese

computers was information about all of the casework &lthone on behalf of political dissidents and
human rights activists around the world.

The computers in the offices of several other Members were similarly compromised, as well as a major
committee of the House, the Foreign Affairs Committee.

It is logical to assume that critical and sensitive information about U.S. foreign policy and the work of
Congress to help people who are suffering around the world was also open to view from these official
computers.

In subsequent meetings with FBI officialswias revealed that the outside sources responsible for this

attack came from within the People's Republic of Chiffaese cyber attacks permitted the source to
probe our computers to evaluate our sMysupeiomds de
is that | was targeted by Chinese sources because of my long history of speaking out about the Chinese
government 6s abysmal human rights record.

| have spent hours with countless Chinese dissidents ranging from Uyghur Muslim activist Rebiya
Kadeerto house church pastor and advocate Bob Fu, to former laogai prisoner Harry Wu.

Just recently | visited with an impressive group of Chinese lawyers in Washington for the National
Prayer BreakfastTo a person, each loved their country and where yigitdud of their heritageBut

all sought fundamental chang&hey longed to live in a land where they could worship freely, speak
openly and enjoy the basic protections of a constitution grounded in rule of keir. quarrel and

minei is with a thn layer of leadership at the helm of the Chinese communist party that rules by fear
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and oppression.

Since | spoke out in 2008, there has been a fse
are publicly discussing to the cyber threBbu years ago, some of these same leaders who were

warning against even publicly acknowledging cyber attaaksich less the source of the threatre

now publicly warning of the threat in very stark terms.

| believe that this change has come about Exthese senior officials have determined that the
situation has become so dangerous, as our networks and technology and companies become so
interconnected, that they understand that public awareness is increasingly critical to dealing with this
threat.

For example, last month during an appearance before the Senate Select Committee on Intelligence FBI
Director Robert Mueller said that while terrori
threat will be the number one threat to the coupt. 0

A 2010 Pentagon report found Ané [i]n the case o
equipment, and other materials not readily obtainable through commercial means or academia, the
Peoples Republic of China resorts to more focused gffiortluding the use of its intelligence services
andothet han | egal means, in violation of U.S. | aws

The report al so h-espitnhge gffortsihe U.SCintelligende sommynbyaates
t hat Chi na 6 strate U.5.eganpciessaretthe mgsteaggeessive of all foreign intelligence
organizations.

Other senior U.S. military and intelligence officials have become increasingly vocal about their concerns
about the scope of Chinese espionage and cyberatt@ekaise Intelligence Agency chief General Ron
Burgess also recently testified that #fAChina has
significant network of agents and contacts using a variety of methdusecent years, multiple cases

of economic espionage and theft of duak and military technology have uncovered pervasive Chinese
collection efforts.o

Last year, the usuaklseticent Office of the National Counterintelligence Executive issued a warning
that AChinesel da@cd omesstaractiheewamd persistent pe
The counterintelligence office took this rare step of singling out the Chinese due to the severity of the
threat to U.S. national and economic security.

And a March 8, 2012 Washingttho st arti cl e descri bed how A[f]or
officials have talked about conducting warfare in cyberspace, but in recent years they have progressed to
testing attack capabilities dur i nagspoetatienramdi ses e T
|l ogi stics networks before an actual conflict to
according to the report prepar ed-amywaMtmcanmendp Gr
this commission for requestirand publishing this important research.
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We are beginning to witness the consequences of the cyber tAceat.ding to a March 13, 2012 New
Yor k Ti mes ar t i -nbné pegripddétweeniOctgpertartd Eebruaryytieere were 86
reported attackon computer systems in the United States that control critical infrastructure, factories
and databases, according to the Department of Homeland Security, compared with 11 over the same
period a year ago. o

In an interview with The New York Times, Homethh Secur ity Secretary Janet
General Dempsey said it best when he said that prior to 9/11, there were all kinds of information out
there that a catastrophic attack was loominbe information on a cyberattack is at the same freguen

and intensity and is bubbling at the same level, and we should not wait for an attack in order to do
somet hing. o

Notably, Chinese espionage InanOgtoberl4,i20dl Washdngtono g o v
Post article, Chairman Mike Rogersreknad : A When you talk to these ¢
they describe attacks that originate in China, and have a level of sophistication and are clearly supported
by a level of resources that can only be anatidnat e enti ty. o

Cyberespionagis having a real and corrosive effect on job creatioast year, the Washington Post
reported that, A[t] he head of the militaryds U.
U.S. company recently lost $1 billion worth of intellectual propexter the course of a couple of déys
6technol ogy that -plusgesrdslt owioe k eldly ooné oof 20he adve

The record is clear: what policymakers used to
now increasinglac k nowl edged as Chinads asymmetric warfe

Because of our past reluctance to acknowledge the severity of this issue, the Congress and the
administration are now struggling to keep #s many are aware, severahgorehensive cybersecurity
bills are stalled in the Senate amid jurisdictional and partisan wrangling.

The House is quietly trying to advance more targeted bills and | want to commend my colleagues Mike
Rogers, chairman of the Intelligence Committee, Retér King, chairman of the Homeland Security
Committee, for their excellent leadership on this issue.

As chairman of the House Appropriations subcommittee that funds the FBI, Commerce Department and
the National Institute for Standards and Technold T), my subcommittee has also been funding
some of the key civilian and law enforcement agencies involved in the fight against the cyber threat.

That is why | prioritized cybersecurity programs in the fiscal year 2012 ConydiestieeScience

Appropi ati ons bil |, i ncluding significant increas:
agency to vet its IT equipment purchaskalso directed the FBI to produce an annual unclassified

cyber report.

| am planning take even more signifitateps in the fiscal year 2013 bill that is currently under
devel opment, including adopting many of this <co
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Although the government and the private sector have finally come to appreciate this threat and start to
take the neessary steps to address it, the threat is evolving and | am concerned that we may continue to
be behind the curve.

One issue that the U.S. has failed to develop a coherent and strategic policy to address is the unique and
unprecedented threat from Chseestateowned or statelirected companies that are operating in the
U.S. I believe this threat is particularly pronounced from Chinese telecom firms.

Earlier this year, The Economist magazine published a special report on Communist Party management
of Chinese corporationsT he arti cl e noted the Chinese governi
and I T industry noting that, Athe end result s
champions that may not be owned by governmentalbbue nevert hel ess cl osely

The article reported that A[t] he (Qdtepnareibsst ) p a
well as stateowned sector complete with their own offices and files on employe$iolds meetings

thathhadow f or mal board meetings and often trump t
According to The Economist, the Chinese governn
state advances while the private sector retreat

Author Richard McGregor wrote thattheeek ut i ves at major Chinese com
with an encrypted line to Beijing next to their Bloomberg terminals and personal items on their desks.

Given this | evel of party control i nrn@iatthe ads pr
PLA has been operating cybermilitias out of telecom companies.

Last year, The Financial Times reported that the PLA has even documented how it will use telecom
firms for foreign espionage and cyberattacks.

A paper published in the ChineBec ademy of Mil i tary Sciencesbd6 jou
should preferably be set up in the telecom sector, in the electronics and internet industries and in
institutions of scientific researamdo eamdiintgs dt
enemy networks and their intrusion with the goa
paral ysis. o

The same article also documented the growing numberlPeAd cy ber mi |l i tias hou
Chinese telecom firms.

The article reported on one example at the firm Nanhao-fNarw] : A many of iits 500
Hengshui [Hangshoo], just souttwest of Beijing, have a second joBince 2005 Nanhao has been
home to a cybermilitia unintArmg. The dlanhap epdratibnys onetofe P e

thousands set up by the Chinese military over the past decade in technology companies and universities
aroundthecountryThese wunits form the backbone of the c
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seenas s erious threat at a time of escalating gl c

That is what makes me so concerned about Chines
market. Chinese statirected are collaborating and cooperating with the Chinese governnzent to
degree that would be unfathomable in the U.S. or other Western economies.

And as those Chinese stdttacked firms enter the U.S. market, it is unclear whether they will be playing
by our rules, or their own.

Currently, the most concerning of th&Skinese telecoms is Huawei, which is attempting to increase its
market share in the United States and around the whlitidherous government reports have linked
Huawei 6s corporate | eadership to the CHWimpese in
(PLA), raising concerns about Huawei networks and devices being subject to espionage by the Chinese
government.

These connections are particularly notAecardingt hy ¢
to a March 18 article inthe WaltSr e et Jour nal , fAHuawei Technol ogi
force over the past five years as it strives to
The article also noted that fAHuawei ' s nestemor k D
network companies such as Alcakteicent Co. and Nokia Siemens Networkinitially, Huawei

supplied lowcost phones to telecommunications operators in the West under their own brand, but over
the past year, Huawei has also been quietly buildingrarggting in its own brand of higénd
smartphones and tablets. 0

Huawei executives make no secret of their goal to dominate the telecom niarkéflarch 6, 2012,

interview with the technology news Web site, Engadget, Huawei device chief RicharddYu Baj i ] n
three years we want Huawei to be the industry's
However, Huawei 6s growth in the U.S.Lashweekk et s ho

respected national security reporter Bill Gertz wrote in The Washington Free Beacothasbout
commi ssionds recently released cybersecurity re

Gertz wrote: fAi[n]ew information about Chinese c
of the Chinese military and information warfare programs is raising fresh concerns aboutggha come s 6
access to U.S. markets, according to a report by the congressiedlikESEconomic and Security
Review Commi ssion. 0

AOne of the companies identified in the report
network hardware manufacer that has twice been blocked by the U.S. government since 2008 from
trying to buy into U.S. telecommunications firn

supplier of specialized telecommunications equipment, training and related techiodlogytL A that
has, along with others such as Zhongxing, and Datang, received direct funding for R&D on C4ISR
[hight ech i ntelligence collection] systems capabi
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The report further added, A[ a]l |l teorésearchiasttges[ Chi n
and continue to receive preferential funding an
Huawei 6s efforts to sell telecom equipment to L

intelligence community, which has been concerned that Heasrei e qui pment coul d be
compromised and used in Chinese cyberattacks against the U.S. or to intercept phone cailgiland e
from American telecom networks.

According to a 2005 report by the RAND Corporat
tout Huawei as a national champion, 06 and Aone d
Chinese information technology and telecommunicationssf are the public face for, sprang from, or

are significantly engaged in joint research with state research institutes under the Ministry of
Information Industry, defensendustri al corporations, or the mi/l

In fact, in 2009, The WashingtonPose por t ed t hat the National Secu
because of fears that Chinabs intelligence agen
technology that would serve as secret listening posts in the U.S. communications network.

Over the |l ast several years, Huawei 06s top execu
intelligence have been well document&ls Ger t z summari zed in his art
produced last fall stated that Huawei Technologies wéedi to the Ministry of State Security,

specifically through Huawei 6s chairwoman, Sun Y

(MSS) Communications Department before joining

That is why senior administration officials in the Bushd Obama administrations have repeatedly
intervened to block Huawei @90 08c c & she tladeld.sS.r yn et
Committee on Foreign Investment in the United States (CFIUS) blocked Huawei from purchasing the

U.S. telecommunicatiofsi r m 3 Com due to the companyés | inks
reported.
ALast year, under pressure from the U.S. govern

U.S. server technology company 3Ledfn 2010, Congr e proposalpgagsopple d Hu a w
mobile telecommunications gear to Sprint over concerns that Sprint was a major supplier to the U.S.
military and intelligence agencies. 0

When the White House, Intelligence Community, Defense Department and the Commerce Department
all have worked to block Huawei from gaining greater access to U.S. networks, the American people
should take notice.

In all my years in Washington, very rarely have | seen the defense, intelligence and civilian agencies
come together in such a quiet but certed effort to warn of a security threat from a foreign entity.

ltds not just Huawei 6s |l ongstanding and tight =c
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Huawei has also been a leading supplier of critical telecom services to stimaenvafrst regimes around
theworld.Last year, the Wall Street Journal reporte
controlled mobilp hone i ndustryéit plays a role in enabl

Gertz reported that Huawei has ats@ e n f |l i n k ebdu stta nsgancnt iSoandsd am Hu s s
the 1990s, when the company helped network Iraqi air defenses at a time when U.S. and allied jets were
flying patrols to enforce a rity zone. The company also worked with the Taliban dyiig short reign

in Afghanistan to install a phone system in Kab

Given all of this information, there should be no doubt Huawei poses a serious national and economic
security threat to the U.St is no secret that the Peoples Republic of Chinalkasloped the most
aggressive espionage operation in modern history, especially given its focus on cyberattacks and
cyberespionage.

Perhaps that is why Beijing has ensured that Huawei is able to continue its global market growth by
Aunsustaiinadd yanodw i nese] government export a
January 2011 report on the national security implications of Chinese telecom companies.

Due to Chinabés secrecy, the full eButgieenits of Huaw
unrealistically low prices, it remains unknown whether Huawei is even making a profit as it seeks to
dominate the telecom markétvhy would the Chinese government be willing to generously subsidize

such unprofitable products?

The Americarpeople have a right to know whether their government is doing everything it can to
protect their cell phone and data networks.

But | fear that with Huawei 6s rapid growth in t
intertwined with Huawei netwé equipment and devices to address potential security condaies.

must resolve these concerns before Chinese telecom firms make significant inroads on U.S. networks,
not after.

And as Huawei increases its lobbying presence in Washington, membddsishéully aware of the
firmdéds intimate | inks to the PLA and the seriou

Verizon, Sprint, AT&T, FMobile and other U.S. network carriers should not be selling Hudevétes
given these security concerrBut if they do, they have an obligation to inform their customers of these
threats. This is especially important when carriers are selling Huawei phones and tablets to corporate
customers.They have a right to kmothat Beijing may be listening.

Thank you again for the opportunity to testify this mornihtpok forward to working with this
commission as we continue to address this challenge.
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HEARING CGHAIR WORTZEL: Mr. Healey. Thank you.

OPENING STATENENT OF JASON HEALEY
DIRECTOR, CYBER STATECRAFT INITIATIVE, A TLANTIC COUNCIL

MR. HEALEY: Thank you very much. Good morning, Commissioners.
Happy Monday morning. Thanks for the opportunity to be here.

The government is finally, finally becoming morkear-minded about
the risk of Chinese espionage and is rushing towsaadolution, and | don't doubt
the hard work, the patriotism of those people in the executive branch as they're
plowing ahead on this, but it's not clear that we're heading in the riglhtection.

The threat of Chinese espionage is so critical that General Alexander
has called it "the biggest transfer of wealth through theft and privacy in the
history of mankind*-the history of mankind. So bad, in fact, that the government
might have b start regulating the private sector, and our companies might have
to submit their communications to government monitoring.

But the threat is not so bad apparently to interest the government in
the history of how we got here, or to go enough on the redaabout the threat to
take risks to share needed information, or be willing to tell the Chinese to back
off, and | call these the government's four silences. Added together, | fear
they're driving us to defeat.

First, silence about how we got here. Tladence is more of
ignorance than interaction. When | meet with them, too many of America's cyber
warriors and policymakers feel the problem started somewhere around 2003 to
2008. That is roughly when they personally got involved.

It turns out that we're so busy rushing into the future we haven't
bothered to really look back and figure out the lessons from the pa%t no
wonder we keep having to learn new wakg calls.

So our understanding of the basic issues is as old as | am: the Defense
Science Bodd that first discussed hardware or software leakages, intrusions,
supply chain attacks and appropriate risk levels was researched in 1969 and
published in 1970. Forty years, and we're still struggling to understand this.

We know we face patient and motated adversaries with extensive
researchers that are adept in circumventing safeguards. Those exact phrases
come not from any recent NCIX report about the Advanced Persistent Threat, but
the National Research Council from 1991, the year that | got corsiorsed in the
Air Force.

So for more than 20 years, the executive branch has understood APT
threat, and yet we're still struggling and treating it like it's new.

America suffered its first statsponsored espionage case not in 2003
but in the mid1980s. Our first Title 10 combat unit conducting offense and
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defense stood up in 1995, not 2005, and we had a joint warfighting cyber
commander in 1998, not 2008.

Looking back should teach us important lessons, perhaps the most
important of which is we're stulcin a cycle of suffering. If we're going to learn
from this history, we need to collect it and teach it. I've started a history series
with the Atlantic Council starting with "Lessons From Our First Cyber
Commanders” and am the principal investigatorrfithe first cyber conflict history
book.

The government needs to begin its own effort to go out, to collect this
history, start the oral histories with some of these commanders and other
founding members that we can learn from it.

And just like militay officers have to learn their historyRich and I
were at the Air Force Academywe had to learn the lessons of the early air
pioneers and be able to apply them today, learn the early air campaigns and units,
and be able to apply those lessons to todawe have to do the same thing for
today's cyber warriors. The military needs to do this. DHS needs a companion
program to help make sure their people understand.

Second, silence about the threats we face. Government officials seem
keen to leak info on hew bad Chinese espionage is, but unwilling to actually tell
the American people or our companies and critical infrastructure. If espionage is
such a problem, how come we have to hear about it from the press or from
experts like those sharing this panel mitme today? Thank goodness for the
Commission's reports.

When | ask the executive branch why they can't say more, | get a
range of overlapping but insufficient reasons:

We are sharing; didn't you see the NCIX report? | have no opinion;
it's classified above my level. We'd like to share; it's caught up in interagency.
We can't prove it's China. If we say China is doing it, they may get angry and stop
lending us money.There's nothing illegal about spying. If we declassify what we
know of the threat, people would panic. The private sector isn't sharing with us,
so why should we share with them? My response of "government for the people”
wins that argument less thanou might imagine.

If we discussed this, it wouldn't matter since the Chinese won't
change their behavior. It's a wilderness of mirrors. If we discussed this, then the
Chinese would know that we know that we know that they know. If we talk, then
our intelligence take wouldn't be quite as good.

None of these reasons singly or in combination can possibly be
sufficient given how badly we're losing. If the private sector is truly critical, we
have to change our mindget. We treat this as a state secretven from those
under attack. The government is creating our own "wilderness of mirrors" built
entirely around itself. We're not facing a single monolithic KGB, but a splash of
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non-state hacker groups loosely affiliated with different official organstioé
Chinese state.

Government must follow the example of this Commission and be clear
about the depth of the problem and name the problem involved: China. We'll
never make progress if everyone looks for their classification stamps when the
words "China,™cyber,” and "espionage"” are used together. The spmrsusspy
mentality is driving us into defeat. We have to take every opportunity to be clear
and public about what we face.

Third, silence about practical information which could help the private
sector. While the government has started projects, most notably the DIB cyber
pilot to share NSA's signatures of malicious software, these require security
clearances and secure facilities. They likely increase our work factor more than
that of our adversares.

We have to shift the government's mindget to seeing the private
sector as the "supported command" rather than the "supporting command.” Too
many of the government's plans put the government at the center and look to the
private sector to give the geernment support, and that's obviously the reverse of
what's needed.

As one bold step, we could simply declassify the signatures. After all,
the bad guys have themselves already made their malicious software public by
releasing it so sources and methaxddshould not be a significant problemg less
expensive in the long run, and would bolster rather than supplant the security
market.

Last, silence to the Chinese about our increasing fury. | was at a
recent event at Georgetown that had both China cyberd nonproliferation
people, or people that have dealt with China on these issues. The
nonproliferators were able to draw on a range of conversations they had with the
Chinese. When we talked to them about Iran or North Korea, they're helpful.
When we tlk about Pakistan, they're not helpful. Sometimes it helps if we go
really public and splashy. Other times it helps if we go really quaetd we make
sure it's not in the press.

When we talked to the cyber people, we found out there has been
nothing dmilar, nothing like that kind of conversation with the Chinese. We've
mentioned it to them, as I've been told Vice President Biden did, but not a range
of conversations like the nonproliferation people found to be very successful.

If this is as bad as evsay it is, if this is so bad we might have to pass
new laws to regulate the private sector, and we're keeping it private, | mean
secret from the private sector, we have to bring it up in every opportunity that we
can, to poke the Chinese in the chest pduddy and private to say regardless of
whether this is actually your government doing this, you must help us stop it
because frankly it's getting towards one of our red lines.
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Thank you for the opportunity to be here.

| am going to speak very plainly today. The government is finally becoming morertleded about

the risks of Chinese cyber espionage and is rushing towards solutions. And while there is no doubting
the hard work and patriotism of those behind thefetsf it is not clear we are heading in the right

direction.

The threat of Chinese espionage is so critical that the commander of our military cyber defenses has
called it the Athe biggest transfernkfndeal t htt
bad, in fact, the United States may need to regulate the private sector and our companies need to submit
to government monitoring.

But the threat hasotbad enough to interest the government in the history of how we got here, or
enoughto go on the record about the threat, to take risks to share needed information or be willing to tell
the Chinese to back off.

| call these the governmentds Four Silences. A
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First: Silence about how we gt here. This silence is more of ignorance than inaction. When | meet
with them, too many of Americabds cyber warriors
sometime between 2003 and 2G0Bat is, roughly when they personally got involvede Wave been
breathlessly rushing into the future, rarely looking back to learn what has happened before. No wonder
we keep having new wake calls.

Our understanding of the basic issues is as old as | am. The Defense Science Board report that discusse
hardware and software leakages, intrusions, supply chain attacks, and risk levels was reaek@6R8ed

And yet webre still struggling.

We know we face adversaries that have fAextensiyv
are Aadepmvientcng physical and procedural saf eg
of exploiting a successful attack for maximumlgng r m gai n. O However, thos

from any recent NCI X report, rtfiomthe Natioral Rege@®&dh A Co mp

Council.
For more than 20 years, then the Executive bran
yet wedre still struggling.

America had its first stateponsored cyber espionage case not in 2003, but inith#380s. Our first

Title 10 combat unit conducting offense and defense stood up in 1995, not 2005. We had a joint
warfighting cyber commander in 1998 not 2008.

We treat cyber as forever novel and s otrugging.canodt
Looking back should teach us important | essons,
cycle of suffering.

| f wedre going to |l earn from this history we ne



45

startedahisory series, starting with ALessons from t
principal investigator with the Cyber Conflict Studies Association on the first cyber conflict history

book. The US government should begin their own efforts, to célégctiocuments, conduct oral

histories with the first generations of cyber warriors and start codifying the lessons learned.

And just as todayodés military officers | earn the
MI G Al |l ey, sawcyber sadre Sudyebsst e cyllbnopeadasions to understand those of
tomorrow This history should be part of the professional military training of our new military officers

and a core part of the curriculum in courses to build military cyber warridHS should likewise

include this in their own coursework as part of their education projects to ensure it reaches the civilian

workforce.

SecondSilence about the threat we face

Government officials seem keenléakinformation on how bad Chéase espionage is, but unwilling to
actuallytell the American people or our companies in critical infrastructure. If espionage is such a
problem, how come we have to hear about it from the press or from experts like those sharing this panel
with me todg ? Thank goodness for the Commi ssionbs r ¢
When | poke government officials about this, they get giddy about trifles, a few sentences in an NCIX
report or pat themselves on the back because a few members of industry in critical sectors have received
security clearances and get periodic briefings. These are worthy achievements, but pale before the
problem.

When | askwhythe Executive branch cannot say more, | get a range of overlapping but contradictory

responses:
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1. Wearesharing, di dseftdnceyiothe NCIX eepottth o s

2.1 have no opinion and candédt discuss this: it

‘N

3. We would like to but it is caught up in the interagency.

4. We candét prove itds really China.

5. If we say China is doing it, they may get angnd stop lending us money.

6. Therebds nothing illegal about spying,; after all,
7. If we declassified what we knew of the threat, people would panic.

8 The private sector isndét sharing with us, so why

fgovernment for the peopled wins that argument |

9.1 f we discussed this, it woul dnot matter since t
10.1 t 6s a wil derness of mirrors. | f wenowi scussed t
11.1' f we talk, then our intelligence take wono6ét be
None of these reasons given, singly or in combi

the private sector is truly critical, we have to change our mindset to be ableussdise problem.

Intelligence officers love to collect, more and more, and if they act it on that collection it might disrupt
the flow. But by treating this problem as a state secret, even from those under attack, the government is
creating our own viderness of mirrors, built entirely around itself. Worse, this familiar

counterintelligence game is one our adversaries do not even know. We are not facing a single,
monolithic KGB but a splash of nestate hacker groups loosely affiliated with manyediht official

organs of the Chinese state.

What must be done? The government must follow the example of the Commission and be clear about
the depth of the problem and name the country involved: China. If it is time for action we need to take

this out d intelligence and counterintelligence channels and declassify significant portions, something
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that can only be done from the top.

We wi | | never make progress if everyone | ooks f
Aicyber 0 an dreGseddqygetheha spy/ersusspy mentality is driving us into defeat.

Given that it has said so |ittle, no wonder the
administration wants America to take it seriously, it must be dlepeated speeches from senior

officials, not just occasional sound bites; not just one NCIX report, but a slew of them; not just leaks to
media, but interviews. The frequency and seriousness of their statements need to match the crisis at

hand and thishould start from the White House.

Third: Silence about practical information which could help the private sectar

A related point to the one | just made is that the government has been far too cautious giving needed
practical information to the privatsector. The reasons are usually the same, but the impact affects their
day-to-day defenses. When the private sector does not share, then they are either not patriots or too
fixated on their shareholders. When the government does not share, it,ibexdayse it is classified,
stuck in the interagency, someone elsebs job, o
not share it for intel gain/loss.

In cyber conflict, the offense already begins with a head start. To beat them, the defieedego
significantly increase the bad guysd work facto
projects, most notably the DIB cyber pilot to s
typically donoét eiatgcledrances andisecerre fadiliges. Uurhey likelygncreaseoour

work factor probably more than our adversaries.

|l ndeed, a recent study found that only 1% of NS
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were novel. How many hours were spigninteragency meetings for that one percent? Some in
Congress and the military seem to want constitutionally troubling government monitoring of private
sector companies, but does this make sense for marginal gains?
The fix is to grindsettincybbreonflicy theeprivatensgectdr i6 wssually the
Asupported commando not the fAsupporting command
trenches every day, and if we want to win they need more help. Think about past cybendrses
many did the solution depend primarily on government solutions? In most cases, the critical solutions
instead came from McAfee, or Microsoft, not from any a department or agency. The exceptions tend to
be attacks that predominantly only affectkd government to begin with. Yet too many of the
government 6s plans put the government at the <ce
is the reverse of what is needed: it is the private sector that will fix the problem and tirergante
should be supporting them.
To put it another way, we are finishing two major wars. When American soldiers have been in harm's
way, intelligence agencies will take significant risks to declassify the right information to keep them
safe. Though iis a different kind of fight, the US government should be willing to take similarly bold
risks to support our embattled companies on the front lines against Chinese espionage.
As just one example of how to do this, we should simply declassify the signafifter all, by
releasing their att ac ktse bddiguys havie themsalvesdloeady maele thetr h e
malicious software publicThis will be far less expensive in the long run and more effective as it would
bolster, not supplant, treecurity monitoring market.
This leads us to the last silence.

Fourth: Silence to the Chinese about our increasing fury
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A recent event at Georgetown University discussed the US experience dealing with China both for
WMD nonproliferation and for cyer. The nofproliferation experts explained their long dialog with

the Chinese on this sensitive topic, through which they learned some keys to success.

By drawing on a range of discussions, some successful and some not, these negotiators discovered the
Chinese government was more willing to limit proliferation to some countries but not others.

Sometimes they discovered a discrete word to the Chinese leadership would work, while other times
public shaming was needed.ngouf ¢f eoursesbutitheylcantp@ntte n 6 t
progress in influencing Chinese behavior.

When asked the same question, Americads cyber e
we have not yet told the Chinese leadership, in any similar fashainyéhare upset with their activities
against us. We have mentioned it to them, but rarely more.

How canthishe?The first answer | receive is usually t
all, they own bazillions of US Treasury bonds. But true the United States is willing to square off
against China on tire imports and rare earths,
piracy in the history of mankindo in General Al
We dondét neeernatpiookl amniight (or perhaps we do)
We must raise Chinese cyber espionage in every miitanyilitary dialogue, in ever JCCT meeting, in

the Strategic and Economic Dialogue, and with visits from all of ghate leaders. How can we say we

are trying to stop their espionage by doing anything less? How can weansdergovernment

monitoring of private networks before our own government has even told the Chinese they need to back
off? Better yet, wean choose from at least the United Kingdom, Australia, Germany, France and

Canada to be a good cop to counter our bad cop routine.
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Better yet, we dondédt have to prove without doub

or that the Chinese government itself is conducting

them. The Atlantic Council just publisti a terpoint Table 1:
The Spectrum of State

spectrum to help assign responsibility for cyber event Responsibility

1. State-prohibited. The national
(see table 1).  This is just one tool that can help us goveanent will help stop the thirgarty
attac

address the forest of Chinese intrusions, rather than {f 2. State-prohibited-but-inadequate. The
national government is cooperative but
trees of the forensics of each case. As a national unableto stop the thirdparty attack

3. State-ignored. The national government
security matterwe can simply decide to not care if the knows about the thireparty attacks bt is
unwilling to takeany official action

are sponsored by the Chinese government or not. If{ 4. state-encouraged. Thirdparties control
and conduct the attack, but the national
government (and private sector) releases sufficient government encourages them as a matt
of policy

evidence showing the incidents are sourced from that 5. state-shaped. Thirdparties control and
conduct the attack, but the state provide

country, the administration can just hold them some support
] ) 6. State-coordinated. The national 5
respos i bl e to make it stop government coordinates thirgharty of nna
attackerssucha® @ G adza3Sai
responsibilityo is 1likel operational details effect

) ) _ 7. State-ordered. The national government
forcing ourselves to jump over the needlessly high ba]  directs thirdparty proxies to conduct the

attack on its behalf

of proving technical attribution. 8. State-rogue-conducted. Out-of-control

elements of cyber forces of the national
government conduct the attack

9. State-executed. The national government
conducts the attack using cyber forces
under ther direct control

10.State-integrated. The national
governmentattacks usingntegrated
third-party proxiesand government cyber
forces
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Conclusion
The Administration and Congress are taking cy@spionage seriously, more seriously than they have in
years. Yetitis far from clear we are doing enough or heading in the right direction.
We must at least tackle these four cyber silences:

1. Silence about how we got here
2. Silence about the threat wack
3. Silence about practical information which could help the private sector

4. Silence to the Chinese about our increasing fury

These will not by themselves solve the problem, but at least we will all understand the scope of the
problem and have us towarsislutions that may break the cycle of suffering. To win, we must speak.

To speak we have to declassify. To declassify we must be bold. And we must do this today.
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PANEL | 1T QUESTIONS AND ANSWERS

HEARING GGQHAIR WORTZEL: Well, thank you very mubdhthaee of
you, especially for putting in practical recommendations.

| want to ask Mr. Healey, if | might, when | look at some of your other
writings, you seem to advise that the U.S. should hold governments responsible
and not focus so much on attribudn even if we can't attribute to a specific
organization.

And if I've characterized it right, | wonder if you could explain that
view and whether there are legal steps such as General Cartwright outlined that
we should be taking?

And if the others havdhoughts on this, please contribute.

MR. HEALEY: Thank you very much, Commissioner.

This was one of my recent publications, and | brought extra copies for
Commissioners or for attendees, that says | don't think diplomats or generals
should ever usetie word "attribution.”

Attribution is important if you're a security researcher. It's important
if you're law enforcement because it helps you find out the person responsible.
The word "attribution” makes us start thinking we have to begin at the tectahi
level and then work our way up, and maybe at the end of that process, we can
find out if there was a government responsible.

| think for diplomats and generals, that's a sucker's game, and we
shouldn't play it. Look at Estonia. Forensically, we wtrla that 178 countries
had servers that were responsible in the attack. That is not helpful. That is
forensic information that clouds the fact that if the president wanted to make
that attack stop, he had to do one thing, or he had to start in one plaand that
was pick up the phone and call the Kremlin. 178 countries didn't matter. One
country mattered. Russia.

So that's what | say, we don't have to play the game of difficult
attribution. It's an important step, and we need to continue also dgithat, but
if | were in the situation room, again, advising the president when this happens,
or let's take it to Chinese espionagé'm sorry--let's be direct about this-we
don't have to prove that the Chinese government is behind any of this. We have
enough evidence from security researchers and from our own intelligence to come
out and say, look, enough is enough. We don't care if you're behind it or not, but
there is enough that shows that Chinese citizens and organizations are involved.
We are geting to a red line. Please make it stop.

HEARING COGHAIR WORTZEL: Thank you.

Anything to add on that?

MR. BEJTLICH: | would add that for cases where you can say this is a
serious problem, that it does make sense to contact the country that you believ
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is responsible. | think that there's a range of that that happens in the-ggher
world. | mean clearly what happened after 9/11 is we felt that Afghanistan was
harboring a group of people that we did not like, and it reached the level of
awe're goingto do something about that

| think that there are probably cyber equivalents where you can say
this is such a problem, and maybe it doesn't have to be a major cyber attack, it
could simply be a pattern of activity over many years, which is what we'veé ha
now for the last seven, eight, nine years, that you could say we have identified
the following systems. Consistently over the course of that time, they have been
involved in the deathby-a-thousandcuts sort of economic espionage, and we
would want you b take them down.

| was actually shocked this morning to hear General Cartwright
mention that we had done something like that in China. My company, we could
probably provide lists of infrastructure we would like taken down-if

HEARING CQHAIR FIEDLERhat's why | asked the question.

[Laughter.]

MR. BEJTLICH-=-it's such a possibility.

MR. VILLENEUVE: Yes. From a purely technical perspective, I've
actually personally had decent luck dealing with the Chinese server to get
individual servers turned off. | treat it like a normal botnet case, as | would in
any other, and report it as madious activity, and they usually shut them down.

The problem is that we used to see a lot of servers actually hosted in
China, but now we see them hosted all over the world, a lot actually in the United
States.

Now, of course, determining who's controhlg these servers is a
different question. But even that, there's been some fantastic work by Joe
Stewart looking at the originating IP addresses of those who are controlling sort
of intermediary servers that were hosted in third countries. So there isenor
work to be done there. | think the trick is whether a lot of the law enforcement
agencies who would be responsible for shutting these down would rather keep
them up and watch them or shut them down for defensive purposes.

HEARING CGHAIR WORTZEL: Tkayou very much.

Commissioner Shea, or Chairman Shea.

CHAIRMAN SHEA: Thank you. Thank you for your testimony, all three
of you.

| just want to get at the point that you're making, Mr. Healey. You
mentioned General Alexander's quote saying that thssthe biggest transfer of
wealth through theft and piracy in the history of mankind. We're familiar with
the NCIX report of last October.

Reading an oped from the former Director of the NSA, the head of
Homeland Securityand Deputy Secretary of Defese:
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The Chinese government has a national policy of economic espionage
in cyberspace. In fact, the Chinese are the world's most active and persistent
practitioners of cyber espionage today. And then they say this costs us easily
billions of dollars and mlions of jobs-these three individuals who are
responsible for our nation's national security.

And then | hear from General Cartwright that we should, the
government should, prospectively engage in a dialogue on this issue, and if this is
that big a de&, why haven't we raised this issue with the Chinese directly? I'm
beginning to think maybe it's not that big a deal, and this is just a lot of
hyperbole.

If all these statements are true, I'm just sort of mystified as to why
this is not at the centenf our relationship and discussions. All three of you if
you can answer.

MR. HEALEY: It mystifies me also that we're willing to poke about so
many different WTO cases, whether it's solar panels or tires, and | know tires can
be important, but many otherssues, we're willing to poke the Chinese about, but
not for this.

| think it's because the spy/counter spy, the counterintelligence
mentality, that if we share this, then we might lose some collection, and that
really disappoints me having spent so mutime in the private sector, having
been a taxpayer and a taxpaying company, to find out that we're being allowed to
suffer in the private sector so that our intelligence community can get better
take, so that our spying can be a bit better.

The benefitsof espionage predominantly accrue to the government.
The espionage that we're seeing penalizes primarily the private sector, and | think
that's an imbalance that we can no longer afford.

MR. BEJTLICH: | would agree with that. We just don't have a
construct for thinking about this. Right now, my company is responding to
somewhere between 12 and 16 intrusions that are serious. We don't take small
work. We take the worst of the worst, and we work to keep that out of the news.
So these are companies thahey do not want to be known that their most
sensitive intellectual property is now overseas, and these are all companies that
have had this happen. These are all intrusions that started last year or eadter
we just don't know how to think about tlsi.

And these companies don't know how to think about it. We have
conversations where they sagwe just lost all this daté&. It takes them months to
try to figure out what the economic value is, and then they make decisions or they
think about decisiondike ado we have to sell ourselves to a larger company in
order to preserve some type of shareholder value in the event that this gets out
in six months or a year?

| mean these are the sorts of conversations we're having that no one
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knows how to think abut it, and very rarely does it get to the level of a CEO
making a decision, welld'm just not going to do business in China anymgare.
Most of these companies still continue to do business.

MR. VILLENEUVE: 1I'll just quickly echo what's been saidheln
security community, we're often under NDAs or we have customers who have
privacy to protect, and a lot of us report, we disclose compromises directly to the
victims, and that's a tough job to phone somebody up and tell them that they've
been breachedand a lot of this is happening, but there is no sort of public record
of it, which is why people think that we're often overstating the problem.

MR. HEALEY: If | may, if a private company doesn't share, then it's
too beholden to its shareholders or it'seholden to China or they're not patriots.
If the government doesn't share, it's intel gain loss and the deputies committee
said it was okay.

HEARING COGHAIR WORTZEL: Mr. Wolf has arrived. He's going to
start at 11, so we're going to continue with gudioning, and then a couple
minutes before that I'll breakand we'll get ready for him.

Commissioner Wessel.

COMMISSIONER WESSEL: Thank you, gentlemen, for being here. |
hope that you-l have probably a number of hours of questicnathat you'll be
willing to respond to a much shorter subset in writing later for anything that we
may not get to with the panel today.

| wanted to ask a question of the whole panel starting with you about
the movement towards the cloud, which, in the desire to reduce theldeal
budget deficit, there is a view that going to the cloud has enormous cost savings,
and it certainly does, but the lateral movement of data within a cloud is actually
pretty significant-correct me if I'm wrong-from a technical perspective. You
don't have a dedicated server in the cloud. Data is written to the next available
whatever, and the software makes sure that your data is, in fact, relayed back to
you upon demand.

So the ability, as | understand it, for cyber intrusions or cross
migration and the ability to get somebody else's data is probably pretty
significant if you go into rootkits or anything else within a server farm within the
cloud, so to say.

Last week | saw an article from the Australian press, Chinese
technology giant Huawei haseen banned by the federal government from
participating in tenders worth billions of dollars to supply equipment to the
national broadband network, et cetera, stemming from concerns that doing
business with Huawei could make the NBN vulnerable to cybeaads originating
in China.

| asked that question of the General before. What should we be
looking at in terms of the supply chains, and now moving towards the cloud, that
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the provision of the equipment, are those new vectors for attack? Should we be
looking at them any differently than we look at the current phishing malware,
other attacks? Is that an increasing problem, decreasing? How should we be
looking at it? And each of the panelists if you could?

MR. BEJTLICH: Sure. The cloud is one ofrtbet complicated-I
mean if enterprise security wasn't already complicated, factoring in the cloud
makes it exceptionally more complicated.

There's a complex set of tradeoffs here. If you're a small company or
mid-size company, and you have zero to osecurity people or perhaps zero to
one IT people, you get a definite advantage in security going to the cloud because
you would imagine the cloud people have something secwimyse.

COMMISSIONER WESSEL: Firewalls or anything else that you may not
want to spend the money on.

MR. BEJTLICH: Absolutely.

COMMISSIONER WESSEL: Yes.

MR. BEJTLICH: So for many of the companies that we're seeing hit
now, there's a big advantage to going to the cloud because you're just better off.

However, at the higher endvhen you can staff a team, what happens
is when you go to the cloud, you tend to lose visibility. You can't inspect your
own equipment now to see what the state of it is because it's all hosted
someplace else.

And again, you have to sort of differentiatbetween what's cloud,
what's hosted. We have seen the Chinese actors going after hosted environments.
In other words, equipment that is controlled by an organization, but it's housed
someplace else. So we have seen that happening.

We haven't seen attaeks against sort of pure cloud like a
SalesForce.comr something like that. But as the data is increasingly in those
places, I'm sure we're going to see it. Well, | say we'll see it, but that's really the
problem as well. Who will see it? The victimopably won't.

| mean can you tell when you use your Gmail account if someone has
been there looking at your enail? Probably not. | mean, guess what, Gmail
hardly knows either. So those are the challenges | see.

COMMISSIONER WESSEL: But then ttersaction between, again, an
increasing movement to the cloud and the globalization of supply chains

MR. BEJTLICH: Right.

COMMISSIONER WESSE1again, as you're pointing out, it moves out
of your shop to somewhere else. Small guy, yes, it's beftarthe government.

MR. BEJTLICH: Yeah.

COMMISSIONER WESSEL: Does that increase the security risks or
decrease them? What's your view about the intersection there?

MR. BEJTLICH: | would say overall there is, I'll just tell you what we're
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doing. Weére moving our email in-house. | feel that if you can run it yourself,
you're going to gain the security benefit. We saw with the Aurora attacks, they
went after Gmail to get thedissidente-mails. So we're going to see more of that
as more people pusensitive data in those locations.

MR. VILLENEUVE: 1 can't really expand too much on what Richard just
said, but what | will also point out is that the cloud also provides new avenues for
the attackers. So what we're actually seeing is malware that nsalkge of the
cloud for elements of command and control, so whereas before you could look at
your network traffic and say, you know, why are there strange connections to this
other part of the world in the middle of the night, now, if you're looking at the
traffic, all you'll see is connections to Gmail.

COMMISSIONER WESSEL: Your bilateral traffic. Right. Right.

MR. VILLENEUVE: We've seen malware that uses Google's encrypted
Gtalk Chat as a mechanism of command and control. Cloud file share hosting
services used as elements of command and control and also to drop exfiltrated
data. So all of those things start obscuring any geographical indicators that we
used to look at before.

COMMISSIONER WESSEL: Mr. Healey, any?

MR. HEALEY: Thank you.

Very brefly, it's just the latest in a long history of rushing ahead and
then figuring out the security afterwards. Whether it was the Internet itself or
almost every product that's ever come out, people have said, well, put this out
and we'll figure out how todo it securely afterwardsSo in that way, it's really
not surprising.

And the cloud is doing this, which is wearing for espionage, but much
more wearing for me is doing it also for industrial control systems, that we're
taking these things that really erak, things of steel and concrete, that you can't
just reboot and replace, that when they break, people will die, and that we're
saying, wait, let's connect that to the Internet.

And | understand, it's great economic reasons for doing it, but it
needs toworry us very deeply.

COMMISSIONER WESSEL: Thank you.

HEARING CGGHAIR WORTZEL: Commissioner Fiedler.

HEARING GQHAIR FIEDLER: Mr. Bejtlich, you talked about
communications companies being 23 percent of the target. You're talking about
manufacturers. You're talking about IP providers. I'm trying to get at two things.
| mean stealing technology is one thing. Everybody is stealing everything.

MR. BEJTLICH: Right.

HEARING GQHAIR FIEDLER: Listening or scooping up communications
within the United States is another. How extensive do you believe Chinese
interception of communications, public regular communications that all of us deal
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with daily, is going on?

MR. BEJTLICH: So the cases that | talked about are the hardware and
software manufacturers, and as far as we haven't seen any evidence of Chinese
collection against American targets using that sort of thing.

HEARING CQHAIR FIEDLER: If we can do it all over the world, why
can't they? And why aren't we talking about that?

MR. BEEJTLICH: Well, so putting on my intel hat for a second, | would
imagine that they would be pursuing the same sorts of systems that we have over
time--satellite-based systems and that sort of thing.

We see them taking the technology from these telecomngmanies to
improve their own capabilities and then also to come out with lowst
competitors who can then outbid everyone else on these soof national
infrastructure projects.

HEARING CQHAIR FIEDLER: And are we seeing the adaptation, if you
will, of hardware by Chinese manufacturers that allows them to do anything
nefarious in the United States?

MR. BEJTLICH: I'm not personally aware of anything like that
although--

HEARING GCQHAIR FIEDLER: Anybody?

MR. BEJTLICH-:=-just on a quick point abouthat, we do see them
trying to allay people's fears by saying, well, we'll have national certification and
testing and this and that.

The problem is if any of these systems are remotely upgradable, and
everything is, because you need to apply secumpitches, they'll test everything,
they'll say it's clean. As soon as they ship it, and they need to upgrade it, that's
when they'll slip in the back doors.

So | would caution anyone who thinks that the testing-is

HEARING GCQHAIR FIEDLER: So it'seapetual problem?

MR. BEJTLICH: Oh, absolutely, if it is possible to modify the device
remotely.

HEARING COQHAIR FIEDLER: That's what the General was referring to
about change-

MR. BEJTLICH: Yes.

HEARING GQHAIR FIEDLER:and plugging this anglugging that in.

It also sounds to me, as a layman, that we're talking about what is
essentially an indefensible problem. | mean we're doing this for years; we don't
have a defense. We don't have an effective defense. The private sector doesn't
have an effective defense. The defense establishment doesn't have an effective
defense. This is a problem.

MR. BEJTLICH: It is, but it's interesting to me that it now resembles
the real world. None of us came here in a tank. None of us put our kidsho
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in Kevlar vests and helmets. We've developed ways to deal with an inherently
vulnerable person biology system.

And we're there now with computers. It's been a fiction over time to
think that we could defend computers in a way that we couldn't defl anything
else, | think.

HEARING CQHAIR FIEDLER: Well, so let's get to that for a second. |
mean are you saying that it's indefensible ultimately?

MR. BEJTLICH: If you are dealing with a professional intruder, the
professional intruder will win.There's an inherent advantage to offense in cyber,
| believe.

MR. HEALEY: The best that we can do is make it more difficult for
them. You know, just like conflict in any other domain, it's going to be one force
acting on another one, and this continuabhmpaign, as Nart just discussed.

So the more things that we can do to make it more difficult for them,
force them into other places, increase their work factor, make them give up, then
that's the best that we can do, and if you look at the kinds of tignthat
Mandiant does or other people come out with, most of these intrusions are not
difficult.

They're able to use very simplahey don't have to be advanced. They
don't even have to be that persistent, and the more that we force them to be
advanced ad persistent, the better off we'll be.

HEARING CGQHAIR FIEDLER: Thank you.

We're going to break for a moment

HEARING COGHAIR WORTZEL: We're going to break now.

HEARING CGHAIR FIEDLER:gentlemen, and we'll call you back in
after--

HEARING @G-CHAIR WORTZEL: We'll call you back in. We've got more
guestions.

HEARING COHAIR FIEDLER: We've got a lot more questions.

HEARING COGHAIR WORTZEL: We got a lot of Commissioners that
have more questions for you. Thank you.

Congressman Frank Woi$ the Representative for Virginia's 10th
Congressional District, serving in Congress since 1981. He's also Chairman of the
House Appropriations Subcommittee on Comme+gesticeScience and Related
Agencies; cechair of the Tom Lantos Human Rights Comsmnos; and a member of
our sister commission, the Congression@kecutive Commission on China.

Chairman Wolf has also been a leader of congressional efforts to
address cyber security concerns related to China. In 2006, congressional
computers that contaied information about political dissidents from around the
world were compromised by people working from within China, including
computers in Congressman Wolf's office.
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In addition to working to raise awareness of cyber threats, the
Congressman authored aumber of cyber security provisions as part of the
spending bill that funds the Departments of Commerce and Justice, NASA, and the
National Science Foundation for FY 2012.

Some of these include: a Joint Cyber Security Center for Federal
Civilian Agenciesnew statutory certification requirements of IT systems to
ensure supply chain security; expansion of training for FBI cyber agents; increased
funding and resources for the FBI's unique cyfretated authorities and
expertise; and requiring the FBI to prade an annual National Cyber Threat
Assessment.

Congressman, the Commission is very pleased to have you here and to
have your support. The nation is fortunate to have you as a leader in Congress.
We're honored by your presence and look forward to youstienony.
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STATEMENT OF FRANK WOLF
A U.S. REPRESENTATIVE FROM THE STATE OF VIRGINIA

MR. WOLF: Well, thank you very much, and | appreciate the
opportunity to testify.

At the outset, | don't know if you saw today®n the Internet-the
Washington PostAssociated Press update, Monday, March 26, 5:21 a.m., out of
Australia. It says Australia has banned Chinese technology giant Huawei from
bidding to help build a nationwide higepeed Internet network due to concerns
about cyber attacks traced to China.

Australian Prime Minister Julia Gillard said Monday the move was
among, quote, "prudent decisions” to ensure that the planned network functions
properly. The ban highlights concern about Beijing's cyber warfare efforts, a
spate of hacking attempts aimedt Western companies and the role of Chinese
equipment providers, which are expanding abroad.

So it's interesting that this story came out the very day that you have
the hearing.

| want to thank you for the opportunity to testify today on this very
important issue, and | appreciate more than | can tell you the continued good
work by the Commission and your holding this field hearing in Manassas.

As you know, northern Virginia was really the birthplace of the
Internet in the 1980s and '90s and remainsetlicast Coast "high tech” hub today.

Today, northern Virginia is one of the frontlines in the emerging
cybersecurity challenge, with a significant cyber workforce that is supporting U.S.
defense and civilian agencies.

| have been deeply concerned aboutdalcyber threat from China for
nearly a decade. When | first started raising these concerns, the general attitude
of the U.S. government was to keep everything secret or, in some cases, just to
ignore the threat. In fact, when the Chinese attacked fournoy office computers
in 2006, along with many other House officesthink there were about 17
members if | remembe+l remember Congressman Kirk was one; Congressman
Chris Smith was onethe FBI and others urged me not to disclose it publicly.

After nearly two years of waiting, | took to the House floor in June of
2008 to inform my colleagues, and the American people, about the incident and
warn of the growing threat to the U.S. government and businesses.

| believed it was important for the public to bedr understand this
threat and what the attackers wanted, not national security secrets, but
information about Chinese dissidents that | had worked for.

The attacker first hacked into the computer of my foreign policy and
human rights staff person, then the computers of my chief of staff, my legislative
director and my judiciary staff person. On these computers was information
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about all of the casework waave done on behalf of political dissidents and
human rights activists around the world.

The computers, as | said, in other offices, including the House Foreign
Affairs Committee, were also compromised.

It is logical to assume that critical and sengg information about
U.S. foreign policy and the work of Congress to help people who are suffering
around the world was also open to view from these official computers.

In subsequent meetings with the FBI officials, it was revealed that the
outside soures responsible for this attack came from within the People's
Republic of China. These cyber attacks permitted the source to probe our
computers to evaluate our system's defenses and to view and copy information.
My suspicion is that | was targeted andelther members, like Congressman
Chris Smith and Senator Kirk, by Chinese sources because of our history of
speaking out about the Chinese government's abysmal human rights record.

| have spent hours with countless Chinese dissidents, ranging from
UyghurMuslim activist Rebiya Kadeer, to house church pastor and advocate Bob
Fu, to former laogai prisoner, Harry Wu.

Just recently, | visited with an impressive group of Chinese lawyers in
Washington for the National Prayer Breakfast. To a person, each lokhed
country and were rightly proud of their heritage, but all sought fundamental
change. They longed to live in a land where they could worship freely, speak
openly and enjoy the basic protections of a constitution grounded in rule of law.
Their quarrd, and mine, is with a thin layer of leadership at the helm of the
Chinese Communist Party that rules by fear and oppression.

Keep in mindLiu Xiaobo, the 2010 Nobel Prize winner, was not even
permitted to leave his prison cell to go to Oslo, nor was Wwise allowed to leave
their residence. She was undé&ouse arrest.

Since | spoke out in 2008, there has been a sea change in how senior
defense and intelligence officials are publicly discussing the cyber threat. Four
years ago, some of these same leadewho were warning against even publicly
acknowledging cyber attacks, much less the source of the threats, are now
publicly warning of the threat in very stark terms.

| believe that this change has come about because these senior
officials have determinedhat the situation has become so dangerous, as our
networks and technology and companies become so interconnected, that they
understand that public awareness is increasingly critical to deal with this threat.

For example, last month, during the appearanbefore the Senate
Select Committee on Intelligence, FBI Director Robert Mueller said that while
terrorism is the greatest threat today, quote, "down the road, the cyber threat
will be the number one threat to the country.”

2010 Pentagon report found, qute: "In the case of key national
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security technologies, controlled equipment and other materials not readily
obtainable through commercial means or academia, the People's Republic of China
resorts to more focused efforts, including the use of its inteélnge services and
other-than-legal means, in violation of U.S. laws and export controls.”

The report also highlighted China's cyber espionage efforts. The U.S.
intelligence community notes that China's attempts to penetrate U.S. agencies are
the most aggessive of all foreign intelligence organizatiorfar greater than the
KGB ever was during the days of communism in the Soviet Union and during the
'70s and '80s, and in many other areas, too.

Other senior U.S. military and intelligence officials haveebme
increasingly vocal about their concerns about the scope of Chinese espionage and
cyber attacks. Defense Intelligence Agency Chief General Ron Burgess also
recently testified that-quote--he said: "China has used its intelligence services to
gather infformation via a significant network of agents and contacts using a variety
of methods. In recent years, multiple cases of economic espionage and theft of
dual-use and military technology have uncovered pervasive Chinese collection
efforts.”

Last year, tle usualy reticent Office of the National
Counterintelligence Executive issued a warning that, quote, "Chinese actors are
the world's most active and persistent perpetrators of economic espionage.” The
Counterintelligence Office took this rare step of gilng out the Chinese due to
the severity of the threats to the U.S. national and economic security.

And a March 8, 2012Washington Postrticle described how, quote:

"For a decade or more, Chinese military officials have talked about conducting
warfarein cyberspace, but in recent years, they have progressed to testing attack
capabilities during exercises. The PLAle People's Liberation Army'probably
would target transportation and logistics networks before an actual conflict to try
to delay or disupt the United States' ability to fight, according to the report
prepared by Northrop Grumman:for this Commission, and | want to commend

the Commission and thank the Commission for requesting and publishing this
important research.

We are beginning tavitness the consequences of the cyber threat.
According to a March 13, 2012XNew York Timesrticle, quote:

"During the fivemonth period between October and February, there
were 86 reported attacks on computer systems in the United States that control
critical infrastructure, factories, and databases, according to the Department of
Homeland Security, compared with 11 over the same period a year ago."

In an interview with theNew York TimesHomeland Security Secretary
Janet Napolitano said, quote:

"I think General Dempsey said it best when he said that prior to 9/11,
there were all kinds of information out there that a catastrophic attack was
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looming. The information on a cyber attack is at the same frequency and
intensity and is bubbling at the samevel, and we should not wait for an attack
in order to do something."

Notably, Chinese espionage isn't limited to government agencies. In
an October 4, 2011Washington Postrticle, Chairman Mike Rogers remarked,
quote:

"When you talk to thesecompanies behind closed doors, they describe
attacks that originate in China and have a level of sophistication and are clearly
supported by a level of resources that can only be a natsiate entity."”

Cyber espionage is having a real and corrosive eff@t job creation,
creating and causing jobs. You're taking jobs away from America, and last year,
the Washington Posteported that, quote:

"The head of the military's U.S. Cyber Command, General Keith
Alexander, said one U.S. company recently lostb$llion--$1 billion--worth of
intellectual property over the course of a couple of daytechnology that they
worked on for 20 plus years stolen by one adversary."

The record is clear: what policymakers used to reticently refer to as,
guote, the "AdvancedPersistent Threat" is now increasingly acknowledged
China's asymmetric warfare and economic strategy against our country, against
America.

Because of our past reluctance to acknowledge the severity of this
issue, the Congress and the administrationearow struggling to keep up. As
many are aware, several comprehensive cybersecurity bills have stalled in the
Senate amid jurisdictional and partisan wrangling.

The House is quietly trying to advance more targeted bills, and | want
to commend and thank m colleagues, Mike Rogers, chairman of the Intelligence
Committee, and also Dutch Ruppersberger, the Democrathee Ranking Member,
and Peter King, chairman of the Homeland Security Committee, for their excellent
leadership on this issue.

As chairman othe House Appropriations Subcommittee that funds the
FBI, Commerce and National Institute for Standards and Technology, my
subcommittee has also been funding some of the key civilian and law enforcement
agencies involved in the fight against cyber threat.

That is why | prioritized cyber security programs in Fiscal Year 2012
CommercedusticeScience Appropations bill, including significant increases in
the FBI's joint cyber task force and requiring each agency to vet its IT equipment
purchases. | also dected the FBI to produce an annual unclassified cyber report.

| am planning to take even more significant steps in the Fiscal Year
2013 bill that is currently under development, includirgwant to tell this panel-
adopting many of this Commissiontecommendations. Your recommendations
will not go unrecognized or ignored. We are going to adopt themd we're going
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to put them into law.

Although the government and the private sector have finally come to
appreciate this threat and start to take theecessary steps to address it, the
threat is evolving, and | am concerned that we may continue to be behind the
curve.

One issue that the U.S. has failed to develop a coherent and strategic
policy to address is the unique and unprecedented threat fromnelse state
owned and statedirected companies that are operating in the U.S. | believe this
threat is particularly pronounced in Chinese telecom firms.

Earlier this yearThe Economisimnagazine published a special report
on Communist Party management &fhinese corporations. The article noted the
Chinese government's particular support for its telecom and IT industry, noting
that, quote, "the end result is the creation of a new class of a state companies:
national champions that may not be owned by gowenents but are nevertheless
closely linked to them."

The article reported that "the Communist Party has cellgthd that's
a quote--"cells in most companies, in the private as well as statened sectok-
complete with their own offices and files on emplees. It holds meetings that
shadow formal board meetings and often trump their decisions.”

According toThe Economistthe Chinese government even has an
expression for this strategy, quote: "The state advances while the private sector
retreats.”

Author Richard McGregor wrote that the executives at major Chinese
companies have a, quote, "red machine" with an encrypted line to Beijing next to
their Bloomberg terminals and personal items on their desks.

Given this level of party control in China's prieasector, we
shouldn't be surprised to learn that the PLA has been operating cyber militias out
of telecom companies.

Last year,The Financial Timeseported that the PLA has even
documented how it will use telecom firms for foreign espionage and cyber
attacks.

A paper published in the Chinese Academy of Military Sciences'
journal noted, quote:

"These cyber militia should preferably be set up in the telecom sector,
in the electronics and internet industries, and in institutions of scientific
research,” aad its tasks should include, quote, "stealing, changing and erasing
data" on enemy networks and their intrusion with the goal of "deception,
jamming, disruption, throttling, and paralysis.”

The same article also documented the growing number of Péd\
cyber militias housed in "private“private--Chinese telecom firms.

The article reported on one example at the firm Nanhao: "Many of its
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500 employees in Hengshui, just southwest of Beijing, have a second job. Since
2005, Nanhao has been home to a cyberlina unit organized by the People's
Liberation Army. The Nanhao operation is one of thousands set up by the Chinese
military over the past decade in technology companies and universities around
the country. These units form the backbone of the countrinsernet warfare
forces, increasingly seen as a serious threat at a time of escalating global
cybertensions.”

This is what makes me so concerned about Chinese telecom firms'
growing operations in the U.S. market. Chinese stdieectedfirms are
collaborating and cooperating with the Chinese government to a degree that
would be unfathomable in the U.S. or other Western countries.

And as these Chinese stateacked firms enter the U.S. market, it is
unclear whether they will be playing by our rules or ihewn.

Currently, the most concerning of these Chinese telecoms is Huawei
and | read this report today, which you'll see latewhich is attempting to
increase its market share in the United States and around the world. Numerous
government reports hae linked Huawei's corporate leadership to the Chinese
intelligence services and the People's Liberation Army, raising concerns about
Huawei's networks and devices being subject to espionage by the Chinese
government.

These connections are particularly teworthy given Huawei's rapid
rise as a telecom giant. According to a March 18 article in the Wall Street
Journal, quote: "Huawei Technologies Company has almost doubled its workforce
over the past five years as it strives to become a mobile technologgvhweight.”

The article also notes that Huawei's network business has thrived at
the expense of struggling Western network companies such as Alelanekent and
Nokia Siemens Networks. Initially, Huawei supplied {o®st phones to
telecommunications operéons in the West under their own brand, but over the
past year, Huawei has been quietly building and investing in its own brand of
high-end smartphones and tablets.

Huawei executives make no secret of their goal to dominate the
telecom market. In a Mairt 6, 2012 interview with the technology news Web site,
Engadget, Huawei device chief Richard Yu said, quote: "In three years we want
Huawei to be the industry's top brand.”

However, Huawei's growth in the U.S. market should give all
Americans serious paes Last week, respected national security reporter Bill
Gertz wrote in The Washington Free Beacon about this Commission's recently
released cybersecurity report.

Gertz wrote, quote: "New information about Chinese civilian
telecommunications companies' @se support of the Chinese military and
information warfare programs is raising fresh concerns about the companies'
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access to U.S. markets, according to a report by the CongressionalGhisa
Economic and Security Review Commission."

"One of the comparmes identified in the report as linked to the PLA is
Huawei Technologies, a global network hardware manufacturer that has twice
been blocked by the U.S. government since 2008 from trying to buy into U.S.
telecommunications firms."

Gertz continued, quote: Muawei is a welestablished supplier of
specialized telecommunications equipment, training and related technology to the
PLA that has, along with others such as ZTE and Datang, received direct funding
for R&D on the C4ISR. That's the hitgth intelligerce collection systems
capabilities."”

The report further adds: "All these Chinese telecom firms originated
as state research institutes and continue to receive preferential funding and
support of the PLA."

Huawei's efforts to sell telecom equipment to U.Betworks has long
troubled the U.S. defense and intelligence communities, which has been
concerned that Huawei's equipment could easily be compromised and used in
Chinese cyber attacks against the U.S. or to intercept phone calls amaiés
from the Ameaican telecom networks.

According to a 2005 report by the RAND Corporation, quote, "both the
Chinese government and the military tout Huawei as a national champion, and one
does not need to dig too deeply to discover that many Chinese information
technology and telecommunications firms are the public face for, sprang from, or
are significantly engaged in joint research with state research institutes under the
Ministry of Information Industry, defensendustrial corporations, and the
military.

In fact, theWashington Post reported that the National Security
Agency called AT&T because of fears that China's intelligence agencies could
insert digital trapdoors into Huawei's technology that would serve as secret
listening posts in the U.S. communications networ

Over the last several years, Huawei's top executives' deep connections
to the PLA and Chinese intelligence have been well documented. As Gertz
summarized in his article, quote:

"A U.S. intelligence report produced last fall stated that Huawei
Technologies was linked to the Ministry of State Security, specifically through
Huawei's chairwoman, Sun Yafang, who worked for the Ministry of State Security,
MSS, Communications Department before joining the company.”

That is why senior administrationfficials in the Bush and the Obama
administrations have repeatedly intervened to block Huawei's access to U.S.
networks.

"In 2008, the Treasury Departmerded Committee on Foreign
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Investment in the United States, CFIUS, blocked Huawei from purchasiedJtS.
telecommunications firm 3Com due to the company's links to the Chinese
military," Gertz reported.

"Last year, under pressure from the U.S. government, Huawei
abandoned their efforts to purchase the U.S. server technology company 3Leaf. In
2010, Caogress opposed Huawei's proposal to supply mobile telecommunications
gear to Sprint over concerns that Sprint was a major supplier to the U.S. military
and intelligence agencies.”

And | would say this: when the White House, the intelligence
community, theDefense Department, and the Commerce Departmemte had
Secretary Bryson before us last wee&ll have worked to block Huawei from
gaining access to U.S. networks, the American people should really take notice.

In all my years in Washington, very rayehave | seen defense,
intelligence and civilian agencies come together in such a quiet but concerted
effort to warn of a security threat from a foreign entity.

It is not just Huawei's longstanding and tight connections to Chinese
intelligence that shouldrouble us. Huawei has also been a leading supplier of
critical telecom services to some of the worst regimes around the world. Last
year, the Wall Street Journal reported that Huawei, quote, "now dominates Iran's
governmentcontrolled mobilephone indwstry.” Iran. Everyone is concerned
about Iran getting a nuclear weapon. You cannot not turn on the news and hear
this. "It plays a role in enabling Iran's state security network."

You know what the state security network does to the Iranian people?
And they're cooperating and helping.

Gertz reported that Huawei has also been "linked to sanctidrusting
in Saddam Hussein's Iraq during the 1990s when that company helped network
Iraqi air defenses at a time when U.S. and allied jets were flying datto
enforce the nefly zone." They were helping the Iraqgis. They were helping
Saddam.

| mean that, | mean they nowwell, | won't go off on anotherbut |
mean that should really get people very concerned. The company also worked
with the Taliban duimg its short reign in Afghanistan to install a phone system in
Kabul. Almost 200 people from my district died in the attack on the World Trade
Center.

Now, everyone knew bin Laden lived in Sudan from '91 to '94. When
he left and went there, they knewhte connection. Everyone knew the
connection. If you were deaf, maybe you didn't know it, or if you weren't
following it, you didn't know it, but everyone knew the connection with the
Taliban. Mullah Omar never sent bin Laden out and allowed him to saay, they
put a telephone system in for the Taliban. That should have everyone concerned.
That should havehave you been up to the World Trade Center?
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Given all this information, there should have been no doubt that
Huawei poses-and how does somebodyepresent Huawei? | understand they just
hired a former member of Congress to newhow do you do that? That's like the
Simon and Garfunkel song "The Boxer." Remember that song, "A man hears what
he wants to hear and disregards the rest.”

How do you dsregard that and come and register and lobby for a
company that has been involved like this? Given all this information, there should
be no doubt Huawei poses serious national and economic security threat to the
U.S. Itis no secret that the People's Ridpic of China has developed the most
aggressive espionage operations in modern history, especially given its focus on
cyber attacks and cyber espionage.

Perhaps that is why Beijing has ensured that Huawei is able to
continue its global market growth bynsustainably low prices and Chinese
government export assistance, according to this Commission's January 2011
report on the national security implications of Chinese telecom companies.

Due to China's secrecy, the full extent of Huawei's subsidies are not
fully known, but given its unrealistically low prices, it remains unknown whether
Huawei is even making a profit as it seeks to dominate the telecom market.

Why would the Chinese government be willing to generously subsidize
such unprofitable products?

The American people have a right to know whether their government
is doing everything it can to protect their cell phone and data networks. But |
fear that with Huawei's rapid growth in the U.S. market, we may soon find that we
are too intertwined withHuawei network equipment and devices to address
potential security concerns. We must resolve these concerns before Chinese
telecom firms make significant inroads on U.S. networks and not after.

As Huawei increases its lobbying presence in Washington ever
congressional office should know when they come in their connection to the
Iranian issue, their connection to the Iraqi issue, their connection to the Taliban.
We did a piece in the Congressional Record a week ago. We're sending it to every
member of he House so they can't say, well, | didn't know, so they all know.

And as Huawei increases lobbying presence in Washington, members
should be fully aware of the firm's intimate links to the PLA and the serious
concerns of our defense and intelligencemmunity.

Verizon, Sprint, AT&T,-Mobile and other networks should not be
selling Huawei devices given these security concerns. But if they do, they have an
obligation to inform their customers of these threats. This is especially important
when carries are selling Huawei phones and tablets to corporate customers.
They have a right to know that Beijing may be listening.

| want to thank you again for the opportunity to testify, and | look
forward to working with the Commission on these issues, andnkig, if the
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Commission wasn't looking at some of these issues, I'm not so sure that anybody
else would, and | want the Commissioners to know that your work has not been in
vain.

We are going to take a lot of this and we're going to use it, and we're
going to discuss it on the floor. It's going to be in the bill so it's not just like, it's
not a resolution, it's going to be a law that we're going to come and push. With
that, | thank you very much.



71

PREPAREDSTATEMENT OF FRANK WOLF
A U.S. REPRESENTATIVE F ROM THE STATE OF VIRGINIA

Thank you for the opportunity to testify today on this very important issappreciate the continued

good work by the commission and ydwiding this field hearing here in Manassés you know,

northern Virginia was really the birthplace of the Internet in the 1980s and 1990s and remains the East
Coast #fAhigh techo hub today.

Today, northern Virginia is one of the frontlines in the egmgy cybersecurity challenge, with a
significant cyber workforce that is supporting U.S. defense and civilian agencies.

| have been deeply concerned about the cyber threat from China for nearly a d&badd. first

started raising these concerng general attitude of the U.S. government was to keep everything secret
T or in some casésjust to ignore the threatn fact, when the Chinese attacked four of my office
computers in 2006, along with many other House offices and committees, the KBharsdurged me

not to disclose it publicly.

After nearly two years of waiting, | took to the House floor in June 2008 to inform my colléaguods
the American peoplé about the incident and warn of the growing threat to the U.S. government and
bushesses.

| believed it was important for the public to better understand this threat and what the attackers wanted
not national security secrets, but information about Chinese dissidents with whom | had had worked.

The attacker first hacked into themputer of my foreign policy and human rights staff person, then the
computers of my chief of staff, my legislative director, and my judiciary staff peBorthese

computers was information about all of the casework | have done on behalf of pakseaédts and
human rights activists around the world.

The computers in the offices of several other Members were similarly compromised, as well as a major
committee of the House, the Foreign Affairs Committee.

It is logical to assume that criticah@ sensitive information about U.S. foreign policy and the work of
Congress to help people who are suffering around the world was also open to view from these official
computers.

In subsequent meetings with FBI officials, it was revealed that the ostaiglees responsible for this

attack came from within the People's Republic of Chiftaese cyber attacks permitted the source to
probe our computers to evaluate our sMysuspicimbs de
is that | was targetedyllChinese sources because of my long history of speaking out about the Chinese
government 6s abysmal human rights record.

| have spent hours with countless Chinese dissidents ranging from Uyghur Muslim activist Rebiya
Kadeer, to house church pastor andamdte Bob Fu, to former laogai prisoner Harry Wu.
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Just recently | visited with an impressive group of Chinese lawyers in Washington for the National
Prayer BreakfastTo a person, each loved their country and where rightly proud of their herBage.
all sought fundamental chang&hey longed to live in a land where they could worship freely, speak
openly and enjoy the basic protections of a constitution grounded in rule of keir. quarrel and
minei is with a thin layer of leadership at thdreof the Chinese communist party that rules by fear
and oppression.

Since | spoke out in 2008, there has been a fnse
are publicly discussing to the cyber threBbur years ago, some of these sésaeers who were

warning against even publicly acknowledging cyber attaaksich less the source of the threatre

now publicly warning of the threat in very stark terms.

| believe that this change has come about because these senior officialsteavened that the

situation has become so dangerous, as our networks and technology and companies become so
interconnected, that they understand that public awareness is increasingly critical to dealing with this
threat.

For example, last month duriragy appearance before the Senate Select Committee on Intelligence FBI
Director Robert Mueller said that while terrori
threat wil |l be the number one threat to the cou

A 2010 Pentagonrepditound fAé [i ] n the case of key nationa
equipment, and other materials not readily obtainable through commercial means or academia, the
Peoples Republic of China resorts to more focused efforts, including the use @llitgeimte services
andothet han | egal means, in violation of U.S. | aws

The report al so h-espitnhge gffortsihe U.SCintelligende sommynbyaates
t hat Chinabés attempts to penetrate U.S. agenci e
organizations.

Other senior U.S. military and inteJence officials have become increasingly vocal about their concerns
about the scope of Chinese espionage and cyberattdeksnse Intelligence Agency chief General Ron
Burgess also recently testified theranformatGrhviama has
significant network of agents and contacts using a variety of methdsecent years, multiple cases

of economic espionage and theft of duaé and military technology have uncovered pervasive Chinese
collection efforts.o

Lastyear, the usuallyeticent Office of the National Counterintelligence Executive issued a warning
that AChinese actors are the worlddés most actiwv
The counterintelligence office took this rare step oflang out the Chinese due to the severity of the

threat to U.S. national and economic security.

And a March 8, 2012 Washington Post article des
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officials have talked about conducting warfare in cyberspace, but in recent years they have progressed to
testing attack capabilities during exerciseseée T
logistics networks before an actual conflicttomsytd el ay or di srupt the Unit
according to the report prepar ed-amywaNtwcanmendp Gr
this commission for requesting and publishing this important research.

We are beginning to witiss the consequences of the cyber thrAatording to a March 13, 2012 New
Yor k Ti mes ar t i -nbné pegripddétweeniOctgpertartd Eebruaryytieere were 86
reported attacks on computer systems in the United States that control criticatuoftae, factories

and databases, according to the Department of Homeland Security, compared with 11 over the same
period a year ago. o0

Il n an interview with The New York Times, Homel a
General Dempsey ghit best when he said that prior to 9/11, there were all kinds of information out

there that a catastrophic attack was loomifhbe information on a cyberattack is at the same frequency

and intensity and is bubbling at the same level, and we showitdor an attack in order to do

somet hing. o

Notably, Chinese espionage InanOgtoberl4,i20dl Washdngtono g o v
Post article, Chairman Mi ke Rogers remarked: AV
they desdbe attacks that originate in China, and have a level of sophistication and are clearly supported
by a level of resources that can only be anatidnat e enti ty. o

Cyberespionage is having a real and corrosive effect on job creafishyear, the Washgton Post
reported that, A[t] he head of the militaryds U.
U.S. company recently lost $1 billion worth of intellectual property over the course of a couple bf days
60technol ogy t hat20plusgesrd st wioe k ely ooné oof t he adve

The record is clear: what policymakers used to
now increasingly acknowledged as ChinadsUSsymme

Because of our past reluctance to acknowledge the severity of this issue, the Congress and the
administration are now struggling to keep U many are aware, several comprehensive cybersecurity
bills are stalled in the Senate amid jurisdicticeadl partisan wrangling.

The House is quietly trying to advance more targeted bills and | want to commend my colleagues Mike
Rogers, chairman of the Intelligence Committee, and Peter King, chairman of the Homeland Security
Committee, for their excellemdadership on this issue.

As chairman of the House Appropriations subcommittee that funds the FBI, Commerce Department and
the National Institute for Standards and Technology (NIST), my subcommittee has also been funding
some of the key civilian andwaenforcement agencies involved in the fight against the cyber threat.

That is why | prioritized cybersecurity programs in the fiscal year 2012 ConmidiestieeScience
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Appropriations bill, including s iogeaandreqairmmgdachi ncr
agency to vet its IT equipment purchasealso directed the FBI to produce an annual unclassified
cyber report.

| am planning take even more significant steps in the fiscal year 2013 bill that is currently under
development,iol udi ng adopting many of this commission

Although the government and the private sector have finally come to appreciate this threat and start to
take the necessary steps to address it, the threat is evolving and | am concerned that we may continue to
be behind the curve.

One issue that the U.8as failed to develop a coherent and strategic policy to address is the unique and
unprecedented threat from Chinese stateed or statelirected companies that are operating in the
U.S. | believe this threat is particularly pronounced from Chinesedeh firms.

Earlier this year, The Economist magazine published a special report on Communist Party management
of Chinese corporationsSt he arti cl e noted the Chinese governi
and I T industr y esulbigthercrgatidn bfa hew cldss di sateeomganies: national
champions that may not be owned by governments

The article reported that A[t] he (OQdctepnweasst ) p a
well as stateowned sector complete with their own offices and files on employe$iolds meetings
t hat shadow f or mal board meetings and often tru

According to The Economist, the Chinese government even has an expressidgnifos st r at egy :
state advances while the private sector retreat

Aut hor Richard McGregor wrote that the executiyv
with an encrypted line to Beijing next to their Bloomberg terminals and perseme d@n their desks.

Given this | evel of party control in Chinads pr
PLA has been operating cybermilitias out of telecom companies.

Last year, The Financial Times reported that the PLA hasdaveamented how it will use telecom
firms for foreign espionage and cyberattacks.

A paper published in the Chinese Academy of Mil
should preferably be set up in the telecom sector, in the electrowidgstarnet industries and in
institutions of scientific research, o0 and its t
enemy networks and their intrusion with the goa
paral ysis. o

The ame article also documented the growing number-PLdd cyber mil i tias hou
Chinese telecom firms.
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The article reported on one example at the firm Nanhao-fNearw] : fAmany of its 500
Hengshui [Hangshoo], just souttwest of Bejing, have a second jolsince 2005 Nanhao has been
home to a cybermilitia unit organized by the Pe

thousands set up by the Chinese military over the past decade in technology companies and siniversitie
aroundthecountryThese wunits form the backbone of the cc¢
seen as a serious threat at a time of escal atin

That is what makes me so concer neationsanldileWsS. Chi nes
market. Chinese statirected are collaborating and cooperating with the Chinese government to a
degree that would be unfathomable in the U.S. or other Western economies.

And as those Chinese stdttacked firms enter the U.S. markietis unclear whether they will be playing
by our rules, or their own.

Currently, the most concerning of these Chinese telecoms is Huawei, which is attempting to increase its
market share in the United States and around the whliidnerous governmemngports have linked

Huawei 6s corporate | eadership to the Chinese 1in
(PLA), raising concerns about Huawei networks and devices being subject to espionage by the Chinese
government.

These connectionsapear t i cul arl'y noteworthy givemccoidingwei 0
to a March 18 article in the Wal/l Street Journ
force over the past five years as it strives to become a mobile teghyjoloh e avy wei ght . 0

S
a

The article also noted that fAHuawei's network D
network companies such as Alcakteicent Co. and Nokia Siemens Networkinitially, Huawei

supplied lowcost phones to telecommunications operators in the West under their own brand, but over
the past year, Huawei has also been quietly building and investing in its own brandefidhigh
smartphones and tablets. 0

Huawei executives make no sdavétheir goal to dominate the telecom markieta March 6, 2012,
interview with the technology news Web site, En
three years we want Huawei to be the industry's

However, Hu a whe U.8.snarket sboultl dive alliimdricans serious pauast week,
respected national security reporter Bill Gertz wrote in The Washington Free Beacon about this
commi ssionds recently released cybersecurity re

Gertz wrote: A[ nClriwne nd oo imaitliioan atbo@lugc ommuni cat
of the Chinese military and information warfare
access to U.S. markets, according to a report by the congressiodlilkeESEconomic andegurity

Review Commi ssion. 0
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AfOne of the companies identified in the report
network hardware manufacturer that has twice been blocked by the U.S. government since 2008 from
tryingto buyintoU.S.telc ommuni cati ons firms, o0 Gertz contint
supplier of specialized telecommunications equipment, training and related technology to the PLA that
has, along with others such as Zhongxing, and Datang, received direct fundi@Pf@nRC4ISR

[hight ech i ntelligence collection] systems capabi
The report further added, dA[a]ll of these [ Chin
and continue to receive preferential funding an
Huiawei 6s efforts to sell telecom equipment to U.
intelligence community, which has been concerne

compromised and used in Chinese cyberattacks against the U.Saterd¢ept phone calls anehaails
from American telecom networks.

According to a 2005 report by the RAND Corporat
tout Huawei as a national champi on, oOrteah[manyi one d
Chinese information technology and telecommunications firms] are the public face for, sprang from, or
are significantly engaged in joint research with state research institutes under the Ministry of

Information Industry, defensedustrialcopor at i ons, or the military. o
I n fact, in 2009, The Washington Post reported
because of fears that Chinabs intelligence agen

technology that would serve as s#distening posts in the U.S. communications network.

Over the |l ast several years, Huawei 6s top execu
intelligence have been well document&ls Ger t z summari zed in his art
produced last fall stated that Huawei Technologies was linked to the Ministry of State Security,

specifically through Huawei 6s chairwoman, Sun Y

(MSS) Communications Department before joining

That is why senior administration officials in the Bush and Obama administrations have repeatedly
intervened to block Huawei @90 08c c & she tladeld.sS.r yn et
Committee on Foreign Investment in the United States (CFIUskét Huawei from purchasing the

U.S. telecommunications firm 3Com due to the <co
reported.

ALast year, under pressure from the U.S. govern
U.S. server teclology company 3Leafl n 2010, Congress opposed Huaw
mobile telecommunications gear to Sprint over concerns that Sprint was a major supplier to the U.S.
military and intelligence agencies. 0

When the White House, Intelligence ComntynDefense Department and the Commerce Department
all have worked to block Huawei from gaining greater access to U.S. networks, the American people
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should take notice.

In all my years in Washington, very rarely have | seen the defense, intelligencigibaul agencies
come together in such a quiet but concerted effort to warn of a security threat from a foreign entity.

ltds not just Huawei 6s |l ongstanding and tight <c
Huaweihas also been a leading supplier of critical telecom services to some of the worst regimes around
theworld.Last year, the Wall Street Journal reporte
controlled mobilep hone 1 ndustryéilti npg alyrsana sr osltea tien seencauor i

Gertz reported that Huawe-bubBasngl sa Baddaml Hok s
the 1990s, when the company helped network Iraqi air defenses at a time when U.S. and allied jets were
flying patrok to enforce a nfly zone. The company also worked with the Taliban during its short reign

in Afghanistan to install a phone system in Kab

Given all of this information, there should be no doubt Huawei poses a serious national and economic
security hreat to the U.Slt is no secret that the Peoples Republic of China has developed the most
aggressive espionage operation in modern history, especially given its focus on cyberattacks and
cyberespionage.

Perhaps that is why Beijing has ensured thai is able to continue its global market growth by
Aunsustainably | ow prices and [Chinese] governn
January 2011 report on the national security implications of Chinese telecom companies.

DuetoChnaés secrecy, the full extent Budvenits awei 6s
unrealistically low prices, it remains unknown whether Huawei is even making a profit as it seeks to
dominate the telecom markétvhy would the Chinese government biling to generously subsidize

such unprofitable products?

The American people have a right to know whether their government is doing everything it can to
protect their cell phone and data networks.

But | fear t rpidgrowthinhthe UBumavket,iwé may soon find that we are too
intertwined with Huawei network equipment and devices to address potential security cowéerns.
must resolve these concerns before Chinese telecom firms make significant inroads etwadr&sn
not after.

And as Huawei increases its lobbying presence in Washington, members should be fully aware of the
firmdéds intimate | inks to the PLA and the seriou

Verizon, Sprint, AT&T, FMobile and other U.S. network carriers should not be selling Huawei devices
given these security concerrBut if they do, they have an obligation to inform their customers of these
threats. This is especially important when carriers are selling Huawei praontetablets to corporate
customers.They have a right to know that Beijing may be listening.



Thank you again for the opportunity to testify this mornihtpok forward to working with this
commission as we continue to address this challenge.
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HEARING C@HAIR WORTZEL: Thank you, Congressman Wolf.

MR. WOLF: Thank you so much.

HEARING COGHAIR WORTZEL: Do you have time for a couple of
guestions?

MR. WOLF: Sure, | do. Yes, sir.

HEARING CGGHAIR WORTZEL: Commissioner Wessel.

COMMISSIONEWESSEL: Mr. Chairman, | actually don't have a
guestion. | have more of a statement of thanks for all that you do. I'm a
Democrat, as you know. This Commission has worked hard over all of our years.
think that each of the last five years, we've hadogpartisan unanimous report,
and your leadership on these issues is deeply appreciated.

| know it hasn't been easy. You've taken on some big transactions.
Each time you've done that, it's been validated by law enforcement and other
officials in the goernment.

And as you just pointed out with the Washington Post article, Huawei
is being banned from one of our major allies. |1 don't think there can be any
guestion about Huawei's ties to the government, what they're trying to do to
infiltrate our telecommunication system, and your persistence going at this. |
think this is a great tribute to your work over the years and appreciated by the
public for what you do.

MR. WOLF: Well, thank you very much.

COMMISSIONER WESSEL: Thank you.

MR. WOLF: And thkiis totally a bipartisan or a nonpartisan issue
here.

COMMISSIONER WESSEL: Agree.

MR. WOLF: Yes. Thank you.

HEARING COGHAIR WORTZEL: Thank you.

Commissioner Fiedler.

HEARING CGHAIR FIEDLER: 1 would just like to say, Frank, that we
know each aoher for 20 years, and today you've done again what you always do,
which is you speak truth to power.

Thank you, again.

MR. WOLF: Thank you. Appreciate that.

HEARING CGGHAIR WORTZEL: Thank you, sir.

MR. WOLF: Okay. Thank you very much.

HEARINGCOCHAIR WORTZEL: We're going to take a shortrfiveute
break. I'll try and hold us to that time and then come right back with you three
gentlemen.

[Whereupon, a short recess was taken.]
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PANEL | i QUESTIONS AND ANSWERS(continued)

HEARING COHAIRWORTZEL: Commissioner Cleveland will lead off
with the next question.

COMMISSIONER CLEVELAND: Actually | was interested in your
comment that it was 416 days on average before the breach was detected. Why
does it take so long? And then what finaldtatches the attention of a company to
address the issue?

MR. BEJTLICH: 1I'll answer the easier part. The easier part is the
reason why people finally discover a problem has been thpatty notification.

94 percent of the cases we worked someone hadctmme in and say you've got
this problem.

COMMISSIONER CLEVELAND: And how did they know?

MR. BEJTLICH: Pardon?

COMMISSIONER CLEVELAND: And how did they know? What was the
sequence?

MR. BEJTLICH: Many times the law enforcement agency, the intel
agency, is working other cases, and they see activity that suddenly involves other
companies, and they say, well, those companies are compromised as well, and so
they sort of leapfrog. Just as the activity leapfrogs, the intel analysts leapfrog
and say, all ight, we now need to do notification of these other organizations.

COMMISSIONER CLEVELAND: So you're suggesting that most
notifications in 94 percent of these cases do come from law enforcement or the
government?

MR. BEJTLICH: Of the cases we workeds, yhey were, almost all of
them were FBI. The FBI has been very good over the last five years in terms of
telling people about this.

COMMISSIONER CLEVELAND: Interesting.

MR. BEJTLICH: This is a game changer because you can't ignore either
that visitby an agent or that piece of paper with that FBI logo that says you have
a serious problem, and if you can get into a cleared facility, we'll talk to you
about what it is.

COMMISSIONER CLEVELAND: Interesting. Okay.

MR. BEJTLICH: You asked why it sake long?

COMMISSIONER CLEVELAND: Right.

MR. BEJTLICH: | would say, believe it or not, many companies are
simply not structured to deal with this. There is a perception that if you simply
buy enough of the right technology, and you deploy enoughtofaind the wall is
high enough, then you're okay. And that is patently not true.

We've got teams now thatto give you an example, at General Electric
it took me building a team of 40 people with a $10 million budget to even make a
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dent in this problem,and it took several years to get to that capability, and | had
to call in every favor and get every friend that | could to join me to try to fight
these guys.

You cannot do that at every single one of these victims out there, and
there are hundreds, if at thousands. So it is very difficult. Now, the top tier
companies, topend defense contractors, those sorts of people, can affdirtd,
and financials can afford this sort of thing. Almost everyone else, it's just well
beyond their capability, and sohtat's why a lot of them have to turn to outside
partners or something like that.

It is a wakeup call for a company to realize that all of these millions
of dollars they've spent over the years have just made no dent against a dedicated
intruder.

COMMISBONER CLEVELAND: Okay. Are any of you aware of the
LiebermanCollins legislation on the Hill?

MR. BEJTLICH: Yes.

COMMISSIONER CLEVELAND: Again, | guess the question is for you.
Do you think that, as it's characterized in a New York Times article,gteater
authority to regulate the security used by companies that run the nation's
infrastructure and establish and enforce minimum standards on companies whose
service or products would lead to mass casualties, evacuations or major economic
damage, do gu think that that legislation squares with your kind of analysis of
are we compromised rather than are we vulnerable?

MR. BEJTLICH: | don't oppose regulation. | fear that regulation that
results in more paperwork is not going to be the right result.ee seen that
with FISMA. FISMA has been pretty much an abject failure over the last ten years.
Not that the law is written poorly, but the implementation was terrible. It just
became a giant paperwork exercise.

If we spent more attention on the regatory side sayingif you're a
covered entity of critical infrastructure and maybe a publicly traded company,
once a yea¢--1'd prefer more often, but sayijonce a yearyou shouldfind if you
are compromisedb éThat's the game changer. That takes it fromibg a reactive
stance with the FBI visiting to a more proactive stance of regularly finding out if
you have this problem.

Once you do that, you can tailor defenses based on what's found as
opposed to going through sort of an academic exercise where yaueha
standard, are you compliant with the standard; it's more of an audit. | prefer it
to be based on what's the score of the game as opposed to how tall the players
are, where they went to college, how fast they can run the 40, those sorts of
inputs.

COMMISSIONER CLEVELAND: Would the companies carry out this kind
of audit themselves or do you think this is something that should be done by some
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external publieprivate?

MR. BEJTLICH: 1| think it has to-{s® that if the companies aren't
capable of defading themselves, and most of them aren't, | think it would have
to be done by a third party, maybe someone who is a certified assessor similar to
what's done in PCI.

COMMISSIONER CLEVELAND: Okay. And General Cartwright urged a
multilateral approach tothis. What | haven't heard is two dimensions of it. The
first is what do you think the European response would be to a more concerted
effort to get ahead of this problem or at least catch up?

And second, would one of you choose to compare what the Chéene
are accused of doing with, say, what the Russians are doing? Draw, differentiate
it, if you will, the scope, the target, the management by the government. What's
the--how would you distinguish between the Russian cyber espionage efforts and
the Chineg? And then, the second question, the European?

That's the way you get in under your time.

[Laughter.]

MR. BEJTLICHIn the activity that we've seen, Chinese activity far
exceeds[Russian activity] And this isn't sort of us looking at just general
reporting. This is our workload. The Chinese activity far exceeds the Russian
activity.

We have certain playbooks that we can judge an actor by. When we
see the Chinese, it's very obvious it's them. The Russians tend to be much more
selective, creatie. They tend to play by the rules of the Cold War.

When | did consulting and we found the Russiamden we pushed
back on them, they would disappear for six months. They would show you some
respect. They would not seek to stay present the way the @sendo. The
Chinese, you kick them out on Friday; they're coming back on Monday or maybe
they're coming back on Sunday night. It's a completely different set of actors
because they know that there's going to be a spokesman on TV on Monday
morning sayingwe denounce hacking; we're a victim. The Russians, they don't act
that way at all.

MR. HEALEY: Both do have unclear ties, though, between the
government and nonstate actors, and whether that's organized crime or
companies or private hacking groups, thdoes confuse things, but, again, it only
confuses things if we let it. We can still go government to government.

MR. VILLENEUVE: Yes. My challenge is sorting out attacks that are
interesting from the general ruiof-the-mill cyber crime activity thayou see
constantly. So when it comes to a few interesting cases involving what appears to
be Russian cyber crime infrastructure, I've seen some infrastructure that's
typically associated with malware associated with banking fraud, people that try
to stealyour credit card numbers and drain your bank account, being used for
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activities that look more like espionage than it does cyber crime, and that is that
these systems are usually designed specifically to steal banketgted
information.

But we've seensome variants that have a secondary payload that
sucks up all the documents on a computer, and it makes me wonder why is a gang
or a cyber criminal outfit that's interested in bank accounts and credit card
numbers stealing all of the documents, PowerPoiratsd Excel sheetfincluded],
off the target's computer?

HEARING CGHAIR WORTZEL: Thank you very much.

Commissioner D'Amato.

COMMISSIONER CLEVELAND: Can they answer the European question?

COMMISSIONER D'AMATO: Thank you very much, Mr. Chairmahl An
want to thank the panel for very interesting testimony and the dialogue here.

It is a very, very important area which cries out, in my opinion, for
more effective U.S. government action. It seems to me that the whole structure
of deterrence and pealties and incentives is inadequate to the problem here.

We know what a deterrence is in the nuclear area. Obviously, if somebody is
going to attack us, the Russians, for example, the nuclear field, they face
unacceptable damage in return. We don't haaey kind of unacceptable damage
to the Chinese for this sort of behavior.

So, let me ask you just a couple of questions, and if you have some
additional ideas after the hearing, we'd like to hear them as well in a follgw

But in terms of industry, wat does industry need in the way of more
incentives to come to the U.S. government for intercession? What kind of
incentives can we provide industry to do that?

And, secondly, more difficult, is how can we develop a more
systematic and effective struare of penalties when we find out after the
disclosure who and what has been done to us?

What always comes to my mind is that, you know, we have to trade
apples for oranges because you have not necessarily got apples for apples here.
The thing that's he most important to the Chinese is access to the United States
market. When you affect their access to the United States market, it gets their
attention. That would be a penalty or a structure of penalties that might be
available.

There may be other pralties that are available. Right now, we don't
have effective deterrence. We don't have effective penalties, and we don't have
effective incentives. Would you agree with that, and do you have any thoughts
about how that can be more effectively improvéd

MR. BEJTLICH: | can make a short comment. | have a feeling Jason has
more to say about this. You used a phrase that | heard all the time when | was in
private industry. Well, I'm still in private industry, but when | wasn't a service
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provider--"accessto markets." That is the number one concern of the American
companies. They want to maintain access to the Chinese markets, and so what
happens is they're willing to accept these outrageous technology transfer deals,
these supposed safeguards thaty,well, awe will not have uniformed PLA
members on the contract with the American company; we will not have military
intelligence officers on the contract with the company.

It's clearly, it's silly, and yet the American companies are willing to
make thesedeals becausel've heard this firsthand as weHif we don't get in
there, then the French will, the Germans will, the Australians will. Of course,
then the Chinese steal everything they need from them as well. So that argument
is kind of bogus.

But that's me. Until we can get the top level of these companies
believing that, no, they don't, the Chinese don't play fair, they will take
everything they can from you through the tech transfer, and then they'll steal
everything else that they need, | thinkhat's where the first point-once you make
that connection with the management that's making these business decisions, |
think that would be a good start.

MR. HEALEY: Thank you for the question.

| do generally agree. First, briefly, on deterrence.hink deterrence
is working if you're looking at just a narrow range of things. We haven't had the
large-scale disruptive 9/11 kind of attack yet, and | think deterrence, you know,
only Russia and China governments can realhyattackthat's significant ad
continue it on for the weeks or monthsthe campaign that Nart talked about.

So | think deterrence is good for that range of cyber conflicts because
we haven't seen-there are many kinds of cyber conflicts that are possible. We've
only seen a small daset of the possible range of cyber conflicts. So | think
deterrence is useful for that part.

Your question asks some, a little bit about our face to China and some
the government's face with the individual companies. I'll address each of those.

| do agree that there's a wide range of carrots and sticks that we
could possibly use to influence Chinese behavior. We've heard just one this
morning with what Australia did in saying we're not going to buy your stuff
anymore. That usually doesn't get broughp in conversations within the
government. Usually they're thinking about, well, we can attack them back, or,
you know, a limited set of things.

| would really encourage the government to have a wider range of
carrots and sticks. Normally, that's ale that think tanks and other people get
involved with, you know, for what are our options with Iran; what are our options
with Pakistan? We have daily events at the Atlantic Council on a discussion for
that. We don't have that discussion here becauseseyone says I'm sorry, we
can't have that conversation, it's classified.
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It's absolutely bizarre to me that we're classifying ourselves into a
place where we can't have a real conversation about our leverage.

And, second, when it's facing for the U.Sntpanies, there are some
things that only the government can do, and that's why, as | mentioned in my
testimony, I'd like the government to come out and put some pressure on China
with carrots and sticks. | think there are some real facts that can get out

This summer we were having a conversation with the Aspen Strategy
Group, with Joe Nye and Madeleine Albright and others, to try and convince them.
We had to use Nart'seports. We had to use Mike Gross's reporting in Vanity Fair
and Ellen Nakashima articles. We had no facts from the government, only
assertions that China was bad. 1'd love to see more of that.

And, in general, | am not against regulation, but it neset be
regulation that increases the attacker's work factor much, much more than it does
ours, and | don't have a lot of confidence that the regulation that would be
implemented would do that. I'm afraid, like Rich pointed out, that it would be a
paperwork exercise, that it would be a lot of mak&ork that doesn't necessarily
help our security at all. It just makes bureaucrats feel better.

HEARING GGHAIR WORTZEL: Vice Chairman Reinsch.

VICE CHAIRMAN REINSCH: Thank you.

| was reflecting as you we talking that | haven't read the article
about the Australians, but it occurs to me that one of the reasons the Australians
could do what they did is because China hasn't signed the WTO Government
Procurement Agreement so thAustralianshave no obligatons to them.

Of courseAustralia's policy, as well as our policy, is to get the Chinese
to sign because we want access to their market. So there are tradeoffs. China
has no obligations to us either, which then goes back to what you were saying.
My expeience with the companies you're talking about, and | represent a lot of
them, is | think you're right, that they are not at the top focused in the way you
want them to be focused.

One of the reasons is they're making a lot of money, and that allows
them to not think about this problem-sort of shortterm versus longterm--but a
different discussion.

| was going to ask you about the cloud, but Mike did that. Let me ask
a related question. Thinking more about attacks designed to create disruptions
rather than to try to obtain information, to what extent are our efforts here to
promote interconnectedness of the electric grid or various other networks going
to make that problem more difficult to solve should such an attack occur?

MR. BEJTLICH: | think itakes it exceptionally difficult. Consider all
of the smart meters being put all over the country. These devices in many cases
are being shipped such that they cannot be upgraded. In other words, if there's a
vulnerability found, it's permanent, and thenly way to fix it is to spend money,
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some dollars, to replace them, and that's not going to happen. These things are
on a tenyear refresh cycle, 120 year refresh cycle in some cases.

But yet they're going forward because in some ways it seems an
environmental measure, it's a cost saving measure, it's a convenience measure,
and that sort of thing. So it exposes a huge vulnerability.

VICE CHAIRMAN REINSCH: But it also means that there are costs to
not doing it, which you've just enumerated.

MR. BEJOICH: Yes.

VICE CHAIRMAN REINSCH: In terms of efficiencies and environment
and so on.

MR. BEJTLICH: Right. Right.

VICE CHAIRMAN REINSCH: Anybody else want to comment on that?
I've got another one.

MR. HEALEYlt's been interesting, as we've loekl back at the history
of cyber conflict, there are a couple of things that we've learned from that
history. And in some way, they go against some of the myths that we have about
things that are doable in cyber.

One, the largescale conflicts have eithelbeen shortterm and widely
disruptive--think of Aurora, like a virus or a worm that hits, but it's gone a week
later--or targeted and persistent, meaning they only affect a small amount of
targets, and because it's a small amount of targets, you can ki¢dpr a long
time.

We have not seen something that was both wide scale and persistent
over a long period of time. Now, because so much of cyber damage, you can just
replace, you can replace the drives, you can reload your information, and you're
back.

Connecting to the industrial control systems to the Internet is one of
those things that can make that not true anymore where now you can create more
permanent damage. So who might want to do that? When it's coming to
hacktivists and nuisance groups,ewe found there are lots of hackers that would
be interested in trying to get into these systems, either because they're
disgruntled or they've got too much Mountain Dew rolling around in their system,
and they're bored at 2 a.m.

Some of the new hactivisgroups could certainly want to do it to show
their anger and rage over the issue that they might want, and that's possible, but
again it would probably be more localized disruption and not widespread over a
large area.

It really does come down to natioatates, particularly Russia and
China, that may, that have the capability and may some day have the intent to do
such things. Fortunately, as was mentioned in the other one, they're the enes
that's the problem where deterrence is most helpful becauseyhre unlikely to
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want to do that outside of a real geopolitical crisis. It's not the kind of thing
that's just going to happen on the first morning most likely, but, as Nart talked
about, this system of campaigns that goes on for days and weeks.

It's frankly a myth at that level of cyber conflict that it's going to be
speed of light. | was in the Air Force. A single dog fight might be over very
quickly, but air campaigns would last weeks, months and years, and it is likely
that cyber campaigns are gognto be the same.

VICE CHAIRMAN REINSCH: | was in Houston last week giving a speech,
and someone approachethe afterwards to tell me her story about IP theft. They
may be one of your customers, Mr. Bejtlich. | don't know. She didn't say. But it
was acase involving hundreds of millions of dollars, if not a billion, of their IP, all
of which had been stolen.

But the operative factor here was what the Chinese did was steal her
employees. They got people who were working for her to leave and go work fo
basically a shell firm and they took with them a lot of information as well as
access codes that allowed them to obtain further information.

How big a piece of the problem is that compared to what we've been
talking about heretofore?

MR. BEJTLICH: lowld say that's definitely an escalation. That's not
something I've seen too often, but at any point where it escalates into a physical
manifestation like that, that's pretty worrying.

MR. HEALEY: | would say that happens within China itself. | mean |
was in Hong Kong with one of the major banks, and it was skelkdwn that it was
one of the reasons we didn't expand as much as we might have in China because
you would have employees that would happily go over to some other company and
take information. t wasn't just in banking. It was across all these informations.
You didn't have that same kind of loyalty or feeling, those norms that you would
in a U.S. company.

VICE CHAIRMAN REINSCH: Is there anything that you can do about
that?

HEARING CGGHAIR WORTZEL: Bill, I'm going to move on to the next
Commissioner, and if there's time for a second round, we'll let you continue.

Commissioner Bartholomew.

COMMISSIONER BARTHOLOMEW: Thanks very much, and thank you,
gentlemen, both for you testimony today and for the work that you've been
doing, particularly your work that has had a huge impact in the public sector.

Mr. Villeneuve, I'd like to acknowledge really that I think it was a lot
of the GhostNet work that broke a lot of this oumnto the public domain so that
the debate is being carried on more fulsomely than perhaps it would have been
otherwise. So thank you very much for that.

| think what I've heard from all of you is a need for more information
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to be shared, that people be Ming to admit when their systems have been
hacked into or compromised so that people can learn how it's happening, what
the targets are, and what potentially could be done.

I'm interested particularly when it comes to publictyaded
companies, and obwiusly there's a lot of proprietary information. You all have
worked with businesses, and what I'm struggling with a little bit is understanding
if the thefts are material, and once they are material, they need to be reported.
So is there an incentive focompanies to act like ostriches, put their head in the
sand and not know because they don't want to have to go public with the
information, that a billion dollars' worth of their intellectual property has been
stolen and it will have an impact on their eaings?

MR. BEJTLICH: You have nailed it. Our CEO Kevin Mandia has said
several times that he's called many times a week by companies sadtina
following has happened to me, what do | do? Do | tell someanehd they say
oawhat will make this breachmaterial®

And the experience has been if you report the breach, it becomes
material, which is a terribleit's completely counter to what we're trying to
promote, | would imagine. However, | would say that if you're a pubtichded
company and you ar@ot telling your shareholders that you've had a breach, that
that is directly contrary to the SEC's guidance.

Now, of course, this could be seen as another disincentive to go
public, but be that as it may, that to me is the place where you've got to gppl
leverage.

COMMISSIONER BARTHOLOMEW: Because you're lying. You're lying to
your shareholders and to your potential shareholders if you are not admitting that
this sort of thing has happened.

MR. BEJTLICH: Well, I don't know if | would go so far gs1gdying
because many of these companies just don't know how to think about this. They
don't know what it means to have had their IP stolen, and you can't necessarily
say because the IP was stolen, it's going to end up in a competing product. 1| think
that would be kind of naive.

But many of the companies just don't know how to value what they
have, but still | would err on the side of it has to go into the disclosure.

COMMISSIONER BARTHOLOMEW: And you have said, one of you had
said, that 94 percent bthe companies learn about the compromise from a third
party, much of which is governmestelated third parties.

Do they have any mechanism to report to the SEC, for example? Is
there any incentive or reason for them to have to say to somebody elsehenU.S.
government that this has happened? I'm trying to figure out ways to break open
this privacy which is preventing things from moving forward?

MR. BEJTLICH: The only structures that I'm aware of are ones that, for
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example, by contracts or certaimembers of the defense industrial base by virtue
of being part of a framework that they've signed, they have to report, they have

to provide certain evidence and that sort of thing. Outside of that, you don't see
guite as much.

MR. VILLENEUVE: One bgttthings | notice is that a lot of times
companies, people expect the attackers to steal design documents or things that
would be kind of locked away or secured, but a lot of times, the attackers are
more interested in the simple things that people don'¢alize are such a valuable
source of information like email.

So one of the things that often happens when the attackers break into
a system is they force the compromised computers to download tools that allow
them to start accessing people'smail on the mail servers in the network. And a
lot of people look at that and think it's not a big deal; it's mymail. But
contained in there is actually a lot of really valuable information that is as
valuable as those design documents you have locked away.

COMMISSIONER BARTHOLOMEW: Mr. Healey.

MR. HEALEY: | like the idea of regulating for transparency. 1 think the
SEC guidance has done a great job for transparency without government
overreaching. There are other ways that that can be done. Californnaytars
ago passed a law saying that if the information of any Californian is disclosed or
compromised, then the company has to tell them.

| was working at a bank at the time, and that drove us globally to say,
all right, if a large database, for examplgets taken, we're going to tell
everybody because we don't want to just tell the Californians. That's bad press,
and what if we get it wrong? What if we get someone that was a Californian and
we didn't know?

Great way of getting the word out there in @fferent manner than
just whether it's material or not. It's much more black and white.

COMMISSIONER BARTHOLOMEW: It's interesting, too, because if you
think about doing that sort of thing, it also provides an incentive for companies to
harden their ystems because then they don't have to report if there is some sort
of theft that has taken place. So thank you.

HEARING CGGHAIR WORTZEL: We have a few minutes left, and three
Commissioners that wanted to either finish up or ask a second questionif %e
can really do it in about two minutes each, we will get through that, and the first
is Commissioner Fiedler.

HEARING GGQHAIR FIEDLER: | just wanted to follow up on your
elucidation of a problem of counterintelligence. In old forms of
counterintelligence, the problem that was allowed to continue was small, was
narrow, not as great as we're talking about here. So it seems to me that there's a
requirement to rethink that. This gets to the public, and it's a very controversial



90

role of the National 8curity Agency, the top practitioners on our side and their
role in publiecprivate partnerships.

What's your view?

MR. BEJTLICH: Just from the privacy perspective, and this is coming
from an old Air Force intel guy, | fear that the public would be taspicious of
the NSA having the lead documenting role for this. 1 think it would have to be run
through DHS, maybe with NSA as support provider or expertise provider, but if the
NSA were known as being a lead role, | mean EPIC is suing the governmendto f
out what's going on between Google and NSA, and that was to me, that's probably
the biggest cyber breach in terms of publicity that we've had in the last couple of
years.

MR. HEALEY: And NSA has been fairly clear that they want to collect
signals intelligence, and I'm a SIGINT, I'm also an Air Force intel officer, Signals
Intelligence, and it's time to stop collecting. It's time to give up, and it's time to
want to win.

HEARING CGGQHAIR FIEDLER: Thank you.

HEARING GCGHAIR WORTZEL: Thank you.

Commissioner Cleveland, you want to ask your European question?

COMMISSIONER CLEVELAND: Can we just go back to what's your sense
of how cooperative the Europeans would be? Back to the question that | asked
earlier about the Europeans and what their rega@ns would be?

MR. BEJTLICH: Sure. | had firsthand experience dealing with the
Brits. They are very much interested in this. I've also seen public
pronouncements by the Germans and the French directly calling out the Chinese
that this has to stop. & just looking at those three countries, | think there would
be some consensus.

MR. VILLENEUVE: Yes. I'm Canadian, and we face a lot of the same,
the same problems, and in terms of the scope of the activity we see, although a
lot of people are focused o activities that happen in the U.S., we definitely see
the same campaigns having targets in the European countries as well.

MR. HEALEY: So | think there is room for the countries to come
together and come up with a common approach, and | think the mtrat the U.S.
government can come up with netechnical solutions, you know, the more we
talk about monitoring, the more it's going to sound like deppcket inspection,
and the more it's going to put the Europeans off into a data privacy fight that we
just don't need to have. There's lots of other ways to address this.

MR. BEJTLICH: And just a quick note on that as well. The Japanese
are terrified. They are doing a lot of work this year as a result of things that were
announced publicly last year. Sbhere would be a great place to work as well.

COMMISSIONER CLEVELAND: Can you all come up with, for the record,
a couple of, | mean sort of what the best approach is in terms of coming up with a
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coordinated or universal, not universal, but a coordinateglsponse?

Thanks.

MR. BEJTLICH: Yes.

MR. HEALEY: Certainly.

HEARING GGHAIR WORTZEL: Commissioner Reinsch, or Vice
Chairman Reinsch, you want to finish up here?

VICE CHAIRMAN REINSCH: Well, I'll just go back to what | asked. Is
there any sdution? Anything to be done about the employee problem?

MR. HEALEY: | think, based on what | have seen, and many more
people on the Commission have more experience in China than | do, it seems like
there was something about Chinese culture. It was iyet seen as wrong to
pirate Microsoft or jump from one country to another and take the secrets.

So in that sense, we're just a symptom of that problem, that if they're
not worried about stealing from each other, why would they be worried about
stealing flom us?

So | think the more things that we can do to help address that
problem, and it might even be possible that China is going to develop that itself,
that it says if we're going to really be a power and really, really want intellectual
property for owr own companies, we have to support this.

MR. BEJTLICH: | actually welcome any time | see a physical component
because we have a long established history of knowing how to deal with people.
They have addresses, they have histories, there's backgrouretk#, there's all
sorts of things we can do that we just cannot do for someone remote, 5,000 miles
away, at a keyboard.

| used to joke with my counterpart in the physical security part of
General Electric that my goal was to make my cyber problem his glayproblem.

[Laughter.]

MR. BEJTLICH: Because once it was a question of spies and that sort
of thing, we knew how to deal with that a lot easier.

HEARING COGHAIR WORTZEL: Well, it also strikes me that when
you're dealing with a country that doesnhtave a tradition of rule of law, either
noncompete, you can't go to work for a competitor, or nondisclosure agreements
are pretty much unenforceable.

Gentlemen, this has been a very rich discussion. We really appreciate
your time. Some of the other Comissioners wonder if they submitted some
written questions to you, would you be willing to contribute some other things for
the record?

MR. BEJTLICH: Yes.

MR. HEALEY: Yes.

HEARING GGQHAIR WORTZEL: Well, thank you very much. We're
going to break now-for what--50 minutes; is it?
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HEARING CGOGHAIR FIEDLER: Yes.

HEARING CGHAIR WORTZEL: All right.

HEARING GOGHAIR FIEDLER: 12:50.

HEARING COGHAIR WORTZEL: 12:50 we'll reconvene. Thank you
again.

[Whereupon, at 12:00 noon, the hearinmpcessed, to reconvene at
12:52 p.m., this same day.]
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PANEL Il T FISSILE MATERIAL PRODUCTION AND
NUCLEAR COOPERATION

HEARING CQHAIR FIEDLER: In the interest of being on time,
welcome back. This is owecondpanel of the day, and we'll address Chis
fissile material production, its international nuclear activities and related areas.

Joining us today are two seasoned experts in the field: Henry Sokolski
and Dr. Philip Karber.

Mr. Sokolski is Executive Director of the Nonproliferation Policy
Educaion Center. Previously he served in a variety of posts in the Pentagon and
intelligence community. He's also been appointed to two congressional
commissions. So he's going to be quite familiar with the seweinute rule.

MR. SOKOLSKI: You have mydmences.

[Laughter.]

HEARING COHAIR FIEDLER: Dr. Karber is adjunct professor at
Georgetown University and has several decades of experience in defense and
security policy, particularly nuclear issues.

You'll each have seven minutes to make your peatations, and the
reason we do that is so that the Commissioners can ask you many more questions.
Thank you.

Dr. Karber.
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OPENING STATEMENT OFDR. PHILLIP A. KARBE R
ADJUNCT PROFESSOR, GORGETOWN UNIVERSITY

DR. KARBER: The focus of my comments, italty probably in some
ways makes more sense if Henry went first, but we're going to interrelate so it
doesn't really matter.

Henry is going to address in his paper the issue of China’'s fissile
material and fissile production. | was going to address tpattially in my
presentation, but towards the end. My major focus is on China's "Underground
Great Wall," which went public last summer and still is relatively unknown in
terms of a lot of the details. | mean there's been some controversy, but many of
the operational and even strategic implications of it have not been addressed so |
thought I'd use this today to summarize that, and then, in fact, that comes back
to the issue of fissile material.

On the 11th of December 2009, China announced that they bhaen
working since 1985, for 27 years, 29 years, on an "Underground Great Wall."
That's their name for it. And by their definition, a facility to hide nuclear
weapons and missiles.

The aspects associated with the Underground Great Wall do not
include civil defense. They do not include the 40 some airbases that have tunnel
and underground complexes, and they don't include the dozen or so naval
complexes. It's just the strategic rocket forces, their missiles, and the country's
nuclear weapons assets.

What's interesting about that, if you'll turn to the slides, hopefully,
that each of you have, I'll just refer to a few of them in passing, is that this slide
shows the growth in the number of those length of the tunnels. These are
actually PLA numberdhaving listed about 2,500 kilometers' worth of tunnels in
1995, and 5,000 kilometers cumulative in the last yemard-a-half.

The sheer size and magnitude of that, to give you an idea, would be
the largest-if it's true--would be the largest constructioproject in recorded
human history. There's nothing else man has done that would equal the size and
scale of that activity.

The issue was reported in China. It also was reported in Asia in
December, but basically did not get mentioned in the Western prestil last
summer. So for about 22 months, it essentially went unnoticed in the Western
press.

There are three major aspects that | would say ought to call your
attention. First, I'll call it the tactical operational issue. The majority of China's
missile force is tactical and operational; that is, they cover theater targets and
tactical targets. That's the DE1l, the DF15, DF11 and DH10 cruise missile.

Those missiles are a substantial amount of thesecount for much of these
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tunnels.

While the numbers of launchers of those missiles are less than 400,
they equate to over 1,500 missiles, and what the Chinese appear to have done is
incorporate the tunnel complex into a warfighting strategy at the tactical and
operational level. That is the midsiunits are kept-most of their assets are kept
in the tunnels on alert. People are brought in, units are ready. On a signal, they
then literally surge out of the tunnels along with lots of decoys, go to firing
positions, can go into launch, and then Bdr reload out in the open or go back
into the tunnel complex and even a different tunnel complex to fire those
systems.

The second, and understanding that operational theater issue,
particularly in light of the fact that we and the Russians have gottehaf most
of our equivalent systems under the INF Treaty, and our forces and our allies are
extremely vulnerable in Asia, of course, is worth giving some serious thought to.

Second major aspect | would encourage you to take a look at is the
growth in thesize of the tunnels, not just that they are growing in the length, but
the sheer volume of them. I've included about a dozen pages in here, just
because these photographs essentially haven't been shown. Almost all of them
are captured from Chinese TVAII the construction crews working on them are
Second Artillery. That is they are rocket force people. These aren't civilian
contractors.

And you'll notice the sheer size of them. Some of them are larger
width and height than this room, and you can aatlly see into infinity down a
corridor perhaps a half a kilometer of that kind of facility.

That is that it can hold not just one missile, but actually three trains’
worth of missiles. The reason that's important is there seems to be an
association withtheir new strategic rocket forces and these large tunnels. That
would include the mobile DRB1 ICBM, what appears to be a larger mobile system,
sometimes described as, again, road mobile, called thedDFlarger because it
could probably contain missileas well, and then we've also seen photographs of
what they call the intercontinental ballistic missile train, and that train has been
seen going in and out of tunnels.

So what you might have here then is a substantial part of their
strategic forces thattould actually target the United States being in these
tunnels.

The United States, depending on who and how one counts, various
estimates go the Chinese have a nuclear force of 100 to 400 warheads. Generally,
that's focused on operational systems. Ite&® not count reserve warheads, which
we can go into and describe in more detail.

| don't know how many nuclear weapons the Chinese have. | know
that they've been producing them for over 40 years. The early production rates in
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the late '60s and early '79and early '80s of about seven a year would at that rate
give them today a total, and if it continued, a force structure of over 3,000
warheads.

| can and will talk to you about the force structure. Their force
structure could certainly handle that mgnwarheads. But let's assume they
don't. Let's assume that basically because of either the limitations on fissile
material or policy, they haven't built those warheads.

What's significant about the tunnel complex is it is a matter of their
choice. Thg could start producing. | have a slide in here showing the growth of
China's fissile material, planned purchases of reactors. If you look at the sheer
growth of their planned reactors, whatever your assumptions are today about
whether they have a fissél limitation or not, there's a serious issue that they are
unlikely to be fissilely limited in the future.

And the significance of that is that if that is combined with a force
structure which can have nuclear missiles then put on top of conventional
launchers, which they can, you're in a position where they could actually change
the strategic balance, certainly the tactical and theater balance, very quickly and
would go virtually undetected because of the tunnel complex.

So the combination of the tunnedomplex and a robust force structure
and a future potential for fissile material has a very significant breakout
potential, and I think it is worth the Commission giving considerable attention to
it.

I'm not trying to demonize the Chinese. They have egveight to do
it. They're not limited by treaty. On the other hand, they themselves have been
extremely ambiguous about much of these aspects, and they ought to be
confronted and held accountable.

Thank you.
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HEARING CGHAIR FIEDLER: Thank you.
Mr. Sokolski.

OPENING STATEMENT OFHENRY SOKOLSKI
EXECUTIVE DIRECTOR, NONPROLIFERATION POICY EDUCATION CENTER

MR. SOKOLSKI: First of all, I want to thank you for inviting me to
testify. |1 don't know where the next one is going to be. | barely bete, but |
got here just in time.

| guess if there are only two things to take away from what I'm going
to say today it's that, first, | don't think we know how many nuclear weapons
China has or might get relatively quickly; and two, if we're seriousuwtbmur own
defense planning, our security alliances, and nuclear arms reductions, we need to
find out.

Unfortunately, China keeps all of this information secret. Here's |
think a base case of what we might know. Enriched uranium, which is one of the
keyingredients to make bombs, China operates several relatively new Russian
designed centrifuge plants that enrich, and they have an indigenous centrifuge
plant, and the estimates looking at the buildings in the pictures is that probably
two million SWUs, oseparate work units.

The most highly regarded unclassified estimates made by the
International Panel on Fissile Materials is that China has 16 tons of weapons
grade uranium plus or minus four tons. That gives you some idea of the
uncertainties. That'snough to make between roughly 1,000 crude first
generation design weapons and maybe as many as 3,000 if they used advanced
designs.

If you know anything about what they know about our weapons
designs, | think you should assume they are very advanced.

As for plutonium, it's unclear to what extent, if any, China has
dismantled the existing plants, but we know they've been shut down. We can
check with thermal signatures.

If one assumes even the most conservative estimates made by, again,
this International Panel, China could build an arsenal of as many as 450 erude
that's Nagasakbstyle because we're talking plutoniumdevices, and roughly twice
as many if they have advanced designs.

| might add we don't know how much plutonium these plants have
produced when they were shut down. So there's a lot of uncertainty here.

As for electrical power plutoniunrelated activities, China currently
has a pilot reprocessing plant and wants to buy an enormous plant from AREVA
the French-that could produce a thosand crude bombs' worth of plutonium
annually.
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It's decided to place this civilian facility right next to its major nuclear
military production facilities, which one Chinese lady told me they did because it
would be convenient, and that can be taken a nher of different ways.

From this discussion, it's easy to see how difficult it is to pinpoint
how many nuclear warheads China has and how many it could produce quickly. To
cope with these uncertainties, most experts, who cluster their estimates around
200 deployed nuclear weapons depend heavily on how many nuclear missiles
there are--this is the reason | think Phil's herenay not know that number.

They also assume a single large thermonuclear warhead in almost
every case for each longange missile tht's observed and a few gravity bombs
and spares.

Now a lot is presumed here, and almost all the assumptions are
rebuttable. They include there are no missile reloads, that the cruise missiles are
only conventionally armed, that there are no tactical we@ns on the battlefield,
that everything is a large thermonuclear warhead that consumes a lot of fissile
material in each case.

Now, | think, as | said, all of these assumptions and others are
rebuttable, but even if one makes them, there's a problem. cBetly, one of the
nation's leading experts on Chinese nuclear forces knocked down concerns that
China might have 3,000 deployed nuclear warheads. He explained in some detail
why theoretically the Chinese could have no more than 1,660 nuclear weapons,
i.e., roughly the number of warheads the U.S. currently has deployed.

His analysis, of course, was intended to reassure, but it's difficult to
see how such a wide range of uncertainty could do anything but rattle.

Why? Well, we've got four reasons why.ir$t, such estimates bear
directly on how threatening China's military might be. It's fair to note, and I've
seen people on the right and left both say this, that what matters is how willing a
country is to use what they have, not the number of weaponeyhhave.

That may be, but | think the willingness to risk or engage in nuclear
conflict or threaten to do so may turn on calculations of how many targets it
might be able to destroy in a nuclear first strike and how many of its nuclear
systems might surwie after an adversary has struck.

In these matters, to paraphrase Stalin, quantity may have a quality all
of its own.

Second, and related to how many weapons China may have and how
willing it is to use them, is how we might prepare our defenses and theskans
or other countries. | don't think, you know, either Washington or Moscow would
like to consider a future in which the Chinese had so many nuclear weapons it
would feel confident about using its conventional weapons, which are quite
advanced now.

They would try to deal with this in a variety of ways, everything from
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missile defenses to maintaining certain strike capabilities. So that number may
matter in that regard.

Also, Chinese nuclear numbers ultimately relate to how much arms
control we'll engage in. | don't think either the United States or Moscow would
go very low, and we're now talking about going to a thousand or as low as 300, if
they thought it would end up giving China an advantage in numbers.

Finally, there's the question of how tls®& numbers might impact the
activities of neighboring states like Japan, South Kqr&mad India. In the first
instance, Japan and South Korea are in the throes of trying to decide whether to
recycle plutonium that could be used not only in civilian rearddut bombs, and
recycle it in a big way.

India, of course, is trying to gauge how much it needs to build up to
deal with Pakistan and China.

In consideration of all this, I've got four recommendations. First, |
think you need to demand that our govement do more in classified and
unclassified forums to clarify what it thinks China has in the way of a deployed
number of nuclear weapons and reserve nuclear warheads.

How much nuclear weapons materials and nuclear weapons usable
material production capcity doesit have?

We can also work with our allies, and to the extent possible, | would
recommend we work with China. | don't know that there is much you can do with
them, but | would go through the motions at least.

Gaming, which is | guess reallyiP& suggestion-I'm taking his idea
here--with senior officials about these questions and possible military crises
scenarios and how all the numbers might alter or not alter these scenarios and
possible arms control negotiations with Russia and other sgais something that
would be useful to do. | don't think it's been done, certainly not the latter, with
arms control.

Also, | would explore nuclear missile talks, initially with Russia and
China and then other countries, and in these talks, the mostedtening missiles
are the groundbased nuclear capable missiles. We have them in silos. Russia has
them on ground mobile systems, and China has many of them, as you just heard,
in tunnels.

| think these are the drivers of uncertainties with regard €hina, and
therefore it would be a useful thing to discuss.

Finally, | would get China, South Korea, and Japan to follow America's
example, and foreswear making more highénriched uranium or recychg
plutonium either for civil or military purposes.

Not knowing what they're doing, much less what they've done, is part
of the general package, and we need to bear down on this diplomatically.

Thank you. That concludes my presentation. | would ask that the
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copy of my testimony that | have, which correctédo or three grammatical
errors, be the one that's used in the record.



you

and what the security implications might be of the U.S. and other states not having clear answers to
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Mr. Chairman, members of the commission, | want to thank you for allowing me to testify
today on the question of what Chinads

these questions.

Some of What We Know

As the most definitive current, public assessments of Chinese fissile materials assets and
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production capabilities notes in the 20@obal Fissile Material Repoytthere is little official

information about Chinads nuclear arsenal . One
Wit hout knowledge of t he o pputoriumprodgctidnreastoro r y a
and the capacities of its uranium enrichment plants, any estimaies ofna dés f i ssi |l e mat

necessarily have great uncertainti€hina, unfortunately, keeps nearly all information about its stocks

of fissile materials and nuclear weapons secret. Unlike the other four other permanent members of the
United Nations Security Council, China has made no declaration of how much fissile material it has in
excess of its military requirements or announced whether af Imaé ceased production of weapons
plutonium or uranium.

Regarding current production of enriched uranium, China is known to operate several relatively
new Russiafdesigned uranium centrifuge enrichment plants and an indigenous centrifuge plant that are
believed together to be capable of producing roughly 2 million separate work units (SWUSs) per year.

The International Panel on Fissile Materials offers a conservative estimate that China has 16 tons of
weapons grade uranium (plus or minus 4 térspowgh to make between roughly 1,000 (crude first
generation design) and 3,000 (advanced design) nomirdld®6n explosive devices.

As for plutonium, it is unclear to what extent, if any, China has dismantled its existing military
plutonium production plas but it is believed to have shut them down. Precisely when they were shut
down and precisely how much plutonium they produced is not known. The most definitive, public
estimates of how much plutonium China has produced presume that the plants ongqudsth have
not been visited, are fAlikeo ones that China b
put on public display.

As a result, estimates of how much separated plutonium China has on hand are hardly hard and
fast. If one assumesven the most conservative estimates made in the International Fissile Material
Panel report of 2011 (i.e., 1.8 tons), though, China could build an arsenal of as many as 450 crude
plutonium devices and roughly twice as many advanced designed plutonibeadsr

!See International Panel on Fissile Materi&kbal Fissile Material Report 2010: Balancing the Books,

Production and Stockgp. 9798.,available ahttp://fissilematerials.org/library/gfmr10.pdf

? See International Panel on Fissile Materi@lgbal Fissile Material Report 2011: Nuclear Weapon and Fissile
Material Stockpilesand ProductionJanuary 2012, available fatp:/fissilematerials.org/library/gfmrl1.pdfFor
reference, it takes roughly 200 separative work units (swus) to produce 1 kilogram of weaponrsgiisde
enriched uranium (HEU) and roughly 20 kilograms of HEU to make a crude nuclear weapon. A crude nuclear
weapon is defined as a first generation device like that used in the Second World War. The Hiroshima bomb used
29 kilograms of HEU and the Naggki bomb used 6 kilograms of plutonium. Today, a first generation bomb is
assumed to require a bit less HEU (20 kilograms) and plutonium (4 kilograms). An advanced weapons design
would reduce the amounts of fissile required to produce a given yieldtiwedn a factor of two and a factor of
three. On these points, see Thomas B. Cochr an, AT
Clawson, editor,Energy and National Security in the 2Century, (Washington DC: National Defense
Univerdty Press, 1995), pp. 989.

® The approximate fissile material requirements for crude and advanced design highly enriched uranium nominal
20 kiloton nuclear weapons16 and 5 kilogramsi s t aken from Cochran, AThe Pr
Proliferaton , 0 p . 98 cited above Iin note 2.

* SeeGlobal Fissile Material Report 201(@p. 2621.

® Global Fissile Material Report 201p, 18. As detailed in note 122, this estimate is for a plutonium bomb

requiring between-% kilograms of separated plutonium, i.e., a crude weapons worth. An advanced weapon
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As for electrical power plutonium activities, China currently has a pilot reprocessing plant that
can separate plutonium from spent fuel and is planning on having AREVA build it a much larger plant
capabl e of separati ng rtmof@utohiym ahinuallyd China wantd t® sitb thisnb s |
reprocessing plant adjacent to a major nuclear military production facilltgyatguan.

Some of Wh at We Donot

Just from this brief discussion, it is easy to see how difficult pinpointing predisglymany
nuclear warheads China has, how many it might build with thenmitarized nuclear materials it has
on hand, and how many it might be able to build in the future. To cope with these difficulties, the most
popular estimates, which cluster cldee200 deployed nuclear weapons, depend heavily on how many
nuclear missiles China has deployed. A single, large, thermonuclear warhead is assumed for each
observed longange nuclear missile. A few gravity bombs for bomber delivery are added along with
handful of spares.

Much is presumed here. Among the assumptions are that there are no missile reloads for any of
growing number of Chinese mobile missile launchers, that most of the growing number-cdrigeg
Chinese cruise missiles are solely corii@ral, that there are no Chinese tactical nuclear weapons, and
that the Chinese have fielded mostly or entirely large, thermonuclear warheads that use large amounts of
fissile material rather than smaller, less fissile consumptive designs.

All of these assumptions may or may not be warranted. At a minimum, we risk confusing
ourselves by emphasizing only the most optimis
experts on Chinese nuclear forces knocked down concerns that China might Iavelehyed
warheads. He explained, in some detail, why theoretically the Chinese could have no more than 1,660
nuclear weapons, i.e., roughly the number of warheads the U.S. currently has deployed. His analysis, of
course, was intended to reassure.t, ftas difficult to see how such a wide range of uncertainly could
do anything but rattlé.

What to Worry

As the U.S. and Russia try to reduce or contain their nuclear weapons deployments, most other
nuclear weapons states (France, UK, Israel, Pakistdra, North Korea) would require at least one to
three decades of continuous, ftatt military nuclear production to catch up even to U.S. and Russian
reduced nuclear weapons numbers. It is quite clear, moreover, that none of the listed stateésbave ye
out to meet or beat the U.S. or Russia as a national goal.

China, however, is a different matter. It clearly sees the U.S. as a key military competitor in the
Western Pacific and in North East Asia. It also has had border disputes with lddiastmnically has
been at odds militarily with both it and Russia. China has actively been modernizing its-napiale
missiles to target key U.S. and Indian military air andlseses with advanced conventional munitions

design plutonium weapon might use half as much or less. See note 2 below.
® See Hans Kristensen, i No, Chi na DIeAS sStratgict Sectitity \Bibg, 3, O |
December 3, 2011, availablefdtp://www.fas.org/blog/ssp/2011/12/chinanukes.php
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and is developing similar giles to threaten U.S. carrier task forces on the open seas. In support of
such operations, China is also modernizing its military space assets, which include military
communications, command, surveillance, and imagery satellites and an emerghsqeHind
capability”

Woul d China want to ramp up its nuclear weap

In its official military white papers since 2006 and in other forums, Chinese officials insist that
Beijing would never be the first state to use nuclear wes@nd would never threaten to use them
against any nonnuclear weapons state. China also supports a doctrine that calls for a nuclear retaliator)

response that i's no more than what i's fAmini mal
defensé.

Most Western Chinese security experts have interpreted these statements to mean Beijing is only
interested in holding a handf ul of opponentsao
uncertainties regarding Chinese nuclear warhead geglots toward the low end.

What Chinads actual nucl ear use pAe bne analgss mi
recently quipped, with Americaébés first use of

impossible for any country other than the U.S. to be first in using these weapons. More important,
Chinese officials have emphasized tfaiwan is not an independent state and that under certain
circumstances it may be necessary to use nucl e
are the not so veiled nuclear threats that senior Chinese generals have made agairtsttiStaths if
it should use conventional weapons against China in response to a Chinese attack against Taiwan
(including the observation that the U.S. would not being willing to risk Los Angeles to save Yaipei).

It is fair to note that how willing Chinasito use the nuclear weapons it has may be more
i mportant than how many nucl ear weapons it may
in nuclear conflict may well turn on calculations of how many targets it might be able to destroy in a
nuclear first strike and how many of its nuclear systems might survive after an adversary has attempted
to strike back. In these matters, quantity, to paraphrase Stalin, may have a quality all of its own.

Does China only have 200 or so nuclear weapons? erhBut if nucleacapable missile
deployments is the current driver of how many nuclear weapons China has deployed, perhaps not. The

"SeelarEa st on, -Falchief iAsGsa Emerging Missile Defense and |
2001, available fromvww.npolicy.org/article_file/The Asia

Pacifics_Emerging_Missile_Defense_and_Military Space Competition_280111 1143.pdf

80n Chinadsenpoficses see Chinads 2008 White Paper,
from www.fas.org/programs/ssp/nukes/2008DefenseWhitePaper Jan20GfdsodEee analysis of this paper by
Hans M. Kristensen, AChi na Def ens eFANBtratgieSedritypBéog, De s
January 23, 2009, available fromww.fas.org/blog/ssp/2009/01/chinapaper.phpd M. Taylor Fravel and Evan

S. Medeiros, AChinaébés Sear fn ofr ChiesesNucleardStraRRgytaad Horae i 0O 1
St ruct ur éntedational Security Fall 2010, available from
www.belfercenter.ksg.harvard.edu/files/Chinas_Sedarh Assured Retaliation.pdf

°See Jonathan Watt s, AChi nes e TdanadiapIuly 18/2005, available Nu c |
from www.guardian.co.uk/world/2005/jdl6/china.jonathanwatts and Mar k Schnei der, AT
and Forces of the Peopl e 6StrategyeSprind2009,avaitable fléhi na, 0 Co mp
www.tandfonline.com/doi/abs/10.1080/01495930903025276#previdso see an earlier version dated 2007,

available from
www.nipp.org/Publication/Downloads/Publication%20Archive%20PDF/China%20nuclear%20final%20pub. pdf
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Chinese, after all, claim that they have built
related warhealand that it continues to build such tunéls. f we candt s eapabkel | 0
mi ssiles China might have, thereds a chance it

number of such missiles is a major driver of Chinese nuek@ahead deployments, the later number
could be much higher than most assume.

How much | arger? We dondt know. It 1 s in ou
Indeed, the first issue such uncertainty raises is how sound current U.S. and Russian nuclear
modernization and missile defense plans are. I
to |l et Beijing believe it could risk using Chir

conventional missiles) to threaten Taiwanespadase, American, Indian, or Russian targets because
Chinadés nuclear forces could out deter Russian
Another question a large Chinese nuclear strategic force would raise is how it might impact
Washingt onoés an dratdmw armonegdtsationsu Hokw eagdar waald the U.S. and Russia
be to make much deeper nuclear weapons cuts if they thought China might, as a result, end up
possessing more deployed weapons than either Washington or Moscow? Appendix | (below) suggests
why this might be a worry. I f so, wouldnot we I
Finally, there is the question of how China
might impact the nuclear activities of states besidedtS. and Russia.

Interested Parties

Japan would certainly be one neighbor to watch. It already has nearly 2,500 weapons worth of
separated plutonium on its soil that it was supposed to use to fuel its light water reactors and fast
reactors. Now, hoawer, Japan has decided not to build more nuclear power reactors domestically. It
also is reviewing the merits of continuing its fast reactor efforts, a program that is technically premised
on Japan expanding its current domestic fleet of light watetorsac

A related and immediate operational question is whether or not Japan will bring a $20 billion
civilian nuclear spent fuel reprocessing plant capable of producing 1,000 bombs worth of plutonium a
year at Rokkasho eline as planned in late 2012. iTs pl ant and Japands plut
can be tied to internal Japanese considerations in the late 1970s and early 1980s for developing a
plutonium nucl ear weapons option. Al t hough t hi
spentfuel, the forward costs of operating it could run as high as $100 billion over its lifétime.

In light of the questionable technical and economic benefits of operating Rokkasho, it would be
di fficult for Tokyo to | usidnuneystwanten toelevelap angoption t h
to build a nuclear weapons arsenal. What, then, would one have to make of a Japanese decision to ope

YSee Y a GmbaSecuirty.orgavailable fromvww.globalsecurity.org/wmd/watirussia/yamantau.htm

and AWhat 6s Going On in t Wewzdhaavalablefaom Mount ai n Compl
www.viewzone.com/yamantau.htmi

“On these points, see Von Hi pactveWa sitPd uR ocolniituinc, s oP;r oH & |
AThe-FR&kats hi ma Aoreigsn Pdicy Ordireduly 29, 2011 available from
www.foreignpolicy.com/articles/2011/@B/the post_fukushima _arms rgce and Takuya Suzuki ,
Leverage: Long an Advocate of Nucl ear HheAsagiy, Nakas
ShimbunJuly 22, 2011, available fromww.asahi.com/english/TKY201107210339.htm
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Rokkasho if this decision came on the heels of news that China actually had many more nuclear
weapons than waweviously believed?

South Korea, which has attempted to get its own nuclear weapons at least once, and is asking the
Uu. S. to back Seoul 6s efforts tooginsgepfuel mtkereafigp e a c
sure to be watching what Japan idete s . Af ter North Koreads si |
bombardment of Yeonpyeong Island, South Korean parliamentarians called for a possible redeployment
of U.S. tactical nuclear weapons. Washington, however, rejected this réqéss raises the woy
that Seoul might again consider developing a nuclear weapons option of its own. South Korea already
has its own nuclearapable rockets and cruise missiles. How North Korea might react to South Korea
devel oping a nuclear ®esapons option is anyoneads

In addition to Japan and South Korea possibly reacting negatively to news of a Chinese nuclear
ramp up, there is India. It already has hedged its nuclear bets with plans to build five unsafeguarded
plutoniumproducing breeder reactors by 2020 anddyyng the foundations of an enrichment plant that
may double its production of weapegsade uraniuni® It too has roughly 1,000 bombs worth of
separated plutonium it claims it can convert into nuclear weapons. It also has pushed development of a
nuclear submarine, submarine launched ballistic missiles, missile defenses, anthigegcruise
missiles. Late in 2011, it announced it was working with Russia to develop a terminally guided
intercontinental ballistic missile in order to dfélance Chinese mdeim range ballistic missile
depl oyment s ne¥rndid hasinewdtsed tb oompete iwih. China weafoorweapon
but if Chinese nuclear warhead numbers were to rise substantially, India might have no other choice but
to try.

Pakistan, of cowe, will do its best to keep up with India. Since Islamabad is already producing
as much plutonium and highly enriched uranium as it can, it would likely seek further technical
assistance from China and financial help from its close ally, Saudi Arafi@madbad may do this to
hedge against India whether China or India build their nuclear arms up or not. There is also good reason
to believe that Saudi Arabia might want to cooperate on nuclear weapons related activities with Pakistan

to help Saudi Arablhedge against I ranbés growing nuclear w
2See Julian Borger, fSout h Korea ConTkhe Guardisgm Ret urn o
November 22, 2010 available fronww.guardian.co.uk/world/2010/nov/22/sodkibreaus-tacticatweapons

nucleat and David Dombey and Christian Oliver, AUS Rul

Financial Times, March 1, 2011 available fremvw.ft.com/cms/s/0/e8a2d488b011eGbl117
00144feabdc0.html#axzz10CEG4{Bm

¥See filndia to Commi ss iExmessBuzg,eder Reactor in 2013, 0
February 20, 2012,available fom www.expressbuzz.com/nation/indtacommissiorbreederreactorin-
2013/365268.html and Paul Brannan, AFurther Construction

Enrichment F asStSi REPORTS Okctobdri 5 ,2@11, available fromvww.isisonline.org/isis
reports/detail/furtherconstructiorprogressof-possiblenewmilitary-uraniumenrichmentf/7.

“See ARussia to Provivdd ChBikistak BefedseOTtaber 26, 20b1r ailablg from
www.defence.pk/forums/indiatefence/136928ussiaprovideseekeitechagniv-icbm.htmj Air Marshal (retd)

B. K. Pand#&yto BdiAgqmuinched By MaR &csh  Awidavaialben .frome t
www.spsaviation.net/story issue.asp?Articles900 A Wh y | s Thi s DRDO TRIBHUL,ci al
October 5, 2011, available from

www.trishuttrident.blogspot.com/2011/10/wdistthis-drdo-official-in-moscow.htin
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What to Do

What this discussion clearly suggests is that it would make sense for our government to take
more concerted action alone, with its allies and friends, and with Russia to clardyamds t r ai n Ch
offensive strategic military capabilities.

Clarify What China Has or Will Have

In the first instance, this means clarifying precisely what strategic forces China has deployed and
is building. Beijingdbs recent revelations that
its duatcapable missiles and related nuclearhead systems more than suggests the desirability of
reviewing our current estimates of Chinese nuetaguable missile and nuclear weapons holdings.

It also would be useful to know what China is planning to do to expand its existing forces. How
much military fissile material does China currently have on hand? How likely is it that it has or will
militarize or expand these holdings? How many missile reloads does China currently have and is
planning to acquire? Have or will the Chinese develop meltiyarheads for its missiles? If so, for
which missile types and in what numbers? How many nuclear and advanced conventional warheads is
China deploying on its missiles, bombers, submarines and artillery? What are its plans for using these
forces? Howmi ght these plans relate to Chi n-gatekite e mer
capabilities? All of these questions and more deserve review unilaterally, in classified and unclassified
annual assessments, with our allies and, to the extent lgpgsibooperation with the Chinese.

Game the Future

It also would be hel pful to game alternati ve
possible use of these forces at a senior political level in the U.S. and allied governmentgandogh
would likely impact allied arms control and U.S. and allied military planning. With regard to the later, a
key focus would have to be on how one might defend, deter, and limit the damage Chinese nuclear and
nonnuclear missile systems would othesvisflict against the U.S., its bases in the Western Pacific,
Americabs friends and Russi a. This could ent a
active missile defenses, but of better passive defenses (e.g., base hardening and improsjpacity
to restore operations at bases after attacks) and possibly new offensive forces (e.g., more capable, long
range conventional strike systems) to help neutralize possible offensive Chinese operations.

Such gaming also should prompt a review of ourrent arms control agenda. In specific, it
should encourage discussion of the merits of initiating talks with China and Russia and other states
about limiting grounebased, duatapable ballistic and cruise missiles. Unlike air andbseszd
missiles these groundaunched systems can be fired instantaneously and are easiest to command and
control in protracted nuclear exchandgesleal properties for employment in a first strike. These-dual
capable missiles also can inflict strategic harm againgirrhases and naval operations conventionally.

Explore ONuclear Missilebd Control s

Ronal d Reagan referred to these weapons as
eventual elimination. Toward this end, he concluded the Intermediate Nucleas Kt¥&) Treaty
agreement, which eliminated an entire class of grdaasdd nucleacapable missiles, and negotiated
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the Missile Technology Control Regime (MTCR), which was designed to block the further proliferation
of nuclearcapable systems (i.e., mies capable of lifting 500 kilograms or more at least 300
kilometers). With the promotion of spabased missile defenses, he hoped to eliminate all such
groundbased missiles.

What states have an incentive to eliminate these missiles? The U.S. hsmedrate ground
launched missiles. It eliminated them under the INF Treaty. Most of our shorter range missiles are
either airlaunched or below MTCR rangmayload limits. As for our grounblased ICBMs, they are all
based in fixed silos and as such asterable to being knocked out in a first strike. Russia, on the other
hand, has a large, roawobile ICBM force. Yet, Moscow too is worried about growing Chinese
precision missile strike capabilities that it cannot defend ag&inst.

India and Pakistamave groundaunched ballistic missiles but some of their most seasoned
military experts have recently called for the elimination of shemge missiles since these can only
serve to escalate border disputes. As for China, it has much to gain by dgphaya groundaunched
missiles unless, of course, it causes India, Russia, and the U.S. to react. The U.S. has been developin
hypersonic boost glide systems that could provide it with prompt global strike options. It also has
hundreds of sildbased ICBAs that it could affordably convert to deliver conventional warheads
precisely. None of this would be i ncagablégnoands i r
launched missiles, should be exploféd.

Encourage China and Its Neighbors to Reesar Making HEU or Plutonium

Finally, although it may not be possible to conclude a fissile material cutoff treaty, all of
the other nuclear weapons state members of the United Nations Security Council should press China to
follow their lead in unilaterdy forswearing making fissile material usable for weapons (i.e., recycling
plutonium and making highly enriched uranium or HEU). In this regard, it would be helpful to call for a
limited moratorium on commercial reprocessing with China and as many tdtes as possible. The
Uu. S. Bl ue Ri bbon Panel on nucl ear energy recent
to pursue commercial reprocessing in the near orterid. Japan, meanwhile, is reviewing its own
commercial reprocessing anast reactor program given its decision to move away from nuclear power.
South Korea wants to recycle plutonium but is having difficulty persuading the U.S. to grant it
permission to do so with the many tons of kb8gin spent fuel South Korea h¥s.

®See Jacob Kipp, fAsian Dr i v e ths volrhe; dRadBr.dMark B. ScNneider, e a r
AThe Nucl ear Forces and Doctrine of the Russian Fed
given October 12, 2011 before the House Armed Services Subcommittee on Strategic Forces, available from
www.worldaffairscouncils.org/2011/images/insert/Majority%20Statement%20and%20Testimony. pdf

YFor a fuller discussi dapterbytéeary Sokokskiifi tMs velsrie.l Adse listtrda P e a
audi o of a panel di scussion AMissiles for Peaceo he
Washington, DC, September 13, 2010, available fromv.d2tjk9wifu2pr3.cloudfront.net/204009-13-

Sokolski.mp3

"See AU.S Unlikely to Allow S. Korea to Reprocess N
2012, available from
www.english.yonhapnews.co.kr/northkorea/2012/03/08/23/0401000000AEN20120308007100315F. HardL
Frank Von Hippel, i P | adibactiveM\Va ;mf e PPol i f ecatianEastl Rsi

The Nonproliferation Policy Education Center website January 3, 2011, available from
www.npolicy.org/article.php?aid=44&rid=2 and Takuya Suzuki, ANucl ear Le
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China is committed to having AREVA build it a commercial reprocessing plant that is nearly
identical to the one Japan is now reconsidering opening late next year at Rokkashloeady noted,
these fApeaceful, 0 commer ci aleastrl®@@rboambsewosgh of muclegrl a n
weaponausable plutonium annually. Still, they are not technically necessary for the operation of
nuclear power and are uneconomical compared to using fresh fuel and not recycling it. Promoting a
limited plutonium recydhg moratorium, in short, would be useful and could garner some support for
more general fissile material production restraints.

Nucl ear Energy, Nakasone N o vAsatb.@m Suly F,a2pd navaiable fuomd G
www.asahi.com/english/TKY2011072389.htnh.
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PANEL Il1: QUESTIONS AND ANSWERS

HEARING CQHAIR FIEDLER: It will be entered. As long as you give it
to us, sodone.

MR. SOKOLSKI: It's all done. Your staff got it this morning.

HEARING CQHAIR FIEDLER: Let me ask Dr. Karber a quick question.
You took somewhat of a beating in the press when your report came out, and if |
understood you correctly, and corréane if I'm wrong, you're not saying they
have 3,000, you're saying that they have the capacity in underground tunnels to
handle 3,000 weapons? Isn't that correct? All right.

DR. KARBER: Could I explain thatfor

HEARING CCQHAIR FIEDLER: Please dlet's be clear.

DR. KARBER: | happened to be on the advance team for Secretary
Carlucci in Moscow when the first discussions about Ntrugar were going on,
and we were out at Russian Strategic Rocket Force Command facility, about 30
klicks out of Mosow, and we were having a discussion with a couple of lieutenant
generals from the Soviet army about how manwitially, NunnLugar, we were
going to offer them railroad, special railroad train saflor moving nuclear
weapons, and the permissive action krcontainers for warheads.

So we we're talking to the general, and the general was very
dismissive and said we can build our own railroad cars, we don't need that, but
the warhead containers would be interesting. You seem to be ahead of that and
so forth. So we said, oh, well, how many of those would you need? And he said,
well, we would need about 40,000.

And | was a little slow on the draw, and | ,gohy do you need two of
those for each of your warheads because for 15 years, our national intelligenc
estimates had said that the Russians had stocked and were only at 22,000
warheads.

My colleague who was with me was a little smarter, and she said you
mean you have more warheads than 22,000? And, in fact, the Russians had 42,000
warheads.

Now if yougo through that personal experience, that means we
missed 20,000 Russian nuclear weapons at the height of the Cold War, and we
didn't just do it in one estimate. We did it repeatedly over a-{&ar period.

So if one is in that, has personally experienctdéat, it perhaps makes
one overly jaundiced about estimates based on a whole host of assumptions about
what other people have when they're intentionally trying to hide stuff.

So that's sort of the background. Now my specific reference to the
comment wastwofold. One is we have seen Chinese references to the safe
distance they would like between systems that are underground, and that
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describes a thousand meters from a low air burst. So if you take the radius of
that, it would be roughly a mile apart. oSf you had 3,000 miles of tunnels and

you wanted to put warheads in them, using that calculus, you would have room to
put a thousand, 3,000 warheads in there.

There's a second issue, and that's their force structure, and this |
want to be very clear abot because | think people have made statements that are
demonstrably wrong and can be clearly shown. If you, say, take thd DdFand 15
tactical missiles, both we and the Russians ahdelieve the Chinese have
developed warheads that essentially cawm gn the missile.

You can have a conventional warhead on the missile. You can have a
nuclear warhead on the missileon the same missile and the same force
structure. The force structures are designed to have multiple fires. So, for
example, in NATO wh our tactical system, the Lance, we had for one Lance
launcher, we had ten nuclear warheads.

So if you look at China's force structure right now, you could easily
absorb 3,000 nuclear weapons, not only in the tactical systems, which we rate as
not having any nuclear capability despite their testing or claiming they've tested
an ER warhead, reloads for the £2As, and systems that don't get mentioned very
often, naval nuclear weapons. We've seen stuff in their literature about having
nuclear weapons ontaack boats, which could be a torpedo, a cruise missile, or a
mine.

And we've seen the recent tests and their discussions about ballistic
missile defense. It's not at all clear that that ballistic missile system that they're
testing is not designed to hee a small nuclear weapon on it and actually be used
in conjunction with the forces that are in the tunnel for protection.

So the short answer to your question is, no, | did not predict or say
they have 3,000 warheads. What | am saying is it's goinbaextremely hard for
us to know when and how many they do have if we conclude that they have a
higher stockpile of fissile material.

HEARING COGHAIR FIEDLER: And it's wiser that we assume more than
fewer.

DR. KARBER: My first point would be, of ceyreould be to not
assume anything and confront them and ask them, and point out to them, that we
have the option of assuming the worst, but they have the option of helping us
understand so we don't assume the worst.

HEARING GQHAIR FIEDLER: There moant, just one quickquestion
to both of you, there is a point wheréhe number doesn't matter as much over a
certain number, but low numbers, 400, is a meaningful thing. Maybe, | mean
hypothetically, there may be no meaningful difference between 2,50@ 8,000
strategically; right?

DR. KARBER: Right.
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HEARING CGHAIR FIEDLER: But 4@t the difference between
four and 2,500 is huge.

DR. KARBER: Can | just give you two real quick examples? In the
theater, we have or our allies have forces thenge have withdrawn all of our
tactical and operational nuclear weapons from the Asian theater. TLMs are gone.
Nuclear artillery is gone. Tactical air is gone. The only thing we have left are the
B61 bombs that have to be brought into the theater, anldose go on very
vulnerable air bases.

Now, right now, we hold that China has no tactical nuclear systems,
and yet the missiles that could carry nuclear weapons, right noaday, by DoD
recognition of their numbers, not creating any more, would be in esc®f 1,200.

So that's 1,200 to zero.

We--the Russians got rid of our INF systems. They have 12Q1BF
assuming no reloads and assuming that only 70 of those are nuclear. But all 120
could be nuclear. That's in the theater. Right now we assume thaty have only
20 ICBMs that can hit the United States with single warheads. But if you go to
the--just MIRV, the B5, right now, with five MIRVs, that goes to a hundred. If
you go to ten MIRVs per launcher, which it certainly has the thrwwight to do,
and you suddenly have 200 American cities that are held hostage.

The difference between 20 and 200, | would argue, is huge
psychologically in a crisis. I'm not talking abeut

HEARING CGQHAIR FIEDLER: No, | understand.

Larry.

HEARING COGHAIR WORZEL: Thank you very much, both of you. This
is your William Wan, "Digging Up China's Secrets"” slide, Washington Post,
November 30, 2011.

One of the things, these little tidbits of information on there, is
Chinese references cite up to ten reloads peansporter/erector/launcher.

If you just look at the figures the federal government has given out,
400 launchers, maybe 1,500 missiles, that's four reloads. You just said that
perhaps 70 DR 1s--

DR. KARBER: 70.

HEARING COGHAIR WORTZEL:07 May be nuclear capable.

DR. KARBER: That's what the U.S. government says.

HEARING GGQHAIR WORTZEL: Right. That means 280 to 700 nuclear
warheads. | mean that's a big difference.

Now, and | recognize the gap you pointed out. My dilemma is, af it
something Henry pointed to, there's an arms control advantage in minimizing the
number of warheads you have because the other side may disarm more or deploy
less missile defense. But what's the strategic advantage of hiding this total
number of warhead if your stated goal is minimal deterrence?
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| mean you're already up to mutually assured destruction with that
many warheads. So, strategically, why would the Central Military Commission of
China want to hide all these numbers? Why not just go for comeldeterrence as
the Soviet Union?

DR. KARBER: | kneowhis may be a limitation on our researetbut |
know of no Chinese military document that says they have a minimum deterrent
strategy. They have a strategy, they say they have a strategy of nb dges with
certain caveats.

The imposition of a minimum deterrent is a Western construct, and
that has been superimposed on, in my opinion, their strategy to try and explain it.
| myself believed that until | started doing research into their historythdught
at least in the early years, they had a minimum deterrent strategy, and then only
recently did they go to warfighting.

We went back and looked at their exercises and the details of what
they were doing even with their tactical and operational sgms, the early DR2s
and DF3s. They were doing warfighting with those in terms of the targets and
the allocation of warheads. So | think, first of all, that needs to be seconded and
put to rest.

Secondly, | think their concept, and | had some actuabtes from
some of their major documents, Science of Second Artillery Campaigns, Science of
Military Strategy, and Science of Military Campaigns, and these are their
documents that they use to train their senior officers on, and what's interesting is
they do not describe that. They have a term which they call "deterrence
campaigns,” and what a deterrence campaign is, either in a crisis period prior to a
war or in the middle of a war, one suddenly reveals a larger and much more
robust force structure thante opponent thinks you have.

And the concept is to get the opponent then to back down in a crisis
or a conflictand not escalate, and this is actually called a "deterrent campaign.”
It's a formal military operation, which combines decoys and moving many
additional assets and so forth. So | think built into their constructhiss concept
-and I'm not saying that they don't have the term "deterrence.” It's interesting.

If you look at the Chinese characters for deterrence, their terms are not passive
like "inhibit" or "dissuade." It's extremely forceful, in your face, pressure, cower,
so forth.

What's interesting about it, and then you sort of say why, why do they
have such a morewhat Tom Schelling would have called a compellant orientation
rather than a deterrent orientation? Part of it is they were well trained. We and
the Russians, every time they acted up, in the '50s, '60s and '70s, we'd march up
and down the coast with a fleet, we'd put nuclear weapons on Taiwan, and we
didn't mind rattling them. We taught them if we were tough, you should see what
the Russians did with them, in terms of saying, yeah, nuclear weapons count and
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got in their face and we'd maneuver them and deploy these things.

So the Chinese learned, hey, when you don't havecimuand you get a
nuclear weapon, and you're in a bargaining position with somebody who has
them, suddenly revealing nuclear force can be extremely powerful and get you to
back down. So | think it's built into their strategic concept.

HEARING CGHAIR WRTZEL: You're also suggesting, though, that
three or four U.S. scholars actually constructed what we infer to be China's
strategy, and you've never seen it in Chinese doctrine.

DR. KARBER: You see them referring to the American scholars.

HEARING CGGHAR WORTZEL: Right.

DR. KARBER: Particularly their diplomatic and arms control people,
but in terms of the military, no.

HEARING GCGHAIR WORTZEL: Thank you.

HEARING CGGHAIR FIEDLER: Michael.

COMMISSIONER WESSEL: Thank you, gentlemen. Henrgmeelc
back.

Dr. Karber, I'm not a military expert. What are the refueling, not
refueling, fueling implications? Can that be done underground? Many of their
delivery vehicles use liquid fuel; correct? Can that be done underground? Do we
have any advance notice therefore once they take the items out of the Great
Wall, out of the tunnels?

DR. KARBER: That was a real serious problem we had with t{#sDF
and 3s, and the 4s and 5s. But the 2s and 3s, which were their tactical and
operational theater sysems, they basically would take them out and assemble the
warhead externally and then fuel them because what happens, if you fuel them
inside the tunnel, the fumes from that can be extremely lethal, volatile and
lethal.

With the DF11 and 15 that replacedhe 2s and the 3s, and the DF
21s, those are all solid fuel missiles now. So you do not have the fueling issue
with the tactical and theater issues. They're gone. There may be one training DF
3 regiment left, but all the rest are gone. So they've esSally completely
converted their entire tactical theater force structure to solid fuel missiles, and
that also, of course, goes for the DHD cruise missile.

The DF4, which was a continental missile, was basically a missile
designed to sort of cover mile Russiaand are apparently all gone now. So the
only liquid fuel system left is the D¥. They were put in silos.

It's interesting. You see numbers somewhere between four and 20
silos. The Chinese themselves say they've created a number of dibiswere
basically fake decoys so it's not clear exactly how manybBRhey have. So |
think the normal number people assume is about &tat are still liquid fuel.

Several times they have changed the fuel mix in the®D# give it
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more throw-weight and perhaps less volatility. The silos appear to have the air
conditioning aspects of it so you can actually fuel it. It's not clear whether they
have to pop the top of the silo or not to fuel it safely.

What's interesting is that system now appears to beceiving the
MIRV missiles. So if you'd have asked me, | would have expected them to sort of
retire it, but because it has the thromweight like of our old Titanand you can
put, in theory, ten very decenstized MIRV missiles on it, and they appearht®
keeping it. It's interesting that they're retaining them.

Now that ties in then with the recent test of a ballistic missile defense
because we've seen discussions of them actually using-yoavd nuclear weapons
to intercept over the ICBM silos and tenate, essentially create fratricide among
our incoming RVs. They would ride it out and then do the defense, very much
similar to the original U.S. safeguard system, which had the loamgge intercept,
ex-atmospheric interception and the short range leweld Sprint.

And it's interesting that they seem to be looking at that, but the
answer to your question is, yes, they appear to have the missiles fueled in the
system and also maintain their warheads. In the various photographs that went
into the artistsketch that Dr. Wortzelwe see lots of that going on.

So the tunnel complexes, they'll have these miaterals where they
store missiles. The TEL, the Transporter/Erector/Launcher, will come into one of
these big bays. It's our term calling it a galy. You'll see rail lines consistently
in those, and then they bring in on little tracks the replacement missile. There's
usually a Gantry crane over top, and it picks them up, and then with the missile
mount, the warhead would already be mounted andsitalready fueled, and you're
good to go.

You would also perhaps load up several reload vehicles that would go
out with them so you could have several reloads out in the field, and that may be
why we're only assuming four reloads per launcher, one on thencher and two
or three on the reload vehicle, but, in theory, the tunnel complex, it not only
could, but is designed tphave substantially more, and we see them in their
exercises when they describe it. And not talking about just conventiomnalclear.
They talk about being out, having fired the missiles, taking incoming nuclear hits
to the unit; the unit goes into a new tunnel complex and does what they call
reconstitute, reorganize, reconstitute, reload the systems and go out on another
firing campaign.

COMMISSIONER WESSEL: Okay. Henry, any thoughts on recent
proliferation issues since that's one of the statutory mandated issues for this
Commission? What should we be looking at or cognizant of these days?

MR. SOKOLSKI: Pakistan.

COMMISSIONEWESSEL: Okay.

MR. SOKOLSKI: Quite a state.
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COMMISSIONER WESSEL: Okay.

MR. SOKOLSKI: Watch it. It will set the last of the precedents you
need to have wild, wild West policy. We have already one policy for North Korea.
| guess we have a differerdne for India. We had a kind of implicit policy toward
Syria. And we're about to get another new one for Pakistan where we will blink.
They will supply reactors. They will claim they were grandfathered when they
weren't, and we will let it happen.

In addition, most of the production capability that you see,
particularly with plutonium, gets lots of Chinese help, to say nothing of the
missile technology.

So that one is pretty in your face. It's neyou don't even have to
speak-

COMMISSIONER WESSHou don't have to look for networks or do all
the--

MR. SOKOLSKLF-or do anything to get at that information. Just the
Washington Post will do. You should be able to crack the code on that one.

COMMISSIONER WESSEL: Thank you.

HEARING CGHAIR HDLER: Dennis? Or Dan. Excuse me.

COMMISSIONER BLUMENTHAL: Thank you.

Very good testimony and I've heard it all before, but it's good every
time.

[Laughter.]

COMMISSIONER BLUMENTHAL: It's like seeing the Godfather. So |
mean I'm convinced from bithn of you there's enough fissile material there to do
whatever you want without much control. There's every reason there's enough
warheads and there are enough missiles and so on, and then you look at what the
U.S. can do conventionally. You know, if 'mChina, I'm thinking this might be a
good idea to go up in nuclear weapons.

But I'm not in China. So what are they thinking? And if it is more
compellant, at what point were they going to roll out this compellant nuclear
force or did they put out enogh so that you could find it?

In other words, if you're going to compel somebody, you have to
actually demonstrate that you have a force to compel them. 1| find the story
compelling | mean because if you all of a sudden shock people and say that you
might have 1,500 or even more warheads or you're rushing to parity, then, yeah,
you're going to get the whole region's attention. No question. Particularly when
we're going down.

So why haven't they been more forthcoming about compelling? That's
sort of Lary's question. Why hide it? Or maybe they didn't. Maybe they let you
see, maybe they let you see stuff, and Phil Karber was the one who pickep. it

MR. SOKOLSKI: Maybe they don't have it.
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DR. KARBER: 1 think, first of all, they've had throughowet geriod,
you have to remember that China came to the modern era from essentially being
grossly inferior.

COMMISSIONER BLUMENTHAL: Right.

DR. KARBER: We and the Russians came to it from having superiority
at various times. We certainly, and even the$®ians visa-vis China. And so
we're aware of all the limitations of superioritythe stuff is only usable
sometimes, and it's frequently not that useful of a device for compellance.

If you've been a victim of compellance, however, you have a different
perception of it. So there's a danger, | think, of us symmetrically looking at and
imposing our view on it. | think given thamn their view, Deng Xiaoping had a
statement that went something like "hide your light in the darkness, but build
your capabiliy.” I'm not doing justice to it. Larry, I'm suyevill remember.

Hu Jintao has repeated that as recently as two years ago. | think their
general philosophy wasbuild up your capability until you're ready, and then
don't, and don't get in ther face. Now, it's interesting, 2009 was the 60th
anniversary of the PRC, and in Chinese cosmology, the 60 years, 12 years is a
cycle, and you have five cycles, which completed what symbolically would be the
equivalent of a century for us. It's really amportant meaningful term, a 6{/ear
period.

So it was interesting, in the spring, in 2009, in the spring, they had
the huge naval review like they'd never had. XbRhink it was the Queen of
England. In the summer they had the largest exercise theyder had in the
history of the PLA including anterrorism exercise with 3,000 tanks, which was
sort of cool.

[Laughter.]

DR. KARBER: You had the huge parade, which they made ofuand
you had the first air show in October. Well, Second Artilleadh't had its thing.

It didn't have its day in the sun throughout that whole year, and so my impression
is that the announcement on December 11, 2009, was their coming out as well,
which was, okay, wee doing these, we now have 3,000 miles of these tulme

It's interesting that we paid almost no attention to it. | mean virtually
the story was ignored both officially and in the press, and yet in their press, they
would go, oh, the Americast-l can show you titles, "Americans Are Shaking Over
the Revelaton that We Have 3,000 Miles of Tunnels." So, in their mind, they had
this impact on us even though we know it wasn't real.

Now, what's interesting alsos that Hu Jintao in his speech on the
anniversary said the last previous 60 years was coming ouinfour weakness.

Now, we have in the next 60 years a new d@mawhich China is strong.

So | don't think it's accidental that they came out with this

announcement. In fact, | think the announcementvsry fragrant in terms of its
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implications.

| think operationally we're likely to see stuff at their convenience
when they decide they want to do it. My guess is it's between now and 2020. In
other words, I'm not predicting next week there's going to be a sudden event.

Two things | would watch for: one a crisis, in which in the crisis
they unveil a lot of stuff that we had not seen. You saw perhaps a precursor of
that during the nasty stuff going on in the summer of 2010 in the South China Sea
when they were making their usual cheshumping, and the they went and fired
71 live missile fires in the South China Sea.was an extremely intense missile
campaign that, again, we hardly noticed but made huge wavescuse the pup-in
Southeast Asia.

The other is with the strategic forces. When they'ready, when you
see the 41 out there and the 5s are MIRVed, and we're starting to talk in our
annual posture statements about a China with two or 300 warheads aimed at the
United States, | think you're going to see then them acting as if that's true, and
that's going to be a very different approach than the current one.

COMMISSIONER BLUMENTHAL: Thank you.

HEARING CGGHAIR FIEDLER: Commissioner Shea.

CHAIRMAN SHEA: Thank you, both, for being here.

Earlier this morning, we heard from General Cartwrigthe former
Vice Chairman of the Joint Chiefs, and he said that one of the things that concerns
him is this apparent split between the civilian leadership and the military which
manifests itself periodically, for example, at the ASAT test.

Do we knowenough about who controls China's nuclear force and
fissile material? | would assume that the individual who gives the authorization
for the use of the nuclear weapon would be the Chairman of the Central Military
Commission who would be the General Setagy of the Communist Party. But do
we know enough about how they make decisions and what's going on there?

DR. KARBER: One of the reasossbtitled my testimony, "American
Strategic Entropy,’usingthe word "entropy,” isbecauseto me the entropy is
having an idea what it is you don't know.

And so my view is, no, we do not know, we do not know what we
ought to know or need to know about it. So now | think there are people who will
give you very strong, good evidence and track and are much more dxghan I
am on that specifically.

Three quick comments. One is it appears accutaed | know nothing
that would be inconsistent with the concepthat the Central Committee, Central
Military Committee and its chair are at the top of the chain. Oretdther hand-
and in terms of the structure systems, | think Mark Stokes is America's living
expert on the allocation of the special warhead detachments and | think there is a
misleading deal that when people say they have them centralized, it's not kike i
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in one facility, but they do appear to be centralized out in the various base
locations, and then the base locations have warhead distribution units.

So it's inconceivable that a number of systems that might be
considered nuclear or certainly nuclegapable may not have their warheads with
them in peacetime. That might be allocated to them. Why that's importatitis
is the third issue-is--and this is what is so unclear, in my opiniers where does
release authority and firing authority overlap?

So we know, for example, the Russians, when the Russians put the
missiles into Cuba, the Central Committee gave, and the General Staff,gave
release authority to the Russian general in charge in Cuba, and with that
authority, he had the right to fire thee FROGs that we didn't know were there.

So one wonders where that overlap occurs and when it occurs. In
other words, how far down that chain it goes. Generally, what we've done has
been very, very tight, and sewith our own forces- we assume, well, qu've got
to have a presidential release all the way down to the fire unit. It's not clear
where that is with China or where it would reside in a crisis or, even worse, in a
conflict where these missiles are being fired.

They have made an interesting deament that needs to be taken into
account because | think it's serious, and that this commitment to have a no first
use does not apply if their territory is being attacked. That was made by the
Commander of the Strategic Rocket Force.

Now what's interesing is if they're claiming that the South China Sea
iS sovereign territory, that itself raises an interesting issue because he didn't say
attacked nuclearlgr attacked conventionally. In fact, he specifically referenced
that they would not tolerate a cowmentional air attack like we did against
Yugoslavia or Belgrade on China without responding with nuclear weapons.

So where in a conflicis that release given and then left to theater
commanders, and | use the word "theater" because one thing that islyeal
interesting that again you ought to track very carefully over the next few years is
the Chinese have been building theater commands.

In the old days with the Russians, we would have called those TBDs,
theaters of operation. And since 2000, they've beemplementing these, and it's
interesting, they say the whole theater system will be complete in the year 2020
so that will be a year tolook for this.

CHAIRMAN SHEA: Thank you.

Mr. Sokolski.

MR. SOKOLSKI: In the remaining 25 seconds.

HEARING CGGQHAR FIEDLER: No, you got time.

MR. SOKOLSKI: Mr. Stokes did a paper for us recently oCuhtaral
Revolution and what happened to the nuclear arms and how they were fought
over. That experience made him conclude that there is a reason in history and



121

culture to keep the numbers of these weapons down. It doesn't go with the flow
of what we're telling you. It's useful to read. It may be right.

| want to emphasize we don't know. That means we shouldn't assume
what's going to be. We need to find out.

HEARING CGGHAIR FIEDLER: I'm with you.

Commissioner Cleveland.

COMMISSIONER CLEVELAND: Should our lack of knowledge have an
effect on our discussions with the Russians about weapons reductions?

MR. SOKOLSKI: | think so on a couple of scorest &fi all, | sat and
listened to a very senior administration official talk about our future, the future
of arms control and strategic forces.

The presentation went on for 90 minutes. It was a terrific
presentation for 1990. It did not make a whole lof sense now or ten years
forward. Why? | don't think the Russians are the main event. They got a lot of
things, but are they really going to fight a big war with us or our allies? | don't
see it.

When | look at China, they seem to have a bone tokpwdth a lot of
their neighbors. They have a bone to pick with us. So she did not me#nttilois
person-China once in 90 minutes. | pointed this out. | said you should get one of
those cue cards, put the word "China" in there and start talking about it

| think it's because we have an easier time talking with the Russians,
if not getting to an agreement, than we do the Chinese. The Chinese are much
tougher to deal with. They don't like to talk about anything. You give them
something for free. Thg won't take it. They're suspicious.

So what you do is you retreat from that which you can't immediately
get sort of measurable progress on. | think it's a big mistake. I'll tell you why.

It isn't just the United States that ought to be curious abahis. The
Russians are. The more you read Russian military literature, and we've got some
essays from people who do, the more you discover they're worried about China.
There are very few things about which we can cooperate with Russia and be on
the samefrequency. This might very well be it. That we're not focusing on this is
a mystery to me, absolute mystery.

By the way, you know from my days working on that commission with
you, I'm no big fan of the Russians. But here maybe it would be useful ¢asfo
We don't. | don't think we've brought the topic up.

COMMISSIONER CLEVELAND: That's interesting. Dr. Karber, do you
have anything to add?

DR. KARBER: | certainly agree with everything Henry said. | would
just add that | think that we have notigen the intellectual capital to the issue of
tripolarity. We really have not thought it through, and | don't think a lot of the
lessons we learned from bipolarity necessarily apply. If you look back historically,
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multipolarity is reasonably stable andigolarity is reasonably stable.

Multipolarity is where you have lots of plays and they balance against
each other. Tripolarity is extremely unstable because a combination of any two
players basically offers the ability to take the other player out, antihk that's
extremely dangerous. | just don't think we've thought through a lot of the
implications, and so if we haven't thought them through in terms of strategic
context, then one ought to do that, and then from that flow arms control.

| spent someyears negotiating with the Chinese as an aviation
executive. My experience is that they will tell you they don't like to negotiate,
but if you sit down and say we have a problem, and here is what the likeby're
not threatening, but here's the likelyomsequences of where we go if we don't get
an agreement and you can illustrate that to them, frequently they come around.

So, for example, if we and the Russians said we can't stay in the INF
Treaty, either you're going to get in or we're going to get eut

COMMISSIONER CLEVELAND: Right.

DR. KARBER:-and we don't think that it's going to be all that
attractive to you if we get out, | think that has, that kind of conversation, quiet,
not threatening, thoughtful, treating them as a peer, has potentidlwouldn't
bandy it as a national objective. | wouldn't even want to de-ypu want to do it
very, very, very quietly.

MR. SOKOLSKI: 1 think it's very hard to do anything very quietly
anymore. So heads up. Particularly when you talk about arms adntrwould
generally make the same point. | don't know that | would go down that particular
path to threaten to break out of the INF. | don't think we are that built up to play
that game, number one.

But we do have something both the Russians and then@se care
about, and that is turning long range missiles that have nuclear warheads into
conventional missiles.

They care a lot about that. To be honest, | think they overestimate
what we can do, kind of like the Russians and SDI. Good. One of timspthat |
make--I think | actually have a footnoteis, you know, give them the chance to
reduce the groundbased missiles, which they have a lot, or then if we can't, then
we have to use our grourddbased missiles, which we have plenty of them in the
Midwest, in a different way, which they will not like.

So there are lots of different ways you can paint a future that they
might not like that they can avoid. We should at least try. We're not even
playing this game, as best | can tell. By the way, whatiggest is not very
expensive either.

HEARING CGHAIR FIEDLER: Commissioner Slane.

COMMISSIONER SLANE: Thank you for taking the time to testify.

Can you talk a little bit about the status of the amthip ballistic
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missile?

MR. SOKOLSKI: It's s@mf Mark Stokes' little baby, but I'll defer to
you on that one.

DR. KARBER: It's the-RE, the latest model, which typically is called
the "D." It's an interesting scientific challenge because with a ballistic missile,
the nice things about it is yoget speed,they go a long distance in a short
amount of time.

The problem is you're going against a moving target so there's a limit,
a finite limit, to the accuracy that you can have because the issue is getting
updates to where that ship will be agou're coming in the last two or three
minutes.

When you're a ballistic missile and your velocity is coming in
extremely fast, you actually create on the nose cone of the missile a heat plasma,
and that heat plasma basically prevents most of your seekfieosn being able to
see through that plasma.

So if you have a slosMnoving missile coming in, like a cruise missile or
a limited tactical missile, he can do last minute upgrades by tracking the target or
getting feedback from it and controlling the missile.

So what's interesting about that missile is to offset that, they've gone
through an extremely complex approach, and that is to basically take the missile
and fire it in a ballistic trajectory, and then as it comes through the atmospheric
and becomes atmspheric, then have the veins on it actually make it aerodynamic,
and so it slows down and goes at a much lower speed and actually at a slant
angle, and then that slant angle, that plasma has now slowed down so you can
actually see through the plasma, antiat allows you then to home in on the
target and actually home in on the moving target.

That is an enormously complex scientific challenge to get that and pull
that whole thing off because you not only need a missile that has those kinds of
accuracies, yo'd like to be able to have it updated before he actually goes into
this dive because once he's in that dive, he's locked in on a very narrow trajectory
so you need space assets, you need communication assets, you need something
tracking that carrier initally to get him in the general basket, and then just the
sheer process of getting him into that maneuver is very complex.

They have been working at it hard and seem to be making progress on
it. Between now and 2020, | think it is a reasonable assumptioat they will
have some degree of effectiveness against particularly large ships.

What's interesting is, well, that has sort of sucked all the oxygen of
our interest out of the atmosphere right now. We're all focusing on theZdF
They have developedlso a number of other antship missiles: the DHO0, which
has a range of about 1,000 kilometers cruise missile, very fast, very effective; the
H-6 bomber carrying a cruise missile; the submarines launching cruise missiles.
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And i K S Nd&s@ the potentialof high-speed cavitating torpedoes. So
the issue to me, the threat, is not jughat the DF21 is one type of missile, which
has got a lot of attention because it's, in fact, frankly, unique, and we have, of
course, nothing to counter it, nothing that eqvalent, and we couldn't without
breaking the INF Treaty.

But what's interesting is in the combined arms context, when you see
all of these systems coming in, that's going to be a very frightening experience for
any significant capital shift within a thusand kilometers of the Chinese mainland.
And that is going to push us offshore. It's also going to hold our airbases hostage,
and our allies are going to see that, and then they're going to start reacting very
uncomfortably.

MR. SOKOLSKI: Yeah. Inththis point about the bass also needs to
be amplified. If it's fixed, it's targeted now if there's range, and they've gone and
learned the best they can from us about submunitions. So the numbers of missile
necessary to take out soft targets and evenmewhat hard targets is not that
many.

So some of it is not elegant, and that in combination with whatever it
is they may develop could add up to denial of sea.

| can tell you one thing. The Navy is apoplectic about this. You go up
to Newport, Rhode dland, they talk about this a lot and have been for the last
three or four years. They're worried.

COMMISSIONER SLANE: Do you see this evolving into an arms race?

MR. SOKOLSKI: Well, an arms race, as | learned it in graduate school,
is something mechmaical. Do | see it as a rivalry? Yeah. It already is. It's just
one rival is working a little harder than the other in their local area, that's all.

But it's already something our Navy is very concerned about.

We're already hardening various asseta borward bases in the
Pacific. We're trying to figure out how to operate out there. So | mean in a sense
that rivalry has already been engaged. | don't see how it couldn't.

But a race makes it sound like tit for tat, up the ante, out of control,
da-da-da. I'm not so sure about that. | mean if you took a look at our Navy
budget, | don't know how many ships they're building, maybe not as many fielded
as they used to. So it's not quite that kind of race; it's something else.

HEARING COGHAIR FIEDLER.ommissioner Wortzel.

HEARING GGQHAIR WORTZEL: | wantedell, two things. First of all,
wouldn't it be a better United States' approach to assume China has four to ten
times as many warheads, plan accordingly for our own forces, and then challenge
China to disabuse us of that concept so that we're not ready to face 3,000
warheads or 2,000.

And, then, second, if the CSSor DF3 is out of the operational
Chinese inventory, what's in Saudi Arabia? And will they be replaced or are those
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dual-capable nuclear and conventional missiles?

MR. SOKOLSKI: Any missile is dual capable depending on how
indiscriminate you'd like to be. | mean what wathe CSS2s after all are hardly
great conventional precision missiles.

HEARING GCGHAIR WORTZEL: No.

MR.SOKOLSKI: That's what they have there. So that's point one.

With regard to the Larry Wortzel opd that we'll see in The
Washington Times, | would recommend Samuel Johnson's admonition, "strike it
out.” Here's why. | think the United States, for better worse, gained a
reputation for crying wolf. We don't need any more of that. | don't think you
have to do that to raise what are absolutely legitimate questions that need
answers.

China has made a career out of using ambiguity and silence as some
kind of defense and saying, well, this allows us to do things less provoclgtive
Well, it does, but we're allowing them to do this by not saying, this uncertainty
now is a problem. | think we need to be at least willing to say that. | don't think
you'll be called to the carpet for pointing out something that's true until someone
else tells us it's not true.

We need to put the burden of proof on the Chinese. | think that's
enough.

HEARING COGHAIR FIEDLER: Second part of your question.

HEARING CGHAIR WORTZEL: Well, | don't know if Phil has anything.

DR. KARBER: 1 guess | would, | think Henry's political advice is right.
That is one doesn't want t&know how difficult it is. Having been subject to fairly
withering fire--

[Laughter.]

DR.KARBER=-for opining that they might have something, |
understand how not only the amount of the incoming coming in, but the tendency
of it then to sort of create equivalence, or people sort of then dismissing your
argument. So I think his point is wetlhken.

But | don't like to leave it there. | think it would be worthwhile
asking. And part of the problem frankly is that the U.S. intelligence community is
as committed to certain sets of numbers today as they were back in the Soviet
Union. The reasw | like to throw that out is because they weren't perfect, but
that doesn't mean they're wrong now. OKkay.

So rather than get into a huge internecine debate over A teams and B
teams, in which | think if they had the evidence, people would call it likeytksee
it. I don't think they're hiding or it's a conspiracy; | think they're calling what
they can see. And then the issue is all the ambiguity.

So | think an internal approach, an approach that would be prudent,
would be to say set some markers andysakay, what are things that we would
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expect to see if that force posture is increasing? And it's not just the, oh, we
picked up an NSA intercept that such a unit has the warhead because those can
change inarelatively short matter of time.

It's the longer-leader items of what can deliver nuclear weapons,
what's coming, what kind of training is going on, and watching that. And | think
by identifying a number of key indicators that would allow one to track and say,
okay, you get to this one, when two dhese three have tripped, we better start
seriously thinking about what our options are. That would be the approach.

And the last thing -

MR. SOKOLSKI: By the way, | would not disagree that you need to do
the, not just gaming, but the intelligenceitr-if you will--picking by getting these
intelligence requirements dialed in through the game example might be the best
way to do it, but, yeah, | mean, sure, that too.

DR. KARBER: The one area just where I'm disagreeing slightly with
Henry, | like thearms race metaphor in the sense that we used it in the period of
the Cold War, and there was the old conundrum how do you win an arms race
without going to war, and the answer was get the other side to quit, and that's
what happened successfully in the ta€old War.

What | am afraid of is going on is there is, in fact, an arms race going
on in the Pacific and Asia right now, and the Chinese already know the answer to
it, and that is to get us to quit, and so at some point we're going to be confronted
with too much expense and too large of an issue, and all of a sudden it's going to
be convenient to sort of fall back or abandon those allies, and that | think is the
game plan.

HEARING CGHAIR FIEDLER: Commissioner Cleveland. Second round.

COMMISSIONERLEVELAND: If we haven't yet engaged with a
dialogue with the Russians about a strategy, are you aware of any effort to
engage with them on sharing information about what the Chinese might or might
not have?

MR. SOKOLSKI: Well, I think we have engagednth little bit on the
INF question. 1 just think we're seized with that treaty rather than the bigger
guestion of missiles writ large.

As for what kind of intelligence we share with the Russians and what
they share with us with regard to China, | havera'clue, but my guess is you got
to give them a cause to do that, and I'm not sure we give them that. So it may be
that the two things are related. Don't know.

COMMISSIONER CLEVELAND: When you say we've given them that
cause, I'm sorry, I'm not follomg you.

MR. SOKOLSKI: | said we have not yet given them a reason to share
intelligence about the Chinese.

COMMISSIONER CLEVELAND: Because we haven't sought it as opposed
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to the Chinese giving them the reason to initiate?

MR. SOKOLSKI: The Russiahtarly, as best | can tell, is seized with
the advanced conventional munitions and missile capabilities of China. It is one
of the reasons they argue they need nuclear weapons in such large numbers in the
theater. So they get that one, but | don't knowadt they see advantage in any
kind of condominium with the United States in pressuring or seeking more clarity
or less activity on the part of the Chinese. I'm not sure about that. I'm pretty
sure judging from what I've heard it's not been engaged.

COMMSSIONER CLEVELAND: You're taking it a step further than | was.
| was simply thinking in terms of an exchange of information, not involving the
Chinese, just the

MR. SOKOLSKI: Well, even involving the Russians, you'd have to have
a reason to do an echange. You don't just rock up and say how about the
Chinese; we've got some cards; would you like-tathink you want to have some
public diplomacy dimension where that exchange makes sense.

COMMISSIONER CLEVELAND: Henry, you mentioned that the €hines
are arguing that the provision of a plant is grandfathered in the Pakistan
relationship. Can you elaborate on that, and do you view the transfers that the
Chinese are engaged in with Pakistan as consistent with our NSG and NPT
commitments?

MR. SOKOLSKIWell, working backwards, no and no.

COMMISSIONER CLEVELAND: Okay.

MR. SOKOLSKI: We have listened to various arguments about this
grandfathering all before. The first two plants were grandfathered, you see.

Now, the next two are. | don't know. Kind of feel like we're being nuclear

chumps here. 1 think it's because that body has become so unmanageable. We've
let too many members in that we don't think we can win this fight, that we've
decided not to fight it. Not hard enough.

But | think thatthen means that we need to figure out how to tighten
up the nuclear rules some other way. And we haven't done that either. So this is
not looking good.

HEARING CCGHAIR FIEDLER: Let me let Commissioner Shea have the
last word this afternoon.

CHAIRMANSHEA: This is for Mr. Sokolski. This is a little off topic, but
| see that you wrote a book called Getting Ready for a NuclRaady Iran.

MR. SOKOLSKI: 1 did.

CHAIRMAN SHEA: Could you share with us, give us a little bit of a
primer on Chineseassistance or lack of assistance with respect to the Iranian
nuclear program and their missile technology capabilities?

MR. SOKOLSKI: Well, the missiles have to do primarily withdmpi
missiles. 1I'd have to go back and get the designations, andbi¢'sn awhile ago.
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The nuclear assistance had to do something that we put into plain
sight and then winked. Hexafluoride plant. First, we said stop it. They wouldn't.
Then we said, well, we want to sell you nuclear reactors. We can't unless you do
something. So they said, all right, we'll leave, but we have to leave them with the
plans, and, of course, some people hung around.

Well, we're stunned to discover that they finished that plant. That
plant is critical to the nuclear enrichment effort indimn. So that's a problem.

Then we have one other thing that's out in the open, and by the way,
I'm only telling you things newspaper readers would know. Luckily, | can't
remember anything that's classified on this so it's okay.

The second thing is thers been a lot of transshipment activity, you
know, emanating out of North Korea to places like Syria, and we're not entirely
convinced that the Iranians didn't have something to do with the Syrian effort as
well. It's still probably locked up tight. Mag there was no connection.

Some people argue there was, but those transshipments occurred with
the assistance of the Chinese, and | would think if that was the case, other
transshipments that might go from North Korea to Iran might well have gotten a
wink and a nod. Geography. You just see what a straight line looks like. It's best
to just fly over or land, and so | think there's that. And certainly | mentioned
Pakistan. That one is hard to hide.

CHAIRMAN SHEA: Thank you.

HEARING CGHAIR FIEDRE Yes, Dr. Karber.

DR. KARBER: If we have just one minute, I'd like to respord to

HEARING GCGHAIR FIEDLER: Okay.

DR. KARBER:-Commissioner Cleveland's question to Henry. One
thing | think we need to look at is the other side of that tripolaguetion, the
RussianChinese thing. It's obvious that they have been selling the Chinese a lot
of equipment, and it's in every single category of weaponry, and | won't go
through, but it's huge, and the Russians have made some money on it, usually not
asmuch as they had hoped because the Chinese end up stealing the design, and
the Russians say never again, and they go sell something. It goes on.

[Laughter.]

DR. KARBER: They deserve each other.

HEARING CCGHAIR FIEDLER: Sounds like the Americans.

DR KARBER: There are a couple of things that we haven't highlighted,
both good or weird, and | think ought to get higher in the consciousness as we
talk about China in the context of tripolarity. One is when the Chinese actually
went on a national alertn the summer of 1999, and virtually the Americans have
ignored this, and this is demonstrable in their literature, and of course | believe
they also went on a nuclear alert.

What was interesting is they then went to the Russians, and in either
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December 0of'99 or January of 2000, Putin came out and actually made a public
announcement committing Russian SLBMs in the Pacific to China's defense. As an
obscure comment, we kind of go wow, right. But it's interesting. It's not, it
generally goes unrecognized.

Now let's look at the other side. Alexei Arbatov was a lange
Russian arms negotiator, a member of their parliament. His father ran the USA
Institute. He did a recent article which he was raising Russian concerns about
Chinese warheads. He himsalsed the 3,000 number. | think he was probably
bouncing off me.

[Laughter.]

DR. KARBER: What's interesting, what's interesting is we have a whole
series of Russian General Staff articles that talked about China having 2,000
nuclear weapons in 1995. oSthe Russian concern with a large Chinese stockpile
and their belief in it | think is something that would give us an area to talk about.

Lastly, particularly for those who say, oh, China doesn't believe in
arms control, the largest arms control agreemtesince the Cold War and probably
since the end of World War Il is between Russia and China, and it's virtually
unknown. They did a mutual forces separation agreement between the two of
them and Kazakhstan that involved more forces, by my count, tharmalCFE.

COMMISSIONER CLEVELAND: Wow.

DR. KARBER: Huge. And both sides, and they have annual inspections,
they have annual meetings. It's a very formal treaty, and it was secret, as you
basically-my students had to search for months to try and fimnaldet a copy of it.
But it's worth looking at.

And so it has verification in it, and it haso it's not a onesided, one
time deal. So | think looking at this, we need to start looking at the tripolar
relationship, and there's a number of sides to thahat other side that | think
would behoove looking at.

COMMISSIONER CLEVELAND: Who signed the agreement between
Russia and China?

DR. KARBER: I'm sorry. Who signed? Who signed?

COMMISSIONER CLEVELAND: The agreement, yeah.

DR. KARBER: It was Kkhkstan, Russia and China. | don't know who
signed for the authorities.

COMMISSIONER CLEVELAND: Civilian or military? | was just curious.

DR. KARBER: I'll get you a copy. Neither of the two big powers
produced it. The way we got a copy wKsazakhstan.

COMMISSIONER CLEVELAND: Kazakhstan. Interesting. Thank you.

HEARING GGQHAIR FIEDLER: Gentlemen, thank you very much.

COMMISSIONER CLEVELAND: Thank your students, Dr. Karber.

HEARING GQHAIR FIEDLER: We're going to take a shoralbbefore
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the next panel. Five minutes.
[Whereupon, a short recess was taken.]
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PANEL Il1I: NUCLEAR FORCES AND STRATEGY

HEARING COGHAIR WORTZEL: We're going to start our final panel.
The last panel today will examine China's nuclear forces and stiate We just
looked at fissile material and warheads.

Dr. Mark Schneider, the first panelist, is a Senior Analyst at the
National Institute of Public Policy. Throughout a long career in the executive
branch, he specialized in missile defense polioyclear weapons, deterrence,
strategic forces, arms control, and arms control verification and compliance
issues.

The second panelist is Dr. Phillip Saunders. He's the Director of the
Center for Study of Chinese Military Affairs at the National Defensévérsity,
recently putting out a brand new publication on the Chinese Navy, and it was
excellent, and previously he directed the East Asian Nonproliferation Program at
the Monterey Institute of International Studies. Earlier he served as an officer in
the Air Force.

Dr. Schneider, there's a little clock there, but we try and limit it to
seven minutes of testimony so that we can get a lot of questions out.

Thank you very much.
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OPENING STATEMENT OFDR. MARK SCHNEIDER
SENIOR ANALYST, NATI ONAL INSTITUTE OF PUBLIC POLICY

DR. SCHNEIDER: Mr. Chairman, distinguished members of the
Commission, | thank you for inviting me to speak before you today. This is a very
important topic.

| started out my statement by quoting the section from one of the
editions of the Pentagon Report on Chinese Military Power, about how much
concealment and deception these guys practice, and it's a lot. And any time you
talk about China, you have to keep that in mind. It's a closed society, very
secretive, and it's veryifficult to get information about them.

Having said that, | think we have a reasonably accurate assessment of
what Chinese nuclear strategy is about, and at least some indication of what
they're doing in the nuclear area.

Now, the first thing | was asldketo talk about was the size of the
stockpile. 1 agree with Phil Karber on this one: nobody knows. We can only
estimate it. The estimates differ quite considerably. The official U.S. government
estimate, as stated by then Principal Deputy Undersecrgtaf Defense James
Miller, was that they had a few hundred nuclear weapons.

The Taiwanese Defense Ministry report has a substantially larger
number. They estimate the Second Artillery has something on the order of 400 to,
450 to 500 weapons, and, of course, the Second Artillery is not the only nuclear
armed service in China. Sbere's roughly a factor of two difference here
between just those estimates, and, of course, you can find higher and lower
estimates of what the Chinese have.

If | had to guess, it would be on the upside. | think the old World War
Il adage about, you kaw, any time you see an intelligence estimate, double it and
add 30 percent is probably not a bad rule of thumb.

[Laughter.]

DR. SCHNEIDER: So we have, | think a significant Chinese force, one
that is absolutely certain to grow over the next ten or 28ars. How big it's
going to grow, we don't know. That will largely be determined by the extent they
MIRV the new missiles that are under development, the sort of generation beyond
the DF31, DF31A, JE2 missiles.

A Pentagon report says the Chinese miag in the process of
developing a new MIRVed mobile ICBM. That is one of the big potential threat
elements. And | think this is the same missile that's being referred to in the Asian
press as the DH#1.

There are also lots of reports in the Asian geeabout MIRVing the
new Chinese SLBMs, including reports of advanced versions of ti?e diten a JL
3, and even a type 96 submarine. So there's a lot of potential for upsize increase
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in Chinese capability in that area.

As for the Chinese nuclear dochre, | think we know a lot less about
that than say we know about the Russians. | believe that most elements of what
they call their nuclear doctrine in their white papers is essentially political
propaganda. It's not real.

Their no first use formulatiomoesn't commit them to anything. |
mean they literally cannot violate it, and actually Dr. Wortzel, | think, did the first
good analysis on this, and when | saw his stuff and actually looked at it in detail,
he was completely on the mark. There is noygou can violate that statement
even if you use nuclear weapons first.

So, the other thing | felt that was sort of humorous, when they
published or at least they published their szalled "nuclear doctrine,” | think it
was a 2006 edition of their Whitedper, if you go back to the 2004 edition, it's
their arms control section. So it's not real as a nuclear doctrine.

The idea of what-their "self-defense counter attack" is a
multipurpose propaganda formulation that they have applied frequently when
they have initiated military action, including the fairly largecale invasion of
North Vietnam in the late 1970s.

| don't have very much time so let me go through this as quickly as |
can. They are certainly working on missile defense penetration aidsdewdces.
There's not much on this in the open sources. Perhaps the best thing is the
Defense Review report of a few years ago, which actually talks about some of the
techniques that they are using to penetrate missile defense.

If you're really interestd in this, | would ask the Missile Defense
Agency to give you a classified briefing because | simply can't elaborate on that
here.

In terms of sort of their hidden doctrine, the Kyodo News Agency last
year said it obtained classified Chinese documents ahhihey said they would
adjust the nuclear use threshold in time of war to permit first use. 1| think that's
quite credible. As a matter of fact, | believe #:bdon't know for sure, but | think
it's one of the books that Phil Karber mentioned earli¢he Science of the Second
Artillery Campaign, which is extremely revealing. It has three, actually four,
instances where they would use nuclear weapons first, and three of the four are
consistent with no first use.

It also says that they're directed to amntain the capability of
launching a nuclear first strike any time during a conflict.

On tactical nuclear weapons, | think they've got a lot more than
they're generally given credit for. The Pentagon report this year, or last year,
said that the DF21D, now that's the anticarrier missile, has a nuclear option on
it, and | have Chinese sources that say the same thing. So that's, if there's such a
thing as a tactical nuclear weapon, something designed to attack a naval ship, it's
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certainly it. And | hink they've got a lot more than that.

They're continuing, at least the reports, that they're continuing
nuclear testing. | think that's consistent with the modernization program that is
going on today.

And they announced several years ago, they ardha process of
building a missile defense system, and it's treated to some degree in the latest
edition of the Pentagon report. Richard Fisher, some of his work, is pretty good
on this in terms of what they're actually doing.

Again, to sum this up, whegou look at Chinese nuclear forces and
doctrine, you have to put this in the context of their overall defense strategy and
military build-up. It's not isolated. And | think it's very much a part of the same
troublesome pattern of double digit defense ineases for 20 years, and | think
we're going to see more of that in the future.

Thank you.
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PREPAREDSTATEMENT OFDR. MARK SCHNEIDER
SENIOR ANALYST, NATI ONAL INSTITUTE OF PU BLIC POLICY

March 26, 2012
Dr. Mark B. Schneider
Senior Analyst, Nationdhstitute for Public Policy
Testimony before the U.&hina Economic and Security Review Commission
Hear i Dgveh ofpments in Chinads Cyber and

Mr. Chairman and Members of the Commissitiank you for inviting me to speak to yaday on

what | believe is a very important subjédhe nuclearforceand pol i ci es of the Pe
China.
The annual Pentagon report on Ehiome®8ei nihigHar pe

strategic ambiguityincluding stategic denial and deceptieis a mechanism to influence the policies

of foreign governments and the opinion¥twef t he
tend to ignore this when looking at China. China is still a dictatorship andgglasitsis hard to obtain
information on official Chinese policy and doctrine. Having said this, | believe we understand the core
el ements of the PRCO6s policy related to nuclear
details.

We must remelver that Chinese nuclear weapons policy is a subset of a broader national security
policy. The Chinese seek to shift dramatically the balance of power in its favor, while reducing the
prospect of an enhanced security response by those nations thataenta by the Chinese military
buildup which has seen double digit increases in its expenditures for all but one of the last twenty years.

Until recent (late 201nnouncements starting in December 28H@eby the Russian Federation
concerning expanding its nuclear forc€hina was the only member of théRvhich was opdg
increasingts nuclear forcesMoreover, he Chinese nuclear buildup and modernization must be seen in
the context of thenore tharB0% reduction in U.S. nucke forces since the end of the Cold War and the
end of significant U.Sauclear forcanodernization programs in the 19904ad China done absolutely
nothing during the past twenty years, its relative positioravis the U.S. would still have improved.
Instead, it has been expanding and modernizing its nuclear forces.

| was asked to comment on the size of the Chinese nuclear arsenal. No one knows for sure other than
the Chinese. We can only estimasesize. In testimony before the House Armed e Committee

in November 2011, theRrincipal Deputy Under Secretary of Defense James Miller stated that the
Chinese nuclear arsenal is estimated to be a few hundred wéapba&overnment ofraiward s

l"%FY0o4 REPORT TO CONGRESS ON PRC MILITARY POWER Pursuant
Act, 0 Washington D. C. u. sS. Department of Defense, 2004,

2 STATEMENT AGIES NDRILLER PRINCIPAL DEPUTY UNDER SECRETARY OF DEFENSE FOR

POLI CY BEFORE THE HOUSE COMMI TTEE ON ARMED SERVI CES NOVE
http://armedservices. house.gov/index.cim/files/serve?File_id=faa®@8@&42c586bch83144c635c9
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estimate of the Chineseicleararsenal is higherln 2011, the Taiwae Defense Ministry estimated that
Chinads Second Ar tandl500@uclgar iieapdhsThestatavreimber odinGclear

weapons would, of course, be higher becalseSecond Artillery doasot control the nuclear weapons

of the Naval or the Air Foree (The 2008 Chinese defense White Paper saythin@®econd Artillery

Force will use nuclear missiles leunch a resolute counterattack against the enemy either independently
or together with the nuclear forces of othevserc % & 1989study by the Carnegiendowment

estimated thaChina had 450 nuclear weapch$.n November 2007, Duncan Le
StrategicWe apons Systems stated, Alt would not surpr
nuclear weapons] today is around 400 to 500 and that this will increase to arot8@D7®@&r the next
deca®Raisési an esti mat es ark gefehallymach Bigher thanlthesa oftha r s e n
United States. | suspect that the Taiwan estimate is more accurate than eamdomeareurrently
underestimating the likely scope of the Chinese nuclear program over the next two decades.

| wasalsoaskedio comment on the reasons why China would conceal the true size of its nuclear
arsenalSpeci fically 1t heaquasiooadsreadagectiive i s det
conceal the existence of a I|essargtekeepmunmnd tkaaChinesea s e n
objectives are more than simple deterrence. Warfighting plays a significant role in Chinese strategy and
denial, deception, and surprise are a major part of warfighihgre are actually mamgasons for
concealingh e si ze of Chi:f)Zbirsa isnaltoreatemed by any at@aak,adiclear or
otherwise, at this time anpdence has nareason to declarilly its nuclear forces for deterrence

purposes; 2) Covert nuclear forces are likely to be more suleigald have greater tactical surprise

value ifused 3) Revealing thelans for the buildupf Chinese nuclear forceser the nextlecade

would have nanearterm benefit for Chingd) Hiding a large buildup of Chinese nuclear forces will

likely reduce he prospects of either countervailing action on the part of the United, Stadgsossibly

even Japargr at least reduce the probability that the U.S. molimake further unilateral reductions;

and 5) Since Chinprefersto talk openlyabout arms condt and reductions by others rather than engage

in such negotiations involving its own forc&€hinese secrecy on the scope ohislearbuildup

reducasthe prospect that China might be forced to participate in a multilateral verdioa éw

START Treay, as Russia has suggested.

If U.S.-China relations degenerate to the point of a major crisis where China would want to enhance its
nuclear deterrent capability, Chinauld reveathe extent of it nuclear capabiliti a time of its
choosing There issimply no need to do this today.

With regard to tactical nuclear weapons, concealing the existence of various weapons can have great
tactical value. If the existence of a specific type of tactical nuclear capability is known, the scope of the

%isection 2 PRC Militar VaipeC &epablici of China, dvenistrg ofdNatidnialrDefanses 2041,
available at: <http://2011mndreport.mnd.gov.tw/en/info04.html>.

“ichina's Nation BdijingOrdormatios @fficéofrthe 3tltd Goundil of the People's Republic of China,

January 2009, available at: <http://www.fas.org/programs/ssp/nukes/2008DefenseWhitePaper _Jan2009.pdf>.
®Chinaé6s Chan ging Nuclear Poli cy, ,Washkhgan:DtCiCarnegi¢ Endotvrheat So u t |
for International Peace, 1999, available dittg://www.ceip.org/pubs/chinahangContents.html>.

6DuncanLennox,ﬁUnraveIIing aChinesepuzzled Janeds DMovemnber @200Ve e k | y
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threat carbe mitigated by tactics, modes of deployment of military capabilities and nuclear hardening of
military equipment. If the existence of these capabilities is successfully hidden, none of this is likely to
happen.

| do not thinkthe availability offissile material will be a significant comaint on China. It is

noteworthy that a declassified 1984 DIA repedtimated that China had 2260 nuclear weapons as

far back as 1984 armbncludedit he number of warheads &S not r e
production, but on what t h'eWitGthdmassiee€himesenuclear v e t
energy program now underway, China should be ahpeduceas many nuclear weaponsreeeded

S
h

Republican Senators on the Foreign Relations Comnittéer report ontheNew START Treaty

estimated that the Chinese nuclear force would grad@®el,000 weaponeverthe next decade. |

believe we ought to take this assessment seriously. Even a thousand weapons may underestimate the
scope of the Chinesnuclear forcd0 or20 years from now.

There is nothing unusual about hiding the full extent obomeclear capability. The Soviet Union did
this. After theend of theCold War, we found out that th8ovietnuclear arsenal was much larger than
whatwe believed it to be during &h period.

The PRC is currently increasing its strategic nuclear forces, both qualitatively and quantitatively. The
Director of National IntelligenceetiredGeneral James Clappéias saidtha€Ehi nads nucl ear
a Amortal threato to the Uni twadagathst@aiwarnswhichitl nd e e d
believes may require it to fight the United States and possibly Japan. While China would certainly
prefer Awi ngnhitnign gwiot hMhuitnrepsaedigheatened adclsar iiaaoves

Taiwan. Moreover, Chinesgrategicobjectives go well beyond Taiwan.

According to the Pentagon, China is deploying two me@rcontinental ballistic missile$GBMSs) the
DF-31 and DF31A, developinga newsubmarindaunched ballistic missiléSLBM) (the JL-2), building
a newtype of ballisticmissile submarineat least si>of which will reportedlybe deployed.Taiwan
confirmed the reported successful launch 6RIELBMs in Decembe2011; this development will
probably result in the relatively early deployment of these missiles.

In 2011, the Pentagon report on Chinese military power said China has betwé&8&nGBMs.

Taiward Befense Ministry estimated that in 2011 Chinahadovel 8 0 fist r & ttdigriotc mi s s
define Astrategic missile, o0 but there estimatedl app
by the Pentagon and by Taiwan.

The Chinese deploy mobile ballistic missiles which are protected by héudeaply buried tunnel
facilities. There is no doubt about this. Such facilities are very difficult to destroy. A recent study by
Georgetown Professor Philip Karber has concluded that there is an absolutely massive network of

"ANuclear Wea pons S Ypafdnge BRimaterBrie®phili24) 59840 avdildbla at
;httg://www.gwuedu/~nsarchiv/news/19990527l01.htm.
Ibid.
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tunnels that could concealmuch larger strategic force than the Pentagon estimates to be the case.

The extent of the deployment of multipfelependently targetablearheads (MIRVS) on its new
missiles will have an enormous impact on the size of the Chinese strategiovierttee nextl0-20

years. The Pentagon report has discussed Chinese development of MIRVs and China is reportedly
deploying them on modernized versions of itsECEEBMs!® According to the most recent Pentagon
report on Chinese military power, the PRfay be developinganewrcado bi | e | CBM, Apos
capable of carrying a multiple independently targetable warhead (MIRM%. is apparently the missile
that is referred to as the BH in the Asian presslané s r thatibmmay carry up to d0warheads.
There are reports in the Asian press that China plans to MIRV its SLBMs heaaslynany as 576
warheads on six submarineslthough no time frame is report&iThere are reports of a number of
advanced versions of the-2Land the Ji3 SLBMs which may be references to the same missile or
modifications of the same missf®.

The Pentagon report on Chinese military power has long said there were a wide variety of advanced
strategic missile related research and development programs. Thee@0dtIreads:

China is also currently working on a range of technologies to attempt to counter U.S. and other
countriesd ballistic missil e-edrgvekiaes, BIRgsy st e ms
decoys, chaff, jamming, thermal shielding, and-aatellite (ASAT) weaponsPRC official

media also cites numerous Second Atrtillery Corps training exercises featuring maneuver,
camouflage, and launch operations under simulated combat conditions, which are intended to
increase survivability. Together Withe increased mobility and survivability of the new
generation of missiles, these technol ogies a
force and enhance its strategic strike capabifffies.

In addition to strategic systems, China has a fyaaEmedium and intermediateange ballistic
missiles. Aviation Weekeports that China has announced that its new 4«f@0@ange ballistic missile
will be nuclear capabl&. In general, China tends to deploy nuclear variants of many of its ballistic

9WiIIiamWan, Gédéorgetown students shed | i ght o nTheOWMashimgtodPgst t unn e |
November 29, 2011, available ahttp://www.washingtonpost.com/world/natiorsdcurity/georgetowsstudentsshedlight-
on-chinastunnetsystemfor-nuclearweapons/2011/11/16/gIQA6AMKAQ _story.html>.
BGennadi y Nechayev, Al n Qzglyhd OnlinBApril §, 2040. Branslated by, OpenBausce o w
Center Doc. ID: CEP201004123580009.
YMark Schneider , AThe Nucl ear Doctr i nCemparatie SFategylulgs of t he
2009, p. 259, available at: <http://www.tandfonline.com/doi/abs/10.1080/01495930903025276#preview>.:
20 |bid.: TorontoKanwa Asian Defense Review Onjiseptember 1, 2011. Translated by Open Source Center Doc. ID:
CPP20111103715031.
>l ANNUAL REPORTTEONGRESS Militar y and Security Developments I
Washington D.C.: U.S. Department of Defense 2011, p. 34, availabletigt/Avww.defensgov/
ggbs/pdfs/ZOll_cmpr_finaI.pdf>.

Bi I I Sweet man and Rirch@ea ®Bat tFli &« h@o n c Avation WedkAprib7c20Ele d On C
available at: #ttp://www.aviationweek.com/aw/generic/storppsd=news/aws?011/04/04/AW_04_04 2011 p62
99099.xml&headline=AirSea%20Battle%20Concept%201s% 20Focused%200n%20 China&channel=awst>.



http://www.washingtonpost.com/william-wan/2011/03/02/ABlzvmP_page.html
https://www.opensource.gov/wiki/display/nmp/Vzglyad+Online
http://www.defense/
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mssiles that are generally thought of as conven
said that the Chinesedly1 mi ssi |l e Acan fire a variety of war
war heads to el ect r o'&cprliegtio the Japandss Refensa Mitiseya tHesDF o

21 mediurarange ballistic missile can carry a nuclear warhéathe 2011 Pentagon report on the

Chinese military revealed thatthe 2F1 D, Ch tsrha éps baan tlii st i ¢c mi ssil e,
nuclear deteent force*? The Chinese DHO groundlaunched cruise missile is assessed by the Air

Force National Air and Intelligence Center as capable of deliverihgra conventionabr a nuclear

warhead™"

Qing Tong, writing in 2002 in a Hong Kong journal which reportedly has close ties to the PRC military,
stated, AChina has achieved progressmdkijg | eaps a
nuclear weapons practical and facilitating their usieire hight e ¢ h, | 8 ¢n2002, Russias . o
officersLieutenant Colonel O. MoiseyenkaewndCaptain 1st Rank A. Smolovskiyrote that China had

~ . . . 241 )
it acti cal mi ssil e Watheads and artillery rounds

According toRichard D. Fisher, Jr. and Bill Sweetmaf Aviation Weekii C h i soarsee have

referred to future DR25/26/27 missiles: One may be the new 4;R00missile. Future PLAl Peop | e 6 s
Liberation Army]medium and shorrange ballistic missiles and cruise missiles will be faster and more
maneuverable to counter defens¥sTheHong Kong publicatiof€hien Shapin an article about a

newly promotedPolitical Commissar of the Second Artillery Corps, reported that he was involved with

t h speefling up [of] the research and development aieleDongfeng 51 (DB 1) mi'Otherl e . o
than the designators, there is no publically available information on these missiles.

Y5 Tai wan Report on PRC Mi ssi | eTaBal TilhedMayp7, 2001. Tbeascribed in@pes . For

Source Center Doc. ID: CPP20010507000114.

YANNUAL REPORT TO CONGRESS Military and Security Devel op
op.cit.p.3diDefense of Japan 2011, 0 part, 1, page 78, avail abl
w_paper/ pdf/ 2011/ 12Part ¥ aGlgaep tCamd asSgn3 . Tpaft*.cialn I srsti | es
TorontoKanwa Asian Defense Review Onligeptember 1, 2011 Transcribed by Open Source Center Doc. ID:
CPP20111103715037.

2 bid.

3 BALLCSAND CRUI SE MI SSI L ELO3L69BSDS f. 2% availahls at:Ghttp:/www.fas.org/

programs/ssp/nukes/NASIC2009.pdf
Y45 co mpari son of Missile Str engt hkKudheg ChimeGhimgDeébmbard6, 2002d Tai wa
Translated in OpeBource Center Doc. ID: CPP200212218000070.

Bschi na, Russia: PRC Navy St at us, Mdpskoy S8HoroilAngash17, 2B0B.os pect s |
Translated in Open Source Center Doc. ID: CPP20031120000002.

18 Richard D. Fisher, Jr. and Bill Se¢ ma n ASi zing Up ChAviatoroVBeekpril5j201dr v Capabi
available at: #ttp://www.aviationweek.com/aw/jsp_includes/articlePrint.jsp?headiSieng¥?0 Up%20China
%27s%20Military%20Capabilities&storylD=news/dti/2011/04/01/DT_04_01_2011-283355.xml>.

17ChinChienIi, AA Critical Bi ography of General Peng Xiaofeng
Hong KongChien ShapDecember 1, 200®ecember 31, 2006. Translated by Open Source Center Doc. ID:
CPP20061215710002.
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Retired Russian Colonel and Member of the Russian Academy of Military Sciences Yuriy Sumbatyan
wrote that A&DO0mamy L£Lhi m@BGeorwombat aircraft Aar
we a p d¢®rustil récently most of these were relatively shoange aircraft. However, starting in the

1990s the Chinese began the introduction ofZAuand StB0 Russiareavy fighters.Reportedly,

China has a regiment of-6lbombers devoted to the nuclear missibithe large 20 stealth fighter is

an obvious candidate for a nuclear strike system. There are reports from Chinis tthereloping

stealth bombewhich is referredo eitherasthe H-8 or the H102°

Over the past two decad€sina has continued to develop nuclear weapons. China prepared for the
cessation of higlyield nuclear testing by staging a seriesioflerground nucledests in the 1990sYu
Min, described irXinhuaasthdl@ar chi t ect of -dohb® codanmtmsy d $afti Cht r

nucl ear capabilities are fion a par 2WThislsclaatye Uni
an exaggeratigrbut Chinaappears to beorking diligently to close the gap. Xue Bencheng, one of the
most I mportant scientists involved in the devel

1996 Chinese nuclear test was fAa great spoasnni ng

miniaturization’™ Cr i t i cal | y GRdpdh@téchnolbgy fas Beeéh augmented by large scale
espionage against the United Stat€le Chinese nuclear arsenal reportedgudes fairly advanced
thermonuclear warheads, enhanced radiatiorpares and other tactical nuclear weapons, including
nuclear artillery and antiship weapdfs.

The House Intelligence Committee concluded that after the declared end of Chinese nuclear testing,

Anucl ear tests rel at ed generatioreoftieelmomietearrwarheads maybee P F
continuing at the P RTCnNay2006Chinesedefense Thdajgp repbotad Nor .
possible fAlow yield nuclear testso after the de

Chinese nuclear doctrine is hidden behesagnificant quantities affhat | believe igolitical
propaganda, most notably a pl eldegwo majbrelémermsof i r st
what they call their nuclear doctrine arelée: 1) s
defense counter attacko.

18ﬁSumbatyan di scusses a 6émoder ni YdyengeBronyshienmyly Eudysduneid3y er at i o

2004. Translated in Open Source Center DBcCEP20040701000368.

YAndreas Ru ppr echt , AifCombat FEbruarg20i2spdp. 68i ngs, 0
20 xian H-8 Chinese Stealth bomhed a v a ihttpa/svwegrarmdestrategyom/2007/11/xiash-8-chinesestealth

bomber . ht ml 30 stealth ibmhensacresfligitan carry nuclear bombé Ch i n aDeckemberer n2600,

available at: fttp://chinaarsenal.blogspot.com/2009/12/chifad0-stealthbombersecret.html>.

liPRC Nuclear Wea pons Resear cBormbGao mnXedms Sedembgr 22,6£2008.1 o p me n't
Transcribed in Open Source Center Doc. ID: CPP20001221000097.

’RC Chi ef Engineer of Neutron Bomb |[|Ghéngdu 8icheawRilthdunerll, Nuc | e
2001. Translated in Open Source Center Doc. ID: CPP20010613000011.

BERe port of the Select Committeemnoer cU.a3. Chbantcieamasl w3etchurtih
of China, o available at:<htt p: / /[-hinWeh2badchtmbt arehod3DeO87g.ov/ congr
24 Report of the Select Committee on U.S. National Security and Military/Commercial ConcernsRithth@ | e 6s Repub
of China, Volume I (unclassified), May 1999, pp-B8 and 241.
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With regard tooarfienfoulf ilresak uaste ,tohea Chi nese wordin
reveals that it commits them to nothifigThe Pentagon report on the Chinese military stétassh er e i s
some ambiveui thwe conditi®nSirstuspget i whi s’wbuCHi apdl
whether strikes on what China considers its own territory, demonstration strikes, or high altitude bursts
woul d const i’ TheKgodaNeisi Agenagvealestieat itbtained classified Chinese
documents which say that China #fAwil |-pogsgssingst t he
country carries out a series of air strikes against key strategic targets in our country with absolutely
superiorcone nt i onal *Wehiagseyemeraisalso threaten nuclear attacks against the U.S. if it
comes to the aid of Taiwan.

Significantly,Chi nadés Arms Control Ambassador oace said
conflict overTaiwan. Indeed,Chinesenucl| ear doctrine has evolved to
impliesa nuclear warfighting component.

An interview with Chinese Major General Cai Yugiu, Vice Principal of Nanjing Army Command

College, published iifa Kung Pagan internet version ofRBRGowned daily newspapet
Yugqiu said that he really appreciated the four sentence fight principle by Mao Zedong, i.e., we will not
attack unless we are attacked; if we are attacked, we will certainly catsiek. As to whether we will

use nuclear weapons first, the above principle can also be followed. If we have been repeatedly
6attacked, d then ther e sahtotudfddkitimpintiantas 2085Cdlonahi t f o
Wen Shanghsien of the Taiwan military noted that aftee year 2000 the PRC adopted a nuclear
doctrine which allowed for O6a preemptive strike
nucl ear weapons i n 2 egoneHoragKong aewspaperfputliiseneaassthata r y . o
thePeoplée i ber at i o rdaundhthe yirst atiiké whenithe enemy starts a military buildup or
prepares for a strike in order to ®¥estroy all P
ASel f def ens eanwbipumpdseformutation thecGhinese tiselescribemost instances
whereChina hasnitiated the usef force, which is almost always the cadeis worth noting that China
described its 1962 invasion of Indiaf&®lf defense counter attack China described its border war

25ﬁOpinion: The Troubl e Wlahe€Ghbi Da Bebrbhg QANH@Skavapable dat:r i ne, 0

<http.www.janes.com/defense/news/jdu/jdw060216_1 n.shtml>.

ZANNUAL REPORT TO CONGRESS Military and Security Devel op
op. cit. p. 34

'iChinese Militar y Yes Pr ee mp tkyodeNeMAgenaganuary B, 2015 avkilablemt: Ev e n
<http://www.profesionalsoldiers.com/forums/showthread.php?t=31796>.

Bwu Pin , AMilitary Schol ar on TlaKungRasIntafrieteVersiohAlgest e 2087e | s s u
Translated in Open Source Center Doc. ID: CPP20070806710004.

29CoIoneIWenShangsi en, AAn I nvestigation into the Impact of the

t he P RC Haéshénhghuaganghu Panrnienk 6 ,alanuary 1, 2005. Translated in Open Source Center Doc. ID:
CPP20071030312005.

Niereat Wall ®rbé¢teern 6T Siaw al Hofig Kodgsipyd aodik Rao, dlovember 26, 1999.
Translated in Foreign Broadcast Information Service Doc.AIDS19991227000170.
31Cheng Feng and Larry M. Wortzel, APLA Op e rDavdiMo n al Princ

Finkelstein and Michael A. McDevoithinese Warfighting, The PLA Experience Since 184@o0nk NY: M.E. Sharpe,
2003, p. 18111 S i-Ind@m Border SeDefense CounteAt t a ¢ k B a @rbat, April Z, 2002, availéble at: <
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withthe Sovietli on in 1969 as a f¥ #dalsodedcelfeckits $9289 invasionot e r
Vietnam as a fAsehk@ckedense counter
The Congressional Commission on the Threat to the United States from Electromagnetic Pulse

( EMP) r epor t askiahalieCdnsiderad limited nudRear attack options that, unlike Cold War
pl ans, employ EMP as t he *pmhei2005Pegtagonrrepaton Ghinase a n s
military power observed, ASome PLA theorists ar
altitude electromagnetic pulse (HEMP), and might consider using HEMP in an unconventional attack,
believing that théJnited States and other nations would not consider it as a use of force and a crossing
of the nucP°earCotnhgrestsd loch.ad Research Service rej
that a U.S. naval force coming to the aid of Taiwan against a Chittask would have to be prepared

for use of nuclear weapons and Eivhedbhlletc aissiesto i Ch i
detonate a nuclear warhead in the atmosphere to create-altitigte electromagnetic pulse (EMP)

intended to temporarilgr permanently disable the electronic circuits of U.S. or other civilian and
military el ettronic systems. o

Based on my research, | believe China will use nuclear weapons first if they think it in their national
interest to do so.

According to the 204 White Paper of the Chinese Defense Migist t he A Chi nese peop
forces will resolutely and tloughlycrush it [Taiwad mdependencedt any cost * (Emphasis

added). In the words of Yan Xuetong, Director of the Qinghua University lestifuhternational

Af fair s, nHaispreadytamaghieaeseurtfibatiom at all costs, the United States will consider
whet her it is necessary to suPport Taiwan at th

We should not mirror image Western views about nuslegapons onto the Chinese. Inddadylarch
2012Chi nabs of fi ci al Afteebeisgbrefpahy Liang Xiaejipg antofécdr frontithe
PLA Second Artillery Corps, [President] Hu said the PLA Second Artillery Corps shoulders missions
that aramportant for the country, and he expected officers like Liang to play an active role in

http://orbat.condite/history/historical/china/sinoindial962.htmi>.

2vivian Yan g, i D,ad s C avavAilBbe aitt <http/Hwwiv.susoasis.com/whitestory.htmil>.

33 Michael D. Swain and Ashley T.FelliRei nt er preting Chinads Gr aenShntasSMonicait egy ,
Rand Corporation, 2000, p. 77.

34 Report of the Commission To Assess the Threat to the United States from Electromagnetic Pulse (EMP) Attack, Volume 1:
Executive Summar2004, available at: <httpAww.globalsecurity.org/wmd/ library/congress/ 2004 _#i422emp.pd#.

BThe Militar y Power of t heWaBhingiqgn D.€06U.S. BepgptumdfiDéfense02005,@.M0 na 20
available at: <http://www.defense.gov/news/jul2005/d20050719china.pdf>.

®Ronal d OORbUMIeds Naval Moder ni zat i on i Bdckgmpund andcildsuesfars f or
CongressWashington D.C.: Congressionald®arch Service, November 18, 2005, p. €8S

inhua: O6Full Textd of White P a p e r Xinhua,Deeethbefi2Z, 1200 a 6 s Nat i
Transcribed irForeign Broadcast Information Service Doc. ID: CPP200412270000034.

38Beijing Schol ar: China Shoul d Cont ldanhe ZaokapNewmbed28, @03 e nd e n

Translated in Open Source Center Doc. ID: CPP20031130000033.
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ideol ogi cal mobi |l i zat i o% Ideologyis stilkapnajorelenient of Chiriesei t ar
nuclear weapons policy.

Maobs ext r e nheaceeptabiityof rautdieds of millions of de@tlinesas still influencing

viewsin China. For examplenil996 Lieutenant General Xion Guangkai, then a Deputy Chief of the

PRC General Staff, made an implied threat to destroy Los Angeles in the eaerardlict over

Tawan®® He was al so quoted as saying that to preve
to sacrifice millions of peopl € In2@0Y, Ehinese Majarr e c i
Generalzhu Chenghu threatened nucleiastfuse against the United States inwhittWe Chi nese
prepare ourselves for the destruction of all of
have to be prepared that hundr e & NoWdsterailitary e s wi |
leaderamake threattike this. WilltheChineseact on such a basis in a cri
heads and neither can anyone else.

China is most likely to initiate the use of nuclear weapons if it is being defeated in Westaie &

during a Taiwan scenario or because of the scale of damage from conventional precision guided
munitions.

China announced years ago that it was going forwardhaifisticmi ssi | e def ense. Ch
commitment to missile defense was reiterated in tli® 2i@fense white paper which linked missile
defense to its br oad e rThesPLAAR [Peoples Lilmefation AxmytAir koe] De f e
is working to ensure the development of a combat force structure that focuses on air strikes, air and
missile déense, and strategic projection, to improve its leadership and command system and build up an
informationi zed, net Wdhekk@ld editica sf¢he Bentagpnaapart ors Ghimdse m .
military power detailed Chinese missile defense efforts

China is proceeding with the research and development of a missile defense umbrella consisting of
kinetic energy intercept at examospheric altitudes (>80 km), as well as intercepts of ballistic missiles
and other aerospace vehicles within the upper spimere.In January 2010, China successfully

®FHu Jintao meets PL Xinhod Maick 12,2812, availakit <atp:#engisha | s , o
peopledaily.com.cn/90785/7757331.html>.

Opatrick Moor e, i Asi a: China Becoming a R#m/ onal Militar
www.rferl.org/featuresarticle/2005/07/71c5f120bd487£927¢0d0420df09e0. htn

4 Quoted in Keith Paynd&he Fallacies of Cold War Deterrence and a New Directigrxington: University of Kentucky

Press, 2001, p. 128, available at: <http://books.google.com/books?id =rJ2MD4V84pIC&dq=The+
Fallacies+ofCold+War+Deterrence+and+a+New+Direction&pg=PP1&ots=fiM1veXkKg&sig=3yOJwuK9rFGnEoqo3f5E
WOqgxdbwé&prev=http://www.google.com/search%3Fhl%3Den%26q%3DThe%2BFallacies%2Bof%2BCold%2BWar%2BD
eterrence%2Band%2Ba%2BNew%2BDirection%26btnG%3DGoogle%2BSearch&sa=X &vgqirititle#PPP1,M1>.

%2 Jonathan Watts@hi nese gener al wa rTheGuarfianjuly t5 200b ravailableat: <hitm// US, 0
www.guardian.co.uk/world/2005/jul/16/china.jonathanwatts>.

BHEFull Text: China's National Defense in 2010 (1), 0 Xinh
Xinhua, March 31, 2011. Transcribed by Open Source Center Doc. ID: CPP20BB3ERID.
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intercepted a ballistic missitturing itsmid-coursephase of flightusing a groundased missil&*

According to Richard Fischer and Bill Sweetman, ChirgeigelopingfiA new air and missiledefense
interceptor family, sometimes called the HTY (HHQ26 for the naval versionjwhich] reportedly has
performance goals similar to the 4R Russian 006" Longer range radars could upgrade this

system into one capable of intercepting ICBMis February 2012heHong KongWen Wei Po Online

which is owned by the PRC, reported Chinese interest in buyingthe Russignls and quot ed
Yuan, a famous military science scd@nllplayan n Bei j
importantroleinenfmci ng Chi nadés missile defense and air
been tested in actual operations, its technical parameters have yet to be verified in contemporary
war®1Lt al so repor t eddqwil fldyareimportamt cgh aisne eonfh aShci ng Cl
missile defense and air defense power, especially being of high reference significance for intermediate
rangetolong ange mi s i Theee isthetliing nnsiseal about the Chinese buying a Russian
system and attempting to déme a Chinese counterpart with similar or improved capabilities.

T h e Prieerarghreat is serious not at least because it is in the context of a general military buildup

that is aimed atombatingthe United Stateand enabling the expansion of Chinese power in the Pacific
With the demise of the Soviet Unigihe PRCceased to face any serious national security th@aina

is beginning to throw its weight around and its actions have generated serious senugtp€in the

Far East. At this moment, Taiwan is not on the front burner but that could change quickly. No other
country has increased its military spending by double digits for twenty years with the intent of a
Apeacef ul ri seo?

““ANNUAL REPORT TO CONGRESS Military and Security Develop
2011, op. cit. p. 32.

Fisher, Jr. and Sweet man, ASizing Up Chinaés Military C
46WangHsiaehsueh, Infefpretationt Rurchase of Russiagd@®Mi ssi |l es Wil l Enhance Chi ne

4H70ng KongWen Wei Po Onlind=ebruary 27, 2012. Translated by Open Source Center DoCPP20120227787011.
Ibid.
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CHAIRMAN SHEA:hd@nk you very much.
Phil.

OPENING STATEMENT OFDR. PHILLIP C. SAUND ERS
DIRECTOR, CENTER FOR STUDY OF CHINESE MIL ITARY AFFAIRS
NATIONAL DEFENSE UNIVERSITY

DR. SAUNDERS: Thank you for the opportunity to testify today.

| do direct the Center for the&study of Chinese Military Affairs at NDU,
but what I'm going to say today are my own personal views, not those of NDU, the
Department of Defense or the administration.

| think it's worth starting why does China have nuclear weapons?
They felt they had dot of political value. They felt they had been vulnerable to
U.S. nuclear blackmail in multiple instances, and as Mao Zedong put it, "what
others have, we must have."

So they do feel there's value to them, but primarily in countering
nuclear attack, incountering, in deterring nuclear attack and countering coercion.
And having nuclear weapons does raise a state's status, but there isn't much in
Chinese writings that says anything about numbers mattering a lot or a larger
force really conveying prestiger other benefits.

And they seem to believe that one or a very few nuclear weapons
striking somebody's homeland is enough to achieve strategic deterrence.

People often talk about China's nuclear strategy as a minimal
deterrent focused on a small numberfaveapons to deliver punitive counter value
responses to an adversary's first strike. As you parse that out, that means the
lowest number of damage necessary to prevent atta@kfew missiles.

This started out as something that's technologically drivanterms of
China only having a limited first adelivered capability and then very crude ICBM
capability so there were technological constraints.

But there was also political guidance given, especially by Mao Zedong,
which has continued to shape both thfmrmal policy but more to the point the
operational doctrine and the campaign planning that the Second Artillery, in
particular, uses instead.

You've had some of the comments on the White Paper. | guess | would
not agree with dismissing it. | think does present some of the basic principles,
and just to paraphrase: the goal of deterrence and preventing nuclear coercion; a
no-first use policy; the goal of eventual elimination of weapons; and a
determination not to engage in nuclear arms races.

And if you parse those things out, they don't necessarily dictate a
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precise force structure. | would argue that they are relative, and it's relative to
what an adversary has, and that's how you have to think about it. So what does a
"lean and effective nucleaforce" talked about in the White Paper mean, how you
translate that into force posture, it's not clear.

But | think about it and Chinese writings think about it in terms of a
survivable force, one that can survive a nuclear first strike through some
combination of mobility, dispersal, camouflage, operational resilience, tunneling,
as you heard in the last section, and then be able to launch a big enough
retaliatory strike to penetrate defenses and inflict unacceptable damage.

So if you think about whait means, it depends significantly on what a
potential adversary's intelligence, conventional precision strike, nuclear strike,
and antisubmarine capabilities and missile defense capabilities are. So it's a
relative thing, and you have to think about ithat way.

Ambiguity does play a role, especially in the early days of China's
deterrence. They felt their deterrence rested on an adversary not being able to
be sure you could get all of China's weapons. So ambiguity does play a significant
role. | wodd say that's somewhat true with ICBMs. It's a lot more true with
shorter range systems, and, in particular, in the '70s and '80s, we really didn't
have much of a clue whether they had tactical nuclear weapons. They clearly did
because they dropped somadm an airplane, but whether they were in the force,
if you look at the declassified estimates, it's just not clear.

Where they are now is modernizing from a first generation force of
cave and silebased ICBMs to a second generation force that is sdldled, that
is mobile, that's much more survivable, and as was mentioned, looking even
forward to a third generation force that may be mobile and MIRVed, which
requires a much smaller nuclear warhead to get there.

| think our best hard information on thisyhich is informed by
classified U.S. government analysis, is the Pentagon China Report which talks in
terms of ICBMs, in 2010, of about 21 first generation, about 30 second
generation, and in 2011, of 55 to 65 ICBMS.

There is also modernization of theuglear submarine force. The first
submarine is ready. The missiles have had some problems in the testing and
delivery of it, and so you're looking at that as something that's not quite ready to
come on line, but probably a force of at least two to fivebsnarines. Those will
carry two SLBMs each, and if you add that up, it's a significant expansion of the
number of ICBMs that can hit the U.S.

There are also regional forces, but | won't dwell on them. And | think
you're seeing qualitative improvementssawell, including a lot of efforts to
penetrate U.S. missile defenses. We can talk about that later if you would like.

A key question is, okay, | talked about the policy, | talked about the
force structure, is this consistent with their doctrinal maitars; is it consistent
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with their training? That's what we have to look at to judge this, and I think the
best analysis of this, including looking at Science of Second Artillery Command
Campaigns, which is classified as a top secret Chinese documents thet there

is a lot of compatibility there with what the stated principles are and with what
the training is.

They're training in an environment that they assume there has been a
nuclear strike. They're training to survive in that kind of environmeand it
does seem fairly consistent, and one key finding from the academic literature is
that a lot of the guidance, the political guidance, still seems to apply and be
consistent with this doctrine.

| think there are concerns about the nforst use pieceof this, not so
much that the training is inconsistent, but that they worry, for example, about a
conventional strike on their nuclear arsenal, and | think you've seen Chinese
military officers try to create ambiguity there.

There have been broader debasewithin China about whether they
ought to revise or abandon that officially, a debate in the rifdDs about whether
to move toward a nuclear warfighting doctrine. At the end of the day, that was
rebuffed, and they did not change their policy.

Another debate in 2005 and 2006 about this issue of conventional
strikes and missile defenses, did they need to move off thatfirgt use doctrine,
and, again, the answer after a big internal debate was no.

So | think that is an issue where there is sommbiguity. A couple
more points to make is there's a tension between this-fiost use doctrine and a
retaliatory doctrine, and what we see in Chinese doctrine about the importance of
maintaining the initiative.

And that's definitely a tension that's thre both in conventional
campaigns and to some degree in the nuclear side as well. We talked about the
force, but if they MIRVed the Db, if they come up with a followon missile that
is MIRVed, given the small numbers, does that create crisis instaRilifynd as
you move to a mobile force, especially a submaribased force, what are the
issues with safety and survivability or safety and preventing unauthorized
launches? 1| think that becomes a question.

Right now, they separate the warheads from thegniles. It's pretty
hard to launch and make it go boom if you don't have the nuclear warhead on
board. That's not probably going to be possible with the nuclear weapons
deployed on a submarine.

And then a final point about knowledge and what we know amaw
we know it. A lot of what we know is from publichrticulated policies, study of
doctrinal materials, and in the open source world, declassified intelligence
analysis and U.S. government open reports that are informed by that analysis.

But there isone key thing that we don't know a lot about, which is
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how do China's civilian leaders really think about it? We can read the military
writings, and we do. We can look at the doctrine, which is approved, at least at
some level, by civilian leaders, bwte don't really know how China's civilian
leaders who don't have a lot of military experience, who aren't taught about
nuclear doctrine in the Central Party school, we don't know how they really think
about nuclear weapons today or whether the elaborateatone and thinking
about it, whether that would really go over and be persuasive in the event of a
crisis.

Let me stop there. Thank you.
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DIRECTOR, CENTER FOR STUDY OF CHINESE MIL ITARY AFFAIRS
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Dr. Phillip C. Saunders
Director, Center for the Study of Chinese Military Affairs
Institute for National Strategic Studies
National Defense University

Testimony before the U.&hina Economic and Security Review Commissio
Hearing on ADevel opments in Chinabés Cyber

Dr. Saunders is speaking in his own personal capacity as a member of the academic community. This statement
represents his views based on his research. It should not be impliecesEngphe views of the Department of
Defense or the Administration.

Chinese Nuclear Forces and Strategy

Chinaés initial quest for a nucl ear weapons
of nucl ear weaponseaerdmbypyaMaonZédongmmeve Chi
blackmail, which had been a factor in several crises involving the United S@tes. na 6s seni or
and military leaders have consistently emphasized that the principal utility of nuckgaongdies in

deterring a nuclear attack and countering nuclear coefdtthough Chinese leaders believe that

possession of nuclear weapons bestows international status, they do not believe that more warheads
increase a st at e 6 sS.andSoeiet strategists wha focused headvily bnithe e U
potential impact of relative capabilities in nuclear sfighting scenarios, Chinese leaders appear to have
concluded that one or a few nuclear weapons str
unacceptable damage, making a large arsenal unnecessary to achieve the desired strategic effects.
Following its first nuclear test in 1964, Beijing announced that it would adhere to a policyidtnse

(NFU) of nuclear weapons and called for worldwidelear disarmament. It has maintained this

official positions ever since.

! John Wilson Lewis and Xue LitaGhina Buildsthe Bomk(Stanford: Stanford University Press, 1988); Zhang Shu Guang,
Deterrence and Strategic Culture: ChineSmerican Confrontation, 1949958 (Ithaca: Cornell University Press, 1992). On
u. sS. nucl ear threats t o Chieard8tink &€iseahovw®n Dulles,rand the Queddgtsug, AT o
Crisis, 0 i nJoss, StavenME. MilleryamchStephen Van Evera, Hdslear Diplomacy and Crisis Management
gCambridge, Mass.: MIT Press, 1990), pp.-227.

M. Taylor Fraveland Evan S. Medeiros, AChi nabs Search for Assur e
Strategy and Ifeonational S&urityviot 35uNo.e2,(Fall 2010), pp. #487.
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Western anal ysts have described Chinabés nucl ear
number of nuclear weapons to deliver punitive, coutdue responseston adver sar’yds fi
Mi ni mum deterrence refers to Athreatening the |
the fewest number of’Chianladar ch@agenofpos i mlad . a
by technological consdints on its nuclear arsenal and delivery systems, but was also heavily shaped by
the views of senior political leaders (especially Mao), which have had an enduring influence on PRC
nuclear doctrine. Chinese leaders did not dictate a specific numhercofne ar weapons; Ch
forces appear to have been sized based on the need for a few weapons to survive a first strike and launct
a retaliatory attack.

Chinabés 2006 Defense White Paper providels a con
defensived nuclear strategy:

Its fundamental goal is to deter other countries from using or threatening to use
nuclear weapons against China. China remains firmly committed to the policy of no first
use of nuclear weapons at any time and under anynegtances. It unconditionally
undertakes not to use or threaten to use nuclear weapons againstcleayweapon
states or nucleaveaponfree zones, and stands for the comprehensive prohibition and
complete elimination of nuclear weapons. China uphdldgtinciples of counterattack
in selfdefense and limited development of nuclear weapons, and aims at building a lean
and effective nuclear force capable of meeting national security needs. It endeavors to
ensure the security and reliability of its nucleeapons and maintains a credible nuclear
deterrent force. China's nuclear force is under the direct command of the Central Military
Commission (CMC). China exercises great restraint in developing its nuclear force. It has

never entered intoand willnave ent er i nto a nuclear arms rac
This description highlights a number of key el e
the goals of deterrence afnidr sptr euvseenot ipnoghtualcuyc;| etahre
el imination of nuclear weapons; and Chinads exp

its nuclear weapons program) not to engage in nuclear arms races.

In terms of doctrine, a rRfirst use policy implies an operational focus on rataly countesattack, or
Astriking after the enemy has struck. o I n tern
weaponso and a Al ean and effective nuclear forc
numbers of nuclear weaps and delivery systems. Rather, they suggest that the quantitative

3 Avery GoldsteinDeterrence and Security in the 21st Centuriir@, Britain, France, and the Enduring Legacy of the
Nuclear RevolutiorfStanford, Calif.: Stanford University Press, 2000); Jeffrey LeWig, Minimum Means of Reprisal:
Chinads Search f or Sé&ambridge, Mass.: MIT Prass, 200yel e at aAg Xu e, AEvol ut
Nucl ear Strategy, 0 i n Jo h 8trat€gic Vieves frdm the Secend Her: TWe Nuclean \yeapbos, e d
Policies of France, Britain, and Chin@an Diego: University of California Press, 1994), pp.i1®8D.Phillip C. Saunders
andJingDbong Yuan, AChinads Strategic Force MdChe r rnmidzsa tNiuccn ,etari
Future (Boulder, Col.: Lynn Rienner, 2006), pp-128.

Committee on the U.SChinese Glossary of Nuclear Security iherEnglish-Chinese, ChinesEnglish Nuclear Security
Glossary(Washington, D.C.: National Academies Press, 2008), p. 36.
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requirements for a fAlean and effectiveodo nucl ear

to survive a potenti al adver s ar ynobslity, nlispersak ar f i r s
camouflage, and operational resilience and then to launch a retaliatory strike that can penetrate an
adversaryodos missile defenses and inflict unacce
depend significantly on thetelligence, conventional precisiatrike, nuclear strike, artiubmarine
warfare, and missile defense capabilities of po

focused on the United States, but U.S. capabilities (and potential fditaeces) in these areas make it
a key driver of Chinese force structure.

The devel opment of Chinabés nucl ear forces is br
political leaders (especially Mao and Deng) described above. Technological linsitatéamt that the
Chinese deterrent initially relied primarily on-gielivered weapons and then on vulnerable silo and

cavebased missil es. Chinese experts privately ac
on a potent i alt aadnvteyr saabroyuts whnecteher a f i r gangest r i
nucl ear missil es. Ambiguity about the total si

i mportant el ement of Chi nabds deumkersofdighly vutnargbkeb i | i
first-generation missiles, China decided in the late 1970s and early 1980s to develop a second generatior
of mobile land and seldased missiles that would be more survivable and better able to provide a

credible secondtrike capability. As these new systems began nearing deployment in the late 2000s,

U.S. withdrawal from the ABM treaty and deployment of ballistic missile defenses challenged the
premises behind mutually assured destruction, prompting Chinese complaints thaité¢ll States

sought fhAabsolute securityo for itself while kee

Chinaés current nuclear forces consist of a mix
DF-31 and DF31A solidfueled mobile Intercontinental BallistMissiles (ICBMs) gradually being

deployed to augment existing EFA ICBMs. China has also upgraded its regional nuclear deterrent

with the deployment of the DE1 MediumRange Ballistic Missile (MRBM) to supplement first

generation DR3 and DF4 Intermedate-Range Ballistic Missiles. In terms of a de@sed deterrent,
Chinads initial XIA class nuclear missile subma
process and may never have constituted a truly operational syst&na has already buiivo Type

94 JIN class SSBNs and may ultimately deploy five of the submarines, which will be equipped-with JL

2 SLBM missiles’

The interaction between evolving U.S. military
to produce a significarexpansion of the number of deployed warheads that can reach the United States.
However, it is difficult to speak about the numbers with confidence because China provides no official
data on the current or projected size of its nuclear force, the namieapabilities of its delivery
systems, or its overal/l modernization pl ans. A
ICBM arsenal consists of approximately 20 figeneration ICBMs and approximately 30 sdligled,

5JohnWiIsonLewisanqueLitaﬁ;hinaﬁs Strategic Seapower: The Politics
(()Stanford, Calif. Stanford University Press, 1994).
Of fice of the Secretary of Defense, Annual Report to Cor

Republic of China, 2010.
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roadmobile secondgene at i on | CBMs. Chinadés future nucl ear
secondgeneration ICBMs and possibly upgrades to allow its first generation ICBMs to carry multiple
warheads<. The 2011 report gave an updated estimate €§558CBMs and alsomt ed t hat A Chi
also be developing a new reatbbile ICBM, possibly capable of carrying a multiple independently
targetablere nt ry vehi®The PBhR¥pod report al so-classtes |
(Type 094) SSBN appears readyf the associated 32 SLBM appears to have encountered difficulty,

failing several of what should have been the final round of flight tests. The date when-ti@s3IN

SSBN/J:2 SLBM combination wilP be operational is

Most observers expettiese modernization efforts to produce both a quantitative expansion in the

number of Chinese ICBMs and SLBMs that can reach the United States and qualitative improvements in
the capabilities of Chinese missiles. The Pentagon report also notes that Ghinal e vel opi ng 0
technol ogies to attempt to counter U.S. and oth
maneuvering rentry vehicles, MIRVs, decoys, chaff, jamming, thermal shielding, andatdilite

(ASAT) weapons. PRC f€ial media also cites numerous Second Artillery Corps training exercises
featuring maneuver, camouflage, and launch operations under simulated combat conditions, which are
intended to increase survivability. Together with the increased mobility andabitity of the new
generation of missiles, these technol ogies and
deterrent and enhance ®ts strategic strike capa

Chinads nuclear arsenal has r e ma ucteardtrategy,leveriasv e | y
some of the technical constraints on building a larger, more sophisticated nuclear arsenal have eased.
But are Chinads nuclear doctrine and the Second
groundbased nuclear foes) training consistent with the publicly articulated strategy? Although the

of ficial campaign outlines and combat regul ati o
inaccessible to Western scholars, enough internal doctrinal materialodw@rme available to permit an
assessment. Broadly speaking, these doctrinal materials and published reports about Second Atrtillery
Corps training are consistent with Chinese public statements about nuclear strategy such as the white
paper quoted above.

The 1987 volumd&he Science of Military Strategyentifies key doctrinal principles addressing the

deterrent and retaliatory uses of nuclear weapbii$e book also emphasizes the concept of
feffectivenessodo and hi ghl itg &antefectiselnucledr detedent] i t y as
Subsequent editions and other doctrinal materials retain this emphasis, demonstrating that the principles

" Ibid, p. 34.

80fficeoftheSecretaryofDefense,AnnualRepoﬁ:tongr ess, Military and Security De
Republic of China, 2011, p. 34 and 3.

Office of the Secretary of Defense, Military and Securit
34.

191pid, p. 34.

Y The four principles are centralized contrjitlfong zhihu), strike only after the enemy has strubkiffa zhirei), close

defenseyanmi fangh), and key point countestrikes ¢hongdian fanji. TheScience of Military Strategyhanlue Xug
(Beijing, Acacemy of Military Sciences, 1987), cited in Fravel and Medeiros, 69.
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originally articulated by Mao and Deng have continued to guide initial Chinese nuclear strategy and
campaign planing even as technical and resource constraints on development of advanced nuclear
forces have eased. For example, doctrinal materials published in the early 2000s describe the Second
Artilleryds fAnucl ear count ertsetrr itkhee ceannepnayi ghnados asn
guiding principle’* Thi's is consistent with Chinads fino fi
materials on Second Artillery training, which stress the need to be prepared to operate in an environment
where nutear strikes have occurred.

Another distinctive aspect of Chinese nuclear thinking worth highlighting is the concept of counter

nucl ear deterrence. This iIis described as fAan o
use nuclear weaponsias ponse to efforts by adversaties to
Counterd et errence operations involve efforts to co

nuclear attack in order to signal that China cannot be coerced by nucletw dimebéo reinforce
deterrence. They can be considered a form of nuclear signaling.

Internal debates within the Chinese nuclear community have periodically challenged these principles.
One debate in the early 1990s concerned the possibility of a shifinbited nuclear deterrent that

envisioned a broader mix of nuclear capabilities that would support nuclefightarg. However this

debate concluded by reaffirming the deterrence and cecoégcion principles that had historically

guided Chinese nigar strategy” A later debate in 2008006 questioned whether a-fisst-use policy

was viable given U.S. advances in conventional precisioke capabilities (which might threaten

Chinese nuclear missiles with conventional strikes) and missile @sf@wkich might be capable of
intercepting retaliatory strikes by a limited number of Chinese ICBMs that survived a conventional first
strike). Al t hough China did not modify its off
statements byfbicials and military officers created a degree of ambiguity about whether a conventional
stri ke against Chinese nuclear assets or comman
justified nuclear retaliatiof?’

Chinese debates about-fist-use  hi ghl i ght B e ifirst-usegpliedge fomn thes Wnited o f
States, a consistent theme in its diplomacy. Chinese officials argue théitsi-nee commitment

would help prevent nuclear war, strengthen the prafiferation regime, and promoteiclear

disarmament. They also argue that U.S. conventional superiority means that the United States does not
need a firsuse option. A U.S. bilateral Aigst-use pledge would imply acceptance of Chinese

principles about the limited role of nuclearapens and symbolize an equal, #wstile political

relationship between the two sides. China might hope that a Uflsstrase pledge would call U.S.

security commitments to its regional allies (the nuclear umbrella) into question, thus potentially

12 Fravel and Medeiros, 76.

13Michael S. Chase and Evan Medeiros, AChinabés Evolving N
James Mulvenon and David Finkelstein,e@i, nads Revolution in Doctrinal Affair:
Art of the Chinese People's Liberation Ar(dylington, VA; CNA, 2002), p. 133.

YAl astair lain Johnston, AChi nabds New dntinational BecuntkMoin g 6: Th

20, No. 3 (Winter 1995/96), ppi 82.
15 Fravel and Medeiros, 780.
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wekening U.S. alliances. The value of such a U.S. pledge would increase significantly if the
conventional military balance in the Western Pa
Chinese conception of deterrence implies coercion as wedktgint, a ndirst-use pledge would make

it harder for U.S. policymakers to threaten nuclear escalation in a crisis and provide China with the

moral and political high ground to resist any such threats.

Although Chinese nuclear doctrine, force structarel training appear broadly consistent with publicly
articulated Chinese nuclear policy, some aspects have raised concerns for Western analysts. One is the
emphasis in Chinese military doctrine of the importance of maintaining the initiative, a concept
tension with the retaliatory principle of fistri
writers argue that this can justify peenptive attacks under some circumstances, such as in cases where
China has credible early warning of a gderg nuclear attack. Chinese doctrinal materials emphasize the
potential for nuclear counterstrikes to shock an adversary into submission in the hopesazialkng a

conflict, and discuss retaliatory attacks against a range of counterforce, coutates,naihd

countervalue target§.Another issue involves the challenges that mobile ICBMs and especially SLBMs

may pose for command and control of Chinads nuc
advantages may erode traditional controls agaimatithorized launches (such as the separation of
mi ssiles and warheads in Chinads ol der | CBMs).

deployment of missiles with multiple warheads may create incentives for first strikes that could be
destabilizing ima crisis®’ Finally, some see the potential for greater PLA influence over nuclear doctrine
to move China in the direction of nuclear vilghting strategies and a larger nuclear ars&hal.

A final consideration is that much of what we know about Chineséear policy and strategy comes

from publicly articulated policies (such as the section of the 2006 white paper quoted above) or study of
doctrinal materials (which reflect PLA writings
in the Poitburo Standing Committéethe actors who would decide whether China should employ

nuclear weapords think about the employment of nuclear weapons or the role of nuclear weapons in

crisis situations. The fact that these leaders have little military experenchave likely not been

exposed to academic thinking about nuclear weapons (and nuclear dangers) may be grounds for
additional concer”® At the end of the day Chinese leaders, like other leaders in other countries, are
acutely awar e bibtyftonddearmattadk and are liketygorba cautious in situations with

the potential to escalate to an exchange of nuclear weapons.

16 See sources cited in Fravel and Medeiros7/ 76

YSaunders and Yuan; Michael S. Chase, Andrew S. Erickson
Missi | e Force Moderni zati on an dJournalsof Strategit Studigstoli 3@,MNe. 1 f or t he L
(February 2009), pp. 67114.

BMark Schneider , AThe Nucl ear Doct r i nGompanatie Sategwor 88, of t he
No. 3 (July/August 2009), pp. 24270; and Larry M. WortzeChi nadés Nucl ear Forces: Operat:i
Command, Control, and Campaign Plannii@grlisle, Pa.: Strategic Studies Institute, U.S. Army War College, May 2007).
YTheat hor 6s interviews with relevant facult y members at t|
taught in the international relations and security lectures that senior party members receive.
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PANEL Il 1 : QUESTIONS AND ANSWERS

HEARING COGHAIR WORTZEL: Commissioner Fiedler.

HEARING CGHAIR FIEDLER: Thsrning General Cartwright sort of
guietly raised the question again of who was in control of the military, there
having been some question in the ASAT test and in a couple of other incidents,
stealth, the revelation of their stealth airplane.

It seems tome that it's a greater concern in terms of control of
nuclear weapons. What do we know about the control of their nuclear weapons?
What do we know about the Central Military Commission's role and the civilian
role, party role, in that?

DR. SCHNEIDERVell, the--

HEARING COQHAIR FIEDLER: Let me just add, it seems to me that the
political commissar in their structure in the Second Artillery and other nuclear
armed forces becomes more critical in that discussion.

DR. SCHNEIDER: Yes, | mean the oe@dion chart is the Central
Military Commission, and they're more into collective decisioraking at that
level than we are, and | believe the military is more powerful and more
autonomous than they would be in the United States for the simple reason that
they keep the regime in power.

Absent the military, they have no legitimacy. In China, that's one of
the reasons they're pushing nationalism rather than communism in China today.
In terms of the actual control of nuclear weapons, certainly the unit coammer
and the political commissar, who is extremely powerful in the Chinese military,
play the key role.

They don't have, because of the nature of their nuclear weapons, as
Danny Stillman, former Chief of Intelligence at Los Alamos, put it, he said their
weapons are not 1. safe, and that's probably the reason that they don't mate
them to missiles constantly because that means if something goes wrong, and you
drop the weapon or a bullet hits it or there's a fire, you could get a low order
accidental nucleadetonation.

So there is no, very little risk of, you know, somebody just turning
some keys and doing an unauthorized launch there for a lot of reasons.

| wish we knew more about the high level Chinese decismoaking,
but, you know, there are limitsa our understanding of virtually everything
associated with their military.

The Science of the Second Artillery Campaign, and I'm sorry to say it's
not a top secret Chinese document; it's an officer training manual.

DR. SAUNDERS: It's not the internfalll internal guidance, but it is
marked "top secret.”

DR. SCHNEIDER: No. That's not what that is. | mean it's an officer
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training manual. It has confidential in it. There are unclassified Western
translations of it because basically they're easydet because there are so many
of them printed. And they, | mean they indoctrinate their officers. | mean you do
not take the initiative. You only operate on the authority of the Central Military
Commission for a launch order, and | think that's cedtta the way they control
nuclear weapons. So it's a combination of the several factors that have that
effect.

HEARING CGGHAIR FIEDLER: Dr. Saunders.

DR. SAUNDERS: | mean | think it's broadly correct that it's the unit
commander and the political comissar. There's a lot of emphasis on politi¢al

HEARING CQHAIR FIEDLER: That's after they receive orders.

DR. SAUNDERS: That's after they receive orders, but, or it's also to
make sure they don't do anything without orders. At the top level, wenthit
would be, have to be a decision by, not by the Central Military Commission but
by--

HEARING CGGHAIR FIEDLER: Politburo.

DR. SAUNDERS:Politburo Standing Committee, the top nine senior
civilian leaders of the Party. That would be regardedaasery, very serious thing,
and it wouldn't be a military decision. Indeed, there are no military officers on
the Politburo Standing Committee. Certainly, they would get military inputs and
they would get a military perspective on that decision, but &ttend of the day,
it would be the civilians at the top of that structure who would make a decision
whether or not to use nuclear force.

And | touched on the issue etthe de-mating is certainly something,
but you can't really do that on a selmunch balistic missile. And | think one of
the questions there that we just don't know about is what other, do they have
technical provisions to make those missiles safe to have a-tman rule or other
provisions? They've been exposed to some of that technoldt, | don't think
we know for sure the extent to which they may have adopted it.

HEARING CGGHAIR WORTZEL: Just to end the discussion that looks
like it was brewing between you guys, I've seen the inventory of the Science of
Second Artillery Campaigns atcouple of PLA bookstores. It's published in
several versions. Internal distribution only, secret and top secret, so you could
have any one of those versions circulated.

Commissioner Wessel.

COMMISSIONER WESSEL: Thank you, gentlemen.

Help me if youcan. | want to try and connect in some ways what we
heard this morning. We've been increasingly discussing over past years
asymmetric warfare and the increasing utilization of cyber activities by the
Chinese to enhance their capabilities.

The flip sideof that is certainly the U.S. is looking at how it may
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utilize cyber activities where there is a potential conflict. With the-hiost use
doctrine not necessarily being defined as we would always define it here, do you
think there is a tipping point fothe potential use of cyber activities by the U.S.
or some other nation to result in a dramatic engagement by the Chinese?

DR. SCHNEIDER: You mean a tipping point in terms of nuclear
escalation?

COMMISSIONER WESSEL: Correct.

DR. SCHNEIDER: 1| dorgally think so. The material I've seen in the
doctrinal writings where they talk about adjusting the threshold and going first
relate to conventional attacks on China, devastating, very destructive or very
effective conventional attacks.

They have, | man I'm no expert on their cyber capability, but |
believe it's absolutely clear they've got extremely sophisticated cyber
capabilities, and they would probably use them very extensively in any war
against the United States.

| don't believe that they're-I can't say for sure, but | don't believe
that there's a big nuclear linkage to cyber warfare, but they would probably win
that conflict the way they're developing their capability.

COMMISSIONER WESSEL: No, but do you believe that if we were to
engage indramatic utilization of cyber activities against them that they would
escalate? | thought | heard earlier was, no, you don't see it getting to that point.

DR. SCHNEIDER: You mean with the political context there's a war
going on?

COMMISSIONER WESSFEIn sorry?

DR. SCHNEIDER: Is a war going on?

COMMISSIONER WESSEL: Well, definition of what is a war going on at
that point, a conflict, first starting with cyber.

HEARING CGGQHAIR FIEDLER: In other words, if we shut down their
electric grid.

COMMISBONER WESSEL: Correct, correct.

HEARING GCGQHAIR FIEDLER: How would they react?

DR. SCHNEIDER: They engage and, you know, there's a dispute on or
uncertainty on who authorizes, but they engage in cyber efforts against, you
know, us very frequently. @d they've had some great levels of success. | don't
see, | see a fundamental break here between the use of cyber operations in peace
time and cyber operations in war time.

In war time, it would be a central part of their overall military
strategy, and,you know, the outcome of the cyber battle could, | guess, impact
significantly the outcome of the war itself.

They are probably most likely to use nuclear weapons if they're losing,
if they suffer very damaging attacks, and if the issue is somethingphlisly
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central to them like Taiwan.

DR. SAUNDERS: 1 just, | would add that, | mean, | think the doctrine
that they have on cyber operations or integrated networked electronic warfare
does see this as a crucial military capability. It's one that levesaQ.S.
dependence on computer networks and communications.

Of course, that's also the direction the PLA is going. They're
informationizing, they're using computer networks, and systems of systems. So
right now we are more dependent and vulnerable. Thmagoing to change over
time. But I think they do see this as a warfighting capability and indeed to use
one early.

| think the question is what happens if you start doing larger attacks
against infrastructure? Both our countries are dependent on cyberun various
parts of our infrastructure and economy. How do you control escalation in that
context?

| think one area where there may be linkages with the nuclear side is
if you're using cyber attacks against strategic command and control, including
nuclear command and control. That starts to get into a very iffy business. Is that
a cyber attempt to remove China's nuclear deterrent capability.

COMMISSIONER WESSEL: Neutralize

DR. SAUNDERS: Is that a first use? | wouldn't say that it is, but it
could be seen as an attack on the nuclear capability and that, in my mind, would
be extremely dangerous if they tried to do it to us or if we tried to do it to them.
So that's a real area to be cautious about.

COMMISSIONER WESSEL: Thank you.

HEARING @G-CHAIR WORTZEL: Dr. Saunders, on page five of your
testimony, you have a discussion in the middle paragraph about Chinese doctrine
looking at attempts essentially to escalate in order to-decalate. Nuclear
counter strikes to force an opponent to descalate.

Now nobody has fought a nuclear war yet, but in nuclear war gaming,
when parties escalate to descalate, it rarely leads to descalation and
invariably results in a larger exchange. So | guess the question is how, (a) how
realistic do you thinkhat is; and is escalating to descalate volatile? And I'd ask
both of you that.

DR. SAUNDERS: What the writings talk about is delivering a severe
psychological blow, a fundamental shock that causes the adversary to reassess
what kind of war they're ifighting and, hopefully, from the Chinese point of view,
shock them into realizing this has gotten out of hand.

It's one thing to write that in a doctrinal manual. It's another for it to
have that effect in real life. | mean | personally think the Chimésadership has
shown it to be very cautious and risk averse across a range of things, and
certainly wouldn't lightly undertake a nuclear strike in the first place.
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And then if a nice, you know, a PLA officer, whether they're nice or
not, comes in and sys, well, now we need to do this much bigger strike, and that
will bring the war to the end, | would think at that point, hopefully, before that
point, they would get some sharp questions from their civilian leadership, and
that's why | highlighted this pimt, that we don't know a lot about what their
civilians think.

We know a fair amount about what their military writes, but if the
military presents these options in the middle of a crisis, are the civilians going to
say that'sall we can do? Are they going to say, what, are you crazy?

That's just an area where we don't have a lot of insight. | mean |
would hope, to be honest, that the Chinese are doing their own nuclear war
gaming and getting civilians to play in some of tHeecause | think if you
participate in some of those games, as | know you have, you find them very
sobering, and some of the things that seem very clever when you wrote them
theoretically have a very different complexion when you see what happens if you
try to put it into practice.

DR. SCHNEIDER: A war, any type of war between two nuclear, major
nuclear powers, is a very bad idea, and about 30 something years ago, | was asked
to write a paper on nuclear war termination, and | reviewed the entire literagu
on it, and nobody really had a clue how you would do this.

Now, basically, what concerns me most right now, this involves both
Russia and China, is the talk in Russia, both military and civilian leadership, about
using nuclear weapons, and China, ithminly the--well, it's entirely, | would
guess, the military leadership although this morning by some strange coincidence
| found the article which quoted the Deputy Chairman of the Central Military
Commission concerning about using nuclear weapons irposse to conventional
attacks.

Now, but having said that, | fully agree that they're going to be very
cautious about using nuclear weapons. What scares me more than anything else
is the Taiwan issue because there's nothing like it anywhere in the wotlthean
when you combine that with the talk about paying any price, that's kind of scary,
and that issue could get out of control. If one election in Taiwan goes the wrong
way, you could be back in a crisis situation.

So | mean, and that's one of the reans I'm also concerned about
whether or not if they have tactical nuclear weapons, for example, asttip
nuclear weapons, which is mentioned in some of their literature, we know they
have the DF21D, which the Pentagon report says it's nuclear armed, &hdnese
sources say the same thing, but I'm talking about things like aihtip cruise
missiles, you know, nuclear artillery, potentially other types, nuclear land mines,
potentially other types of tactical nuclear weapons, if they use something like
that, we have no comparable response.
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| mean our forces are not exactly wedlesigned to deal with limited
nuclear strikes or chemical or biological strikes because we've basically reduced it
to strategic planned attack systems, and that's not the wdymean!|'m not sure
you can control a nuclear war, but | certainly don't think you ought to go about it
that way.

HEARING GCGHAIR WORTZEL: Thank you.

Commissioner Blumenthal.

COMMISSIONER BLUMENTHAL: Thank you. Thank you, both, for your
testimony.

| wantto turn--somebody quoted Stalin before, and | want to quote
Lenin in terms of what is to be done. There's obviously an abstract quality to all
of this, which is good. We haven't actually been toe to toe with the Chinese.

With the Soviets, the threshokland modicums of strategic stability
were always-there's a lot of revisionism now, but they're always very negamn
things, you know, and strategic stability came after possible nuclear crises and
even talk of preemption by the United States, people dbnare to remember, and
nuclear threats, and so on and so forth, and stability, in the end, what people call
stability came with the fact that neither of us had a firstrike option. So people
called it strategic stability in that setting, but again thedas after years of
testing, and very nearun things, and the Cuban missile crisis and elsewhere.

Well, what is deterrence here in terms of our posture and what is
strategic stability? | mean so for the Chinese | can understand why they're doing
what they're doing. | mean we're talking about things like prompt global strike
for which | think we're outfitting all of two missiles, but still, you know, we're
talking about prompt global strike.

We're openly talking about attacking idepth now, not that wehave
the forces to do it, but we're openly saying that that's part of our-aga battle
concept. We're going to take it to the mainland conventionally. If | was Chinese,
| would certainly be interested in nuclear weapons.

So we're so far from stabilityl think, so I'd first like to ask the
guestion about deterrence, and, second, in terms of what we should be doing, and
second, how do you get to stability?

Silence.

HEARING CGQHAIR FIEDLER: Don't all jump.

[Laughter.]

DR. SCHNEIDER: My view of sheuation in regard to China is
essentially this. With the demise of the Soviet Union, China was in a very
desirable position. | mean it really faced no, no threats of attacks, yet, in
response to that, it began a large expansion of its military cap#&pill think if, as
its power grows relative to ours, and | think that's what the situation is going to
be, we'll be in an increasingly dangerous situation that they may try to throw
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their weight around in some way. And if they do that, things could get of
hand. You know, the neaterm flashpoint is Taiwan.

COMMISSIONER BLUMENTHAL: Yeah. So what do we do? | mean |
know all that already. | mean

DR. SCHNEIDER: Well, | think we need to be spending more money on
some elements of our defense postel than we are now. We've got to, well, if
you take a look at what was planned in the Clinton administration for today and
what we actually have, there is almost no correlation.

COMMISSIONER BLUMENTHAL: Well, how would you do nuclear
deterrence?

DR. SEINEIDER: Oh, nuclear deterrence. | don't think it's wise to do
unilateral cuts. | think you want to maintain as much as a margin of superiority
over China as is possible for the simple reason that no American president is
going to initiate the use of nclear weapons under any circumstances other than a
WMD attack of substantial proportions, whether it's nuclear or whether it's
chemical or biological. I'm talking about something that's going to kill hundreds
of thousands or millions of people.

I'm lesscertain about what the Chinese would do in a Taiwan scenario
if they actually lost, and keep in mind, invading Taiwan is something like the
invasion of Normandy, and it could fail. | mean even with all the money they're
putting into their military buildup, it's a very, very difficult situation, and under
those circumstances, they just might do it because | think they see regime survival
over that issue.

COMMISSIONER BLUMENTHAL: So it's nuclear supremacy for the
United States.

What about you, Phil?

DR.SAUNDERS: Well, I think they've committed to having a survivable
secondstrike capability, and | don't think we can stop them from doing that. So
that's a starting point, but they have money, they have the technology, they have
enough fissile material.lt is rocket science, but it's rocket science where to do it
to a certain degree is good enough to produce deterrence.

So | think on the nuclear side, we certainly have a lot more warheads
and delivery systems than they do, but it doesn't matter. lkeés, all it takes is
one nuclear bomb to ruin your day.

COMMISSIONER BLUMENTHAL: Yeah.

DR. SAUNDERS: So | think that's sort of the situation we're in. | don't
see how we get out of that. So at that level, sort of a formal level, there is a
certain stability. There is a certain degree of mutual deterrence. The question is,
is that good enough? We have political problems in the relationship. We have
security disputes within Asia. We have the issue of Taiwan. We have concerns
about cyber and conterspace capabilities. So there's a lot more going on in the
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relationship there that sort of colors it. But at the fundamental level of the
nuclear capability, | think that is a pretty stable deterrent relationship.

If we come down in the context of negiations with the Russians, at
some point there has to be an effort to get China and other nuclemarmed states
involved, and part of that is they have to be more transparent about capabilities
so we know-

COMMISSIONER BLUMENTHAL: Do you think eghdesin the scenario
where, you know-which is canonical now almost, they attack Taiwan, we now
attack inndepth, and we're stable in terms of who uses nuclear weapons?

DR. SAUNDERS: Two points on that. First, it's not just the military
balance or the nalear balance or the conventional balance. There are very high
economic costs for China if they choose to try to resolve this situation via force,
and that is a deterrent on them. It's part of a deterrent, and that's partly why
they shifted their policyin favor of deterring independence and working
politically for peaceful integration.

So that's just a broader point. If they do launch a conventional attack
on Taiwan, | think the ways in which we would have to respond to that are going
to be very escaleory. They're building a range of conventional capabilities, which
we call antiaccess area denial, they call countartervention, which raises the
costs and risks of us operating close to the Chinese coast. There's a variety of
ways we can counter thatbut one of the ways is going after sensors. That means
strikes on the mainland, and that means early on in a conflict.

So that's | think a concern for both sides, is you go from zero to 60
very, very quickly in a conventional conflict that involves tHeS. and China over
Taiwan, and | think there are real concerns about escalation there. It's a good
reason for them never to choose to roll the dice.

COMMISSIONER BLUMENTHAL: Thanks.

HEARING COGHAIR WORTZEL: Commissioner Cleveland.

COMMISSIONER GIEH.AND: Dr. Schneider, | heard you say that we
shouldn't reduce unilaterally, but I'm wondering do you think the discussions we
had with the Russians over our nuclear inventory should be seen through the lens
of the Chinese buileup?

DR. SCHNEIDER: Welés and no. The yes part is certainly
conceptually that makes enormous amount of sense. No question about it. But
the no part of it is | don't see any real prospect for arms control solution with
China for a very simple reason: you have only two raldkrnatives in terms of
numbers.

You either grant them equality with the United States and Russia, in
which case they get to build up for a long period of time, and | think you have
zero chance of getting a treaty like that ratified because there isnmaoional
security benefit out of it.
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Or you get the Chinese to accept sort of something like the
WashingtonrLondon agreement where you had a ratio of 5:5:3:1.67, something
like that. | cannot see the Chinese under any circumstances agreeing to that.
They have sought to generally avoid arms control negotiations. | mean they've
made any number of statements over the years about what circumstances they
would enter arms control.

The circumstances actually happened, and they didn't. | don't see any
burning Chinese desire to enter any type of agreement like a new START or the
INF Treaty, and | mean the INF Treaty itself is God's gift to China. | mean since
we've eliminated all our missiles, you know, they've added 1,500 or whatever the
official number is rght now. | mean that's a pretty big advantage. | mean it's
literally the core of their current approach to warfighting against the United
States, and | don't see them giving that up.

COMMISSIONER CLEVELAND: What about Dr. Karber's comment earlier
that the United States and Russia reach a point where they argue, and it is some
distance away, needless to say, but that they argue that we may have to give up
the INF Treaty if we don't see progress on the Chinese front?

DR. SCHNEIDER: The Russians havetbat quite frequently. They
have made numerous highevel statements starting in the middle of the last
decade about how the INF Treaty was a Cold War anachronism, and they wanted
to get out of it. What | think they've done, and | have about ten Russaurces,
including four reports in one of their official news agencies, that they're
developing an intermediataange groundlaunch cruise missile, the-R0O.

And if those reports are true, that's a blatant violation of the INF
Treaty. And lI've seen atements in the Russian press about we've got to
pragmatically interpret the, you know, there's generals saying we've got to
pragmatically interpret the INF Treaty. You know, I'm a country lawyer, and I
don't see pragmatism having much to do with treatyterpretations.

| mean what it means is the plain meaning of the treaty, how it
applies in a fact situation. | mean to me that's in the context of those reports,
and there are a lot of them, including, as a matter of fact, when Stratfor was
hacked, it tuns out that they picked up the same reports.

| would like the U.S. government to take a serious look at what's
happening there before we do anything else on arms control because that's a
really big issue if those reports are true.

COMMISSIONER CLEVELANDank you.

HEARING COHAIR WORTZEL: Commissioner Slane.

COMMISSIONER SLANE: What concerns me is that as the Chinese build
up their nuclear forces, we're forced to cut our defense budget because of our
declining economy, and I'm wondering your reaeni to whether we will have the
resources to counter this buikdip, and how you think this will play out?
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DR. SCHNEIDER: Well, as | said earlier, | think the military balance is
going to shift in their favor over the next decade.

COMMISSIONER SLANE: donry. Shifted-

DR. SCHNEIDER: Shifted in the Chinese favor.

COMMISSIONER SLANE: Favor.

DR. SCHNEIDER: | mean the cutslahean it's not one-it's not this
year's cuts. It's really 20 years of military cuts. You take a look at the big picture
and how many advanced U.S. weapon systems of all types have been terminated
or delayed or replaced by some inferior, you know, substitute, it really is | think a
dangerous situation, and one of the more disturbing things inthenean there
was very litte issue in terms of dollawise, but in the current budget that was
submitted, the advanced aito-air missile was zero, and that | think has more
impact than a lot of other things with much bigger price tags on it in terms of how
the air-to-air balance iggoing to be shifting.

| mean when the R22 production was terminated at 187 airplanes,
Secretary of Defense said by the time China gets its filst didn't say J#20, but
that's what he's talking about, we'll have 1,700 fighters. Well, we're not goimg t
have 1,700 fighters, stealth fighters, fifth generation fighters. We may have 400
or 450 or maybe even less than 400, and a couple hundred of them are going to be
operational.

So when you put all these things together and you take a look at
what's happened to the Navy programs with the CG(X) and1D0®0, you know,
being terminated or cut back, or in the case of the destroyer to three ships, we're
going to have a lot less naval air defense capability than we assumed we were
going to have five yearsgo.

And all of these things have military significance, and I'm concerned
about the overall trends that are in play, and I'm not sure we've seen the last
defense cuts.

DR. SAUNDERS: If | can just speak to that briefly, | mean | think there
are limits onhow high China is going to go. As | suggested, | think this is an
interactive strategic game. So they are building up their force. Our issue is how
we modernize our current nuclear forces and whether we're going to stick with
the triad and modernize althree of the legs, or we're going to build new ICBMs,
new SLBMs, and think about whether or not we need a nuclear capable bomber.

One way-I think we will fund those programs, but one of the ways you
can think about it is do you need to replace them,eticapability, one for one if
we're in a mode of trying to negotiate reductions with the Russians?

So that's | think part of it, but | think that's a capability any
administration is going to keep enough of a secure, survivable and reliable
nuclear force. | just think that's a commitment that they're going to make. |
think where it gets harder is on the conventional side because there the
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capabilities to go operate in or near an andccess area denial envelope where
they're playing at home and we're pyang away, that gets a lot harder and a lot
more complicated.

You can go at it with highech solutions, which stealth was our
answer in the 1980s and '90s, to have a hitgth expensive system that could
operate in Russian air defenses, that's where yeuteally talking R&D costs and a
lot of expense to build conventional assets that can go operate in that kind of an
environment.

That's where it's going to be a lot more expensive, and | think that's
where the budget cuts will have more impact.

DR. SCHHRIDER: Could | add one thing to what | just said, please?
Certainly, the issue is modernization and sustainment. Right now we're doing a
lot more sustainment than modernization. We're not going to see any
improvement at all in our strategic force capdiies until about 2030, where
whatever the Chinese deand again, | have no crystal balbut you're certainly
going to see improvement, significant improvements, in Chinese strategic forces a
lot sooner than 2030.

So the way | see it, you've got to laat the nuclear part of this in the
context of their overall military program, and you know it's probably reached the
stage where they're at 25, 30 percent of our defense spending, and they have
vastly cheaper manpower, and that's a very disturbing trend.

HEARING CGHAIR WORTZEL: Thank you.

Commissioner Shea, or Chairman Shea. I'm sorry.

CHAIRMAN SHEA: That's okay. You've talked about Taiwan as a
flashpoint. What about Chindndia? What is China's nuclear posture towards
India, and do they haveifferent strategies with respect to potential conflict with
India?

DR. SCHNEIDER: Well, Chinese nuclear capability is vastly greater
than current Indian capability, | mean across the board. The quality and the range
and the types of warheads they havendhe Chinese nuclear missiles dwarfs
anything the Indians are doing.

If anything, the Indians have been fairly restrained in the growth of
their nuclear ability although they apparently are secongou know, thinking that
over again becausethey are trying to improve their capabilities to China.

They're doing either a very lorgange IRBM or a limited range. They have ICBMs
now, full coverage of China. They have a program for a submarine with a short
range SLBM, which would be nuclear, on it. So thdians are doing anything.

The Chinese have, | think, tremendous inherent capability right now to
target India, and that will only improve as they introduce the new systems in
larger numbers, and if they go ahead with MIRVing the way there are a lot of
Asian press reports. That will I think further increase the disparity between India
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and Chinese capabilities.

DR. SAUNDERS: The Chinese haven't been so focused on India. They
do have units that by virtue of geography and the range of the missiles they
operate seem to be about India, but it hasn't been a main driver of their force
structure.

| think the concern is that there are tensions that we see from time to
time between China and India, and fanned by nationalists on both sides, that
make the possildity of a conflict there seem a lot higher than it once was, and |
think the other concern is if you think about it as a proliferation chain, Pakistan is
engaged in a pretty serious effort to build up its nuclear capabilities.

India thinks about that wih respect to Pakistan. India is connected to
China. China is connected to us, and how those dynamics might work, right now
India has not responded to the Pakistan buwiligh with an equivalent one of its
own, but if it were to do so, then that might maké more of a factor in the
Chinese calculus, and so there might be more of a connection there.

CHAIRMAN SHEA: Thank you.

HEARING CQHAIR FIEDLER: Thank you very much, gentlemen. That's
our final panel for today. | want to thank you for your testimony.want to thank
the staff of the Hylton Performing Arts Center for all the good work they've done
to make this possible, and I'd like to thank especially General Cartwright and
Congressman Wolf for attending today, as well as the staff of the Commistdian
put this hearing together.

Thank you very much. We're adjourned.

[Whereupon, at 3:15 p.m., the hearing was adjourned.]
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Chinads Nuclear Warhead I nventory:
Alternative Approaches for Research and Analysis

As the United States and Russia continue a concerted effort to reduce the role and importance of
nucl ear weapons, t he P e mempdnshesny Bigipaunodeareveapoh staieh i n ¢
that is increasing itarsenal. While estimates vary, t8ehi nese Peopl eds Imayper at
beexpected to double the number of warheagslable for deploymerdn missiles thatouldtarget the
United States by the mid 0 2 0 s . Chinads dec/l arnmentnal detetrentcagd ai s
no-first-use pledge. Ambiguity surrounds how PLA planners define minimum deterr@mdethe
current and future scope of its nuclear warhead inventory. A general consensus holds that China is
increasing its arsenal, including development and deployment of mel@ancapable delivery vehicles.

Yet questions remaias to the extentand inteamtf Chi nadés nucl ear force mo

In 2006 testimony before the Senate Armed Services Committee, the Director, Defense
I ntelligence Agency (berloAdeploges €henese autleminédarteatefidnth e n
strategic systems will i ncrease in the next se
nuclear warheads. DIA assessed that China likely has fewer than 50 intercontinental ballistic missiles
(ICBMs) that could strike the U.S., but that figure could double by 2025. Based on fissile material and
delivery vehicle estimates, the Federation of AmeriBamntists (FAS) assesses tkdtina hasaround
240 nuclear warheads for delivesyp approximatgl 180 missiles and aircrafFAS also estimates that
as many ad440 of the operational missiles are lavasedand thats0 of those can reach the continental
United States. The estimaie240 warheadalso includesl e vi ces s up p dututelhdhstic t h e
missile submarine forgeveapons for bombers, and some for spares.

While these estimates appear reasondb&epotential for a margirf error exists, particularly
with regard to future inventory. How many nucleaapons does China have? How many warheads
does China need? If we do not know with a high degree of confidence, what metrics or counting rules
could produce the most accurate estimate? An assessment of China's nuke inventory could include four
different approaches: 1) strategic requirements; 2) delivery vehicles; 3) production capacity; and 4)
storage and handling capacity.
Strategic Requirements

If one placed him or herself in the position of a nuclear force strategic planner, how would one
develop regirements? Which specific organization is responsible for developing nuclear weapons
requirements?To begin, annitial assumption should be established regarerhgtheror nota single
staff organization develops requirementghile not confirmed, the &ond Artillerymay serve as the
central authority for planning, programming, budgeting, storage, and handling of all nuclear weapons,
including those that could be delivered from Air Force aircraft and Navy nuclear submadnes.
preliminary review of PLAGeneral Staff Department (GSD) organization does not reveal a nruclear
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related bureau.Drivers and methodology that Second Artillery force planners adopt in developing
strategic and technical requirements remain unknown.

More specifically, atentativejudgment is that th&econd Artillery Equipment Department is
responsible for nuclear force structure planning, with the Central Military Commission (@NTC)
Central Committee Political Bureau (Politbuttgving approval authority. Nuclear warhead ineent
requirementsnay bedeveloped by the Equipmebte par t ment 6 s Gener al Pl ann
acquisition carried out by the Special Equipment Management Department. The Second Artillery
Equipment Research Academy may play a contributing role. The Second Artillery Headquarters
Department NucleaBecurity Bureau likely coordinates with nuclear regulatory agencies within China.
The Second Artillery Equipment Department presumably overssesarch and developmeR&D),
manufacturing, and follovan support contracts with the China Academy of Engiimg Physics
(CAEP). The Second Artillery presumabgnsures sufficient fissile material exists to satisfy warhead
requirements. Acquisition officers within the Second Artillery likely work closely with the General
Armaments Department (GAD) Services Rgment Within this department, th®econd Artillery and
Nuclear Bureamayfunction as an acquisition policy coordinating body.

Pl anners may determine how much of a nati on.
deter an opposing leadershipé m t aki ng action viewed as contr al
the Second Artillery may believe that holding at risk@®% of the population of other nuclear powers
urban areas, such a®s Angeles,New York, Chicago, and Houstoig sufficient to undercut the
deterrent or coercive value of that countryos
or numbers of payloads expected to reach their targets due to losses on the ground or inception in flight.
Planning for use of nlear weapons to support warfighting could increase requirements significantly.
However, increasingly accurate and lethal conventional payloads able to achieve the desired effects may
dampenincentives for fielding a large arsenal of tactical nuclear wespo

Delivery Vehicles

The size ofChi nads c ur rnecear warhread infeatory Iikely would be related
available means of delivery. Major agreements to limit or reduce offensive nuclear arms that were
negotiated by the two superpowers during and immediately after the Cold War focused on delivery
vehicles ad | auncher s. War head esti mates apagedtar ed
numbers of deployed warheads to a particular delivery vehicle. In its most recent report to Congress on
PRC military power, thdJ.S. Department of Defens®¢D) appearsd assume one nucleaapable
ballistic missile per launcher. The DoD report assesses the PLA Ré&s iB@ercontinental ballistic
missiles (ICBMs), with ranges between 5,400 and 13,000 kilométens) and equal number of
launchers in its inventory; betgn 5 and 20 intermediate range ballistic missiles (IRBMs) with ranges
between 300B400kms on an equal number of launchers; and 8 medium range ballistic missiles
(MRBMS) i presumably DR21 variants-- with ranges above 175Bms on an equal number of
launchers. In all, between 130 and 195 ballistic missiles are assessed to be capable of delivering nuclea
warheads.
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Preliminary analysisndicates h at  @Gdidsableadt 207 warheadsits inventory asuming
one missile per launchend one laucher per company. The principle discrepamcypoD reporting
could be DF21 numbersbut this is unclear.Regardlessbased on structure amertainassumptions
regarding table of organization and equilpement
judged as no less than 200. This figigdased on aotional assessment of Second Artillery order of
battle includingat leastwo DF5 ICBM brigadesapable of reaching targets in continental {Jo8e or
two D4 IRBM brigadesat leastthree DF31 brigadesdt leastone DF31A, at leastone DF31, and
one unknown DR1 variant); 10 DR21 MRBM/IRBM brigades; and one BF brigade. This minimal
figure does not include potential tactical warheads allocated to the six short range ballistic missile
(SRBM) brigades under 52 Basthe corpdevel Second Artillery organization opposite Taiwanat
leasttwo land attack cruise missile (LACM) brigades. T2@O-warheadfigure also does not include
war heads devel oped for Chinads nuZ2rmhissierorpessidtemar i
air-delivered nuclear munitions.

In developing a minimal figure, the premise is that the Secondekytilasiamnissilelaunch unit
is the brigade, with each brigade having six launch battalions with two companiesgpchi{ 6 / 2 0
structure). Each company likely has a launch platfeither silo or mobile launchegnd associated
support vehicles ints table of organization and equipment, and stores the equipment in battalion

garrison facilities. Therefore, each brigadeo:
launch platforms Other battalions within a brigade are responsibierfissile diagnostics, check out,
warhead mating, and othiemctions usual ly in an underground faci

operated by the bri gadé$manysas sixesubordinate goenpaaies tureddr a t t
site managemertattalion oversee missiielated preparatiorpre-surveyedlaunch sites, storage, and
other facilities. Amongsite management battalioresponsibilities include underground facility
managemensuch agpower and electricity, water, air conditioning, arghtilation. A service battalion

is responsible for security and concealment, camouflage, and deception.
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A complicating factorin assessing warhead numbé&shat the Second Artillery Equipment
Department does not appear to assign nuclear warheads, drappeven missiles, to missile
brigadeds permanent t abl Acenrél warheay dbask (z@w n2?2Beséafin d ¢
in Taibai County Shaanxi Provingeand storage regiments under each of the six missile bases (referred
to as ANHqQOwipemdrntono regi ment s) | i, larel pogsiblymassilast a i n
during peacetime. Warheads and missiles may be dispatched to site management battalions that ar
subordinate to missile brigades for assembly in underground facilitiésiiming and during periods of
elevated readiness. As a result, the system is heavily dependent upon transportation regiments, reportin
directly to missile base headquarters. This hypothesis regarding the relationship between brigades anc
regiments regues more researctunder thi s system, the PLA coul
depl oyed strategic nuclear weapons, 0 which are
and ready for launch.

Production Capacity

The infrastructure supporting nuclear weapon R&D and production also likely shapes inventory
si ze. Assessments of Choften aré lsasedpancektiemates of platonlure a d
production and reserves. In 2009 testimony, DIA assesseditGat i na | i kel y has p
weapongr ade fissile materi al to meet its needs f ¢
Fissile Materials estimates that Chinads two
produced about 20 tonef highly enriched uranium and two tons of weagpade plutonium.
Assessments of current and future warhead inventory are founded upon estimated amount of plutonium
or highly enriched uraniumHEU) needed f or a war head. Atermle s s me
stockpile appear credible. However, research to date should be augmented by a more detailed
understanding of Chinaés nucl ear weapon R&D anc
useful would be details regarding storage and handlimgeapongrade fissile material. For example,
which specific organization PLA or civiliani is responsible for storage and handling of militase
fissile material?

Storage and Handling

China's capacity for warhead storage and handling also may shape si ze of t he
nuclear weapon stockpileWith stockpile security appearing to be of equal or greater importance to
operational efficiency and effectivenesshi nads war head systenrisEantelizednd h
However, it appearsgesigied to survive a first strike and retain sufficient operational capability for
retaliation. Expansion of underground facilities directly supporting handling and storage of nuclear
weapons, components, and fissile material could indicate an increaseheadianventory. While
underground facilities could be an indicator, greater precision is warraRtdible sources report that
theSecond Artillery centrally stores most of the
the Qinling Mountain®f Shaanxi ProvinceBase22was est abl i shed under t he
Science, Technology, and Industry for National Defense (COSTIND) in thd ®@idsadjacent to the
original manufacturing base in Qinghai Provind#ithin a few years, the base wasocated to Taibai
County in the Qinling Mountains west of Xian and eventually subordinated t8atend Artillery in
1979.
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Working closely with the central storage complex in Taibai, each missile base manages a smaller
nuclear warhead and missile istge depot.According to an internal Second Artillery accouhg depot
under each of the sizorpslevel missile bases store a minimal number of nuclear warheads at any one
time. Depotsunder each of t he Seconaereferreditol as upments s i
Inspection regiments. Each regiment oversees at least three bdé&adibrfacilities (literally
Afequi pment 0 witheak Having as many asesaven subordinate facilitigs 24 possible
storage sites per bgseMissiles appear to be stored separately from warheads.

Conclusion

Il n summary, uncertainty surrounds ChinWiiils curre
existingestimates appear reasonaliepotential for a margiof errorexists At leas one approach to
validating existing estimates is to examine perceived strategic requirements; operational infrastructure,
and current/future nucle@apable delivery vehicle inventory; industrial R&D and manufacturing
infrastructure; and warhead and fiiesnaterial storage and handling capaci®anning assumptions

regarding warheads, delivery vehicles, and launch vehicles/platforms remain unknown. A minimal
inventoryestimatecould assumer® warhead per missile, one nucteapablemissileper launt

platform (mobile launcher or silo), and two launch platforms per company (two companies per battalion
and six battalions under each launch brigade). Based on these assumptions, a preliminary minimal
estimate of Chinads exi Adtitombmissilas\vaedwarioeadg availableod 0 w
each mobile | auncher could expand this figure.
material stockpile, another | imiting factor cou
centralzed approach to warhead storage and handling, over operational efficiency and effectiveness.



