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April 4, 2012 
 

The Honorable Daniel Inouye 
President Pro Tempore of the Senate, Washington, D.C. 20510 
The Honorable John A. Boehner 
Speaker of the House of Representatives, Washington, D.C. 20515 
 
DEAR SENATOR INOUYE AND SPEAKER BOEHNER: 
 
 ²Ŝ ŀǊŜ ǇƭŜŀǎŜŘ ǘƻ ƴƻǘƛŦȅ ȅƻǳ ƻŦ ǘƘŜ /ƻƳƳƛǎǎƛƻƴΩǎ aŀǊŎƘ нсΣ нлмн ǇǳōƭƛŎ ƘŜŀǊƛƴƎ ƻƴ 
ά5ŜǾŜƭƻǇƳŜƴǘǎ ƛƴ /ƘƛƴŀΩǎ /ȅōŜǊ ŀƴŘ bǳŎƭŜar CapabilitiesΦέ  ¢ƘŜ CƭƻȅŘ 5Φ {ǇŜƴŎŜ bŀǘƛƻƴŀƭ 5ŜŦŜƴǎŜ 
Authorization Act (amended by Pub. L. No. 109-108, section 635(a)) provides the basis for this hearing. 
 
 At the hearing, the Commissioners heard remarks from former Vice Chairman of the Joints 
Chiefs of Staff Gen. James Cartwright (USMC, Ret.), now Harold Brown Chair of Defense Studies at the 
Center for Strategic and International Studies, and testimony from three panels of expert witnesses. 
 
 Richard Bejtlich of Mandiant, Nart Villeneuve of Trend Micro, and Jason Healey of the Atlantic 
Council discussed trends in Chinese computer network exploitation.  Mr. Bejtlich and Mr. Villeneuve 
ŘŜǎŎǊƛōŜŘ ǘƘŜƛǊ ǊŜǎŜŀǊŎƘ ƻƴ ǇŜǊǎƛǎǘŜƴǘ ŎȅōŜǊ ŜǎǇƛƻƴŀƎŜ άŎŀƳǇŀƛƎƴǎέ ǘŀǊƎŜǘƛƴƎ ōǳǎƛƴŜǎǎŜǎΣ ƎƻǾŜǊƴƳŜƴǘ 
entities, and nongovernmental organizations.  Mr. Healey described a framework for holding nationas 
accountable for malicious cyber activity emanating from their borders. 
 
 Henry Sokolski of Nonproliferation Policy Education Center and Dr. Phillip A. Karber of 
Georgetown University discussed Chinese fissile material production and methods of concealing 
ƴǳŎƭŜŀǊ ƳŀǘŜǊƛŀƭǎΦ  ¢ƘŜȅ ǘŜǎǘƛŦƛŜŘ ǘƘŀǘ /ƘƛƴŀΩǎ ǎŜŎǊŜŎȅ ƻƴ ƴǳŎƭŜŀǊ ƳŀǘǘŜǊǎ Ƙŀǎ ŎŀǳǎŜŘ ŎƻƴǎƛŘŜǊŀōƭŜ 
doubt about the size and nature of its nuclear stockpile. 
 
 A panel on Chinese nuclear forces and strategies included Dr. Mark Schneider of the National 
Institute of Public Policy and Dr. Phillip C. Saunders of the National Defense University, with Mark 
Stokes of the Project 2049 Institute providing written testimony for the record.  The witnesses 
described the evolution of Chinese views on nuclear war fighting and the implications for the United 
States. 
 
 Finally, Representative Frank Wolf presented remarks on the potential dangers of Chinese 
telecommunications equipment. 
 
 We note that prepared statements for the hearing, the hearing transcript, and supporting 
ŘƻŎǳƳŜƴǘǎ ǎǳōƳƛǘǘŜŘ ōȅ ǘƘŜ ǿƛǘƴŜǎǎŜǎ ǿƛƭƭ ǎƻƻƴ ōŜ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘŜ /ƻƳƳƛǎǎƛƻƴΩǎ ǿŜōǎƛǘŜ ŀǘ 
www.uscc.gov.  Members and the staff of the Commission are available to provide more detailed 

http://www.uscc.gov/
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briefings.  We hope these materials will be helpful to the Congress as it continues its assessment of 
U.S.-China relations and their impact on U.S. security. 
 
 The Commission will examine these issues, along with other topics enumerated in its statutory 
mandate, in its 2012 Annual Report which will be submitted to Congress in November 2012.  Should 
you have any questions regarding this hearing or any other issue related to China, please do not 
hesitate to have your staff contact our Congressional Liaison, Jonathan Weston, at (202) 624-1487 or 
via email at jweston@uscc.gov. 
 

Sincerely yours, 
 

 

  
Dennis C. Shea      William A. Reinsch 
Chairman      Vice Chairman 

mailto:jweston@uscc.gov
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This transcript has been amended based on clarifications submitted by Commissioners and witnesses.
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DEVELOPMENT S IN CHINA’S CYBER AND NUCLEAR CAPABILIT IES  
 

MONDAY, MARCH 26, 2012 
 
 

U.S.-CHINA ECONOMIC AND SECURITY REVIEW COMMISSION 
 

  Washington, D.C. 
 

          The Commission met in the Hyl ton Performing Arts Center of  the George 
Mason Univers i ty Pr ince Wil l iam Campus, Manassas, VA at  9:30a.m.,  Chai rman 
Dennis C. Shea, and Commissioners Jef f rey L. Fie lder and Larry M. Wortzel  
(Hear ing Co-Chai rs),  presid ing. 
 

OPENING STATEMENT OF COMMISSIONER JEFFREY L. FIEDLER  

HEARING CO- CHAIR 

 
 HEARING CO-CHAIR FIEDLER:  Welcome,  everyone.  My name is Jef f  
Fiedler,  co-Chai r  of  the U.S.-China Economic and Secur i ty Review Commission's  
hear ing on "Developments in China's Cyber and Nuclear Capabi l i t ies." 
 We have some excel lent  wi tnesses jo in ing us today to prov ide 
test imony about  China's evo lv ing strategic capabi l i t ies. 
 Before we begin today's panels ,  we' re honored to rece ive opening 
remarks f rom former Vice Chairman of  the Joint  Chiefs of  Staf f  and current  Harold 
Brown Chair  in  Defense Pol icy Stud ies at  the Center for  Strategic and 
Internat ional  Studies.  General  James Cartwr ight .   Welcome, General . 
 Genera l  Cartwr ight  real ly needs no int roduct ion.  However,  I 'd  l ike to 
note that  th is is h is second appearance before the Commission.  I  th ink i t 's  fa i r  to 
say that  h is f i rst  test imony back in 2007, whi le serving as head of  U.S. Strategic 
Command, was an inf lect ion point  for  the Commission's work on cyber .    
 Over these past  f ive years,  we've p laced greater and greater emphasis 
on cyber-re lated issues, a t rend we cont inue with today's hear ing.  I t 's  c lear that  
the General 's impact  on the U.S. mi l i tary was the same even as he divided h is t ime 
among issues ranging f rom missi le defense to the war in Afghanistan. 
 Genera l ,  on behalf  of  the Commission, I  want  to thank you for your  
d ist inguished serv ice and your part ic ipat ion here today.  We look forward to your 
remarks, and I  don ' t  know i f  you can top your last  statement when you were 
before us that  cyberwar was a weapon of  mass destruct ion. 
 Thank you, s i r . 
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PREPARED STATEMENT OF COMMISSIONER JEFFREY L.  FIEDLER  

HEARING CO- CHAIR 

 
²ŜƭŎƻƳŜΣ ŜǾŜǊȅƻƴŜΦ LΩƳ /ƻƳƳƛǎǎƛƻƴŜǊ WŜŦŦŜǊȅ CƛŜƭŘŜǊΣ Ŏƻ-Chair of the U.S.-China Economic and 

{ŜŎǳǊƛǘȅ wŜǾƛŜǿ /ƻƳƳƛǎǎƛƻƴΩǎ ƘŜŀǊƛƴƎ ƻƴ άDevelopments ƛƴ /ƘƛƴŀΩǎ /ȅōŜǊ ŀƴŘ bǳŎƭŜŀǊ /ŀǇŀōƛƭƛǘƛŜǎΦέ 
²Ŝ ƘŀǾŜ ǎƻƳŜ ŜȄŎŜƭƭŜƴǘ ǿƛǘƴŜǎǎŜǎ ƧƻƛƴƛƴƎ ǳǎ ǘƻŘŀȅ ǘƻ ǇǊƻǾƛŘŜ ǘŜǎǘƛƳƻƴȅ ŀōƻǳǘ /ƘƛƴŀΩǎ ŜǾƻƭǾƛƴƎ 
strategic capabilities.  

.ŜŦƻǊŜ ǿŜ ōŜƎƛƴ ǘƻŘŀȅΩǎ ǇŀƴŜƭǎΣ ǿŜΩǊŜ ƘƻƴƻǊŜŘ ǘƻ ǊŜŎŜƛǾŜ ƻǇŜƴƛƴƎ ǊŜƳŀǊƪǎ ŦǊƻƳ ŦƻǊƳŜǊ ±ƛŎŜ 
Chairman of the Joint Chiefs of Staff, and current Harold Brown Chair in Defense Policy Studies at the 
Center for Strategic and International Studies, General James Cartwright. 
 DŜƴŜǊŀƭ /ŀǊǘǿǊƛƎƘǘ ƴŜŜŘǎ ƴƻ ƛƴǘǊƻŘǳŎǘƛƻƴΦ IƻǿŜǾŜǊΣ LΩŘ ƭƛƪŜ ǘƻ ƴƻǘŜ ǘƘŀǘ ǘƘƛǎ ƛǎ his second 
ŀǇǇŜŀǊŀƴŎŜ ōŜŦƻǊŜ ǘƘŜ /ƻƳƳƛǎǎƛƻƴΦ L ǘƘƛƴƪ ƛǘΩǎ ŦŀƛǊ ǘƻ ǎŀȅ ǘƘŀǘ Ƙƛǎ ŦƛǊǎǘ ǘŜǎǘƛƳƻƴȅτback in 2007 while 
serving as head of U.S. Strategic Commandτǿŀǎ ŀƴ ƛƴŦƭŜŎǘƛƻƴ Ǉƻƛƴǘ ŦƻǊ ǘƘŜ /ƻƳƳƛǎǎƛƻƴΩǎ ǿƻǊƪ ƻƴ 
ŎȅōŜǊΦ hǾŜǊ ǘƘŜǎŜ Ǉŀǎǘ ŦƛǾŜ ȅŜŀǊǎΣ ǿŜΩǾŜ ǇƭŀŎŜŘ greater and greater emphasis on cyber-related issues, a 
ǘǊŜƴŘ ǿŜ ŎƻƴǘƛƴǳŜ ǿƛǘƘ ǘƻŘŀȅΩǎ ƘŜŀǊƛƴƎΦ LǘΩǎ ŎƭŜŀǊ ǘƘŀǘ ǘƘŜ DŜƴŜǊŀƭΩǎ ƛƳǇŀŎǘ ƻƴ ǘƘŜ ¦Φ{Φ ƳƛƭƛǘŀǊȅ ǿŀǎ ǘƘŜ 
same, even as he divided his time among issues ranging from missile defense to the war in Afghanistan. 
 General, on behalf of the Commission, thank you for your distinguished service and for your 
participation here today. We look forward to your remarks.  
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OPENING STATEMENT OF GEN. JAMES CARTWRIGHT (USMC, Ret. )  

SENIOR FELLOW, CENTER FOR STRATEGIC AND 

INTERNATIONAL TUDIES  

 
GENERAL CARTWRIGHT:  I ' l l  t ry to not  be so controversia l  th is t ime 

around. 
 COMMISSIONER BARTHOLOMEW:  Oh, we l ike i t . 
 HEARING CO-CHAIR FIEDLER:  Please do. 
 [Laughter. ] 
 GENERAL CARTWRIGHT:  I  would l ike to take just  a few minutes on 
both the cyber issue and the nuclear issue i f  that  would be okay. 
 HEARING CO-CHAIR FIEDLER:  Please. 
 HEARING CO-CHAIR WORTZEL:  That  would be great . 
 GENERAL CARTWRIGHT:  Just  to g ive you some thoughts on both of  
them.  I  th ink one of  the th ings that 's becoming evident ,  part icu lar ly s ince the 
last  t ime that  I  had a chance to ta lk wi th the Commission, is that  the concerns 
that  we have in cyber wi th the Chinese real ly do r ise to the leve l  of  nat ional  
secur i ty issues, in part icular,  the potent ia l  threat  and thef t  of  in te l lectua l  capi ta l ,  
and that  constant  and persistent  threat ,  that  whi le i t 's  very d i f f icu l t  in  cyber to 
have a smoking gun, so to speak, the c lear paths back into servers and other 
mechanical  devices inside of  the Chinese sovereign domain remains a constant  
problem for us. 
 And so I  th ink one of  the th ings that  I 'd  l ike to h ighl ight  here is that  
we have to f ind a d ialogue to address these issues, and my preference, my 
recommendat ion, my personal opin ion, is that  that  does not  need to be a mi l i tary 
d ialogue.  I t  real ly needs to be a whole government d ialogue that  is more 
comprehensive than what would occur in a mi l-to -mi l  channel a l though having a 
mi l-to -mi l  d ia logue is probably not  a bad th ing. 
 What we are watch ing and what we are concerned about  are the 
potent ia ls for  several  d i f ferent  vectors to be used in cyber to come into the 
United States.  Whether i t  be for  acts to gain knowledge and intel lectua l  capi ta l ,  
whether i t 's  in  the industr ia l  area, or in  defense, i t  rea l ly doesn' t  matter .   I t  is  
st i l l  a nat ional  secur i ty issue when you look at  the inte l lectual  capi ta l  that  is 
being exf i l t rated out  of  the United States. 
 We worry about  the potent ia l  of  our equipment through the supply 
chain to have been tampered with ,  and that  that  equipment could potent ia l ly hold 
zero day exp loi ts,  th ings l ike that ,  whether they be on the IT s ide of  the equat ion 
or whether they be in other domains inside of  var ious companies. 
 The second area that  is probably very concern ing to us is the wi red 
area.  In other words, the ab i l i ty to come in and start  to query d irector ies and 
whatnot  of  f i les on computers whether those computers be inside of  companies, 
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inside of  educat ion organ izat ions, governmental  organizat ions.  Al l  of  those th ings 
have informat ion that  when put  together starts to bui ld a story,  starts to give you 
a path and an understanding of  how people th ink about  th ings and also about  the 
intel lectua l  propert ies that  people have that  might  be of  value. 
 I  th ink the th ird area which is the most  t roublesome for the 
Department of  Defense is the wire less approach, and th is is the abi l i ty to get  into 
what  people wi l l  th ink about  today as more th ings l ike iPads and te lephones and 
whatnot ,  but  rea l ly what  you' re saying here is that  any aperture that 's out  there 
is a target .   
 Those apertures can be on mi l i tary systems, whether they be missi les 
or airp lanes or ships or ground systems.  Those apertures can obviously be in 
embassies and al l  over the country,  and so these k inds of  accesses are 
t roublesome because at the end of  the day, whether you're  t rave l ing through 
f iber or copper or through the a ir ,  i t 's  just  a waveform on which there 's general ly 
some sort  of  a veh icle ,  a t ruck,  let 's ca l l  i t ,  that  carr ies something that  is as 
innocuous as, you know, where am I and what am I doing and what 's the 
environment here and what the di rector ies f i les look l ike,  to going inside the guts 
of  an airborne radar and looking at  the buf fer and overf lowing i t  or  doing th ings 
l ike that ,  th ings that  are systems that  we count  on day in and day out . 
 The idea and the concern that  th ink ing along those l ines, imagine an 
air l iner ,  imagine what you could do on the inside of  an a ir l iner.   An air l iner today 
is fu l l  of  apertures.  They br ing on board phones, comput ing WiFi ,  et  cetera.  
That 's an open door  into the system. 
 Now, i t  doesn' t  necessar i ly need to be the nat ion state.  I t  doesn' t  
necessar i ly even need to be sponsored.   But  the opportun i ty there is s igni f icant ,  
and so th inking about  those as forms of  conf l ict .   From the department 's 
standpoint ,  we rely on those apertures.   We are very interconnected.  Our 
leverage is our ab i l i ty to do work in environments and to coordinate between the 
act iv i t ies through command and contro l  systems.  Those systems are vulnerable. 
 And i t 's  not  to say that  any adversary wouldn' t  be th inking along 
those l ines, but  the work that  we've seen f rom the Chinese would indicate that  
they are th inking along those l ines, and that  th is is a threat  that  we 're going to  
have to understand and wi l l  pers ist . 
 The last  thing I  want  to do in th is is to demonize the Chinese.  That 's 
not  of  anybody's benef i t  and of tent imes becomes a sel f-fu l f i l l ing prophecy, and I  
worry about  that ,  but  there has to be a way to have dialogue.  There has to be a 
more robust  d ia logue. 
 My preference, my recommendat ion to the Commission, is that  
d ialogue should not  be through the mi l i tary,  as I  said before.  That  should be a 
governmenta l  act iv i ty,  government to government.   I t  has to inc lude the pr ivate 
sector,  but  i t  should be done on a concept  of  whole of  government,  not  on a pure 
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defense const ruct ,  and so I  rea l ly th ink that  each of  these avenues of  approach--
and there are others.  There's close proximity type ways wi th thumb dr ives and 
th ings that  people can get  in and jump across ai r  gaps, th ings l ike that . 
 But  th is  is a country that  pr ides i tse l f  on l imit ing access to the 
networks.   So to say that  they don ' t  have contro l  is somewhat problemat ic for  me. 
 The second area here is that  as you th ink about  cyber,  I  mean th is is 
an internat ional  forum. Okay.  I t  st i l l  requires some bi lateral  work,  but  i t  needs to 
be mult i latera l  in  the end to understand where we're go ing and how we' re going 
to do th is,  and you've got  to th ink about  i t  in  a mult i lateral  format,  and in that  
d iscussion there are certa in th ings, certain r ights and certa in responsib i l i t ies that  
come with those r ights. 
 I f  you 're going to work in th is  environment,  i f  you're go ing to use th is 
environment,  i t 's  a wonderfu l  environment.   I t 's  h ighly leveraging.  I t  has done so 
much for our business concerns al l  over  the wor ld to g ive us capabi l i ty and 
advantage when we can get  i t  and for us to work in an internat ional  forum.  But  
wi th that  comes responsib i l i t ies.   With those r ights come responsib i l i t ies. 
 From a mi l i tary standpoint ,  we t ry to understand what 's an 
appropr iate response to these types of  act iv i t ies.   Certa in ly  when you start ,  you 
want to be working on the Art ic le 3 side, the normal legal  s ide, looking at  th is  
more as a cr ime type act iv i ty,  and as you do so, t ry ing to understand what 
precedents you set ,  how you get  at t r ibut ion, and how you then proceed to do 
whatever needs to be done to f i rst  stop anything that 's go ing on. 
 I f  you have a server  that 's spewing mal ic ious code, to get  that  
stopped and get  i t  s topped in hours,  not  days and weeks.  Then the next  th ing is 
to t ry to understand was th is something that  the server,  whoever owned the 
server,  in tent ional ly d id?  Were they the vict im of  a th ird-party ,  whether i t  be 
somebody f rom the government or  somebody, a pr ivate interest  inside in that  
country,  or  was i t  somebody outside that  country just  us ing them as a vehicle  to 
get  into you? 
 I  mean al l  of  those are possib i l i t ies.   A l l  of  those need some sort  of  a 
formal approach to be able to deal  wi th  and to work your way back through the 
forensics of  that  kind of  act iv i ty . 
 But  what  you have to deal  wi th ,  and what we have to deal  wi th ,  I  
th ink,  or  what  the mi l i tary has to deal  wi th is the immediacy.  So th is is not  unl ike 
the current  laws that  ex ist .   Stop the threat .   
 Now there's p lenty of  ways to do that .   Heretofore,  dur ing my t ime in 
the government for  the last  four or f ive years,  the f i rst  th ing we did was go to  the 
State Department and say th is server in th is country is put t ing out  bad 
informat ion.  Go to that  country and ask them to stop in 48 hours.  We're not  
judging them.  We're not  judging whether they 're the gui l ty  party .   Just  stop i t .   
 Now, we've never had a country refuse to do that  that  I 'm aware of .   
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But i f  they d id,  then you can invoke the r ight  of  sel f-defense.  The quest ion is 
what  should that  look l ike?  My thought  process up unt i l  now has been that  that  
server then without  col lateral  damage around i t  is fa i r  game to stop wherever i t 's  
located because you gave the country fa ir  not ice,  stop i t . 
 That  doesn ' t  mean you've e l iminated the threat .   These th ings go a l l  
over the p lace, but  i t  does mean that  you have a venue by which you can say that  
speci f ic server was causing me prob lems, we complained, nothing was done, stop 
i t ,  and we have the tools to do that  and to do that  just  to that  server . 
 Again ,  we've never had that  problem.  We've never had a nat ion state 
turn around and say no, we're not  go ing to stop i t .   But  i t 's  that  thought  process.  
 How are we go ing to actual ly make that  pol icy and legis late that  k ind 
of  act iv i ty?  You know, what  is  the r ight  of  hot  pursui t  in  these environments?  Is 
i t  one server?  Is i t  two servers back?  What 's fa i r  not ice?  What 's declaratory 
pol icy look l ike?  I  th ink these are al l  th ings that  we have to start  to get  our mind 
around, but  i t  should not  be uni lateral . 
 I t  shou ld be done in  a co l laborat ive fashion on an internat ional  basis,  
you know, f i rst  wi th  our f r iends, and we have undertaken, the government has 
undertaken the work to go to the F ive Eyes construct  in the intel l igence 
community because we have intel lectua l  and c lassi f ied exchange act iv i t ies there 
that  are sanct ioned, and we can move data back and forth .   We can talk about  
th ings that  we may not  ta lk about  in a more open envi ronment wi th the Five Eyes. 
 I f  we could do that  now with NATO, which best  I  can determine we' re 
on the path to do, that 's almost  95 percent  of  the t raf f ic on the wi red s ide in the 
wor ld when you put  the Five Eyes together wi th NATO.  So I  mean i f  we can come 
to some common standards on an internat ional  basis to ta lk about  these issues 
about  being at tacked, descr ib ing those at tacks, understand ing what your standard 
ru les of  engagement would be on a mi l i tary s ide, understanding what declaratory 
pol icy and judicia l  pol icy would look l ike in those envi ronments,  and what 's 
appropr iate and come to an agreement  internat ional ly .   Is i t  just  to the f i rst  
server and stop i t?  Is i t  to fo l low i t  back or do you wait  and do you go through 
the forensics through a more formal not ice through the FBI ,  say, wi th that  
country? 
 Those are a l l  th ings that  we 're start ing to do informal ly but  now need 
some structure around them.  I  th ink people are start ing to understand th is now, 
but  the quest ion is how do you put  st ructure in i t ,  and how do you put  st ructure 
in i t  in  such a way because any t ime you put  st ructure to something, there 's a 
down side to i t .   You're g iv ing someth ing up. 
 And so that  debate needs to be more publ ic ,  and i t  needs to go 
beyond our borders,  but  we have a part icular prob lem r ight  now with the Chinese, 
and i t 's  more associated on the nat ional  secur i ty s ide, and I  th ink that  d ialogue 
has got  to occur country-to -country.   I 've been a party to two sessions with my 



7 
 

  

counterparts to have th is d iscussion, but  qui te f rankly,  the Chinese mi l i tary is not  
real ly where you want to have th is d ialogue. 
 You want to have th is d ialogue as a government-to -government 
act iv i ty,  not  as a mi l i tary-to -mi l i tary act iv i ty .   The mi l-to -mi l  wi l l  come, and i t 's  
important ,  but  not  as important  as coming to an understanding. 
 I  th ink those are k ind of  the key issues that  I  would h ighl ight ,  and 
then I 'm wi l l ing to fo l low you anyplace on quest ions. 
 I f  I  could just  say a few words on the nuclear s ide. 
 HEARING CO-CHAIR FIEDLER:  Please. 
 GENERAL CARTWRIGHT:  Again,  my worry,  part icular ly,  as we as a 
government start  to  d isengage, and be carefu l  wi th that  word, but  start  to move 
out  of  I raq and move out  of  Afghanistan, and start  to reposi t ion ourse lves in the 
wor ld,  whether we cal l  i t  a p ivot  or  whatever we want to cal l  i t ,  the real i ty here is 
we 've always been in the Paci f ic.   We're going back to the Paci f ic  through the 
forces that  we removed f rom that  venue in order to work in Afghanistan and I raq 
to a large extent . 
 But  what  should that  posture look l ike? What we c lear ly are doing is 
t ry ing to f ind a way to have a southern hub in the Paci f ic because we've always 
had the northern hub.  We're worr ied about  the North Koreans.   But  the southern 
hub has been an area that  we don' t  have the basing r ights .   We moved out  of  our 
t ime in Taiwan.  We've moved out  of  our basing in the Phi l ippines.  Now, 
permanent basing in the South Paci f ic is a prob lem. 
 For me, Aust ral ia doesn' t  count  in that  const ruct .   I t 's  too far  south .  
I t 's  too far  away. I t  is okay to use as a t ra in ing base and whatnot ,  but  i t  shou ld 
not  be considered an operat ional  act iv i ty. 
 How are we go ing to do that?  Whether  i t 's  a l i ly  pad const ruct  where 
we kind of  move f rom place to p lace as we're welcomed.   As you watch the 
tensions r ise in the Paci f ic ,  we gain more f r iends here, qu i te frankly.   We've got  
to be carefu l  about  those f r iends, and we've got  to be carefu l  about  demoniz ing 
China as we do th is . 
 The intent  here is not  to enter into conf l ict .   The intent  is to have 
stabi l i ty and ensure the Strai ts of  Malacca and areas l ike that  remain open and 
that  the constructs that  we have on an internat ional  s ide remain understood. 
 So extended boundar ies into the sea to get  minera l  r ights  and energy 
r ights,  et  cetera,  are problemat ic for  us.  Passage through those areas is cut  o f f  
and costs companies large amounts of  money to go around them.  Those are 
th ings we've got  to worry about  and that  we should be consider ing about .   
 So on the st rategic s ide, as you move forward here, they are 
develop ing a nuclear capabi l i ty .   I t  is  there.  I t  is not  something they need to 
invent ,  but  the scale of  i t  is  the issue here, and we are in th is mind-set  r ight  now 
of  a pure b i lateral  re lat ionship with the Russians.  They remain the potent  arsenal 
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out there.  I  understand that .   But  the real i ty here is our t rade, our act iv i t ies,  our 
re lat ionships are so interdependent and intertwined with the Chinese that  we 
need to have th is d ialogue. 
 What worr ies me probably the most  are the disconnects that  tend to 
occur between the ir  government and their  mi l i tary.   You can use the ASAT test .   
You can use the steal th f ighter f l ight  whi le the Secretary was there.  I  mean any 
number of  th ings that  point  to a d isconnect  in command and contro l  between the 
civ i l ian leadership and the mi l i tary.   
 They have a d i f ferent  concept  than we do of  how civ i l-mi l i tary comes 
together,  but  at  the end of  the day, we need our sen ior leaders on the civ i l ian 
side to be able to have a good relat ionship,  a t ransparent  re lat ionship .  We need 
as a nat ion to stop th inking bi lateral ly and now start  to think mult i latera l  when 
we th ink about  nuclear weapons because the act iv i t ies associated with China and 
how much i t 's  going to grow, as you watch Russia and the United States start  to 
draw their  arsenals down, where do we want to end up in th is? 
 What 's the goal?  What does i t  look l ike? Many of  our weapons are 
associated with f i rs t  st r ike type act iv i t ies or decapitat ing s t r ike act iv i t ies.   
There's a way to negot iate those act iv i t ies.   I f  we cou ld do that  wi th the Russians, 
we could drast ical ly  reduce the arsenals we have.  Do we want to let  the Chinese 
get  beyond that  and then have to negot iate back?  Where do we want to be? 
 The longer we wait  on th is th ing, the longer we put  th is of f ,  the more 
problemat ic i t 's  going to be for us to have a mult i lateral  approach to nuclear 
weapons.  And that 's not  just  the abi l i ty to st r ike with those, but  pro l i ferat ion 
and nonprol i ferat ion.  Al l  of  those venues need to be d iscussed. 
 I t 's  not  that  they're  not  wi l l ing,  but  how do we start  to get  th is into a 
more author i tat ive act iv i ty so that  we can actual ly start  to  work in th is 
environment as we move forward?  I  th ink th is is very cr i t ical  to  how we go 
forward.   
 So I ' l l  hold there and open for quest ions in any of  those areas or  any 
place you 'd l ike to go. 
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QUESTIONS AND ANSWERS 

 
HEARING CO-CHAIR FIEDLER:  Thank you very much, General .    

 We do have a number of  quest ions.  I  have a qu ick one.  You said that  
we 've never had a nat ion state refuse to help us when we've s ingled out  a server .   
Does that  include the Chinese? 
 GENERAL CARTWRIGHT:  I  cannot  comment on speci f ic countr ies. The 
chal lenge-- 
 HEARING CO-CHAIR FIEDLER:  Is at t r ibut ion. 
 GENERAL CARTWRIGHT:  - -on many of  these is get t ing back to that  
server and actual ly f inding i t .   There are f ingerpr ints- - 
 HEARING CO-CHAIR FIEDLER:  Right . 
 GENERAL CARTWRIGHT:  - -wi th any of  these at tacks, and many of  
these at tacks may have one country 's f ingerpr ints but  be emanat ing f rom another, 
and so you' re go ing to have to do forensics to some extent  to start  to fo l low the 
path back, but  i f  you f ind the server that 's of fend ing, get t ing at  that  server f i rst ,  
to me, is the logica l  step, whatever country i t 's  in ,  and then you work on the 
forensics af ter  that . 
 HEARING CO-CHAIR FIEDLER:  Right .   Mike. 
 COMMISSIONER WESSEL:  Thank you for being here and for  your 
ear l ier  test imony and the vis i t  we had,  and I 'd  l ike to refer  back.  As 
Commissioner F iedler had talked about ,  last  t ime you were here, you had ta lked 
about  being--cyber being the WMD of  the future. 
 You ment ioned at  the f ront  end of  your test imony quest ions about  the 
equipment and the supply chain,  and I  wanted to get  your thoughts.   As there is 
more g lobal izat ion of  the supply chain,  and there have been increasing concerns 
about  certain vendors that  have at  t imes talked about  mit igat ion steps, et  cetera,  
how do you view that? 
 Are there ways of  tak ing fu l l  mit igat ion that  you can develop 
conf idence in foreign vendors or is there always going to be a certain amount of  
r isk that  we have to  accept ,  and the quest ion is what  is the t ipping po int  for  that  
conf idence? 
 GENERAL CARTWRIGHT:  Yeah.  I  th ink that ,  you know, dur ing my t ime, 
at  least ,  in  government,  we probably went  too far  in one d irect ion of  be l ieving 
that  in many cases, for  cr i t ical  components,  we were go ing to have U.S.-only 
foundr ies,  so to speak.  That 's real ly unreal ist ic .  The systems are too 
interconnected.  I t  doesn' t  mean that  we shouldn' t  be wary,  we shouldn ' t  have 
safeguards in p lace,  test ing, th ings l ike that ,  but  the rea l i ty  here is that  i t  wi l l  
dr ive the cost  in such a way that  many American companies of tent imes won ' t  be 
able to compete. 
 Many of  these vendors for  th ings l ike SCADA systems and other types 
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of switches are so leveraging in costs to go of fshore that  i t 's  very d i f f icu l t  to keep 
your supply chain pure.   
 Air  gapping something, so let 's just  say i t 's  a special  system, and you 
don' t  want  i t  connected to anything, wel l ,  the f i rst  th ing you f ind out  is that  i t  
a lmost  is connected, always touches something.  I f  i t  d idn ' t  get  designed that  
way, some ingenious young person, o ld person, whatever,  wi l l  f ind a way to get  i t  
connected because they' l l  be t ry ing to help somebody. 
 Oh, you'd l ike to have the weather at  the same t ime, here,  let  me just  
connect  th is up for you.  You know, i f  you're in the intel l igence community ,  
they' re your best  al l ies,  and over t ime somebody is going to penetrate that  
network.  You d idn' t  in tend i t .    
 So the idea that  the supply chain somehow could be pure in  that  
network is also pret ty remote because th ings break and bosses want th ings f ixed 
r ight  away so you' l l  go get  what  you can get ,  and of tent imes you don' t  know the 
pedigree of  that  equipment. 
 So having that ,  understand ing that ,  is one side of  th is equat ion.  
Having test ing, that 's important .   My sense is there ought  to be some sort  of  
test ing here, and there ought  to be some sort  of  cert i f icat ion that  goes with i t  so 
you have a reasonable understanding of  the r isks that  you' re taking in your 
network,  understanding that  i t 's  going to be connected to a network that 's h ighly 
r isky.  Dot-com is st i l l  the wi ld,  wi ld West . 
 But  as you look at  th is,  we need to take mit igat ion st rategies.  From a 
person who has spent  the last  severa l  years on the offensive side of  cyber ,  one of  
our best  defenses is  probably a f law for  us,  but  there is no such th ing as a 
b luepr int  that  is accurate.  There isn ' t .   And there are switches put  in and out ,  
and as soon as you change a system, i t 's  very d i f f icu l t  to at tack it .   
 You've now got  to go back in .   So we tend to be our best ,  our own best  
defense.  We're also our own worst  enemy in that  we tend to be sloppy.  But  the 
constant  changing in our networks,  there's  no two systems in the electr ic gr id 
that  are exact ly the same.  None of  them are purely to b luepr int . 
 So having the b luepr ints is an advantage, but  i t 's  not  necessar i ly the 
answer.   This is a very d i f f icu l t  act iv i ty .   This is not  te lev is ion where some 18-
year-old wi l l  come in and do i t .   This takes a lot of  work and a lot  of  people to do. 
 So the quest ion f rom the supply s ide f rom my standpoint  is you need 
to start  developing strategies,  st rategies that  change your conf igurat ion on a 
regular basis,  st rategies that  match conf igurat ions with other systems to say are 
they both te l l ing me the same th ing?  So having dup l icate systems, back-up 
systems, so that  you know when you' re  being deceived,  or that  you f ind out  as 
ear ly as possib le in the game. 
 The mi l i tary has got  to get  into th is,  too, and you cannot  re ly on a 
single set  of  sensors,  weapons and command and control  in  the future.  I t 's  just  
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not reasonable.  You're going to have to compare mult ip le sensors against  
mult ip le command and contro l  nodes against  mult ip le de l ivery systems. 
 I f  you don' t  do that ,  you won' t  know when you' re being l ied to.   I  
mean because I  can make your d isplay te l l  you whatever you want to see.  So, you 
know, these are the kinds of  th ings that  we have to start  th ink ing.  What are the 
cyber st rategies?  How do you understand th is?  But  th is environment is so 
leveraging to business and so leveraging to defense, i t 's  a r isk-gain act iv i ty that  
you go through.  
 Nothing is wi thout  r isk,  you know, and you got  to  look at  the gains 
that  you get  for  i t  and decide how much r isk you' re wi l l ing to take, and then 
obviously be prudent  and understand ing of  the r isk that  you are taking so that  
when you undertake an act iv i ty ,  you're  wel l  aware of  the r isks that  are there,  too. 
 I  mean i t 's  just  l ike me go ing to my bank onl ine.  I 'm wi l l ing to s ign up 
for a reduct ion in my pr ivacy for  h igher assurance that  the t ransact ions are,  in 
fact ,  going to happen, and that  they' l l  be cared for,  and that  they won' t  be lost  or  
compromised when they occur. 
 This idea of  voluntar iness has to be there, but  you're  go ing to make a 
r isk-gain ca lcu lus each t ime you do i t . 
 HEARING CO-CHAIR FIEDLER:  Thank you. 
 One more.  Dan. 
 COMMISSIONER BLUMENTHAL:  Yes. 
 HEARING CO-CHAIR FIEDLER:  There are actual ly maybe two more. 
 COMMISSIONER BLUMENTHAL:  Thank you for your test imony.   
 I  had a quest ion regarding taking the point  that  i t  shouldn' t  just  be a 
mi l i tary-to -mi l i tary d ialogue.  In my op in ion, just  fo l lowing on th is,  the greatest  
r isk is obviously a major ,  a major cyber at tack,  actual ly that  the Chinese are qui te 
open in wr i t ing about  and speaking about ,  and not  only on the sort  of  force-
enabl ing s ide in terms of  what  they might  do in a conf l ict  scenar io,  but  actual ly 
using cyber as a st rategic of fensive weapon l ike other countr ies have already 
done. 
 And I  just ,  i f  you could walk me through the--and I  understand part  of  
the problem with the PLA is they just  won' t  ta lk .   I  mean that 's one of  the reasons 
we need the whole government approach is the PLA doesn ' t  l ike to ta lk to us very 
much. 
 So i f  you could walk me through th is sort of  deterrence th inking on 
th is.   I  mean i t  is just  so hard to get  your head around.  I  mean, you know, how do 
you deter a major ,  you know, a major cyber at tack that  is not  physical  in  nature,  
but  can st i l l ,  as you said years ago, br ing down a banking system and an elect r ic 
gr id,  or  that 's the next  type of  th ing that  might  be used against  us?  Walk me 
through the ear ly stages of  how to th ink about  deterrence. 
 GENERAL CARTWRIGHT:  My sense is that  the 21st  century deterrence, 
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whether i t  be nuclear,  whether i t  be b io,  whether i t  be cyber,  is go ing to ,  to a 
large extent ,  be about  anonymity and about  at t r ibut ion.  Whether nuclear--you 
know, i t 's  much more ef fect ive,  rather than 300 ICBMs coming over the Pole,  to 
take a p ick-up t ruck and park i t  in  the c i ty .   Okay.   
 In b io,  i t 's  go ing to take us a long t ime to understand where the at tack 
came from.  In cyber,  i t 's  going to be much the same.  Okay.  So when you have 
threats l ike that ,  the general  deterrent  const ruct  is to remove as much as possib le 
the object ive f rom your adversary.  So passive defenses ta lk about ,  in  the kinet ic 
sense, ta lk about  hardening, stand-of f  d istances for ter ror is ts so that  vehicles 
can' t  get  c lose to bui ld ings, th ings l ike th is. 
 You have to th ink about  the same th ings in cyber.   What are the th ings 
that  you can do that  would mit igate the l ikel ihood that  a cyber at tack could ,  in  
fact ,  drop the whole electr ica l  gr id or a banking system or  something l ike that?  
These are the types of  deterrent  st rategies that  you have to th ink about . 
 Of fense and mutual  assured dest ruct ion is re lat ively low in ut i l i t y in 
these types of  envi ronments.  Okay.  So you' re th inking more about  the types of  
defenses that  deny your adversary the i r  object ive,  and when you th ink about  that  
in cyber ,  as I  just  ta lked about ,  i t 's  having back-up systems,  i t 's  having good 
hygiene, which is general ly our b iggest  problem, and I 've ta lked before publ ic ly  
about  there needs to be some sort  of  publ ic-pr ivate organ izat ion--I  used as an 
example the FDIC--where you get  the stamp on the outs ide that  says I  have good 
hygiene, I 've looked at  my hardware, I  do these kinds of  inspect ions.  You can 
shop here or you can shop there, you know. I t 's  your cho ice. 
 But  have some sort  of  a venue l ike we do with the FDIC that  is not  
pure government,  but  has the author i ty to lay down a standard against  which you 
can use. 
 In the deterrence construct ,  I  go back to the per iod of  the '70s, '60s, 
'70s, '80s, where we were worr ied about  h i jacking in th is country,  and with a few 
air  marshals,  a very low percentage in comparison to the number of  f l ights ,  the 
l ikel ihood that  you were go ing to be successful  went  down suf f ic ient ly that  the 
h i jackers went away. 
 You're never going to make i t  go away completely,  but  what  you 're 
looking for is the knee in the curve.  What does i t  take to make your adversary 
bel ieve that  the l ikel ihood of  success has been signi f icant ly d iminished?  That  
appl ies al l  the way up to fu l l-b lown war. 
 Now, I  don ' t  bel ieve anybody is go ing to  invade the United States.  But  
for  us,  I  th ink at  least  for  the next  f ive to ten years,  the b iggest  threat  that  we 
have is the unknown.  I t  doesn ' t  take a l l  the banking system to come down.  One 
bank and somebody cla iming they cyber  hacked i t  is enough to make you quest ion 
whether you should  go back to the bank tomorrow. 
 I t 's  the same with an air l ine or any other th ing.  So i t 's  less the 
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massive at tack that  you worry about ;  i t 's  the loss of  conf idence in the country 
that  can occur f rom a l imited at tack that  is very d i f f icu l t  to put  at t r ibut ion to .   
Those are the kinds of  th ings I  th ink that  we have to worry about . 
 COMMISSIONER BLUMENTHAL:  I f  you would,  expla in why the 
retal iatory st rategy would not  work? 
 GENERAL CARTWRIGHT:  Wel l ,  number one, i t 's  not  immediate and 
proximate. 
 COMMISSIONER BLUMENTHAL:  Okay. 
 GENERAL CARTWRIGHT:  I  mean that 's the b iggest  problem. 
 HEARING CO-CHAIR FIEDLER:  Time for one last  quest ion.  Larry 
Wortzel . 
 HEARING CO-CHAIR WORTZEL:  General ,  thank you very much for 
thought fu l  test imony and for agreeing to come out  here a second t ime.   
 I  want  to take you back to your days as the STRATCOM commander and 
talk about  nuclear issues.  The Russians have changed much of  their  warf ight ing 
doctr ine, part icu lar ly in the Far East ,  and are re introducing tact ica l  and even what 
boi ls down to  nuclear weapons because of  their  lack of  manpower and weakness. 
 I t  seems to me that  makes the f i re break between convent ional  and 
nuclear war more f ragi le and makes nuclear war more l ike ly .   Is China l ikely to 
mirror that  Russian doctr ine in sel f-defense, and i f  they do, what  does that  do to 
INF forces and t reaty? 
 GENERAL CARTWRIGHT:  I  th ink there 's a couple of  axioms that  st i l l  
seem to ho ld t rue.  Nat ion states acqui re nuclear weapons as a shie ld.  Terror is ts 
acqui re them as a weapon, as a sword.  That  tends to st i l l  be t rue. 
 Nat ions that  bel ieve that  the strength of  countr ies that  might ,  in  fact ,  
pose them threat ,  when that  st rength is substant ia l  and outnumbers in s igni f icant  
ways, whether i t  be in weapons or people,  nuclear weapons become a leveler- -
okay--in their  mind. 
 Russian mi l i tary is not  growing.  I t 's  decreasing, and you can look at  
the demographics o f  the country.   They 're on the decl ine f rom a pure who could 
be in the mi l i tary standpoint .   The number of  systems they have are decl in ing.   
When they look to their  south,  they see nothing but  growth, and they see noth ing 
but  large numbers. 
 So for the Chinese, i t  doesn ' t  make a lo t  of  sense to go that  path,  but  
for  the Russians, they' re start ing to perceive a threat .   They may bel ieve there is 
st i l l  a threat  f rom Europe.  To us i t  doesn' t  make sense, but  that 's the ir  own 
psyche. 
 So they 're looking at  threats that  they can no longer outman.  They 
certa in ly can out-qual i ty in many venues, but  the numbers game is work ing 
against  them, and they look at  these th ings as be ing r ight  on their  borders,  not  
across the ocean f rom them or something l ike that ,  and so they' re very proximate 
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threats. 
 As you start  to look at  t reaty constructs,  as we go forward,  we 
certa in ly need to be mindful  of  that  threat  and their  percept ion of  that  threat .  
I t 's  very real  to them.  Okay.  We can' t  just  d ismiss i t  wi th why can' t  you just  
agree to get  along? 
 And so as we go beyond new START, we need to now start  to 
understand the impl icat ions of  cyber,  missi le defense, long-range convent ional ,  
and then nuclear .   And we probably need to start  to f ind a way to get  away f rom 
just  a pure us versus Russia long-range strategic weapons and get  into a more 
fu lsome d ialogue, but  doing that  in the si los of  tact ica l ,  st rategic,  convent ional  is 
not  going to do us wel l . 
 We've got  to start  to make the prob lem harder to understand the 
context  in which we're making these decisions because doing i t  in  the Aegis is not  
work ing for us.  Just  taking care of  long range st rategic makes us feel good, but  i t  
isn ' t  solv ing the g lobal  problem. 
 HEARING CO-CHAIR WORTZEL:  Thank you very much.   
 HEARING CO-CHAIR FIEDLER:  Thank you very much, General .   Always 
good to see you again. 
 GENERAL CARTWRIGHT:  Thank you.  Take care. 
 HEARING CO-CHAIR FIEDLER:  Thank you. 
 The next  panel- -just  a couple of  minutes whi le the next  panel 
assembles. 
 [Pause.] 
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PANEL I  ï CYBERSECURITY 

 
HEARING CO-CHAIR FIEDLER:  Okay. 

 HEARING CO-CHAIR WORTZEL:  A l l  r ight .  Please take your seats.   
We're go ing to start  the f i rst  panel  of  the day. 
 Our f i rst  panel  is on cyber issues, and we're p leased to welcome three 
of  the best  in the f ie ld:  Richard Bej t l ich,  Nart  Vi l leneuve--d id I  get  that  r ight? 
 MR. VILLENEUVE:  Yes. 
 HEARING CO-CHAIR WORTZEL:  Thank you.  And Jason Healey.   
 Mr.  Bej t l ich is  Chief  Technology Off icer at  Mandiant .   He's a  former 
mi l i tary intel l igence of f icer and has over 13 years exper ience in enterpr ise level  
in t rusion detect ion and inc ident  response.  He 's authored several  books on the 
subject  and reviewed dozens of  books. 
 Mr.  Vi l leneuve is a  senior  threat  researcher at  Trend Micro where he 
focuses on targeted malware at tacks, botnets,  and the cr iminal  underground.    
 Previously,  h is technica l  research at  the Universi ty of  Toronto led to 
the discovery of  two cyber espionage networks,  GhostNet and ShadowNet-- and 
there were two great  publ icat ions on that- -which compromised foreign 
governments and miss ions. 
 Mr.  Healey is the Di rector of  the Cyber Statecraf t  In i t iat ive of  the 
At lant ic Counci l ,  focusing on internat ional  cooperat ion, compet i t ion and conf l ict  
in  cyberspace.  He 's  got  extensive exper ience in the pr ivate sector and the White 
House and began his career in the U.S. Air  Force. 
 Thank you for being here.  A couple of  procedural  notes.  We expect  
Representat ive Wol f  around 11 a.m.,  and we're going to just  hold the panel and 
yie ld for  h is remarks. 
 Second, I  want  to remind you that  we t ry and hold the test imony i tsel f  
to seven minutes, which we have your wr i t ten statements,  and we've read them, 
but  i t  leaves a lot  more t ime for quest ions.  You saw we d idn' t  have much t ime for 
quest ions before. 
 So, Mr.  Bej t l ich,  we ' l l  let  you begin.  Thank you. 
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OPENING STATEMENT OF RICHARD BEJTLICH 

CHIEF SECURITY OFFIC E, MANDIANT  

 
MR. BEJTLICH:  Good morning, Mr.  Chai rman, members of  the 

commit tee, and thank you for the opportuni ty to contr ibute to today 's hear ing. 
 I 'm the Chief  Secur i ty Off icer at  Mandiant ,  and i f  I  cou ld be the CTO, 
that  would probably be a n ice promot ion, but  for  now I 'm the Chief  Secur i ty 
Off icer . 
 We're a pr ivate company that  provides sof tware and services to detect  
and respond to d ig i ta l  in t rusions.  My test imony draws on our company's 
exper ience as wel l  as four years defending Genera l  Electr ic as Director of  Incident  
Response, and I 've defended Western interests  against  ser ious int ruders since 
1998 when I  was a captain in the Air  Force. 
 Because my most  recent  exper ience draws on work done in the pr ivate 
sector,  I 'm not  the person to ask about  the structure of  the Chinese mi l i tary or 
the actual  roots that  are behind i t .   However ,  I  can give you my company and my 
col leagues '  perspect ives on th is problem. 
 Our inte l l igence team tracks about  20 groups that  we designate as 
Advanced Persistent  Threat  actors.   We tend to take the st r ict  def in i t ion of  APT, 
as def ined by the Ai r  Force in 2006, as groups that  are act ing f rom China. 
 We current ly categor ize these groups as having di f ferent  sk i l l  levels.   
We categor ize about  a quarter of  those 20 to have what we would consider h igh 
ski l l ,  about  one-quarter having medium ski l l ,  and, as you might  expect ,  one-
quarter having low ski l l .   The f ina l  quar ter are groups that  we have just  recent ly 
ident i f ied ,  and we don' t  have enough data yet  to te l l  you whether you consider 
them high, medium or low. 
 Most  of  the groups we t rack target  the U.S. defense indust r ia l  base, 
but  also some of  these groups target  U.S. government agencies,  th ink tanks, 
pol i t ica l  organizat ions, and other commercial  and pr ivate targets,  and our most 
recent  report  broke out  the percentages of  act iv i ty against  d i f ferent  e lements of  
th is nat ion 's inf rast ructure. 
 So 23 percent  of  the act iv i ty that  we saw covered communicat ions 
companies, and by that  I  don' t  mean ISPs, I  mean people who make te lecom gear;  
18 percent  af fected aerospace and defense; 14 percent  computer hardware and 
sof tware;  ten percent  energy or o i l  and gas;  ten percent  e lectron ics;  and the 
remain ing quarter was considered "other,"  of  which the f inancial  sector was the 
largest . 
 You' l l  not ice i f  you compare those sorts of  companies and industr ies 
to your last  year 's report ,  i t  matches up pret ty n ice ly wi th some of  the strategic 
sectors that  China has targeted. 
 I  have a couple of  case studies where I 'd  l ike to i l lustrate some trends 
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we've seen in int rus ions l inked to China.  The f i rst  case descr ibes APT actors who 
assembled intel lectual  property that  they needed to repl icate a product ,  and the 
second one descr ibes APT actors who are present  dur ing merger and acquisi t ion 
act iv i t ies. 
 In the f i rst  case, in ear ly 2011, and these are al l  f rom just  last  year for  
your reference, we were contacted by an electronic components manufacturer as 
a resu l t  of  a not i f icat ion by a th ird-par ty,  namely,  a government agency. 
 We discovered that  th is organizat ion had had technology stolen f rom 
i t ,  and the vict im d id not  p lace a lot  of  value on that  part icular component 
because what they said was th is component is something that  you have to pair  
wi th another p iece of  technology in order to have value.  Now, c lear ly ,  they were 
making i t ;  they were sel l ing i t .  But  they said I  don' t  understand why an int ruder 
would want th is;  you have to put  i t  wi th something else. 
 Wel l ,  wouldn ' t  you know two weeks later,  we got  a cal l  f rom that  
second company that  made the other hal f  of  the component,  and they sa id 
somebody just  sto le  th is f rom us.  We don' t  understand what the deal  is,  but  we 
don' t  th ink i t  has that  much va lue because you need Part  A.  Wel l ,  we were in a 
posi t ion to see Parts A and B stolen, put  them together ,  and obviously the 
int ruders had the same sort  of  in terest  as wel l . 
 The second case involved a large European defense contractor.   They 
also had received a th ird-party not i f icat ion that  there was a problem. They 
suf fered the same sorts of  in t rusions as you probably read in the news, mal ic ious 
PDF at tachment,  user c l icks on i t ,  the int ruder then prol i ferates throughout the 
environment .   In the course of  our invest igat ion, we found that  the int ruder had 
ul t imate ly sto len about  50,000 f i les,  and the th ing that  was interest ing about  th is 
case was that  th is large organizat ion was in the course of  doing merger and 
acquisi t ion act iv i t ies. 
 Speci f ical ly ,  they were looking at  buying a smal ler  company, and what 
we found was that  th is smal ler  company was complete ly compromised by Chinese 
actors,  and so as a resul t  of  our work wi th both these organ izat ions, we were able 
to f ind the problem, take care of  i t ,  and then move on. 
 This idea of  the Chinese going af ter  smal ler  organizat ions that  have 
been ident i f ied as being about  to be acquired by larger ones seems to be a t rend 
because a lot  of  the companies that  you see represented in the audience today,  
they've done a good job hardening themselves against  these bad guys, but  the 
smal ler  ones aren' t  there yet . 
 I 've got  a couple other stat ist ics I 'd  l ike to share based on our analysis 
of  these groups over the last  year .   94 percent  of  our v ict ims learn of  the 
compromise via th ird party .   That 's most ly the FBI .   There is some NCIX and some 
by some other means.  That  means only s ix percent  found i t  themselves.  Most  of  
these organizat ions just  don' t  have the tools ,  processes, staf fs,  or  mind-set  
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necessary to  deal  wi th these int ruders. 
 Secondly,  the median number of  days that  e lapsed between where we 
found the int ruder get t ing into a company and someone doing something about  i t  
was 416.  In other words, these int ruders are in these organizat ions wel l  over  a 
year ,  doing whatever they want before anyone even not ices. 
 The only br ight  s ide to th is is th is is actual ly a decrease.  Typical ly i t 's  
two to three years,  and you have even seen the publ ic Nor tel  case where i t  was 
something on the order of  ten years. 
 And, then, f inal ly,  we have seen the bad guys us ing stolen credent ia ls 
in 100 percent  of  the cases.  So whenever you focus on tools,  you' re go ing to miss 
a lot  of  the cases because the bad guys are go ing in there s teal ing credent ia ls and 
then look l ike normal users. 
 Now, i t 's  important  to real ize these groups use the level  of  
sophist icat ion they need to accompl ish their  object ive,  but  I  prefer to emphasize 
the advanced nature of  the int rus ion management ski l ls when explain ing that  
these groups, you 've got  some of  the most  mot ivated, wel l-resourced, wel l-
staf fed companies in the wor ld f ight ing these guys, and no one has solved th is 
problem.  And so i t  real ly speaks to more of  a larger p icture than what we have 
here.   
 Final ly ,  Mandiant  is  not  aware of  any speci f ic at tacks against  an 
organ izat ion 's supply chain or  c loud inf rastructure.  Supply chain at tacks can be 
detected, but  to te ll  you the t ruth,  the cloud at tacks real ly worry us because i t  is 
d i f f icu l t  for  a cloud vict im to know that  something has happened, and i t 's  d i f f icu l t  
for  the c loud provider to te l l  that  something has happened. 
 You want to ta lk about  the Internet  be ing the "Wild West ."   The cloud 
is certa in ly a Wild West  out  there.   
 And f inal ly ,  two recommendat ions that  I  would make.  First ,  I  
recommend Congress consider an "are you compromised" assessment to be done 
on an annual basis to te l l  i f  organizat ions have been compromised, as opposed to 
something l ike an "are you vu lnerab le,"  because everyone is vulnerable. 
 And then, secondly,  I  recommend the adopt ion of  an open standard 
for  exchanging technica l  data.  Our company has something cal led OpenIOC that  
would help in th is regard.  
 I  thank you for the opportuni ty to test i fy,  and I  welcome your 
quest ions. 
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IŜŀǊƛƴƎ ƻƴ ά5ŜǾŜƭƻǇƳŜƴǘǎ ƛƴ /ƘƛƴŀΩǎ /ȅōŜǊ ŀƴŘ bǳŎƭŜŀǊ /ŀǇŀōƛƭƛǘƛŜǎέ 
 
aǊΦ /ƘŀƛǊƳŀƴΣ ƳŜƳōŜǊǎ ƻŦ ǘƘŜ /ƻƳƳƛǘǘŜŜΣ ǘƘŀƴƪ ȅƻǳ ŦƻǊ ǘƘŜ ƻǇǇƻǊǘǳƴƛǘȅ ǘƻ ŎƻƴǘǊƛōǳǘŜ ǘƻ ǘƻŘŀȅΩǎ 
hearing. I am Chief Security Officer at Mandiant, a private company that provides software and 
services to detect and respond to digital intrusionǎΦ  aȅ ǘŜǎǘƛƳƻƴȅ ŘǊŀǿǎ ƻƴ ƻǳǊ ŎƻƳǇŀƴȅΩǎ 
experience, as well as four years defending General Electric as Director of Incident Response.  I have 
defended Western interests against serious intruders since 1998 when I worked as an analyst and 
intelligence officer at the Air Force Computer Emergency Response Team, the Air Force Information 
Warfare Center, and the Air Intelligence Agency. 
 
Because my most recent experience relies on work done in the private sector and enterprise 
customers, I am not able to provide first-ƘŀƴŘ ŀƴǎǿŜǊǎ ǘƻ ǉǳŜǎǘƛƻƴǎ ŎƻƴŎŜǊƴƛƴƎ /ƘƛƴŀΩǎ ƳƛƭƛǘŀǊȅΣ 
ǎŜŎǳǊƛǘȅ ǎŜǊǾƛŎŜǎΣ ŎǊƛƳƛƴŀƭ ƎǊƻǳǇǎΣ ƻǊ ƻǘƘŜǊ ǇŀǊǘƛŜǎΦ ¸ƻǳǊ ǊŜŎŜƴǘƭȅ ǊŜƭŜŀǎŜŘ ǊŜǇƻǊǘŜŘ ǘƛǘƭŜŘ άhŎŎǳǇȅƛƴƎ 
ǘƘŜ LƴŦƻǊƳŀǘƛƻƴ IƛƎƘ DǊƻǳƴŘέ ƛǎ ŀ ōŜǘǘŜǊ ǎƻǳǊŎŜ ƻŦ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ ǎǇŜŎƛŦƛŎΣ ƴŀƳŜŘ ƻǊƎŀƴƛȊations within 
/ƘƛƴŀΣ ǎǳŎƘ ŀǎ ǘƘŜ tŜƻǇƭŜΩǎ [ƛōŜǊŀǘƛƻƴ !ǊƳȅΩǎ ¢ƘƛǊŘ ŀƴŘ CƻǳǊǘƘ 5ŜǇŀǊǘƳŜƴǘǎ ƻŦ ǘƘŜ DŜƴŜǊŀƭ {ǘŀŦŦ 
Department. 
 
However, I can comment on the characteristics of the groups that the Mandiant Intelligence Team has 
identified as Advanced Persistent Threat, or APT, actors.  For the most part, our team and I use the 
strict definition of APT as created by the Air Force in 2006, namely as an unclassified reference to 
intrusions sets ultimately traced back to actors in China.  Members of our team have extensive 
knowledge of these actors that includes time at Mandiant and other organizations focused on the 
threat from the Asia-tŀŎƛŦƛŎ ǊŜƎƛƻƴΦ  aŀƴŘƛŀƴǘΩǎ ŀǎǎŜǎǎƳŜƴǘ ƻŦ !t¢ ŀŎǘƻǊǎ ƛǎ ƴƻǘ ōŀǎŜŘ ƻƴ ŀƴȅ ǎƛƴƎƭŜ 
aspect of an intrusion, such as an IP address owned by a Chinese registrant, or the presence of Chinese 
language characters in malicious tools or other code.  Rather, Mandiant dynamically tracks, over time 
and subject to continuous modification and refinement, APT groups using a variety of indicators of 
compromise. 
 
Our intelligence team currently tracks approximately twenty distinct APT groups.  These groups include 
all of the parties identified by reports publicly released by other security companies, as well as actors 
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that we believe are unknown to many of those other companies.  We have seen these groups 
demonstrate various levels of technical and organization skill, with approximately a quarter having 
άƘƛƎƘέ ǎƪƛƭƭǎΣ ƻƴŜ ǉǳŀǊǘŜǊ ƘŀǾƛƴƎ άƳŜŘƛǳƳέ ǎƪƛƭƭǎΣ ƻƴŜ ǉǳŀǊǘŜǊ ƘŀǾƛƴƎ άƭƻǿέ ǎƪƛƭƭΣ ŀƴŘ ƻƴŜ ǉǳŀǊǘŜǊ ǘƻƻ 
ƴŜǿ ǘƻ ƳŀƪŜ ŀ ŎƘŀǊŀŎǘŜǊƛȊŀǘƛƻƴΦ  ²ƛǘƘƛƴ !t¢ ƎǊƻǳǇǎ ǿŜ ǘŜƴŘ ǘƻ ǎŜŜ ŜǾƛŘŜƴŎŜ ƻŦ άŎǊŜǿǎΣέ ƳŜŀƴƛƴƎ 
smaller teams who specialize in various stages of a compromise.  For example, one crew may be tasked 
with obtaining access to the victim; a second crew moves laterally through the organization to gather 
intellectual property or other data; and a third crew steals or exfiltrates the data. 
 
Most of the APT groups we track target the US defense industrial base (DIB).  Some of these groups 
also target US government agencies, think tanks and political organizations, and other commercial or 
private targets.  Our most recent M-Trends research report described our consulting caseload for 2011 
in these terms: 
 

¶ Communications companies: 23% 

¶ Aerospace and defense: 18% 

¶ Computer hardware and software: 14% 

¶ Energy or Oil and Gas: 10% 

¶ Electronics: 10% 

¶ Other, of which the financial sector was the largest component: 25% 

The following case studies illustrate the trends we have seen in computer intrusions linked to China.  
The first case describes APT actors assembling the intellectual property they need to replicate a 
complete product.  The second case describes APT actors present during merger and acquisition 
activities. 
 
In early 2011, an electronics component manufacturer contacted Mandiant as the result of receiving a 
notification of compromise from a government agency. After conducting sweeps to obtain forensic 
evidence, we realized that the attacker had been replacing their malware every six months during the 
two years they had been resident at the victim organization τ and this replacement occurred again 
during the course of our investigation.  
 
To maintain persistence, the attacker used a variety of backdoors, including some publically available 
ones. One interesting custom backdoor consisted of a custom miniport driver, which listened for a 
ǇŀǊǘƛŎǳƭŀǊ άƳŀƎƛŎ ǇŀŎƪŜǘέ ǘƘŀǘΣ ǿƘŜƴ ǊŜŎŜƛǾŜŘΣ ǿƻǳƭŘ ŀŎǘƛǾŀǘŜ ǘƘŜ ƳŀƭǿŀǊŜΦ hŦ ǘƘŜ ŀǇǇǊƻȄƛƳŀǘŜƭȅ млл 
compromised systems at this customer, the intruder installed malware on less than half of them. For 
access to the other systems, the intruder relied on usernames and passwords stolen from the 
organization. 
 
Mandiant consultants were able to forensically recover a partial listing of stolen intellectual property. 
The victim company did not place a high value on the stolen data since it was merely a sub-component 
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of a more advanced technology, and the victim did not even produce the other component parts. 
While the more advanced product was extremely valuable, it could only be built by combining the 
ǾƛŎǘƛƳΩǎ ǘŜŎƘƴƻƭƻƎȅ ǿƛǘƘ ǇŀǊǘǎ ŦǊƻƳ ŀ ǎŜŎƻƴŘ ŎƻƳǇŀƴȅ ƛƴ ǘƘŜ ǎǳǇǇƭȅ ŎƘŀƛƴΦ ²ƛǘƘƛƴ ǿŜŜƪǎΣ ƘƻǿŜǾŜǊΣ ǘƘŜ 
second company called Mandiant.  They had also been the victim of an advanced attack, and they also 
lost intellectual property for a sub-component. It was only by connecting the dots between the two 
ǾƛŎǘƛƳǎ ǘƘŀǘ ǘƘŜ ŀǘǘŀŎƪŜǊΩǎ Ǝƻŀƭ ǿŀǎ ŎƭŜŀǊΥ ǊŀǘƘŜǊ ǘƘŀƴ ǘŀǊƎŜǘƛƴƎ ŀ ǎƛƴƎƭŜ ŎƻƳǇany for a particular 
technology, they had been tasked to acquire the more advanced, broader technology. The attackers 
had performed reconnaissance to determine what companies produced the component technologies, 
and then targeted those entities to steal what they needed. 
 
Later in 2011, a large European defense contractor contacted Mandiant just months after acquiring a 
specialty service provider. The service provider had received information indicating that they had been 
the victim of a targeted attack, and the parent company was concerned about the extent of the 
penetration. 
 
The attack began with a phishing email containing a malicious PDF attachment. Prior to sending the 
email, the attacker had performed enough reconnaissance to uncover the name of an individual at a 
competing organization with whom the victim user had previously corresponded. The socially 
engineered email purported to be from that individual. When the victim opened the malicious 
attachment, an intruder established a foothold in the environment. The attacker leveraged this initial 
backdoor to move laterally throughout the environment, obtained legitimate credentials, and 
ultimately stole over 50,000 files.  
 
Based on the lessons learned from this incident, the parent company implemented a process requiring 
every new acquisition to be vetted by the Mandiant Intelligent Response tool prior to being allowed to 
join the corporate network. This process paid off in late 2011 when the company discovered an APT 
group actively operating at another company they were about to acquire. The integration was put on 
hold until a thorough remediation and damage assessment was completed. 
 
Through these sorts of cases, Mandiant extracted several other statistics which describe trends seen in 
computer intrusions attributed to APT groups. 

¶ 94% of victims learn of compromise via third parties; only 6% discover intrusions 

independently.  Victim organizations do not possess the tools, processes, staff, or mindset 

necessary to detect and respond to advanced intruders. 

¶ The median number of days that elapse between compromise of a victim organization and 

detection or Mandiant involvement is 416 days.  Incredibly, this number is an improvement 

ƻǾŜǊ Ǉŀǎǘ ƛƴǘǊǳŘŜǊ άŘǿŜƭƭ ǘƛƳŜέ ƳŜŀǎǳǊŜƳŜƴǘǎ ƻŦ ǘǿƻ ǘƻ ǘƘǊŜŜ ȅŜŀǊǎΦ 

¶ Advanced intruders installed malware on 54% of systems compromised during an incident.  

They did not use malware to access the other 46% of systems compromised during an incident, 

meaning relying on tools that find malicious software misses about half of all victim computers. 
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¶ Mandiant observed intruders using stolen credentials in 100% of the cases it worked in 2011.  

Intruders seek to use legitimate credentials and access methods as soon as possible, because 

ǘƘŜȅ Ŏŀƴ ǘƘŜƴ άōƭŜƴŘ ƛƴέ ǿƛǘƘ ƴƻǊƳŀƭ ǳǎŜǊ ŀŎǘƛǾƛǘȅΦ 

APT groups use the level of sophistication required to achieve their objective.  For example, in 2011 
Mandiant observed an increase in the usage of publicly available malicious tools by APT actors.  We 
assess that the adversary uses publicly available tools for three reasons: 
 

1. They already exist, so the intruder does not need to expend research and development 

resources to create custom tools. 

2. Many organizations allow internal use of the sorts of tools favored by intruders. 

3. Publicly available tools rarely stand ouǘ ŀƎŀƛƴǎǘ ǘƘŜ άƴƻƛǎŜέ ŎǊŜŀǘŜŘ ōȅ ƭƻǿŜǊ-level intruders 

pursuing smash-and-ƎǊŀō ƻǊ άōƻǘƴŜǘέ ƛƴǘǊǳǎƛƻƴǎΦ 

The use of public tools or leveraging publicly known vulnerabilities is a source of confusion for many 
ǎŜŎǳǊƛǘȅ ǇǊƻŦŜǎǎƛƻƴŀƭǎΦ ¢ƘŜȅ ŀǎǎǳƳŜ ǘƘŜ άŀŘǾŀƴŎŜŘέ element of the APT term requires that Chinese 
actors deploy the most sophisticated digital weapons for all phases of an intrusion.  I have personally 
observed APT actors escalating their technical sophistication to adapt to countermeasures deployed by 
computer incident response teams, so I know the APT can be as advanced as needed when the target 
warrants it.   
 
I prefer to emphasize the advanced nature of Chinese intrusion management skills when explaining the 
sophistication of APT groups.  It is significant that the most well-resourced, highly professional, and 
ƳƻǘƛǾŀǘŜŘ ƴŜǘǿƻǊƪ ŘŜŦŜƴŘŜǊǎ ƻƴ ǘƘŜ ǇƭŀƴŜǘ ƘŀǾŜ ƴƻǘ ȅŜǘ άǎƻƭǾŜŘέ ǘƘŜ ǇǊƻōƭŜƳ ƻŦ /ƘƛƴŜǎŜ ƛƴǘǊǳǎƛƻƴ 
ŀŎǘƛǾƛǘȅΦ  !ǘ ōŜǎǘ ǿŜ Ŏŀƴ ƪŜŜǇ ǘƘŜƳ ŦǊƻƳ ǎǘŜŀƭƛƴƎ ǘƘŜ ōǳƭƪ ƻŦ ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŎǊƻǿƴ ƧŜǿŜƭǎΣ ōǳǘ ƻƴly 
after significant investment in improved technology, business and IT processes, partnerships, and 
staffing.   
 
aŀƴŘƛŀƴǘ ƛǎ ƴƻǘ ŀǿŀǊŜ ƻŦ ǎǇŜŎƛŦƛŎ ŀǘǘŀŎƪǎ ŀƎŀƛƴǎǘ ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǎǳǇǇƭȅ ŎƘŀƛƴ ƻǊ ŎƭƻǳŘ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ 
in order to steal intellectual property, beyond what has been publicly mentioned in the press.  Attacks 
against the supply chain, when manifested as malicious code in trusted hardware or software, can 
sometimes be discovered by end user organizations.  Local security staff can identify the malicious 
code by the action it takes on the network, or by the way an adversary interacts with it.   It is difficult 
for end user organizations, and any consultants they hire, to gain visibility and awareness concerning 
compromise of cloud platforms.  In general, do not expect cloud providers to be able to identify 
adversary activity, because it is difficult for the cloud provider to differentiate between legitimate and 
illegitimate access and use. 
 
APT groups continue to focus on enterprise Windows computers, although other operating systems 
have been compromised. Intruders exploit enterprise systems hosted in company-owned data centers, 
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and enterprise systems hosted at third party data centers.  For the most part, mobile devices, true 
άŎƭƻǳŘ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΣέ ŀƴŘ ǘŀōƭŜǘ ŎƻƳǇǳǘŜǊǎ Řƻ ƴƻǘ ȅŜǘ ŀǇǇŜŀǊ ǘƻ ƘŀǾŜ ōŜŜƴ ǘŀǊƎŜǘŜŘΦ   
 
Concerning legislative or administrative actions that the U.S. Congress can take, I have two 
recommendations.  First, I believe far too much legislative and regulatory attention is paid to 
ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ǘƘŜ ǉǳŜǎǘƛƻƴ ƻŦ άŀǊŜ ǿŜ ǾǳƭƴŜǊŀōƭŜΚέ  Lƴ Ƴȅ ǇǊƻŦŜǎǎƛƻƴŀƭ ƻǇƛƴƛƻƴΣ 
compliance with standards is, at best, effective at stopping some lower-skilled intruders who 
opportunistically exploit targets.  Compliance regimes tend to devolve into a paperwork exercise based 
on subjective interpretations and the whims of an auditor. 
 
wŜƎŀǊŘƛƴƎ ǘƘŜ ǉǳŜǎǘƛƻƴ ƻŦ άŀǊŜ ǿŜ ǾǳƭƴŜǊŀōƭŜΣέ ǘƘŜ ŀƴǎǿŜǊ ŦƻǊ ŜǾŜǊȅ ƻǊƎŀƴƛȊŀǘƛƻƴ ƛǎ άȅŜǎΦέ wŀǘƘŜǊ ǘƘŀƴ 
wasting time on this question, organizations should ƛƴǎǘŜŀŘ ŀǎƪ ǘƘŜƳǎŜƭǾŜǎ άŀǊŜ ǿŜ ŎƻƳǇǊƻƳƛǎŜŘΚέ  Lƴ 
other words, does the organization suffer an ongoing intrusion by a targeted intruder, whether from 
China, Russia or a criminal group?  It is a waste of time and resources seeking compliance with 
standards while intruders are actively stealing data from a victim organization. The adversary will adapt 
to any countermeasures deployed during the compliance exercise; I have seen this pattern repeated 
regularly during my career. 
 
To this end, I recommend Congress ŎƻƴǎƛŘŜǊ ǘƘŜ ƛƴǘŜƎǊŀǘƛƻƴ ƻŦ ŀƴ άŀǊŜ ȅƻǳ ŎƻƳǇǊƻƳƛǎŜŘέ ŀǎǎŜǎǎƳŜƴǘ 
into any new requirements levied on specific industries.  These assessments should occur no less 
frequently than once per year, although true continuous assessment on a 30-day cycle is much more 
effective in my professional judgement and experience.  By requiring processes and technology to 
ŀƴǎǿŜǊ ǘƘŜ άŀǊŜ ȅƻǳ ŎƻƳǇǊƻƳƛǎŜŘέ ǉǳŜǎǘƛƻƴΣ ǊŜƎǳƭŀǘƻǊǎΣ /ƻƴƎǊŜǎǎΣ ŀƴŘ ƻǘƘŜǊ ŀǇǇǊƻǇǊƛŀǘŜ ǇŀǊǘƛŜǎ ǿƛƭƭΣ 
for the first time, gather ground-truth knowledge on the state of security in selected industries.  
²ƛǘƘƻǳǘ ƪƴƻǿƛƴƎ ǘƘŜ ǊŜŀƭ άǎŎƻǊŜ ƻŦ ǘƘŜ ƎŀƳŜΣέ ƛǘ ƛǎ ǳƴǊŜŀǎƻƴŀōƭŜ ǘƻ ŜȄǇŜŎǘ ǊŜŀƭ ǇǊƻƎǊŜǎǎ ƛƴ ŘƛƎƛǘŀƭ 
security. 
My second recommendation involves sharing threat intelligence.  I offer a few principles based on my 
experience as someone who has created, consumed, and shared threat intelligence in a variety of 
public and private roles. 
 

1. First, adopt an open standard for exchanging technical data.  Mandiant created the Open 

Indicator of Compromise, or OpenIOC format (http://www.openioc.com) for this very purpose.  

It allows fine-grained description of threat intelligence for use by analysts and software and is 

free of charge with an open specification available online. 

2. Second, recognize that dozens of effective threat intelligence sharing organizations already 

exist.  These include the Defense Industrial Base Collaborative Information Sharing Environment 

(DCISE), the Bay Area CISO Council, the Financial Services Information Sharing and Analysis 

Center (FS-ISAC), as well as other ISACs, and other groups.  Understanding and coordinating 

efforts among these groups is a good precursor to any additional sharing activity. 

http://www.openioc.com/
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3. Third, please note that intelligence sharing networks do not necessarily improve as additional 

members join.  Having participated in these networks, I have seen a tendency for participants 

to guard their contributions as the network adds those for whom trust cannot be established 

on an interpersonal basis.  Intelligence sharing relies on trust in order to succeed, and trust is 

built on personal relationships. 

Thank you again for the opportunity to testify. I welcome your questions and comments. 
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HEARING CO-CHAIR FIEDLER:  Thank you very much. 
HEARING CO-CHAIR WORTZEL:  Mr .  V i l leneuve. 
 

OPENING STATEMENT OF NART VILLENEUVE 

SENIOR THREAT RESEARCHER, TREND MICRO 

 
MR. VILLENEUVE:  I  would l ike to thank the members of  the 

Commission for invi t ing me today.  
 I  spend most  of  my days invest igat ing targeted malware at tacks at  
Trend Micro.  My statement today is drawn f rom my exper ience in the two cases 
that  you ment ioned, GhostNet and ShadowNet,  but  a lso a th ird report  that  I  put  
out  recent ly ca l led LURID, which demonstrated that  the same threat  actors that  
were at tacking interests in the United States have shi f ted focus and have star ted 
target ing space-re la ted agencies in Russia and the former Soviet  Union. 
 My statement is ent i re ly my own opin ion and does not  necessar i ly 
ref lect  the v iews of  my employer .    
 I  prefer to cal l  these targeted malware at tacks, whereas others prefer 
to see them as a component of  or  d i rect ly cal l  them Advanced Persistent  Threat  
act iv i ty .   I  be l ieve that  th is act iv i ty can be t racked over t ime and l inked through 
speci f ic indicators to threat  actors operat ing in the Chinese language or using 
command and control  in f rastructure based in China or operat ing command and 
contro l  in f rastructure f rom China. 
 However,  I  recommend caut ion when at tempt ing to determine 
at t r ibut ion based solely on technical  indicators that  are f requent ly  spoofed and 
of ten mis lead ing.  As the General  ment ioned th is morning, I  don' t  be l ieve there's 
a "smoking gun" in cyberspace. 
 Whi le there have been a lot  of  accusat ions of  hype surrounding 
several  h igh ly pub l ic ized at tacks, the problem of  targeted malware at tacks is 
severely understated, not  overstated.  Instead of  focusing on the ef fect  of  these 
at tacks, most  seem concerned with the leve l  of  sophist icat ion and debate whether 
these at tacks are advanced or not  f rom a techn ical  perspect ive. 
 So I  would l ike to emphasize three po ints: 
 First ,  targeted malware at tacks are extremely successful .   The scope 
of  the problem is t ru ly global ,  extending far beyond the U.S.  I t  af fects 
governments,  mi l i tar ies,  defense indust r ies,  h igh-tech companies, the energy and 
f inance sectors,  in tergovernmental  organizat ions, nongovernmental  organizat ions, 
media out lets ,  academic inst i tut ions and act iv ists around the world . 
 Of ten these at tacks target  communit ies of  in terest  that  span these 
categor ies.  And once a compromised sof t  target  is avai lab le,  they can use that  to 
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launch at tacks on more hardened targets.   And these at tacks are successful  
because they leverage social  engineer ing, or  the art  of  manipulat ion, in order to 
t r ick indiv iduals into reveal ing sensi t ive informat ion or execut ing mal ic ious code. 
 The second point  I  want  to make is that  these targeted malware 
at tacks are not  isolated inc idents of  "smash and grab."  We tend to see a lot  of 
focus around part icular events,  but  I  bel ieve that  i t 's  bet ter  character ized as 
malware-based esp ionage,  or consistent  campaigns that  are a ser ies of  fa i led and 
successful  at tacks against  targets over  t ime.  And the object ive is to establ ish a 
persistent  covert  presence in a target 's  network so that  informat ion can be 
extracted as needed. 
 They don ' t  necessar i ly need to grab something r ight  away,  but  they 
want to be able to obtain the informat ion they want when they want i t . 
 And one of  the most  important  and of ten over looked e lements of  
these campaigns is the rel iance on human labor ,  which stands in stark contrast  to 
the largely automated botnets operated by cyber cr iminals .    
 In addi t ion to manual reconnaissance, the at tackers wi l l  craf t  
indiv idual ized e-mai ls and package malware speci f ical ly for  an individual  group or 
a group of  targets.   In addi t ion,  they' l l  adjust  thei r  tact ics in react ion to the 
defenses of  the v ict im. 
 One of  the t rends I 'm seeing is a lot  of  malware groups that  have been 
used in the past  heavi ly in North America are now sh i f t ing focus, focusing on 
former Soviet  Union, Taiwan, Japan, and Vietnam, as wel l . 
 This customizat ion and low level  of  d is t r ibut ion provides the at tackers 
with a signi f icant  advantage over defenders that  are largely re lying on automated 
systems. 
 Third,  targeted malware at tacks are not  wel l  understood.  However,  
carefu l  monitor ing and invest igat ion can leverage mistakes made by the at tackers 
that  al low us to get  a gl impse ins ide their  operat ions. 
 These campaigns can be t racked over t ime through a combinat ion of  
technical  and contextual  indicators,  but  th is informat ion is  not  of ten made publ ic . 
 Whi le some might  bel ieve that  the threat  actors beh ind these 
campaigns have mythica l  capabi l i t ies both in terms of  their  operat ional  secur i ty  
and the exp loi ts and malware tools they use, in fact ,  they of ten use older exploi ts 
and simple malware.  They do not  a lways use "zero day" vu lnerabi l i t ies,  or  
explo i ts for  vu lnerabi l i t ies for  which there is no patch avai lable . 
 The object ives of  these at tacks is to obtain sensi t ive data.  The 
malware used in the at tacks is just  an instrument .   
 So I  make the fo l lowing recommendat ions: 
 First ,  we need to broaden the scope of  the stakeholders.  Whi le U.S. 
government,  mi l i tary,  cr i t ical  in frastructure and defense industr ia l  base are wel l  
understood as targets and of ten exchange informat ion amongst  each other,  the 
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scope extends global ly ,  and government  needs to engage addi t ional  stakeholders,  
both inside and outside the U.S. 
 Major malware-based espionage campaigns have been uncovered and 
disclosed by researchers and pr ivate companies who need clear avenues for 
informat ion exchange.  One of  the problems I 've personal ly faced is who to te l l  
about  what  I  know. 
 In addi t ion,  the NGO community,  part icular ly those involved in 
democracy promot ion, human r ights campaigns, as wel l  as Tibetan act iv ism, are 
also being targeted by the same campaigns we see threaten ing the nat ional  
secur i ty of  the United States. 
 Whi le many of  these threats are understood by a se lect  few, inc luding 
a lot  of  people in th is room today, the indicators that  are so cr i t ical  to defense 
are rarely shared outside of  t rusted circ les in order to avo id potent ia l ly t ipp ing 
of f  the at tackers,  who may subsequent ly adapt  and change tactics.   
 However,  the scope of  the problem is so severe that  I  recommend 
broadening stakeholder engagement wi th d iverse communi t ies in order to bu i ld a 
wider network of  t rust  so that  the threat  intel l igence that  is so cr i t ica l  to defense 
can be shared. 
 Final ly ,  I 'd  l ike to encourage responsib le d isclosure of  compromise.  
No one wants to admit  that  their  organ izat ion has been compromised.  However,  
th is obscures the problem.  I t  h ides the constant  at tacks and successful  
penetrat ions by a d iscrete set  of  malware-based esp ionage campaigns. 
 When Google broke the disclosure barr ier  and revealed that  they had 
been breached in what  is now known as "Operat ion Aurora,"  i t  f i rmly p laced the 
issue of  targeted malware at tacks in the publ ic domain, and they made i t  c lear 
that  companies face the same at tacks that  had previously focused on government 
and mi l i tary networks. 
 Recent ly the Secur i t ies and Exchange Commission has been 
encouraging companies to d isclose such at tacks because they recognize the ef fect  
as wel l  as their  importance to investors.   Ul t imately,  the publ ic needs to 
understand the fu l l  scope of  the cyber espionage problem, and unless incident  
d isclosure occurs,  the publ ic  wi l l  fa i l  to  grasp the sever i ty of  the si tuat ion. 
 Thank you. 
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I would like to thank the members of the U.S.-China Economic and Security Review Commission for 

inviting me to participate in todayôs hearing on Developments in Chinaôs Cyber and Nuclear 

Capabilities.  I spend my days investigating targeted malware attacks as a Senior Threat Researcher at 

Trend Micro Inc. While my statement today is drawn from my experience, particularly from an inside 

view into three cyber-espionage campaigns that I have helped uncover, GhostNet (which compromised 

diplomatic entities around the world), ShadowNet (which targeted the Indian government and military) 

and LURID (which targeted space-related agencies in the former Soviet Union), it is entirely my own 

opinion and does not necessarily reflect the views of my employer.  

 

My testimony today focuses on malware-based espionage, or what some refer to as, or as a component 

of, Advanced Persistent Threat (APT) activity. This APT activity can be tracked over time and linked 

through specific indicators to threat actors operating in the Chinese language or using command and 

control infrastructure in China. However, I recommend caution when attempting to determine attribution 

based solely on technical indicators that are frequently spoofed and often misleading because there is no 

ñsmoking gunò in cyberspace.  

 

While there have been a lot of accusations of ñhypeò surrounding APT, the problem is severely 

understated, not overstated. Instead of focusing on the effect of these attacks, most are concerned with 

the level of ñsophisticationò and debate whether these attacks are ñadvancedò or not. I would like to 

emphasize three key points:  

 

¶ Targeted malware attacks are extremely successful. The scope of the problem is truly global, 

extending far beyond the US. It affects governments, militaries, defense industries, high tech 

companies, the energy and finance sectors, inter-governmental organizations, non-governmental 

organizations, media outlets, academic institutions, and activists around the world. 

¶ Targeted malware attacks are not isolated incidents of ñsmash and grabò attacks.  They are part 
of consistent campaigns aimed at establishing a persistent, covert presence in a targetôs network 

so that information can be extracted as needed. 

¶ Targeted malware attacks are not well understood. However, careful monitoring can leverage 

mistakes made by the attackers that allow us to get a glimpse inside their operations. Moreover, 

these malware-based espionage campaigns can be tracked over time through a combination of 

technical and contextual indicators but this information is not often made public. 

 

1. Targeted Malware Attacks 
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There has been dramatic increase in targeted malware attacks. Unlike the largely indiscriminate attacks 

that focus on stealing credit card and banking information associated with cybercrime, these targeted 

attacks are noticeably different and are better characterized as malware-based espionage. These highly 

targeted attacks are computer intrusions staged by threat actors that aggressively pursue and compromise 

specific targets, often leveraging social engineering or the ñart of manipulationò, in order to maintain a 

persistent presence within the victimôs network so that they can move laterally and extract sensitive 

information.   

 

In a typical targeted attack, a target receives a message ï such as an email or instant message ï that is 

contextually relevant to the potential victim and encourages the target to click on a link or open a file. 

The links and files sent by the attacker contain malicious code that exploits vulnerabilities in popular 

software. The payload of these exploits is malware that is silently executed on the targetôs computer. 

This exploitation allows the attackers to take control of and obtain data from the compromised 

computer. The malware connects back to command and control servers under the attackerôs control from 

which the attackers may then command the compromised computer to download additional malware and 

tools that allow them to move laterally throughout the targetôs network.  These are not isolated incidents 

of ñsmash and grabò attacks but are part of consistent campaigns aimed at establishing a covert presence 

in a targetôs network so that information can be extracted as needed. 

 

Targeting 

While government and military networks have long been targets, these highly targeted attacks have 

spread to the defense industrial base and high tech companies, the energy and finance sectors, 

telecommunications companies as well as media outlets, civil society organizations and academic 

institutions. Often, these attacks target ñcommunities of interestò that span the aforementioned 

categories. Compromised ñsoftò targets can then be used to launch attacks against hardened targets. 

These attacks are successful because they are designed to manipulate individuals into revealing sensitive 

information or executing malicious code. The delivery mechanism, usually an email, is often specifically 

addressed to the target and appears to have originated from someone within the targetôs organization or 

someone in targetôs social network.   In extremely targeted cases, attackers may actually send email 

directly from a compromised, but real, email account of someone the target knows and trusts. 

 

While some might believe that the threat actors behind targeted malware attacks have mythical 

capabilities, both in terms of their operational security and the exploits and malware tools used, they, in 

fact, often use older exploits and simple malware.  They do not always use ñzero dayò vulnerabilities ï 

exploits for vulnerabilities for which there is no patch available. The objective of these attacks is to 

obtain sensitive data; the malware used in the attacks is just an instrument. The discovery of GhostNet, 

for example, highlighted the fact that attackers do not need to be technically ñsophisticatedò or 

ñadvancedò. With some functional but less-than-impressive code along with the publicly available gh0st 

RAT tool these attackers were able to compromise and maintain persistent control of embassies around 

the world. They can be successful without being ñadvancedò because of their exploitation of trust 

through social engineering as well as the learning gained from continual probes as well as both 

successful and unsuccessful attacks. This allows the attackers to select exploits based on what they know 

about the targetôs environment and they do leverage ñzerodayò exploits when needed.  
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Campaigns 

These targeted attacks are rarely isolated events; in fact, they are constant. It is more useful to think of 

them as campaigns ï a series of failed and successful attempts to compromise a target over a period of 

time. In fact, the attackers themselves often keep track of the different attacks within a campaign in 

order to determine which individual attack compromised a specific victim. As the attackers learn more 

about their targets, from open source research as well previous attacks, the specificity of the attacks may 

sharply increase.   

 

Once enough information is obtained from separate incidents indicators obtained from technical, 

operational and contextual artifacts can be assembled that allow attacks to be grouped in campaigns. 

This analysis is important because the information gleaned from any individual incident is usually 

partial because there are varying levels of visibility across the stages of an attack. For any one incident, 

we may have the attack vector, such as an email, or the malware payload of simply command and 

control server activity. Others, especially those involved with incident response, may have information 

on the attackerôs lateral movement and data ex-filtration points. But the most revealing information 

usually comes from mis-configured command and control servers used by the attackers that reveal an 

inside look at their operations. 

 

Operations 

One of the most important and often overlooked element of malware-based espionage is reliance on 

human labor which stands in stark contrast to the largely automated botnets operated by cybercriminals. 

In addition to manual reconnaissance the attacker will craft individualized emails and package malware 

specifically for an individual or group of targets. In addition, they will adjust their tactics in reaction to 

the defenses of the victim. This customization and low distribution provides the attackers with a 

significant advantage over defenders that are largely relying on automated systems. However, this 

human element also, occasionally, exposes one of their weaknesses. 

 

The attackers can and do make mistakes. Careful monitoring of their command and control 

infrastructure can reveal the inner workings of their operations. The data obtained from the attackerôs 

infrastructure often reveals the length of the operation, the number of individual attacks, the identity of 

the victims, additional tools used by the attackers and sometimes even the data that has been ex-filtrated.  

 

The data often reveals the breadth of the victims the attackers are targeting and it is almost always 

broader than the conventional wisdom based on analysis of individual or even small clusters of activity. 

While a campaign may maintain subsets of infrastructure for specific geographic regions we have found 

that campaigns often have a global, thematic focus. While there are often exceptions, the attackers often 

target ñcommunities of interestò that stretch across geographic boundaries. We have found that 

campaigns that are well known in the U.S. aggressively targeting Asia (particularly Taiwan, Japan, 

South Korea and Vietnam) as well as Russia and Central Asian countries.  
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The information obtained from the attackerôs command and control servers reveals that the average 

length of compromise is considerable. In the case of GhostNet, for example, we found that the average 

compromise was 145 days with many being compromised for over 400 days (the longest was 660 days). 

In other cases, such as LURID, we were able to discover the campaign codes the attackers were using 

which revealed that they had conducted 301 attacks in a two month period (between June 9 2011 and 

August 3 2011). 

 

The data may reveal the IP addresses from which the attackers are interacting with the command and 

control servers. In the past, as was the case in GhostNet, the attackers often hosted their infrastructure in 

China. We now see command and control servers hosted in a variety of countries, especially in the U.S. 

Furthermore, the attackers are often using tools such as ñHtranò that allow them to ñproxyò through an 

intermediary computer so that the attackers and the victims computers never directly connect to one 

another. These developments further obfuscate attribution. 

 

2. Recommendations  

  

Broaden the scope of stakeholders. While the US government, military, critical infrastructure and 

defense industrial base are well understood as targets and often share information amongst each other, 

the scope of the threat extends globally and government needs to engage additional stakeholders both 

inside and outside the US. Major malware-based espionage campaigns have been uncovered and 

disclosed by researchers and private companies who need clearer avenues of information exchange. In 

addition, the NGO community, particularly those involved in democracy promotion and Tibetan 

activism, are also being targeted by the same campaigns that threaten the national security of the US. 

While many of these threats are understood by a select few, the indicators that are so critical to defense 

are rarely shared outside trusted circles in order to avoid potentially tipping off the attackers who may 

subsequently adapt and change tactics. However, the scope of the problem is so severe that I recommend 

broadening stakeholder engagement with diverse communities in order to build a wider network of trust 

so that the threat intelligence that is so critical for an active defense can be shared. 

 

Encourage responsible disclosures of compromise. No one wants to admit that their organization has 

been compromised. However, this obscures the true extent of the problem. It hides the constant attacks 

and successful penetrations by a discrete set of targeted malware campaigns affecting governments, 

businesses and civil society organizations around the world. When Google broke the disclosure barrier 

and revealed that they had been breached, in what is now known as ñAuroraò, it firmly placed the issue 

of targeted malware attacks in the public domain and made it clear that companies face the same attacks 

that had previously focused on government and military networks. Recently, the SEC has been 

encouraging companies to disclose cyber attacks because they recognize the effect of such attacks and 

their importance to investors. Ultimately, the public needs to understand the full scope of the APT 

problem. 

 

 

Thank you for the opportunity to testify today on this very important issue.  I appreciate the continued 

good work by the commission and your holding this field hearing here in Manassas.  As you know, 

northern Virginia was really the birthplace of the Internet in the 1980s and 1990s and remains the East 
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Coast ñhigh techò hub today.   

 

Today, northern Virginia is one of the frontlines in the emerging cybersecurity challenge, with a 

significant cyber workforce that is supporting U.S. defense and civilian agencies.   

 

I have been deeply concerned about the cyber threat from China for nearly a decade.  When I first 

started raising these concerns, the general attitude of the U.S. government was to keep everything secret 

ï or in some cases ï just to ignore the threat.  In fact, when the Chinese attacked four of my office 

computers in 2006, along with many other House offices and committees, the FBI and others urged me 

not to disclose it publicly.   

 

After nearly two years of waiting, I took to the House floor in June 2008 to inform my colleagues ï and 

the American people ï about the incident and warn of the growing threat to the U.S. government and 

businesses.   

 

I believed it was important for the public to better understand this threat and what the attackers wanted ï 

not national security secrets, but information about Chinese dissidents with whom I had had worked.  

 

The attacker first hacked into the computer of my foreign policy and human rights staff person, then the 

computers of my chief of staff, my legislative director, and my judiciary staff person.  On these 

computers was information about all of the casework I have done on behalf of political dissidents and 

human rights activists around the world.   

 

The computers in the offices of several other Members were similarly compromised, as well as a major 

committee of the House, the Foreign Affairs Committee.   

 

It is logical to assume that critical and sensitive information about U.S. foreign policy and the work of 

Congress to help people who are suffering around the world was also open to view from these official 

computers. 

 

In subsequent meetings with FBI officials, it was revealed that the outside sources responsible for this 

attack came from within the People's Republic of China.  These cyber attacks permitted the source to 

probe our computers to evaluate our systemôs defenses and to view and copy information.  My suspicion 

is that I was targeted by Chinese sources because of my long history of speaking out about the Chinese 

governmentôs abysmal human rights record. 

 

I have spent hours with countless Chinese dissidents ranging from Uyghur Muslim activist Rebiya 

Kadeer, to house church pastor and advocate Bob Fu, to former laogai prisoner Harry Wu.   

 

Just recently I visited with an impressive group of Chinese lawyers in Washington for the National 

Prayer Breakfast.  To a person, each loved their country and where rightly proud of their heritage.  But 

all sought fundamental change.  They longed to live in a land where they could worship freely, speak 

openly and enjoy the basic protections of a constitution grounded in rule of law.  Their quarrel ï and 

mine ï is with a thin layer of leadership at the helm of the Chinese communist party that rules by fear 
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and oppression. 

 

Since I spoke out in 2008, there has been a ñsea changeò in how senior defense and intelligence officials 

are publicly discussing to the cyber threat.  Four years ago, some of these same leaders who were 

warning against even publicly acknowledging cyber attacks ï much less the source of the threat ï are 

now publicly warning of the threat in very stark terms.   

 

I believe that this change has come about because these senior officials have determined that the 

situation has become so dangerous, as our networks and technology and companies become so 

interconnected, that they understand that public awareness is increasingly critical to dealing with this 

threat.   

 

For example, last month during an appearance before the Senate Select Committee on Intelligence FBI 

Director Robert Mueller said that while terrorism is the greatest threat today, ñdown the road, the cyber 

threat will be the number one threat to the country.ò   

 

A 2010 Pentagon report found ñé [i]n the case of key national security technologies, controlled 

equipment, and other materials not readily obtainable through commercial means or academia, the 

Peoples Republic of China resorts to more focused efforts, including the use of its intelligence services 

and other-than legal means, in violation of U.S. laws and export controls.ò 

 

The report also highlighted Chinaôs cyber-espionage efforts.  The U.S. intelligence community notes 

that Chinaôs attempts to penetrate U.S. agencies are the most aggressive of all foreign intelligence 

organizations.   

 

Other senior U.S. military and intelligence officials have become increasingly vocal about their concerns 

about the scope of Chinese espionage and cyberattacks.  Defense Intelligence Agency chief General Ron 

Burgess also recently testified that ñChina has used its intelligence services to gather information via a 

significant network of agents and contacts using a variety of methods...  In recent years, multiple cases 

of economic espionage and theft of dual-use and military technology have uncovered pervasive Chinese 

collection efforts.ò 

 

Last year, the usually-reticent Office of the National Counterintelligence Executive issued a warning 

that ñChinese actors are the worldôs most active and persistent perpetrators of economic espionage.ò  

The counterintelligence office took this rare step of singling out the Chinese due to the severity of the 

threat to U.S. national and economic security.   

 

And a March 8, 2012 Washington Post article described how ñ[f]or a decade or more, Chinese military 

officials have talked about conducting warfare in cyberspace, but in recent years they have progressed to 

testing attack capabilities during exercisesé The (PLA) probably would target transportation and 

logistics networks before an actual conflict to try to delay or disrupt the United Statesô ability to fight, 

according to the report prepared by Northrop Grummanò for this commission -- and I want to commend 

this commission for requesting and publishing this important research.     
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We are beginning to witness the consequences of the cyber threat.  According to a March 13, 2012 New 

York Times article ñ[d]uring the five-month period between October and February, there were 86 

reported attacks on computer systems in the United States that control critical infrastructure, factories 

and databases, according to the Department of Homeland Security, compared with 11 over the same 

period a year ago.ò 

 

In an interview with The New York Times, Homeland Security Secretary Janet Napolitano said ñI think 

General Dempsey said it best when he said that prior to 9/11, there were all kinds of information out 

there that a catastrophic attack was looming.  The information on a cyberattack is at the same frequency 

and intensity and is bubbling at the same level, and we should not wait for an attack in order to do 

something.ò 

 

Notably, Chinese espionage isnôt limited to government agencies.  In an October 4, 2011 Washington 

Post article, Chairman Mike Rogers remarked: ñWhen you talk to these companies behind closed doors,  

they describe attacks that originate in China, and have a level of sophistication and are clearly supported 

by a level of resources that can only be a nation-state entity.ò 

 

Cyberespionage is having a real and corrosive effect on job creation.  Last year, the Washington Post 

reported that, ñ[t]he head of the militaryôs U.S. Cyber Command, Gen. Keith Alexander, said that one 

U.S. company recently lost $1 billion worth of intellectual property over the course of a couple of days ï 

ótechnology that theyôd worked on for 20-plus years ï stolen by one of the adversaries.ôò   

 

The record is clear: what policymakers used to reticently refer to as the ñAdvanced Persistent Threatò is 

now increasingly acknowledged as Chinaôs asymmetric warfare and economic strategy against the U.S.   

 

Because of our past reluctance to acknowledge the severity of this issue, the Congress and the 

administration are now struggling to keep up.  As many are aware, several comprehensive cybersecurity 

bills are stalled in the Senate amid jurisdictional and partisan wrangling.   

 

The House is quietly trying to advance more targeted bills and I want to commend my colleagues Mike 

Rogers, chairman of the Intelligence Committee, and Peter King, chairman of the Homeland Security 

Committee, for their excellent leadership on this issue.   

 

As chairman of the House Appropriations subcommittee that funds the FBI, Commerce Department and 

the National Institute for Standards and Technology (NIST), my subcommittee has also been funding 

some of the key civilian and law enforcement agencies involved in the fight against the cyber threat.   

 

That is why I prioritized cybersecurity programs in the fiscal year 2012 Commerce-Justice-Science 

Appropriations bill, including significant increases to the FBIôs joint cyber task force and requiring each 

agency to vet its IT equipment purchases.  I also directed the FBI to produce an annual unclassified 

cyber report.  

 

I am planning take even more significant steps in the fiscal year 2013 bill that is currently under 

development, including adopting many of this commissionôs recommendations.   
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Although the government and the private sector have finally come to appreciate this threat and start to 

take the necessary steps to address it, the threat is evolving and I am concerned that we may continue to 

be behind the curve.   

 

One issue that the U.S. has failed to develop a coherent and strategic policy to address is the unique and 

unprecedented threat from Chinese state-owned or state-directed companies that are operating in the 

U.S.  I believe this threat is particularly pronounced from Chinese telecom firms.  

 

Earlier this year, The Economist magazine published a special report on Communist Party management 

of Chinese corporations.  The article noted the Chinese governmentôs particular support for its telecom 

and IT industry noting that, ñthe end result is the creation of a new class of state companies: national 

champions that may not be owned by governments but are nevertheless closely linked to themò 

 

The article reported that ñ[t]he (Communist) party has cells in most big companies ï in the private as 

well as state-owned sector ï complete with their own offices and files on employees.  It holds meetings 

that shadow formal board meetings and often trump their decisionsò 

 

According to The Economist, the Chinese government even has an expression for this strategy: ñThe 

state advances while the private sector retreats.ò    

 

Author Richard McGregor wrote that the executives at major Chinese companies have a ñred machineò 

with an encrypted line to Beijing next to their Bloomberg terminals and personal items on their desks.   

 

Given this level of party control in Chinaôs private sector, we shouldnôt be surprised to learn that the 

PLA has been operating cybermilitias out of telecom companies.   

 

Last year, The Financial Times reported that the PLA has even documented how it will use telecom 

firms for foreign espionage and cyberattacks.   

 

A paper published in the Chinese Academy of Military Sciencesô journal noted: ñ[These cyber militia] 

should preferably be set up in the telecom sector, in the electronics and internet industries and in 

institutions of scientific research,ò and its tasks should include ñstealing, changing and erasing dataò on 

enemy networks and their intrusion with the goal of ñdeception, jamming, disruption, throttling and 

paralysis.ò 

 

The same article also documented the growing number PLA-led cyber militias housed in ñprivateò 

Chinese telecom firms.   

 

The article reported on one example at the firm Nanhao [Nan-how]: ñmany of its 500 employees in 

Hengshui [Hang-shoo], just south-west of Beijing, have a second job.  Since 2005 Nanhao has been 

home to a cybermilitia unit organized by the Peopleôs Liberation Army. The Nanhao operation is one of 

thousands set up by the Chinese military over the past decade in technology companies and universities 

around the country.  These units form the backbone of the countryôs internet warfare forces, increasingly 
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seen as a serious threat at a time of escalating global cybertensions.ò 

 

That is what makes me so concerned about Chinese telecom firmsô growing operations in the U.S. 

market. Chinese state-directed are collaborating and cooperating with the Chinese government to a 

degree that would be unfathomable in the U.S. or other Western economies.   

 

And as those Chinese state-backed firms enter the U.S. market, it is unclear whether they will be playing 

by our rules, or their own.   

 

Currently, the most concerning of these Chinese telecoms is Huawei, which is attempting to increase its 

market share in the United States and around the world.  Numerous government reports have linked 

Huaweiôs corporate leadership to the Chinese intelligence services and the Peopleôs Liberation Army 

(PLA), raising concerns about Huawei networks and devices being subject to espionage by the Chinese 

government. 

 

These connections are particularly noteworthy given Huaweiôs rapid rise as a telecom giant.  According 

to a March 18 article in the Wall Street Journal, ñHuawei Technologies Co. has almost doubled its work 

force over the past five years as it strives to become a mobile technology heavyweight.ò 

 

The article also noted that ñHuawei's network business has thrived at the expense of struggling Western 

network companies such as Alcatel-Lucent Co. and Nokia Siemens Networks.   Initially, Huawei 

supplied low-cost phones to telecommunications operators in the West under their own brand, but over 

the past year, Huawei has also been quietly building and investing in its own brand of high-end 

smartphones and tablets.ò 

 

Huawei executives make no secret of their goal to dominate the telecom market.  In a March 6, 2012, 

interview with the technology news Web site, Engadget, Huawei device chief Richard Yu said ñ[i]n 

three years we want Huawei to be the industry's top brand.ò 

 

However, Huaweiôs growth in the U.S. market should give all Americans serious pause.  Last week, 

respected national security reporter Bill Gertz wrote in The Washington Free Beacon about this 

commissionôs recently released cybersecurity report.   

 

Gertz wrote: ñ[n]ew information about Chinese civilian telecommunications companiesô close support 

of the Chinese military and information warfare programs is raising fresh concerns about the companiesô 

access to U.S. markets, according to a report by the congressional US-China Economic and Security 

Review Commission.ò   

 

ñOne of the companies identified in the report as linked to the PLA is Huawei Technologies, a global 

network hardware manufacturer that has twice been blocked by the U.S. government since 2008 from 

trying to buy into U.S. telecommunications firms,ò Gertz continued. ñHuawei is a well established 

supplier of specialized telecommunications equipment, training and related technology to the PLA that 

has, along with others such as Zhongxing, and Datang, received direct funding for R&D on C4ISR 

[high-tech intelligence collection] systems capabilities.ò    
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The report further added, ñ[a]ll of these [Chinese telecom] firms originated as state research institutes 

and continue to receive preferential funding and support from the PLA.ò 

 

Huaweiôs efforts to sell telecom equipment to U.S. networks have long troubled the U.S. defense and 

intelligence community, which has been concerned that Huaweiôs equipment could be easily 

compromised and used in Chinese cyberattacks against the U.S. or to intercept phone calls and e-mails 

from American telecom networks.   

 

According to a 2005 report by the RAND Corporation, ñboth the [Chinese] government and the military 

tout Huawei as a national champion,ò and ñone does not need to dig too deeply to discover that [many 

Chinese information technology and telecommunications firms] are the public face for, sprang from, or 

are significantly engaged in joint research with state research institutes under the Ministry of 

Information Industry, defense-industrial corporations, or the military.ò 

 

In fact, in 2009, The Washington Post reported that the National Security Agency ñcalled AT&T 

because of fears that Chinaôs intelligence agencies could insert digital trapdoors into Huaweiôs 

technology that would serve as secret listening posts in the U.S. communications network. 

 

Over the last several years, Huaweiôs top executivesô deep connections to the PLA and Chinese 

intelligence have been well documented.  As Gertz summarized in his article, ña U.S. intelligence report 

produced last fall stated that Huawei Technologies was linked to the Ministry of State Security, 

specifically through Huaweiôs chairwoman, Sun Yafang, who worked for the Ministry of State Security 

(MSS) Communications Department before joining the company.ò 

 

That is why senior administration officials in the Bush and Obama administrations have repeatedly 

intervened to block Huaweiôs access to U.S. networks.  ñIn 2008, the Treasury Department-led 

Committee on Foreign Investment in the United States (CFIUS) blocked Huawei from purchasing the 

U.S. telecommunications firm 3Com due to the companyôs links to the Chinese military,ò Gertz 

reported.   

 

ñLast year, under pressure from the U.S. government, Huawei abandoned their efforts to purchase the 

U.S. server technology company 3Leaf.  In 2010, Congress opposed Huaweiôs proposal to supply 

mobile telecommunications gear to Sprint over concerns that Sprint was a major supplier to the U.S. 

military and intelligence agencies.ò 

 

When the White House, Intelligence Community, Defense Department and the Commerce Department 

all have worked to block Huawei from gaining greater access to U.S. networks, the American people 

should take notice.   

 

In all my years in Washington, very rarely have I seen the defense, intelligence and civilian agencies 

come together in such a quiet but concerted effort to warn of a security threat from a foreign entity.   

 

Itôs not just Huaweiôs longstanding and tight connections to Chinese intelligence that should trouble us.  
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Huawei has also been a leading supplier of critical telecom services to some of the worst regimes around 

the world.  Last year, the Wall Street Journal reported that Huawei ñnow dominates Iran's government-

controlled mobile-phone industryéit plays a role in enabling Iran's state security network.ò 

 

Gertz reported that Huawei has also been ñlinked to sanctions-busting in Saddam Husseinôs Iraq during 

the 1990s, when the company helped network Iraqi air defenses at a time when U.S. and allied jets were 

flying patrols to enforce a no-fly zone. The company also worked with the Taliban during its short reign 

in Afghanistan to install a phone system in Kabul.ò 

 

Given all of this information, there should be no doubt Huawei poses a serious national and economic 

security threat to the U.S.  It is no secret that the Peoples Republic of China has developed the most 

aggressive espionage operation in modern history, especially given its focus on cyberattacks and 

cyberespionage.   

 

Perhaps that is why Beijing has ensured that Huawei is able to continue its global market growth by 

ñunsustainably low prices and [Chinese] government export assistance,ò according to this commissionôs 

January 2011 report on the national security implications of Chinese telecom companies.   

 

Due to Chinaôs secrecy, the full extent of Huaweiôs subsidies are not fully known.  But given its 

unrealistically low prices, it remains unknown whether Huawei is even making a profit as it seeks to 

dominate the telecom market.  Why would the Chinese government be willing to generously subsidize 

such unprofitable products?   

 

The American people have a right to know whether their government is doing everything it can to 

protect their cell phone and data networks.   

 

But I fear that with Huaweiôs rapid growth in the U.S. market, we may soon find that we are too 

intertwined with Huawei network equipment and devices to address potential security concerns.  We 

must resolve these concerns before Chinese telecom firms make significant inroads on U.S. networks, 

not after.   

 

And as Huawei increases its lobbying presence in Washington, members should be fully aware of the 

firmôs intimate links to the PLA and the serious concerns of our defense and intelligence community.   

 

Verizon, Sprint, AT&T, T-Mobile and other U.S. network carriers should not be selling Huawei devices 

given these security concerns.  But if they do, they have an obligation to inform their customers of these 

threats.  This is especially important when carriers are selling Huawei phones and tablets to corporate 

customers.  They have a right to know that Beijing may be listening.   

 

Thank you again for the opportunity to testify this morning.  I look forward to working with this 

commission as we continue to address this challenge.  
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HEARING CO-CHAIR WORTZEL:  Mr .  Healey.  Thank you. 
 

OPENING STATEMENT OF JASON HEALEY 

DIRECTOR, CYBER STATECRAFT INITIATIVE, A TLANTIC COUNCIL 

 

 MR. HEALEY:  Thank you very much.  Good morning, Commissioners.  
Happy Monday morning.  Thanks for the opportuni ty to be here. 
 The government is f inal ly,  f inal ly  becoming more clear-minded about  
the r isk of  Chinese espionage and is rushing towards a so lut ion, and I  don' t  doubt  
the hard work,  the patr iot ism of  those people in the execut ive branch as they' re 
p lowing ahead on th is,  but  i t 's  not  c lear that  we're  heading in the r ight  d i rect ion. 
 The threat  of  Chinese esp ionage is so cr i t ical  that  General  Alexander 
has cal led i t  " the b iggest  t ransfer of  wealth through thef t  and pr ivacy in the 
history of  mankind"--the history of  mankind.  So bad, in fact ,  that  the government 
might  have to start  regulat ing the pr ivate sector,  and our companies might  have 
to submit  the ir  communicat ions to government monitor ing. 
 But  the threat  is not  so bad apparent ly to interest  the government in 
the history of  how we got  here, or  to go enough on the record about  the threat  to 
take r isks to share needed informat ion, or  be wi l l ing to te l l  the Chinese to  back 
of f ,  and I  ca l l  these the government 's four s i lences.  Added together,  I  fear 
they' re dr iv ing us to defeat . 
 First ,  s i lence about  how we got  here.  This s i lence is more of  
ignorance than interact ion. When I  meet wi th them, too many of  Amer ica's cyber-
warr iors and pol icymakers feel  the problem started somewhere around 2003 to 
2008.  That  is roughly when they personal ly got  invo lved. 
 I t  turns out  that  we 're so busy rushing into the future we haven ' t  
bothered to rea l ly look back and f igure out  the lessons f rom the past, so no 
wonder we keep having to learn new wake-up ca l ls. 
 So our understanding of  the basic issues is as old as I  am: the Defense 
Science Board that  f i rst  d iscussed hardware or sof tware leakages, int rus ions, 
supply chain at tacks and appropr iate r isk levels was researched in 1969 and 
publ ished in 1970.  Forty years,  and we're st i l l  st ruggl ing to understand th is . 
 We know we face pat ient  and mot ivated adversar ies with extensive 
researchers that  are adept  in ci rcumvent ing safeguards.  Those exact  phrases 
come not  f rom any recent  NCIX report  about  the Advanced Persistent  Threat ,  but  
the Nat ional  Research Counci l  f rom 1991, the year that  I  got  commissioned in the 
Air  Force.  
 So for more than 20 years,  the execut ive branch has understood APT 
threat ,  and yet  we 're st i l l  st ruggl ing and t reat ing i t  l ike i t 's  new. 
 America suf fered i ts f i rst  state-sponsored espionage case not  in 2003 
but  in the mid-1980s.  Our f i rst  T i t le 10 combat un i t  conduct ing of fense and 
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defense stood up in  1995, not  2005, and we had a jo int  warf ight ing cyber 
commander in 1998, not  2008. 
 Looking back should  teach us important  lessons, perhaps the most  
important  of  which is we 're stuck in a cyc le of  suf fer ing.  I f  we 're going to learn 
f rom th is  h istory,  we need to co l lect  i t  and teach i t .   I 've started a h istory ser ies 
with the At lant ic Counci l  start ing with "Lessons From Our Fi rst  Cyber 
Commanders" and am the pr incipa l  invest igator for  the f i rs t  cyber conf l ict  h istory 
book.   
 The government needs to begin i ts own ef for t  to go out ,  to col lect  th is 
h istory,  start  the oral  h istor ies with some of  these commanders and other 
founding members that  we can learn f rom i t .   
 And just  l ike mi l i tary of f icers have to learn their  h istory--Rich and I  
were at  the Air  Force Academy--we had to learn the lessons of  the ear ly a ir  
p ioneers and be ab le to apply them today, learn the ear ly a ir  campaigns and un i ts,  
and be able to apply those lessons to today--we have to do the same th ing for 
today 's cyber warr iors .   The mi l i tary needs to do th is .   DHS needs a companion 
program to help make sure thei r  people understand. 
 Second, s i lence about  the threats we face. Government of f ic ia ls seem 
keen to leak info on how bad Chinese espionage is,  but  unwi l l ing to actual ly te l l  
the American people or our companies and cr i t ical  in f rastructure.  I f  espionage is 
such a problem, how come we have to hear about  i t  f rom the press or f rom 
experts l ike those shar ing th is panel wi th me today?  Thank goodness for the 
Commission 's repor ts. 
 When I  ask the execut ive branch why they can' t  say more, I  get  a 
range of  over lapp ing but  insuf f ic ient  reasons: 
 We are shar ing;  d idn ' t  you see the NCIX report?  I  have no opin ion;  
i t 's  c lassi f ied above my leve l .   We'd l ike to share;  i t 's  caught  up in interagency.  
We can' t  prove i t 's  China.  I f  we say China is doing i t ,  they may get  angry and stop 
lending us money.  There's nothing i l legal  about  spying.  I f  we declassi fy what  we 
know of  the threat ,  people would pan ic.   The pr ivate sector isn ' t  shar ing with us,  
so why should we share with them?  My response of  "government for  the people" 
wins that  argument less than you might  imagine.   
 I f  we discussed th is ,  i t  wouldn ' t  matter  s ince the Chinese won ' t  
change their  behavior.   I t 's  a wi lderness of  mirrors.   I f  we discussed th is,  then the 
Chinese would know that  we know that  we know that  they know.  I f  we talk,  then 
our intel l igence take wouldn' t  be qui te  as good. 
 None of  these reasons singly or in combinat ion can possib ly  be 
suf f ic ient  g iven how badly we 're los ing.  I f  the pr ivate sector is t ru ly cr i t ical ,  we 
have to change our mind-set .   We t reat  th is as a state secret  even f rom those 
under at tack.  The government is creat ing our own "wi lderness of  mir rors" bui l t  
ent i re ly around i tse l f .   We're not  facing a single monol i th ic  KGB, but  a splash of  
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non-state hacker groups loosely af f i l iated with d i f ferent  of f ic ia l  organs of  the 
Chinese state. 
 Government must  fo l low the example of  th is Commission and be clear 
about  the depth of  the problem and name the problem involved: China.  We' l l  
never make progress i f  everyone looks for  their  c lassi f icat ion stamps when the 
words "China," "cyber,"  and "espionage" are used together .   The spy-versus-spy 
mental i ty is dr iv ing us into defeat .  We have to take every opportuni ty to be c lear 
and publ ic about  what  we face. 
 Third,  s i lence about  pract ical  in format ion which could he lp  the pr ivate 
sector.   Whi le the government has started projects ,  most  notably the DIB cyber 
p i lot  to share NSA's signatures of  mal ic ious sof tware, these require secur i ty 
clearances and secure fac i l i t ies.   They l ikely increase our work factor more than 
that  of  our adversar ies. 
 We have to sh i f t  the government 's mind-set  to seeing the pr ivate 
sector as the "supported command" rather than the "support ing command."  Too 
many of  the government 's p lans put  the government at  the center and look to the 
pr ivate sector to give the government support ,  and that 's obviously the reverse of  
what 's needed.  
 As one bo ld step, we could simply declass i fy the signatures.  Af ter  a l l ,  
the bad guys have themselves a lready made their  mal ic ious sof tware publ ic by 
releasing i t, so sources and methods should not  be a sign i f icant  prob lem, be less 
expensive in the long run, and would bo lster rather than supplant  the secur i ty 
market . 
 Last ,  s i lence to the Chinese about  our increasing fury.   I  was at  a 
recent  event  at  Georgetown that  had both China cyber and nonprol i ferat ion 
people,  or  people that  have deal t  wi th China on these issues.  The 
nonprol i ferators were able to draw on a range of  conversat ions they had with the 
Chinese.  When we talked to them about  I ran or North Korea, they're helpfu l .   
When we talk about  Pakistan, they're  not  helpfu l .   Somet imes i t  he lps i f  we go 
real ly publ ic and sp lashy.  Other t imes i t  helps i f  we go rea l ly qu iet, and we make 
sure i t 's  not  in the press. 
 When we talked to the cyber people,  we found out  there has been 
nothing simi lar ,  noth ing l ike that  kind of  conversat ion with the Chinese.  We've 
ment ioned i t  to them, as I 've been to ld  Vice President  Biden did,  but  not  a range 
of  conversat ions l ike the nonprol i ferat ion people found to be very successful . 
 I f  th is is as bad as we say i t  is,  i f  th is is so bad we might  have to pass 
new laws to regu late the pr ivate sector ,  and we' re keeping i t  pr ivate,  I  mean 
secret  f rom the pr ivate sector ,  we have to br ing i t  up in every opportuni ty  that  we 
can, to poke the Chinese in the chest  publ ic ly and pr ivate to say regard less of  
whether th is is actual ly your government doing th is,  you must  help us stop i t  
because f rankly i t 's  get t ing towards one of  our red l ines. 
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 Thank you. 
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Thank you for the opportunity to be here.   

I am going to speak very plainly today.  The government is finally becoming more clear-minded about 

the risks of Chinese cyber espionage and is rushing towards solutions.  And while there is no doubting 

the hard work and patriotism of those behind these efforts, it is not clear we are heading in the right 

direction.   

The threat of Chinese espionage is so critical that the commander of our military cyber defenses has 

called it the ñthe biggest transfer of wealth through theft and piracy in the history of mankind.ò  It is so 

bad, in fact, the United States may need to regulate the private sector and our companies need to submit 

to government monitoring.   

But the threat has not bad enough to interest the government in the history of how we got here, or 

enough to go on the record about the threat, to take risks to share needed information or be willing to tell 

the Chinese to back off. 

I call these the governmentôs Four Silences.  Added together I fear they are driving us to defeat. 
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First: Silence about how we got here.   This silence is more of ignorance than inaction.   When I meet 

with them, too many of Americaôs cyber warriors and policy makers feel the battle only started 

sometime between 2003 and 2008 ï that is, roughly when they personally got involved.  We have been 

breathlessly rushing into the future, rarely looking back to learn what has happened before.  No wonder 

we keep having new wake-up calls. 

Our understanding of the basic issues is as old as I am.  The Defense Science Board report that discussed 

hardware and software leakages, intrusions, supply chain attacks, and risk levels was researched in 1969.  

And yet weôre still struggling. 

We know we face adversaries that have ñextensive resources in money, personnel, and technology;ò and 

are ñadept in circumventing physical and procedural safeguards,ò ñpatient and motivated,ò and ñcapable 

of exploiting a successful attack for maximum long-term gain.ò  However, those exact phrases come, not 

from any recent NCIX report, but the 1991 ñComputers at Riskò report from the National Research 

Council.   

For more than 20 years, then the Executive branch has understood the advanced persistent threat é and 

yet weôre still struggling.  

America had its first state-sponsored cyber espionage case not in 2003, but in the mid-1980s.  Our first 

Title 10 combat unit conducting offense and defense stood up in 1995, not 2005.  We had a joint 

warfighting cyber commander in 1998 not 2008.   

We treat cyber as forever novel and so we canôt learn any lessons.  No wonder weôre forever struggling. 

Looking back should teach us important lessons, perhaps the most important of which is weôre stuck in a 

cycle of suffering.   

If weôre going to learn from this history we need to collect it and teach it.  The Atlantic Council has 
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started a history series, starting with ñLessons from the First Cyber Commandersò to help and I am 

principal investigator with the Cyber Conflict Studies Association on the first cyber conflict history 

book.  The US government should begin their own efforts, to collect key documents, conduct oral 

histories with the first generations of cyber warriors and start codifying the lessons learned.    

And just as todayôs military officers learn the lessons of Cannae, Trafalgar, the Chosin Reservoir, and 

MIG Alley, so must DoDôs new cyber cadre study yesterdayôs cyber operations to understand those of 

tomorrow.  This history should be part of the professional military training of our new military officers 

and a core part of the curriculum in courses to build military cyber warriors.  DHS should likewise 

include this in their own coursework as part of their education projects to ensure it reaches the civilian 

workforce.   

 

Second: Silence about the threat we face.   

Government officials seem keen to leak information on how bad Chinese espionage is, but unwilling to 

actually tell the American people or our companies in critical infrastructure.    If espionage is such a 

problem, how come we have to hear about it from the press or from experts like those sharing this panel 

with me today?  Thank goodness for the Commissionôs reports. 

When I poke government officials about this, they get giddy about trifles, a few sentences in an NCIX 

report or pat themselves on the back because a few members of industry in critical sectors have received 

security clearances and get periodic briefings.   These are worthy achievements, but pale before the 

problem. 

When I ask why the Executive branch cannot say more, I get a range of overlapping but contradictory 

responses: 



46 
 

  

1. We are sharing, didnôt you see those sentences in the NCIX report? 

2. I have no opinion and canôt discuss this:  it is classified way above my pay grade. 

3. We would like to but it is caught up in the interagency. 

4. We canôt prove itôs really China. 

5. If we say China is doing it, they may get angry and stop lending us money. 

6. Thereôs nothing illegal about spying; after all, we do it! 

7. If we declassified what we knew of the threat, people would panic. 

8. The private sector isnôt sharing with us, so why should we share with them?  (Somehow, my response of, 

ñgovernment for the peopleò wins that argument less than youôd imagine.) 

9. If we discussed this, it wouldnôt matter since the Chinese would not change their behavior.  

10. Itôs a wilderness of mirrors.  If we discussed this, then the Chinese would know that we know. 

11. If we talk, then our intelligence take wonôt be as good.      

None of these reasons given, singly or in combination, are sufficient given how badly weôre losing.  If 

the private sector is truly critical, we have to change our mindset to be able to discuss the problem.    

Intelligence officers love to collect, more and more, and if they act it on that collection it might disrupt 

the flow.  But by treating this problem as a state secret, even from those under attack, the government is 

creating our own wilderness of mirrors, built entirely around itself.  Worse, this familiar 

counterintelligence game is one our adversaries do not even know.  We are not facing a single, 

monolithic KGB but a splash of non-state hacker groups loosely affiliated with many different official 

organs of the Chinese state. 

What must be done?  The government must follow the example of the Commission and be clear about 

the depth of the problem and name the country involved: China.   If it is time for action we need to take 

this out of intelligence and counterintelligence channels and declassify significant portions, something 
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that can only be done from the top. 

We will never make progress if everyone looks for their classification stamps when the words ñChina,ò 

ñcyberò and ñespionageò are used together.  The spy-versus-spy mentality is driving us into defeat.    

Given that it has said so little, no wonder there are so many skeptics of the governmentôs motives.  If the 

administration wants America to take it seriously, it must be clear: repeated speeches from senior 

officials, not just occasional sound bites; not just one NCIX report, but a slew of them; not just leaks to 

media, but interviews.   The frequency and seriousness of their statements need to match the crisis at 

hand and this should start from the White House.   

 

Third:  Silence about practical information which could help the private sector. 

A related point to the one I just made is that the government has been far too cautious giving needed 

practical information to the private sector.  The reasons are usually the same, but the impact affects their 

day-to-day defenses.  When the private sector does not share, then they are either not patriots or too 

fixated on their shareholders.   When the government does not share, it is okay, because it is classified, 

stuck in the interagency, someone elseôs job, or we had a Deputies Committee say it was permissible to 

not share it for intel gain/loss. 

In cyber conflict, the offense already begins with a head start.  To beat them, the defenders need to 

significantly increase the bad guysô work factor more than their own.  While the government has started 

projects, most notably the DIB cyber pilot to share NSAôs signatures of malicious software, these 

typically donôt easily scale, requiring security clearances and secure facilities.  They likely increase our 

work factor probably more than our adversaries.    

Indeed, a recent study found that only 1% of NSAôs signatures shared with the Defense Industrial Base 
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were novel.  How many hours were spent in interagency meetings for that one percent?   Some in 

Congress and the military seem to want constitutionally troubling government monitoring of private 

sector companies, but does this make sense for marginal gains? 

The fix is to shift the governmentôs mindset: in cyber conflict, the private sector is usually the 

ñsupported commandò not the ñsupporting command.ò   They are the targets, the ones fighting in the 

trenches every day, and if we want to win they need more help.   Think about past cyber crises: in how 

many did the solution depend primarily on government solutions?  In most cases, the critical solutions 

instead came from McAfee, or Microsoft, not from any a department or agency.  The exceptions tend to 

be attacks that predominantly only affected the government to begin with.  Yet too many of the 

governmentôs plans put the government at the center, and look to the private sector to give support.  This 

is the reverse of what is needed: it is the private sector that will fix the problem and the government 

should be supporting them.   

To put it another way, we are finishing two major wars.  When American soldiers have been in harm's 

way, intelligence agencies will take significant risks to declassify the right information to keep them 

safe. Though it is a different kind of fight, the US government should be willing to take similarly bold 

risks to support our embattled companies on the front lines against Chinese espionage. 

As just one example of how to do this, we should simply declassify the signatures.  After all, by 

releasing their attacks ñin the wildò over the Internet, the bad guys have themselves already made their 

malicious software public.  This will be far less expensive in the long run and more effective as it would 

bolster, not supplant, the security monitoring market.   

This leads us to the last silence. 

Fourth:  Silence to the Chinese about our increasing fury.   
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A recent event at Georgetown University discussed the US experience dealing with China both for 

WMD non-proliferation and for cyber.  The non-proliferation experts explained their long dialog with 

the Chinese on this sensitive topic, through which they learned some keys to success.   

By drawing on a range of discussions, some successful and some not, these negotiators discovered the 

Chinese government was more willing to limit proliferation to some countries but not others.  

Sometimes they discovered a discrete word to the Chinese leadership would work, while other times 

public shaming was needed.  They still havenôt figured everything out, of course, but they can point to 

progress in influencing Chinese behavior.   

When asked the same question, Americaôs cyber experts answered with a sheepish look, admitting that 

we have not yet told the Chinese leadership, in any similar fashion, that we are upset with their activities 

against us.  We have mentioned it to them, but rarely more.   

How can this be?  The first answer I receive is usually that we donôt want to upset the Chinese.  After 

all, they own bazillions of US Treasury bonds.  But is it true the United States is willing to square off 

against China on tire imports and rare earths, but not on ñthe biggest transfer of wealth through theft and 

piracy in the history of mankindò in General Alexanderôs words?    

We donôt need to pick an international fight (or perhaps we do) but at least, letôs start the official dialog.  

We must raise Chinese cyber espionage in every military-to-military dialogue, in ever JCCT meeting, in 

the Strategic and Economic Dialogue, and with visits from all of their state leaders.  How can we say we 

are trying to stop their espionage by doing anything less?   How can we even consider government 

monitoring of private networks before our own government has even told the Chinese they need to back 

off?   Better yet, we can choose from at least the United Kingdom, Australia, Germany, France and 

Canada to be a good cop to counter our bad cop routine. 
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Better yet, we donôt have to prove without doubt that every single espionage case is coming from China 

or that the Chinese government itself is conducting 

them.   The Atlantic Council just published a ten-point 

spectrum to help assign responsibility for cyber events 

(see table 1).     This is just one tool that can help us 

address the forest of Chinese intrusions, rather than the 

trees of the forensics of each case.  As a national 

security matter, we can simply decide to not care if these 

are sponsored by the Chinese government or not.  If the 

government (and private sector) releases sufficient 

evidence showing the incidents are sourced from that 

country, the administration can just hold them 

responsible to make it stop.  This approach of ñnational 

responsibilityò is likely to be far more effective than 

forcing ourselves to jump over the needlessly high bar 

of proving technical attribution. 

  

Table 1: 

The Spectrum of State 

Responsibility  

1. State-prohibited. The national 
government will help stop the third-party 
attack  

2. State-prohibited-but-inadequate. The 
national government is cooperative but 
unable to stop the third-party attack  

3. State-ignored. The national government 
knows about the third-party attacks but is 
unwilling to take any official action  

4. State-encouraged. Third parties control 
and conduct the attack, but the national 
government encourages them as a matter 
of policy 

5. State-shaped. Third parties control and 
conduct the attack, but the state provides 
some support  

6. State-coordinated. The national 
government coordinates third-party 
attackers such as ōȅ άǎǳƎƎŜǎǘƛƴƎέ 
operational details 

7. State-ordered. The national government 
directs third-party proxies to conduct the 
attack on its behalf 

8. State-rogue-conducted. Out-of-control 
elements of cyber forces of the national 
government conduct the attack  

9. State-executed. The national government 
conducts the attack using cyber forces 
under their direct control  

10. State-integrated. The national 
government attacks using integrated 
third-party proxies and government cyber 
forces 
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Conclusion 

The Administration and Congress are taking cyber espionage seriously, more seriously than they have in 

years.  Yet it is far from clear we are doing enough or heading in the right direction.   

We must at least tackle these four cyber silences: 

1. Silence about how we got here 

2. Silence about the threat we face 

3. Silence about practical information which could help the private sector  

4. Silence to the Chinese about our increasing fury 

These will not by themselves solve the problem, but at least we will all understand the scope of the 

problem and have us towards solutions that may break the cycle of suffering.  To win, we must speak.  

To speak we have to declassify.  To declassify we must be bold.  And we must do this today. 

 



52 
 

  

PANEL I  ï QUESTIONS AND ANSWERS 

 
HEARING CO-CHAIR WORTZEL:  Wel l ,  thank you very much, al l  three of  

you, especia l ly for  put t ing in pract ical  recommendat ions. 
 I  want  to ask Mr. Healey,  i f  I  might ,  when I  look at  some of  your other 
wr i t ings, you seem to advise that  the U.S. should hold governments responsib le 
and not  focus so much on at t r ibut ion even i f  we can' t  at t r ibute to a speci f ic 
organ izat ion. 
 And i f  I 've character ized i t  r ight ,  I  wonder i f  you cou ld exp lain that  
v iew and whether there are legal  steps such as General  Cartwr ight  out l ined that  
we should be taking?   
 And i f  the others have thoughts on th is,  p lease cont r ibute. 
 MR. HEALEY:  Thank you very much, Commissioner .    
 This was one of  my recent  publ icat ions,  and I  brought  extra  copies for  
Commissioners or for  at tendees, that  says I  don ' t  th ink d ip lomats or generals 
should ever use the word "at t r ibut ion." 
 At t r ibut ion is impor tant  i f  you 're a secur i ty researcher .   I t 's  important  
i f  you 're law enforcement because i t  helps you f ind out  the person responsib le.   
The word "at t r ibut ion" makes us start  th ink ing we have to begin at  the technical  
leve l  and then work our way up, and maybe at  the end of  that  process, we can 
f ind out  i f  there was a government responsib le . 
 I  th ink for  d ip lomats and genera ls ,  that 's a sucker 's game, and we 
shouldn' t  p lay i t .   Look at  Eston ia.  Forensical ly ,  we were to ld that  178 countr ies 
had servers that  were responsib le in the at tack.  That  is not  helpfu l .   That  is 
forensic informat ion that  c louds the fact  that  i f  the pres ident  wanted to make 
that  at tack stop, he had to do one th ing, or he had to start  in  one place, and that  
was pick up the phone and ca l l  the Kremlin .   178 countr ies d idn' t  matter.   One 
country mattered.  Russia. 
 So that 's what  I  say, we don' t  have to p lay the game of  d i f f icu l t  
at t r ibut ion.  I t 's  an important  step, and we need to cont inue also doing that ,  but  
i f  I  were in the si tuat ion room, again,  advis ing the pres ident  when th is happens, 
or let 's take i t  to Chinese espionage--I 'm sorry--let 's be di rect  about  th is--we 
don' t  have to prove that  the Chinese government is beh ind any of  th is .   We have 
enough evidence f rom secur i ty researchers and f rom our own inte l l igence to come 
out  and say, look, enough is enough.  We don' t  care i f  you're behind i t  or  not ,  but  
there is enough that  shows that  Chinese ci t izens and organ izat ions are invo lved.  
We are get ting to a red l ine.  Please make i t  stop. 
 HEARING CO-CHAIR WORTZEL:  Thank you. 
 Anything to add on that? 
 MR. BEJTLICH:  I  would add that  for  cases where you can say th is  is a 
ser ious prob lem, that  i t  does make sense to contact  the country that  you bel ieve 
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is  responsib le .   I  th ink that  there's a range of  that  that  happens in the non-cyber 
wor ld.  I  mean clear ly what  happened af ter  9/11 is we fe l t  that  Afghanistan was 
harbor ing a group of  people that  we did not  l ike,  and i t  reached the level  of  
άwe're going to do something about  that .έ 
 I  th ink that  there are probably cyber equiva lents where you can say 
th is is such a problem, and maybe i t  doesn' t  have to be a major cyber at tack,  i t  
could simply be a pat tern of  act iv i ty over many years,  which is what  we 've had 
now for the last  seven, e ight ,  n ine years,  that  you could say we have ident i f ied 
the fo l lowing systems. Consistent ly over the course of  that  t ime, they have been 
involved in the death-by-a-thousand-cuts sort  of  economic espionage, and we 
would want you to take them down. 
 I  was actual ly shocked th is morning to hear Genera l  Cartwr ight  
ment ion that  we had done someth ing l ike that  in China.  My company, we cou ld 
probably provide l is ts of  in f rastructure we would l ike taken down i f- - 
 HEARING CO-CHAIR FIEDLER:  That 's why I  asked the quest ion. 
 [Laughter. ] 
 MR. BEJTLICH:  - -i t 's  such a possib i l i ty . 
 MR. VILLENEUVE:  Yes.  From a pure ly technica l  perspect ive,  I 've 
actual ly personal ly  had decent  luck deal ing with the Chinese server to get  
indiv idual  servers turned of f .   I  t reat  i t  l ike a normal botnet  case, as I  would in  
any other ,  and report  i t  as mal ic ious act iv i ty,  and they usual ly shut  them down. 
 The problem is that  we used to see a lo t  of  servers actual ly  hosted in 
China, but  now we see them hosted al l  over the wor ld,  a lo t  actua l ly in the Uni ted 
States. 
 Now, of  course, determining who's control l ing these servers is a 
d i f ferent  quest ion. But  even that ,  there's been some fantast ic work by Joe 
Stewart  looking at  the or ig inat ing IP addresses of  those who are contro l l ing sort  
of  in termediary servers that  were hosted in th ird countr ies.  So there is more 
work to be done there.  I  th ink the t r ick is whether a lot  o f  the law enforcement 
agencies who would  be responsib le for  shut t ing these down would rather keep 
them up and watch them or shut  them down for defensive purposes. 
 HEARING CO-CHAIR WORTZEL:  Thank you very much. 
 Commissioner Shea,  or Chairman Shea. 
 CHAIRMAN SHEA:  Thank you.  Thank you for your  test imony, a l l  three 
of  you. 
 I  just  want  to get  at  the point  that  you ' re making, Mr.  Healey.  You 
ment ioned Genera l  Alexander 's quote saying that  th is is the b iggest  t ransfer o f  
wealth through thef t  and piracy in the history of  mankind.  We're fami l iar  wi th  
the NCIX report  of  last  October.   
 Reading an op-ed f rom the former Director of  the NSA, the head of  
Homeland Secur i ty ,  and Deputy Secretary of  Defense: 
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 The Chinese government has a nat ional  pol icy of  economic espionage 
in cyberspace.  In fact ,  the Chinese are the wor ld 's most  act ive and pers istent  
pract i t ioners of  cyber esp ionage today.  And then they say th is costs us easi ly 
b i l l ions of  do l lars and mi l l ions of  jobs--these three individuals who are 
responsib le  for  our nat ion 's nat ional  secur i ty . 
 And then I  hear f rom General  Cartwr ight  that  we should,  the 
government should,  prospect ively engage in a d ialogue on th is issue, and i f  th is is 
that  b ig a deal ,  why haven ' t  we ra ised th is issue with the Chinese d irect ly?  I 'm 
beginning to th ink maybe i t 's  not  that  b ig a deal ,  and th is is just  a lot  of  
hyperbole.   
 I f  a l l  these statements are t rue, I 'm just  sort  of  myst i f ied as to why 
th is is not  at  the center of  our re lat ionship and discussions.  Al l  three of  you i f  
you can answer. 
 MR. HEALEY:  I t  myst i f ies me a lso that  we 're wi l l ing to poke about  so 
many d i f ferent  WTO cases, whether i t 's  solar panels or  t i res,  and I  know t i res can 
be important ,  but  many other issues, we're wi l l ing to poke the Chinese about ,  but  
not  for  th is . 
 I  th ink i t 's  because the spy/counter spy, the counter intel l igence 
mental i ty,  that  i f  we share th is ,  then we might  lose some col lect ion, and that  
real ly d isappoints me having spent  so much t ime in the pr ivate sector ,  having 
been a taxpayer and a taxpaying company, to f ind out  that  we 're be ing a l lowed to 
suf fer  in the pr ivate sector so that  our intel l igence community can get  bet ter 
take, so that  our spying can be a b i t  bet ter . 
 The benef i ts of  esp ionage predominant ly accrue to the government.   
The espionage that  we 're seeing penal izes pr imar i ly the pr ivate sector ,  and I  th ink 
that 's an imbalance that  we can no longer af ford. 
 MR. BEJTLICH:  I  would agree with that .   We just  don' t  have a 
construct  for  th inking about  th is.   Right  now, my company is responding to 
somewhere between 12 and 16 int rusions that  are ser ious.  We don' t  take smal l  
work.  We take the worst  of  the worst ,  and we work to keep that  out  of  the news.  
So these are companies that  they do not  want  to be known that  their  most  
sensi t ive intel lectual  property is now overseas, and these are al l  companies that  
have had th is happen.  These are al l  in t rusions that  started last  year or ear l ier, so 
we just  don' t  know how to th ink about  th is. 
 And these companies don' t  know how to th ink about  i t .   We have 
conversat ions where they say άwe just  lost  a l l  th is data.έ  I t  takes them months to 
t ry to f igure out  what  the economic value is,  and then they make decis ions or they 
th ink about  decis ions l ike άdo we have to sel l  ourselves to a larger company in  
order to preserve some type of  shareholder value in the event  that  th is gets out  
in s ix months or a year?έ 
 I  mean these are the sorts of  conversat ions we're having that  no one 
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knows how to th ink about  i t ,  and very rarely does i t  get  to the leve l  of  a CEO 
making a decis ion, wel l ,  άI 'm just  not  going to do business in China anymore.έ  
Most  of  these companies st i l l  cont inue to do business. 
 MR. VILLENEUVE:  I ' l l  just  quick ly echo what 's been sa id.  In the 
secur i ty community ,  we 're of ten under NDAs or we have customers who have 
pr ivacy to protect ,  and a lot  of  us report ,  we disc lose compromises d irect ly to  the 
vict ims, and that 's a tough job to phone somebody up and te l l  them that  they 've 
been breached, and a lot  of  th is is happening, but  there is no sort  of  publ ic record 
of  i t ,  which is why people th ink that  we ' re of ten overstat ing the problem. 
 MR. HEALEY:  I f  I  may, i f  a pr ivate company doesn' t  share,  then i t 's  
too beholden to i ts shareholders or i t 's  beholden to China or they 're not  pat r io ts.   
I f  the government doesn' t  share, i t 's  in te l  ga in loss and the deput ies commit tee 
said i t  was okay. 
 HEARING CO-CHAIR WORTZEL:  Mr .  Wolf  has arr ived.  He 's  going to 
start  at  11, so we're going to cont inue with quest ion ing, and then a couple 
minutes before that  I ' l l  break, and we' l l  get  ready for h im. 
 Commissioner Wessel . 
 COMMISSIONER WESSEL:  Thank you, gent lemen, for  being here.  I  
hope that  you--I  have probably a number of  hours of  quest ions--that  you ' l l  be 
wi l l ing to respond to a much shorter subset  in wr i t ing later  for  anyth ing that  we 
may not  get  to wi th  the panel today. 
 I  wanted to ask a quest ion of  the whole panel start ing with you about  
the movement towards the cloud, which, in the desire to reduce the federal  
budget  def ic i t ,  there is a view that  go ing to the c loud has enormous cost  savings, 
and i t  certain ly does, but  the latera l  movement of  data with in a c loud is actual ly 
pret ty s ign i f icant--correct  me i f  I 'm wrong--f rom a techn ica l  perspect ive.  You 
don't  have a dedicated server in the c loud.  Data is wr i t ten to the next  avai lable 
whatever ,  and the sof tware makes sure that  your data is,  in  fact ,  re layed back to 
you upon demand. 
 So the abi l i ty,  as I  understand i t ,  for  cyber int rus ions or cross-
migrat ion and the abi l i ty to get  somebody else's data is probably pret ty 
s ign i f icant  i f  you go into rootki ts or anything else with in a server farm with in the 
cloud, so to say. 
 Last  week I  saw an art ic le f rom the Austral ian press, Chinese 
technology giant  Huawei has been banned by the federal  government f rom 
part ic ipat ing in tenders worth b i l l ions of  dol lars to supply equipment to the 
nat ional  broadband network,  et  cetera,  stemming f rom concerns that  doing 
business with Huawei cou ld make the NBN vu lnerab le to cyber attacks or ig inat ing 
in China. 
 I  asked that  quest ion of  the General  before.  What should we be 
looking at  in  terms of  the supply chains,  and now moving towards the cloud, that  
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the provis ion of  the equipment,  are those new vectors for  at tack?  Should we be 
looking at  them any di f ferent ly than we look at  the current  phishing malware, 
other at tacks?  Is that  an increasing problem, decreasing?  How should we be 
looking at  i t?  And each of  the panel ists i f  you could? 
 MR. BEJTLICH:  Sure.  The cloud is one of  the most  compl icated--I  
mean i f  enterpr ise secur i ty wasn' t  a l ready compl icated, factor ing in the c loud 
makes i t  except ional ly more compl icated.  
 There's a complex set  of  t radeof fs here.  I f  you 're a smal l  company or 
mid-s ize company, and you have zero to one secur i ty people or perhaps zero to 
one IT people,  you get  a def in i te advantage in secur i ty going to the c loud because 
you would imagine the cloud people have something secur i ty- wise. 
 COMMISSIONER WESSEL:  Fi rewal ls or anything else that  you may not  
want  to spend the money on. 
 MR. BEJTLICH:  Absolutely. 
 COMMISSIONER WESSEL:  Yes. 
 MR. BEJTLICH:  So for many of  the companies that  we're seeing h i t  
now, there's a b ig advantage to going to the cloud because you' re just  bet ter  o f f . 
 However,  at  the h igher end when you can staf f  a team, what happens 
is when you go to the cloud, you tend to lose vis ib i l i ty .   You can' t  inspect  your  
own equipment now to see what the state of  i t  is  because i t 's  a l l  hosted 
someplace else. 
 And again,  you have to sort  of  d i f ferent iate between what 's  cloud, 
what 's hosted. We have seen the Chinese actors go ing af ter  hosted environments.  
In other words, equipment that  is control led by an organ izat ion, but  i t 's  housed 
someplace else.  So we have seen that  happening. 
 We haven' t  seen at tacks against  sort  of  pure cloud l ike a 
SalesForce.com or something l ike that .   But  as the data is increasingly in those 
places, I 'm sure we' re go ing to see i t .   Wel l ,  I  say we' l l  see i t ,  but  that 's real ly  the 
problem as wel l .   Who wi l l  see i t?  The vict im probably won' t . 
 I  mean, can you te l l  when you use your Gmai l  account  i f  someone has 
been there looking at  your e-mai l?  Probably not .   I  mean, guess what,  Gmai l  
hardly knows e i ther .   So those are the chal lenges I  see. 
 COMMISSIONER WESSEL:  But  then the intersect ion between, again,  an 
increasing movement to the cloud and the global izat ion of  supply chains-- 
 MR. BEJTLICH:  Right . 
 COMMISSIONER WESSEL:  - -again ,  as you're point ing out ,  i t  moves out  
of  your shop to somewhere else.  Smal l  guy, yes, i t 's  bet ter for  the government. 
 MR. BEJTLICH:  Yeah. 
 COMMISSIONER WESSEL:  Does that  increase the secur i ty r isks or 
decrease them?  What 's your view about  the intersect ion there? 
 MR. BEJTLICH:  I  would say overa l l  there is,  I ' l l  just  te l l  you what we 're 
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doing.  We're moving our e-mai l  in-house.  I  feel  that  i f  you can run i t  yourse l f ,  
you' re go ing to ga in  the secur i ty benef i t .   We saw with the Aurora at tacks, they 
went af ter  Gmai l  to  get  the d issident e-mai ls .   So we're going to see more of  that  
as more people put  sensi t ive data in those locat ions. 
 MR. VILLENEUVE:  I  can' t  rea l ly expand too much on what Richard just  
said ,  but  what  I  wi l l  a lso point  out  is that  the cloud also provides new avenues for 
the at tackers.  So what we 're actual ly seeing is malware that  makes use of  the 
cloud for e lements of  command and control ,  so whereas before you cou ld look at  
your network t raf f ic  and say, you know, why are there st range connect ions to th is 
other part  of  the wor ld in the middle o f  the n ight ,  now, i f  you' re looking at  the 
t raf f ic ,  a l l  you' l l  see is connect ions to Gmai l . 
 COMMISSIONER WESSEL:  Your b i lateral  t raf f ic .   Right .   Right . 
 MR. VILLENEUVE:  We've seen malware that  uses Google 's  encrypted 
Gtalk Chat  as a mechanism of  command and contro l .   Cloud f i le share host ing 
services used as elements of  command and contro l  and a lso to drop exf i l t rated 
data.  So al l  of  those th ings start  obscur ing any geographical  indicators that  we 
used to look at  before. 
 COMMISSIONER WESSEL:  Mr .  Healey,  any? 
 MR. HEALEY:  Thank you. 
 Very br ief ly,  i t 's  just  the latest  in a long history of  rush ing ahead and 
then f igur ing out  the secur i ty af terwards.  Whether i t  was the Internet  i tsel f  or  
a lmost  every product  that 's ever come out ,  people have sa id,  wel l ,  put  th is out  
and we' l l  f igure out  how to do i t  secure ly af terwards. So in that  way, i t 's  real ly 
not  surpr is ing. 
 And the cloud is doing th is ,  which is  wear ing for espionage,  but  much 
more wearing for me is do ing i t  a lso for  industr ia l  contro l  systems, that  we' re 
taking these th ings that  real ly break, th ings of  stee l  and concrete,  that  you can' t  
just  reboot  and rep lace, that  when they break, people wi l l  d ie,  and that  we 're 
saying, wait ,  let 's connect  that  to the Internet . 
 And I  understand, i t 's  great  economic reasons for do ing i t ,  but  i t  
needs to worry us very deeply. 
 COMMISSIONER WESSEL:  Thank you. 
 HEARING CO-CHAIR WORTZEL:  Commiss ioner F iedler. 
 HEARING CO-CHAIR FIEDLER:  Mr.  Bej t l ich,  you talked about  
communicat ions companies being 23 percent  of  the target .   You' re ta lk ing about  
manufacturers.   You 're ta lk ing about  IP providers.  I 'm t ry ing to get  at  two th ings.  
I  mean stea l ing technology is one th ing.  Everybody is steal ing everyth ing. 
 MR. BEJTLICH:  Right . 
 HEARING CO-CHAIR FIEDLER:  L isten ing or scooping up communicat ions 
with in the United States is another.   How extensive do you bel ieve Chinese 
intercept ion of  communicat ions, publ ic regular communicat ions that  al l  of  us deal  
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with da i ly,  is going on? 
 MR. BEJTLICH:  So the cases that  I  ta lked about  are the hardware and 
sof tware manufacturers,  and as far  as we haven ' t  seen any ev idence of  Chinese 
col lect ion against  American targets us ing that  sort  of  th ing. 
 HEARING CO-CHAIR FIEDLER:  I f  we can do i t  a l l  over the wor ld,  why 
can' t  they?  And why aren ' t  we ta lk ing about  that? 
 MR. BEJTLICH:  Wel l ,  so put t ing on my intel  hat  for  a second, I  would 
imagine that  they would be pursu ing the same sorts of  systems that  we have over 
t ime--satel l i te-based systems and that  sort  of  th ing.  
 We see them taking the technology f rom these te lecom companies to 
improve thei r  own capabi l i t ies and then also to come out  wi th low-cost  
compet i tors  who can then outbid everyone else on these sorts of  nat ional  
in f rast ructure projects . 
 HEARING CO-CHAIR FIEDLER:  And are we seeing the adaptat ion, i f  you 
wi l l ,  of  hardware by Chinese manufacturers that  a l lows them to do anything 
nefar ious in the Uni ted States? 
 MR. BEJTLICH:  I 'm not  personal ly aware of  anyth ing l ike that  
al though-- 
 HEARING CO-CHAIR FIEDLER:  Anybody? 
 MR. BEJTLICH:  - -just  on a quick po int  about that ,  we do see them 
trying to a l lay people 's fears by saying,  wel l ,  we ' l l  have nat ional  cert i f icat ion and 
test ing and th is and that .    
 The problem is i f  any of  these systems are remotely upgradable,  and 
everyth ing is,  because you need to app ly secur i ty patches, they' l l  test  everyth ing, 
they' l l  say i t 's  c lean.  As soon as they ship i t ,  and they need to upgrade i t ,  that 's 
when they' l l  s l ip  in the back doors.  
 So I  would caut ion anyone who th inks that  the test ing is-- 
 HEARING CO-CHAIR FIEDLER:  So i t 's  a perpetual  problem? 
 MR. BEJTLICH:  Oh, absolute ly ,  i f  i t  is  possib le to modify the device 
remotely. 
 HEARING CO-CHAIR FIEDLER:  That 's what  the General  was referr ing to 
about  change-- 
 MR. BEJTLICH:  Yes. 
 HEARING CO-CHAIR FIEDLER:  - -and p lugging th is and p lugging that  in .    
 I t  a lso sounds to me, as a layman, that  we 're ta lking about  what  is 
essent ia l ly an indefensib le problem.  I  mean we' re doing th is for  years;  we don' t  
have a defense.  We don' t  have an ef fect ive defense.  The pr ivate sector doesn ' t  
have an ef fect ive defense.  The defense establ ishment doesn' t  have an ef fect ive 
defense.  This is a problem. 
 MR. BEJTLICH:  I t  is,  but  i t 's  in terest ing to me that  i t  now resembles 
the real  wor ld .   None of  us came here in a tank.  None of  us put  our kids to school 
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in  Kevlar vests and helmets.  We've developed ways to deal  wi th an inherent ly 
vulnerable person b io logy system.  
 And we're there now with computers.   I t 's  been a f ict ion over t ime to 
th ink that  we cou ld defend computers in a way that  we cou ldn' t  defend anything 
else, I  th ink. 
 HEARING CO-CHAIR FIEDLER:  Wel l ,  so let 's get  to that  for  a second.  I  
mean are you saying that  i t 's  indefensib le u l t imately? 
 MR. BEJTLICH:  I f  you are deal ing with a professional  in t ruder,  the 
professional  in t ruder wi l l  win.   There 's  an inherent  advantage to of fense in cyber,  
I  bel ieve. 
 MR. HEALEY:  The best  that  we can do is make i t  more di f f icu l t  for  
them.  You know, just  l ike conf l ict  in  any other domain, i t 's  going to be one force 
act ing on another one, and th is cont inual campaign, as Nar t  just  d iscussed. 
 So the more th ings that  we can do to  make i t  more di f f icu l t  for  them, 
force them into other p laces, increase their  work factor ,  make them give up, then 
that 's the best  that  we can do, and i f  you look at  the kinds of  th ings that  
Mandiant  does or o ther people come out  wi th,  most  of  these int rusions are not  
d i f f icu l t .  
 They' re ab le to use very s imple--they don' t  have to be advanced.  They 
don' t  even have to be that  pers istent ,  and the more that  we force them to be 
advanced and pers istent ,  the bet ter of f  we ' l l  be. 
 HEARING CO-CHAIR FIEDLER:  Thank you. 
 We're go ing to break for a moment-- 
 HEARING CO-CHAIR WORTZEL:  We're go ing to break now. 
 HEARING CO-CHAIR FIEDLER:  - -gent lemen, and we' l l  ca l l  you back in 
af ter- - 
 HEARING CO-CHAIR WORTZEL:  We' l l  cal l  you back in .   We've got  more 
quest ions. 
 HEARING CO-CHAIR FIEDLER:  We've got  a lot  more quest ions. 
 HEARING CO-CHAIR WORTZEL:  We got  a  lot  of  Commissioners that  
have more quest ions for  you.  Thank you. 

 Congressman Frank Wolf is the Representat ive for  Virgin ia 's 10th 
Congressional  Dist r ict ,  serving in Congress since 1981.  He 's also Chai rman of  the 
House Appropr iat ions Subcommit tee on Commerce-Just ice-Science and Related 
Agencies;  co-chair  o f  the Tom Lantos Human Rights Commission;  and a member of  
our s ister commiss ion, the Congressional-Execut ive Commission on China. 
 Chai rman Wolf  has also been a leader of  congressional  ef for ts to 
address cyber secur i ty concerns related to China.  In 2006, congressional  
computers that  contained informat ion about  pol i t ical  d iss idents f rom around the 
wor ld were compromised by people working f rom with in China, includ ing 
computers in Congressman Wolf 's of f ice. 
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 In addi t ion to working to ra ise awareness of  cyber threats,  the 
Congressman authored a number of  cyber secur i ty provis ions as part  of  the 
spending b i l l  that  funds the Departments of  Commerce and Just ice,  NASA, and the 
Nat ional  Science Foundat ion for  FY 2012. 
 Some of  these include: a Jo int  Cyber Secur i ty Center for  Federal  
Civi l ian Agencies; new statutory cert i f icat ion requirements of  IT systems to 
ensure supply chain  secur i ty;  expansion of  t ra in ing for FBI cyber agents;  increased 
funding and resources for the FBI 's unique cyber-re lated author i t ies and 
expert ise;  and requ i r ing the FBI to produce an annual Nat ional  Cyber Threat  
Assessment . 
 Congressman, the Commission is very p leased to have you here and to 
have your support .  The nat ion is for tunate to have you as a leader in Congress.   
We're honored by your presence and look forward to your test imony. 
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STATEMENT OF FRANK WOLF 

A U.S. REPRESENTATIVE FROM THE STATE OF VIRGINIA  

 
MR. WOLF:  Wel l ,  thank you very much, and I  appreciate the 

opportuni ty to test i fy.    
 At  the outset ,  I  don ' t  know i f  you saw today's--on the Internet--the 
Washington Post , Associated Press update,  Monday, March 26, 5:21 a.m.,  out  of  
Austra l ia .   I t  says Austral ia has banned Chinese technology giant  Huawei f rom 
bidding to he lp bui ld a nat ionwide h igh-speed Internet  network due to concerns 
about  cyber at tacks t raced to  China. 
 Austra l ian Pr ime Minister Jul ia Gi l lard said Monday the move was 
among, quote,  "prudent  decis ions" to ensure that  the p lanned network funct ions 
proper ly .   The ban highl ights concern about  Bei j ing's cyber  warfare ef for ts ,  a 
spate of  hacking at tempts a imed at  Western companies and the role of  Chinese 
equipment providers,  which are expanding abroad.  
 So i t 's  in terest ing that  th is story came out  the very day that  you have 
the hear ing. 
 I  want  to thank you for the opportuni ty to test i fy today on th is very 
important  issue, and I  appreciate more than I  can te l l  you the cont inued good 
work by the Commission and your hold ing th is f ie ld hear ing in Manassas. 
 As you know, northern Virgin ia was rea l ly the b ir thplace of  the 
Internet  in the 1980s and '90s and remains the East  Coast  "h igh tech" hub today. 
 Today, northern Virgin ia is one of  the f ront l ines in the emerging 
cybersecur i ty chal lenge, wi th a signi f icant  cyber workforce that  is support ing U.S. 
defense and civ i l ian  agencies. 
 I  have been deeply concerned about  the cyber threat  f rom China for 
near ly a decade.  When I  f i rst  started rais ing these concerns, the genera l  at t i tude 
of  the U.S.  government was to keep everyth ing secret  or ,  in  some cases, just  to  
ignore the threat .   In fact ,  when the Chinese at tacked four of my of f ice computers 
in 2006, a long with many other House of f ices--I  th ink there were about  17 
members i f  I  remember--I  remember Congressman Ki rk was one; Congressman 
Chris Smith was one--the FBI and others urged me not  to d isc lose i t  publ ic ly . 
 Af ter  nearly two years of  wai t ing,  I  took to the House f loor  in June of  
2008 to inform my col leagues, and the American people,  about  the inc ident  and 
warn of  the growing threat  to the U.S. government and businesses. 
 I  bel ieved i t  was important  for  the publ ic to better understand th is 
threat  and what the at tackers wanted, not  nat ional  secur i ty secrets,  but  
informat ion about  Chinese d issidents that  I  had worked for . 
 The at tacker f i rst  hacked into  the computer of  my foreign pol icy and 
human r ights staf f  person, then the computers of  my chief  of  staf f ,  my leg is lat ive 
d irector and my judiciary staf f  person.  On these computers was informat ion 
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about al l  of  the casework we have done on behalf  of  po l i t ical  d issidents and 
human r ights act iv is ts around the world . 
 The computers,  as I  said ,  in  other of f ices,  inc luding the House Foreign 
Af fairs Commit tee, were also compromised.   
 I t  is  logical  to assume that  cr i t ica l  and sensi tive informat ion about  
U.S. foreign pol icy and the work of  Congress to he lp people who are suf fer ing 
around the world was a lso open to v iew f rom these of f ic ia l  computers. 
 In subsequent meet ings with the FBI of f ic ia ls,  i t  was revealed that  the 
outside sources responsib le  for  th is at tack came f rom with in the People 's 
Republ ic of  China.  These cyber at tacks permit ted the source to probe our 
computers to evaluate our system's defenses and to v iew and copy informat ion.  
My suspicion is that  I  was targeted and the other members,  l ike Congressman 
Chris Smith and Senator Ki rk,  by Chinese sources because of  our h istory of  
speaking out  about  the Chinese government 's abysmal human r ights record. 
 I  have spent  hours with count less Chinese diss idents,  ranging f rom 
Uyghur Musl im act iv ist  Rebiya Kadeer,  to house church pastor and advocate Bob 
Fu, to former laogai  pr isoner,  Harry Wu. 
 Just  recent ly,  I  v is i ted with an impressive group of  Chinese lawyers in 
Washington for the Nat ional  Prayer Breakfast .   To a person, each loved thei r  
country and were r ight ly proud of  thei r  her i tage, but  a l l  sought  fundamenta l  
change. They longed to l ive in a land where they cou ld worship f ree ly,  speak 
openly and enjoy the basic protect ions of  a const i tut ion grounded in ru le of  law.  
Their  quarrel ,  and mine, is wi th a th in layer of  leadership at  the helm of  the 
Chinese Communist  Party that  ru les by fear and oppression. 
 Keep in mind L iu Xiaobo, the 2010 Nobel Pr ize winner,  was not  even 
permit ted to leave his pr ison cel l  to go to Oslo,  nor was h is wi fe a l lowed to leave 
their  residence.  She was under house arrest . 
 Since I  spoke out  in  2008, there has been a sea change in how senior 
defense and intel l igence of f ic ia ls are publ ic ly d iscussing the cyber threat .  Four  
years ago, some of  these same leaders who were warning against  even publ ic ly  
acknowledging cyber at tacks, much less the source of  the threats,  are now 
publ ic ly warning of  the threat  in very stark terms. 
 I  bel ieve that  th is change has come about  because these senior 
of f ic ia ls have determined that  the si tuat ion has become so dangerous, as our  
networks and technology and companies become so interconnected, that  they 
understand that  publ ic awareness is increasingly cr i t ical  to deal  wi th th is threat . 
 For example, last  month, dur ing the appearance before the Senate 
Select  Commit tee on Intel l igence, FBI D irector Robert  Muel ler  said that  whi le 
terror ism is the greatest  threat  today, quote,  "down the road, the cyber threat  
wi l l  be the number one threat  to the country. " 
 2010 Pentagon report  found, quote:  " In  the case of  key nat ional  
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secur i ty technologies,  contro l led equ ipment and other mater ia ls not  readi ly 
obtainable through commercia l  means or academia, the People 's Republ ic of  China 
resorts to more focused ef for ts,  includ ing the use of  i ts intel l igence serv ices and 
other-than-legal  means, in v io lat ion of  U.S. laws and expor t  controls ." 
 The report  a lso h igh l ighted China's cyber espionage ef for ts .   The U.S. 
intel l igence community notes that  China's at tempts to penetrate U.S. agencies are 
the most  aggressive of  a l l  foreign intel l igence organizat ions--far  greater than the 
KGB ever was dur ing the days of  communism in the Soviet  Union and dur ing the 
'70s and '80s, and in many other areas,  too. 
 Other senior  U.S. mi l i tary and intel l igence of f ic ia ls have become 
increasingly vocal  about  their  concerns about  the scope of  Chinese espionage and 
cyber at tacks.  Defense Inte l l igence Agency Chief  General  Ron Burgess a lso 
recent ly test i f ied that- -quote--he said:  "China has used i ts intel l igence services to 
gather informat ion via a s igni f icant  network of  agents and contacts using a var iety 
of  methods.  In recent  years,  mult ip le cases of  economic espionage and thef t  o f  
dual-use and mi l i tary technology have uncovered pervasive Chinese col lect ion 
ef for ts ." 
 Last  year,  the usually ret icent  Off ice of  the Nat ional  
Counter intel l igence Execut ive issued a warning that ,  quote,  "Chinese actors are 
the wor ld 's most  act ive and pers istent  perpetrators of  economic esp ionage."  The 
Counter intel l igence Off ice took th is rare step of  s ing l ing out  the Chinese due to 
the sever i ty of  the threats to the U.S. nat ional  and economic secur i ty. 
 And a March 8,  2012, Washington Post art ic le descr ibed how, quote:  
"For a decade or more, Chinese mi l i tary of f ic ia ls have talked about  conduct ing 
warfare in cyberspace, but  in recent  years,  they have progressed to  test ing at tack 
capabi l i t ies dur ing exercises.  The PLA"--the People 's Liberat ion Army--"probably 
would target  t ransportat ion and log ist ics networks before an actual  conf l ict  to  t ry 
to delay or d isrupt  the United States '  abi l i ty to f ight ,  according to the report  
prepared by Northrop Grumman"--for  th is Commission, and I  want  to commend 
the Commission and thank the Commission for request ing and publ ishing th is 
important  research. 
 We are beginn ing to  wi tness the consequences of  the cyber  threat .   
According to a March 13, 2012, New York Times art ic le,  quote: 
 "Dur ing the f ive-month per iod between October and February,  there 
were 86 reported at tacks on computer systems in the United States that  contro l  
cr i t ical  in f rast ructure,  factor ies,  and databases, according to the Department of  
Homeland Secur i ty ,  compared with 11 over the same per iod a year ago." 
 In an interv iew with  the New York Times, Homeland Secur i ty Secretary 
Janet  Napol i tano sa id,  quote: 
 " I  t h ink General  Dempsey said i t  best  when he said that  pr ior  to 9/11, 
there were a l l  k inds of  in format ion out  there that  a catastrophic at tack was 
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looming.  The informat ion on a cyber at tack is at  the same frequency and 
intensi ty and is bubbl ing at  the same level ,  and we should not  wait  for  an at tack 
in order to do something." 
 Notably,  Chinese espionage isn ' t  l imi ted to government agencies.  In 
an October 4 ,  2011,  Washington Post ar t ic le,  Chai rman Mike Rogers remarked, 
quote: 
 "When you talk to these companies behind closed doors,  they descr ibe 
at tacks that  or ig inate in China and have a level  of  sophist icat ion and are c lear ly 
supported by a leve l  of  resources that  can only be a nat ion-state ent i ty ." 
 Cyber espionage is having a real  and corros ive ef fect  on job creat ion,  
creat ing and causing jobs.  You're taking jobs away f rom America, and last  year,  
the Washington Post reported that ,  quote: 
 "The head of  the mi l i tary 's U.S. Cyber Command, General  Kei th 
Alexander ,  said one U.S. company recent ly lost  $1 b i l l ion--$1 bi l l ion--worth of  
in tel lectua l  property over the course of  a couple of  days--technology that  they 
worked on for 20 p lus years sto len by one adversary." 
 The record is clear:  what  po l icymakers used to ret icent ly refer to as,  
quote,  the "Advanced Pers istent  Threat" is now increasingly acknowledged as 
China 's asymmetr ic warfare and economic st rategy against  our country,  against  
America. 
 Because of  our past  re luctance to acknowledge the sever i ty of  th is 
issue, the Congress and the admin ist rat ion are now struggl ing to keep up.  As 
many are aware,  severa l  comprehensive cybersecur i ty b i l ls  have stal led in the 
Senate amid jur isd ict ional  and part isan wrangl ing. 
 The House is quiet ly t ry ing to advance more targeted b i l ls,  and I  want  
to commend and thank my col leagues, Mike Rogers,  chai rman of  the Inte l l igence 
Commit tee, and also Dutch Ruppersberger,  the Democrat ic--the Ranking Member,  
and Peter King,  chai rman of  the Homeland Secur i ty Commit tee, for  thei r  excel lent  
leadership on th is issue. 
 As chairman of  the House Appropr iat ions Subcommit tee that  funds the 
FBI,  Commerce and Nat ional  Inst i tute for  Standards and Technology, my 
subcommit tee has a lso been fund ing some of  the key c iv i l ian and law enforcement 
agencies involved in the f ight  against  cyber threat . 
 That  is why I  pr ior i t ized cyber secur i ty programs in Fiscal  Year 2012 
Commerce-Just ice-Science Appropr iat ions bi l l ,  includ ing signi f icant  increases in  
the FBI 's jo int  cyber  task force and requ ir ing each agency to  vet  i ts IT equipment 
purchases.  I  a lso d irected the FBI to produce an annual unclass i f ied cyber report . 
 I  am p lanning to take even more sign i f icant  steps in the F iscal  Year 
2013 bi l l  that  is current ly under development,  including--I  want  to te l l  th is panel- -
adopt ing many of  th is Commission 's recommendat ions.  Your recommendat ions 
wi l l  not  go unrecognized or ignored.  We are going to adopt  them, and we're going 
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to put  them into law. 
 Al though the government and the pr ivate sector have f ina l ly come to 
appreciate th is threat  and start  to take the necessary steps to address i t ,  the 
threat  is evo lv ing, and I  am concerned that  we may cont inue to be behind the 
curve. 
 One issue that  the U.S. has fa i led to develop a coherent  and strategic 
pol icy to address is the unique and unprecedented threat  f rom Chinese state-
owned and state-d irected companies that  are operat ing in the U.S.  I  be l ieve th is 
threat  is part icular ly pronounced in Chinese te lecom f i rms. 
 Ear l ier  th is year ,  The Economist magazine publ ished a special  report  
on Communist  Party  management of Chinese corporat ions.  The art ic le noted the 
Chinese government 's part icular support  for  i ts te lecom and IT industry,  not ing 
that ,  quote,  " the end resul t  is the creat ion of  a new class of  a state companies:  
nat ional  champions that  may not  be owned by governments but  are nevertheless 
closely l inked to them." 
 The art ic le reported that  " the Communist  Party has cel ls"- -and that 's 
a quote--"cel ls in most  companies,  in the pr ivate as wel l  as state-owned sector--
complete with thei r  own of f ices and f i les on employees.  I t  holds meet ings that  
shadow formal board meet ings and of ten t rump their  decis ions." 
 According to The Economist,  the Chinese government even has an 
expression for th is st rategy, quote:  "The state advances whi le the pr ivate sector 
retreats." 
 Author Richard McGregor wrote that  the execut ives at  major Chinese 
companies have a,  quote,  "red machine" wi th an encrypted l ine to Bei j ing next  to 
their  Bloomberg terminals and personal  i tems on their  desks. 
 Given th is level  of  party contro l  in  China's pr ivate sector,  we 
shouldn' t  be surpr ised to learn that  the PLA has been operat ing cyber mi l i t ias out  
of  te lecom companies. 
 Last  year,  The Financia l  Times reported that  the PLA has even 
documented how i t  wi l l  use te lecom f i rms for foreign esp ionage and cyber 
attacks. 
 A paper publ ished in the Chinese Academy of  Mi l i tary Sciences '  
journal  noted, quote: 
 "These cyber mi l i t ia  should preferably be set  up in the te lecom sector ,  
in  the electron ics and internet  industr ies,  and in inst i tut ions of  scient i f ic 
research,"  and i ts tasks should inc lude,  quote,  "steal ing, changing and eras ing 
data" on enemy networks and thei r  in t rusion with the goal  of  "decept ion, 
jamming, d isrupt ion, throt t l ing,  and paralysis. " 
 The same art ic le a lso documented the growing number of  PLA-led 
cyber mi l i t ias housed in "pr ivate"--pr ivate--Chinese te lecom f i rms. 
 The art ic le reported on one example at  the f i rm Nanhao: "Many of  i ts 
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500 employees in Hengshui ,  just  southwest  of  Bei j ing,  have a second job.  Since 
2005, Nanhao has been home to a cyber mil i t ia un i t  organized by the People 's 
Liberat ion Army.  The Nanhao operat ion is one of  thousands set  up by the Chinese 
mi l i tary over the past  decade in technology companies and universi t ies around 
the country.   These uni ts form the backbone of  the country 's Internet  warfare 
forces, increasingly seen as a ser ious threat  at  a t ime of  escalat ing global  
cybertensions." 
 This is what  makes me so concerned about  Chinese te lecom f i rms'  
growing operat ions in the U.S. market .   Chinese state-directed f i rms are 
col laborat ing and cooperat ing with the Chinese government to a degree that  
would be unfathomable in the U.S. or o ther Western count r ies. 
 And as these Chinese state-backed f i rms enter the U.S. market ,  i t  is  
unclear whether they wi l l  be p lay ing by our ru les or thei r  own.   
 Current ly ,  the most  concerning of  these Chinese te lecoms is Huawei--
and I  read th is report  today, which you ' l l  see later--which is at tempt ing to 
increase i ts market  share in the United States and around the world .   Numerous 
government reports  have l inked Huawei 's corporate leadership to the Chinese 
intel l igence services and the People 's L iberat ion Army, rais ing concerns about  
Huawei 's  networks and devices being subject  to espionage by the Chinese 
government . 
 These connect ions are part icu lar ly noteworthy given Huawei 's  rapid 
r ise as a te lecom giant .   According to a March 18 art ic le in  the Wal l  Street  
Journal ,  quote:  "Huawei Technologies Company has almost  doubled i ts workforce 
over the past  f ive years as i t  st r ives to become a mobi le technology heavyweight ." 
 The art ic le also notes that  Huawei 's network business has thr ived at  
the expense of  st ruggl ing Western network companies such as Alcatel-Lucent  and 
Nokia Siemens Networks.  In i t ia l ly ,  Huawei suppl ied low-cost  phones to  
te lecommunicat ions operat ions in the West under the ir  own brand, but  over the 
past  year ,  Huawei has been quiet ly bui ld ing and invest ing in i ts own brand of  
h igh-end smartphones and tab lets . 
 Huawei execut ives make no secret  of  their  goal  to dominate the 
te lecom market .   In  a March 6,  2012 interview with the technology news Web si te,  
Engadget,  Huawei device chief  Richard Yu said ,  quote:  " In three years we want 
Huawei to be the industry 's top brand." 
 However,  Huawei 's growth in the U.S. market  should g ive al l  
Americans ser ious pause.  Last  week,  respected nat ional  secur i ty reporter Bi l l  
Gertz wrote in The Washington Free Beacon about  th is Commission's recent ly  
re leased cybersecur i ty report . 
 Gertz wrote,  quote:  "New informat ion about  Chinese civ i l ian 
te lecommunicat ions companies'  c lose support  of  the Chinese mi l i tary and 
informat ion warfare programs is rais ing f resh concerns about  the companies '  
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access to U.S. markets,  accord ing to a report  by the Congressional  U.S.-China 
Economic and Secur i ty Review Commission." 
 "One of  the companies ident i f ied in the report  as l inked to the PLA is 
Huawei Technologies,  a global  network hardware manufacturer that  has twice 
been blocked by the U.S. government s ince 2008 f rom trying to buy into U.S. 
te lecommunicat ions f i rms." 
 Gertz cont inued, quote:  "Huawei is a wel l-establ ished suppl ier  of  
special ized te lecommunicat ions equipment,  t ra in ing and related technology to the 
PLA that  has, along with others such as ZTE and Datang, received d irect  funding 
for R&D on the C4ISR.  That 's the h igh-tech inte l l igence col lect ion systems 
capabi l i t ies." 
 The report  fur ther adds: "A l l  these Chinese te lecom f i rms or ig inated 
as state research inst i tutes and cont inue to receive preferent ia l  funding and 
support  of  the PLA." 
 Huawei 's  ef for ts to sel l  te lecom equipment to U.S. networks has long 
t roubled the U.S. defense and intel l igence communit ies,  which has been 
concerned that  Huawei 's  equipment could easi ly be compromised and used in 
Chinese cyber at tacks against  the U.S. or to intercept  phone ca l ls and e-mai ls  
f rom the American te lecom networks. 
 According to a 2005 report  by the RAND Corporat ion, quote,  "both the 
Chinese government and the mi l i tary tout  Huawei as a nat ional  champion, and one 
does not  need to d ig too deeply to d iscover that  many Chinese informat ion 
technology and te lecommunicat ions f i rms are the publ ic face for ,  sprang f rom, or 
are s ign i f icant ly engaged in jo int  research with state research inst i tutes under  the 
Minist ry of  Informat ion Indust ry,  defense-industr ia l  corporat ions, and the 
mi l i tary. 
 In fact ,  the Washington Post  reported that  the Nat ional  Secur i ty 
Agency ca l led AT&T because of  fears that  China's intel l igence agencies could 
insert  d igi ta l  t rapdoors into Huawei 's technology that  would serve as secret  
l is ten ing posts in the U.S.  communicat ions network. 
 Over the last  severa l  years,  Huawei 's top execut ives '  deep connect ions 
to the PLA and Chinese inte l l igence have been wel l  documented.  As Gertz 
summarized in h is art ic le,  quote: 
 "A U.S. intel l igence report  produced last  fa l l  stated that  Huawei 
Technologies was l inked to the Min ist ry of  State Secur i ty,  speci f ical ly  through 
Huawei 's  chairwoman, Sun Yafang, who worked for the Min ist ry of  State Secur i ty,  
MSS, Communicat ions Department before jo in ing the company." 
 That  is why senior administ rat ion of f ic ia ls in the Bush and the Obama 
administ rat ions have repeated ly intervened to b lock Huawei 's access to U.S. 
networks.    
 " In 2008, the Treasury Department-led Commit tee on Fore ign 
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Investment in the United States,  CFIUS,  b locked Huawei f rom purchasing the U.S. 
te lecommunicat ions f i rm 3Com due to  the company's l inks to the Chinese 
mi l i tary,"  Gertz reported. 
 "Last  year ,  under pressure f rom the U.S. government,  Huawei 
abandoned thei r  ef for ts to purchase the U.S.  server technology company 3Leaf .  In 
2010, Congress opposed Huawei 's proposal  to  supply mobi le te lecommunicat ions 
gear to Spr int  over  concerns that  Spr in t  was a major  suppl ier  to the U.S. mi l i tary 
and intel l igence agencies." 
 And I  would say th is :  when the White House, the intel l igence 
community ,  the Defense Department,  and the Commerce Department--we had 
Secretary Bryson before us last  week--a l l  have worked to b lock Huawei f rom 
gain ing access to U.S. networks,  the American people should real ly take not ice.    
 In al l  my years in Washington, very rare ly have I  seen defense, 
intel l igence and civ i l ian agencies come together in such a quiet  but  concerted 
ef for t  to warn of  a  secur i ty threat  f rom a fore ign ent i ty . 
 I t  is  not  just  Huawei 's longstanding and t ight  connect ions to Chinese 
intel l igence that  should t rouble us.   Huawei has also been a lead ing suppl ier  o f  
cr i t ical  te lecom services to some of  the worst  regimes around the wor ld.   Last  
year ,  the Wal l  Street  Journal  reported that  Huawei,  quote,  "now dominates Iran 's 
government-contro l led mobi le-phone industry. "   I ran.  Everyone is concerned 
about  I ran get t ing a nuclear weapon.  You cannot  not  turn on the news and hear 
th is.   " I t  p lays a ro le in enabl ing Iran 's state secur i ty network." 
 You know what the state secur i ty network does to the Iran ian people?  
And they' re cooperat ing and help ing.   
 Gertz reported that  Huawei  has also been " l inked to  sanct ions-bust ing 
in Saddam Hussein 's I raq dur ing the 1990s when that  company helped network 
Iraq i  a i r  defenses at  a t ime when U.S.  and al l ied jets were f ly ing patrols to 
enforce the no-f ly zone."  They were he lp ing the Iraq is .   They were help ing 
Saddam. 
 I  mean that ,  I  mean they now--wel l ,  I  won' t  go of f  on another--but  I  
mean that  should real ly get  people very concerned.  The company also worked 
with the Tal iban during i ts short  re ign in Afghanistan to instal l  a phone system in 
Kabul .   Almost  200 people f rom my dist r ict  d ied in the at tack on the World Trade 
Center . 
 Now, everyone knew bin Laden l ived in  Sudan f rom '91 to '94.  When 
he lef t  and went there,  they knew the connect ion.  Everyone knew the 
connect ion.  I f  you were deaf ,  maybe you didn' t  know i t ,  or  i f  you weren' t  
fo l lowing i t ,  you d idn' t  know i t ,  but  everyone knew the connect ion with the 
Tal iban.  Mul lah Omar never sent  b in Laden out  and al lowed him to stay, and they 
put  a te lephone system in for  the Tal iban.  That  should have everyone concerned.  
That  should have--have you been up to the World Trade Center? 
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 Given al l  th is  informat ion, there should have been no doubt  that  
Huawei poses--and how does somebody represent  Huawei?  I  understand they just  
h ired a former member of  Congress to now---how do you do that?  That 's  l ike the 
Simon and Garfunkel  song "The Boxer. "   Remember that  song, "A man hears what 
he wants to hear and disregards the rest ." 
 How do you disregard that  and come and register and lobby for a 
company that  has been invo lved l ike th is?  Given al l  th is in format ion, there should 
be no doubt  Huawei  poses ser ious nat ional  and economic secur i ty threat  to the 
U.S.  I t  is no secret  that  the People 's Republ ic of  China has developed the most  
aggressive espionage operat ions in modern history,  especia l ly given i ts focus on 
cyber at tacks and cyber espionage. 
 Perhaps that  is why Bei j ing has ensured that  Huawei is able  to 
cont inue i ts global  market  growth by unsusta inably low pr ices and Chinese 
government export  ass istance, according to th is Commission's January 2011 
report  on the nat ional  secur i ty impl icat ions of  Chinese te lecom companies. 
 Due to China's secrecy, the fu l l  extent  of  Huawei 's subsid ies are not  
fu l ly known, but  given i ts unreal ist ica l ly low pr ices, i t  remains unknown whether 
Huawei is even making a prof i t  as i t  seeks to dominate the te lecom market . 
 Why would the Chinese government be wi l l ing to generously subsid ize 
such unprof i table products?   
 The Amer ican people have a r ight  to know whether their  government 
is doing everyth ing i t  can to protect  their  cel l  phone and data networks.   But  I  
fear that  wi th Huawei 's rap id growth in the U.S. market ,  we may soon f ind that  we 
are too intertwined with Huawei network equ ipment and devices to address 
potent ia l  secur i ty concerns.  We must  resolve these concerns before Chinese 
te lecom f i rms make sign i f icant  in roads on U.S. networks and not  af ter . 
 As Huawei increases i ts lobbying presence in Washington every 
congressional  of f ice should know when they come in their  connect ion to the 
Iran ian issue, thei r  connect ion to the Iraqi  issue, their  connect ion to the Tal iban.  
We did a p iece in the Congressional  Record a week ago.  We're sending i t  to every 
member of  the House so they can ' t  say, wel l ,  I  d idn ' t  know, so they a l l  know.   
 And as Huawei increases lobbying presence in Washington, members 
should be fu l ly aware of  the f i rm's int imate l inks to the PLA and the ser ious 
concerns of  our defense and intel l igence community. 
 Ver izon, Spr int ,  AT&T, T-Mobi le and other networks should not  be 
sel l ing Huawei devices given these secur i ty concerns.  But  i f  they do, they have an 
obl igat ion to inform their  customers of  these threats.   This is especia l ly important  
when carr iers are sel l ing Huawei phones and tab lets to corporate customers.  
They have a r ight  to  know that  Bei j ing may be l istening. 
 I  want  to thank you again for  the oppor tuni ty to test i fy ,  and I  look 
forward to work ing with the Commission on these issues, and, f rankly,  i f  the 
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Commission wasn ' t  looking at  some of  these issues, I 'm not  so sure that  anybody 
else would,  and I  want  the Commissioners to know that  your work has not  been in 
vain . 
 We are going to take a lot  of  th is and we're going to use i t ,  and we're 
going to d iscuss i t  on the f loor .   I t 's  going to be in the b i l l  so i t 's  not  just  l ike,  i t 's  
not  a resolut ion, i t 's  go ing to be a law that  we 're going to come and push.  Wi th 
that ,  I  thank you very much. 
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PREPARED STATEMENT OF FRANK WOLF 

A U.S. REPRESENTATIVE F ROM THE STATE OF VIRGINIA  

 

Thank you for the opportunity to testify today on this very important issue.  I appreciate the continued 

good work by the commission and your holding this field hearing here in Manassas.  As you know, 

northern Virginia was really the birthplace of the Internet in the 1980s and 1990s and remains the East 

Coast ñhigh techò hub today.   

 

Today, northern Virginia is one of the frontlines in the emerging cybersecurity challenge, with a 

significant cyber workforce that is supporting U.S. defense and civilian agencies.   

 

I have been deeply concerned about the cyber threat from China for nearly a decade.  When I first 

started raising these concerns, the general attitude of the U.S. government was to keep everything secret 

ï or in some cases ï just to ignore the threat.  In fact, when the Chinese attacked four of my office 

computers in 2006, along with many other House offices and committees, the FBI and others urged me 

not to disclose it publicly.   

 

After nearly two years of waiting, I took to the House floor in June 2008 to inform my colleagues ï and 

the American people ï about the incident and warn of the growing threat to the U.S. government and 

businesses.   

 

I believed it was important for the public to better understand this threat and what the attackers wanted ï 

not national security secrets, but information about Chinese dissidents with whom I had had worked.  

 

The attacker first hacked into the computer of my foreign policy and human rights staff person, then the 

computers of my chief of staff, my legislative director, and my judiciary staff person.  On these 

computers was information about all of the casework I have done on behalf of political dissidents and 

human rights activists around the world.   

 

The computers in the offices of several other Members were similarly compromised, as well as a major 

committee of the House, the Foreign Affairs Committee.   

 

It is logical to assume that critical and sensitive information about U.S. foreign policy and the work of 

Congress to help people who are suffering around the world was also open to view from these official 

computers. 

 

In subsequent meetings with FBI officials, it was revealed that the outside sources responsible for this 

attack came from within the People's Republic of China.  These cyber attacks permitted the source to 

probe our computers to evaluate our systemôs defenses and to view and copy information.  My suspicion 

is that I was targeted by Chinese sources because of my long history of speaking out about the Chinese 

governmentôs abysmal human rights record. 

 

I have spent hours with countless Chinese dissidents ranging from Uyghur Muslim activist Rebiya 

Kadeer, to house church pastor and advocate Bob Fu, to former laogai prisoner Harry Wu.   
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Just recently I visited with an impressive group of Chinese lawyers in Washington for the National 

Prayer Breakfast.  To a person, each loved their country and where rightly proud of their heritage.  But 

all sought fundamental change.  They longed to live in a land where they could worship freely, speak 

openly and enjoy the basic protections of a constitution grounded in rule of law.  Their quarrel ï and 

mine ï is with a thin layer of leadership at the helm of the Chinese communist party that rules by fear 

and oppression. 

 

Since I spoke out in 2008, there has been a ñsea changeò in how senior defense and intelligence officials 

are publicly discussing to the cyber threat.  Four years ago, some of these same leaders who were 

warning against even publicly acknowledging cyber attacks ï much less the source of the threat ï are 

now publicly warning of the threat in very stark terms.   

 

I believe that this change has come about because these senior officials have determined that the 

situation has become so dangerous, as our networks and technology and companies become so 

interconnected, that they understand that public awareness is increasingly critical to dealing with this 

threat.   

 

For example, last month during an appearance before the Senate Select Committee on Intelligence FBI 

Director Robert Mueller said that while terrorism is the greatest threat today, ñdown the road, the cyber 

threat will be the number one threat to the country.ò   

 

A 2010 Pentagon report found ñé [i]n the case of key national security technologies, controlled 

equipment, and other materials not readily obtainable through commercial means or academia, the 

Peoples Republic of China resorts to more focused efforts, including the use of its intelligence services 

and other-than legal means, in violation of U.S. laws and export controls.ò 

 

The report also highlighted Chinaôs cyber-espionage efforts.  The U.S. intelligence community notes 

that Chinaôs attempts to penetrate U.S. agencies are the most aggressive of all foreign intelligence 

organizations.   

 

Other senior U.S. military and intelligence officials have become increasingly vocal about their concerns 

about the scope of Chinese espionage and cyberattacks.  Defense Intelligence Agency chief General Ron 

Burgess also recently testified that ñChina has used its intelligence services to gather information via a 

significant network of agents and contacts using a variety of methods...  In recent years, multiple cases 

of economic espionage and theft of dual-use and military technology have uncovered pervasive Chinese 

collection efforts.ò 

 

Last year, the usually-reticent Office of the National Counterintelligence Executive issued a warning 

that ñChinese actors are the worldôs most active and persistent perpetrators of economic espionage.ò  

The counterintelligence office took this rare step of singling out the Chinese due to the severity of the 

threat to U.S. national and economic security.   

 

And a March 8, 2012 Washington Post article described how ñ[f]or a decade or more, Chinese military 
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officials have talked about conducting warfare in cyberspace, but in recent years they have progressed to 

testing attack capabilities during exercisesé The (PLA) probably would target transportation and 

logistics networks before an actual conflict to try to delay or disrupt the United Statesô ability to fight, 

according to the report prepared by Northrop Grummanò for this commission -- and I want to commend 

this commission for requesting and publishing this important research.     

 

We are beginning to witness the consequences of the cyber threat.  According to a March 13, 2012 New 

York Times article ñ[d]uring the five-month period between October and February, there were 86 

reported attacks on computer systems in the United States that control critical infrastructure, factories 

and databases, according to the Department of Homeland Security, compared with 11 over the same 

period a year ago.ò 

 

In an interview with The New York Times, Homeland Security Secretary Janet Napolitano said ñI think 

General Dempsey said it best when he said that prior to 9/11, there were all kinds of information out 

there that a catastrophic attack was looming.  The information on a cyberattack is at the same frequency 

and intensity and is bubbling at the same level, and we should not wait for an attack in order to do 

something.ò 

 

Notably, Chinese espionage isnôt limited to government agencies.  In an October 4, 2011 Washington 

Post article, Chairman Mike Rogers remarked: ñWhen you talk to these companies behind closed doors,  

they describe attacks that originate in China, and have a level of sophistication and are clearly supported 

by a level of resources that can only be a nation-state entity.ò 

 

Cyberespionage is having a real and corrosive effect on job creation.  Last year, the Washington Post 

reported that, ñ[t]he head of the militaryôs U.S. Cyber Command, Gen. Keith Alexander, said that one 

U.S. company recently lost $1 billion worth of intellectual property over the course of a couple of days ï 

ótechnology that theyôd worked on for 20-plus years ï stolen by one of the adversaries.ôò   

 

The record is clear: what policymakers used to reticently refer to as the ñAdvanced Persistent Threatò is 

now increasingly acknowledged as Chinaôs asymmetric warfare and economic strategy against the U.S.   

 

Because of our past reluctance to acknowledge the severity of this issue, the Congress and the 

administration are now struggling to keep up.  As many are aware, several comprehensive cybersecurity 

bills are stalled in the Senate amid jurisdictional and partisan wrangling.   

 

The House is quietly trying to advance more targeted bills and I want to commend my colleagues Mike 

Rogers, chairman of the Intelligence Committee, and Peter King, chairman of the Homeland Security 

Committee, for their excellent leadership on this issue.   

 

As chairman of the House Appropriations subcommittee that funds the FBI, Commerce Department and 

the National Institute for Standards and Technology (NIST), my subcommittee has also been funding 

some of the key civilian and law enforcement agencies involved in the fight against the cyber threat.   

 

That is why I prioritized cybersecurity programs in the fiscal year 2012 Commerce-Justice-Science 
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Appropriations bill, including significant increases to the FBIôs joint cyber task force and requiring each 

agency to vet its IT equipment purchases.  I also directed the FBI to produce an annual unclassified 

cyber report.  

 

I am planning take even more significant steps in the fiscal year 2013 bill that is currently under 

development, including adopting many of this commissionôs recommendations.   

 

Although the government and the private sector have finally come to appreciate this threat and start to 

take the necessary steps to address it, the threat is evolving and I am concerned that we may continue to 

be behind the curve.   

 

One issue that the U.S. has failed to develop a coherent and strategic policy to address is the unique and 

unprecedented threat from Chinese state-owned or state-directed companies that are operating in the 

U.S.  I believe this threat is particularly pronounced from Chinese telecom firms.  

 

Earlier this year, The Economist magazine published a special report on Communist Party management 

of Chinese corporations.  The article noted the Chinese governmentôs particular support for its telecom 

and IT industry noting that, ñthe end result is the creation of a new class of state companies: national 

champions that may not be owned by governments but are nevertheless closely linked to themò 

 

The article reported that ñ[t]he (Communist) party has cells in most big companies ï in the private as 

well as state-owned sector ï complete with their own offices and files on employees.  It holds meetings 

that shadow formal board meetings and often trump their decisionsò 

 

According to The Economist, the Chinese government even has an expression for this strategy: ñThe 

state advances while the private sector retreats.ò    

 

Author Richard McGregor wrote that the executives at major Chinese companies have a ñred machineò 

with an encrypted line to Beijing next to their Bloomberg terminals and personal items on their desks.   

 

Given this level of party control in Chinaôs private sector, we shouldnôt be surprised to learn that the 

PLA has been operating cybermilitias out of telecom companies.   

 

Last year, The Financial Times reported that the PLA has even documented how it will use telecom 

firms for foreign espionage and cyberattacks.   

 

A paper published in the Chinese Academy of Military Sciencesô journal noted: ñ[These cyber militia] 

should preferably be set up in the telecom sector, in the electronics and internet industries and in 

institutions of scientific research,ò and its tasks should include ñstealing, changing and erasing dataò on 

enemy networks and their intrusion with the goal of ñdeception, jamming, disruption, throttling and 

paralysis.ò 

 

The same article also documented the growing number PLA-led cyber militias housed in ñprivateò 

Chinese telecom firms.   
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The article reported on one example at the firm Nanhao [Nan-how]: ñmany of its 500 employees in 

Hengshui [Hang-shoo], just south-west of Beijing, have a second job.  Since 2005 Nanhao has been 

home to a cybermilitia unit organized by the Peopleôs Liberation Army. The Nanhao operation is one of 

thousands set up by the Chinese military over the past decade in technology companies and universities 

around the country.  These units form the backbone of the countryôs internet warfare forces, increasingly 

seen as a serious threat at a time of escalating global cybertensions.ò 

 

That is what makes me so concerned about Chinese telecom firmsô growing operations in the U.S. 

market. Chinese state-directed are collaborating and cooperating with the Chinese government to a 

degree that would be unfathomable in the U.S. or other Western economies.   

 

And as those Chinese state-backed firms enter the U.S. market, it is unclear whether they will be playing 

by our rules, or their own.   

 

Currently, the most concerning of these Chinese telecoms is Huawei, which is attempting to increase its 

market share in the United States and around the world.  Numerous government reports have linked 

Huaweiôs corporate leadership to the Chinese intelligence services and the Peopleôs Liberation Army 

(PLA), raising concerns about Huawei networks and devices being subject to espionage by the Chinese 

government. 

 

These connections are particularly noteworthy given Huaweiôs rapid rise as a telecom giant.  According 

to a March 18 article in the Wall Street Journal, ñHuawei Technologies Co. has almost doubled its work 

force over the past five years as it strives to become a mobile technology heavyweight.ò 

 

The article also noted that ñHuawei's network business has thrived at the expense of struggling Western 

network companies such as Alcatel-Lucent Co. and Nokia Siemens Networks.   Initially, Huawei 

supplied low-cost phones to telecommunications operators in the West under their own brand, but over 

the past year, Huawei has also been quietly building and investing in its own brand of high-end 

smartphones and tablets.ò 

 

Huawei executives make no secret of their goal to dominate the telecom market.  In a March 6, 2012, 

interview with the technology news Web site, Engadget, Huawei device chief Richard Yu said ñ[i]n 

three years we want Huawei to be the industry's top brand.ò 

 

However, Huaweiôs growth in the U.S. market should give all Americans serious pause.  Last week, 

respected national security reporter Bill Gertz wrote in The Washington Free Beacon about this 

commissionôs recently released cybersecurity report.   

 

Gertz wrote: ñ[n]ew information about Chinese civilian telecommunications companiesô close support 

of the Chinese military and information warfare programs is raising fresh concerns about the companiesô 

access to U.S. markets, according to a report by the congressional US-China Economic and Security 

Review Commission.ò   
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ñOne of the companies identified in the report as linked to the PLA is Huawei Technologies, a global 

network hardware manufacturer that has twice been blocked by the U.S. government since 2008 from 

trying to buy into U.S. telecommunications firms,ò Gertz continued. ñHuawei is a well established 

supplier of specialized telecommunications equipment, training and related technology to the PLA that 

has, along with others such as Zhongxing, and Datang, received direct funding for R&D on C4ISR 

[high-tech intelligence collection] systems capabilities.ò    

 

The report further added, ñ[a]ll of these [Chinese telecom] firms originated as state research institutes 

and continue to receive preferential funding and support from the PLA.ò 

 

Huaweiôs efforts to sell telecom equipment to U.S. networks have long troubled the U.S. defense and 

intelligence community, which has been concerned that Huaweiôs equipment could be easily 

compromised and used in Chinese cyberattacks against the U.S. or to intercept phone calls and e-mails 

from American telecom networks.   

 

According to a 2005 report by the RAND Corporation, ñboth the [Chinese] government and the military 

tout Huawei as a national champion,ò and ñone does not need to dig too deeply to discover that [many 

Chinese information technology and telecommunications firms] are the public face for, sprang from, or 

are significantly engaged in joint research with state research institutes under the Ministry of 

Information Industry, defense-industrial corporations, or the military.ò 

 

In fact, in 2009, The Washington Post reported that the National Security Agency ñcalled AT&T 

because of fears that Chinaôs intelligence agencies could insert digital trapdoors into Huaweiôs 

technology that would serve as secret listening posts in the U.S. communications network. 

 

Over the last several years, Huaweiôs top executivesô deep connections to the PLA and Chinese 

intelligence have been well documented.  As Gertz summarized in his article, ña U.S. intelligence report 

produced last fall stated that Huawei Technologies was linked to the Ministry of State Security, 

specifically through Huaweiôs chairwoman, Sun Yafang, who worked for the Ministry of State Security 

(MSS) Communications Department before joining the company.ò 

 

That is why senior administration officials in the Bush and Obama administrations have repeatedly 

intervened to block Huaweiôs access to U.S. networks.  ñIn 2008, the Treasury Department-led 

Committee on Foreign Investment in the United States (CFIUS) blocked Huawei from purchasing the 

U.S. telecommunications firm 3Com due to the companyôs links to the Chinese military,ò Gertz 

reported.   

 

ñLast year, under pressure from the U.S. government, Huawei abandoned their efforts to purchase the 

U.S. server technology company 3Leaf.  In 2010, Congress opposed Huaweiôs proposal to supply 

mobile telecommunications gear to Sprint over concerns that Sprint was a major supplier to the U.S. 

military and intelligence agencies.ò 

 

When the White House, Intelligence Community, Defense Department and the Commerce Department 

all have worked to block Huawei from gaining greater access to U.S. networks, the American people 
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should take notice.   

 

In all my years in Washington, very rarely have I seen the defense, intelligence and civilian agencies 

come together in such a quiet but concerted effort to warn of a security threat from a foreign entity.   

 

Itôs not just Huaweiôs longstanding and tight connections to Chinese intelligence that should trouble us.  

Huawei has also been a leading supplier of critical telecom services to some of the worst regimes around 

the world.  Last year, the Wall Street Journal reported that Huawei ñnow dominates Iran's government-

controlled mobile-phone industryéit plays a role in enabling Iran's state security network.ò 

 

Gertz reported that Huawei has also been ñlinked to sanctions-busting in Saddam Husseinôs Iraq during 

the 1990s, when the company helped network Iraqi air defenses at a time when U.S. and allied jets were 

flying patrols to enforce a no-fly zone. The company also worked with the Taliban during its short reign 

in Afghanistan to install a phone system in Kabul.ò 

 

Given all of this information, there should be no doubt Huawei poses a serious national and economic 

security threat to the U.S.  It is no secret that the Peoples Republic of China has developed the most 

aggressive espionage operation in modern history, especially given its focus on cyberattacks and 

cyberespionage.   

 

Perhaps that is why Beijing has ensured that Huawei is able to continue its global market growth by 

ñunsustainably low prices and [Chinese] government export assistance,ò according to this commissionôs 

January 2011 report on the national security implications of Chinese telecom companies.   

 

Due to Chinaôs secrecy, the full extent of Huaweiôs subsidies are not fully known.  But given its 

unrealistically low prices, it remains unknown whether Huawei is even making a profit as it seeks to 

dominate the telecom market.  Why would the Chinese government be willing to generously subsidize 

such unprofitable products?   

 

The American people have a right to know whether their government is doing everything it can to 

protect their cell phone and data networks.   

 

But I fear that with Huaweiôs rapid growth in the U.S. market, we may soon find that we are too 

intertwined with Huawei network equipment and devices to address potential security concerns.  We 

must resolve these concerns before Chinese telecom firms make significant inroads on U.S. networks, 

not after.   

 

And as Huawei increases its lobbying presence in Washington, members should be fully aware of the 

firmôs intimate links to the PLA and the serious concerns of our defense and intelligence community.   

 

Verizon, Sprint, AT&T, T-Mobile and other U.S. network carriers should not be selling Huawei devices 

given these security concerns.  But if they do, they have an obligation to inform their customers of these 

threats.  This is especially important when carriers are selling Huawei phones and tablets to corporate 

customers.  They have a right to know that Beijing may be listening.   
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Thank you again for the opportunity to testify this morning.  I look forward to working with this 

commission as we continue to address this challenge.  
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HEARING CO-CHAIR WORTZEL:  Thank you, Congressman Wolf . 
 MR. WOLF:  Thank you so much. 
 HEARING CO-CHAIR WORTZEL:  Do you have t ime for a couple of  
quest ions? 
 MR. WOLF:  Sure, I  do.  Yes, s i r . 
 HEARING CO-CHAIR WORTZEL:  Commiss ioner Wessel . 
 COMMISSIONER WESSEL:  Mr .  Chairman, I  actua l ly don' t  have a 
quest ion.  I  have more of  a statement of  thanks for a l l  that  you do.  I 'm a 
Democrat ,  as you know.  This Commission has worked hard over al l  of  our years.  I  
th ink that  each of  the last  f ive years,  we've had a b ipart isan unanimous report ,  
and your leadersh ip on these issues is deeply appreciated. 
 I  know i t  hasn' t  been easy.  You've taken on some b ig t ransact ions.  
Each t ime you've done that ,  i t 's  been va l idated by law enforcement and other 
of f ic ia ls in the government.   
 And as you just  pointed out  wi th the Washington Post  art ic le,  Huawei 
is being banned f rom one of  our major al l ies.   I  don' t  th ink there can be any 
quest ion about  Huawei 's  t ies to the government ,  what  they're t ry ing to do to 
inf i l t rate our te lecommunicat ion system, and your persistence going at  th is.   I  
th ink th is is a great  t r ibute to your work over the years and appreciated by the 
publ ic for  what  you do. 
 MR. WOLF:  Wel l ,  thank you very much. 
 COMMISSIONER WESSEL:  Thank you. 
 MR. WOLF:  And th is is total ly a b ipart isan or a nonpart isan issue 
here. 
 COMMISSIONER WESSEL:  Agree. 
 MR. WOLF:  Yes.  Thank you. 
 HEARING CO-CHAIR WORTZEL:  Thank you. 
 Commissioner F iedler. 
 HEARING CO-CHAIR FIEDLER:  I  would just  l ike to say, Frank, that  we 
know each other for  20 years,  and today you've done again  what you a lways do, 
which is you speak t ruth to power.   
 Thank you, again . 
 MR. WOLF:  Thank you.  Appreciate that . 
 HEARING CO-CHAIR WORTZEL:  Thank you, s i r . 
 MR. WOLF:  Okay.  Thank you very much. 
 HEARING CO-CHAIR WORTZEL:  We're go ing to take a short  f ive-minute 
break.  I ' l l  t ry and hold us to that  t ime and then come r ight  back with you three 
gent lemen. 
 [Whereupon,  a shor t  recess was taken.] 
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PANEL I  ï QUESTIONS AND ANSWERS (cont inued)  

 
HEARING CO-CHAIR WORTZEL:  Commiss ioner Cleveland wi l l  lead of f  

wi th the next  quest ion. 
 COMMISSIONER CLEVELAND:  Actual ly I  was interested in your 
comment that  i t  was 416 days on average before the breach was detected.  Why 
does i t  take so long?  And then what f inal ly catches the at tent ion of  a company to 
address the issue? 
 MR. BEJTLICH:  I ' l l  answer the easier part .   The easier part  is the 
reason why people f inal ly d iscover a problem has been th i rd-party not i f icat ion.  
94 percent  of  the cases we worked someone had to come in and say you 've got  
th is prob lem. 
 COMMISSIONER CLEVELAND:  And how did they know? 
 MR. BEJTLICH:  Pardon? 
 COMMISSIONER CLEVELAND:  And how did they know?  What was the 
sequence? 
 MR. BEJTLICH:  Many t imes the law enforcement agency, the intel  
agency, is working other cases, and they see act iv i ty that  suddenly involves other 
companies, and they say, wel l ,  those companies are compromised as wel l ,  and so 
they sort  of  leapfrog.  Just  as the act iv i ty leapf rogs, the intel  analysts leapfrog 
and say, al l  right ,  we now need to do not i f icat ion of  these other organizat ions. 
 COMMISSIONER CLEVELAND:  So you're suggest ing that  most  
not i f icat ions in 94 percent  of  these cases do come from law enforcement or the 
government? 
 MR. BEJTLICH:  Of  the cases we worked, yes, they were, a lmost  a l l  of  
them were FBI.   The FBI has been very good over the last  f ive years in terms of  
te l l ing people about  th is. 
 COMMISSIONER CLEVELAND:  Interest ing. 
 MR. BEJTLICH:  This is a game changer  because you can' t  ignore ei ther  
that  v is i t by an agent  or that  p iece of  paper wi th that  FBI logo that  says you have 
a ser ious problem, and i f  you can get  into a cleared fac i l i ty,  we ' l l  ta lk to you 
about  what  i t  is . 
 COMMISSIONER CLEVELAND:  Interest ing.  Okay. 
 MR. BEJTLICH:  You asked why i t  takes so long? 
 COMMISSIONER CLEVELAND:  Right . 
 MR. BEJTLICH:  I  would say, be l ieve i t  or  not ,  many companies are 
simply not  st ructured to deal  wi th th is .   There is a percept ion that  i f  you s imply 
buy enough of  the r ight  technology, and you deploy enough of  it ,  and the wal l  is 
h igh enough, then you're okay.  And that  is patent ly  not  t rue. 
 We've got  teams now that--to give you an example, at  General  E lectr ic 
i t  took me bui ld ing a team of  40 people with a $10 mi l l ion budget  to even make a 
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dent in th is problem, and i t  took several  years to get  to that  capabi l i ty ,  and I  had 
to cal l  in  every favor and get  every f r iend that  I  could to jo in me to t ry to f ight  
these guys.  
 You cannot  do that  at  every single one of  these v ict ims out  there,  and 
there are hundreds,  i f  not  thousands.  So i t  is very d i f f icu l t .   Now, the top t ier  
companies, top-end defense contractors,  those sorts of  people,  can af ford [ i t ] ,  
and f inancia ls can af ford th is sort  of  th ing.  A lmost  everyone else, i t 's  just  wel l  
beyond thei r  capabi l i ty ,  and so that 's why a lot  of  them have to turn to outside 
partners or something l ike that . 
 I t  is  a wake-up cal l  for  a company to real ize that  al l  of  these mi l l ions 
of  dol lars they've spent  over the years have just  made no dent  against  a dedicated 
int ruder . 
 COMMISSIONER CLEVELAND:  Okay.   Are any of  you aware of  the 
Lieberman-Col l ins legis lat ion on the Hi l l? 
 MR. BEJTLICH:  Yes. 
 COMMISSIONER CLEVELAND:  Again,  I  guess the quest ion is  for  you.  
Do you th ink that ,  as i t 's  character ized in a New York T imes art ic le ,  the greater  
author i ty to regulate the secur i ty used by companies that  run the nat ion 's 
inf rast ructure and establ ish and enforce minimum standards on companies whose 
service or products would lead to mass casualt ies,  evacuat ions or major economic 
damage, do you th ink that  that  leg is lat ion squares with your k ind of  analysis of  
are we compromised rather than are we vulnerable? 
 MR. BEJTLICH:  I  don' t  oppose regu lat ion.  I  fear that  regu lat ion that  
resul ts in more paperwork is not  go ing to be the r ight  resu l t .   We've seen that  
wi th FISMA.  FISMA has been pret ty much an ab ject  fa i lu re over the last  ten years.  
Not  that  the law is wr i t ten poor ly ,  but  the implementat ion was terr ib le .   I t  just  
became a giant  paperwork exercise. 
 I f  we spent  more at tent ion on the regulatory side saying άif  you' re a 
covered ent i ty of  cr i t ical  in f rast ructure and maybe a publ ic ly t raded company, 
once a yearέ--I 'd  prefer more of ten, but  say άonce a year you should f ind i f  you 
are compromisedΦέ  That 's the game changer .   That  takes i t  f rom being a react ive 
stance with the FBI vis i t ing to a more proact ive stance of  regular ly f inding out  i f  
you have th is problem. 
 Once you do that ,  you can ta i lor  defenses based on what 's found as 
opposed to going through sort  of  an academic exercise where you have a 
standard, are you compl iant  wi th the standard;  i t 's  more of  an audi t .   I  prefer i t  
to be based on what 's the score of  the game as opposed to  how ta l l  the p layers 
are,  where they went to col lege, how fast  they can run the 40, those sorts of  
inputs. 
 COMMISSIONER CLEVELAND:  Would the companies carry out  th is kind 
of  audi t  themselves or do you th ink th is is something that  should be done by some 
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external  publ ic-pr ivate? 
 MR. BEJTLICH:  I  th ink i t  has to be--so that  i f  the companies aren ' t  
capable of  defend ing themselves, and most  of  them aren ' t ,  I  th ink i t  would have 
to be done by a th ird party ,  maybe someone who is a cert i f ied assessor s imi lar  to 
what 's done in PCI. 
 COMMISSIONER CLEVELAND:  Okay.   And Genera l  Cartwr ight  urged a 
mult i latera l  approach to th is.   What I  haven ' t  heard is two dimensions of  i t .   The 
f i rst  is what  do you th ink the European response would be to a more concerted 
ef for t  to get  ahead of  th is prob lem or a t  least  catch up? 
 And second, would one of  you choose to compare what the Chinese 
are accused of  do ing with,  say, what  the Russians are doing?  Draw, d i f ferent iate 
i t ,  i f  you wi l l ,  the scope, the target ,  the management by the government .   What 's 
the--how would you dist inguish between the Russian cyber espionage ef for ts and 
the Chinese?  And then, the second quest ion,  the European?   
 That 's the way you get  in under your t ime. 
 [Laughter. ] 
 MR. BEJTLICH:  In the act iv i ty that  we 've seen, Chinese act iv i ty far  
exceeds [Russian act iv i ty].   And th is isn ' t  sort  of  us looking at  just  genera l 
report ing. Th is is our workload.  The Chinese act iv i ty far  exceeds the Russian 
act iv i ty . 
 We have certain p laybooks that  we can judge an actor by.  When we 
see the Chinese, i t 's  very obvious i t 's  them.  The Russians tend to be much more 
select ive,  creat ive.  They tend to p lay by the ru les of  the Cold War. 
 When I  d id consul t ing and we found the Russians, when we pushed 
back on them, they would d isappear for  s ix months.  They would show you some 
respect .   They would not  seek to stay present  the way the Chinese do.  The 
Chinese, you kick them out  on Fr iday;  they' re coming back on Monday or maybe 
they' re coming back on Sunday n ight .   I t 's  a completely d i f ferent  set  of  actors 
because they know that  there's go ing to be a spokesman on TV on Monday 
morning saying we denounce hacking;  we 're a vict im.  The Russians, they don ' t  act  
that  way at  a l l . 
 MR. HEALEY:  Both do have unclear t ies,  though, between the 
government and non-state actors,  and whether that 's organized cr ime or 
companies or pr ivate hacking groups, that  does confuse th ings, but ,  again ,  i t  only 
confuses th ings i f  we let  i t .   We can st i l l  go government to government . 
 MR. VILLENEUVE:  Yes.  My chal lenge is  sort ing out  at tacks that  are 
interest ing f rom the general  run-of-the-mi l l  cyber cr ime act iv i ty that  you see 
constant ly.   So when i t  comes to a few interest ing cases involving what appears to 
be Russian cyber cr ime inf rastructure,  I 've seen some infrastructure that 's 
typical ly associated with malware associated with banking f raud, people that  t ry 
to steal your credi t  card numbers and drain your bank account ,  being used for 
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act iv i t ies that  look more l ike esp ionage than i t  does cyber cr ime, and that  is that  
these systems are usual ly designed speci f ica l ly to steal  banking-re lated 
informat ion. 
 But  we've seen some var iants that  have a secondary payload that  
sucks up al l  the documents on a computer,  and i t  makes me wonder why is a gang 
or a cyber cr iminal  out f i t  that 's interested in bank accounts and credi t  card 
numbers stea l ing al l  of  the documents,  PowerPoints and Excel  sheets [ included], 
of f  the target 's computer? 
 HEARING CO-CHAIR WORTZEL:  Thank you very much. 
 Commissioner D'Amato. 
 COMMISSIONER CLEVELAND:  Can they answer the European quest ion? 
 COMMISSIONER D'AMATO:  Thank you very much,  Mr. Chairman.  And I  
want  to thank the panel for  very interest ing test imony and the dialogue here.   
 I t  is  a very,  very important  area which cr ies out ,  in  my opin ion, for  
more ef fect ive U.S. government act ion.  I t  seems to me that  the whole st ructure 
of  deterrence and penalt ies and incent ives is inadequate to  the problem here.  
We know what a deterrence is in the nuclear area.  Obviously,  i f  somebody is  
going to at tack us,  the Russians, for  example, the nuclear f ie ld,  they face 
unacceptable damage in return.  We don' t  have any k ind of  unacceptable damage 
to the Chinese for th is sort  of  behavior .   
 So, let  me ask you just  a couple of  quest ions, and i f  you have some 
addit ional  ideas af ter  the hear ing, we'd l ike to hear them as wel l  in  a fo l low-up. 
 But  in terms of  industry,  what  does industry need in the way of  more 
incent ives to come to the U.S. government for  intercession?  What k ind of  
incent ives can we provide indust ry to do that?  
 And, secondly,  more di f f icu l t ,  is how can we develop a more 
systemat ic and ef fect ive st ructure of  penal t ies when we f ind out  af ter  the 
d isclosure who and what has been done to us?   
 What always comes to my mind is that ,  you know, we have to t rade 
apples for  oranges because you have not  necessar i ly got  apples for  apples here.  
The th ing that 's the most  important  to the Chinese is access to the United States 
market .   When you af fect  thei r  access to the United States market ,  i t  gets their  
at tent ion.  That  would be a penalty or a st ructure of  penal t ies that  might  be 
avai lab le. 
 There may be other penalt ies that  are avai lable .   Right  now, we don' t  
have ef fect ive deterrence.  We don' t  have ef fect ive penalt ies,  and we don' t  have 
ef fect ive incent ives.  Would you agree with that ,  and do you have any thoughts 
about  how that  can be more ef fect ively improved? 
 MR. BEJTLICH:  I  can make a short  comment.  I  have a fee l ing Jason has 
more to say about  th is .  You used a phrase that  I  heard al l  the t ime when I  was in 
pr ivate indust ry.   Wel l ,  I 'm st i l l  in  pr ivate industry,  but  when I  wasn' t  a service 
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provider--"access to markets."   That  is  the number one concern of  the Amer ican 
companies.  They want to maintain access to the Chinese markets,  and so what 
happens is they're wi l l ing to accept  these outrageous technology t ransfer deals,  
these supposed safeguards that say, wel l ,  άwe wi l l  not  have uni formed PLA 
members on the contract  wi th the American company; we wi l l  not  have mi l i tary 
intel l igence of f icers on the contract  wi th the company.έ 
 I t 's  c lear ly ,  i t 's  s i l ly ,  and yet  the American companies are wi l l ing to 
make these deals because--I 've heard th is f i rsthand as wel l- -i f  we don' t  get  in 
there,  then the French wi l l ,  the Germans wi l l ,  the Austra l ians wi l l .   Of  course,  
then the Chinese steal  everyth ing they need f rom them as wel l .   So that  argument 
is kind of  bogus. 
 But  that 's me.  Unt i l  we can get  the top leve l  of  these companies 
bel ieving that ,  no,  they don' t ,  the Chinese don' t  p lay fa i r ,  they wi l l  take 
everyth ing they can f rom you through the tech t ransfer ,  and then they' l l  steal  
everyth ing else that  they need, I  th ink that 's where the f i rs t  point- -once you make 
that  connect ion with the management that 's making these business decisions, I  
th ink that  would be a good start . 
 MR. HEALEY:  Thank you for the quest ion. 
 I  do genera l ly agree.  Fi rst ,  br ief ly ,  on deterrence.  I  th ink deterrence 
is work ing i f  you 're looking at  just  a narrow range of  th ings.  We haven ' t  had the 
large-scale d isrupt ive 9/11 kind of  at tack yet ,  and I  th ink deterrence, you know, 
only Russia and China governments can real ly an at tack that 's s ign i f icant  and 
cont inue i t  on for  the weeks or months--the campaign that  Nart  ta lked about . 
 So I  th ink deterrence is good for that  range of  cyber conf l ic ts because 
we haven ' t  seen--there are many kinds of  cyber conf l icts that  are possib le .   We've 
only seen a smal l  subset  of  the possib le  range of  cyber conf l icts .   So I  th ink 
deterrence is usefu l  for  that  part . 
 Your quest ion asks some, a l i t t le b i t  about  our face to China and some 
the government 's face with the indiv idual  companies.  I ' l l  address each of  those. 
 I  do agree that  there's a wide range of  carrots and st icks that  we 
could possib ly use to inf luence Chinese behavior .   We've heard just  one th is 
morning with what  Austra l ia d id in saying we're not  go ing to buy your stuf f  
anymore.  That  usual ly doesn' t  get  brought up in conversat ions with in the 
government .   Usual ly they 're th inking about ,  wel l ,  we can at tack them back, or,  
you know, a l imited set  of  th ings.   
 I  would real ly encourage the government to have a wider range of  
carrots and st icks.  Normal ly ,  that 's a ro le that  th ink tanks and other people get  
involved with ,  you know, for  what  are our opt ions with Iran;  what  are our opt ions 
with Pakistan?  We have dai ly events at  the At lant ic Counci l  on a d iscussion for  
that .   We don' t  have that  d iscussion here because everyone says I 'm sorry,  we 
can' t  have that  conversat ion, i t 's  c lass i f ied. 
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 I t 's  absolutely b izarre to me that  we 're class i fy ing ourse lves into a 
p lace where we can ' t  have a real  conversat ion about  our leverage. 
 And, second, when i t 's  facing for the U.S. companies, there are some 
th ings that  only the government can do, and that 's why, as I  ment ioned in my 
test imony, I 'd  l ike the government to come out  and put  some pressure on China 
with carrots and st icks.  I  th ink there are some real  facts that  can get  out. 
 This summer we were having a conversat ion with the Aspen Strategy 
Group, wi th Joe Nye and Madele ine Albr ight  and others,  to t ry and convince them.  
We had to use Nart 's reports .   We had to use Mike Gross 's report ing in Vanity Fair  
and El len Nakashima art ic les.  We had no facts f rom the government,  only 
assert ions that  China was bad.  I 'd  love to see more of  that . 
 And, in genera l ,  I  am not  against  regu lat ion, but  i t  needs to be 
regulat ion that  increases the at tacker 's  work factor much, much more than i t  does 
ours,  and I  don ' t  have a lot  of  conf idence that  the regulat ion that  would be 
implemented would  do that .   I 'm afra id ,  l ike Rich pointed out ,  that  i t  would be a 
paperwork exercise,  that  i t  would be a lot  of  make-work that  doesn ' t  necessar i ly 
help our secur i ty at  a l l .   I t  just  makes bureaucrats feel  bet ter .    
 HEARING CO-CHAIR WORTZEL:  V ice Chairman Reinsch. 
 VICE CHAIRMAN REINSCH:  Thank you. 
 I  was ref lect ing as you were talk ing that  I  haven' t  read the art ic le 
about  the Austral ians, but  i t  occurs to me that  one of  the reasons the Austra l ians 
could do what they did is because China hasn ' t  s igned the WTO Government 
Procurement Agreement so the Austra l ians have no obl igat ions to them. 
 Of  course Austral ia 's pol icy,  as wel l  as our pol icy,  is to get  the Chinese 
to sign because we want access to the ir  market .   So there are t radeof fs.   China 
has no obl igat ions to us ei ther,  which then goes back to  what  you were saying.  
My exper ience with  the companies you ' re ta lking about ,  and I  represent  a lot  o f  
them, is I  th ink you ' re r ight ,  that  they are not  at  the top focused in the way you 
want them to be focused. 
 One of  the reasons is they're making a lot  of  money, and that  al lows 
them to not  th ink about  th is prob lem--sort  of  short-term versus long-term--but  a 
d i f ferent  d iscussion. 
 I  was going to ask you about  the c loud,  but  Mike d id that .   Let  me ask 
a related quest ion. Thinking more about  at tacks designed to create d isrupt ions 
rather than to t ry to obtain informat ion, to what  extent  are our ef for ts here to 
promote interconnectedness of  the e lectr ic gr id or var ious other networks going 
to make that  prob lem more d i f f icu l t  to solve should such an at tack occur? 
 MR. BEJTLICH:  I  th ink i t  makes i t  except ional ly d i f f icu l t .   Consider al l  
of  the smart  meters being put  a l l  over the country.   These devices in many cases 
are being sh ipped such that  they cannot  be upgraded.  In o ther words, i f  there 's a 
vulnerabi l i ty found,  i t 's  permanent,  and the only way to f ix i t  is  to spend money, 
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some dol lars ,  to rep lace them, and that 's not  go ing to happen.  These th ings are 
on a ten-year refresh cycle,  15-20 year refresh cycle in some cases. 
 But  yet  they 're going forward because in some ways i t  seems an 
environmenta l  measure, i t 's  a cost  saving measure, i t 's  a convenience measure, 
and that  sort  of  th ing.  So i t  exposes a huge vu lnerab i l i ty . 
 VICE CHAIRMAN REINSCH:  But  i t  a lso means that  there are costs to 
not  doing i t ,  which you've just  enumerated. 
 MR. BEJTLICH:  Yes. 
 VICE CHAIRMAN REINSCH:  In terms of  e f f ic iencies and envi ronment 
and so on. 
 MR. BEJTLICH:  Right .   Right . 
 VICE CHAIRMAN REINSCH:  Anybody else want to comment on that?  
I 've got  another one. 
 MR. HEALEY:  It 's  been interest ing, as we've looked back at  the h istory 
of  cyber conf l ict ,  there are a couple of  th ings that  we 've learned f rom that  
h istory.   And in some way,  they go against  some of  the myths that  we have about  
th ings that  are doable in cyber. 
 One, the large-scale conf l icts have ei ther been short-term and widely 
d isrupt ive--th ink of  Aurora,  l ike a v irus or a worm that  h i ts ,  but  i t 's  gone a week 
later--or targeted and persistent ,  meaning they only af fect  a smal l  amount of  
targets,  and because i t 's  a smal l  amount of  targets,  you can keep i t  for  a long 
t ime. 
 We have not  seen something that  was both wide scale and persistent  
over a long per iod of  t ime.  Now, because so much of  cyber  damage, you can just  
replace, you can replace the dr ives, you can re load your in format ion, and you' re 
back.   
 Connect ing to the industr ia l  control  systems to the Internet  is one of  
those th ings that  can make that  not  t rue anymore where now you can create more 
permanent damage.   So who might  want  to do that?  When i t 's  coming to 
hackt iv ists and nu isance groups, we 've found there are lots  of  hackers that  would 
be interested in t ry ing to get  into these systems, e i ther because they' re 
d isgrunt led or they 've got  too much Mountain Dew rol l ing around in thei r  system, 
and they' re bored at  2 a.m. 
 Some of  the new hact iv ist  groups could  certa in ly want  to do i t  to show 
their  anger and rage over the issue that  they might  want ,  and that 's possib le ,  but  
again i t  would probably be more local ized disrupt ion and not  widespread over a 
large area. 
 I t  rea l ly does come down to nat ion states,  part icular ly Russia and 
China, that  may, that  have the capabi l i ty and may some day have the intent  to  do 
such th ings.  Fortunately ,  as was ment ioned in the other one, they 're the ones--
that 's the problem where deterrence is  most  helpfu l  because they 're un l ike ly to 
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want to do that  outside of  a rea l  geopol i t ical  cr is is .   I t 's  not  the kind of  th ing 
that 's just  going to happen on the f i rst  morning most  l ike ly ,  but ,  as Nart  ta lked 
about ,  th is  system of  campaigns that  goes on for days and weeks. 
 I t 's  f rankly a myth at  that  leve l  of  cyber  conf l ict  that  i t 's  go ing to be 
speed of  l ight .   I  was in the Air  Force.  A single dog f ight  might  be over very 
quickly,  but  a ir  campaigns would last  weeks, months and years,  and i t  is l ikely  
that  cyber campaigns are going to be the same. 
 VICE CHAIRMAN REINSCH:  I  was in Houston last  week g iv ing a speech, 
and someone approached me af terwards to te l l  me her story about  IP thef t .   They 
may be one of  your customers,  Mr.  Bej t l ich .  I  don' t  know.  She didn' t  say.  But  i t  
was a case involving hundreds of  mi l l ions of  dol lars,  i f  not  a b i l l ion,  of  the ir  IP,  a l l  
of  which had been stolen. 
 But  the operat ive factor here was what the Chinese did was steal  her 
employees.  They got  people who were working for  her to leave and go work for  
basica l ly a shel l  f i rm and they took with them a lot  of  in format ion as wel l  as 
access codes that  al lowed them to obta in fur ther informat ion. 
 How big a p iece of  the problem is that  compared to what  we've been 
talk ing about  heretofore? 
 MR. BEJTLICH:  I  would say that 's def in i te ly an escalat ion.  That 's not  
something I 've seen too of ten, but  at  any point  where i t  escalates into a physical  
manifestat ion l ike that ,  that 's pret ty worry ing. 
 MR. HEALEY:  I  would say that  happens with in China i tsel f .   I  mean I  
was in Hong Kong with one of  the major  banks, and i t  was wel l-known that  i t  was 
one of  the reasons we didn ' t  expand as much as we might  have in China because 
you would have employees that  would happi ly go over to some other company and 
take informat ion.  It  wasn' t  just  in  banking.  I t  was across al l  these informat ions. 
You didn' t  have that  same kind of  loya l ty or fee l ing, those norms that  you would 
in a U.S. company. 
 VICE CHAIRMAN REINSCH:  Is there anything that  you can do about  
that? 
 HEARING CO-CHAIR WORTZEL:  Bi l l ,  I 'm going to move on to  the next  
Commissioner,  and i f  there's t ime for a  second round, we ' l l  let  you cont inue.  
 Commissioner Bartholomew. 
 COMMISSIONER BARTHOLOMEW:  Thanks very much, and thank you, 
gent lemen, both for  your test imony today and for the work that  you've been 
doing, part icular ly your work that  has had a huge impact  in  the publ ic sector .   
 Mr.  Vi l leneuve, I 'd  l ike to acknowledge real ly that  I  th ink i t  was a lot  
of  the GhostNet work that  broke a lot  of  th is out  into the publ ic domain so that  
the debate is being carr ied on more fu lsomely than perhaps i t  would have been 
otherwise.  So thank you very much for  that . 
 I  th ink what I 've heard f rom al l  of  you is a need for more informat ion 
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to be shared, that  people be wi l l ing to admit  when thei r  systems have been 
hacked into or compromised so that  people can learn how i t 's  happening, what  
the targets are,  and what potent ia l ly could be done. 
 I 'm interested part icular ly when i t  comes to publ ic ly-t raded 
companies, and obviously there's a lot  of  propr ietary informat ion.  You a l l  have 
worked with businesses, and what I 'm struggl ing with a l i t t le b i t  is understanding 
i f  the thef ts are mater ia l ,  and once they are mater ia l ,  they need to be reported.  
So is there an incent ive for companies to act  l ike ostr iches,  put  their  head in the 
sand and not  know because they don' t  want  to have to go publ ic wi th the 
informat ion, that  a b i l l ion dol lars '  worth of  their  in te l lectual  property has been 
stolen and i t  wi l l  have an impact  on the ir  earn ings? 
 MR. BEJTLICH:  You have nai led i t .   Our CEO Kevin Mandia has said 
several  t imes that  he's ca l led many t imes a week by companies saying άthe 
fo l lowing has happened to me, what  do I  do?  Do I  te l l  someone?έ  And they say 
άwhat wi l l  make th is breach mater ia l?έ 
 And the exper ience has been i f  you report  the breach, i t  becomes 
mater ia l ,  wh ich is a  terr ib le--i t 's  completely counter to what  we 're t ry ing to 
promote, I  would imagine.  However ,  I  would say that  i f  you're a pub l ic ly-t raded 
company and you are not  te l l ing your shareholders that  you've had a breach, that  
that  is d i rect ly cont rary to the SEC's gu idance. 
 Now, of  course, th is  could be seen as another d is incent ive to go 
publ ic ,  but  be that  as i t  may, that  to me is the p lace where you've got  to apply 
leverage. 
 COMMISSIONER BARTHOLOMEW:  Because you're  ly ing.  You're ly ing to 
your shareholders and to your potent ia l  shareholders i f  you are not  admit t ing that  
th is sort  of  th ing has happened. 
 MR. BEJTLICH:  Wel l ,  I  don ' t  know i f  I  would go so far as saying ly ing 
because many of  these companies just  don' t  know how to th ink about  th is .   They 
don' t  know what i t  means to have had their  IP sto len, and you can' t  necessar i ly 
say because the IP was sto len, i t 's  go ing to end up in a compet ing product .   I  th ink 
t hat  would be kind of  naive. 
 But  many of  the companies just  don' t  know how to value what they 
have, but  st i l l  I  would err  on the side of  i t  has to go into the disclosure. 
 COMMISSIONER BARTHOLOMEW:  And you have said ,  one of  you had 
said ,  that  94 percent  of  the companies learn about  the compromise f rom a th ird 
party ,  much of  which is government-re lated th ird part ies.   
 Do they have any mechanism to report  to the SEC, for  example?  Is 
there any incent ive or reason for them to have to say to somebody e lse in the U.S. 
government that  th is has happened?  I 'm t ry ing to f igure out  ways to break open 
th is pr ivacy which is prevent ing th ings f rom moving forward? 
 MR. BEJTLICH:  The only st ructures that  I 'm aware of  are ones that ,  for  
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example, by contracts or certa in members of  the defense industr ia l  base by vi r tue 
of  being part  of  a f ramework that  they've s igned, they have to report ,  they have 
to provide certain evidence and that  sort  of  th ing.  Outside of  that ,  you don' t  see 
qui te as much. 
 MR. VILLENEUVE:  One of  the th ings I  not ice is that  a lot  of  t imes 
companies, people expect  the at tackers to steal  design documents or th ings that  
would be k ind of  locked away or secured, but  a lot  of  t imes, the at tackers are 
more interested in the simple th ings that  people don ' t  rea l ize are such a valuable 
source of  in format ion l ike e-mai l . 
 So one of  the th ings that  of ten happens when the at tackers break into 
a system is they force the compromised computers to download tools that  a l low 
them to start  accessing people 's e-mai l  on the mai l  servers in the network.  And a 
lot  of  people look at  that  and th ink i t 's  not  a b ig deal ;  i t 's  my e-mai l .   But  
contained in there is actual ly a lot  of  real ly valuab le informat ion that  is as 
valuable as those design documents you have locked away. 
 COMMISSIONER BARTHOLOMEW:  Mr. Healey. 
 MR. HEALEY:  I  l ike the idea of  regulat ing for  t ransparency.  I  th ink the 
SEC guidance has done a great  job for  t ransparency without  government 
overreaching.  There are other ways that  that  can be done.  Cal i forn ia ten years 
ago passed a law saying that  i f  the informat ion of  any Cal i forn ian is d isclosed or 
compromised, then the company has to te l l  them. 
 I  was working at  a bank at  the t ime, and that  drove us g lobal ly to say, 
a l l  r ight ,  i f  a large database, for  example, gets taken, we 're  going to te l l  
everybody because we don ' t  want  to just  te l l  the Cal i forn ians.  That 's bad press, 
and what i f  we get  i t  wrong?  What i f  we get  someone that  was a Cal i forn ian and 
we didn ' t  know? 
 Great  way of  get t ing the word out  there in a d i f ferent  manner than 
just  whether i t 's  mater ia l  or  not .   I t 's  much more black and white . 
 COMMISSIONER BARTHOLOMEW:  I t 's  in terest ing, too, because i f  you 
th ink about  doing that  sort  of  th ing, i t  a lso prov ides an incent ive for  companies to 
harden their  systems because then they don' t  have to repor t  i f  there is some sort  
of  thef t  that  has taken place.  So thank you. 
 HEARING CO-CHAIR WORTZEL:  We have a few minutes lef t ,  and three 
Commissioners that  wanted to ei ther f in ish up or ask a second quest ion.  So i f  we 
can real ly do i t  in  about  two minutes each, we wi l l  get  through that ,  and the f i rst  
is Commissioner F iedler. 
 HEARING CO-CHAIR FIEDLER:  I  just  wanted to fo l low up on your 
eluc idat ion of  a problem of  counter inte l l igence.  In o ld forms of  
counter intell igence,  the problem that  was a l lowed to cont inue was smal l ,  was 
narrow, not  as great  as we' re ta lk ing about  here.  So i t  seems to me that  there's a 
requirement to reth ink that .   Th is gets to the publ ic,  and i t 's  a very controvers ial  
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ro le of  the Nat ional  Secur i ty  Agency, the top pract i t ioners on our s ide and thei r  
ro le in pub l ic-pr ivate partnerships. 
 What 's your v iew? 
 MR. BEJTLICH:  Just  f rom the pr ivacy perspect ive,  and th is is coming 
f rom an o ld Air  Force intel  guy, I  fear that  the publ ic would be too susp ic ious of  
the NSA having the lead document ing role for  th is .   I  th ink i t  would have to be run 
through DHS, maybe with NSA as support  prov ider or exper t ise provider,  but  i f  the 
NSA were known as being a lead role ,  I  mean EPIC is suing the government to find 
out  what 's going on between Google and NSA, and that  was to me, that 's probably 
the biggest  cyber breach in terms of  publ ic i ty that  we've had in the last  couple of  
years. 
 MR. HEALEY:  And NSA has been fai r ly c lear that  they want to col lect  
s ignals intel l igence,  and I 'm a SIGINT, I 'm also an Air  Force intel  of f icer ,  S ignals  
Intel l igence, and i t 's  t ime to stop col lect ing.  I t 's  t ime to g ive up, and i t 's  t ime to 
want  to win. 
 HEARING CO-CHAIR FIEDLER:  Thank you. 
 HEARING CO-CHAIR WORTZEL:  Thank you.   
 Commissioner Cleveland, you want to ask your European quest ion? 
 COMMISSIONER CLEVELAND:  Can we just  go back to what 's  your sense 
of  how cooperat ive the Europeans would be?  Back to the quest ion that  I  asked 
ear l ier  about  the Europeans and what their  react ions would be? 
 MR. BEJTLICH:  Sure.  I  had f i rsthand exper ience deal ing wi th the 
Br i ts .   They are very much interested in th is.   I 've also seen publ ic 
pronouncements by the Germans and the French direct ly cal l ing out  the Chinese 
that  th is has to stop.  So just  looking at  those three count r ies,  I  th ink there would 
be some consensus. 
 MR. VILLENEUVE:  Yes.  I 'm Canadian, and we face a lot  of  the same, 
the same problems,  and in terms of  the scope of  the act iv i ty we see, a l though a 
lot  of  people are focused on act iv i t ies that  happen in the U.S.,  we def in i te ly see 
the same campaigns having targets in the European countr ies as wel l . 
 MR. HEALEY:  So I  th ink there is room for the count r ies to come 
together and come up with a common approach, and I  th ink the more that  the U.S. 
government can come up with non-technica l  so lut ions, you know, the more we 
talk about  monitor ing, the more i t 's  go ing to sound l ike deep-packet  inspect ion, 
and the more i t 's  go ing to put  the Europeans of f  in to a data pr ivacy f ight  that  we 
just  don' t  need to have.  There's lots of  other ways to address th is . 
 MR. BEJTLICH:  And just  a quick note on that  as wel l .   The Japanese 
are terr i f ied .  They are doing a lot  of  work th is year as a resul t  of  th ings that  were 
announced publ ic ly last  year.   So there would be a great  p lace to work as wel l . 
 COMMISSIONER CLEVELAND:  Can you al l  come up with,  for  the record, 
a couple of ,  I  mean sort  of  what  the best  approach is in terms of  coming up with a 
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coord inated or un iversa l ,  not  universa l ,  but  a coordinated response?   
 Thanks. 
 MR. BEJTLICH:  Yes. 
 MR. HEALEY:  Certain ly . 
 HEARING CO-CHAIR WORTZEL:  Commiss ioner Reinsch, or V ice 
Chai rman Reinsch, you want to f in ish up here?   
 VICE CHAIRMAN REINSCH:  Wel l ,  I ' l l  just  go back to what  I  asked.  Is 
there any solut ion?  Anything to be done about  the employee problem? 
 MR. HEALEY:  I  th ink,  based on what I  have seen, and many more 
people on the Commission have more exper ience in China than I  do, i t  seems l ike 
there was something about  Chinese cul ture.  I t  was not  yet  seen as wrong to 
p irate Microsof t  or  jump f rom one country to another and take the secrets. 
 So in that  sense, we 're just  a symptom of  that  problem, that  i f  they 're 
not  worr ied about  s teal ing f rom each other,  why would they be worr ied about  
steal ing f rom us?  
 So I  th ink the more th ings that  we can do to help address that  
problem, and i t  might  even be possib le that  China is going to develop that  i tse l f ,  
that  i t  says i f  we' re going to rea l ly be a power and real ly,  real ly want  intel lectual  
property for  our own companies, we have to support  th is . 
 MR. BEJTLICH:  I  actual ly welcome any t ime I  see a physica l  component 
because we have a long establ ished history of  knowing how to deal  wi th people.  
They have addresses, they have histor ies,  there's background checks, there's al l  
sorts of  th ings we can do that  we just  cannot  do for someone remote, 5,000 mi les 
away, at  a keyboard. 
 I  used to joke with my counterpart  in  the physical  secur i ty  part  of  
Genera l  Elect r ic that  my goal  was to make my cyber prob lem his physical  problem. 
 [Laughter. ] 
 MR. BEJTLICH:  Because once i t  was a quest ion of  spies and that  sort  
of  th ing, we knew how to deal  wi th that  a lot  easier. 
 HEARING CO-CHAIR WORTZEL:  Wel l ,  i t  a lso st r ikes me that  when 
you' re deal ing with a country that  doesn' t have a t rad i t ion of  ru le of  law, e i ther 
noncompete, you can' t  go to work for  a compet i tor ,  or  nondisclosure agreements 
are pret ty much unenforceable. 
 Gent lemen, th is has been a very r ich d iscussion.  We real ly  appreciate 
your t ime.  Some of  the other Commissioners wonder i f  they submit ted some 
wr i t ten quest ions to you, would you be wi l l ing to contr ibute some other th ings for 
the record? 
 MR. BEJTLICH:  Yes. 
 MR. HEALEY:  Yes. 
 HEARING CO-CHAIR WORTZEL:  Wel l ,  thank you very much.  We're 
going to break now--for what--50 minutes;  is i t? 
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 HEARING CO-CHAIR FIEDLER:  Yes.   
 HEARING CO-CHAIR WORTZEL:  A l l  r ight . 
 HEARING CO-CHAIR FIEDLER:  12:50. 
 HEARING CO-CHAIR WORTZEL:  12:50 we' l l  reconvene.  Thank you 
again. 
 [Whereupon,  at  12:00 noon, the hear ing recessed, to reconvene at  
12:52 p.m.,  th is same day.] 
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PANEL I I  ï FISSILE MATERIAL PRODUCTION AND  

NUCLEAR COOPERATION 
  
 HEARING CO-CHAIR FIEDLER:  In the interest  of  be ing on t ime, 
welcome back.  This  is our second panel  of  the day, and we' l l  address China's 
f iss i le mater ia l  product ion, i ts internat ional  nuclear act iv i t ies and related areas. 
 Join ing us today are two seasoned experts in the f ie ld:  Henry Sokolsk i  
and Dr.  Ph i l ip  Karber. 
 Mr.  Sokolsk i  is Execut ive Di rector of  the Nonprol i ferat ion Pol icy 
Educat ion Center .   Previously he served in a var iety of  posts in the Pentagon and 
intel l igence community .   He's also been appointed to two congressional  
commissions.  So he 's going to be qui te fami l iar  wi th the seven-minute ru le . 
 MR. SOKOLSKI:   You have my condolences. 
 [Laughter. ] 
 HEARING CO-CHAIR FIEDLER:  Dr .  Karber  is ad junct  professor at  
Georgetown Universi ty and has several  decades of  exper ience in defense and 
secur i ty pol icy,  part icular ly nuclear issues.  
 You' l l  each have seven minutes to  make your presentat ions, and the 
reason we do that  is so that  the Commissioners can ask you many more quest ions.  
Thank you. 
 Dr.  Karber . 
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OPENING STATEMENT OF DR. PHILLIP A. KARBE R 

ADJUNCT PROFESSOR, GEORGETOWN UNIVERSITY 

 
DR. KARBER:  The focus of  my comments,  i t  actua l ly probably in some 

ways makes more sense i f  Henry went f i rst ,  but  we 're going to inter relate so i t  
doesn' t  real ly matter. 
 Henry is go ing to address in h is paper the issue of  China 's f iss i le 
mater ia l  and f issi le product ion.  I  was going to address that part ia l ly in my 
presentat ion, but  towards the end.  My major focus is on China 's "Underground 
Great  Wal l , "  wh ich went publ ic last  summer and st i l l  is  re lat ive ly unknown in 
terms of  a lot  of  the detai ls .   I  mean there's been some controversy,  but  many of  
t he operat ional  and even st rategic impl icat ions of  i t  have not  been addressed so I  
thought  I 'd  use th is today to summarize that ,  and then, in fact ,  that  comes back 
to the issue of  f iss i le mater ia l . 
 On the 11th of  December 2009, China announced that  they had been 
working since 1985,  for  27 years,  29 years,  on an "Underground Great  Wal l . "   
That 's the ir  name for i t .   And by the ir  def in i t ion,  a faci l i ty  to h ide nuclear 
weapons and missi les.   
 The aspects associated with the Underground Great  Wal l  do not  
include c iv i l  defense.  They do not  inc lude the 40 some ai rbases that  have tunnel 
and underground complexes, and they don' t  include the dozen or so naval  
complexes. I t 's  just  the st rategic rocket  forces, the ir  missi les,  and the country 's 
nuclear weapons assets. 
 What 's interest ing about  that ,  i f  you' l l  turn to the sl ides, hopeful ly,  
that  each of  you have, I ' l l  just  refer to a few of  them in passing, is that  th is s l ide 
shows the growth in the number of  those length of  the tunnels .   These are 
actual ly PLA numbers,  having l isted about  2,500 ki lometers '  worth of  tunnels in 
1995, and 5,000 ki lometers cumulat ive in the last  year-and-a-hal f . 
 The sheer s ize and magnitude of  that ,  to give you an idea,  would be 
the largest--i f  i t 's  t rue--would be the largest  construct ion project  in recorded 
human history.   There's  nothing else man has done that  would equal the size and 
scale of  that  act iv i ty. 
 The issue was repor ted in China.  I t  a lso was reported in Asia in 
December,  but  basical ly d id not  get  ment ioned in the Western press unt i l  last  
summer.  So for about  22 months, i t  essent ia l ly went  unnot iced in the Western 
press. 
 There are three major aspects that  I  would say ought  to cal l  your  
at tent ion.  First ,  I ' l l  cal l  i t  the tact ica l  operat ional  issue.  The major i ty of  China's 
missi le force is tact ica l  and operat ional ;  that  is ,  they cover  theater targets and 
tact ica l  targets.   That 's the DF-21, the DF-15, DF-11 and DH-10 cruise missi le.   
Those missi les are a substant ia l  amount  of  these--account  for  much of  these 
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tunnels . 
 Whi le the numbers of  launchers of  those missi les are less than 400, 
they equate to over  1,500 missi les,  and what the Chinese appear to have done is 
incorporate the tunnel complex into a warf ight ing st rategy at  the tact ica l  and 
operat ional  leve l .   That  is the missile un i ts are kept--most  o f  their  assets are kept  
in the tunnels on alert .   People are brought  in,  uni ts are ready. On a s ignal ,  they 
then l i tera l ly surge out  of  the tunnels a long with lots of  decoys, go to f i r ing 
posi t ions, can go in to launch, and then ei ther re load out  in  the open or go back 
into the tunnel complex and even a d i f ferent  tunnel  complex to f i re those 
systems. 
 The second, and understanding that  operat ional  theater issue, 
part icular ly in l ight  of  the fact  that  we and the Russians have got ten rid of  most  
of  our equivalent  systems under the INF Treaty,  and our forces and our a l l ies are 
extremely vu lnerable in Asia,  of  course,  is worth giv ing some ser ious thought  to. 
 Second major aspect  I  would encourage you to take a look at  is the 
growth in the size of  the tunnels,  not  just  that  they are growing in the length,  but  
the sheer volume of  them.  I 've included about  a dozen pages in here, just  
because these photographs essent ia l ly haven' t  been shown.  Almost  al l  of  them 
are captured f rom Chinese TV.  Al l  the construct ion crews working on them are 
Second Art i l lery.   That  is they are rocket  force people.  These aren' t  c iv i l ian 
contractors. 
 And you ' l l  not ice the sheer s ize of  them. Some of  them are larger 
width and height  than th is room, and you can actual ly see into inf in i ty down a 
corr idor perhaps a hal f  a ki lometer of  that  kind of  faci l i ty . 
 That  is that  i t  can hold not  just  one missi le ,  but  actual ly three t ra ins '  
worth of  missi les.  The reason that 's important  is there seems to be an 
associat ion with their  new st rategic rocket  forces and these large tunnels .   That  
would inc lude the mobi le DF-31 ICBM, what appears to be a larger mobi le system, 
somet imes descr ibed as, again,  road mobi le,  ca l led the DF-41, larger because i t  
could probably contain miss i les as wel l ,  and then we've also seen photographs of  
what  they cal l  the intercont inental  ba l l ist ic missi le t ra in ,  and that  t ra in has been 
seen going in and out  of  tunnels . 
 So what you might  have here then is a substant ia l  part  of  their  
st rategic forces that  could actual ly target  the United States being in these 
tunnels . 
 The United States,  depending on who and how one counts,  var ious 
est imates go the Chinese have a nuclear force of  100 to 400 warheads.  General ly,  
that 's focused on operat ional  systems.  I t  does not  count  reserve warheads, which 
we can go into and descr ibe in more detai l . 
 I  don' t  know how many nuclear weapons the Chinese have.  I  know 
that  they've been producing them for over 40 years.  The ear ly product ion rates in 



96 
 

  

the late '60s and ear ly '70s and ear ly '80s of  about  seven a year would at  that  rate 
give them today a total ,  and i f  i t  cont inued, a force structure of  over 3,000 
warheads.  
 I  can and wi l l  ta lk to you about  the force st ructure.  Their  force 
structure could certain ly handle that  many warheads.  But  let 's  assume they 
don' t .   Let 's assume that  basica l ly because of  e i ther the l imitat ions on f iss i le 
mater ia l  or  pol icy,  they haven' t  bu i l t  those warheads.  
 What 's s igni f icant  about  the tunnel complex is i t  is  a matter of  their  
choice.  They could start  producing.  I  have a sl ide in here showing the growth of  
China 's f issi le mater ia l ,  p lanned purchases of  reactors.   I f  you look at  the sheer  
growth of  thei r  p lanned reactors,  whatever your assumpt ions are today about  
whether they have a f issi le l imitat ion or not ,  there 's a ser ious issue that  they are 
unl ikely to be f iss i le ly l imited in the fu ture. 
 And the signi f icance of  that  is that  i f  that  is combined with a force 
structure which can have nuclear missi les then put  on top of  convent ional  
launchers,  which they can, you 're in a posi t ion where they could actual ly change 
the strategic balance, certain ly the tact ica l  and theater balance, very qu ick ly and 
would go vir tua l ly undetected because of  the tunnel  complex. 
 So the combinat ion of  the tunnel  complex and a robust  force structure 
and a future potent ia l  for  f issi le mater ia l  has a very s igni f icant  breakout  
potent ia l ,  and I  th ink i t  is worth the Commission giv ing considerable at tent ion to 
i t .  
 I 'm not  t ry ing to demonize the Chinese.   They have every r ight  to do 
i t .   They' re not  l imi ted by t reaty.   On the other hand, they themselves have been 
extremely ambiguous about  much of  these aspects,  and they ought  to be 
confronted and held accountable. 
 Thank you. 
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HEARING CO-CHAIR FIEDLER:  Thank you. 
 Mr.  Sokolsk i . 
  

OPENING STATEMENT OF HENRY SOKOLSKI 

EXECUTIVE DIRECTOR, NONPROLIFERATION POLICY EDUCATION CENTER 

 
 MR. SOKOLSKI:   Firs t  of  a l l ,  I  want  to thank you for inv i t ing me to 
test i fy.   I  don' t  know where the next  one is going to be.   I  barely got  here, but  I  
got  here just  in  t ime. 
 I  guess i f  there are only two th ings to take away f rom what I 'm going 
to say today i t 's  that ,  f i rst ,  I  don' t  th ink we know how many nuclear weapons 
China has or might  get  re lat ively quickly;  and two, i f  we' re ser ious about  our own 
defense planning, our secur i ty a l l iances, and nuclear arms reduct ions, we need to 
f ind out . 
 Unfortunate ly ,  Ch ina keeps a l l  of  th is informat ion secret .   Here 's I  
th ink a base case of  what  we might  know.  Enr iched uranium, which is one of  the 
key ingredients to make bombs, China operates several  re lat ive ly new Russian-
designed centr i fuge plants that  enr ich,  and they have an indigenous centr i fuge 
plant ,  and the est imates looking at  the bui ld ings in the pictures is that  probably 
two mi l l ion SWUs, or separate work un i ts. 
 The most  h ighly regarded unclassi f ied est imates made by the 
Internat ional  Panel on Fissi le Mater ia ls is that  China has 16 tons of  weapons-
grade uranium p lus or minus four tons.  That  gives you some idea of  the 
uncerta int ies.  That 's enough to make between roughly 1 ,000 crude f i rst-
generat ion design weapons and maybe as many as 3,000 i f  they used advanced 
designs. 
 I f  you know anyth ing about  what  they know about  our weapons 
designs, I  th ink you should assume they are very advanced.   
 As for  p lutonium, i t 's  unclear to what  extent ,  i f  any, China has 
dismant led the exis t ing p lants,  but  we know they've been shut  down.  We can 
check with thermal s ignatures. 
 I f  one assumes even the most  conservat ive est imates made by, again,  
th is Internat ional  Panel,  China cou ld bui ld an arsenal of  as many as 450 crude--
that 's Nagasaki  style because we're ta lking plutonium--devices, and roughly twice 
as many i f  they have advanced designs. 
 I  might  add we don ' t  know how much plutonium these p lants have 
produced when they were shut  down.  So there 's a lot  of  uncerta inty here.   
 As for  e lectr ica l  power p lutonium-related act iv i t ies,  China current ly 
has a p i lot  reprocessing p lant  and wants to buy an enormous plant  f rom AREVA--
the French--that  could produce a thousand crude bombs'  worth of  p lutonium 
annual ly . 
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 I t 's  decided to p lace th is civ i l ian faci l i ty r ight  next  to i ts  major nuclear 
mi l i tary product ion faci l i t ies,  which one Chinese lady to ld me they d id because i t  
would be convenient ,  and that  can be taken a number of  d i f ferent  ways. 
 From th is d iscussion, i t 's  easy to see how di f f icu l t  i t  is  to p inpoint  
how many nuclear warheads China has and how many i t  could produce quick ly .   To 
cope with these uncertaint ies,  most  experts,  who cluster their  est imates around 
200 deployed nuclear weapons depend heavi ly on how many nuclear  miss i les 
there are--th is is the reason I  th ink Phi l 's  here--may not  know that  number.    
 They a lso assume a single large thermonuclear warhead in almost  
every case for each long-range missi le that 's observed and a few gravi ty bombs 
and spares. 
 Now a lot  is presumed here, and almost  al l  the assumpt ions are 
rebut table .   They include there are no missi le re loads, that  the cruise missi les are 
only convent ional ly armed, that  there are no tact ical  weapons on the bat t lef ie ld,  
that  everyth ing is a large thermonuclear warhead that  consumes a lot  of  f iss i le  
mater ia l  in  each case. 
 Now, I  th ink,  as I  sa id,  a l l  of  these assumpt ions and others are 
rebut table,  but  even i f  one makes them, there 's a problem.  Recent ly,  one of  the 
nat ion 's leading experts on Chinese nuclear forces knocked down concerns that  
China might  have 3,000 deployed nuclear warheads.  He explained in some detai l  
why theoret ical ly the Chinese could have no more than 1,660 nuclear weapons, 
i .e. ,  roughly the number of  warheads the U.S. current ly has deployed. 
 His analysis,  of  course, was intended to  reassure, but  i t 's  d i f f icu l t  to 
see how such a wide range of  uncertainty cou ld do anything but  rat t le .   
 Why?  Wel l ,  we've got  four reasons why.  Fi rst ,  such est imates bear 
d irect ly on how threatening China's mi l i tary might  be.  I t 's  fa i r  to note,  and I 've 
seen people on the r ight  and lef t  both say th is,  that  what  matters is how wi l l ing a 
country is to use what they have, not  the number of  weapons they have. 
 That  may be, but  I  th ink the wi l l ingness to r isk or engage in  nuclear 
conf l ict  or  threaten to do so may turn on ca lcu lat ions of  how many targets i t  
might  be able to destroy in a nuclear f i rst  st r ike and how many of  i ts nuclear 
systems might  surv ive af ter  an adversary has struck. 
 In these matters,  to  paraphrase Stal in,  quant i ty may have a qual i ty al l  
of  i ts own. 
 Second, and re lated to how many weapons China may have and how 
wi l l ing i t  is to use them, is how we might  prepare our  defenses and the Russians 
or other countr ies.  I  don' t  th ink,  you know, ei ther Washington or Moscow would 
l ike to consider a fu ture in which the Chinese had so many nuclear weapons i t  
would feel  conf ident  about  using i ts convent ional  weapons, which are qui te 
advanced now. 
 They would t ry to deal  wi th th is in a var iety of  ways, everyth ing f rom 
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missi le defenses to mainta in ing certain st r ike capabi l i t ies.   So that  number may 
matter in that  regard. 
 Also, Chinese nuclear numbers u l t imately re late to how much arms 
contro l  we' l l  engage in.   I  don' t  th ink e i ther the United States or Moscow would 
go very low, and we're now ta lking about  going to a thousand or as low as 300,  i f  
they thought  i t  would end up giving China an advantage in numbers. 
 Final ly ,  there 's the quest ion of  how these numbers might  impact  the 
act iv i t ies of  neighbor ing states l ike Japan, South Korea, and India.   In the f i rst  
instance, Japan and South Korea are in the throes of  t ry ing to decide whether to 
recycle p luton ium that  could be used not  only in c iv i l ian reactors but  bombs, and 
recycle i t  in  a b ig way. 
 India,  of  course, is t ry ing to gauge how much i t  needs to bu i ld up to 
deal  wi th Pakistan and China.   
 In considerat ion of  a l l  th is,  I 've got  four recommendat ions.   First ,  I  
th ink you need to demand that  our government do more in  class i f ied and 
unclass i f ied forums to clar i fy what  i t  th inks China has in the way of  a deployed 
number of  nuclear weapons and reserve nuclear warheads. 
 How much nuclear weapons mater ia ls and nuclear weapons usable 
mater ia l  product ion capaci ty does i t  have? 
 We can also work with our al l ies,  and to the extent  possib le,  I  would 
recommend we work with China.  I  don' t  know that  there is  much you can do with 
them, but  I  would go through the mot ions at  least . 
 Gaming, which is I  guess real ly Phi l 's  suggest ion--I 'm taking his idea 
here--with senior of f ic ia ls about  these quest ions and possib le mi l i tary cr ises 
scenar ios and how al l  the numbers might  al ter  or  not  al ter  these scenar ios and 
possib le arms cont rol  negot iat ions with  Russia and other states is something that  
would be useful  to do.  I  don' t  th ink i t 's  been done,  certain ly not  the lat ter ,  wi th 
arms control . 
 Also, I  would explore nuclear missi le ta lks,  in i t ia l ly wi th Russia and 
China and then other countr ies,  and in  these talks,  the most  threaten ing missi les 
are the ground-based nuclear capable missi les.  We have them in s i los.   Russia has 
them on ground mobi le systems, and China has many of  them, as you just  heard, 
in tunnels . 
 I  th ink these are the dr ivers of  uncerta int ies with regard to China, and 
therefore i t  would be a useful  th ing to  d iscuss. 
 Final ly ,  I  would get  China, South Korea,  and Japan to fo l low America 's 
example, and foreswear making more highly-enr iched uranium or recycling 
p lutonium e i ther for  c iv i l  or  mi l i tary purposes. 
 Not  knowing what they' re doing, much less what they've done, is part  
of  the general  package, and we need to  bear down on th is d ip lomat ical ly . 
 Thank you.  That  concludes my presentat ion.  I  would ask that  the 
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copy of  my test imony that  I  have, which corrected two or three grammat ical  
errors,  be the one that 's used in the record. 
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Mr. Chairman, members of the commission, I want to thank you for allowing me to testify before 

you today on the question of what Chinaôs nuclear weapons materials holdings and production might be 

and what the security implications might be of the U.S. and other states not having clear answers to 

these questions. 

 

Some of What We Know 

 

As the most definitive current, public assessments of Chinese fissile materials assets and 
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production capabilities notes in the 2010 Global Fissile Material Report, there is little official 

information about Chinaôs nuclear arsenal. One can speculate but, as this analysis explains, 

Without knowledge of the operating history and power of Chinaôs plutonium-production reactors 

and the capacities of its uranium enrichment plants, any estimates of Chinaôs fissile material stocks will 

necessarily have great uncertainties.
1
 China, unfortunately, keeps nearly all information about its stocks 

of fissile materials and nuclear weapons secret.  Unlike the other four other permanent members of the 

United Nations Security Council, China has made no declaration of how much fissile material it has in 

excess of its military requirements or announced whether or not it has ceased production of weapons 

plutonium or uranium.  

Regarding current production of enriched uranium, China is known to operate several relatively 

new Russian-designed uranium centrifuge enrichment plants and an indigenous centrifuge plant that are 

believed together to be capable of producing roughly 2 million separate work units (SWUs) per year.
2
  

The International Panel on Fissile Materials offers a conservative estimate that China has 16 tons of 

weapons grade uranium (plus or minus 4 tons) ï enough to make between roughly 1,000 (crude first-

generation design) and 3,000 (advanced design) nominal 20-kiloton explosive devices.
3
 

As for plutonium, it is unclear to what extent, if any, China has dismantled its existing military 

plutonium production plants but it is believed to have shut them down.  Precisely when they were shut 

down and precisely how much plutonium they produced is not known.  The most definitive, public 

estimates of how much plutonium China has produced presume that the plants in question, which have 

not been visited, are ñlikeò ones that China built underground for reserve production and has recently 

put on public display.
4
 

As a result, estimates of how much separated plutonium China has on hand are hardly hard and 

fast.  If one assumes even the most conservative estimates made in the International Fissile Material 

Panel report of 2011 (i.e., 1.8 tons), though, China could build an arsenal of as many as 450 crude 

plutonium devices and roughly twice as many advanced designed plutonium warheads.
5
 

                     
1
See International Panel on Fissile Materials, Global Fissile Material Report 2010:  Balancing the Books, 

Production and Stocks, pp. 97-98., available at http://fissilematerials.org/library/gfmr10.pdf. 
2
 See International Panel on Fissile Materials, Global Fissile Material Report 2011:  Nuclear Weapon and Fissile 

Material Stockpiles and Production, January 2012, available at http://fissilematerials.org/library/gfmr11.pdf.  For 

reference, it takes roughly 200 separative work units (swus) to produce 1 kilogram of weapons grade highly 

enriched uranium (HEU) and roughly 20 kilograms of HEU to make a crude nuclear weapon.  A crude nuclear 

weapon is defined as a first generation device like that used in the Second World War.  The Hiroshima bomb used 

29 kilograms of HEU and the Nagasaki bomb used 6 kilograms of plutonium.  Today, a first generation bomb is 

assumed to require a bit less HEU (20 kilograms) and plutonium (4 kilograms).  An advanced weapons design 

would reduce the amounts of fissile required to produce a given yield by between a factor of two and a factor of 

three.  On these points, see Thomas B. Cochran, ñThe Problem of Nuclear Energy Proliferation,ò in Patrick L. 

Clawson, editor, Energy and National Security in the 21
st
 Century, (Washington DC:  National Defense 

University Press, 1995), pp. 96-99. 
3
 The approximate fissile material requirements for crude and advanced design highly enriched uranium nominal 

20 kiloton nuclear weapons -- 16 and 5 kilograms -- is taken from Cochran, ñThe Problem of Nuclear Energy 

Proliferation,ò p. 98 cited above in note 2. 
4
 See Global Fissile Material Report 2010, pp. 20-21. 

5
 Global Fissile Material Report 2011, p. 18.  As detailed in note 122, this estimate is for a plutonium bomb 

requiring between 4-5 kilograms of separated plutonium, i.e., a crude weapons worth.  An advanced weapon 

http://fissilematerials.org/library/gfmr10.pdf
http://fissilematerials.org/library/gfmr11.pdf


103 
 

  

As for electrical power plutonium activities, China currently has a pilot reprocessing plant that 

can separate plutonium from spent fuel and is planning on having AREVA build it a much larger plant 

capable of separating nearly 1,000 crude bombsô worth of plutonium annually.  China wants to site this 

reprocessing plant adjacent to a major nuclear military production facility at Jiayuguan.   

 

 

Some of What We Donôt 

Just from this brief discussion, it is easy to see how difficult pinpointing precisely how many 

nuclear warheads China has, how many it might build with the non-militarized nuclear materials it has 

on hand, and how many it might be able to build in the future.  To cope with these difficulties, the most 

popular estimates, which cluster close to 200 deployed nuclear weapons, depend heavily on how many 

nuclear missiles China has deployed.   A single, large, thermonuclear warhead is assumed for each 

observed long-range nuclear missile.  A few gravity bombs for bomber delivery are added along with a 

handful of spares. 

Much is presumed here.  Among the assumptions are that there are no missile reloads for any of 

growing number of Chinese mobile missile launchers, that most of the growing number of long-range 

Chinese cruise missiles are solely conventional, that there are no Chinese tactical nuclear weapons, and 

that the Chinese have fielded mostly or entirely large, thermonuclear warheads that use large amounts of 

fissile material rather than smaller, less fissile consumptive designs.   

All of these assumptions may or may not be warranted.  At a minimum, we risk confusing 

ourselves by emphasizing only the most optimistic assumptions. Recently, one of the nationôs leading 

experts on Chinese nuclear forces knocked down concerns that China might have 3,000 deployed 

warheads.  He explained, in some detail, why theoretically the Chinese could have no more than 1,660 

nuclear weapons, i.e., roughly the number of warheads the U.S. currently has deployed.   His analysis, of 

course, was intended to reassure.  Yet, it is difficult to see how such a wide range of uncertainly could 

do anything but rattle.
6
 

 

What to Worry  

 

As the U.S. and Russia try to reduce or contain their nuclear weapons deployments, most other 

nuclear weapons states (France, UK, Israel, Pakistan, India, North Korea) would require at least one to 

three decades of continuous, flat-out military nuclear production to catch up even to U.S. and Russian 

reduced nuclear weapons numbers.  It is quite clear, moreover, that none of the listed states have yet set 

out to meet or beat the U.S. or Russia as a national goal.    

 China, however, is a different matter.  It clearly sees the U.S. as a key military competitor in the 

Western Pacific and in North East Asia.  It also has had border disputes with India and historically has 

been at odds militarily with both it and Russia.  China has actively been modernizing its nuclear-capable 

missiles to target key U.S. and Indian military air and sea-bases with advanced conventional munitions 

                                                                       

design plutonium weapon might use half as much or less.  See note 2 below. 
6
 See Hans Kristensen, ñNo, China Does Not Have 3,000 Nuclear Weapons,ò FAS Strategic Security Blog, 

December 3, 2011, available at http://www.fas.org/blog/ssp/2011/12/chinanukes.php. 

 

http://www.fas.org/blog/ssp/2011/12/chinanukes.php
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and is developing similar missiles to threaten U.S. carrier task forces on the open seas.  In support of 

such operations, China is also modernizing its military space assets, which include military 

communications, command, surveillance, and imagery satellites and an emerging anti-satellite 

capability.
7
 

Would China want to ramp up its nuclear weapons capabilities?  We donôt know. 

In its official military white papers since 2006 and in other forums, Chinese officials insist that 

Beijing would never be the first state to use nuclear weapons and would never threaten to use them 

against any nonnuclear weapons state.  China also supports a doctrine that calls for a nuclear retaliatory 

response that is no more than what is ñminimallyò required and to use nuclear weapons only for its 

defense.
8
 

Most Western Chinese security experts have interpreted these statements to mean Beijing is only 

interested in holding a handful of opponentsô cities at risk, which, in turn, has encouraged interpreting 

uncertainties regarding Chinese nuclear warhead deployments toward the low end.    

What Chinaôs actual nuclear use policies might be, though, is open to debate.  As one analyst 

recently quipped, with Americaôs first use of nuclear weapons against Japan in 1945, it is literally 

impossible for any country other than the U.S. to be first in using these weapons.  More important, 

Chinese officials have emphasized that Taiwan is not an independent state and that under certain 

circumstances it may be necessary to use nuclear weapons against this island ñprovince.ò  Finally, there 

are the not so veiled nuclear threats that senior Chinese generals have made against the United States if 

it should use conventional weapons against China in response to a Chinese attack against Taiwan 

(including the observation that the U.S. would not being willing to risk Los Angeles to save Taipei).
9
 

It is fair to note that how willing China is to use the nuclear weapons it has may be more 

important than how many nuclear weapons it may have.  Yet, a countryôs willingness to risk or engage 

in nuclear conflict may well turn on calculations of how many targets it might be able to destroy in a 

nuclear first strike and how many of its nuclear systems might survive after an adversary has attempted 

to strike back.  In these matters, quantity, to paraphrase Stalin, may have a quality all of its own. 

Does China only have 200 or so nuclear weapons?  Perhaps.  But if nuclear-capable missile 

deployments is the current driver of how many nuclear weapons China has deployed, perhaps not.  The 

                     
7
 See Ian Easton, ñThe Asia-Pacificôs Emerging Missile Defense and Military Space Competition,ò January 3, 

2001, available from www.npolicy.org/article_file/The_Asia-

Pacifics_Emerging_Missile_Defense_and_Military_Space_Competition_280111_1143.pdf. 
8
 On Chinaôs no first-use policies see Chinaôs 2008 White Paper, ñChinaôs National Defense in 2008ò available 

from www.fas.org/programs/ssp/nukes/2008DefenseWhitePaper_Jan2009.pdf; also see analysis of this paper by 

Hans M. Kristensen, ñChina Defense White Paper Describes Nuclear Escalation,ò FAS Strategic Security Blog, 

January 23, 2009, available from www.fas.org/blog/ssp/2009/01/chinapaper.php; and M. Taylor Fravel and Evan 

S. Medeiros, ñChinaôs Sear for Assured Retaliation: The Evolution of Chinese Nuclear Strategy and Force 

Structure,ò International Security, Fall 2010, available from 

www.belfercenter.ksg.harvard.edu/files/Chinas_Search_for_Assured_Retaliation.pdf.  
9
 See Jonathan Watts, ñChinese General Warns of Nuclear Risk to US,ò The Guardian, July 15, 2005, available 

from www.guardian.co.uk/world/2005/jul/16/china.jonathanwatts; and Mark Schneider, ñThe Nuclear Doctrine 

and Forces of the Peopleôs Republic of China,ò Comparative Strategy, Spring 2009, available from 

www.tandfonline.com/doi/abs/10.1080/01495930903025276#preview.  Also see an earlier version dated 2007, 

available from 

www.nipp.org/Publication/Downloads/Publication%20Archive%20PDF/China%20nuclear%20final%20pub.pdf. 

http://www.npolicy.org/article_file/The_Asia-Pacifics_Emerging_Missile_Defense_and_Military_Space_Competition_280111_1143.pdf
http://www.npolicy.org/article_file/The_Asia-Pacifics_Emerging_Missile_Defense_and_Military_Space_Competition_280111_1143.pdf
http://www.fas.org/programs/ssp/nukes/2008DefenseWhitePaper_Jan2009.pdf
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Chinese, after all, claim that they have built 3,000 miles of tunnels to hide Chinaôs missile forces and 

related warheads and that it continues to build such tunnels.
10

  If we canôt see all of the nuclear-capable 

missiles China might have, thereôs a chance it may have more than we currently assume.  If, in turn, the 

number of such missiles is a major driver of Chinese nuclear warhead deployments, the later number 

could be much higher than most assume. 

 How much larger?  We donôt know. It is in our interest, however, to find out.   

 Indeed, the first issue such uncertainty raises is how sound current U.S. and Russian nuclear 

modernization and missile defense plans are.  It hardly would be in Washingtonôs or Moscowôs interest 

to let Beijing believe it could risk using Chinese conventional forces (including Chinaôs growing fleet of 

conventional missiles) to threaten Taiwanese, Japanese, American, Indian, or Russian targets because 

Chinaôs nuclear forces could out deter Russian or American nuclear forces.  

Another question a large Chinese nuclear strategic force would raise is how it might impact 

Washingtonôs and Moscowôs current strategic arms negotiations.  How eager would the U.S. and Russia 

be to make much deeper nuclear weapons cuts if they thought China might, as a result, end up 

possessing more deployed weapons than either Washington or Moscow?  Appendix I (below) suggests 

why this might be a worry.  If so, wouldnôt we have to factor China into our arms control calculations?   

Finally, there is the question of how Chinaôs nuclear arsenal and potential ramp up capabilities 

might impact the nuclear activities of states besides the U.S. and Russia. 

 

Interested Parties 

 Japan would certainly be one neighbor to watch.  It already has nearly 2,500 weapons worth of 

separated plutonium on its soil that it was supposed to use to fuel its light water reactors and fast 

reactors.  Now, however, Japan has decided not to build more nuclear power reactors domestically.  It 

also is reviewing the merits of continuing its fast reactor efforts, a program that is technically premised 

on Japan expanding its current domestic fleet of light water reactors.   

A related and immediate operational question is whether or not Japan will bring a $20 billion 

civilian nuclear spent fuel reprocessing plant capable of producing 1,000 bombs worth of plutonium a 

year at Rokkasho on-line as planned in late 2012.  This plant and Japanôs plutonium recycling program 

can be tied to internal Japanese considerations in the late 1970s and early 1980s for developing a 

plutonium nuclear weapons option.  Although this plant is not necessary for the management of Japanôs 

spent fuel, the forward costs of operating it could run as high as $100 billion over its lifetime.
11

 

In light of the questionable technical and economic benefits of operating Rokkasho, it would be 

difficult for Tokyo to justify proceeding with this plantôs operation unless it wanted to develop an option 

to build a nuclear weapons arsenal.  What, then, would one have to make of a Japanese decision to open 
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Rokkasho if this decision came on the heels of news that China actually had many more nuclear 

weapons than was previously believed?  

South Korea, which has attempted to get its own nuclear weapons at least once, and is asking the 

U.S. to back Seoulôs efforts to separate ñpeacefulò plutonium from U.S.-origin spent fuel in Korea, is 

sure to be watching what Japan decides.  After North Koreaôs sinking of the Cheonan and the 

bombardment of Yeonpyeong Island, South Korean parliamentarians called for a possible redeployment 

of U.S. tactical nuclear weapons.  Washington, however, rejected this request.
12

  This raises the worry 

that Seoul might again consider developing a nuclear weapons option of its own.  South Korea already 

has its own nuclear-capable rockets and cruise missiles.  How North Korea might react to South Korea 

developing a nuclear weapons option is anyoneôs guess. 

In addition to Japan and South Korea possibly reacting negatively to news of a Chinese nuclear 

ramp up, there is India.  It already has hedged its nuclear bets with plans to build five unsafeguarded 

plutonium-producing breeder reactors by 2020 and by laying the foundations of an enrichment plant that 

may double its production of weapons-grade uranium.
13

  It too has roughly 1,000 bombs worth of 

separated plutonium it claims it can convert into nuclear weapons.  It also has pushed development of a 

nuclear submarine, submarine launched ballistic missiles, missile defenses, and long-range cruise 

missiles.  Late in 2011, it announced it was working with Russia to develop a terminally guided 

intercontinental ballistic missile in order to off-balance Chinese medium range ballistic missile 

deployments near Indiaôs borders.
14

  India has never tried to compete with China weapon-for-weapon 

but if Chinese nuclear warhead numbers were to rise substantially, India might have no other choice but 

to try. 

Pakistan, of course, will do its best to keep up with India.  Since Islamabad is already producing 

as much plutonium and highly enriched uranium as it can, it would likely seek further technical 

assistance from China and financial help from its close ally, Saudi Arabia.  Islamabad may do this to 

hedge against India whether China or India build their nuclear arms up or not.  There is also good reason 

to believe that Saudi Arabia might want to cooperate on nuclear weapons related activities with Pakistan 

to help Saudi Arabia hedge against Iranôs growing nuclear weapons capabilities.   

                     
12

 See Julian Borger, ñSouth Korea Considers Return of US Tactical Nuclear Weapons,ò The Guardian, 

November 22, 2010 available from www.guardian.co.uk/world/2010/nov/22/south-korea-us-tactical-weapons-

nuclear; and David Dombey and Christian Oliver, ñUS Rules Out Nuclear Redeployment in South Korea, 

Financial Times, March 1, 2011 available from www.ft.com/cms/s/0/e8a2d456-43b0-11e0-b117-

00144feabdc0.html#axzz1oCEG4jBm. 
13

 See ñIndia to Commission Breeder Reactor in 2013,ò Express Buzz, 

February 20, 2012, available from www.expressbuzz.com/nation/india-to-commission-breeder-reactor-in-

2013/365268.html; and Paul Brannan, ñFurther Construction Progress of Possible New Military Uranium 

Enrichment Facility India,ò ISIS REPORTS, October 5, 2011, available from www.isis-online.org/isis-

reports/detail/further-construction-progress-of-possible-new-military-uranium-enrichment-f/7. 
14

 See ñRussia to Provide óSeekerô Tech for Agni-V ICBM,ò Pakistan Defense, October 26, 2011, available from 

www.defence.pk/forums/indian-defence/136928-russia-provide-seeker-tech-agni-v-icbm.html; Air Marshal (retd) 

B.K. Pandey, ñAgni-V to Be Launched By March End,ò SPôs Aviation.net, available from 

www.spsaviation.net/story_issue.asp?Article=900; ñWhy Is This DRDO Official in Moscow?ò TRISHUL, 

October 5, 2011, available from  

www.trishul-trident.blogspot.com/2011/10/why-is-this-drdo-official-in-moscow.html. 

 

http://www.guardian.co.uk/world/2010/nov/22/south-korea-us-tactical-weapons-nuclear
http://www.guardian.co.uk/world/2010/nov/22/south-korea-us-tactical-weapons-nuclear
http://www.ft.com/cms/s/0/e8a2d456-43b0-11e0-b117-00144feabdc0.html#axzz1oCEG4jBm
http://www.ft.com/cms/s/0/e8a2d456-43b0-11e0-b117-00144feabdc0.html#axzz1oCEG4jBm
http://www.expressbuzz.com/nation/india-to-commission-breeder-reactor-in-2013/365268.html
http://www.expressbuzz.com/nation/india-to-commission-breeder-reactor-in-2013/365268.html
http://www.isis-online.org/isis-reports/detail/further-construction-progress-of-possible-new-military-uranium-enrichment-f/7
http://www.isis-online.org/isis-reports/detail/further-construction-progress-of-possible-new-military-uranium-enrichment-f/7
http://www.defence.pk/forums/indian-defence/136928-russia-provide-seeker-tech-agni-v-icbm.html
http://www.spsaviation.net/story_issue.asp?Article=900
http://www.trishul-trident.blogspot.com/2011/10/why-is-this-drdo-official-in-moscow.htm


107 
 

  

 

 

What to Do 

 

What this discussion clearly suggests is that it would make sense for our government to take 

more concerted action alone, with its allies and friends, and with Russia to clarify and constrain Chinaôs 

offensive strategic military capabilities.   

 

Clarify What China Has or Will Have 

In the first instance, this means clarifying precisely what strategic forces China has deployed and 

is building.  Beijingôs recent revelations that it has built 3,000 miles of deep tunnels to protect and hide 

its dual-capable missiles and related nuclear warhead systems more than suggests the desirability of 

reviewing our current estimates of Chinese nuclear-capable missile and nuclear weapons holdings.   

 It also would be useful to know what China is planning to do to expand its existing forces.  How 

much military fissile material does China currently have on hand?  How likely is it that it has or will 

militarize or expand these holdings?  How many missile reloads does China currently have and is 

planning to acquire?  Have or will the Chinese develop multiple warheads for its missiles?  If so, for 

which missile types and in what numbers?  How many nuclear and advanced conventional warheads is 

China deploying on its missiles, bombers, submarines and artillery?  What are its plans for using these 

forces?  How might these plans relate to Chinaôs emerging space, missile defense, and anti-satellite 

capabilities?  All of these questions and more deserve review unilaterally, in classified and unclassified 

annual assessments, with our allies and, to the extent possible, in cooperation with the Chinese.   

 

Game the Future  

 It also would be helpful to game alternative war and military crises scenarios relating to Chinaôs 

possible use of these forces at a senior political level in the U.S. and allied governments.  Such gaming 

would likely impact allied arms control and U.S. and allied military planning.  With regard to the later, a 

key focus would have to be on how one might defend, deter, and limit the damage Chinese nuclear and 

nonnuclear missile systems would otherwise inflict against the U.S., its bases in the Western Pacific, 

Americaôs friends and Russia.  This could entail not only the further development and deployment of 

active missile defenses, but of better passive defenses (e.g., base hardening and improving the capacity 

to restore operations at bases after attacks) and possibly new offensive forces (e.g., more capable, long-

range conventional strike systems) to help neutralize possible offensive Chinese operations. 

 Such gaming also should prompt a review of our current arms control agenda.  In specific, it 

should encourage discussion of the merits of initiating talks with China and Russia and other states 

about limiting ground-based, dual-capable ballistic and cruise missiles.  Unlike air and sea-based 

missiles, these ground-launched systems can be fired instantaneously and are easiest to command and 

control in protracted nuclear exchanges ï ideal properties for employment in a first strike.  These dual-

capable missiles also can inflict strategic harm against major bases and naval operations conventionally. 

 

Explore óNuclear Missileô Controls 

 Ronald Reagan referred to these weapons as ñnuclear missilesò and looked forward to their 

eventual elimination.  Toward this end, he concluded the Intermediate Nuclear Forces (INF) Treaty 

agreement, which eliminated an entire class of ground-based nuclear-capable missiles, and negotiated 
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the Missile Technology Control Regime (MTCR), which was designed to block the further proliferation 

of nuclear-capable systems (i.e., missiles capable of lifting 500 kilograms or more at least 300 

kilometers).  With the promotion of space-based missile defenses, he hoped to eliminate all such 

ground-based missiles. 

What states have an incentive to eliminate these missiles?  The U.S. has no intermediate ground-

launched missiles.  It eliminated them under the INF Treaty.  Most of our shorter range missiles are 

either air-launched or below MTCR range-payload limits.  As for our ground-based ICBMs, they are all 

based in fixed silos and as such are vulnerable to being knocked out in a first strike.  Russia, on the other 

hand, has a large, road-mobile ICBM force.  Yet, Moscow too is worried about growing Chinese 

precision missile strike capabilities that it cannot defend against.
15

 

India and Pakistan have ground-launched ballistic missiles but some of their most seasoned 

military experts have recently called for the elimination of short-range missiles since these can only 

serve to escalate border disputes.  As for China, it has much to gain by deploying more ground-launched 

missiles unless, of course, it causes India, Russia, and the U.S. to react.  The U.S. has been developing 

hypersonic boost glide systems that could provide it with prompt global strike options.  It also has 

hundreds of silo-based ICBMs that it could affordably convert to deliver conventional warheads 

precisely.  None of this would be in Chinaôs interest.  Talks about reducing such nuclear-capable ground 

launched missiles, should be explored.
16

 

 

Encourage China and Its Neighbors to Forswear Making HEU or Plutonium 

 Finally, although it may not be possible to conclude a fissile material cutoff treaty, all of 

the other nuclear weapons state members of the United Nations Security Council should press China to 

follow their lead in unilaterally forswearing making fissile material usable for weapons (i.e., recycling 

plutonium and making highly enriched uranium or HEU).  In this regard, it would be helpful to call for a 

limited moratorium on commercial reprocessing with China and as many other states as possible.  The 

U.S. Blue Ribbon Panel on nuclear energy recently determined that it would not be in Americaôs interest 

to pursue commercial reprocessing in the near or mid-term.  Japan, meanwhile, is reviewing its own 

commercial reprocessing and fast reactor program given its decision to move away from nuclear power.  

South Korea wants to recycle plutonium but is having difficulty persuading the U.S. to grant it 

permission to do so with the many tons of U.S.-origin spent fuel South Korea has.
17
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China is committed to having AREVA build it a commercial reprocessing plant that is nearly 

identical to the one Japan is now reconsidering opening late next year at Rokkasho.  As already noted, 

these ñpeaceful,ò commercial reprocessing plants can produce at least 1,000 bombs worth of nuclear 

weapons-usable plutonium annually.  Still, they are not technically necessary for the operation of 

nuclear power and are uneconomical compared to using fresh fuel and not recycling it.  Promoting a 

limited plutonium recycling moratorium, in short, would be useful and could garner some support for 

more general fissile material production restraints. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                                       

Nuclear Energy, Nakasone Now Says Japan Should Go Solar,ò Asahi.com, July 7, 2011, available from 

www.asahi.com/english/TKY201107210339.html. 
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APPENDIX I 

 
Figure 1: The Next Decade, Nuclear Uncertainties and Competitions 
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Yearbook 2011, available from www.sipri.org/yearbook/2011/07; ñNuclear Weapons: Who has What at a glance,ò 
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PANEL I I :  QUESTIONS AND ANSWERS  

 
HEARING CO-CHAIR FIEDLER:  I t  wi l l  be entered.  As long as you g ive i t  

to us,  so done. 
 MR. SOKOLSKI:   I t 's  a l l  done.  Your staf f  got  i t  th is morn ing. 
 HEARING CO-CHAIR FIEDLER:  Let  me ask Dr .  Karber a quick quest ion.  
You took somewhat of  a beat ing in the press when your report  came out ,  and i f  I  
understood you correct ly ,  and correct  me i f  I 'm wrong, you're not  saying they 
have 3,000, you 're saying that  they have the capaci ty in underground tunnels to 
handle 3,000 weapons?  Isn ' t  that  correct?  Al l  r ight . 
 DR. KARBER:  Could I  expla in that  for- - 
 HEARING CO-CHAIR FIEDLER:  Please do.  Let 's be clear. 
 DR. KARBER:  I  happened to be on the advance team for Secretary 
Car lucci  in  Moscow when the f i rst  d iscussions about  Nunn-Lugar were go ing on,  
and we were out  at  Russian Strategic Rocket  Force Command faci l i ty,  about  30 
kl icks out  of  Moscow, and we were having a d iscussion with a couple of  l ieutenant  
genera ls f rom the Soviet  army about  how many--in i t ia l ly,  Nunn-Lugar ,  we were 
going to of fer  them rai l road, special  ra i l road t ra in cars for  moving nuclear 
weapons, and the permiss ive act ion l ink containers for  warheads. 
 So we we' re ta lk ing to the general ,  and the genera l  was very 
d ismissive and said we can bui ld our own rai l road cars,  we don' t  need that ,  but  
the warhead containers would be interest ing.  You seem to be ahead of  that  and 
so forth.   So we sa id,  oh, wel l ,  how many of  those would you need?  And he sa id,  
wel l ,  we would need about  40,000. 
 And I  was a l i t t le s low on the draw, and I  go, why do you need two of  
those for each of  your warheads because for 15 years,  our nat ional  in tel l igence 
est imates had sa id that  the Russians had stocked and were only at  22,000 
warheads. 
 My co l league who was with me was a l i t t le smarter ,  and she said you 
mean you have more warheads than 22,000?  And, in fact ,  the Russians had 42,000 
warheads. 
 Now i f  you go through that  personal exper ience, that  means we 
missed 20,000 Russian nuclear weapons at  the height  of  the Cold War,  and we 
didn' t  just  do i t  in  one est imate.  We d id i t  repeated ly over  a 15-year per iod. 
 So i f  one is in that ,  has personal ly exper ienced that ,  i t  perhaps makes 
one over ly jaundiced about  est imates based on a whole host  of  assumpt ions about  
what  other people have when they' re intent ional ly t ry ing to h ide stuf f . 
 So that 's sort  of  the background.  Now my speci f ic reference to the 
comment was twofo ld.   One is we have seen Chinese references to  the safe 
d istance they would  l ike between systems that  are underground, and that  
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descr ibes a thousand meters f rom a low air  burst .   So i f  you take the radius of  
that ,  i t  would be roughly a mi le apart .   So i f  you had 3,000 mi les of  tunnels and 
you wanted to put  warheads in them, using that  calculus,  you would have room to 
put  a thousand, 3 ,000 warheads in there. 
 There's a second issue, and that 's thei r  force structure,  and th is I  
want  to be very clear about  because I  th ink people have made statements that  are 
demonstrably wrong and can be clear ly  shown.  I f  you, say,  take the DF-11s and 15 
tact ica l  miss i les,  both we and the Russians and, I  be l ieve, the Chinese have 
developed warheads that  essent ia l ly can go on the missi le. 
 You can have a convent ional  warhead on the missi le.   You can have a 
nuclear warhead on the missi le--on the same missi le and the same force 
structure.  The force structures are designed to have mult ip le f i res.   So, for  
example, in NATO with our tact ical  system, the Lance, we had for one Lance 
launcher,  we had ten nuclear warheads. 
 So i f  you look at  China's force structure r ight  now, you cou ld easi ly 
absorb 3,000 nuclear weapons, not  only in the tact ical  systems, which we rate as 
not  having any nuclear capabi l i ty desp i te their  test ing or c la iming they've tested 
an ER warhead, re loads for the DF-21s, and systems that  don' t  get  ment ioned very 
of ten, naval  nuclear  weapons.  We've seen stuf f  in  thei r  l i terature about  having 
nuclear weapons on at tack boats,  which could be a torpedo, a cru ise missi le ,  or  a 
mine. 
 And we've seen the recent  tests and the ir  d iscussions about  bal l ist ic 
missi le defense.  I t 's  not  at  a l l  c lear that  that  bal l ist ic missi le system that  they're 
test ing is not  designed to have a smal l  nuclear weapon on i t  and actual ly be used 
in con junct ion with the forces that  are in the tunnel for  protect ion.  
 So the short  answer to your quest ion is ,  no, I  d id not  pred ict  or  say 
they have 3,000 warheads.  What I  am saying is i t 's  go ing to be extremely hard for  
us to know when and how many they do have i f  we conclude that  they have a 
h igher stockp i le of  f iss i le mater ia l . 
 HEARING CO-CHAIR FIEDLER:  And i t 's  wiser that  we assume more than 
fewer . 
 DR. KARBER:  My f i rst  point  would be, o f  course, would be to not  
assume anything and confront  them and ask them, and point  out  to them, that  we 
have the opt ion of  assuming the worst ,  but  they have the opt ion of  help ing us 
understand so we don' t  assume the worst . 
 HEARING CO-CHAIR FIEDLER:  There is a  point ,  just  one quick quest ion 
to both of  you, there is a point  where the number doesn' t  matter as much over a 
certa in number,  but  low numbers,  400, is a meaningful  th ing.  Maybe, I  mean 
hypothet ical ly,  there may be no meaningful  d i f ference between 2,500 and 3,000 
strategical ly ;  r ight? 
 DR. KARBER:  Right . 
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 HEARING CO-CHAIR FIEDLER:  But  400--but  the d i f ference between 
four and 2,500 is huge. 
 DR. KARBER:  Can I  just  give you two real  quick examples?  In the 
theater,  we have or  our al l ies have forces there, we have withdrawn al l  of  our 
tact ica l  and operat ional  nuclear weapons f rom the Asian theater.   TLMs are gone.  
Nuclear art i l lery is gone.  Tact ical  a ir  is  gone.   The only th ing we have lef t  are the 
B61 bombs that  have to be brought  into the theater,  and those go on very 
vulnerable air  bases. 
 Now, r ight  now, we hold that  China has no tact ica l  nuclear systems, 
and yet  the missi les that  could carry nuclear weapons, r ight  now, today, by DoD 
recognit ion of  their  numbers,  not  creat ing any more, would be in excess of  1,200.  
So that 's 1,200 to zero. 
 We--the Russians got  r id of  our INF systems.  They have 120 DF-21s, 
assuming no reloads and assuming that  only 70 of  those are nuclear .   But  al l  120 
could be nuclear .   That 's in the theater .   Right  now we assume that they have only 
20 ICBMs that  can h i t  the United States with s ingle warheads.  But  i f  you go to  
the--just  MIRV, the D-5, r ight  now, wi th  f ive MIRVs, that  goes to a hundred.  I f  
you go to ten MIRVs per launcher ,  which i t  certain ly has the throw-weight  to do, 
and you suddenly have 200 American ci t ies that  are held hostage. 
 The di f ference between 20 and 200, I  would argue, is huge 
psychologica l ly in a cr is is.   I 'm not  ta lk ing about-- 
 HEARING CO-CHAIR FIEDLER:  No, I  understand. 
 Larry. 
 HEARING CO-CHAIR WORTZEL:  Thank you very much, both o f  you.  This  
is your Wi l l iam Wan, "Digging Up China's Secrets" s l ide,  Washington Post ,  
November 30, 2011. 
 One of  the th ings, these l i t t le t idb i ts of  in format ion on there, is 
Chinese references ci te up to ten reloads per t ransporter/erector/ launcher . 
 I f  you just  look at  the f igures the federal  government has g iven out ,  
400 launchers,  maybe 1,500 missi les,  that 's four re loads.  You just  said that  
perhaps 70 DF-21s-- 
 DR. KARBER:  70. 
 HEARING CO-CHAIR WORTZEL:  7-0 .  May be nuclear capable. 
 DR. KARBER:  That 's  what  the U.S. government says. 
 HEARING CO-CHAIR WORTZEL:  Right .   That  means 280 to 700 nuclear 
warheads.  I  mean that 's a b ig d i f ference. 
 Now, and I  recognize the gap you pointed out .   My di lemma is ,  and i t's  
something Henry po inted to,  there 's an arms control  advantage in minimiz ing the 
number of  warheads you have because the other s ide may disarm more or dep loy 
less miss i le defense.  But  what 's the strategic advantage of  h id ing th is tota l  
number of  warheads i f  your stated goal  is minimal deterrence? 
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 I  mean you 're already up to mutual ly assured destruct ion with that  
many warheads.  So, st rategica l ly,  why would the Cent ral  Mi l i tary Commission of  
China want to h ide al l  these numbers? Why not  just  go for  complete deterrence as 
the Soviet  Union? 
 DR. KARBER:  I  know--th is may be a l imitat ion on our research- -but  I  
know of  no Chinese mi l i tary document that  says they have a minimum deterrent  
st rategy.  They have a st rategy, they say they have a st rategy of  no f i rst  use with 
certa in caveats. 
 The imposi t ion of  a minimum deterrent  is a Western construct ,  and 
that  has been super imposed on, in my opin ion, the ir  st rategy to t ry and exp lain i t .   
I  mysel f  bel ieved that  unt i l  I  star ted do ing research into their  h istory.   I thought  
at  least  in the ear ly  years,  they had a minimum deterrent  st rategy, and then only 
recent ly d id they go to warf ight ing. 
 We went back and looked at  their  exercises and the detai ls of  what  
they were do ing even with the ir  tact ical  and operat ional  systems, the ear ly DF-2s 
and DF-3s.  They were doing warf ight ing with those in terms of  the targets and 
the al locat ion of  warheads.  So I  th ink,  f i rst  of  a l l ,  that  needs to be seconded and 
put  to rest . 
 Secondly,  I  th ink their  concept ,  and I  had some actual  quotes f rom 
some of  the ir  major  documents,  Science of  Second Art i l le ry Campaigns, Science of  
Mi l i tary Strategy, and Science of  Mi l i tary Campaigns, and these are their  
documents that  they use to  t ra in the ir  senior  of f icers on, and what 's interest ing is 
they do not  descr ibe that .   They have a term which they ca l l  "deterrence 
campaigns,"  and what a deterrence campaign is,  e i ther in a cr is is per iod pr ior  to a 
war or in the middle of  a war ,  one suddenly reveals a larger and much more 
robust  force structure than the opponent th inks you have. 
 And the concept  is to get  the opponent then to back down in a cr is is 
or a conf l ict  and not  escalate,  and th is is actua l ly cal led a "deterrent  campaign."  
I t 's  a formal mi l i tary operat ion, which combines decoys and moving many 
addi t ional  assets and so forth .   So I  th ink bui l t  in to thei r  construct  is th is concept-
-and I 'm not  saying that  they don' t  have the term "deterrence."  I t 's  in terest ing.  
I f  you look at  the Chinese characters for  deterrence, their  terms are not  passive 
l ike " inhib i t "  or  "d issuade."  I t 's  extremely forceful ,  in  your  face, pressure, cower,  
so for th . 
 What 's interest ing about  i t ,  and then you sort  of  say why, why do they 
have such a more--what Tom Schel l ing would have ca l led a compel lant  or ientat ion 
rather than a deterrent  or ientat ion?  Part  of  i t  is  they were wel l  t ra ined.  We and 
the Russians, every t ime they acted up, in the '50s, '60s and '70s, we'd march up 
and down the coast  wi th a f leet ,  we'd put  nuclear weapons on Taiwan, and we 
didn' t  mind rat t l ing them.  We taught  them i f  we were tough, you should see what 
the Russians did with them, in terms of  saying, yeah, nuclear weapons count  and 
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got in thei r  face and we'd maneuver them and deploy these th ings.  
 So the Chinese learned, hey, when you don' t  have much, and you get  a 
nuclear weapon, and you' re in a bargain ing posi t ion with somebody who has 
them, suddenly reveal ing nuclear  force can be extremely powerfu l  and get  you to 
back down.  So I  th ink i t 's  bui l t  in to the ir  st rategic concept . 
 HEARING CO-CHAIR WORTZEL:  You 're also suggest ing, though, that  
three or four U.S. scholars actual ly constructed what we in fer to be China 's 
st rategy, and you've never seen i t  in  Chinese doctr ine. 
 DR. KARBER:  You see them refer r ing to the American scholars. 
 HEARING CO-CHAIR WORTZEL:  Right . 
 DR. KARBER:  Part icular ly thei r  d ip lomat ic and arms control  people,  
but  in terms of  the mi l i tary,  no. 
 HEARING CO-CHAIR WORTZEL:  Thank you. 
 HEARING CO-CHAIR FIEDLER:  Michael. 
 COMMISSIONER WESSEL:  Thank you, gent lemen.  Henry,  welcome 
back. 
 Dr.  Karber ,  I 'm not  a mi l i tary expert .   What are the refuel ing, not  
refuel ing, fue l ing impl icat ions?  Can that  be done underground?  Many of  their  
del ivery veh ic les use l iquid fue l ;  correct?  Can that  be done underground?  Do we 
have any advanced not ice therefore once they take the i tems out  of  the Great  
Wal l ,  out  of  the tunnels? 
 DR. KARBER:  That  was a real  ser ious problem we had with  the DF-2s 
and 3s, and the 4s and 5s.  But  the 2s and 3s, which were their  tact ical  and 
operat ional  theater  systems, they basical ly would take them out  and assemble the 
warhead external ly and then fuel  them because what happens, i f  you fue l  them 
inside the tunnel,  the fumes f rom that  can be extremely le thal ,  volat i le and 
lethal . 
 With the DF-11 and 15 that  replaced the 2s and the 3s, and the DF-
21s, those are al l  so l id fuel  missi les now.  So you do not  have the fue l ing issue 
with the tact ical  and theater issues.  They' re gone.  There may be one t ra in ing DF-
3 regiment lef t ,  but  a l l  the rest  are gone.  So they 've essent ia l ly completely 
converted thei r  ent i re tact ical  theater force structure to so l id fuel  missi les,  and 
that  also,  of  course,  goes for the DH-10 cruise missi le. 
 The DF-4, which was a cont inenta l  miss i le,  was basica l ly a missi le 
designed to sort  of  cover middle Russia,  and are apparent ly al l  gone now.  So the 
only l iquid fue l  system lef t  is the DF-5.  They were put  in s i los. 
 I t 's  in terest ing.  You see numbers somewhere between four and 20 
si los.   The Chinese themselves say they 've created a number of  s i los that  were 
basica l ly fake decoys so i t 's  not  c lear exact ly how many DF-5s they have.  So I  
th ink the normal number people assume is about  20 that  are st i l l  l iquid fue l . 
 Several  t imes they have changed the fuel  mix in the DF-5 to give i t  
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more throw-weight  and perhaps less vo lat i l i ty .   The si los appear to have the a ir-
condi t ioning aspects of  i t  so you can actual ly fuel  i t .   I t 's  not  c lear whether they 
have to pop the top of  the si lo or not  to fuel  i t  safely . 
 What 's interest ing is that  system now appears to be receiving the 
MIRV miss i les.  So i f  you'd have asked me, I  would have expected them to sort  of  
ret i re i t ,  but  because i t  has the throw-weight  l ike of  our o ld Ti tan, and you can 
put ,  in  theory,  ten very decent-sized MIRV missi les on i t ,  and they appear to be 
keeping i t .   I t 's  in terest ing that  they're retain ing them. 
 Now that  t ies in then with the recent  test  of  a ba l l ist ic miss i le defense 
because we've seen discussions of  them actual ly using low-yie ld nuclear weapons 
to intercept  over the ICBM si los and detonate,  essent ia l ly create f ratr ic ide among 
our incoming RVs.  They would r ide i t  out  and then do the defense, very much 
simi lar  to the or iginal  U.S. safeguard system, which had the long-range intercept ,  
ex-atmospher ic intercept ion and the short  range low-yie ld Spr int . 
 And i t 's  in terest ing that  they seem to be looking at  that ,  but  the 
answer to your quest ion is,  yes, they appear to have the miss i les fueled in the 
system and also maintain their  warheads.  In the var ious photographs that  went  
into the art ist sketch that  Dr.  Wortzel- -we see lots of  that  going on. 
 So the tunnel complexes, they' l l  have these mini-latera ls where they 
store missi les.  The TEL, the Transporter/Erector/Launcher,  wi l l  come into one of  
these big bays.  I t 's  our term cal l ing i t  a  gal lery.   You' l l  see rai l  l ines consistent ly 
in those, and then they br ing in on l i t t le t racks the rep lacement missi le .   There's 
usual ly a Gant ry crane over top, and i t  p icks them up, and then with the missi le 
mount,  the warhead would already be mounted and i t's  a l ready fueled, and you're 
good to go.  
 You would also perhaps load up severa l  re load veh ic les that  would go 
out  wi th them so you could have severa l  re loads out  in the f ie ld,  and that  may be 
why we're only assuming four  re loads per launcher ,  one on the launcher and two 
or three on the reload vehicle,  but ,  in  theory,  the tunnel  complex, i t  not  only 
could, but  is designed to, have substant ia l ly more, and we see them in their  
exercises when they descr ibe i t .   And not  ta lking about  just  convent ional- -nuclear .   
They ta lk about  being out ,  having f i red the missi les,  taking incoming nuclear h i ts 
to the uni t ;  the uni t  goes into a new tunnel complex and does what they cal l  
reconst i tute,  reorganize, reconst i tute,  re load the systems and go out  on another 
f i r ing campaign. 
 COMMISSIONER WESSEL:  Okay.  Henry,  any thoughts on recent  
prol i ferat ion issues since that 's one of  the statutory mandated issues for th is 
Commission?  What should we be looking at  or  cognizant  of  these days? 
 MR. SOKOLSKI:   Pakistan. 
 COMMISSIONER WESSEL:  Okay. 
 MR. SOKOLSKI:   Qui te a state . 
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 COMMISSIONER WESSEL:  Okay. 
 MR. SOKOLSKI:   Watch i t .   I t  wi l l  set  the last  of  the precedents you 
need to have wi ld,  wi ld West  pol icy.   We have al ready one pol icy for  North Korea.  
I  guess we have a d i f ferent  one for India.  We had a kind of  impl ic i t  pol icy toward 
Syr ia .   And we're about  to get  another new one for Pakistan where we wi l l  b l ink.   
They wi l l  supply reactors.   They wi l l  c la im they were grandfathered when they 
weren' t ,  and we wi l l  let  i t  happen. 
 In addi t ion,  most  of  the product ion capabi l i ty that  you see,  
part icular ly wi th p lutonium, gets lots o f  Chinese help ,  to say nothing of  the 
missi le technology.   
 So that  one is pret ty in your face.  I t 's  not- -you don' t  even have to 
speak-- 
 COMMISSIONER WESSEL:  You don ' t  have to look for  networks or do a l l  
the-- 
 MR. SOKOLSKI:   - -or  do anything to get  at  that  informat ion.   Just  the 
Washington Post  wi l l  do.  You should be able to crack the code on that  one. 
 COMMISSIONER WESSEL:  Thank you. 
 HEARING CO-CHAIR FIEDLER:  Dennis?  Or Dan.  Excuse me. 
 COMMISSIONER BLUMENTHAL:  Thank you. 
 Very good test imony and I 've heard i t  a l l  before,  but  i t 's  good every 
t ime. 
 [Laughter. ] 
 COMMISSIONER BLUMENTHAL:  I t 's  l ike seeing the Godfather.   So I  
mean I 'm convinced f rom both of  you there's enough f issi le mater ia l  there to do 
whatever you want wi thout  much control .  There's every reason there's enough 
warheads and there are enough miss i les and so on, and then you look at  what  the 
U.S. can do convent ional ly .   You know, i f  I 'm in China, I 'm th inking th is might  be a 
good idea to go up in nuclear weapons. 
 But  I 'm not  in China.  So what are they th inking?  And i f  i t  is  more 
compel lant ,  at  what  point  were they go ing to ro l l  out  th is compel lant  nuclear 
force or d id they put  out  enough so that  you could f ind i t? 
 In other words, i f  you're going to compel somebody, you have to 
actual ly demonstrate that  you have a force to compel them.  I  f ind the story 
compel l ing I  mean because i f  you a l l  of  a sudden shock people and say that  you 
might have 1,500 or  even more warheads or you' re rushing to par i ty,  then, yeah, 
you' re go ing to get  the whole region 's at tent ion.  No quest ion.  Part icular ly when 
we're going down. 
 So why haven ' t  they been more forthcoming about  compel l ing?  That 's 
sort  of  Larry 's quest ion. Why hide i t?  Or maybe they d idn' t .   Maybe they let  you 
see, maybe they let  you see stuf f ,  and Phi l  Karber was the one who p icked i t up. 
 MR. SOKOLSKI:   Maybe they don' t  have i t . 
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 DR. KARBER:  I  th ink,  f i rst  of  a l l ,  they've had throughout the per iod, 
you have to remember that  China came to the modern era f rom essent ia l ly be ing 
grossly infer ior . 
 COMMISSIONER BLUMENTHAL:  Right . 
 DR. KARBER:  We and the Russians came to i t  f rom having super ior i ty 
at  var ious t imes.  We certain ly,  and even the Russians vis-a-vis China.  And so 
we're aware of  a l l  the l imitat ions of  super ior i ty,  the stuf f  is only usable 
somet imes, and i t 's  f requent ly not  that  useful  of  a device for  compel lance. 
 I f  you 've been a vic t im of  compel lance,  however ,  you have a d i f ferent  
percept ion of  i t .   So there's a danger ,  I  th ink,  of  us symmetr ical ly looking at  and 
imposing our v iew on i t .   I  th ink g iven that  in their  v iew, Deng Xiaoping had a 
statement that  went  something l ike "h ide your l ight  in the darkness, but  bui ld 
your capabi l ity ."  I 'm not  doing just ice to i t .   Larry,  I 'm sure, wi l l  remember. 
 Hu Jintao has repeated that  as recent ly  as two years ago.  I  th ink the ir  
genera l  phi losophy was, bui ld up your capabi l i ty unt i l  you're ready, and then 
don' t ,  and don ' t  get  in their  face.  Now, i t 's  in terest ing, 2009 was the 60th 
anniversary of  the PRC, and in Chinese cosmology, the 60 years,  12 years is a 
cycle,  and you have f ive cyc les,  which completed what symbol ical ly would be the 
equiva lent  of  a century for  us.  I t 's  real ly an important  meaningful  term, a 60-year 
per iod. 
 So i t  was interest ing, in the spr ing, in 2009, in the spr ing, they had 
the huge naval  rev iew l ike they'd never had.  YouΩŘ think i t  was the Queen of  
England.  In the summer they had the largest  exerc ise they'd ever had in the 
history of  the PLA including ant i-terror ism exerc ise with 3,000 tanks, which was 
sort  of  cool . 
 [Laughter. ] 
 DR. KARBER:  You had the huge parade,  which they made much of ,  and 
you had the f i rst  a ir  show in October.   Wel l ,  Second Art i l le ry hadn ' t  had i ts th ing.  
I t  d idn ' t  have i ts day in the sun throughout that  whole year,  and so my impression 
is that  the announcement on December 11, 2009, was the ir  coming out  as wel l ,  
which was, okay, we're do ing these, we now have 3,000 mi les of  these tunnels. 
 I t 's  in terest ing that  we paid almost  no at tent ion to i t .   I  mean vi r tual ly 
the story was ignored both of f ic ia l ly and in the press, and yet  in the ir  press, they 
would go, oh, the Americans--I  can show you t i t les,  "Americans Are Shaking Over 
the Revelation that  We Have 3,000 Mi les of  Tunnels."   So, in their  mind, they had 
th is impact  on us even though we know i t  wasn ' t  rea l . 
 Now, what 's interest ing also is that  Hu Jintao in h is speech on the 
anniversary sa id the last  prev ious 60 years was coming out  f rom our weakness.  
Now, we have in the next  60 years a new era in which China is st rong. 
 So I  don ' t  th ink i t 's  accidenta l  that  they came out  wi th th is 
announcement.   In fact ,  I  th ink the announcement is very f ragrant  in terms of  i ts 
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impl icat ions. 
 I  th ink operat ional ly we' re l ikely to see stuf f  at  their  convenience 
when they decide they want to do i t .   My guess is i t 's  between now and 2020.  In 
other words, I 'm not  predict ing next  week there's go ing to be a sudden event .    
 Two th ings I  would watch for:  one is a cr is is,  in  which in the cr is is 
they unvei l  a lot  of  stuf f  that  we had not  seen.  You saw perhaps a precursor of  
that  dur ing the nasty stuf f  going on in the summer of  2010 in the South China Sea 
when they were making their  usual  chest-thumping, and then they went and f i red 
71 l ive missi le f i res in the South China Sea.  I t  was an extremely intense miss i le 
campaign that ,  again,  we hardly not iced but  made huge waves--excuse the pun--in 
Southeast  Asia. 
 The other is wi th the strategic forces.  When they 're ready, when you 
see the 41 out  there and the 5s are MIRVed, and we' re start ing to ta lk in our 
annual posture statements about  a China with two or 300 warheads aimed at  the 
United States,  I  th ink you're go ing to see then them act ing as i f  that 's t rue, and 
t hat 's going to be a very d i f ferent  approach than the current  one. 
 COMMISSIONER BLUMENTHAL:  Thank you. 
 HEARING CO-CHAIR FIEDLER:  Commissioner Shea. 
 CHAIRMAN SHEA:  Thank you, both ,  for  being here.   
 Ear l ier  th is morning, we heard f rom General  Cartwr ight ,  the former 
Vice Chairman of  the Joint  Chiefs,  and he said that  one of  the th ings that  concerns 
him is th is apparent  spl i t  between the c iv i l ian leadersh ip and the mi l i tary which 
manifests i tsel f  per iodical ly,  for  example, at  the ASAT test .    
 Do we know enough about  who controls  China 's nuclear force and 
f iss i le mater ia l?  I  would assume that  the indiv idual  who gives the author izat ion 
for  the use of  the nuclear weapon would be the Chairman of  the Central  Mi l i tary 
Commission who would be the General  Secretary of  the Communist  Party.   But  do 
we know enough about  how they make decisions and what 's go ing on there? 
 DR. KARBER:  One of  the reasons I  subt i t led my test imony, "American 
Strategic Entropy,"  using the word "ent ropy,"  is because to  me the entropy is 
having an idea what  i t  is  you don ' t  know. 
 And so my view is,  no, we do not  know, we do not  know what we 
ought  to know or need to know about  i t .   So now I  th ink there are people who wi l l  
g ive you very st rong, good evidence and t rack and are much more expert  than I  
am on that  speci f ical ly.    
 Three quick comments.  One is i t  appears accurate, and I  know nothing 
that  would be inconsistent  wi th the concept, that  the Central  Commit tee, Central  
Mi l i tary Commit tee and i ts chai r  are at  the top of  the chain .  On the other hand--
and in terms of  the st ructure systems, I  th ink Mark Stokes is America's l iv ing 
expert  on the al locat ion of  the special  warhead detachments and I  th ink there is a 
mis leading deal  that  when people say they have them cent ral ized, i t 's  not  l ike it 's  
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in  one faci l i ty ,  but  they do appear to be centra l ized out  in the var ious base 
locat ions, and then the base locat ions have warhead dist r ibut ion uni ts . 
 So i t 's  inconceivab le that  a number of  systems that  might  be 
considered nuclear or certain ly nuclear  capable may not  have their  warheads with 
them in peacet ime.  That  might  be al located to them.  Why that 's important--th is 
is the th i rd issue--is--and th is is what  is  so unclear,  in  my opin ion--is where does 
release author i ty and f i r ing author i ty over lap?   
 So we know, for  example, the Russians, when the Russians put  the 
missi les into Cuba, the Centra l  Commit tee gave, and the General  Staf f  gave, 
re lease author i ty to  the Russian genera l  in  charge in Cuba, and with that  
author i ty,  he had the r ight  to f i re those FROGs that  we didn' t  know were there. 
 So one wonders where that  over lap occurs and when i t  occurs.  In 
other words, how far down that  chain i t  goes.  General ly,  what  we 've done has 
been very,  very t ight ,  and so--with our own forces-- we assume, wel l ,  you've got  
to have a pres ident ia l  re lease al l  the way down to the f i re uni t .   I t 's  not  c lear 
where that  is wi th China or where i t  would res ide in a cr is is  or,  even worse, in a 
conf l ict  where these missi les are be ing f i red. 
 They have made an interest ing statement that  needs to be taken into 
account  because I  th ink i t 's  ser ious, and that  th is commitment to have a no f i rst  
use does not  apply i f  their  terr i tory is being at tacked.  That  was made by the 
Commander of  the Strategic Rocket  Force. 
 Now what 's interest ing is i f  they' re cla iming that  the South China Sea 
is sovereign terr i tory,  that  i tse l f  ra ises an interest ing issue because he didn ' t  say 
at tacked nuclear lyor at tacked convent ional ly .   In fact ,  he speci f ical ly referenced 
that  they would not  to lerate a convent ional  a ir  at tack l ike we did against  
Yugoslavia or Belgrade on China without  responding with nuclear weapons. 
 So where in a conf l ict  is that  re lease g iven and then lef t  to  theater 
commanders,  and I  use the word " theater" because one th ing that  is rea lly 
interest ing that  again you ought  to t rack very carefu l ly  over the next  few years is 
the Chinese have been bui ld ing theater commands. 
 In the old days with  the Russians, we would have cal led those TBDs, 
theaters of  operat ion.  And since 2000, they 've been implement ing these, and i t 's  
in terest ing, they say the whole theater  system wi l l  be complete in the year 2020 
so that  wi l l  be a year to look for th is . 
 CHAIRMAN SHEA:  Thank you. 
 Mr.  Sokolsk i . 
 MR. SOKOLSKI:   In the remaining 25 seconds. 
 HEARING CO-CHAIR FIEDLER:  No, you got  t ime. 
 MR. SOKOLSKI:   Mr.  Stokes did a paper for  us recent ly on the Cultural  
Revolut ion and what happened to the nuclear arms and how they were fought  
over .   That  exper ience made him conclude that  there is a reason in h istory and 
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cul ture to keep the numbers of  these weapons down.  I t  doesn' t  go with the f low 
of  what  we 're te l l ing you.  I t 's  usefu l  to  read.  I t  may be r ight . 
 I  want  to emphasize we don ' t  know.  That  means we shouldn' t  assume 
what 's going to be.  We need to f ind out . 
 HEARING CO-CHAIR FIEDLER:  I 'm with you.   
 Commissioner Cleveland. 
 COMMISSIONER CLEVELAND:  Should our lack of  knowledge have an 
ef fect  on our d iscussions with the Russians about  weapons reduct ions? 
 MR. SOKOLSKI:   I  th ink so on a couple of  scores.  F irst  of  a l l ,  I  sat  and 
l istened to a very senior administ rat ion of f ic ia l  ta lk about  our future,  the future 
of  arms cont rol  and strategic forces. 
 The presentat ion went on for 90 minutes.  I t  was a ter r i f ic  
presentat ion for  1990.  I t  d id not  make a whole lot of  sense now or ten years 
forward.  Why?  I  don' t  th ink the Russians are the main event .   They got  a lot  of  
th ings, but  are they real ly going to f ight  a b ig war wi th us or our a l l ies?  I  don ' t  
see i t . 
 When I  look at  China, they seem to have a bone to p ick with a lot  of  
their  neighbors.  They have a bone to p ick with us.  So she did not  ment ion--th is 
person--China once in 90 minutes.   I  po inted th is out .   I  said you should get  one of  
those cue cards, put  the word "China" in there and start  ta lk ing about  i t.    
 I  th ink i t 's  because we have an easier t ime talking with the Russians, 
i f  not  get t ing to an agreement,  than we do the Chinese.  The Chinese are much 
tougher to deal  wi th.   They don' t  l ike to ta lk about  anything.  You give them 
something for f ree.  They won ' t  take i t .   They' re suspicious. 
 So what you do is you retreat  f rom that  which you can' t  immediately 
get  sort  of  measurable progress on.  I  th ink i t 's  a b ig mistake.  I ' l l  te l l  you why. 
 I t  isn ' t  just  the United States that  ought  to be cur ious about  th is.   The 
Russians are.  The more you read Russian mi l i tary l i terature,  and we've got  some 
essays f rom people who do, the more you discover they're worr ied about  China.  
There are very few th ings about  which we can cooperate with Russia and be on 
the same f requency.  This might  very wel l  be i t .   That  we're not  focusing on th is is 
a mystery to me, absolute mystery. 
 By the way, you know from my days working on that  commission with 
you, I 'm no big fan of  the Russians.  But  here maybe i t  would be useful  to focus.  
We don' t .   I  don' t  th ink we've brought  the topic up. 
 COMMISSIONER CLEVELAND:  That 's interest ing.  Dr .  Karber,  do you 
have anything to add? 
 DR. KARBER:  I  certa in ly agree with everyth ing Henry said .   I  would 
just  add that  I  th ink that  we have not  given the inte l lectual  capi ta l  to the issue of  
t r ipolar i ty.   We real ly have not  thought  i t  through, and I  don' t  th ink a lot  of  the 
lessons we learned f rom bipo lar i ty necessar i ly apply.   I f  you look back h istor ical ly,  
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mult ipolar i ty is reasonably stab le and bipolar i ty is reasonably stable . 
 Mult ipolar i ty is where you have lots of  p lays and they balance against  
each other.   Tr ipo lar i ty is extremely unstable because a combinat ion of  any two 
players basical ly of fers the ab i l i ty to take the other p layer  out ,  and I th ink that 's 
extremely dangerous.  I  just  don' t  th ink we've thought  through a lot  of  the 
impl icat ions, and so i f  we haven' t  thought  them through in terms of  st rategic 
context ,  then one ought  to do that ,  and then f rom that  f low arms control . 
 I  spent  some years negot iat ing with the Chinese as an av iat ion 
execut ive.  My exper ience is that  they wi l l  te l l  you they don' t  l ike to negot iate ,  
but  i f  you si t  down and say we have a problem, and here is what  the l ikely--you 're 
not  threatening, but  here's the l ike ly consequences of  where we go i f  we don' t  get  
an agreement and you can i l lustrate that  to them, f requent ly they come around. 
 So, for  example, i f  we and the Russians said we can ' t  stay in the INF 
Treaty,  e i ther you're going to get  in or we 're going to get  out- - 
 COMMISSIONER CLEVELAND:  Right . 
 DR. KARBER:  - -and we don ' t  th ink that  i t 's  going to be a l l  that  
at t ract ive to you i f  we get  out ,  I  th ink that  has, that  k ind of  conversat ion, qu ie t ,  
not  threatening, thought fu l ,  t reat ing them as a peer ,  has potent ia l .   I  wouldn ' t  
bandy i t  as a nat ional  object ive.  I  wouldn' t  even want to do i t- -you want to do i t  
very,  very,  very quiet ly . 
 MR. SOKOLSKI:   I  th ink i t 's  very hard to do anything very qu iet ly 
anymore.  So heads up.  Part icu lar ly when you ta lk about  arms control ,  I  would 
genera l ly make the same point .   I  don ' t  know that  I  would go down that  part icular 
path to threaten to break out  of  the INF.  I  don ' t  th ink we are that  bui l t  up to p lay 
that  game, number one. 
 But  we do have something both the Russians and the Chinese care 
about ,  and that  is turn ing long range miss i les that  have nuclear warheads into  
convent ional  miss i les. 
 They care a lot  about  that .   To be honest ,  I  th ink they overest imate 
what we can do, kind of  l ike the Russians and SDI.   Good.  One of  the points that  I  
make--I  th ink I  actual ly have a footnote--is,  you know, give them the chance to 
reduce the ground-based missi les,  which they have a lot ,  or  then i f  we can' t ,  then 
we have to use our ground-based missi les,  which we have p lenty of  them in the 
Midwest ,  in  a d i f ferent  way, which they wi l l  not  l ike. 
 So there are lots of  d i f ferent  ways you can paint  a future that  they 
might  not  l ike that  they can avoid .  We should at  least  t ry .   We're not  even 
play ing th is game, as best  I  can te l l .   By the way, what  I  suggest  is not  very 
expensive ei ther. 
 HEARING CO-CHAIR FIEDLER:  Commissioner Slane. 
 COMMISSIONER SLANE:  Thank you for tak ing the t ime to test i fy . 
 Can you talk a l i t t le  b i t  about  the status of  the ant i-ship ba l l ist ic 
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missi le? 
 MR. SOKOLSKI:   I t 's  sort  of  Mark Stokes '  l i t t le baby, but  I ' l l  defer to 
you on that  one. 
 DR. KARBER:  I t 's  the DF-21, the latest  model,  wh ich typica l ly is ca l led 
the "D."  I t 's  an interest ing sc ient i f ic chal lenge because wi th a bal l ist ic missi le ,  
the n ice th ings about  i t  is  you get  speed, they go a long distance in a short  
amount of  t ime.   
 The problem is you ' re go ing against  a moving target  so there's a l imit ,  
a f in i te l imit ,  to the accuracy that  you can have because the issue is get t ing 
updates to where that  ship wi l l  be as you're coming in the last  two or three 
minutes. 
 When you 're a bal l ist ic miss i le and your veloc i ty is coming in 
extremely fast ,  you actual ly create on the nose cone of  the missi le a heat  p lasma, 
and that  heat  p lasma basical ly prevents most  of  your seekers f rom being able to 
see through that  p lasma. 
 So i f  you have a slow-moving missi le  coming in,  l ike a cru ise missi le or 
a l imited tact ical  missi le,  he can do last  minute upgrades by t racking the target  or 
get t ing feedback f rom i t  and contro l l ing the miss i le . 
 So what 's interest ing about  that  missi le  is to of fset  that ,  they've gone 
through an extremely complex approach, and that  is to basica l ly take the missi le 
and f i re i t  in  a ba l l ist ic t ra jectory,  and then as i t  comes through the atmospher ic 
and becomes atmospher ic ,  then have the veins on i t  actua l ly make i t  aerodynamic,  
and so i t  s lows down and goes at  a much lower speed and actual ly at  a s lant  
angle,  and then that  s lant  angle,  that  p lasma has now s lowed down so you can 
actual ly see through the plasma, and that  al lows you then to home in on the 
target  and actual ly home in on the moving target . 
 That  is an enormously complex sc ient i f ic chal lenge to get  that  and pul l  
that  whole th ing of f  because you not  on ly need a miss i le that  has those kinds of  
accuracies,  you 'd l ike to be able to have i t  updated before he actual ly goes into 
th is d ive because once he's in that  d ive,  he's locked in on a very narrow t rajectory 
so you need space assets,  you need communicat ion assets,  you need someth ing 
t racking that  carr ier  in i t ia l ly to get  h im in the general  basket ,  and then just  the 
sheer process of  get t ing h im into that  maneuver is very complex. 
 They have been working at  i t  hard and seem to be making progress on 
i t .   Between now and 2020, I  th ink i t  is a reasonable assumpt ion that  they wi l l  
have some degree of  ef fect iveness against  part icular ly large ships. 
 What 's interest ing is,  wel l ,  that  has sor t  of  sucked al l  the oxygen of  
our interest  out  of  the atmosphere r ight  now.  We're al l  focusing on the DF-21.  
They have developed also a number of  other ant i-ship miss i les:  the DH-10, which 
has a range of  about  1,000 ki lometers cru ise missi le,  very fast ,  very ef fect ive;  the 
H-6 bomber carrying a cru ise missi le;  the submarines launching cruise miss i les. 
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 And ǘƘŜǊŜΩǎ also the potent ia l of  h igh-speed cavi tat ing torpedoes.  So 
the issue to me, the threat ,  is not  just that  the DF-21 is one type of  missi le,  which 
has got  a lot  of  at tent ion because i t 's ,  in  fact ,  f rankly,  unique, and we have, of  
course, noth ing to counter i t ,  noth ing that  equivalent ,  and we couldn ' t  wi thout  
breaking the INF Treaty. 
 But  what 's interest ing is in the combined arms context ,  when you see 
al l  of  these systems coming in ,  that 's going to be a very f r ightening exper ience for 
any sign i f icant  capi ta l  sh i f t  wi th in a thousand ki lometers of  the Chinese mainland.  
And that  is going to  push us of fshore.  I t 's  a lso going to hold our airbases hostage, 
and our al l ies are going to see that ,  and then they' re go ing to start  react ing very 
uncomfortably. 
 MR. SOKOLSKI:   Yeah.  I  th ink th is po int  about  the bases a lso needs to 
be ampl i f ied .  I f  i t 's  f ixed, i t 's  targeted now i f  there's range, and they 've gone and 
learned the best  they can f rom us about  submunit ions.  So the numbers of  missi le 
necessary to  take out  sof t  targets and even somewhat hard targets is not  that  
many. 
 So some of  i t  is  not  e legant ,  and that  in  combinat ion with whatever i t  
is they may develop could add up to denial  of  sea. 
 I  can te l l  you one th ing.   The Navy is apoplect ic about  th is.   You go up 
to Newport ,  Rhode Is land, they ta lk about  th is a lot  and have been for the last  
three or four years.   They 're worr ied. 
 COMMISSIONER SLANE:  Do you see th is  evolving into an arms race? 
 MR. SOKOLSKI:   Wel l ,  an arms race, as I  learned i t  in  graduate school ,  
is something mechanica l .   Do I  see i t  as a r ival ry?  Yeah.  I t  a l ready is .   I t 's  just  
one r ival  is work ing a l i t t le  harder than the other in thei r  loca l  area, that 's al l .   
But  i t 's  a lready something our Navy is very concerned about . 
 We're al ready hardening var ious assets on forward bases in the 
Paci f ic .   We're t ry ing to f igure out  how to operate out  there.  So I  mean in a sense 
that  r ivalry has a lready been engaged.  I  don' t  see how i t  couldn' t . 
 But  a race makes i t  sound l ike t i t  for  ta t ,  up the ante,  out  of  contro l ,  
da-da-da.  I 'm not  so sure about  that .   I  mean i f  you took a look at  our Navy 
budget ,  I  don' t  know how many ships they' re bui ld ing, maybe not  as many f ie lded 
as they used to .   So i t 's  not  qu i te that  k ind of  race; i t 's  something else. 
 HEARING CO-CHAIR FIEDLER:  Commissioner Wortze l . 
 HEARING CO-CHAIR WORTZEL:  I  wanted--wel l ,  two th ings.  First  of  a l l ,  
wouldn ' t  i t  be a bet ter Uni ted States'  approach to assume China has four to ten 
t imes as many warheads, p lan accord ingly for  our own forces, and then chal lenge 
China to d isabuse us of  that  concept  so that  we 're not  ready to face 3,000 
warheads or 2,000. 
 And, then, second, i f  the CSS-2 or DF-3 is out  of  the operat ional  
Chinese inventory,  what 's in Saudi  Arabia?  And wi l l  they be replaced or are those 
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dual-capable nuclear and convent ional  missi les? 
 MR. SOKOLSKI:   Any missi le is dual  capable depending on how 
indiscr iminate you 'd l ike to be.  I  mean what was--the CSS-2s af ter  a l l  are hard ly 
great  convent ional  precis ion miss i les.   
 HEARING CO-CHAIR WORTZEL:  No. 
 MR. SOKOLSKI:   That 's what  they have there.  So that 's po int  one. 
 With regard to the Larry Wortzel  op-ed that  we ' l l  see in The 
Washington T imes, I  would recommend Samuel Johnson's admonit ion, "st r ike i t  
out ."   Here's why.  I  th ink the United States,  for  bet ter or worse, ga ined a 
reputat ion for  crying wolf .   We don ' t  need any more of  that .   I  don ' t  th ink you 
have to do that  to raise what are absolutely leg i t imate quest ions that  need 
answers. 
 China has made a career out  of  using ambigui ty and si lence as some 
kind of  defense and saying, wel l ,  th is al lows us to do th ings less provocat ively.   
Wel l ,  i t  does, but  we're a l lowing them to do th is by not  saying, th is uncerta inty 
now is a problem.  I  th ink we need to be at  least  wi l l ing to say that .   I  don ' t  th ink 
you' l l  be ca l led to the carpet  for  point ing out  something that 's t rue unt i l  someone 
else te l ls us i t 's  not  t rue. 
 We need to put  the burden of  proof  on the Chinese.  I  th ink that 's 
enough.   
 HEARING CO-CHAIR FIEDLER:  Second part  of  your quest ion. 
 HEARING CO-CHAIR WORTZEL:  Wel l ,  I  don' t  know i f  Phi l  has anything. 
 DR. KARBER:  I  guess I  would,  I  th ink Henry's pol i t ica l  advice is r ight .   
That  is one doesn ' t  want  to know how d i f f icu l t  i t  is .   Having been subject  to fa i r ly 
wi ther ing f i re-- 
 [Laughter. ] 
 DR. KARBER:  - -for  opin ing that  they might  have something, I  
understand how not  only the amount of  the incoming coming in,  but  the tendency 
of  i t  then to sort  of  create equivalence,  or people sort  of  then dismissing your  
argument.   So I  th ink h is point  is wel l-taken. 
 But  I  don ' t  l ike to leave i t  there.  I  th ink i t  would be worthwhi le 
asking.  And part  of  the problem f rankly is that  the U.S. intel l igence community is 
as commit ted to cer tain sets of  numbers today as they were back in the Soviet  
Union.  The reason I  l ike to throw that  out  is because they weren' t  perfect ,  but  
that  doesn' t  mean they' re wrong now.  Okay. 
 So rather  than get  into a huge internecine debate over A teams and B 
teams, in which I  th ink i f  they had the evidence,  people would ca l l  i t  l ike they see 
i t .   I  don' t  th ink they're h id ing or i t 's  a consp iracy;  I  th ink they' re cal l ing what 
they can see.  And then the issue is al l  the ambigui ty . 
 So I  th ink an internal  approach, an approach that  would be prudent ,  
would be to say set  some markers and say, okay, what  are th ings that  we would  
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expect  to see i f  that  force posture is increasing?  And i t 's  not  just  the, oh, we 
picked up an NSA in tercept  that  such a uni t  has the warhead because those can 
change in a relat ive ly short  matter of  t ime. 
 I t 's  the longer-leader i tems of  what  can del iver nuclear weapons,  
what 's coming, what  kind of  t ra in ing is going on, and watch ing that .   And I  th ink 
by ident i fy ing a number of  key indicators that  would al low one to t rack and say, 
okay, you get  to th is one, when two of these three have t r ipped, we bet ter start  
ser iously th inking about  what  our opt ions are.  That  would be the approach. 
 And the last  th ing I- - 
 MR. SOKOLSKI:   By the way, I  would not  d isagree that  you need to do 
the, not  just  gaming, but  the intel l igence ni t - -i f  you wi l l- -p icking by get t ing these 
intel l igence requirements d ialed in through the game example might  be the best  
way to do i t ,  but ,  yeah, I  mean, sure,  that  too. 
 DR. KARBER:  The one area just  where I 'm disagreeing sl ight ly wi th 
Henry,  I  l ike the arms race metaphor in the sense that  we used i t  in  the per iod of  
the Cold War,  and there was the old conundrum how do you win an arms race 
without  going to war,  and the answer was get  the other s ide to qui t ,  and that 's  
what  happened successful ly in the last  Cold War. 
 What I  am afraid of  is going on is there is,  in  fact ,  an arms race going 
on in the Paci f ic and Asia r ight  now, and the Chinese a lready know the answer to 
i t ,  and that  is to get  us to qui t ,  and so at  some point  we're going to be confronted 
with  too much expense and too large of  an issue, and al l  of  a sudden i t 's  going to 
be convenient  to sort  of  fa l l  back or abandon those a l l ies,  and that  I  th ink is the 
game p lan. 
 HEARING CO-CHAIR FIEDLER:  Commissioner Cleveland.  Second round. 
 COMMISSIONER CLEVELAND:  I f  we haven' t  yet  engaged with a 
d ialogue with the Russians about  a st ra tegy, are you aware of  any ef for t  to 
engage with them on shar ing informat ion about  what  the Chinese might  or might  
not  have? 
 MR. SOKOLSKI:   Wel l ,  I  th ink we have engaged them a l i t t le  b i t  on the 
INF quest ion.  I  just  th ink we're seized with that  t reaty rather than the bigger  
quest ion of  missi les wr i t  large. 
 As for  what  k ind of  in tel l igence we share with the Russians and what 
they share with us with regard to China, I  haven 't  a clue, but  my guess is you got  
to give them a cause to do that ,  and I 'm not  sure we give them that .   So i t  may be 
that  the two th ings are re lated.  Don' t  know. 
 COMMISSIONER CLEVELAND:  When you say we've g iven them that  
cause, I 'm sorry,  I 'm not  fo l lowing you. 
 MR. SOKOLSKI:   I  said we have not  yet  g iven them a reason to share 
intel l igence about  the Chinese. 
 COMMISSIONER CLEVELAND:  Because we haven ' t  sought  i t  as opposed 
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to the Chinese giving them the reason to in i t iate? 
 MR. SOKOLSKI:   The Russian mil i tary,  as best  I  can te l l ,  is  se ized with 
the advanced convent ional  munit ions and missi le capabi l i t ies of  China.  I t  is one 
of  the reasons they argue they need nuclear weapons in such large numbers in  the 
theater.   So they get  that  one, but  I  don' t  know that  they see advantage in any 
kind of  condominium with the United States in pressur ing or seeking more clar i ty 
or less act iv i ty on the part  of  the Chinese.  I 'm not  sure about  that .   I 'm pret ty  
sure judging f rom what I 've heard i t 's  not  been engaged. 
 COMMISSIONER CLEVELAND:  You're tak ing i t  a  step further  than I  was.  
I  was simply th inking in terms of  an exchange of  informat ion, not  invo lv ing the 
Chinese, just  the-- 
 MR. SOKOLSKI:   Wel l ,  even involving the Russians, you 'd have to have 
a reason to do an exchange.  You don ' t  just  rock up and say how about  the 
Chinese; we 've got  some cards;  would you l ike to--I  th ink you want to have some 
publ ic d ip lomacy d imension where that  exchange makes sense. 
 COMMISSIONER CLEVELAND:  Henry,  you ment ioned that  the Chinese 
are arguing that  the provis ion of  a p lant  is grandfathered in the Pakistan 
relat ionship .  Can you elaborate on that ,  and do you v iew the t ransfers that  the 
Chinese are engaged in wi th Pakistan as consistent  wi th our NSG and NPT 
commitments? 
 MR. SOKOLSKI:   Wel l ,  working backwards, no and no. 
 COMMISSIONER CLEVELAND:  Okay. 
 MR. SOKOLSKI:   We have l istened to var ious arguments about  th is 
grandfather ing al l  before.  The f i rst  two plants were grandfathered, you see.  
Now, the next  two are.  I  don' t  know.  I  k ind of  feel  l ike we' re being nuclear 
chumps here.  I  th ink i t 's  because that  body has become so unmanageable. We've 
let  too many members in that  we don' t  th ink we can win th is f ight ,  that  we 've 
decided not  to f ight  i t .   Not  hard enough. 
 But  I  th ink that  then means that  we need to f igure out  how to t ighten 
up the nuclear ru les some other way.  And we haven ' t  done that  e i ther .   So th is is 
not  looking good. 
 HEARING CO-CHAIR FIEDLER:  Let  me let  Commissioner Shea have the 
last  word th is af ternoon. 
 CHAIRMAN SHEA:  This is for  Mr.  Sokolski .  This is a l i t t le of f  topic,  but  
I  see that  you wrote a book cal led Gett ing Ready for a Nuclear-Ready I ran. 
 MR. SOKOLSKI:   I  d id. 
 CHAIRMAN SHEA:  Could you share with  us,  g ive us a l i t t le b i t  of  a 
pr imer on Chinese assistance or lack of  ass istance with respect  to the Iran ian 
nuclear program and their  miss i le technology capabi l i t ies? 
 MR. SOKOLSKI:   Wel l ,  the missi les have to do pr imari ly wi th  ant i-ship 
missi les.  I 'd  have to go back and get  the designat ions, and i t 's been awhi le ago. 
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 The nuclear assistance had to do something that  we put  in to p lain 
s ight  and then winked.  Hexaf luor ide plant .   F irst ,  we said stop i t .   They wouldn' t .   
Then we sa id,  wel l ,  we want to sel l  you nuclear reactors.   We can' t  unless you do 
something.  So they said ,  a l l  r ight ,  we ' l l  leave, but  we have to leave them with the 
plans, and, of  course, some people hung around. 
 Wel l ,  we' re stunned to d iscover that  they f in ished that  p lant .   That  
p lant  is cr i t ica l  to the nuclear enr ichment ef for t  in  I ran.  So that 's a problem.  
 Then we have one other th ing that 's out  in the open, and by the way, 
I 'm only te l l ing you th ings newspaper readers would know.  Lucki ly ,  I  can' t  
remember anything that 's classi f ied on th is so i t 's  okay. 
 The second th ing is there's been a lot  o f  t ransshipment act iv i ty,  you 
know, emanat ing out  of  North Korea to p laces l ike Syr ia,  and we're not  ent i re ly  
convinced that  the I ranians didn ' t  have something to do with the Syr ian ef for t  as 
wel l .   I t 's  st i l l  probably locked up t ight .   Maybe there was no connect ion.   
 Some people argue there was, but  those t ransshipments occurred with 
the ass istance of  the Chinese,  and I  would th ink i f  that  was the case, other 
t ransshipments that  might  go f rom North Korea to Iran might  wel l  have got ten a 
wink and a nod.  Geography.  You just  see what a st raight  l ine looks l ike.  I t 's  best  
to just  f ly over or land, and so I  th ink there's that .   And certain ly I  ment ioned 
Pakistan.  That  one is hard to h ide. 
 CHAIRMAN SHEA:  Thank you. 
 HEARING CO-CHAIR FIEDLER:  Yes, Dr .  Karber . 
 DR. KARBER:  I f  we have just  one minute,  I 'd  l ike to respond to-- 
 HEARING CO-CHAIR FIEDLER:  Okay. 
 DR. KARBER:  - -Commissioner Cleveland 's quest ion to Henry.  One 
th ing I  th ink we need to look at  is the other s ide of  that  t r ipolar equat ion, the 
Russian-Chinese th ing.  I t 's  obvious that  they have been se l l ing the Chinese a lot  
of  equipment,  and i t 's  in  every single category of  weaponry,  and I  won ' t  go 
through, but  i t 's  huge, and the Russians have made some money on i t ,  usual ly not  
as much as they had hoped because the Chinese end up steal ing the design, and 
the Russians say never again,  and they go se l l  someth ing.  I t  goes on. 
 [Laughter. ] 
 DR. KARBER:  They deserve each other. 
 HEARING CO-CHAIR FIEDLER:  Sounds l ike the Amer icans. 
 DR. KARBER:  There are a couple of  th ings that  we haven ' t  h ighl ighted, 
both good or weird,  and I  th ink ought  to get  h igher in the consciousness as we 
talk about  China in the context  of  t r ipo lar i ty .   One is when the Chinese actual ly 
went  on a nat ional  a ler t  in  the summer of  1999, and vir tua l ly the Americans have 
ignored th is ,  and th is is demonstrab le in their  l i terature,  and of  course I  bel ieve 
they also went on a nuclear a lert . 
 What was interest ing is they then went to the Russians,  and in ei ther 
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December of '99 or January of  2000, Put in came out  and actual ly made a publ ic 
announcement commit t ing Russian SLBMs in the Paci f ic to China 's defense.  As an 
obscure comment ,  we kind of  go wow, r ight .   But  i t 's  in terest ing.  I t 's  not ,  i t  
genera l ly goes unrecognized.  
 Now let 's look at  the other s ide.  Alexe i  Arbatov was a long-t ime 
Russian arms negot iator,  a member of  their  par l iament.   His father ran the USA 
Inst i tute .   He did a recent  art ic le which he was rais ing Russian concerns about  
Chinese warheads.  He himself used the 3,000 number.   I  th ink he was probably 
bouncing of f  me. 
 [Laughter. ] 
 DR. KARBER:  What 's interest ing, what 's interest ing is we have a whole 
ser ies of  Russian General  Staf f  ar t ic les that  ta lked about  China having 2,000 
nuclear weapons in 1995.  So the Russian concern with a large Chinese stockpi le 
and their  be l ief  in  i t  I  th ink is something that  would give us an area to ta lk about . 
 Last ly ,  part icu lar ly for  those who say, oh, China doesn' t  bel ieve in 
arms control ,  the largest  arms control  agreement s ince the Cold War and probably 
s ince the end of  World War I I  is between Russia and China, and i t 's  v i r tual ly 
unknown.  They did a mutual  forces separat ion agreement between the two of  
them and Kazakhstan that  invo lved more forces, by my count ,  than al l  of  CFE. 
 COMMISSIONER CLEVELAND:  Wow. 
 DR. KARBER:  Huge.  And both sides, and they have annual inspect ions, 
they have annual meet ings.  I t 's  a very formal t reaty,  and i t  was secret ,  as you 
basica l ly--my students had to search for months to t ry and f inal ly get  a copy of  i t .   
But  i t 's  worth looking at . 
 And so i t  has ver i f icat ion in i t ,  and i t  has--so i t 's  not  a one-sided, one-
t ime deal .   So I  th ink looking at  th is ,  we need to start  looking at  the t r ipolar 
re lat ionship ,  and there's a number of  s ides to that,  that  other s ide that  I  th ink 
would behoove looking at . 
 COMMISSIONER CLEVELAND:  Who s igned the agreement between 
Russia and China? 
 DR. KARBER:  I 'm sorry.   Who signed?  Who signed? 
 COMMISSIONER CLEVELAND:  The agreement,  yeah. 
 DR. KARBER:  I t  was Kazakhstan, Russia and China.  I  don ' t  know who 
signed for the author i t ies.    
 COMMISSIONER CLEVELAND:  Civi l ian or  mi l i tary?  I  was just  cur ious. 
 DR. KARBER:  I ' l l  get  you a copy.  Nei ther of  the two big powers 
produced i t .   The way we got  a copy was Kazakhstan. 
 COMMISSIONER CLEVELAND:  Kazakhstan.  Interest ing.  Thank you. 
 HEARING CO-CHAIR FIEDLER:  Gent lemen, thank you very much.   
 COMMISSIONER CLEVELAND:  Thank your students,  Dr .  Karber. 
 HEARING CO-CHAIR FIEDLER:  We're going to take a short  break before 
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the next  panel.   Five minutes. 
 [Whereupon,  a shor t  recess was taken.] 
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PANEL I I I :  NUCLEAR FORCES AND STRATEGY  

 
 HEARING CO-CHAIR WORTZEL:  We're go ing to start  our f ina l  panel .   
The last  panel  today wi l l  examine China's nuclear forces and strategies.  We just  
looked at  f iss i le mater ia l  and warheads.   
 Dr.  Mark Schneider ,  the f i rst  panel ist ,  is a Senior Analyst  a t  the 
Nat ional  Inst i tute o f  Publ ic Pol icy.   Throughout a long career in the execut ive 
branch, he special ized in miss i le defense pol icy,  nuclear weapons, deterrence, 
st rategic forces, arms control ,  and arms cont rol  ver i f icat ion and compl iance 
issues. 
 The second panel ist  is Dr .  Phi l l ip  Saunders.  He's the Director of  the 
Center for  Study of  Chinese Mi l i tary Af fairs at  the Nat ional  Defense Univers i ty ,  
recent ly put t ing out  a brand new publ icat ion on the Chinese Navy, and i t  was 
excel lent ,  and prev iously he di rected the East  Asian Nonpro l i ferat ion Program at  
the Monterey Inst i tute of  Internat ional  Studies.  Ear l ier  he served as an of f icer in 
the Air  Force. 
 Dr.  Schneider,  there's a l i t t le c lock there,  but  we t ry and l imit  i t  to 
seven minutes of  test imony so that  we can get  a lot  of  quest ions out . 
 Thank you very much.   
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OPENING STATEMENT OF DR. MARK SCHNEIDER 

SENIOR ANALYST, NATI ONAL INSTITUTE OF PUBLIC POLICY 

 
DR. SCHNEIDER:  Mr.  Chairman, d ist ingu ished members of  the 

Commission, I  thank you for inv i t ing me to speak before you today.  This is a very 
important  top ic. 
 I  started out  my statement by quot ing the sect ion f rom one of  the 
edi t ions of  the Pentagon Report  on Chinese Mi l i tary Power,  about  how much 
concealment and decept ion these guys pract ice,  and i t 's  a lot .   And any t ime you 
talk about  China, you have to keep that  in mind.  I t 's  a c losed society,  very 
secret ive,  and i t 's  very d i f f icu l t  to get  informat ion about  them. 
 Having sa id that ,  I  th ink we have a reasonably accurate assessment of  
what  Chinese nuclear st rategy is about ,  and at  least  some indicat ion of  what  
they' re doing in the nuclear area. 
 Now, the f i rst  th ing I  was asked to ta lk about  was the size of  the 
stockp i le .   I  agree with Phi l  Karber  on th is one: nobody knows.  We can only 
est imate i t .   The est imates d i f fer  qu i te considerab ly.   The of f ic ia l  U.S. government 
est imate, as stated by then Pr incipal  Deputy Undersecretary of  Defense James 
Mi l ler ,  was that  they had a few hundred nuclear weapons.   
 The Taiwanese Defense Minist ry report  has a substant ia l ly larger 
number.   They est imate the Second Ar t i l lery has something on the order of  400 to,  
450 to 500 weapons, and, of  course, the Second Art i l le ry is  not  the only nuclear 
armed service in China.  So there 's roughly a factor of  two di f ference here 
between just  those est imates, and, of  course,  you can f ind h igher and lower 
est imates of  what  the Chinese have. 
 I f  I  had to guess, i t  would be on the upside.  I  th ink the old World War 
I I  adage about ,  you know, any t ime you see an intel l igence est imate, double i t  and 
add 30 percent  is probably not  a bad ru le of  thumb. 
 [Laughter. ] 
 DR. SCHNEIDER:  So we have, I  th ink a s igni f icant  Chinese force, one 
that  is absolute ly certain to grow over the next  ten or 20 years.  How big i t 's  
going to grow, we don' t  know.  That  wi l l  largely be determined by the extent  they 
MIRV the new miss i les that  are under development,  the sor t  of  generat ion beyond 
the DF-31, DF-31A, JL-2 missi les.  
 A Pentagon report  says the Chinese may be in the process of  
develop ing a new MIRVed mobi le ICBM.  That  is one of  the b ig potent ia l  threat  
e lements.  And I  th ink th is is the same missi le that 's being referred to in the Asian 
press as the DF-41.   
 There are also lots of  reports in the Asian press about  MIRVing the 
new Chinese SLBMs,  includ ing reports o f  advanced versions of  the JL-2,  even a JL-
3,  and even a type 96 submarine.  So there's a lot  of  potent ia l  for  upsize increase 
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in  Chinese capabi l i ty in that  area. 
 As for  the Chinese nuclear doctr ine, I  th ink we know a lot  less about  
that  than say we know about  the Russians.  I  bel ieve that  most  e lements of  what  
they cal l  their  nuclear doct r ine in their  whi te papers is essent ia l ly po l i t ica l  
propaganda.  I t 's  not  real . 
 Their  no f i rst  use formulat ion doesn ' t  commit  them to anything.  I  
mean they l i teral ly cannot  v io late i t ,  and actual ly Dr .  Wortzel ,  I  th ink,  d id the f i rst  
good analysis on th is,  and when I  saw h is stuf f  and actual ly  looked at  i t  in  deta i l ,  
he was completely on the mark.  There is no way you can v io late that  statement 
even i f  you use nuclear weapons f i rst . 
 So, the other  th ing I  fe l t  that  was sort  of  humorous, when they 
publ ished or at  least  they publ ished their  so-cal led "nuclear doct r ine,"  I  th ink i t  
was a 2006 edi t ion of  their  White Paper,  i f  you go back to  the 2004 edi t ion,  i t 's  
their  arms contro l  sect ion.  So i t 's  not  real  as a nuclear doctr ine. 
 The idea of  what--their  "sel f-defense counter at tack" is a 
mult ipurpose propaganda formulat ion that  they have app l ied f requent ly when 
they have in i t iated mi l i tary act ion, including the fai r ly large-scale invasion of  
North Vietnam in the late 1970s.   
 I  don' t  have very much t ime so let  me go through th is as quickly as I  
can.  They are certa in ly working on missi le defense penetrat ion aids and devices.  
There's not  much on th is in the open sources.   Perhaps the best  th ing is the 
Defense Review report  of  a few years ago, which actual ly ta lks about  some of  the 
techniques that  they are using to penet rate miss i le defense. 
 I f  you 're rea l ly interested in th is ,  I  would ask the Missi le Defense 
Agency to give you a classi f ied br ief ing because I  s imply can' t  e laborate on that  
here. 
 In terms of  sort  of  their  h idden doctr ine, the Kyodo News Agency last  
year sa id i t  obta ined class i f ied Chinese documents which they said they would  
adjust  the nuclear use threshold in t ime of  war to permit  f i rst  use.  I  th ink that 's 
qui te credib le .   As a matter of  fact ,  I  be l ieve i t 's- -I  don' t  know for sure,  but  I  th ink 
i t 's  one of  the books that  Phi l  Karber ment ioned ear l ier ,  the Science of  the Second 
Art i l lery Campaign, which is extremely reveal ing.  I t  has three, actua l ly four,  
instances where they would use nuclear  weapons f i rst ,  and three of  the four are 
consistent  wi th no f i rst  use. 
 I t  a lso says that  they're d irected to maintain the capabi l i ty of  
launch ing a nuclear f i rst  st r ike any t ime dur ing a conf l ict .    
 On tact ical  nuclear weapons, I  th ink they've got  a lot  more than 
they' re general ly given credi t  for .   The Pentagon report  th is year,  or  last  year,  
said that  the DF-21D, now that 's the ant i-carr ier  miss i le ,  has a nuclear opt ion on 
i t ,  and I  have Chinese sources that  say the same th ing.  So that 's ,  i f  there 's such a 
th ing as a tact ica l  nuclear weapon, something designed to at tack a naval  ship,  i t 's  
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certa in ly i t .   And I  th ink they've got  a lot  more than that . 
 They' re cont inuing, at  least  the reports,  that  they' re cont inuing 
nuclear test ing.  I  th ink that 's consistent  wi th the modernizat ion program that  is 
going on today. 
 And they announced several  years ago,  they are in the process of  
bui ld ing a missi le defense system, and i t 's  t reated to some degree in the latest  
edi t ion of  the Pentagon report .   Richard Fisher,  some of  h is work,  is pret ty  good 
on th is in terms of  what  they' re actual ly doing.  
 Again ,  to sum th is up, when you look at  Chinese nuclear forces and 
doctr ine, you have to put  th is in the context  of  thei r  overa l l  defense strategy and 
mi l i tary bui ld-up.  I t 's  not  isolated.  And I  th ink i t 's  very much a part  of  the same 
troublesome pat tern of  double d igi t  defense increases for 20 years,  and I  th ink 
we're going to see more of  that  in the future. 
 Thank you. 
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Hearing on ñDevelopments in Chinaôs Cyber and Nuclear Capabilitiesò 

 

Mr. Chairman and Members of the Commission, thank you for inviting me to speak to you today on 

what I believe is a very important subject ï the nuclear forces and policies of the Peopleôs Republic of 

China. 

 

The annual Pentagon report on Chinese military power has observed that, ñFrom Beijingôs perspective, 

strategic ambiguity--including strategic denial and deception--is a mechanism to influence the policies 

of foreign governments and the opinions of the general public and elites in other countries.ò
1
  Yet we 

tend to ignore this when looking at China.  China is still a dictatorship and, as such, it is hard to obtain 

information on official Chinese policy and doctrine.  Having said this, I believe we understand the core 

elements of the PRCôs policy related to nuclear forces although we are far from understanding all the 

details. 

 

We must remember that Chinese nuclear weapons policy is a subset of a broader national security 

policy.  The Chinese seek to shift dramatically the balance of power in its favor, while reducing the 

prospect of an enhanced security response by those nations that are threatened by the Chinese military 

buildup which has seen double digit increases in its expenditures for all but one of the last twenty years. 

 

Until recent (late 2010) announcements starting in December 2010 made by the Russian Federation 

concerning expanding its nuclear forces, China was the only member of the P-5 which was openly 

increasing its nuclear forces.  Moreover, the Chinese nuclear buildup and modernization must be seen in 

the context of the more than 80% reduction in U.S. nuclear forces since the end of the Cold War and the 

end of significant U.S. nuclear force modernization programs in the 1990s.  Had China done absolutely 

nothing during the past twenty years, its relative position vis-a-vis the U.S. would still have improved.  

Instead, it has been expanding and modernizing its nuclear forces. 
 

I was asked to comment on the size of the Chinese nuclear arsenal.  No one knows for sure other than 

the Chinese.  We can only estimate its size.  In testimony before the House Armed Services Committee 

in November 2011, then-Principal Deputy Under Secretary of Defense James Miller stated that the 

Chinese nuclear arsenal is estimated to be a few hundred weapons.
2
  The Government of Taiwanôs 

                     
1
 ñFY04 REPORT TO CONGRESS ON PRC MILITARY POWER Pursuant to the FY2000 National Defense Authorization 

Act,ò Washington D.C. U.S. Department of Defense, 2004, available at: <http://www.defense.gov/pubs/ d20040528prc.pdf>. 
2
 ñSTATEMENT OF DR. JAMES N. MILLER PRINCIPAL DEPUTY UNDER SECRETARY OF DEFENSE FOR 

POLICY BEFORE THE HOUSE COMMITTEE ON ARMED SERVICES NOVEMBER 2, 2011,ò p. 1, available at: 

http://armedservices. house.gov/index.cfm/files/serve?File_id=faad05df-9016-42c5-86bc-b83144c635c9  
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estimate of the Chinese nuclear arsenal is higher.  In 2011, the Taiwan's Defense Ministry estimated that 

Chinaôs Second Artillery had between 450 and 500 nuclear weapons.
3
  The total number of nuclear 

weapons would, of course, be higher because the Second Artillery does not control the nuclear weapons 

of the Naval or the Air Forces.   (The 2008 Chinese defense White Paper says that the ñSecond Artillery 

Force will use nuclear missiles to launch a resolute counterattack against the enemy either independently 

or together with the nuclear forces of other services.ò
4
)  A 1999 study by the Carnegie Endowment 

estimated that China had 450 nuclear weapons.
5
  In November 2007, Duncan Lennox, editor of Janeôs 

Strategic Weapons Systems stated, ñIt would not surprise me to learn that the actual figure [for Chinese 

nuclear weapons] today is around 400 to 500 and that this will increase to around 700-800 over the next 

decade.ò
6
  Russian estimates of Chinaôs nuclear arsenal are generally much higher than those of the 

United States.  I suspect that the Taiwan estimate is more accurate than our own and we are currently 

underestimating the likely scope of the Chinese nuclear program over the next two decades.   

I was also asked to comment on the reasons why China would conceal the true size of its nuclear 

arsenal.  Specifically the question read:  ñIf a nationôs objective is deterrence, why would that nation 

conceal the existence of a larger nuclear arsenal?ò  I believe it is necessary to keep in mind that Chinese 

objectives are more than simple deterrence.  Warfighting plays a significant role in Chinese strategy and 

denial, deception, and surprise are a major part of warfighting.  There are actually many reasons for 

concealing the size of Chinaôs nuclear arsenal: 1) China is not threatened by any attack, nuclear or 

otherwise, at this time and, hence, has no reason to declare fully its nuclear forces for deterrence 

purposes; 2)  Covert nuclear forces are likely to be more survivable and have greater tactical surprise 

value if used; 3)  Revealing the plans for the buildup of Chinese nuclear forces over the next decade 

would have no near-term benefit for China; 4)  Hiding a large buildup of Chinese nuclear forces will 

likely reduce the prospects of either countervailing action on the part of the United States, and possibly 

even Japan, or at least reduce the probability that the U.S. will not make further unilateral reductions; 

and 5) Since China prefers to talk openly about arms control and reductions by others rather than engage 

in such negotiations involving its own forces. Chinese secrecy on the scope of its nuclear buildup 

reduces the prospect that China might be forced to participate in a multilateral version of the New 

START Treaty, as Russia has suggested.   

If U.S.-China relations degenerate to the point of a major crisis where China would want to enhance its 

nuclear deterrent capability, China could reveal the extent of it nuclear capability at a time of its 

choosing.  There is simply no need to do this today. 

 

With regard to tactical nuclear weapons, concealing the existence of various weapons can have great 

tactical value.  If the existence of a specific type of tactical nuclear capability is known, the scope of the 

                     
3
ñSection 2 PRC Military Capabilities and Threats,ò Taipei: Republic of China, Ministry of National Defense, 2011, 

available at: <http://2011mndreport.mnd.gov.tw/en/info04.html>. 
4
 ñChina's National Defense in 2008.ò Beijing: Information Office of the State Council of the People's Republic of China, 

January 2009, available at: <http://www.fas.org/programs/ssp/nukes/2008DefenseWhitePaper _Jan2009.pdf>. 
5
 Chinaôs Changing Nuclear Policy, A Reaction to the South Asian Nuclear Tests, Washington: D.C.: Carnegie Endowment 

for International Peace, 1999, available at: <http://www.ceip.org/pubs/china-zhang/Contents.html>. 
6
 Duncan Lennox, ñUnravelling a Chinese puzzle,ò Janeôs Defence Weekly, November 07, 2007. 

http://www.ceip.org/pubs/china-zhang/
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threat can be mitigated by tactics, modes of deployment of military capabilities and nuclear hardening of 

military equipment.  If the existence of these capabilities is successfully hidden, none of this is likely to 

happen. 

 

I do not think the availability of fissile material will be a significant constraint on China.  It is 

noteworthy that a declassified 1984 DIA report estimated that China had 150-160 nuclear weapons as 

far back as 1984 and concluded ñthe number of warheads is not restricted by Chinese materials 

production, but on what the Chinese perceive their needs to be.ò
7
  With the massive Chinese nuclear 

energy program now underway, China should be able to produce as many nuclear weapons as needed. 

 

Republican Senators on the Foreign Relations Committee in their report on the New START Treaty 

estimated that the Chinese nuclear force would grow to 600-1,000 weapons over the next decade.  I 

believe we ought to take this assessment seriously.  Even a thousand weapons may underestimate the 

scope of the Chinese nuclear force 10 or 20 years from now. 

 

There is nothing unusual about hiding the full extent of oneôs nuclear capability.  The Soviet Union did 

this.  After the end of the Cold War, we found out that the Soviet nuclear arsenal was much larger than 

what we believed it to be during that period. 

 

The PRC is currently increasing its strategic nuclear forces, both qualitatively and quantitatively.  The 

Director of National Intelligence, retired General James Clapper, has said that Chinaôs nuclear forces are 

a ñmortal threatò to the United States.  Indeed, China is preparing for a war against Taiwan, which it 

believes may require it to fight the United States and possibly Japan.  While China would certainly 

prefer ñwinning without fighting,ò Chinese generals have repeatedly threatened nuclear war over 

Taiwan.  Moreover, Chinese strategic objectives go well beyond Taiwan. 

 

According to the Pentagon, China is deploying two new intercontinental ballistic missiles (ICBMs) the 

DF-31 and DF-31A, developing a new submarine-launched ballistic missile (SLBM) (the JL-2), building 

a new type of ballistic missile submarine, at least six of which will reportedly be deployed.  Taiwan 

confirmed the reported successful launch of JL-2 SLBMs in December 2011; this development will 

probably result in the relatively early deployment of these missiles.   

 

In 2011, the Pentagon report on Chinese military power said China has between 55-65 ICBMs.  

Taiwanôs Defense Ministry estimated that in 2011 China had over 180 ñstrategic missiles.ò
8
  It did not 

define ñstrategic missile,ò but there still appears to be a significant difference in the numbers estimated 

by the Pentagon and by Taiwan. 

 

The Chinese deploy mobile ballistic missiles which are protected by hard and deeply buried tunnel 

facilities.  There is no doubt about this.  Such facilities are very difficult to destroy.  A recent study by 

Georgetown Professor Philip Karber has concluded that there is an absolutely massive network of 

                     
7
 ñNuclear Weapons Systems in China,ò DIA, Defense Estimate Brief, April 24, 1984, available at: 

<http://www.gwu.edu/~nsarchiv/news/19990527/01-01.htm.   
8
 Ibid. 

http://www.gwu/
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tunnels that could conceal a much larger strategic force than the Pentagon estimates to be the case.
9
 

 

The extent of the deployment of multiple independently targetable warheads (MIRVs) on its new 

missiles will have an enormous impact on the size of the Chinese strategic force over the next 10-20 

years.  The Pentagon report has discussed Chinese development of MIRVs and China is reportedly 

deploying them on modernized versions of its CS-5 ICBMs.
18

  According to the most recent Pentagon 

report on Chinese military power, the PRC may be developing a new road-mobile ICBM, ñpossiblyò 

capable of carrying a multiple independently targetable warhead (MIRV).  This is apparently the missile 

that is referred to as the DF-41 in the Asian press.  Janeôs reports that it may carry up to 9-10 warheads.  

There are reports in the Asian press that China plans to MIRV its SLBMs heavily -- as many as 576 

warheads on six submarines -- although no time frame is reported.
19

  There are reports of a number of 

advanced versions of the JL-2 and the JL-3 SLBMs which may be references to the same missile or 

modifications of the same missile.
20

 

 

The Pentagon report on Chinese military power has long said there were a wide variety of advanced 

strategic missile related research and development programs.  The 2011 report reads: 

 

China is also currently working on a range of technologies to attempt to counter U.S. and other 

countriesô ballistic missile defense systems, including maneuvering re-entry vehicles, MIRVs, 

decoys, chaff, jamming, thermal shielding, and anti-satellite (ASAT) weapons.  PRC official 

media also cites numerous Second Artillery Corps training exercises featuring maneuver, 

camouflage, and launch operations under simulated combat conditions, which are intended to 

increase survivability. Together with the increased mobility and survivability of the new 

generation of missiles, these technologies and training enhancements strengthen Chinaôs nuclear 

force and enhance its strategic strike capabilities.
21

 

 

In addition to strategic systems, China has a variety of medium- and intermediate-range ballistic 

missiles.  Aviation Week reports that China has announced that its new 4,000-km range ballistic missile 

will be nuclear capable.
22

  In general, China tends to deploy nuclear variants of many of its ballistic 

                     
9
 William Wan, ñGeorgetown students shed light on Chinaôs tunnel system for nuclear weapons,ò The Washington Post, 

November 29, 2011, available at: <http://www.washingtonpost.com/world/national-security/georgetown-students-shed-light-

on-chinas-tunnel-system-for-nuclear-weapons/2011/11/16/gIQA6AmKAO_story.html>. 
18

 Gennadiy Nechayev, ñIn Order To See Better,ò Moscow Vzglyad Online, April 9, 2010.  Translated by Open Source 

Center Doc. ID: CEP20100412358009. 
19

  Mark Schneider, ñThe Nuclear Doctrine and Forces of the People's Republic of China,ò Comparative Strategy, July 1, 

2009, p. 259, available at: <http://www.tandfonline.com/doi/abs/10.1080/01495930903025276#preview>.:  
20

 Ibid.: Toronto Kanwa Asian Defense Review Online, September 1, 2011.  Translated by Open Source Center Doc. ID: 
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missiles that are generally thought of as conventional.  An official at Taiwanôs Defense Ministry has 

said that the Chinese M-11 missile ñcan fire a variety of warheads ranging from nuclear and chemical 

warheads to electromagnetic pulse warheads.ò
10

  According to the Japanese Defense Ministry, the DF-

21 medium-range ballistic missile can carry a nuclear warhead.
11 

 The 2011 Pentagon report on the 

Chinese military revealed that the DF-21D, Chinaôs anti-ship ballistic missile, was part of Chinaôs 

nuclear deterrent force.
12

 The Chinese DH-10 ground-launched cruise missile is assessed by the Air 

Force National Air and Intelligence Center as capable of delivering either a conventional or a nuclear 

warhead.
2313

 

 

Qing Tong, writing in 2002 in a Hong Kong journal which reportedly has close ties to the PRC military, 

stated, ñChina has achieved progress by leaps and bounds in its tactical nuclear weapons, making 

nuclear weapons practical and facilitating their use in future high-tech, local wars.ò
14

  In 2002, Russian 

officers Lieutenant Colonel O. Moiseyenkov and Captain 1st Rank A. Smolovskiy wrote that China had 

ñtactical missile warheads and artillery rounds.ò
2415

 

 

According to Richard D. Fisher, Jr. and Bill Sweetman of Aviation Week, ñChinese sources have 

referred to future DF-25/26/27 missiles: One may be the new 4,000-km missile.  Future PLA [Peopleôs 

Liberation Army] medium- and short-range ballistic missiles and cruise missiles will be faster and more 

maneuverable to counter defenses.ò
16

  The Hong Kong publication Chien Shao, in an article about a 

newly promoted Political Commissar of the Second Artillery Corps, reported that he was involved with 

the ñspeeding up [of] the research and development of the new Dongfeng 51 (DF-51) missile.ò
17

  Other 

than the designators, there is no publically available information on these missiles. 

 

                     
10

 ñTaiwan Report on PRC Missile Buildup to Deter U.S. Forces,ò Taipei Taipei Times, May 7, 2001. Transcribed in Open 

Source Center Doc. ID: CPP20010507000114. 
11

 ANNUAL REPORT TO CONGRESS Military and Security Developments Involving the Peopleôs Republic of China 2011, 

op. cit. p. 34.: ñDefense of Japan 2011,ò part, 1, page 78, available at: <http://www.mod.go.jp/e/publ/ 

w_paper/pdf/2011/12Part1_Chapter2_Sec3.pdf>.: ñShort-range Campaign Tactical Missiles Deployed in Guangdong,ò 

Toronto Kanwa Asian Defense Review Online, September 1, 2011  Transcribed by Open Source Center Doc. ID: 

CPP20111103715037. 
12

 Ibid. 
13

 ñBALLISTIC AND CRUISE MISSILE THREAT,ò NASIC-1031-0985-09, p. 29, available at: <http://www.fas.org/ 

programs/ssp/nukes/NASIC2009.pdf  

 
14

 ñComparison of Missile Strength Between China and Taiwan,ò Hong Kong Kuang Chiao Ching, December 16, 2002. 

Translated in Open Source Center Doc. ID: CPP200212218000070.   
15
ñChina, Russia: PRC Navy Status, Development Prospects Detailed,ò Moscow Morskoy Sbornik, August 17, 2003. 

Translated in Open Source Center Doc. ID: CPP20031120000002.   
16

 Richard D. Fisher, Jr. and  Bill Sweetman, ñSizing Up Chinaôs Military Capability,ò Aviation Week, April 5, 2011, 

available at: <http://www.aviationweek.com/aw/jsp_includes/articlePrint.jsp?headLine=Sizing%20 Up%20China 

%27s%20Military%20Capabilities&storyID=news/dti/2011/04/01/DT_04_01_2011_p32-295855.xml>. 
17

 Chin Chien-li, ñA Critical Biography of General Peng Xiaofeng, Political Commissar of the Second Artillery Corps,ò 

Hong Kong Chien Shao, December 1, 2006-December 31, 2006.  Translated by Open Source Center Doc. ID: 

CPP20061215710002. 

http://www.aviationweek.com/aw/jsp_includes/articlePrint.jsp?headLine=Sizing%25


140 
 

  

Retired Russian Colonel and Member of the Russian Academy of Military Sciences Yuriy Sumbatyan 

wrote that ñas many as 500 or 600ò of Chinese combat aircraft ñare capable of carrying nuclear 

weapons.ò
18

  Until recently, most of these were relatively short-range aircraft.  However, starting in the 

1990s, the Chinese began the introduction of Su-27 and Su-30 Russian heavy fighters.  Reportedly, 

China has a regiment of H-6 bombers devoted to the nuclear mission.
19

  The large J-20 stealth fighter is 

an obvious candidate for a nuclear strike system.  There are reports from China that it is developing a 

stealth bomber which is referred to either as the H-8 or the H-10.
20

   
 

Over the past two decades China has continued to develop nuclear weapons.  China prepared for the 

cessation of high-yield nuclear testing by staging a series of underground nuclear tests in the 1990s.  Yu 

Min, described in Xinhua as the ñarchitect of the countryôs first H-bomb,ò claims that Chinaôs key 

nuclear capabilities are ñon a par with the United States and the former Soviet Union.ò
21

  This is clearly 

an exaggeration, but China appears to be working diligently to close the gap.  Xue Bencheng, one of the 

most important scientists involved in the development of Chinaôs neutron bomb, stated that the July 

1996 Chinese nuclear test was ña great spanning leapò because it solved the problem of nuclear weapons 

miniaturization.
2522

  Critically Chinaôs nuclear    weapons technology has been augmented by large scale 

espionage against the United States.  The Chinese nuclear arsenal reportedly includes fairly advanced 

thermonuclear warheads, enhanced radiation weapons, and other tactical nuclear weapons, including 

nuclear artillery and antiship weapons.
23

 

 

The House Intelligence Committee concluded that after the declared end of Chinese nuclear testing, 

ñnuclear tests related to development of the PRCôs next generation of thermonuclear warheads may be 

continuing at the PRC test site at Lop Non Nor.ò
24

  In May 2006, Chinese Defense Today also reported 

possible ñlow yield nuclear testsò after the declared end of testing. 

 

Chinese nuclear doctrine is hidden beneath significant quantities of what I believe is political 

propaganda, most notably a pledge of ñno first useò of nuclear weapons.  The two major elements of 

what they call their nuclear doctrine are: 1) supposed no first use of nuclear weapons and 2) the ñself 

defense counter attackò. 
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With regard to ñno first use,ò a careful look at the Chinese wording of Chinaôs ñno first useò policy 

reveals that it commits them to nothing.
25

  The Pentagon report on the Chinese military states, ñthere is 

some ambiguityò over the conditions under which Chinaôs ñno first useò policy would apply, ñincluding 

whether strikes on what China considers its own territory, demonstration strikes, or high altitude bursts 

would constitute a first use.ò
26

  The Kyodo News Agency revealed that it obtained classified Chinese 

documents which say that China ñwill adjust the nuclear threat policy if a nuclear missile-possessing 

country carries out a series of air strikes against key strategic targets in our country with absolutely 

superior conventional weaponséò
27

  Chinese generals also threaten nuclear attacks against the U.S. if it 

comes to the aid of Taiwan.   

Significantly, Chinaôs Arms Control Ambassador once said that ñno first useò does not apply to a 

conflict over Taiwan.  Indeed, Chinese nuclear doctrine has evolved toward ñactive defense,ò which 

implies a nuclear warfighting component. 

 

An interview with Chinese Major General Cai Yuqiu, Vice Principal of Nanjing Army Command 

College, published in Ta Kung Pao, an internet version of a PRC-owned daily newspaper, reported ñCai 

Yuqiu said that he really appreciated the four sentence fight principle by Mao Zedong, i.e., we will not 

attack unless we are attacked; if we are attacked, we will certainly counter-attack.  As to whether we will 

use nuclear weapons first, the above principle can also be followed.  If we have been repeatedly 

óattacked,ô then there should not be a limit for our counter-attack.ò
28

  Writing in January 2005, Colonel 

Wen Shang-hsien of the Taiwan military noted that after the year 2000 the PRC adopted a nuclear 

doctrine which allowed for óa preemptive strike strategyô under which the PRC would use ñits tactical 

nuclear weapons in regional wars if necessary.ò
29

  As one Hong Kong newspaper put it, this means that 

the Peopleôs Liberation Army will ñlaunch the first strike when the enemy starts a military buildup or 

prepares for a strike in order to destroy all possible military targets and war forces.ò
30
 

ñSelf defense counter attackò is a multipurpose formulation the Chinese use to describe most instances 

where China has initiated the use of force, which is almost always the case.  It is worth noting that China 

described its 1962 invasion of India as ñself defense counter attackò.
31

  China described its border war 
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with the Soviet Union in 1969 as a ñself defense counter attack.ò
32

  It also described its 1979 invasion of 

Vietnam as a ñself defense counter attack.ò
33

   

The Congressional Commission on the Threat to the United States from Electromagnetic Pulse 

(EMP) reported, ñChina and Russia have considered limited nuclear attack options that, unlike Cold War 

plans, employ EMP as the primary or sole means of attack.ò
34

  The 2005 Pentagon report on Chinese 

military power observed, ñSome PLA theorists are aware of the electromagnetic effect of using a high-

altitude electromagnetic pulse (HEMP), and might consider using HEMP in an unconventional attack, 

believing that the United States and other nations would not consider it as a use of force and a crossing 

of the nuclear threshold.ò
35

  A Congressional Research Service report by Ronald OôRourke concluded 

that a U.S. naval force coming to the aid of Taiwan against a Chinese attack would have to be prepared 

for use of nuclear weapons and EMP because ñChina could also use a nuclear-armed ballistic missile to 

detonate a nuclear warhead in the atmosphere to create a high-altitude electromagnetic pulse (EMP) 

intended to temporarily or permanently disable  the electronic circuits of U.S. or other civilian and 

military electronic systems.ò
36

   

 

Based on my research, I believe China will use nuclear weapons first if they think it in their national 

interest to do so.  

According to the 2004 White Paper of the Chinese Defense Ministry, the ñChinese people and armed 

forces will resolutely and thoroughly crush it [Taiwanôs independence] at any cost.ò
37

  (Emphasis 

added).  In the words of Yan Xuetong, Director of the Qinghua University Institute of International 

Affairs, ñso long as China is ready to achieve reunification at all costs, the United States will consider 

whether it is necessary to support Taiwan at the price of a nuclear war.ò
38

   

We should not mirror image Western views about nuclear weapons onto the Chinese.  Indeed, in March 

2012 Chinaôs official news agency reported, ñAfter being briefed by Liang Xiaojing, an officer from the 

PLA Second Artillery Corps, [President] Hu said the PLA Second Artillery Corps shoulders missions 

that are important for the country, and he expected officers like Liang to play an active role in 
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ideological mobilization to prepare for military actions.ò
39

  Ideology is still a major element of Chinese 

nuclear weapons policy. 

 

Maoôs extreme views about the acceptability of hundreds of millions of dead Chinese is still influencing 

views in China.  For example, in 1996, Lieutenant General Xion Guangkai, then a Deputy Chief of the 

PRC General Staff, made an implied threat to destroy Los Angeles in the event of a conflict over 

Taiwan.
40

  He was also quoted as saying that to prevent Taiwanese independence, ñChina was prepared 

to sacrifice millions of people, even entire cities in a nuclear exchange.éò
41
 In 2005, Chinese Major 

General Zhu Chenghu threatened nuclear first use against the United States in which, ñWe Chinese will 

prepare ourselves for the destruction of all of the cities east of Xiané.Of course, the Americans will 

have to be prepared that hundreds of cities will be destroyed by the Chinese.ò
42

  No Western military 

leaders make threats like this.  Will the Chinese act on such a basis in a crisis?  I canôt get into their 

heads and neither can anyone else. 

 

China is most likely to initiate the use of nuclear weapons if it is being defeated in warfare ï such as 

during a Taiwan scenario or because of the scale of damage from conventional precision guided 

munitions.   

China announced years ago that it was going forward with ballistic missile defense.  Chinaôs 

commitment to missile defense was reiterated in the 2010 defense white paper which linked missile 

defense to its broader strategy of ñActive Defenseò: ñThe PLAAF [Peoples Liberation Army Air Force] 

is working to ensure the development of a combat force structure that focuses on air strikes, air and 

missile defense, and strategic projection, to improve its leadership and command system and build up an 

informationized, networked base support system.ò
43

  The 2011 edition of the Pentagon report on Chinese 

military power detailed Chinese missile defense efforts. 

 

China is proceeding with the research and development of a missile defense umbrella consisting of 

kinetic energy intercept at exo-atmospheric altitudes (>80 km), as well as intercepts of ballistic missiles 

and other aerospace vehicles within the upper atmosphere.  In January 2010, China successfully 
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intercepted a ballistic missile during its mid-course phase of flight, using a ground-based missile.
44

  

According to Richard Fischer and Bill Sweetman, China is developing, ñA new air- and missile-defense 

interceptor family, sometimes called the HQ-19 (HHQ-26 for the naval version), [which] reportedly has 

performance goals similar to the 400-km Russian S-400.ò
45

 Longer range radars could upgrade this 

system into one capable of intercepting ICBMs.  In February 2012, the Hong Kong Wen Wei Po Online, 

which is owned by the PRC, reported Chinese interest in buying the Russian S-400 and quoted ñHong 

Yuan, a famous military science scholar in Beijingò to the effect that ñpossessing S-400 will play an 

important role in enhancing Chinaôs missile defense and air defense, but as the missile system has not 

been tested in actual operations, its technical parameters have yet to be verified in contemporary 

wars.ò
46

  It also reported, ñThe purchase of S-400 will play an important role in enhancing Chinaôs 

missile defense and air defense power, especially being of high reference significance for intermediate-

range to long-range missile defense.ò
47

  There is nothing unusual about the Chinese buying a Russian 

system and attempting to develop a Chinese counterpart with similar or improved capabilities. 

The PRCôs nuclear threat is serious not at least because it is in the context of a general military buildup 

that is aimed at combating the United States and enabling the expansion of Chinese power in the Pacific.  

With the demise of the Soviet Union, the PRC ceased to face any serious national security threat.  China 

is beginning to throw its weight around and its actions have generated serious security concerns in the 

Far East.  At this moment, Taiwan is not on the front burner but that could change quickly.  No other 

country has increased its military spending by double digits for twenty years with the intent of a 

ñpeaceful riseò? 
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 CHAIRMAN SHEA:  Thank you very much. 
 Phi l . 
 

OPENING STATEMENT OF DR. PHILLIP C. SAUND ERS 

DIRECTOR, CENTER FOR STUDY OF CHINESE MIL ITARY AFFAIRS  

NATIONAL DEFENSE UNIVERSITY 

 
 
 DR. SAUNDERS:  Thank you for the opportuni ty to test i fy today.   
 I  do d irect  the Center for  the Study of  Chinese Mi l i tary Af fairs at  NDU, 
but  what  I 'm going to say today are my own personal v iews, not  those of  NDU, the 
Department of  Defense or the admin ist rat ion. 
 I  th ink i t 's  worth start ing why does China have nuclear weapons?  
They fe l t  they had a lot  of  pol i t ical  value.  They fe l t  they had been vulnerable to 
U.S. nuclear b lackmai l  in  mult ip le instances, and as Mao Zedong put  i t ,  "what  
others have, we must  have." 
 So they do feel  there's va lue to them, but  pr imar i ly in counter ing 
nuclear at tack,  in counter ing, in deterr ing nuclear at tack and counter ing coerc ion.  
And having nuclear weapons does ra ise a state 's status,  but  there isn ' t  much in  
Chinese wr i t ings that  says anyth ing about  numbers matter ing a lot  or  a larger 
force real ly  conveying prest ige or other  benef i ts . 
 And they seem to bel ieve that  one or a  very few nuclear weapons 
str ik ing somebody's  homeland is enough to achieve strategic deterrence. 
 People of ten ta lk about  China 's nuclear st rategy as a minimal 
deterrent  focused on a smal l  number of  weapons to de l iver  puni t ive counter va lue 
responses to an adversary 's f i rst  st r ike.   As you parse that  out ,  that  means the 
lowest  number of  damage necessary to  prevent  at tack--a few missi les. 
 This started out  as something that 's technologica l ly dr iven in terms of  
China only having a l imited f i rst  a i r-del ivered capabi l i ty and then very crude ICBM 
capabi l i ty so there were technological  const raints. 
 But  there was a lso pol i t ica l  guidance given, especia l ly by Mao Zedong, 
which has cont inued to shape both the formal pol icy but  more to the po int  the 
operat ional  doctr ine and the campaign planning that  the Second Art i l lery,  in  
part icular ,  uses instead.  
 You've had some of  the comments on the White Paper .   I  guess I  would 
not  agree with d ismiss ing i t .   I  th ink i t does present  some of  the basic pr inc ip les,  
and just  to paraphrase: the goal  of  deterrence and prevent ing nuclear coercion;  a 
no-f i rst  use pol icy;  the goal  of  eventual  e l iminat ion of  weapons; and a 
determinat ion not  to engage in nuclear  arms races.  
 And if  you parse those th ings out ,  they don' t  necessar i ly d ictate a 
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precise force structure.  I  would argue that  they are re lat ive,  and i t 's  re lat ive to 
what  an adversary has, and that 's how you have to th ink about  i t .   So what does a 
" lean and ef fect ive nuclear force" ta lked about  in the White Paper mean, how you 
t ranslate that  into force posture,  i t 's  not  c lear .   
 But  I  th ink about  i t  and Chinese wr i t ings th ink about  i t  in  terms of  a 
surv ivable force, one that  can survive a nuclear f i rst  st r ike through some 
combinat ion of  mobi l i ty,  d ispersa l ,  camouf lage, operat ional  res i l ience, tunnel ing, 
as you heard in the last  sect ion, and then be able to launch a b ig enough 
retal iatory st r ike to  penetrate defenses and inf l ict  unacceptable damage. 
 So i f  you th ink about  what i t  means, i t  depends s igni f icant ly on what a 
potent ia l  adversary 's intel l igence, convent ional  precis ion str ike,  nuclear st r ike,  
and ant i-submar ine capabi l i t ies and missi le defense capabi l i t ies are. So i t 's  a 
re lat ive th ing, and you have to th ink about  i t  that  way. 
 Ambigu i ty does p lay a ro le ,  especial ly in the ear ly days of  China 's 
deterrence.   They fe l t  their  deterrence rested on an adversary not  being ab le to 
be sure you could get  al l  of  China's weapons.  So ambigui ty does play a signi f icant  
ro le .   I  would say that 's somewhat t rue with ICBMs. I t 's  a lo t  more t rue with 
shorter range systems, and, in part icular,  in  the '70s and '80s, we real ly d idn ' t  
have much of  a  c lue whether they had tact ica l  nuclear weapons.  They clear ly d id 
because they dropped some from an airp lane, but  whether they were in the force, 
i f  you look at  the declassi f ied est imates, i t 's  just  not  c lear . 
 Where they are now is moderniz ing f rom a f i rst  generat ion force of  
cave and si lo-based ICBMs to a second generat ion force that  is sol id-fueled, that  
is mobi le ,  that 's much more survivab le,  and as was ment ioned, looking even 
forward to a th ird generat ion force that  may be mobi le and MIRVed, which 
requires a much smal ler  nuclear warhead to get  there. 
 I  th ink our best  hard informat ion on th is, wh ich is informed by 
class i f ied U.S. government analysis,  is the Pentagon China Report  which ta lks in 
terms of  ICBMs, in 2010, of  about  21 f i rst  generat ion, about  30 second 
generat ion, and in 2011, of  55 to 65 ICBMS.  
 There is also modernizat ion of  the nuclear submar ine force.  The f i rst  
submar ine is ready.   The missi les have had some problems in the test ing and 
del ivery of  i t ,  and so you' re looking at  that  as something that 's not  qu i te ready to 
come on l ine,  but  probably a force of  a t  least  two to f ive submarines.  Those wi l l  
carry two SLBMs each, and i f  you add that  up, i t 's  a s igni f icant  expansion of  the 
number of  ICBMs that  can h i t  the U.S. 
 There are also regional  forces, but  I  won' t  dwel l  on them.  And I  th ink 
you' re seeing qual i tat ive improvements as wel l ,  inc luding a lot  of  ef for ts to 
penetrate U.S. missi le defenses.  We can talk about  that  later i f  you would l ike.    
 A key quest ion is,  okay, I  ta lked about  the pol icy,  I  ta lked about  the 
force structure,  is th is consistent  wi th their  doctr ina l  materia ls;  is i t  consistent  
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with the ir  t ra in ing?  That 's what  we have to look at  to judge th is,  and I  th ink the 
best  analysis of  th is ,  inc luding looking at  Science of  Second Art i l lery Command 
Campaigns, which is  class i f ied as a top secret  Chinese document,  f inds that  there 
is a lot  of  compat ib i l i ty there with what  the stated pr inc ip les are and with what  
the t ra in ing is. 
 They' re t ra in ing in an envi ronment that  they assume there has been a 
nuclear st r ike.  They're t ra in ing to surv ive in that  kind of  environment,  and i t  
does seem fa ir ly consistent ,  and one key f inding f rom the academic l i terature is 
that  a lot  of  the guidance,  the pol i t ical  guidance, st i l l  seems to apply and be 
consistent  wi th th is  doctr ine. 
 I  th ink there are concerns about  the no-f i rst  use piece of  th is,  not  so 
much that  the t ra in ing is inconsistent ,  but  that  they worry,  for  example, about  a 
convent ional  st r ike on their  nuclear arsenal,  and I  th ink you've seen Chinese 
mi l i tary of f icers t ry  to create ambigu i ty there. 
 There have been broader debates with in China about  whether they 
ought  to revise or abandon that  of f ic ia l ly,  a debate in the mid-'90s about  whether 
to move toward a nuclear warf ight ing doctr ine.  At  the end of  the day, that  was 
rebuf fed, and they did not  change thei r  pol icy. 
 Another debate in 2005 and 2006 about  th is issue of  convent ional  
st r ikes and missi le defenses, d id they need to move of f  that  no-f i rst  use doctr ine, 
and, again,  the answer af ter  a b ig internal  debate was no. 
 So I  th ink that  is an issue where there is some ambigu i ty .   A couple 
more points to make is there's a tension between th is no-f i rst  use doctr ine and a 
retal iatory doctr ine, and what we see in Chinese doctr ine about  the importance of  
mainta in ing the in i t iat ive. 
 And that 's def in i te ly a tension that 's there both in convent ional  
campaigns and to some degree in the nuclear s ide as wel l .   We talked about  the 
force, but  i f  they MIRVed the DF-5, i f  they come up with a fo l low-on missi le that  
is MIRVed, g iven the smal l  numbers,  does that  create cr is is  instabi l i ty?  And as 
you move to a mobi le force, especia l ly a submarine-based force, what  are the 
issues with safety and surv ivabi l i ty or  safety and prevent ing unauthor ized 
launches?  I  th ink that  becomes a quest ion. 
 Right  now, they separate the warheads f rom the missi les.  I t 's  pret ty 
hard to launch and make i t  go boom i f  you don' t  have the nuclear warhead on 
board.  That 's not  probably go ing to be possib le with the nuclear weapons 
deployed on a submarine. 
 And then a f ina l  point  about  knowledge and what we know and how 
we know i t .   A lot  o f  what  we know is f rom publ ic ly-art iculated pol ic ies,  study of  
doctr inal  mater ia ls,  and in the open source world,  declassi f ied intel l igence 
analys is and U.S. government open reports that  are informed by that  analys is . 
 But  there is one key th ing that  we don ' t  know a lot  about ,  which is 
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how do China's c iv i l ian leaders rea l ly th ink about  i t?  We can read the mi l i tary 
wr i t ings, and we do.  We can look at  the doctr ine, which is  approved, at  least  at  
some level ,  by civ i l ian leaders,  but  we don' t  rea l ly know how China 's c iv i l ian 
leaders who don' t  have a lot  of  mi l i tary exper ience, who aren' t  taught  about  
nuclear doctr ine in the Centra l  Party school,  we don ' t  know how they real ly th ink 
about  nuclear weapons today or whether the elaborate doctr ine and th inking 
about  i t ,  whether that  would rea l ly go over and be persuasive in the event  of  a  
cr is is. 
 Let  me stop there.  Thank you. 
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Chinese Nuclear Forces and Strategy 

Chinaôs initial quest for a nuclear weapons capability was motivated by recognition of the political value 

of nuclear weapons and by Mao Zedongôs determination to remove Chinaôs vulnerability to nuclear 

blackmail, which had been a factor in several crises involving the United States.
1
 Chinaôs senior political 

and military leaders have consistently emphasized that the principal utility of nuclear weapons lies in 

deterring a nuclear attack and countering nuclear coercion.
2
 Although Chinese leaders believe that 

possession of nuclear weapons bestows international status, they do not believe that more warheads 

increase a stateôs power or status. Unlike U.S. and Soviet strategists who focused heavily on the 

potential impact of relative capabilities in nuclear war-fighting scenarios, Chinese leaders appear to have 

concluded that one or a few nuclear weapons striking an adversaryôs homeland would constitute 

unacceptable damage, making a large arsenal unnecessary to achieve the desired strategic effects. 

Following its first nuclear test in 1964, Beijing announced that it would adhere to a policy of no-first-use 

(NFU) of nuclear weapons and called for worldwide nuclear disarmament.  It has maintained this 

official positions ever since. 

                     
1
 John Wilson Lewis and Xue Litai, China Builds the Bomb (Stanford: Stanford University Press, 1988); Zhang Shu Guang, 

Deterrence and Strategic Culture: Chinese-American Confrontation, 1949-1958 (Ithaca: Cornell University Press, 1992). On 

U.S. nuclear threats to China, see Gordon H. Chang, ñTo the Nuclear Brink: Eisenhower, Dulles, and the Quemoy-Matsu 

Crisis,ò in Sean M. Lynne-Jones, Steven E. Miller, and Stephen Van Evera, eds., Nuclear Diplomacy and Crisis Management 
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Western analysts have described Chinaôs nuclear strategy as a ñminimal deterrentò that relies on a small 

number of nuclear weapons to deliver punitive, counter-value responses to an adversaryôs first strike.
3
 

Minimum deterrence refers to ñthreatening the lowest level of damage necessary to prevent attack, with 

the fewest number of nuclear weapons possible.ò
4
 Chinaôs choice of minimal deterrence was influenced 

by technological constraints on its nuclear arsenal and delivery systems, but was also heavily shaped by 

the views of senior political leaders (especially Mao), which have had an enduring influence on PRC 

nuclear doctrine.  Chinese leaders did not dictate a specific number of nuclear weapons; Chinaôs nuclear 

forces appear to have been sized based on the need for a few weapons to survive a first strike and launch 

a retaliatory attack.   

Chinaôs 2006 Defense White Paper provides a concise overview of the key elements of Chinaôs ñself-

defensiveò nuclear strategy: 

Its fundamental goal is to deter other countries from using or threatening to use 

nuclear weapons against China. China remains firmly committed to the policy of no first 

use of nuclear weapons at any time and under any circumstances. It unconditionally 

undertakes not to use or threaten to use nuclear weapons against non-nuclear-weapon 

states or nuclear-weapon-free zones, and stands for the comprehensive prohibition and 

complete elimination of nuclear weapons. China upholds the principles of counterattack 

in self-defense and limited development of nuclear weapons, and aims at building a lean 

and effective nuclear force capable of meeting national security needs. It endeavors to 

ensure the security and reliability of its nuclear weapons and maintains a credible nuclear 

deterrent force. China's nuclear force is under the direct command of the Central Military 

Commission (CMC). China exercises great restraint in developing its nuclear force. It has 

never entered into and will never enter into a nuclear arms race with any other country.ò 

This description highlights a number of key elements of Chinaôs nuclear strategy and policy, including 

the goals of deterrence and preventing nuclear coercion; ñno-first useò policy; the goal of eventual 

elimination of nuclear weapons; and Chinaôs explicit determination (which dates from the beginning of 

its nuclear weapons program) not to engage in nuclear arms races. 

In terms of doctrine, a no-first use policy implies an operational focus on retaliatory counter-attack, or 

ñstriking after the enemy has struck.ò  In terms of force structure, ñlimited development of nuclear 

weaponsò and a ñlean and effective nuclear forceò do not translate directly into requirements for specific 

numbers of nuclear weapons and delivery systems.  Rather, they suggest that the quantitative 
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requirements for a ñlean and effectiveò nuclear force will depend on the ability of Chinese nuclear forces 

to survive a potential adversaryôs nuclear first strike via some combination of mobility, dispersal, 

camouflage, and operational resilience and then to launch a retaliatory strike that can penetrate an 

adversaryôs missile defenses and inflict unacceptable damage.  Chinese nuclear force requirements thus 

depend significantly on the intelligence, conventional precision-strike, nuclear strike, anti-submarine 

warfare, and missile defense capabilities of potential adversaries.  Chinaôs nuclear forces are not solely 

focused on the United States, but U.S. capabilities (and potential future advances) in these areas make it 

a key driver of Chinese force structure.  

The development of Chinaôs nuclear forces is broadly compatible with the thinking of Chinese top 

political leaders (especially Mao and Deng) described above. Technological limitations meant that the 

Chinese deterrent initially relied primarily on air-delivered weapons and then on vulnerable silo and 

cave-based missiles.  Chinese experts privately admitted that the credibility of Chinaôs deterrent rested 

on a potential adversaryôs uncertainty about whether a first strike could destroy all of Chinaôs long-range 

nuclear missiles.  Ambiguity about the total size of Chinaôs nuclear arsenal was therefore viewed as an 

important element of Chinaôs deterrent capability.  Rather than build large numbers of highly vulnerable 

first-generation missiles, China decided in the late 1970s and early 1980s to develop a second generation 

of mobile land and sea-based missiles that would be more survivable and better able to provide a 

credible second-strike capability.  As these new systems began nearing deployment in the late 2000s, 

U.S. withdrawal from the ABM treaty and deployment of ballistic missile defenses challenged the 

premises behind mutually assured destruction, prompting Chinese complaints that the United States 

sought ñabsolute securityò for itself while keeping others vulnerable. 

Chinaôs current nuclear forces consist of a mix of first and second generation nuclear missiles, with new 

DF-31 and DF-31A solid-fueled mobile Intercontinental Ballistic Missiles (ICBMs) gradually being 

deployed to augment existing DF-5A ICBMs.  China has also upgraded its regional nuclear deterrent 

with the deployment of the DF-21 Medium-Range Ballistic Missile (MRBM) to supplement first 

generation DF-3 and DF-4 Intermediate-Range Ballistic Missiles.  In terms of a sea-based deterrent, 

Chinaôs initial XIA class nuclear missile submarine (SSBN) suffered from a troubled development 

process and may never have constituted a truly operational system.
5
  China has already built two Type-

94 JIN class SSBNs and may ultimately deploy five of the submarines, which will be equipped with JL-

2 SLBM missiles.
6
   

The interaction between evolving U.S. military capabilities and Chinaôs nuclear modernization is likely 

to produce a significant expansion of the number of deployed warheads that can reach the United States.  

However, it is difficult to speak about the numbers with confidence because China provides no official 

data on the current or projected size of its nuclear force, the number and capabilities of its delivery 

systems, or its overall modernization plans.  A 2010 Pentagon report estimates that Chinaôs current 

ICBM arsenal consists of approximately 20 first-generation ICBMs and approximately 30 solid-fueled, 
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road-mobile second-generation ICBMs.  Chinaôs future nuclear forces are likely to include additional 

second-generation ICBMs and possibly upgrades to allow its first generation ICBMs to carry multiple 

warheads.
7
  The 2011 report gave an updated estimate of 55-65 ICBMs and also noted that ñChina may 

also be developing a new road-mobile ICBM, possibly capable of carrying a multiple independently 

targetable re-entry vehicle (MIRV).ò
8
 The Pentagon report also notes that ñthe first of the new JIN-class 

(Type 094) SSBN appears ready, but the associated JL-2 SLBM appears to have encountered difficulty, 

failing several of what should have been the final round of flight tests. The date when the JIN-class 

SSBN/JL-2 SLBM combination will be operational is uncertain.ò
9
   

Most observers expect these modernization efforts to produce both a quantitative expansion in the 

number of Chinese ICBMs and SLBMs that can reach the United States and qualitative improvements in 

the capabilities of Chinese missiles.  The Pentagon report also notes that China is developing ña range of 

technologies to attempt to counter U.S. and other militariesô ballistic missile defense systems, including 

maneuvering re-entry vehicles, MIRVs, decoys, chaff, jamming, thermal shielding, and anti-satellite 

(ASAT) weapons. PRC official media also cites numerous Second Artillery Corps training exercises 

featuring maneuver, camouflage, and launch operations under simulated combat conditions, which are 

intended to increase survivability. Together with the increased mobility and survivability of the new 

generation of missiles, these technologies and training enhancements strengthen Chinaôs nuclear 

deterrent and enhance its strategic strike capabilities.ò
10

 

Chinaôs nuclear arsenal has remained relatively small, consistent with Chinaôs nuclear strategy, even as 

some of the technical constraints on building a larger, more sophisticated nuclear arsenal have eased.  

But are Chinaôs nuclear doctrine and the Second Artillery (the branch of the PLA that controls Chinaôs 

ground-based nuclear forces) training consistent with the publicly articulated strategy?  Although the 

official campaign outlines and combat regulations for Chinaôs nuclear forces are classified documents 

inaccessible to Western scholars, enough internal doctrinal materials have become available to permit an 

assessment.  Broadly speaking, these doctrinal materials and published reports about Second Artillery 

Corps training are consistent with Chinese public statements about nuclear strategy such as the white 

paper quoted above.   

The 1987 volume The Science of Military Strategy identifies key doctrinal principles addressing the 

deterrent and retaliatory uses of nuclear weapons.
11

  The book also emphasizes the concept of 

ñeffectivenessò and highlights survivability as a key component of an effective nuclear deterrent.  

Subsequent editions and other doctrinal materials retain this emphasis, demonstrating that the principles 
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originally articulated by Mao and Deng have continued to guide initial Chinese nuclear strategy and 

campaign planning even as technical and resource constraints on development of advanced nuclear 

forces have eased.  For example, doctrinal materials published in the early 2000s describe the Second 

Artilleryôs ñnuclear counterstrike campaignò and refer to ñstriking after the enemy has struckò as a basic 

guiding principle.
12

  This is consistent with Chinaôs ñno first useò policy as well as with open source 

materials on Second Artillery training, which stress the need to be prepared to operate in an environment 

where nuclear strikes have occurred. 

Another distinctive aspect of Chinese nuclear thinking worth highlighting is the concept of counter 

nuclear deterrence.  This is described as ñan operation used to demonstrate Chinaôs resolve and will to 

use nuclear weapons in response to efforts by adversaries to coerce China with nuclear threats.ò
13

 

Counter-deterrence operations involve efforts to communicate Chinaôs will and resolve to respond to a 

nuclear attack in order to signal that China cannot be coerced by nuclear threats and to reinforce 

deterrence.  They can be considered a form of nuclear signaling. 

Internal debates within the Chinese nuclear community have periodically challenged these principles. 

One debate in the early 1990s concerned the possibility of a shift to a limited nuclear deterrent that 

envisioned a broader mix of nuclear capabilities that would support nuclear war-fighting.  However this 

debate concluded by reaffirming the deterrence and counter-coercion principles that had historically 

guided Chinese nuclear strategy.
14

  A later debate in 2005-2006 questioned whether a no-first-use policy 

was viable given U.S. advances in conventional precision-strike capabilities (which might threaten 

Chinese nuclear missiles with conventional strikes) and missile defenses (which might be capable of 

intercepting retaliatory strikes by a limited number of Chinese ICBMs that survived a conventional first 

strike).  Although China did not modify its official description of its ñno first useò policy, subsequent 

statements by officials and military officers created a degree of ambiguity about whether a conventional 

strike against Chinese nuclear assets or command and control systems constituted a ñfirst useò that 

justified nuclear retaliation.
15

 

Chinese debates about no-first-use highlight Beijingôs pursuit of a no-first-use pledge from the United 

States, a consistent theme in its diplomacy.  Chinese officials argue that a no-first-use commitment 

would help prevent nuclear war, strengthen the non-proliferation regime, and promote nuclear 

disarmament.  They also argue that U.S. conventional superiority means that the United States does not 

need a first-use option.  A U.S. bilateral no-first-use pledge would imply acceptance of Chinese 

principles about the limited role of nuclear weapons and symbolize an equal, non-hostile political 

relationship between the two sides.  China might hope that a U.S. no-first-use pledge would call U.S. 

security commitments to its regional allies (the nuclear umbrella) into question, thus potentially 
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weakening U.S. alliances.  The value of such a U.S. pledge would increase significantly if the 

conventional military balance in the Western Pacific tipped in Chinaôs favor.  Finally, given that the 

Chinese conception of deterrence implies coercion as well as restraint, a no-first-use pledge would make 

it harder for U.S. policymakers to threaten nuclear escalation in a crisis and provide China with the 

moral and political high ground to resist any such threats. 

Although Chinese nuclear doctrine, force structure, and training appear broadly consistent with publicly 

articulated Chinese nuclear policy, some aspects have raised concerns for Western analysts.  One is the 

emphasis in Chinese military doctrine of the importance of maintaining the initiative, a concept in 

tension with the retaliatory principle of ñstrike only after the enemy has struck.ò  Some Chinese military 

writers argue that this can justify pre-emptive attacks under some circumstances, such as in cases where 

China has credible early warning of a pending nuclear attack.  Chinese doctrinal materials emphasize the 

potential for nuclear counterstrikes to shock an adversary into submission in the hopes of de-escalating a 

conflict, and discuss retaliatory attacks against a range of counterforce, countermilitary, and 

countervalue targets.
16

 Another issue involves the challenges that mobile ICBMs and especially SLBMs 

may pose for command and control of Chinaôs nuclear arsenal, especially since their technical 

advantages may erode traditional controls against unauthorized launches (such as the separation of 

missiles and warheads in Chinaôs older ICBMs).  Some analysts worry that Chinaôs potential 

deployment of missiles with multiple warheads may create incentives for first strikes that could be 

destabilizing in a crisis.
17

 Finally, some see the potential for greater PLA influence over nuclear doctrine 

to move China in the direction of nuclear war-fighting strategies and a larger nuclear arsenal.
18

 

A final consideration is that much of what we know about Chinese nuclear policy and strategy comes 

from publicly articulated policies (such as the section of the 2006 white paper quoted above) or study of 

doctrinal materials (which reflect PLA writings).  We know little about what Chinaôs top civilian leaders 

in the Politburo Standing Committeeðthe actors who would decide whether China should employ 

nuclear weaponsðthink about the employment of nuclear weapons or the role of nuclear weapons in 

crisis situations.  The fact that these leaders have little military experience and have likely not been 

exposed to academic thinking about nuclear weapons (and nuclear dangers) may be grounds for 

additional concern.
19

  At the end of the day Chinese leaders, like other leaders in other countries, are 

acutely aware of Chinaôs vulnerability to nuclear attack and are likely to be cautious in situations with 

the potential to escalate to an exchange of nuclear weapons. 
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PANEL I I I :  QUESTIONS AND ANSWERS 

 
HEARING CO-CHAIR WORTZEL:  Commiss ioner F iedler. 

 HEARING CO-CHAIR FIEDLER:  This morn ing Genera l  Cartwr ight  sort  of  
quiet ly raised the quest ion again of  who was in control  of  the mi l i tary,  there 
having been some quest ion in the ASAT test  and in a couple of  other incidents,  
steal th ,  the revelat ion of  their  steal th a irp lane. 
 I t  seems to me that  i t 's  a greater concern in terms of  control  of  
nuclear weapons.   What do we know about  the contro l  of  their  nuclear weapons?  
What do we know about  the Central  Mi l i tary Commission 's ro le and the civ i l ian  
ro le,  party ro le,  in  that? 
 DR. SCHNEIDER:  Wel l ,  the-- 
 HEARING CO-CHAIR FIEDLER:  Let  me just  add, i t  seems to me that  the 
pol i t ica l  commissar in their  st ructure in  the Second Art i l le ry and other  nuclear 
armed forces becomes more cr i t ical  in  that  d iscussion. 
 DR. SCHNEIDER:  Yes, I  mean the organizat ion chart  is the Central  
Mi l i tary Commission, and they 're more into co l lect ive decision-making at  that  
leve l  than we are,  and I  bel ieve the mi l i tary is more powerfu l  and more 
autonomous than they would be in the United States for  the simple reason that  
they keep the regime in power. 
 Absent  the mi l i tary,  they have no legi t imacy.  In China, that 's one of  
the reasons they' re pushing nat ional ism rather than communism in China today.  
In terms of  the actual  control  of  nuclear weapons, certain ly the uni t  commander 
and the pol i t ical  commissar,  who is ext remely powerfu l  in  the Chinese mi l i tary,  
p lay the key role . 
 They don ' t  have, because of  the nature of  their  nuclear weapons, as 
Danny St i l lman, former Chief  of  Intel l igence at  Los Alamos,  put  i t ,  he said thei r  
weapons are not  1 .  safe,  and that 's probably the reason that  they don ' t  mate 
them to miss i les constant ly because that  means i f  something goes wrong, and you 
drop the weapon or  a bul let  h i ts i t  or  there's a f i re,  you could get  a low order 
accidenta l  nuclear detonat ion. 
 So there is no, very l i t t le r isk of ,  you know, somebody just  turn ing 
some keys and doing an unauthor ized launch there for  a lo t  of  reasons.   
 I  wish we knew more about  the high level  Chinese decis ion-making, 
but ,  you know, there are l imits to our understanding of  v i r tual ly everyth ing 
associated with the i r  mi l i tary.    
 The Science of  the Second Art i l lery Campaign,  and I 'm sorry to say i t 's  
not  a top secret  Chinese document;  i t 's  an of f icer t ra in ing manual . 
 DR. SAUNDERS:  I t 's  not  the internal,  fu l l  in ternal  guidance,  but  i t  is  
marked "top secret . " 
 DR. SCHNEIDER:  No.  That 's not  what  that  is .   I  mean i t 's  an of f icer 
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t ra in ing manual .   I t  has conf ident ia l  in  i t .   There are unclassi f ied Western 
t ranslat ions of  i t  because basical ly they 're easy to get  because there are so many 
of  them pr inted.  And they, I  mean they indoctr inate thei r  of f icers.   I  mean you do 
not  take the in i t iat ive.  You only operate on the author i ty o f  the Centra l  Mi l i tary 
Commission for a launch order ,  and I  th ink that 's central  to  the way they control  
nuclear weapons.   So i t 's  a combinat ion of  the severa l  factors that  have that  
ef fect . 
 HEARING CO-CHAIR FIEDLER:  Dr .  Saunders. 
 DR. SAUNDERS:  I  mean I  th ink i t 's  broadly correct  that  i t 's  the uni t  
commander and the pol i t ica l  commissar .   There 's  a lot  of  emphasis on po l i t ica l- - 
 HEARING CO-CHAIR FIEDLER:  That 's af ter  they receive orders. 
 DR. SAUNDERS:  That 's af ter  they receive orders,  but ,  or  i t 's  a lso to 
make sure they don ' t  do anything without  orders.  At  the top leve l ,  we think i t  
would be, have to be a decis ion by,  not  by the Centra l  Mi l i tary Commission but  
by-- 
 HEARING CO-CHAIR FIEDLER:  Pol i tburo. 
 DR. SAUNDERS:  - -Pol i tburo Standing Commit tee, the top n ine sen ior 
civ i l ian leaders of  the Party .   That  would be regarded as a very,  very ser ious th ing, 
and i t  wouldn' t  be a mi l i tary decis ion.  Indeed, there are no mi l i tary of f icers on 
the Pol i tburo Standing Commit tee.  Certain ly,  they would get  mi l i tary inputs and 
they would get  a mi l i tary perspect ive on that  decis ion, but  at  the end of  the day, 
i t  would be the civ i l ians at  the top of  that  st ructure who would make a decision 
whether or not  to use nuclear force. 
 And I  touched on the issue of- -the de-mat ing is certa in ly something, 
but  you can' t  real ly do that  on a sea-launch bal list ic miss i le .   And I  th ink one of  
the quest ions there that  we just  don ' t  know about  is what  other,  do they have 
technical  prov is ions to make those miss i les safe to have a two-man ru le or other 
provis ions?  They've been exposed to some of  that  technology, but  I  don ' t  th ink 
we know for sure the extent  to which they may have adopted i t . 
 HEARING CO-CHAIR WORTZEL:  Just  to end the discussion that  looks 
l ike i t  was brewing between you guys, I 've seen the inventory of  the Science of  
Second Art i l lery Campaigns at a couple of  PLA bookstores.  I t 's  publ ished in 
several  versions.  In ternal  d ist r ibut ion only,  secret  and top secret ,  so you could 
have any one of  those vers ions ci rcu lated. 
 Commissioner Wessel . 
 COMMISSIONER WESSEL:  Thank you, gent lemen. 
 Help me i f  you can.  I  want  to t ry and connect  in some ways what we 
heard th is morn ing.   We've been increasingly d iscussing over past  years 
asymmetr ic warfare and the increasing ut i l izat ion of  cyber act iv i t ies by the 
Chinese to enhance their  capabi l i t ies. 
 The f l ip  s ide of  that  is certa in ly the U.S. is looking at  how i t  may 
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ut i l ize cyber act iv i t ies where there is a potent ia l  conf l ict .   With the no-f i rst  use 
doctr ine not  necessar i ly be ing def ined as we would always def ine i t  here,  do you 
th ink there is a t ipp ing point  for the potent ia l  use of  cyber act iv i t ies by the U.S. 
or some other nat ion to resul t  in  a dramat ic engagement by the Chinese? 
 DR. SCHNEIDER:  You mean a t ipp ing po int  in  terms of  nuclear 
escalat ion? 
 COMMISSIONER WESSEL:  Correct . 
 DR. SCHNEIDER:  I  don' t  rea l ly th ink so.   The mater ia l  I 've seen in the 
doctr inal  wr i t ings where they talk about  adjust ing the threshold and going f i rs t  
re late to convent ional  at tacks on China, devastat ing, very destruct ive or very 
ef fect ive convent ional  at tacks. 
 They have, I  mean I 'm no expert  on thei r  cyber capabi l i ty,  but  I  
bel ieve i t 's  absolutely clear they've got  extremely sophist icated cyber 
capabi l i t ies,  and they would probably use them very extensively in any war 
against  the United States. 
 I  don' t  be l ieve that  they' re--I can ' t  say for  sure,  but  I  don ' t  bel ieve 
that  there's a b ig nuclear l inkage to cyber warfare,  but  they would probably win 
that  conf l ict  the way they 're developing their  capabi l i ty . 
 COMMISSIONER WESSEL:  No, but  do you bel ieve that  i f  we were to 
engage in dramat ic ut i l izat ion of  cyber act iv i t ies against  them that  they would 
escalate?  I  thought  I  heard ear l ier  was,  no, you don ' t  see i t  get t ing to that  point . 
 DR. SCHNEIDER:  You mean with the po l i t ical  context  there 's a war 
going on? 
 COMMISSIONER WESSEL:  I 'm sorry? 
 DR. SCHNEIDER:  Is a war going on? 
 COMMISSIONER WESSEL:  Wel l ,  def in i t ion of  what  is a war going on at  
that  point ,  a conf l ic t ,  f i rst  start ing with  cyber . 
 HEARING CO-CHAIR FIEDLER:  In other words, i f  we shut  down thei r  
e lect r ic gr id. 
 COMMISSIONER WESSEL:  Correct ,  correct . 
 HEARING CO-CHAIR FIEDLER:  How would they react? 
 DR. SCHNEIDER:  They engage and, you know, there's a d ispute on or 
uncerta inty on who author izes, but  they engage in cyber ef for ts against ,  you 
know, us very f requent ly .   And they've had some great  leve ls of  success.  I  don' t  
see, I  see a fundamental  break here between the use of  cyber operat ions in peace 
t ime and cyber operat ions in war t ime. 
 In war t ime, i t  would be a cent ral  part  of  their  overa l l  mi l i tary 
st rategy, and, you know, the outcome of  the cyber bat t le could,  I  guess, impact  
s ign i f icant ly the outcome of  the war i tsel f .    
 They are probably most  l ikely to use nuclear weapons i f  they' re losing, 
i f  they suf fer very damaging at tacks, and i f  the issue is something absolute ly 
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centra l  to them l ike Taiwan. 
 DR. SAUNDERS:  I  just ,  I  would add that ,  I  mean, I  th ink the doctr ine 
that  they have on cyber operat ions or integrated networked elect ronic warfare 
does see th is as a crucial  mi l i tary capabi l i ty.   I t 's  one that  leverages U.S. 
dependence on computer networks and communicat ions. 
 Of  course, that 's a lso the direct ion the PLA is go ing.  They' re 
informat ioniz ing, they' re us ing computer networks,  and systems of  systems.  So 
r ight  now we are more dependent and vulnerable. That's going to change over  
t ime.  But  I  th ink they do see th is as a warf ight ing capabi l i ty and indeed to use 
one ear ly . 
 I  th ink the quest ion is what  happens i f  you start  doing larger at tacks 
against  inf rast ructure?  Both our count r ies are dependent on cyber to run var ious 
parts of  our inf rastructure and economy.  How do you cont rol  escalat ion in that  
context?   
 I  th ink one area where there may be l inkages with the nuclear s ide is 
i f  you 're using cyber at tacks against  st rategic command and contro l ,  includ ing 
nuclear command and control .   That  starts to get  into a very i f fy business.  Is that  
a cyber at tempt to remove China's nuclear deterrent  capabi l i ty. 
 COMMISSIONER WESSEL:  Neutra l ize-- 
 DR. SAUNDERS:  Is that  a f i rst  use?  I  wouldn' t  say that  i t  is ,  but  i t 
could be seen as an at tack on the nuclear capabi l i ty and that ,  in  my mind, would 
be extremely dangerous i f  they t r ied to  do i t  to us or i f  we t r ied to do i t  to them.  
So that 's a real  area to be caut ious about . 
 COMMISSIONER WESSEL:  Thank you. 
 HEARING CO-CHAIR WORTZEL:  Dr .  Saunders,  on page f ive o f  your 
test imony, you have a d iscussion in the middle paragraph about  Chinese doctr ine 
looking at  at tempts essent ia l ly to escalate in order to de-escalate.  Nuclear 
counter st r ikes to force an opponent to de-escalate. 
 Now nobody has fought  a nuclear  war yet ,  but  in nuclear war gaming, 
when part ies escalate to de-escalate,  i t  rarely leads to de-escalat ion and 
invar iab ly resu l ts in  a larger exchange.  So I  guess the quest ion is how, (a) how 
real ist ic do you th ink that  is;  and is escalat ing to de-escalate volat i le?  And I 'd  ask 
both of  you that . 
 DR. SAUNDERS:  What the wr i t ings ta lk about  is de l iver ing a severe 
psychologica l  b low, a fundamenta l  shock that  causes the adversary to reassess 
what kind of  war they' re fight ing and, hopeful ly,  f rom the Chinese point  of  v iew, 
shock them into rea l iz ing th is has got ten out  of  hand. 
 I t 's  one th ing to wr i te that  in a doctr ina l  manual.   I t 's  another for  i t  to 
have that  ef fect  in  real  l i fe.   I  mean I  personal ly th ink the Chinese leadership has 
shown i t  to be very caut ious and r isk averse across a range of  th ings, and 
certa in ly wouldn ' t  l ight ly undertake a nuclear st r ike in the f i rst  p lace. 
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 And then i f  a n ice, you know, a PLA of f icer ,  whether they're n ice or 
not ,  comes in and says, wel l ,  now we need to do th is much bigger st r ike,  and that  
wi l l  br ing the war to the end, I  would th ink at  that  point ,  hopeful ly,  before that  
point ,  they would get  some sharp quest ions f rom their  c iv i l ian leadership ,  and 
that 's why I  h igh l ighted th is point ,  that  we don ' t  know a lot  about  what  their  
c iv i l ians th ink. 
 We know a fai r  amount about  what  the i r  mi l i tary wr i tes,  but  i f  the 
mi l i tary presents these opt ions in the middle of  a cr is is ,  are the c iv i l ians going to 
say that 's al l  we can do?  Are they going to say,  what ,  are you crazy? 
 That 's just  an area where we don' t  have a lot  of  insight .   I  mean I  
would hope, to be honest ,  that  the Chinese are doing their  own nuclear war 
gaming and get t ing civ i l ians to p lay in some of  that  because I  th ink i f  you 
part ic ipate in some of  those games, as I  know you have, you f ind them very 
sober ing, and some of  the th ings that  seem very c lever when you wrote them 
theoret ical ly have a very d i f ferent  complexion when you see what happens i f  you 
t ry to put  i t  in to pract ice. 
 DR. SCHNEIDER:  A war,  any type of  war between two nuclear,  major 
nuclear powers,  is a  very bad idea, and about  30 something years ago, I  was asked 
to wr i te a paper on nuclear war terminat ion, and I  reviewed the ent i re l i terature 
on i t ,  and nobody real ly had a c lue how you would do th is .  
 Now, basical ly,  what  concerns me most  r ight  now, th is invo lves both 
Russia and China, is  the ta lk in Russia,  both mi l i tary and civ i l ian leadership,  about  
using nuclear weapons, and China, i t 's mainly the--wel l ,  i t 's  ent i re ly ,  I  would 
guess, the mi l i tary leadersh ip al though th is morning by some strange coincidence 
I  found the art ic le which quoted the Deputy Chairman of  the Central  Mi l i tary 
Commission concerning about  using nuclear weapons in response to convent ional  
at tacks. 
 Now, but  having said that ,  I  fu l ly agree that  they' re going to be very 
caut ious about  using nuclear weapons.  What scares me more than anything else 
is the Taiwan issue because there 's nothing l ike i t  anywhere in the wor ld .   I  mean 
when you combine that  wi th the ta lk about  paying any pr ice,  that 's kind of  scary,  
and that  issue could  get  out  of  control .   I f  one elect ion in Taiwan goes the wrong 
way, you could be back in a cr is is s i tuat ion. 
 So I  mean, and that 's one of  the reasons I 'm a lso concerned about  
whether or not  i f  they have tact ica l  nuclear weapons, for  example, ant i-sh ip 
nuclear weapons, which is ment ioned in some of  the ir  l i terature,  we know they 
have the DF-21D, which the Pentagon report  says i t 's  nuclear armed, and Chinese 
sources say the same th ing, but  I 'm talk ing about  th ings l ike ant i-sh ip cru ise 
missi les,  you know, nuclear art i l lery,  potent ia l ly other types, nuclear land mines, 
potent ia l ly other types of  tact ical  nuclear weapons, i f  they use something l ike 
that ,  we have no comparab le response. 
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 I  mean our forces are not  exact ly wel l-designed to deal  wi th l imited 
nuclear st r ikes or chemical  or  b io logical  st r ikes because we've basical ly reduced i t  
to st rategic p lanned at tack systems, and that 's not  the way--I  mean I 'm not  sure 
you can control  a nuclear war ,  but  I  certain ly don' t  th ink you ought  to go about  i t  
that  way. 
 HEARING CO-CHAIR WORTZEL:  Thank you. 
 Commissioner Blumenthal . 
 COMMISSIONER BLUMENTHAL:  Thank you.  Thank you, both,  for  your 
test imony. 
 I  want to turn--somebody quoted Stal in  before,  and I  want  to quote 
Lenin in terms of  what  is to be done.  There's obviously an abstract  qual i ty to al l  
of  th is,  wh ich is good.  We haven ' t  actual ly been toe to toe with the Chinese. 
 With the Soviets,  the thresholds and modicums of  st rategic stabi l i ty 
were always--there 's a lot  of  revis ionism now, but  they 're always very near-run 
th ings, you know, and strategic stab i l i ty came af ter possib le nuclear cr ises and 
even ta lk of  preempt ion by the United States,  people don 't  care to remember,  and 
nuclear threats,  and so on and so forth ,  and stab i l i ty,  in  the end, what  people cal l  
stabi l i ty came with the fact  that  ne i ther of  us had a f i rst-st r ike opt ion. So people 
cal led i t  st rategic stabi l i ty in that  set t ing,  but  again that  was af ter  years of  
test ing, and very near-run th ings, and the Cuban missi le cr is is and elsewhere. 
 Wel l ,  what  is deterrence here in terms of  our posture and what is 
st rategic stabi l i ty?  I  mean so for the Chinese I  can understand why they're do ing 
what they' re doing.  I  mean we're  ta lking about  th ings l ike prompt global  st r ike 
for  which I  th ink we're out f i t t ing a l l  of  two missi les,  but  st i l l ,  you know, we're 
ta lk ing about  prompt global  st r ike. 
 We're openly ta lk ing about  at tacking in-depth now, not  that  we have 
the forces to do i t ,  but  we' re openly saying that  that 's part  of  our ai r-sea bat t le 
concept .   We're go ing to take i t  to the mainland convent ional ly.   I f  I  was Chinese, 
I  would certa in ly be interested in nuclear weapons. 
 So we're so far  f rom stabi l i ty,  I  th ink,  so I 'd  f i rst  l ike to ask the 
quest ion about  deterrence, and, second, in terms of  what  we should be do ing,  and 
second, how do you get  to stabi l i ty? 
 Si lence. 
 HEARING CO-CHAIR FIEDLER:  Don' t  a l l  jump. 
 [Laughter. ] 
 DR. SCHNEIDER:  My view of  the si tuat ion in regard to China is 
essent ia l ly th is .   Wi th the demise of  the Soviet  Union, China was in a very 
desirable posi t ion.  I  mean i t  real ly faced no, no threats of  at tacks, yet ,  in  
response to that ,  i t  began a large expansion of  i ts mi l i tary capabi li ty .  I  th ink i f ,  as 
i ts power grows re lat ive to ours,  and I  th ink that 's what  the si tuat ion is go ing to 
be, we' l l  be in an increasingly dangerous si tuat ion that  they may t ry to throw 
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their  weight  around in some way.  And i f  they do that ,  th ings could get  out  of  
hand.  You know, the near-term f lashpoint  is Taiwan. 
 COMMISSIONER BLUMENTHAL:  Yeah.  So what do we do?  I  mean I  
know a l l  that  a lready.  I  mean-- 
 DR. SCHNEIDER:  Wel l ,  I  th ink we need to be spending more money on 
some e lements of  our defense posture than we are now.  We've got  to,  wel l ,  i f  
you take a look at  what  was planned in the Cl inton adminis t rat ion for  today and 
what we actual ly have, there is almost  no correlat ion. 
 COMMISSIONER BLUMENTHAL:  Wel l ,  how would you do nuclear 
deterrence? 
 DR. SCHNEIDER:  Oh, nuclear deterrence.  I  don' t  th ink i t 's  wise to do 
uni lateral  cuts .   I  th ink you want to maintain as much as a margin of  super ior i ty 
over China as is possib le for  the s imple reason that  no American president  is 
going to in i t iate the use of  nuclear weapons under any circumstances other than a 
WMD at tack of  substant ia l  proport ions,  whether i t 's  nuclear or whether i t 's  
chemical  or  b io logical .   I 'm talk ing about  something that 's going to ki l l  hundreds 
of  thousands or mi l l ions of  people. 
 I 'm less certa in about  what  the Chinese would do in a Taiwan scenar io 
i f  they actual ly lost ,  and keep in mind, invading Taiwan is something l ike the 
invasion of  Normandy, and i t  cou ld fa i l .   I  mean even with al l  the money they ' re 
put t ing into thei r  mi l i tary bu i ld-up, i t 's  a very,  very d i f f icu l t  s i tuat ion, and under 
those c ircumstances, they just  might  do i t  because I  th ink they see regime survival  
over that  issue. 
 COMMISSIONER BLUMENTHAL:  So i t 's  nuclear supremacy for the 
United States. 
 What about  you, Ph i l? 
 DR. SAUNDERS:  Wel l ,  I  th ink they've commit ted to having a surv ivable 
second-str ike capabi l i ty,  and I  don ' t  th ink we can stop them from doing that .   So 
that 's a  start ing po int ,  but  they have money, they have the technology, they have 
enough f issi le mater ia l .   I t  is  rocket  science, but  i t 's  rocket  sc ience where to do i t  
to a certain degree is good enough to produce deterrence.  
 So I  th ink on the nuclear s ide, we certa in ly have a lot  more warheads 
and del ivery systems than they do, but  i t  doesn ' t  matter .   I t  takes, a l l  i t  takes is 
one nuclear bomb to ru in your day. 
 COMMISSIONER BLUMENTHAL:  Yeah. 
 DR. SAUNDERS:  So I  th ink that 's sort  of  the si tuat ion we're in.   I  don' t  
see how we get  out  of  that .   So at  that  level ,  sort  of  a formal level ,  there is a 
certa in stabi l i ty .   There is a certa in degree of  mutual  deterrence.  The quest ion is,  
is that  good enough?  We have pol i t ical  problems in the relat ionsh ip.  We have 
secur i ty d isputes wi th in Asia.  We have the issue of  Taiwan.   We have concerns 
about  cyber and counterspace capabi l i t ies.  So there's a lo t  more going on in the 
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re lat ionship there that  sort  of  colors i t .   But  at  the fundamental  level  of  the 
nuclear capabi l i ty,  I  th ink that  is a pret ty stab le deterrent  re lat ionship . 
 I f  we come down in the context  of  negot iat ions with the Russians, at  
some point  there has to be an ef for t  to get  China and other  nuclear- armed states 
involved, and part  o f  that  is they have to be more t ransparent  about  capabi l i t ies 
so we know-- 
 COMMISSIONER BLUMENTHAL:  Do you th ink i t 's  stab le in the scenar io 
where, you know--which is canonica l  now a lmost ,  they at tack Taiwan, we now 
at tack in-depth,  and we're stable in terms of  who uses nuclear weapons? 
 DR. SAUNDERS:  Two points on that .   F i rst ,  i t 's  not  just  the mi l i tary 
balance or the nuclear balance or the convent ional  ba lance.  There are very h igh 
economic costs for  China i f  they choose to t ry to reso lve th is s i tuat ion via force, 
and that  is a deterrent  on them.  I t 's  part  of  a deterrent ,  and that 's part ly why 
they sh i f ted their  pol icy in favor of  deterr ing independence and working 
pol i t ica l ly for  peaceful  in tegrat ion. 
 So that 's just  a broader point .   I f  they do launch a convent ional  at tack 
on Taiwan, I  th ink the ways in which we would have to respond to that  are going 
to be very escalatory.   They 're bu i ld ing a range of  convent ional  capabi l i t ies,  which 
we ca l l  ant i-access area den ial ,  they ca l l  counter-intervent ion, which ra ises the 
costs and r isks of  us operat ing close to  the Chinese coast .   There's a var iety of  
ways we can counter that,  but  one of  the ways is go ing af ter  sensors.  That  means 
str ikes on the mainland, and that  means ear ly on in a conf l ict . 
 So that 's I  th ink a concern for  both s ides, is you go f rom zero to 60 
very,  very quickly in  a convent ional  conf l ict  that  involves the U.S. and China over 
Taiwan, and I  th ink there are rea l  concerns about  escalat ion there.  I t 's  a good 
reason for them never to choose to ro l l  the d ice. 
 COMMISSIONER BLUMENTHAL:  Thanks. 
 HEARING CO-CHAIR WORTZEL:  Commiss ioner Cleveland. 
 COMMISSIONER CLEVELAND:  Dr.  Schneider,  I  heard you say that  we 
shouldn' t  reduce un i lateral ly ,  but  I 'm wondering do you th ink the discussions we 
had with the Russians over our nuclear inventory should be seen through the lens 
of  the Chinese bui ld-up? 
 DR. SCHNEIDER:  Wel l,  yes and no.  The yes part  is certa in ly 
conceptual ly that  makes enormous amount of  sense.  No quest ion about  i t .   But  
the no part  of  i t  is  I  don' t  see any rea l  prospect  for  arms control  solut ion with 
China for a very s imple reason: you have only two rea l  a l ternat ives in terms of  
numbers.  
 You ei ther grant  them equal i ty wi th the United States and Russia,  in  
which case they get  to bui ld up for a long per iod of  t ime, and I  th ink you have 
zero chance of  get t ing a t reaty l ike that  rat i f ied because there is no nat ional  
secur i ty benef i t  out  of  i t . 
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 Or you get  the Chinese to accept  sort  o f  something l ike the 
Washington-London agreement where you had a rat io of  5:5:3:1.67, something 
l ike that .   I  cannot  see the Chinese under any c ircumstances agreeing to that .   
They have sought  to  genera l ly avoid arms control  negot iat ions.  I  mean they've 
made any number o f  statements over the years about  what  ci rcumstances they 
would enter arms control . 
 The ci rcumstances actual ly happened, and they didn' t .   I  don' t  see any 
burning Chinese desire to enter any type of  agreement l ike a new START or the 
INF Treaty,  and I  mean the INF Treaty i tsel f  is God's gi f t  to  China.  I  mean since 
we've el iminated al l  our miss i les,  you know, they 've added 1,500 or whatever the 
of f ic ia l  number is r ight  now.  I  mean that 's a pret ty b ig advantage.  I  mean i t 's  
l i tera l ly the core of  their  current  approach to warf ight ing against  the United 
States,  and I  don' t  see them giv ing that  up. 
 COMMISSIONER CLEVELAND:  What about  Dr.  Karber 's comment ear l ier  
that  the United States and Russia reach a point  where they argue, and i t  is some 
distance away, needless to say, but  that  they argue that  we may have to give up 
the INF Treaty i f  we don' t  see progress on the Chinese f ront? 
 DR. SCHNEIDER:  The Russians have said that  qui te f requent ly .   They 
have made numerous high-level  statements start ing in the middle of  the last  
decade about  how the INF Treaty was a Cold War anachron ism, and they wanted 
to get  out  of  i t .   What I  th ink they've done, and I  have about  ten Russian sources, 
includ ing four repor ts in one of  the ir  of f ic ia l  news agencies,  that  they 're 
develop ing an intermediate-range ground-launch cru ise missi le,  the R-500. 
 And i f  those reports  are t rue, that 's a b latant  v io lat ion of  the INF 
Treaty.   And I 've seen statements in the Russian press about  we've got  to 
pragmat ical ly interpret  the, you know, there's generals saying we've got  to 
pragmat ical ly interpret  the INF Treaty.   You know, I 'm a country lawyer,  and I  
don' t  see pragmat ism having much to do with t reaty interpretat ions. 
 I  mean what i t  means is the pla in meaning of  the t reaty,  how i t  
appl ies in a fact  s i tuat ion. I  mean to me that 's in the context  of  those reports ,  
and there are a lot  of  them, includ ing, as a matter of  fact ,  when St rat for  was 
hacked, i t  turns out  that  they picked up the same reports. 
 I  would l ike the U.S. government to take a ser ious look at  what 's 
happening there before we do anything else on arms control  because that 's a 
real ly b ig issue i f  those reports are t rue. 
 COMMISSIONER CLEVELAND:  Thank you. 
 HEARING CO-CHAIR WORTZEL:  Commiss ioner S lane. 
 COMMISSIONER SLANE:  What concerns me is that  as the Chinese bu i ld 
up their  nuclear forces, we' re forced to  cut  our defense budget  because of  our  
decl in ing economy, and I 'm wonder ing your react ion to whether we wi l l  have the 
resources to counter th is bui ld-up, and how you th ink th is wi l l  p lay out? 
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 DR. SCHNEIDER:  Wel l ,  as I  said ear l ier ,  I  th ink the mi l i tary balance is 
going to shi f t  in  the ir  favor over the next  decade. 
 COMMISSIONER SLANE:  I 'm sorry.   Shi f ted-- 
 DR. SCHNEIDER:  Shi f ted in the Chinese favor . 
 COMMISSIONER SLANE:  Favor . 
 DR. SCHNEIDER:  I  mean the cuts of- -I  mean i t 's  not  one--i t 's  not  th is 
year 's  cuts.   I t 's  rea l ly 20 years of  mi l i tary cuts.   You take a look at  the b ig p ic ture 
and how many advanced U.S. weapon systems of  a l l  types have been terminated 
or delayed or replaced by some infer ior ,  you know, subst i tute,  i t  real ly is I  th ink a 
dangerous s i tuat ion, and one of  the more disturbing th ings in the--I  mean there 
was very l i t t le issue in terms of  dol lar-wise, but  in the current  budget  that  was 
submit ted, the advanced a ir-to -a ir  miss i le was zero, and that  I  th ink has more 
impact  than a lot  of  other th ings with much bigger pr ice tags on i t  in  terms of  how 
the air-to -air  ba lance is go ing to be shi f t ing. 
 I  mean when the F-22 product ion was terminated at  187 a i rp lanes, 
Secretary of  Defense said by the t ime China gets i ts f i rst- -he didn' t  say J-20, but  
that 's what  he 's ta lking about ,  we' l l  have 1,700 f ighters.   Wel l ,  we' re not  go ing to 
have 1,700 f ighters,  steal th f ighters,  f i f th  generat ion f ighters.   We may have 400 
or 450 or maybe even less than 400, and a couple hundred of  them are going to be 
operat ional . 
 So when you put  al l  these th ings together and you take a look at  
what 's happened to  the Navy programs with the CG(X) and DG-1000, you know, 
being terminated or  cut  back, or in the case of  the destroyer to three ships,  we're 
going to have a lot  less naval  a ir  defense capabi l i ty than we assumed we were 
going to have f ive years ago. 
 And al l  of  these th ings have mi l i tary s igni f icance, and I 'm concerned 
about  the overal l  t rends that  are in p lay,  and I 'm not  sure we've seen the last  
defense cuts. 
 DR. SAUNDERS:  I f  I  can just  speak to that  br ief ly,  I  mean I  th ink there 
are l imits on how high China is go ing to  go.  As I  suggested,  I  th ink th is is  an 
interact ive st rategic game.  So they are bui ld ing up their  force.  Our issue is how 
we modernize our current  nuclear forces and whether we ' re go ing to st ick with 
the t r iad and modernize all  three of  the legs, or  we're  go ing to bui ld new ICBMs, 
new SLBMs, and th ink about  whether or not  we need a nuclear capable bomber. 
 One way--I  th ink we wi l l  fund those programs, but  one of  the ways you 
can th ink about  i t  is  do you need to rep lace them, the capabi l i ty,  one for one i f  
we 're in a mode of  t ry ing to negot iate reduct ions with the Russians? 
 So that 's I  th ink par t  of  i t ,  but  I  th ink that 's a capabi l i ty any 
administ rat ion is go ing to keep enough of  a secure, survivable and re l iab le 
nuclear force.  I  just  th ink that 's a commitment that  they' re going to make.  I  
th ink where i t  gets harder is on the convent ional  s ide because there the 
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capabi l i t ies to go operate in or near an ant i-access area denial  envelope where 
they' re p laying at  home and we're p lay ing away, that  gets a lot  harder  and a lo t  
more compl icated. 
 You can go at  i t  wi th h igh-tech so lut ions, which steal th was our 
answer in the 1980s and '90s, to have a h igh-tech expensive system that  cou ld  
operate in Russian air  defenses, that 's where you 're real ly ta lk ing R&D costs and a 
lot  of  expense to bu i ld convent ional  assets that  can go operate in that  kind of  an 
environment . 
 That 's where i t 's  go ing to be a lot  more expensive, and I  th ink that 's 
where the budget  cuts wi l l  have more impact . 
 DR. SCHNEIDER:  Could I  add one th ing to what  I  just  said,  p lease?  
Certa in ly,  the issue is modernizat ion and susta inment .   Right  now we're do ing a 
lot  more sustainment than modernizat ion.  We're not  going to see any 
improvement at  a l l  in  our st rategic force capabi l i t ies unt i l  about  2030, where 
whatever the Chinese do--and again,  I  have no crystal  ba l l- -but  you' re certain ly 
going to see improvement,  s ign i f icant  improvements,  in  Chinese strategic forces a 
lot  sooner than 2030. 
 So the way I  see i t ,  you've got  to look at  the nuclear part  o f  th is in the 
context  of  their  overal l  mi l i tary program, and you know i t 's  probably reached the 
stage where they' re  at  25, 30 percent  o f  our defense spending, and they have 
vast ly cheaper manpower,  and that 's a very d isturbing t rend. 
 HEARING CO-CHAIR WORTZEL:  Thank you. 
 Commissioner Shea,  or Chairman Shea.  I 'm sorry. 
 CHAIRMAN SHEA:  That 's okay.  You 've ta lked about  Taiwan as a 
f lashpoint .   What about  China-India?  What is China's nuclear posture towards 
India,  and do they have di f ferent  st rategies with respect  to  potent ia l  conf l ict  wi th 
India? 
 DR. SCHNEIDER:  Wel l ,  Chinese nuclear  capabi l i ty is vast ly greater 
than current  Indian capabi l i ty,  I  mean across the board.  The qual i ty and the range 
and the types of  warheads they have on the Chinese nuclear miss i les dwarfs 
anything the Ind ians are do ing. 
 I f  anyth ing, the Ind ians have been fa ir ly  restrained in the growth of  
their  nuclear abi l i ty  a l though they apparent ly are second--you know, th inking that  
over again because--they are t rying to improve their  capabi l i t ies to China.  
They' re doing ei ther a very long-range IRBM or a l imited range.  They have ICBMs 
now, fu l l  coverage of  China.  They have a program for a submarine with a short-
range SLBM, which would be nuclear ,  on i t .   So the Ind ians are doing anything. 
 The Chinese have, I  th ink,  t remendous inherent  capabi l i ty r ight  now to 
target  India,  and that  wi l l  on ly  improve as they int roduce the new systems in 
larger numbers,  and i f  they go ahead wi th MIRVing the way there are a lot  of  
Asian press reports .   That  wi l l  I  th ink fur ther increase the d ispar i ty between India 
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and Chinese capabi l i t ies. 
 DR. SAUNDERS:  The Chinese haven' t  been so focused on India.   They 
do have un i ts that  by v ir tue of  geography and the range of  the missi les they 
operate seem to be about  India,  but  i t  hasn' t  been a main dr iver of  thei r  force 
structure. 
 I  th ink the concern is that  there are tensions that  we see f rom t ime to 
t ime between China and India,  and fanned by nat ional ists on both sides, that  
make the possib il i ty  of  a conf l ict  there seem a lot  h igher than i t  once was, and I  
th ink the other concern is i f  you th ink about  i t  as a pro l i ferat ion chain ,  Pakistan is 
engaged in a pret ty ser ious ef for t  to bui ld up i ts  nuclear capabi l i t ies.   
 India th inks about  that  wi th respect  to Pakistan.  India is connected to 
China.  China is connected to us,  and how those dynamics might  work,  r ight  now 
India has not  responded to the Pakistan bui ld-up with an equiva lent  one of  i ts 
own, but  i f  i t  were to do so, then that  might  make it  more of  a factor in the 
Chinese calculus,  and so there might  be more of  a connect ion there. 
 CHAIRMAN SHEA:  Thank you. 
 HEARING CO-CHAIR FIEDLER:  Thank you very much, gent lemen.  That 's 
our f inal  panel  for  today. I  want  to thank you for your test imony.  I  want  to thank 
the staf f  of  the Hyl ton Performing Arts Center for  a l l  the good work they 've done 
to make th is possib le,  and I 'd  l ike to thank especia l ly General  Cartwr ight  and 
Congressman Wolf  for  at tending today, as wel l  as the staf f  of  the Commission that  
put  th is hear ing together. 
 Thank you very much.  We're adjourned. 
 [Whereupon,  at  3:15 p.m.,  the hear ing was adjourned.] 
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Chinaôs Nuclear Warhead Inventory: 

Alternative Approaches for Research and Analysis 

 

As the United States and Russia continue a concerted effort to reduce the role and importance of 

nuclear weapons, the Peopleôs Republic of China (PRC) remains the only original nuclear weapon state 

that is increasing its arsenal.  While estimates vary, the Chinese Peopleôs Liberation Army (PLA) may 

be expected to double the number of warheads available for deployment on missiles that could target the 

United States by the mid-2020s.  Chinaôs declared policy is maintenance of a minimal deterrent and a 

no-first-use pledge.  Ambiguity surrounds how PLA planners define minimum deterrence, and the 

current and future scope of its nuclear warhead inventory.  A general consensus holds that China is 

increasing its arsenal, including development and deployment of new nuclear-capable delivery vehicles.  

Yet questions remain as to the extent and intent of Chinaôs nuclear force modernization. 

In 2006 testimony before the Senate Armed Services Committee, the Director, Defense 

Intelligence Agency (DIA) assessed that ñthe number of deployed Chinese nuclear-armed theater and 

strategic systems will increase in the next several yearsò and that China currently has more than 100 

nuclear warheads.  DIA assessed that China likely has fewer than 50 intercontinental ballistic missiles 

(ICBMs) that could strike the U.S., but that figure could double by 2025. Based on fissile material and 

delivery vehicle estimates, the Federation of American Scientists (FAS) assesses that China has around 

240 nuclear warheads for delivery on approximately 180 missiles and aircraft.  FAS also estimates that 

as many as 140 of the operational missiles are land-based and that 50 of those can reach the continental 

United States.  The estimate of 240 warheads also includes devices supporting the PLAôs future ballistic 

missile submarine force, weapons for bombers, and some for spares. 

 

While these estimates appear reasonable, the potential for a margin of error exists, particularly 

with regard to future inventory.  How many nuclear weapons does China have?  How many warheads 

does China need? If we do not know with a high degree of confidence, what metrics or counting rules 

could produce the most accurate estimate?  An assessment of China's nuke inventory could include four 

different approaches: 1) strategic requirements; 2) delivery vehicles; 3) production capacity; and 4) 

storage and handling capacity. 

Strategic Requirements 

 

If one placed him or herself in the position of a nuclear force strategic planner, how would one 

develop requirements? Which specific organization is responsible for developing nuclear weapons 

requirements?  To begin, an initial assumption should be established regarding whether or not a single 

staff organization develops requirements. While not confirmed, the Second Artillery may serve as the 

central authority for planning, programming, budgeting, storage, and handling of all nuclear weapons, 

including those that could be delivered from Air Force aircraft and Navy nuclear submarines.  A 

preliminary review of PLA General Staff Department (GSD) organization does not reveal a nuclear-
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related bureau.  Drivers and methodology that Second Artillery force planners adopt in developing 

strategic and technical requirements remain unknown.   

 

More specifically, a tentative judgment is that the Second Artillery Equipment Department is 

responsible for nuclear force structure planning, with the Central Military Commission (CMC) and 

Central Committee Political Bureau (Politburo) having approval authority.  Nuclear warhead inventory 

requirements may be developed by the Equipment Departmentôs General Planning Department, with the 

acquisition carried out by the Special Equipment Management Department.  The Second Artillery 

Equipment Research Academy may play a contributing role.  The Second Artillery Headquarters 

Department Nuclear Security Bureau likely coordinates with nuclear regulatory agencies within China.  

The Second Artillery Equipment Department presumably oversees research and development (R&D), 

manufacturing, and follow-on support contracts with the China Academy of Engineering Physics 

(CAEP).  The Second Artillery presumably ensures sufficient fissile material exists to satisfy warhead 

requirements. Acquisition officers within the Second Artillery likely work closely with the General 

Armaments Department (GAD) Services Department.  Within this department, the Second Artillery and 

Nuclear Bureau may function as an acquisition policy coordinating body. 

 

Planners may determine how much of a nationôs population should be placed at risk in order to 

deter an opposing leadership from taking action viewed as contrary to Beijingôs interests.  For example, 

the Second Artillery may believe that holding at risk 5-10% of the population of other nuclear powers in 

urban areas, such as Los Angeles, New York, Chicago, and Houston, is sufficient to undercut the 

deterrent or coercive value of that countryôs nuclear force.  Estimates may be made regarding attrition, 

or numbers of payloads expected to reach their targets due to losses on the ground or inception in flight.  

Planning for use of nuclear weapons to support warfighting could increase requirements significantly.  

However, increasingly accurate and lethal conventional payloads able to achieve the desired effects may 

dampen incentives for fielding a large arsenal of tactical nuclear weapons.   

 

Delivery Vehicles 

 

The size of Chinaôs current and future nuclear warhead inventory likely would be related 

available means of delivery.  Major agreements to limit or reduce offensive nuclear arms that were 

negotiated by the two superpowers during and immediately after the Cold War focused on delivery 

vehicles and launchers.  Warhead estimates appeared to be based on ñcounting rulesò that credit 

numbers of deployed warheads to a particular delivery vehicle.  In its most recent report to Congress on 

PRC military power, the U.S. Department of Defense (DoD) appears to assume one nuclear-capable 

ballistic missile per launcher.  The DoD report assesses the PLA has 50-75 intercontinental ballistic 

missiles (ICBMs), with ranges between 5,400 and 13,000 kilometers (kms), and equal number of 

launchers in its inventory; between 5 and 20 intermediate range ballistic missiles (IRBMs) with ranges 

between 3000-5400 kms on an equal number of launchers; and 75-100 medium range ballistic missiles 

(MRBMs) ï presumably DF-21 variants -- with ranges above 1750 kms on an equal number of 

launchers.  In all, between 130 and 195 ballistic missiles are assessed to be capable of delivering nuclear 

warheads. 
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Preliminary analysis indicates that Chinaôs holds at least 207 warheads in its inventory, assuming 

one missile per launcher and one launcher per company.  The principle discrepancy in DoD reporting 

could be DF-21 numbers, but this is unclear.  Regardless, based on structure and certain assumptions 

regarding table of organization and equipment alone, Chinaôs nuclear warhead inventory could be 

judged as no less than 200.  This figure is based on a notional assessment of Second Artillery order of 

battle, including at least two DF-5 ICBM brigades capable of reaching targets in continental U.S.; one or 

two DF-4 IRBM brigades; at least three DF-31 brigades (at least one DF-31A, at least one DF-31, and 

one unknown DF-31 variant); 10 DF-21 MRBM/IRBM brigades; and one DF-3 brigade.  This minimal 

figure does not include potential tactical warheads allocated to the six short range ballistic missile 

(SRBM) brigades under 52 Base, the corps-level Second Artillery organization opposite Taiwan, or at 

least two land attack cruise missile (LACM) brigades.  The 200-warhead figure also does not include 

warheads developed for Chinaôs nuclear submarines to be equipped with the JL-2 missile; or possible 

air-delivered nuclear munitions. 

 

In developing a minimal figure, the premise is that the Second Artillery basic missile launch unit 

is the brigade, with each brigade having six launch battalions with two companies each (e.g., a ñ6/2ò 

structure).  Each company likely has a launch platform (either silo or mobile launcher) and associated 

support vehicles in its table of organization and equipment, and stores the equipment in battalion 

garrison facilities.  Therefore, each brigadeôs table of organization and equipment s assigned at least 12 

launch platforms.  Other battalions within a brigade are responsible for missile diagnostics, check out, 

warhead mating, and other functions, usually in an underground facility (referred to as a ñcentral depotò) 

operated by the brigadeôs site management battalion.  As many as six subordinate companies under a 

site management battalion oversee missile-related preparation, pre-surveyed launch sites, storage, and 

other facilities.  Among site management battalion responsibilities include underground facility 

management such as power and electricity, water, air conditioning, and ventilation.  A service battalion 

is responsible for security and concealment, camouflage, and deception.
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A complicating factor in assessing warhead numbers is that the Second Artillery Equipment 

Department does not appear to assign nuclear warheads, and perhaps even missiles, to a missile 

brigadeôs permanent table of organization and equipment.  A central warhead base (known as ñ22 Baseò 

in Taibai County, Shaanxi Province) and storage regiments under each of the six missile bases (referred 

to as ñEquipment Inspectionò regiments) likely maintain custody of warheads, and possibly missiles, 

during peacetime.  Warheads and missiles may be dispatched to site management battalions that are 

subordinate to missile brigades for assembly in underground facilities for training and during periods of 

elevated readiness.  As a result, the system is heavily dependent upon transportation regiments, reporting 

directly to missile base headquarters.  This hypothesis regarding the relationship between brigades and 

regiments requires more research. Under this system, the PLA could have few or no ñoperationally 

deployed strategic nuclear weapons,ò which are defined as warheads that are loaded on delivery vehicles 

and ready for launch. 

 

Production Capacity 

 

The infrastructure supporting nuclear weapon R&D and production also likely shapes inventory 

size.  Assessments of Chinaôs nuclear warhead inventory often are based upon estimates of plutonium 

production and reserves.  In 2009 testimony, DIA assessed that ñChina likely has produced enough 

weapon-grade fissile material to meet its needs for the immediate future.ò The International Panel on 

Fissile Materials estimates that Chinaôs two production facilities at Jiuquan and Guangyuan have 

produced about 20 tons of highly enriched uranium and two tons of weapon-grade plutonium.  

Assessments of current and future warhead inventory are founded upon estimated amount of plutonium 

or highly enriched uranium (HEU) needed for a warhead.  Assessments of Chinaôs fissile material 

stockpile appear credible.  However, research to date should be augmented by a more detailed 

understanding of Chinaôs nuclear weapon R&D and production infrastructure, specifically CAEP.  Also 

useful would be details regarding storage and handling of weapon-grade fissile material.  For example, 

which specific organization ï PLA or civilian ï is responsible for storage and handling of military-use 

fissile material? 

 

Storage and Handling 

 

China's capacity for warhead storage and handling also may shape the size of the countryôs 

nuclear weapon stockpile.  With stockpile security appearing to be of equal or greater importance to 

operational efficiency and effectiveness, Chinaôs warhead storage and handling system is centralized.  

However, it appears designed to survive a first strike and retain sufficient operational capability for 

retaliation.  Expansion of underground facilities directly supporting handling and storage of nuclear 

weapons, components, and fissile material could indicate an increase in warhead inventory.  While 

underground facilities could be an indicator, greater precision is warranted.  Reliable sources report that 

the Second Artillery centrally stores most of the countryôs nuclear warheads in Taibai County, deep in 

the Qinling Mountains of Shaanxi Province.  Base 22 was established under the PLAôs Commission of 

Science, Technology, and Industry for National Defense (COSTIND) in the mid-1960s adjacent to the 

original manufacturing base in Qinghai Province.  Within a few years, the base was relocated to Taibai 

County in the Qinling Mountains west of Xian and eventually subordinated to the Second Artillery in 

1979.  
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Working closely with the central storage complex in Taibai, each missile base manages a smaller 

nuclear warhead and missile storage depot.  According to an internal Second Artillery account, the depot 

under each of the six corps-level missile bases store a minimal number of nuclear warheads at any one 

time.
 
 Depots under each of the Second Artilleryôs six missile bases are referred to as Equipment 

Inspection regiments.  Each regiment oversees at least three battalion-level facilities (literally 

ñequipment inspection sitesò) with each having as many as seven subordinate facilities (e.g., 21 possible 

storage sites per base).  Missiles appear to be stored separately from warheads. 

 

Conclusion 

In summary, uncertainty surrounds Chinaôs current and future inventory of nuclear warheads.  While 

existing estimates appear reasonable, the potential for a margin of error exists.  At least one approach to 

validating existing estimates is to examine perceived strategic requirements; operational infrastructure, 

and current/future nuclear-capable delivery vehicle inventory; industrial R&D and manufacturing 

infrastructure; and warhead and fissile material storage and handling capacity.  Planning assumptions 

regarding warheads, delivery vehicles, and launch vehicles/platforms remain unknown.  A minimal 

inventory estimate could assume one warhead per missile, one nuclear-capable missile per launch 

platform (mobile launcher or silo), and two launch platforms per company (two companies per battalion 

and six battalions under each launch brigade).  Based on these assumptions, a preliminary minimal 

estimate of Chinaôs existing inventory is 240 warheads.  Additional missiles and warheads available for 

each mobile launcher could expand this figure.  However, beyond assessments of Chinaôs fissile 

material stockpile, another limiting factor could be Chinaôs stress on security, as exemplified by its 

centralized approach to warhead storage and handling, over operational efficiency and effectiveness. 
 


