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IN MEMORIAM
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U.S.-CHINA ECONOMIC AND SECURITY REVIEW COMMISSION

NOVEMBER 9, 2012
The Honorable Daniel Inouye,
President Pro Tempore of the U.S. Senate, Washington, DC 20510
The Honorable John Boehner,
Speaker of the U.S. House of Representatives, Washington, DC 20510

DEAR SENATOR INOUYE AND SPEAKER BOEHNER:

On behalf of the U.S.-China Economic and Security Review Com-
mission, we are pleased to transmit the Commission’s 2012 Annual
Report to the Congress—the tenth major Report presented to Con-
gress by the Commission—pursuant to Public Law 106-398 (Octo-
ber 30, 2000), as amended by Public Law No. 109-108 (November
22, 2005). This report responds to the mandate for the Commission
“to monitor, investigate, and report to Congress on the national se-
curity implications of the bilateral trade and economic relationship
between the United States and the People’s Republic of China.” In
this Report, the Commission reached a broad and bipartisan con-
sensus; it approved the Report unanimously, with all 12 members
voting to approve and submit it.

In accordance with our mandate, this Report, which is current as
of November 9, includes detailed treatment of our investigations of
the areas identified by Congress for our examination and rec-
ommendation. These areas are:

e PROLIFERATION PRACTICES—The role of the People’s Repub-
lic of China in the proliferation of weapons of mass destruction
and other weapons (including dual-use technologies), including
actions the United States might take to encourage the People’s
Republic of China to cease such practices;

e ECONOMIC TRANSFERS—The qualitative and quantitative na-
ture of the transfer of United States production activities to the
People’s Republic of China, including the relocation of high tech-
nology, manufacturing, and research and development facilities,
the impact of such transfers on United States national security,
the adequacy of United States export control laws, and the effect
of such transfers on United States economic security and employ-
ment;

¢ ENERGY—The effect of the large and growing economy of the
People’s Republic of China on world energy supplies and the role
the United States can play (including joint research and develop-
ment efforts and technological assistance), in influencing the en-
ergy policy of the People’s Republic of China;

e ACCESS TO UNITED STATES CAPITAL MARKETS—The ex-
tent of access to and use of United States capital markets by the
People’s Republic of China, including whether or not existing dis-
closure and transparency rules are adequate to identify People’s
Republic of China companies engaged in harmful activities;

e REGIONAL ECONOMIC AND SECURITY IMPACTS—The tri-
angular economic and security relationship among the United
States, Taiwan, and the People’s Republic of China (including the
military modernization and force deployments of the People’s Re-
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public of China aimed at Taiwan), the national budget of the
People’s Republic of China, and the fiscal strength of the People’s
Republic of China in relation to internal instability in the Peo-
ple’s Republic of China and the likelihood of the externalization
of problems arising from such internal instability;

e UNITED STATES-CHINA BILATERAL PROGRAMS—Science
and technology programs, the degree of noncompliance by the
People’s Republic of China with agreements between the United
States and the People’s Republic of China on prison labor im-
ports and intellectual property rights, and United States enforce-
ment policies with respect to such agreements;

e WORLD TRADE ORGANIZATION COMPLIANCE—The compli-
ance of the People’s Republic of China with its accession agree-
ment to the World Trade Organization (WTO); and

e FREEDOM OF EXPRESSION—The implications of restrictions
on speech and access to information in the People’s Republic of
China for its relations with the United States in the areas of eco-
nomic and security policy.

The Commission conducted its work through a comprehensive set
of six public hearings, taking testimony from over 59 witnesses
from the Congress, the executive branch, industry, academia, policy
groups, and other experts. For each of its hearings, the Commission
produced a transcript (posted on its website—www.uscc.gov). The
Commission also received a number of briefings by officials of exec-
utive branch agencies, intelligence community agencies, and the
armed services, including classified briefings on China’s cyber oper-
ations and military and commercial aerospace modernization. (The
Commission is preparing a classified report to Congress on those
topics.)

Commissioners also made an official delegation visit to the Phil-
ippines, China, and Taiwan to hear and discuss perspectives on
China and its global and regional activities. In these visits, the
Commission delegations met with U.S. diplomats, host government
officials, representatives of the U.S. and foreign business commu-
nities, and local experts.

The Commission also relied substantially on the work of its ex-
cellent professional staff, and supported outside research in accord-
ance with our mandate.

The Report includes 32 recommendations for Congressional ac-
tion. Our ten most important recommendations appear on page 22
at the conclusion of the Executive Summary.

We offer this Report to the Congress in the hope that it will be
useful as an updated baseline for assessing progress and challenges
in U.S.-China relations.

Thank you for the opportunity to serve. We look forward to con-
tinuing to work with you in the upcoming year to address issues
of concern in the U.S.-China relationship.

Yours truly,

Do C X L)JM

Dennis C. Shea William A. Reinsch
Chairman Vice Chairman
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EXECUTIVE SUMMARY

Chapter 1: The U.S.-China Trade and Economic Relationship

When Chinese Premier Wen Jiabao announced this year’s annual
growth target of 7.5 percent in March, most analysts dismissed it
as false modesty: The Chinese economy has consistently out-
performed annual targets over the past decade, averaging close to
11 percent growth, despite the 2008-2009 global financial crisis.
But with activity cooling much more than expected in recent
months, the 7.5 percent target is starting to look ambitious. Chi-
na’s economy grew 7.4 percent in the third quarter of 2012, the
seventh consecutive quarter of decelerating growth, as demand for
Chinese goods and services at home and abroad slackened. If this
trend continues, full-year growth is on course for its weakest show-
ing since 1999. The government had hoped that increasing exports
would help bolster the economy despite flagging domestic demand.
Instead, exports are at risk of becoming a drag on the economy
after slumping to just 1 percent annual growth in July 2012, from
11.3 percent in June.

Although the U.S. trade deficit in goods with China fell in 2009
as a result of the global recession, it has since surged, reaching a
record high of $295.4 billion in 2011, up from $273.1 billion in
2010. For the first eight months of 2012, the United States ex-
ported $69.9 billion worth of goods to China and imported $273.1
billion from China, for a deficit of $203.1 billion. The deficit in
goods with China is by far the largest among U.S. trading partners
and 40.6 percent of the total in 2011. Currency appreciation leveled
out in 2012: The renminbi (RMB) did not appreciate as much as
in 2011, and there are even signs that the Chinese government
may devalue the RMB to boost exports.

Rebalancing China’s economy to one less dependent on exports
and more focused on meeting the need of China’s consumers was
declared a top priority by the governments of the United States
and China. As Under Secretary of the Treasury Lael Brainard stat-
ed in July, rebalancing is imperative for China to avoid the “mid-
dle-income trap” and to navigate its demographic transition to a so-
ciety of fewer workers and more retirees. However, under the pres-
sure of declining growth, China is backsliding to continue its over-
reliance on fixed investment and government spending to power
growth.

Despite three decades of economic reform, state-owned and state-
controlled enterprises still account for as much as half of the Chi-
nese economy. Their political influence within China and their abil-
ity to compete on a global scale are both on the rise, and China’s
industrial policy envisions an ever larger role for the state sector,
particularly in support of China’s exports and overseas invest-
ments. Government corporations provide the means for the central
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government to designate and control important segments of the
economy. At the same time, the government employs its corpora-
tions to advance its foreign policy objectives and international com-
mercial interests. Many, if not all, of the corporate officials chosen
by the Chinese Communist Party (CCP) Central Organization De-
partment are party members, and many of them become part of a
revolving managerial class that cycles through the hierarchy of
China’s largest state-owned enterprises (SOEs). All the 130 leaders
of the largest state-owned companies in 2011 were CCP members.
In addition, 20 SOE executives served in 2010 on the CCP’s Cen-
tral Committee, which elects the ruling Politburo.

The existence of state-owned and state-controlled enterprises
presents numerous challenges to U.S. corporate competitors in
three distinct venues: within China, within the United States,
and in third-country markets. Because SOEs are the preferred sup-
plier for all levels of government in China, U.S. companies face a
variety of discriminatory barriers to sales there. The same sub-
sidies and preferences enjoyed by the state sector in China when
competing with foreign companies in China also make Chinese
SOEs stronger competitors in the U.S. market and third-country
markets.

The influence of the Chinese state over Chinese private compa-
nies is also a concern. The Chinese government exerts its authority
over the private sector in a number of ways, including subsidies for
favored companies and industries, and sanctions for those out of
favor. China’s large, state-owned sector; elaborate, top-down eco-
nomic planning; single-party, authoritarian rule; and a judiciary
that follows CCP dictates help the government control the Chinese
economy. Private companies, for example, struggle to secure loans
from a state-owned banking system that generally prefers lending
to state-owned “national champions.”

The year 2011 marked the 28th straight year in which the
United States has registered a trade deficit with China. China’s
state-directed financial system and export-driven growth model; its
market barriers to various U.S. exports; its discriminatory policies
that favor domestic companies over foreign investors in China’s
market; rampant Chinese theft of intellectual property; and Chi-
na’s unreliable rule of law, as well as its inconsistent adherence to
World Trade Organization (WTO) commitments, continue to dis-
advantage American competitors.

There is a growing consensus among economists and many inter-
national trade experts that long-standing methods of measuring bi-
lateral trade relations are inadequate for the contemporary reali-
ties of global production chains and are distorting our under-
standing of bilateral trade balances. In practice, initial economic
studies suggest that the U.S.s trade deficit with China may be
overestimated by the traditional standard measurements for deter-
mining bilateral trade balances. These measurements, which cal-
culate the gross values of goods flowing between two countries,
may be obscuring key details for devising more effective trade en-
forcement policies.

Though they are often discussed as distinct and separate issues,
the challenges of trade and investment that impact U.S. interests
at home and abroad all stem from China’s macroeconomic policies.
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Improved understanding of the U.S.-China bilateral trade balance
and the forces that shape it could be beneficial to policymakers
faced with managing the relationship. However, resolving the
many intractable trade issues that burden the U.S.-China relation-
ship will remain a challenge for the U.S. government regardless of
international improvements in the collection of trade data.

Conclusions

Trade and Economics Year in Review

In 2011, the U.S. deficit with China reached $295.4 billion, up
8 percent from the previous year. For the first eight months of
2012, the United States exported $69.9 billion worth of goods
to China and imported $273.1 billion from China, for a deficit
of $203.1 billion.

Chinese growth in the first half of 2012 slowed significantly
from the double-digit averages of the previous decade. Export
growth has also slackened dramatically, mostly as a con-
sequence of weak demand for Chinese goods from its two main
trade partners, the United States and Europe.

As a consequence of domestic economic weakness, Chinese re-
balancing policies appear to have been put on hold. As origi-
nally intended, rebalancing would have entailed restructuring
domestic growth from export- to consumption-driven, reducing
fixed investment, and allowing the RMB to appreciate.

Instead, fearful of a protracted slowdown, the Chinese govern-
ment has introduced a set of growth-boosting policies, such as
encouraging banks to lend and rolling out new infrastructure
projects. These policies, though much more moderate in scope,
echo the massive stimulus undertaken by the Chinese govern-
ment in 2008—-2009 in the wake of the global financial crisis,
which at the time shored up Chinese growth but exacerbated
the economy’s imbalances.

China’s adherence to the WTO principles and its Protocol of

Accession remains spotty. Most recently, the U.S. Trade Rep-

resentative has engaged China over its practice of using inves-

tigations and trade remedy actions in retaliation for challenges

grought by the United States and not based on actual evi-
ence.

Chinese State-owned and State-controlled Enterprises

State-owned and state-controlled companies in China provide
the opportunity for the central government to implement its in-
dustrial policy, create global competitors, and develop monop-
oly industries for the benefit of the government. The govern-
ment does so at the expense of foreign competitors.

Beijing reversed a 30-year process of economic reform of state-
owned enterprises during the 2008 global financial crisis. A
massive, $585 billion economic stimulus was directed by the
government through state-owned banks to many state-owned
companies, particularly in the metals, mining, and construction
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industries. As a result of the financial infusion, the state sector
grew and became more influential within China. A resurgent
Chinese state sector, armed with extensive government sub-
sidies, competes unfairly with domestic Chinese firms and with
China-based affiliates of American companies.

The largest Chinese state-owned enterprises are generally
managed by the Chinese central government through a holding
company that answers directly to the State Council. The top
leaders of 121 centrally owned, nonfinancial SOEs are chosen
by a branch of the Chinese Communist Party and are typically
party members. In turn, the SOEs influence government and
party decisions on the economy. In addition to SOEs owned by
the central government, there were 114,500 SOEs owned by
provincial or local governments, according to a 2011 estimate
by the World Bank.

The banking system in China is almost entirely state owned
and is dominated by five banks that account for nearly all
lending. SOEs are the principal borrowers, while entre-
preneurs and private companies find it hard to obtain loans
even at higher rates. The country has an underdeveloped bond
and equity market, putting private Chinese companies and for-
eign affiliates of U.S. companies at a further disadvantage. The
rate of interest payments to depositors is set by the govern-
ment at an artificially low rate, allowing the government to
provide low loan rates to its favored clients in the state sector.
This system of “financial repression” represents a transfer of
wealth from the private sector to the state sector.

Even those companies that are majority privately held are like-
ly to be influenced or controlled by the government. Private
Chinese companies are expected to follow the guidelines of the
government, which are spelled out in Five-Year Plans and
other official planning documents issued by the State Councils
and implemented by various ministries.

U.S. companies face unfair competition from Chinese SOEs
within China, within the United States, and in third-country
markets. Governments at all levels in China favor Chinese
SOEs in procurement contracts. Chinese affiliates operating
ablé)ﬁ.d do so with preferential financing from the government
in China.

Governments at all levels in the United States seek investment
from China. But investment from Chinese SOEs carries a
number of risks to U.S.-based competitors due to the pref-
erential financing that Chinese governments provide. U.S. laws
and regulations are inadequate to address the advantages
given to Chinese SOEs operating in America. Although Chi-
nese investment into the United States is low, China has large
dollar holdings that could be converted into direct investment
in the United States.

When China joined the WTO in 2001, the government com-
mitted to economic reforms that included diminishing the role
that the state plays in the economy. China has not complied



The

5

with many of these explicit obligations. The United States has
a variety of remedies to use to counter China’s failures to com-
ply. They include bringing WTO complaints and antidumping
and countervailing duty cases against the Chinese government
and against Chinese industries. The Securities and Exchange
Commission could issue regulations calling for enhanced disclo-
sure by Chinese state-owned companies listed on U.S. ex-
changes of the subsidies given to the Chinese SOEs. The U.S.
government could demand reciprocal treatment for foreign in-
vestment in China to match the treatment afforded by Chinese
companies in America. Many U.S. firms are restricted to mi-
nority ownership of joint ventures in China or excluded en-
tirely from some business sectors, while no such restrictions on
Chinese companies exist in the United States. In some cases,
reciprocal treatment is called for. The U.S. government could
also exclude Chinese products and services from U.S. and state
government services contracts and government construction
projects until China opens its own government and SOE con-
tracts to competitive bidding from American companies.

Evolving U.S.-China Trade and Investment Relationship

China’s indigenous innovation policies and additional attention
to certain strategic sectors identified in its 12th Five-Year Plan
ensure that it will continue to provide support to national
champions. For the foreseeable future, such companies will
continue to be favored over foreign firms for government and
state-owned enterprise procurement contracts and will con-
tinue to benefit from a range of subsidies, tax breaks, special
development funds, increased credit support, and other assist-
ance not enjoyed by their foreign competitors. These advan-
tages continue to make Chinese national champions formidable
competitors in China and in other markets globally, under-
mining U.S. industry innovation and success.

Inconsistencies in central and subnational laws, practices, and
enforcement efforts, particularly in the realm of intellectual
property rights, continue to damage the U.S. economy as
American businesses in the United States and China lose sales
and jobs to competitors who do not play by the same rules and
whom we have no means of persuading to address the problem.

Foreign firms doing business in China risk the loss of their in-
tellectual property and inventory to Chinese joint venture part-
ners because of the lax enforcement of intellectual property
rights and business contracts in China. U.S. technology compa-
nies are also increasingly vulnerable to Chinese intellectual
property theft and resulting lost profits and market share.

Growing Chinese investment may offer an important new
source for U.S. job creation and economic growth, but it is too
early to know whether the benefits will outweigh whatever
longer-term economic costs Chinese state-owned and state-di-
rected investments may bring.
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e Any U.S.-China bilateral investment treaty agreement can be
expected to involve a lengthy negotiation process and therefore
should not be viewed as a potential near-term solution for any
of the many bilateral trade and investment challenges, but the
potential of such an agreement should nevertheless make it an
important consideration for U.S. policymakers.

e The use of various emerging methodologies for measuring
trade in value added may, in time, prove helpful to U.S. policy-
makers for crafting trade and economic policies that better ex-
ploit the U.S.’s strategic advantages, leveraging the U.S.-China
trade relationship to the greater advantage of U.S. workers
and businesses.

Chapter 2: China’s Impact on U.S. Security Interests

China continued to advance its military modernization efforts
over the last year and increased its official 2012 defense budget
11.2 percent from last year to $106 billion, the 21st consecutive
year-on-year increase. While this official figure makes China the
world’s second-largest defense spender after the United States, the
publicly disclosed budget does not include many aspects of China’s
defense spending and expenditures, which may be as much as 50
percent greater.

China’ military modernization, particularly its aircraft carrier,
fighter aircraft, space, and ballistic missile programs are strength-
ening China’s ability to execute its “Area Control Strategy,” which
is described in the Commission’s 2011 Annual Report to Congress.
In September 2012, China’s first aircraft carrier entered into serv-
ice; it is expected to largely serve as a training platform to learn
carrier operations. The U.S. Department of Defense expects China
will build multiple carriers and associated support ships over the
next decade. China continued flight testing of its next-generation
fighter with stealth characteristics, the J—20, which may reach
operational capability by 2018 and is reportedly intended to focus
on South China Sea contingencies. In June, photos of the J—20’s
cockpit revealed similarities with the U.S.’s advanced jet fighter,
the F-22, reviving concerns that espionage may have played a role
in the jet’s development. Photos and video have also emerged of a
separate fighter prototype, the J-31. In early November 2011 and
June 2012, China successfully docked unmanned and manned
spacecraft, respectively, with the Tiangong-1 orbital space lab. The
only other states to have successfully executed such a docking are
Russia and the United States, and the maneuver is a critical skill
necessary to conduct more sophisticated operations in space such
as establishing a permanent space station. China also made further
advances in its ballistic missile forces, including test-launching the
DF-41, a new class of road-mobile, intercontinental ballistic mis-
sile, potentially with a multiple, independently targeted reentry ve-
hicle capability.

The People’s Liberation Army’s (PLA) exercises in 2012 focused
on naval, air, and joint force training, and the navy’s international
activities and areas of operation continued to expand. This training
indicates that the PLA is working to improve its ability to operate
jointly and in a greater range of operating areas.
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China continues to develop its capabilities in the cyber arena.
U.S. industry and a range of government and military targets face
repeated exploitation attempts by Chinese hackers as do inter-
national organizations and nongovernmental groups including Chi-
nese dissident groups, activists, religious organizations, rights
groups, and media institutions. In 2012, Trend Micro released case
studies on the China-linked campaigns that targeted government
ministries, including military institutions in India and wvarious
military and industrial institutions in Japan, research institutions
and agencies related to the space industry, and Tibetan activists.
In January 2012, security researchers identified an apparently
China-based cyber espionage operation targeting a U.S. Depart-
ment of Defense’s network authentication standard. In April 2012,
denial of service attacks on the U.S.-based website Boxun.com,
which reported heavily on the Bo Xilai scandal, led to speculation
about Chinese state involvement. In July, Indian media reports ac-
cused China of successfully using removable media to compromise
computers at India’s Eastern Naval Command that were not con-
nected to the Internet. From a government standpoint, perhaps the
most significant example of malicious Chinese cyber activity ex-
posed in 2012 was when the National Aeronautics and Space Ad-
ministration (NASA) reported it was the victim of 47 “advanced
persistent threat” attacks, 13 of which successfully compromised
agency computers. Intruders stole user credentials for more than
150 NASA employees and gained full functional control over net-
works at the Jet Propulsion Laboratory.

Figures about exploitations and attacks on U.S. Department of
Defense information systems decreased in both 2010 and 2011,
which the department attributed to greater leadership attention
and the creation of U.S. Cyber Command. However, if the threat
activity from the first half of the year persists at its current rate
throughout the second half, 2012 will bring levels of malicious ac-
tivities comparable to 2011.

The integrity of the defense and telecommunications supply
chains poses a concern, as the growing complexity of technical sys-
tems and the increasing fragmentation of supply chains allow nu-
merous points for subversion. A 2012 Senate Armed Services Com-
mittee investigation found numerous instances of suspect parts
used in a variety of military systems and identified China as “the
dominant source country for counterfeit electronic parts that are
infiltrating the defense supply chain.” According to U.S. govern-
nient officials, malicious supply chain attacks have already taken
place.

Many U.S. entities do not have the capability to sufficiently man-
age the threat of Chinese cyber espionage. Businesses often have
concerns about exposing proprietary or other sensitive information
and, notwithstanding Securities and Exchange Commission guid-
ance encouraging the disclosure of material penetrations, many
listed firms do not report significant breaches.

In conjunction with the modernization of its traditional military
capabilities and cyber capabilities, China has made a series of
quantitative and qualitative improvements to its nuclear forces.
China is on the cusp, perhaps within two years, of attaining a true
“nuclear triad” of land-based ballistic missiles, submarine-launched
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ballistic missiles, and air-dropped nuclear bombs. For planning
purposes, Chinese strategists consider the United States as the
principal threat.

China has disclosed little information about the size, composi-
tion, and disposition of its nuclear forces, but its steady moderniza-
tion, combined with the ambiguity of some of its official statements,
raises questions about its nuclear policies. While China maintains
a “no first use” policy, what this actually means is uncertain, and
the circumstances that merit retaliation are undefined. China is in
the process of modernizing and increasing its intercontinental bal-
listic missile inventory and conducted several tests late this year.
The U.S. Defense Intelligence Agency estimates that the number of
Chinese intercontinental ballistic missiles that can strike the conti-
nental United States may more than double by 2025.

Export enforcement capacity for nuclear-related goods and per-
missive interpretation of some of China’s international nuclear-re-
lated commitments remain a concern. Additionally, the increasing
mobility of China’s nuclear weapons, and the maturation of its air-
and sea-based varieties in particular, will challenge existing safe-
guards within China’s nuclear command-and-control architecture.

Conclusions
Military and Security Year in Review

e China continues to modernize its military, developing plat-
forms to strengthen its power projection capability in the re-
gion. Developments in China’s aircraft carrier, advanced fight-
er aircraft, space, and missile programs signal the potential for
thfg PLA to threaten U.S. forces operating in the western Pa-
cific.

e China’s defense budget continues its trend of annual increases,
making China the world’s second-largest defense spender after
the United States. As in past years, actual defense expendi-
tures are greater than the announced sums, given the omission
of key items such as foreign procurement.

e Over the past year, China’s military and maritime enforcement
agencies have demonstrated a greater presence in the East
China Sea and South China Sea. This increased level of activ-
ity has inflamed regional tensions.

e The PLA’s training and military diplomatic activities, increas-
ingly taking place farther afield with a growing diversity of
partners, indicate a widening in its range of missions and skill
sets.

o Notwithstanding several disruptions in late 2011 and early
2012, significant U.S.-China military engagements took place
this year, suggesting the potential for greater institutionaliza-
tion of military-to-military ties.

o Civil-military relations saw challenges this year in China as
corruption within the PLA surfaced in the press, suggesting
some uncertainties in relations between the PLA and the CCP.
China also appears to be consolidating party control over the
organizations charged with maintaining domestic security and
stability.



China’s Cyber Activities

e China-based cyber exploitations and attacks are executed by
numerous different actors. The PLA has several distinct enti-
ties that operate in the domain, including elements of the
headquarters staff and potentially each military branch, some
combination of which would seek to execute cyber attacks dur-
ing wartime. Several entities within China’s intelligence and
security services also likely have a cyber espionage mandate.
Nominally independent groups likely engage in state-sponsored
exploitation, and certain corporate actors, such as Chinese in-
formation technology or telecommunications firms, may also
operate in cyberspace on the state’s behalf.

e The Chinese military, the People’s Liberation Army, is refining
and implementing strategies for the cyber domain. Concep-
tually, the PLA bundles cyber issues together with other areas
of conflict, such as electronic warfare, space warfare, and pub-
lic opinion warfare. This approach seeks to provide the PLA
with the ability to defend, and comprehensively leverage, infor-
mation for China’s benefit. China has no single public strategy
to attain its civil goals in cyberspace, but the country’s numer-
ous development plans identify investment priorities and in-
form cyber-related bureaucratic objectives and decisions.

o The state of the Internet in China substantially affects the
broader cyber domain. With close to 540 million Internet users
and over 675 million Internet devices, much of the country’s in-
fluence relates to its massive scale. As in the United States
and elsewhere, Chinese users face a range of malicious cyber
activities, and these devices are vulnerable and often com-
promised. China seeks to shape its cyber domain with heavy
investment in emerging technologies and comparable invest-
ment in research, including in areas that relate to cyber exploi-
tation and attack. To these ends, China’s high-technology tal-
ent pool is on a favorable trajectory

e In 2012, Chinese state-sponsored actors continued to exploit
U.S. government, military, industrial, and nongovernmental
computer systems. Any individual penetration remains difficult
to attribute, but security researchers are increasingly able to
group exploitations into “campaigns” based on common fea-
tures and gain better insight into those responsible. Although
most China-based activity observed over the past year relied
on basic and straightforward techniques, a series of new devel-
opments suggest Chinese exploitation capabilities are improv-
ing significantly. Irrespective of sophistication, the volume of
exploitation attempts yielded enough successful breaches to
make China the most threatening actor in cyberspace.

e China presents the largest challenge to U.S. supply chain in-
tegrity. Many components of defense systems and tele-
communications infrastructure are manufactured in China or
sourced from Chinese entities. This yields active problems with
counterfeit and substandard components and raises the poten-
tial for the introduction into critical systems of intentionally
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subverted components. Counterfeit parts can cause failures
that raise costs, adversely affect military readiness, and sub-
ject servicemen and women to unnecessary dangers. Subverted
components can allow foreign militaries or intelligence services
to disrupt, destroy, or otherwise compromise U.S. systems.

e Chinese activities in cyberspace have a range of consequences
for the international environment. Countries targeted by Chi-
nese espionage increasingly seek their own cyber capabilities,
which may yield destabilizing consequences. Beijing also advo-
cates for policies in cyberspace that enhance state control over
the Internet. To the extent China is successful in this regard,
the shift would have adverse consequences for free speech and
other norms and would come at the expense of nongovern-
mental participation in Internet administration.

China’s Nuclear Developments

e Numerous uncertainties remain about China’s nuclear war-
head holdings. Outside assessments from western observers,
which generally range from about 100 to 500 warheads, but
cluster around 240, rely heavily upon assumptions. Observers
from Taiwan and particularly Russia place these figures sub-
stantially higher. Consistent with its emphasis upon secrecy,
China has not provided official confirmation of these estimates.
Defensible projections of China’s fissile material stocks suggest
that the PLA could hold greater quantities of warheads, or ob-
tain additional warheads, if so inclined.

e China’s military doctrine prioritizes highly the security of its
nuclear stockpiles and assurance of its nuclear command-and-
control architecture. However, the potential for new warhead
management procedures for China’s nuclear arsenal raises
questions about which entities are authorized to launch these
weapons. According to some analysts, what appear to be occa-
sional disconnects between China’s civil and military leader-
ship introduce uncertainties about the integrity of China’s com-
mand authority procedures and whether the PLA might ap-
proach important decisions independent of the country’s civil-
ian leadership.

¢ China’s public statements about its nuclear policies are consist-
ently vague. China’s proclaimed nuclear strategy is one that
maintains deterrence by guaranteeing the ability to retaliate to
a first strike. Although the characteristics of China’s nuclear
arsenal and associated doctrinal materials generally support
this claim, the situations that would merit retaliation and the
actions that constitute a first strike remain undefined. China’s
leadership is aware of, and values, this ambiguity. The Chi-
nese defense establishment’s fixation on the concepts of “active
defense” and “gaining the initiative” in warfare introduce the
possibility of escalation into, or within, the nuclear domain.

e The PLA continues to modernize and expand its nuclear stock-
pile. China is now on the cusp of attaining a credible nuclear
triad of land-based intercontinental ballistic missiles, sub-
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marine-launched ballistic missiles, and air-dropped nuclear
bombs. Chinese strategists view mobility in each modality as
central to effectiveness. The dominant, land-based leg of Chi-
na’s triad also utilizes extensive subterranean storage and dis-
tribution infrastructure to ensure survivability against a
strike.

e China remains outside of the major arms limitation and con-
trol conventions, such as the New Strategic Arms Reduction
Treaty and the Intermediate Range Nuclear Forces Treaty,
which the United States historically approached bilaterally
with Russia. Substantial drawdown commitments from Wash-
ington and Moscow in recent years, as well as China’s use of
weapons prohibited under these treaties, have raised questions
about Beijing’s diplomatic posture toward nuclear restrictions.

Chapter 3: China in Asia

The South China Sea is a region of strategic importance to the
United States and the center of hotly contested territorial disputes.
In terms of tonnage, about half of all globally shipped commercial
goods and $1.2 trillion in U.S. trade transit the South China Sea
annually. Ongoing territorial disputes in the South China Sea grew
more contentious in 2012 as claimants, especially China, became
more vocal and active in asserting their positions. While China’s
maturing naval forces underpin its confidence and capabilities in
the South China Sea, nonmilitary Chinese actors have been the
major players in these disputes. In particular, fishing vessels, civil-
ian maritime law enforcement agencies, energy companies, and
local governments in coastal provinces play significant roles in es-
tablishing and strengthening China’s claims.

Beijing intentionally cultivates ambiguity surrounding its claims,
which allows it to delay the resolution of its disputes while consoli-
dating its presence in contested areas and maximize its flexibility
in dealing with disputes. Should a dispute in the South China Sea
escalate, the United States risks being drawn into a conflict. U.S.
security commitments in the region include the 1951 U.S.-Phil-
ippines Mutual Defense Treaty, in which “Each party recognizes
that an armed attack in the Pacific Area on either of the Parties
would be dangerous to its own peace and safety and declares that
it would act to meet the common dangers in accordance with its
constitutional processes.”

Throughout 2012, relations between the People’s Republic of
China (PRC) and the Republic of China (Taiwan) continued to re-
flect the lowered tensions, liberalized economic exchange, and im-
proved official relations observed since Ma Ying-jeou was first
elected as president of Taiwan in 2008. Over the past four years,
both governments have adopted more conciliatory positions regard-
ing cross-Strait policy: Beijing has eased back from earlier efforts
to pressure Taiwan and isolate it diplomatically, and Taipei has
turned away from confrontational efforts to assert Taiwan sov-
ereignty and toward efforts to pursue greater economic integration.

Continued control of both the executive and legislative branches
by the Kuomintang after Taiwan’s 2012 elections means that the
immediate future will likely see a high degree of continuity in Tai-



12

wan’s economic, foreign, and security policy; however, the rapid
momentum toward warmer relations seen in 2009-2010 has
slowed. Dialogues to date have focused on “economics first, politics
later; easy first, difficult later.” Many of the less contentious issues,
such as direct passenger flights and mail service, increased tour-
ism, and educational exchanges have been settled. The thornier
issues that remain touch upon sensitive questions of sovereignty
and national identity, leaving negotiators on both sides to wade
into the “deep water” of future cross-Strait negotiations.

The cross-Strait military balance has continued to shift more
firmly in favor of the PRC, with the PLA fielding more modern and
capable platforms. Of particular concern to both Taiwan and U.S.
military defense planners—as well as many of China’s neighbors—
is the steadily increasing capacity of Chinese military forces to em-
ploy extended-range strike warfare and other antiaccess/area de-
nial capabilities. On September 21, 2011, the Obama Administra-
tion notified Congress of intended arms sales related to Taiwan’s
aging fleet of 145 F—16 A/Bs fighters; however, no commitment has
been made regarding the possibility of U.S. sales of the more ad-
vanced C/D variant of the F-16 aircraft.

The year 2012 marked the 15th anniversary of China regaining
sovereignty over Hong Kong. While the “one country, two systems”
formulation continues to be used to describe Hong Kong’s relation-
ship with the mainland, developments over the past year suggest
that Beijing’s influence in the city’s affairs is growing. According to
a media survey released in April by the Hong Kong Journalists As-
sociation, 87 percent of journalists believe that press freedom in
Hong Kong has deteriorated since former Chief Executive Donald
Tsang took office in 2005. Evidence suggests that Beijing sub-
stantively intervened in the 2012 chief executive election on behalf
of Leung Chun-ying, the eventual winner.

In December 2011, a University of Hong Kong poll found that
only 17 percent of the territory’s seven million residents identify
themselves as “Chinese citizens,” a “new low since 2000,” indi-
cating a growing gap in how the territory defines itself vis-a-vis the
mainland. Discontent with the mainland is a source of concern for
Beijing. Established in Hong Kong’s Basic Law is the “ultimate
aim” of electing the chief executive and Legislative Council “by uni-
versal suffrage.” But implementation of universal suffrage has al-
ready been twice delayed, and its fate is uncertain.

Beijing’s growing interference in Hong Kong’s political affairs
casts doubt on the continued viability of the “one country, two sys-
tems” framework and Beijing’s willingness to eventually grant
Hong Kong universal suffrage. Hong Kong’s status as a customs
territory distinct from the mainland continues to raise concerns re-
garding the illicit transfer of technology to China. An April 2012
U.S. Government Accountability Office report revealed that inte-
grated electronic circuits “have been diverted to China (a destina-
tion requiring a license for these items) through Hong Kong (where
no license is required).” The report quoted an unnamed Commerce
Department official stating that certain types of such circuits could
“contribute to China’s military advancement.”
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Conclusions
China and the South China Sea

Beijing’s objectives in the South China Sea are to uphold what
it insists is the legitimacy of China’s territorial claims; to have
unimpeded access to maritime resources like oil, natural gas,
and fish; and to ensure control of its maritime periphery in
order to guarantee the security of its sea lines of communica-
tion and deny what it views as threatening foreign military ac-
tivities there.

China appears to pursue a strategy in the South China Sea
that involves delaying the resolution of its maritime disputes
while growing its actual presence in contested areas and
strengthening its navy and air force. The objective of this strat-
egy is to strengthen China’s position relative to the other
claimants to ensure eventual resolution of disputes in China’s
favor.

Beijing prefers that nonthreatening actors like civilian law en-
forcement agencies and commercial fishermen enforce China’s
claims and expand China’s presence in disputed areas. The
PLA Navy’s maturing capabilities underpin Chinese assertive-
ness and foster insecurity among non-Chinese claimants.

To the extent that China’s activities in the South China Sea
are meant to stabilize and secure its maritime periphery, its
actions in 2012 appeared to have the opposite effect. China’s
assertiveness led other claimants to grow their presence in dis-
puted areas, invest in military modernization, and look for
maritime security support from the United States and its re-
gional allies.

China National Offshore Oil Corporation (CNOOC), one of Chi-
na’s state-owned oil companies, demonstrated itself to be an
agent of the Chinese state in 2012. CNOOC advanced China’s
interests in the South China Sea by auctioning oil and gas
blocks in waters disputed by Vietnam and by referring to its
offshore energy infrastructure as “mobile national territory.”

China and Taiwan

The gap in cross-Strait military capabilities continues to widen
despite a series of Taiwan defense initiatives, the implementa-
tions of which have been constrained by budgetary concerns.
Nonetheless, in 2012, Taiwan accepted a $3.7 billion U.S. pro-
posal to upgrade its fleet of F-16 A/Bs and held a number of
high-profile military exercises meant to demonstrate its capac-
ity for self-defense.

While cross-Strait dialogue continues to deepen on issues re-
lated to trade, cultural, and educational exchanges, recent
years have seen little progress in cross-Strait security dia-
logues. Furthermore, as a consequence of domestic politics on
both sides, the sensitive issues surrounding Taiwan’s political
status have yet to be discussed.
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e In 2012, the U.S. government approved a visa waiver program
for Taiwan residents traveling to the United States.

China and Hong Kong

e Hong Kong’s 2012 elections were tumultuous, and the outcome
was viewed as heavily influenced by Beijing, compounding
fears about the integrity of the “one country, two systems”
framework.

¢ Beijing’s increasing influence in Hong Kong’s affairs calls into
question the security of advanced technology products exported
from the United States to Hong Kong.

e Popular discontent in Hong Kong with the mainland increased
in 2012 and led to a number of demonstrations and public
quarrels. While the city still enjoys freedoms of expression not
permitted on the mainland, there were a number of instances
in which city authorities, acting out of deference to Beijing,
challenged the exercise of those rights.

e Along with large wealth gaps and soaring real estate costs,
Hong Kong’s struggling economy is a concern for Beijing. A se-
ries of measures designed to provide economic assistance to the
city have been adopted, and China’s efforts to leverage the city
to gradually internationalize the RMB have continued.

e Reports of direct censorship and self-censorship also increased
in 2012. Leading Hong Kong publications claim to have re-
ceived pressure to provide positive coverage of Beijing’s favored
candidate prior to the election. Conspicuous downplaying of
human rights issues and troubling personnel changes amount
to an unprecedented degree of interference in the Hong Kong
press.

Chapter 4: China’s Global Reach

Europe has been a reliable destination for Chinese exporters, and
it has also become an increasingly attractive prospect for Chinese
investors seeking to diversify their foreign holdings and to acquire
valuable technologies and know-how. At the same time, the eco-
nomic relationship has been plagued by growing European frustra-
tion, shared by the United States, over China’s disregard for intel-
lectual property rights, forced technology transfers, restrictions on
market access for foreign firms, and the many direct and indirect
subsidies offered by the Chinese state to Chinese exporters and in-
vestors.

Many questions remain about what role China will play in re-
solving the European sovereign debt crisis. European Union (EU)
leadership has been trying to build support for a European Finan-
cial Stability Facility, while individual member states work hard at
attracting Chinese investment, giving rise to fears that competition
among countries for Chinese investment could allow China to “di-
Vidﬁ and conquer” Europe on matters of trade, security, and human
rights.

Although Sino-European cooperation on antipiracy, peacekeeping
operations, and other global security issues has largely been a posi-
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tive development for the European Union and China, European de-
fense and dual-use exports to China have emerged as an area of
potential transatlantic disagreement. Despite a European arms em-
bargo, EU defense exports to China totaled over $90 million in
2010. Some European defense scholars have asserted that EU en-
gagement with China in the military and high-tech sphere has con-
{:)rilbuted significantly to the advancement of China’s defense capa-
ilities.

Despite differences in perception of China’s rise, U.S. and Euro-
pean security interests converge on the issue of maritime security
in Asia. Approximately 90 percent of European trade is seaborne,
and much of it transits the Strait of Malacca and the South China
Sea. The United States is similarly reliant on shipping in the re-
gion, and both actors have an interest in preserving freedom of
navigation and stable and secure sea lanes.

While Europe has struggled in recent years, China’s continued
economic growth has resulted in an intense need for natural re-
sources, and its dependence on foreign energy is growing. About 51
percent of China’s imported oil comes from the Middle East, with
Saudi Arabia as its primary supplier; an additional 24 percent
comes from Africa, where Angola is the primary supplier. Energy
is a significant driver of China’s engagement with troubled or un-
stable states like Iran, Sudan, and South Sudan. In an effort to di-
versify China’s global energy sources, Chinese policymakers and
companies are looking to North and Central Asia, and Southeast
Asia, for more of their energy. China is becoming more active in
the North American energy sector as well. Chinese companies in-
vested over $17 billion in North American energy from 2010 to
early 2012; in 2011, North America was China’s top regional des-
tination for oil and gas acquisitions.

A June 2012 American Resources Policy Network report found
that the United States is more dependent on China than on any
other country for a basket of minerals identified as “critical.” China
produces over 90 percent of the world’s rare earths; over 80 percent
of antimony, magnesium metal, and tungsten; and between 50 per-
cent and 80 percent of 15 additional minerals. Over the last few
years, China has initiated policies to consolidate its rare earth in-
dustry, limit production, impose export restrictions, and start im-
porting rare earths. Given China’s withholding of rare earths from
Japan over a diplomatic dispute, Beijing could seek to use its domi-
nant position in critical mineral supply chains as leverage in polit-
ical disputes with other countries, including the United States. In
response to China’s restrictive policies on rare earths (as well as
tungsten and molybdenum), the United States, the European
Union, and Japan requested WTO consultations with China in
March 2012; after consultations failed to resolve the issue, the
three powers requested a WTO dispute settlement panel in June.

With one-fifth of the world’s population and only 7 percent of the
world’s water resources, China faces significant challenges related
to water scarcity. Over 40 mid- to large-sized Chinese cities, includ-
ing Beijing, suffer from significant water shortages, and many of
the nation’s water resources are severely polluted. Scientists have
found high rates of cancer in populations living alongside many of
China’s polluted rivers. Widespread health problems associated
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with pollution (including water pollution) are a major cause of so-
cial unrest in China. All of China’s major rivers (including three of
the world’s five largest rivers measured by discharge) originate
from the Tibetan plateau. China’s management of these important
transboundary waterways has significant economic, environmental,
and health ramifications for downstream users in contiguous areas,
and China has been involved in disputes over water rights with
several of its neighbors including India, Kazakhstan, North Korea,
Russia, and Vietnam. Some analysts predict that tensions over
water resource issues in Asia could soon lead to open conflict.

China possesses the world’s largest distant water fishing fleet,
and the industry is set to grow due to significant political and fi-
nancial support from the Chinese government. Fisheries experts re-
port that Chinese distant water fleets engage in illegal, unreported,
and unregulated fishing.

Conclusions
China and Europe

e China has a fundamental interest in seeing the euro crisis re-
cede, as it depends on the European Union for the largest part
of its exports. Throughout the euro crisis, China has consist-
ently voiced support for the euro and for individual countries
in distress, but there have not been any significant direct con-
tributions.

e The opacity of bond purchases, especially in the secondary
market for European bonds, makes it difficult to determine
what role China has played in alleviating the EU’s sovereign
debt crisis. Statements by Chinese officials and economic
trends suggest that Chinese companies have been using the
euro crisis to deepen their foreign direct investment (FDI) in
the European Union through acquisitions of technologies and
brands, among other things.

e Chinese FDI flows to the European Union so far have been
modest, but there is potential for significant growth. Chinese
investment has been generally well received, but it is too early
to assess its impacts, negative or positive.

¢ European companies face the same problems as U.S. compa-
nies: loss of intellectual property and technology to Chinese
companies, an uneven playing field due to Chinese government
subsidies offered to the domestic firms, and the lack of market
access in many sectors and industries, and China’s government
procurement market. This presents a number of opportunities
for U.S.-EU cooperation on trade-related issues.

e Transfers of European arms and dual-use technologies to
China have enhanced China’s capabilities in the naval and
space domains. Such advancements could contribute to the de-
velopment of China’s military in a way that runs counter to
U.S. interests in stability in the western Pacific and global
commons.

¢ European policymakers and leaders generally do not perceive
that they have substantial strategic interests in the Asia-Pa-
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cific region, and they do not perceive China’s military mod-
ernization to be a security threat. This view contrasts with
that of the United States, a Pacific power with increasing secu-
rity interests in the region that takes a more cautious view of
China’s military rise. As such, transatlantic alignment on secu-
rity issues related to China and the Asia-Pacific is limited.

China’s Demand for and Control of Global Resources

China’s leaders view China’s growing dependence on foreign
energy as a strategic vulnerability. China depends on unreli-
able producer states (like Iran, Sudan, and South Sudan) for
much of its oil imports. China also relies heavily on maritime
trade routes for its energy imports, exposing China’s energy
trade to crucial chokepoints like the Strait of Malacca and the
Strait of Hormuz. Beijing’s insecurity about these cir-
cumstances leads China to diversify its foreign sources of oil
and transport routes.

China’s overseas energy interests are expanding as China
seeks new sources of supply and places to invest. The majority
of China’s foreign energy comes from the Middle East and Afri-
ca. China also has significant energy interests in North, Cen-
tral, and Southeast Asia. North America has emerged as the
top destination for Chinese energy investments in recent years.

China’s state-owned oil companies are major players in China’s
foreign energy activities. The state-owned oil companies’ recent
success in their North American deals illustrates their growing
international prestige as well as their competitiveness. While
the state-owned oil companies often behave like commercial ac-
tors, significant political and financial support from the Chi-
nese government gives the companies an unfair advantage
azvheln competing with U.S. or foreign energy companies for
eals.

The United States is heavily dependent on China for much of
its mineral imports. China i1s a primary supplier of 21 critical
mineral commodities upon which the United States is 100 per-
cent dependent. Beijing demonstrated during a diplomatic row
with Japan that it was willing to use its dominant role in the
rare earths supply chain as leverage against Tokyo.

China faces several challenges related to water scarcity and
pollution. China’s use of hydropower dams and water diversion
projects on transboundary rivers can have detrimental eco-
nomic, environmental, health, and security impacts in down-
stream states in Central, South, and Southeast Asia. This cre-
ates tensions between China and its regional neighbors.

China is the world’s largest fishing nation. In addition to do-
mestic fishing, China has the world’s largest distant water
fleet, which operates on the high seas and in the maritime ter-
ritories of several countries throughout Asia, Africa, and South
America. China’s distant water fishing industry often engages
in illegal, unreported, and unregulated fishing, especially in
waters off the coast of Africa.
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Chapter 5: Assessing China’s Efforts to Become an
Innovative Society

Since January 2006, Chinese industrial policy has focused on
moving manufacturing away from labor-intensive, low-wage, and
resource-dependent factory work to a higher position on the value-
added, high-technology scale. A critical part of that plan requires
the development of a culture of innovation in China. The plan re-
quires government programs to support basic research, to create an
advanced scientific and technical education system, to maintain
strong intellectual property protection, and to foster entrepreneur-
ship, the building blocks of an innovative society.

So far, China’s record of reaching these benchmarks is mixed.
China has made considerable progress in shifting its manufac-
turing away from simple consumer goods toward high-technology
by investing heavily in the infrastructure of innovation. In some
areas, the effort has been enormous. For example, postgraduate de-
grees awarded to Chinese scientists and engineers rose from 30,328
in 2001 to 172,336 in 2009, a 468 percent increase. This progress
resulted from a dramatic expansion of science and technology uni-
versity programs in China, from 239 in 2000 to 834 in 2010.

Complementing China’s developing innovation capabilities is an
elaborate strategy for obtaining America’s advanced technology by
subterfuge, either stealing it outright or by requiring U.S. compa-
nies to turn over technology to Chinese business partners as a con-
dition for investment and market access in China. Other tactics
China employs to give its companies and industries an unfair ad-
vantage include currency manipulation; tax incentives for exports;
limits on foreign purchases designed to force technology transfers;
land grants and rent subsidies to Chinese-owned firms; preferential
loans from banks; tax incentives for Chinese-owned firms; cash
subsidies; benefits to state-owned enterprises; generous export fi-
nancing; government-sanctioned monopolies; a weak and discrimi-
natory patent system; joint venture requirements; cyber espionage
to steal intellectual property; direct discrimination against foreign
firms; limits on imports and sales by foreign firms; onerous regu-
latory certification requirements; and limiting exports of critical
materials in order to deny foreign firms key inputs. Taken to-
gether, such activities constitute “innovation mercantilism.”

There is evidence that some Chinese investments have paid off,
while others have failed. During the past decade, the U.S. trade
deficit with China in advanced technology products climbed from
$11.8 billion in 2002 to $109.4 billion in 2011, an 827 percent in-
crease. Still, China’s efforts to boost intellectual property protec-
tions for Chinese inventors have stagnated; its goal of nurturing an
entrepreneurial class by creating a private system of equity and
bank financing is lagging far behind; and questions have been
raised about the quality of Chinese scientific and engineering train-
ing and the utility of an education system that values rote memori-
zation over creativity.

Conclusions

e The central government of China has assigned a high priority
within its industrial policy planning on developing a culture of
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innovation. The intent is to replace low-wage, resource-inten-
sive manufacturing with high value-added production.

e Funding for research and development is increasing, and
China has invested heavily in enhancing its science and engi-
neering education. This is apparent from the large increase in
university graduates with science and engineering degrees. But
China still lacks a financing system to support entrepreneurs
and the willingness to enforce intellectual property protections,
two requirements for an innovative society.

e China depends on industrial espionage, forced technology
transfers, and piracy and counterfeiting of foreign technology
as part of a system of “innovation mercantilism.” China can
avoid the expense and difficulty of basic research and unique
product development by obtaining what it needs illegally. Chi-
na’s success is evident, in part, by the large increase in the
U.S. trade deficit with China on advanced technology products.

e China has also successfully developed a capacity for “second-
generation innovation.” As a result, U.S.-based multinational
companies increasingly use China as a center for product
research, engineering, and manufacturing while retaining
design, marketing, and sales within the United States. This
has allowed some U.S. companies to remain price competitive
gut has led to the loss of manufacturing jobs in the United

tates.

¢ China’s leadership has implemented extensive infrastructure,
including formal plans and funding vehicles, to invest in and
promote research and development and innovation. The plans
have ambitious goals and clearly articulated time lines. Invest-
ments and efforts are diffused among numerous categories of
special projects and technologies.

e Historically, China’s heavy emphasis on central planning has
at times disadvantaged “bottom-up” entrepreneurial efforts or
curiosity-driven research, but over the past ten years China’s
innovation planning has become diffuse.

e China’s investments in science and technology focus over-
whelmingly upon experimental development over applied and
basic research. This emphasis helps in China’s rapid commer-
cialization of products but raises questions about Chinese sci-
entists’ ability to produce “leapfrogging” innovations, as di-
rected by China’s planning documents.

e Local governments in China fund about half of the country’s
research and development activities. This funding comes along
with expectations that research will focus on technologies with
more immediate, practical benefits.

Supercomputing Conclusions

o The Chinese government views progress in the field of super-
computing, as one Ministry of Science and Technology state-
ment put it, as an “important symbol to measure and reflect
the technological competitiveness of a country’s comprehensive
national strength, the strategic high ground of the world’s
high-tech fields.”
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¢ China is innovating in select areas of supercomputing. The na-
tion’s recent impressive achievements in the sector do not sug-
gest it is about to decisively overtake the U.S.’s leadership po-
sition. However, China has the people and resources to con-
tinue producing notable advancements.

Cloud Computing Conclusions

e China faces complex prospects in the cloud computing sector.
Its status as a chosen technology under the 12th Five-Year
Plan, and the attendant high-level leadership support and fi-
nancial benefits, helps provide a favorable environment for
success.

e Several issues pose obstacles to broader internal adoption as
well as Chinese ambitions to ultimately export cloud services.
Censorship requirements have adverse applications for domes-
tic and foreign entities alike. Broader security questions pose
another issue; as a recent People’s Daily article put it, in the
cloud, “[flew Chinese companies have the awareness to protect
themselves at the moment.” Intellectual property protection as
well as host of legal and jurisdictional ambiguities further com-
plicate matters.

o With respect to innovation specifically, cloud computing offers
a difficult test case. Chinese entities are making circumscribed
innovations in the field but that cloud technologies are heavily
concentrated, by design, outside of users’ views makes com-
plete assessment challenging.

Defense Systems Conclusions

¢ China’s technological capabilities in the defense sector have
grown remarkably over the past two decades. Consequently,
China’s military has access to increasingly impressive military
platforms, munitions, and support systems. China’s efforts in
the field are well funded and receive a high level of leadership
support.

o Assessing the level of innovation in China’s new military hard-
ware remains difficult. China’s military capabilities have been
uneven for decades, with pockets of excellence in some areas
(e.g., nuclear weapons and delivery systems in the 1960s) and
persistent flaws in other areas (e.g., turbofan jet engines
through today). However, the Chinese defense industrial base
is on a continually improving trajectory. Innovation will prob-
ably not occur uniformly, but pockets of innovation are arising.

Chapter 6: China’s Political Transitions in 2012

The year 2012 has been a turbulent one for politics in the PRC.
The country saw its greatest open political crisis in a generation,
with the very public downfall of CCP Politburo member Bo Xilai
and the accompanying suspended death sentence handed down to
his wife, Gu Kailai. This story—involving an alleged murder plot,
accusations of corruption, and an alleged defection attempt by a
senior police official—shattered the carefully constructed facade of
unity fostered by the state’s propaganda organs and revealed rifts
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in the elite circles of the Communist Party. This drama took place
against the backdrop of preparations for a major leadership succes-
sion. The 18th National Congress of the Chinese Communist Party,
which convened in early November, marks only the second transi-
tion of power since the death of paramount leader Deng Xiaoping
in 1997. This transition to a “Fifth Generation” of party leadership
will test both the procedures for orderly succession established by
the CCP over the past two decades as well as the ability of the par-
ty’s senior ranks to overcome factional divides and coalesce under
a new, collective leadership.

China faces challenging decisions regarding the use of its grow-
ing military power, economic clout, and diplomatic influence. In the
critical years ahead, the views and policy preferences of the coun-
try’s leadership will set the trajectory for China’s emergence as a
major world power. However, it is difficult to determine the char-
acter and worldviews of China’s new political leaders. These offi-
cials will need time to consolidate their positions in the new hier-
archy, and factional divides and the need for consensus decision-
making will likely preclude any bold, new policy initiatives. This
will likely produce a strong tendency to defer decisions on conten-
tious issues in the U.S.-China relationship, such as the restruc-
turing of China’s export-driven economic model, the dominant role
of state-owned enterprises in major sectors of the economy, the ori-
entation of Chinese foreign policy, and China’s maritime territorial
disputes with its neighbors. The United States must carefully mon-
itor events in Beijing as China’s new leaders consolidate their posi-
tions inside the Communist Party. Absent unforeseen events, dra-
matic changes in the direction of PRC foreign and economic policy
are unlikely in the near term, and the ability of China’s leaders to
respond to new policy initiatives will be constrained.

Conclusions

e A new group of younger, rising officials will assume the most
senior postings in the Chinese Communist Party at the 18th
Party Congress in November 2012. These “Fifth-Generation”
cadres tend to have a number of factors in common: Many suf-
fered during the Cultural Revolution; most have experience in
provincial-level government administration; and nearly all
have more formal education than their predecessors, with stud-
ies focused in economics and the social sciences. A dispropor-
tionate number of these rising leaders are also “princelings,”
the1 children of prominent revolutionary-era Communist offi-
cials.

e Factionalism remains a serious issue at the elite level of Chi-
nese politics, centered on two major patronage networks: the
“Shanghai” and “Princeling Party” group that owes fealty to
former CCP General Secretary Jiang Zemin; and the “Com-
munist Youth League Faction” loyal to CCP General Secretary
Hu Jintao. The membership of the Politburo and Politburo
Standing Committee from the years 2002 to 2012 has reflected
representation for both of these two groups, with Hu dJintao
holding the top leadership slot and loyalists of Jiang Zemin oc-
cupying the largest number of seats.
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Presumptive CCP General Secretary Xi Jinping and presump-
tive PRC Premier Li Keqiang are expected to be the two most
senior figures in the new leadership line-up, but they will not
dominate the policy process: The newly appointed leadership of
the CCP will likely continue to operate in a collective, con-
sensus-driven fashion. This decision-making dynamic—com-
bined with the continuing influence of retired party leaders—
means that there will be considerable internal debate regard-
ing major policy issues and that there will likely be little sub-
stantive change to PRC policy in the near-term.

THE COMMISSION’S KEY RECOMMENDATIONS

The Commission believes that ten of its 32 recommendations to
Congress are of particular significance. The complete list of rec-
ommendations appears at the Report’s conclusion on page 455.

The Commission recommends that:

Congress examine foreign direct investment from China to the
United States and assess whether there is a need to amend the
underlying statute (50 U.S.C. app 2170) for the Committee on
Foreign Investment in the United States (CFIUS) to (1) require
a mandatory review of all controlling transactions by Chinese
state-owned and state-controlled companies investing in the
United States; (2) add a new economic benefit test to the exist-
ing national security test that CFIUS administers; and (3) pro-
hibit investment in a U.S. industry by a foreign company
whose government prohibits foreign investment in that same
industry.

Congress request that the administration assess and report to
the Congress on possible vulnerabilities for U.S. government
and private sector parties in data storage and the provision of
web services, such as cloud computing, in terms of national
and economic security interests. Such assessment should focus
on the provision of such services by Chinese companies and
whether specific mitigation, abatement, or notice provisions are
necessary.

Congress direct the U.S. Department of Commerce to report
annually on Chinese investment in the United States includ-
ing, among other things, data on investment in the United
States by Chinese SOEs and other state-affiliated entities.

Congress require the U.S. Department of State to detail cur-
rent and planned efforts to integrate China into existing and
future nuclear arms reduction, limitation, and control discus-
sions and agreements. Committees of jurisdiction within Con-
gress should request periodic updates on these efforts.

Congress direct the administration to establish an interagency
task force with the secretaries of Commerce, Defense, Energy,
the Interior, and State and the director of the U.S. Geological
Survey to (a) develop a governmentwide definition and list of
“critical minerals”; (b) develop a plan regarding those minerals
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to reduce the vulnerability of the United States to pressure
from China or any other country for political or economic ad-
vantage; and (c) require federal agencies to use existing statu-
tory and regulatory tools to encourage critical minerals extrac-
tion and manufacture in the United States.

Congress direct that, in undertaking any bilateral investment
treaty negotiation with China, the U.S. administration should
insist upon terms that ensure reciprocity and explicitly address
the unfair challenges posed by China’s SOEs in all markets.

Relevant Congressional committees conduct an in-depth as-
sessment of Chinese cyber espionage practices and their impli-
cation and report the findings in an unclassified format.

Congress direct the U.S. Securities and Exchange Commission
(SEC) to revise its protocols for reviewing filings by foreign en-
tities listed on or seeking to be listed on the U.S. stock ex-
changes. The SEC should develop country-specific data to ad-
dress unique country risks to assure that U.S. investors have
sufficient information to make investment decisions. The SEC
should focus, in particular, on state-owned and -affiliated com-
panies, and subsidies and pricing mechanisms that may have
material bearing on the investment.

Congress require the Department of Defense to report to Con-
gress on the extent to which its current procurement regula-
tions and contracting procedures allow it to exclude the acqui-
sition of any foreign-produced equipment from any department
system where there is concern as to the potential impact of
cyber vulnerabilities.

Congress review the U.S.-Hong Kong Policy Act of 1992 to de-
termine its continued applicability. In particular, Congress
should review the security of advanced technology products ex-
ported from the United States to Hong Kong.






INTRODUCTION

China is undergoing a period of intense political transition and
economic challenge that will test the ability of the Chinese Com-
munist Party (CCP) to maintain its control over the country. The
CCP has staked its legitimacy on continued economic growth in
order to maintain the support of its middle class and its restive
rural population of 700 million. To keep Chinese factories full and
provide jobs to the rural millions seeking a better life in the cities,
the party recognizes that the Chinese economy must continue eco-
nomic growth and expand the social safety net. If growth is to con-
tinue, however, it will be necessary to implement politically dif-
ficult reform.

China’s 12th Five-Year Plan (2011-2015) calls for the govern-
ment to rebalance the economy toward domestic consumption and
away from its historic reliance on export-led growth and vast infra-
structure investments. The plan also encourages more government
services, health care, education and pension reform, and a shift
from resource-intensive manufacturing to the production of higher
value-added goods. These reforms would benefit the American econ-
omy by further opening China to U.S. goods. The United States has
long encouraged such market reform in China and has welcomed
China’s first steps to expand government services, particularly in
rural areas.

Unfortunately, in recent years China has been backsliding from
market reforms in favor of an increased role of the state in the
economy. China’s response to the global financial crisis also had
the effect of strengthening its state sector by disproportionately
benefitting state-owned companies. To date, China has failed to
make significant moves to rebalance its economy, reduce export de-
pendence, and increase domestic consumption. While such wide-
spread economic reforms are difficult to implement, and while vest-
ed interests, such as exporters, are likely to oppose reforms that
make it more difficult for their sectors to thrive, China is faced
with a stark choice. As its economic growth slows and its export
markets shrink, China can either transition to a new, rebalanced
economy or face stagnation and even decline.

While China must resist the temptation to stay the comfortable
but unsustainable course of the export-led economy it has nurtured
over the past two decades, it faces a different dilemma in foreign
affairs. Since 1989, China has maintained a long-standing policy
following Deng Xiaoping’s admonition to “hide your capacities, bide
your time, accomplish things where possible.” However, China’s
continuing military modernization is strengthening its confidence
and ability to advance Chinese government interests, especially in
the Asia Pacific. For example, China has been relentless in uphold-
ing what it insists is the legitimacy of its territorial claims in the
East and South China seas. China’s increased assertiveness has es-
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calated regional tensions, prompting other countries to bolster their
own defense capabilities and form or strengthen security partner-
ships. The United States has responded to China’s muscular naval
posture in the Pacific by planning to deploy more warships to the
Pacific over the coming years. China is faced with another choice:
either adhere to internationally recognized norms of behavior for
freedom of navigation and the resolution of territorial disputes or
face growing opposition from its neighbors and other members of
the international community.

China and the United States are growing increasingly inter-
dependent. The United States looks to China to rebalance its econ-
omy, and China needs to increase imports and domestic consump-
tion. What the United States wants from the relationship with
China is clear: the reciprocal and balanced trade relationship that
we should have with a World Trade Organization partner and for
China to respect the rule of law both domestically and abroad.

In the middle of a once-in-a-decade change in the top leadership
of the Chinese Communist Party, Chinese and international ob-
servers are looking toward the next generation of leaders to deter-
mine how China will manage this important period of transition.
Much has been said about the personalities of Xi Jinping, the ex-
pected future general secretary of the CCP and president of China,
and Li Keqiang, the expected future premier of China. Due to the
opacity of Chinese politics, it is difficult to assess how these two
individuals will influence the CCP and the Chinese government.
However, a few things are clear. First, internal political struggles
in the CCP will likely continue, and retired leaders Jiang Zemin
and Hu Jintao, and their supporters, will continue to exercise sig-
nificant influence. Second, the Politburo Standing Committee, Chi-
na’s top leadership body, is unlikely to be dominated entirely by
any particular individual or political faction, which will necessitate
compromise among China’s leaders. Third, China’s state-owned en-
terprises will likely continue to operate in the interest of the party
as well as in their own self-interest. Fourth, the People’s Liberation
Army is likely to remain a powerful political force, both taking di-
rection from and influencing CCP and Chinese government leader-
ship. Finally, public security organs and the People’s Armed Police
will probably increase surveillance and control of the populace.

These developments suggest that the United States will continue
to face a range of challenges when dealing with China. The United
States should demand reciprocity and seek mutual benefit in its re-
lationship with China, and both nations should remain mindful of
our interdependence. Our nations would both be better off as part-
ners rather than competitors; however, this will depend on whether
China is willing to make the reforms necessary for it to transition
into a responsible actor on the global stage.



CHAPTER 1

THE U.S.-CHINA TRADE
AND ECONOMIC RELATIONSHIP

SECTION 1: TRADE AND ECONOMICS
YEAR IN REVIEW

Introduction

China’s economy grew 7.4 percent in the third quarter of 2012,
the seventh consecutive quarter of decelerating growth, as demand
at home and abroad slackened. If this trend continues, full-year
growth is on course for its weakest showing since 1999.1 A steep
slide in exports has put even more pressure on Beijing. For the
past five years, exports have been declining as a share of China’s
gross domestic product (GDP), but foreign shipments are still im-
portant, employing tens of millions of workers. The government
had hoped export growth would help provide some cushion against
flagging domestic demand. Instead, falling exports are at risk of be-
coming a drag on the economy, slumping to 1 percent annual
growth in July 2012, from 11.3 percent in June.2 Currency appre-
ciation, too, leveled out in 2012: The renminbi (RMB) did not ap-
preciate as much as in 2011, and there are even signs that it might
depreciate again to help boost falling exports. Despite the slow-
down, with the upcoming leadership transition, the country’s top
leaders are more focused on politics than economics.3

Weak growth placed Beijing at a crossroads between introducing
a new round of stimulus measures and using the slowdown to deep-
en structural reform. In practice, the government implemented
piecemeal measures in an effort to achieve both. For example, Peo-
ple’s Bank of China, the central bank, used interest rate cuts and
other measures to stimulate lending, even as restrictions on the
property market, which was overheated, were kept in place. Unless
the government renews its commitment to a robust reform agenda,
this inconsistency casts doubt on whether rebalancing will con-
tinue. If growth rebounds, rebalancing may be reversed as exports
pick up. If growth slows further, the government may give in to
pressure to introduce a larger stimulus, again putting further re-
balancing in doubt.

Rebalancing China’s economy to one less dependent on exports
and fixed investment and more focused on meeting the needs of
China’s consumers was declared a top priority by the governments
of the United States and China. As Under Secretary of the Treas-
ury Lael Brainard noted in July, “China faces tough choices to sus-
tain growth and avoid the middle-income trap. The policy choices
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China makes will be important to America’s economic interests—
to our exports, our workers, our businesses, and our farmers.” 4

As the Commission noted in its 2011 Report, China’s 12th Five-
Year Plan (2011-2015), a government blueprint for the economy,
details a number of reform priorities aimed at restructuring the
Chinese economy by encouraging domestic consumption, decreasing
reliance on exports and investment, supporting the private sector,
and shifting to higher value-added manufacturing.

Consumption continued its incremental climb, a trend reinforced
by increases in social welfare spending. China’s current account
surplus diminished by 6 percentage points of GDP, as exports
weakened and capital outflows increased. However, it is uncertain
whether these changes marked a fundamental structural change,
based on government policy, or were simply a cyclical response to
an economic slump. There are also powerful forces, such as en-
trenched local interests and the export sector, acting against fur-
ther rebalancing and reform and for a return to the liquidity- and
export-driven growth of recent years. Moreover, continued economic
malaise among China’s biggest trade partners makes further bold
reforms unlikely.

Although China’s growing trade surplus with the United States
suggests that China’s economy is in good health, recent economic
data paint a bleaker picture. When Chinese Premier Wen Jiabao
announced this year’s annual growth target of 7.5 percent in
March, most analysts dismissed it as false modesty: The Chinese
economy has consistently outperformed annual targets over the
past decade, averaging close to 11 percent growth, despite the
2008-2009 global financial crisis. But with activity cooling much
more than expected in recent months, the 7.5 percent target is
starting to look ambitious.5

U.S.-China Trade and Investment Relations

While China’s overall trade surplus started shrinking due to pro-
tracted global economic weakness, its surplus with the United
States has continued to increase. After falling in 2009 as a result
of the global recession, the U.S. trade deficit in goods with China
has since surged, reaching a new record high of $295.4 billion in
2011, up from $273.1 billion in 2010 (see figure 1, below).

For the first eight months of 2012, the United States exported
$69.9 billion worth of goods to China and imported $273.1 billion
from China, for a deficit of $203.1 billion. The deficit in goods with
China is by far the largest among U.S. trading partners, 40.6 per-
cent of the total in 2011, down slightly from 43 percent of the total
in 2010 (see figure 1, below).®
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Figure 1: U.S. Deficit with China (in U.S. $ million) and China’s Share of
the U.S. Global Goods Trade Deficit (in percent), 2000-2011
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Source: U.S. Census Bureau, U.S. Trade in Goods and Services (Washington, DC: U.S. Depart-
ment of Commerce, August 2012).

U.S. goods exports to China in 2011 were $103.9 billion, up 13.1
percent ($12 billion) from 2010. U.S. goods imports from China to-
taled $399.3 billion in 2011, a 9.4 percent increase ($34.4 billion)
from 2010.7 The composition of U.S. exports and imports is pre-
sented in tables 1 and 2, below.8

Table 1: Top Five U.S. Exports to China, 2010-2011 (in U.S. $ billion)

Percent

2010 2011 change
Machinery 11.2 12.2 9%
Misc. grain, seed, fruit (soybeans) 11.0 10.7 —3%
Electric machinery 11.5 10.1 —-12%
Vehicles 4.5 6.8 50%
Aircraft 5.8 6.4 11%

Source: International Trade Administration, TradeStats Express (Washington, DC: U.S. De-
partment of Commerce, various dates). http://tse.export.gov/TSE/TSEhome.aspx.
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Table 2: Top Five U.S. Imports from China, 2010-2011 (in U.S. $ billion)

Percent

2010 2011 change
Electric machinery 90.8 98.7 9%
Machinery 82.7 94.9 15%
Toys and sports equipment 25.0 22.6 —9%
Furniture and bedding 20.0 20.5 3%
Footwear 15.9 16.7 5%

Source: International Trade Administration, TradeStats Express (Washington, DC: U.S. De-
partment of Commerce, various dates). http://tse.export.gov/TSE/TSEhome.aspx.

The U.S. trade deficit with China in advanced technology prod-
ucts (ATP) * continues to grow. In 2010, the United States exported
$21.4 billion of ATP goods to China, while Chinese exports to the
United States were $115.6 billion. By 2011, U.S. exports declined
to $20.1 billion, while Chinese exports grew to $129.5 billion.®

While U.S. foreign direct investment (FDI) f in China has a long
history, Chinese investment flows to the United States are a rel-
atively recent phenomenon, which is reflected in the data.} Accord-
ing to research by Rhodium Group, in 2011 Chinese FDI directed
to the United States was just $4.5 billion, down from $5.7 billion
invested in 2010.1° By comparison, China’s portfolio investments in
the United States were far higher: Investments in U.S. Treasury
securities by China reached an estimated $1.2 trillion by August
2012, making China the biggest foreign holder.!1 China also holds
$159 billion in U.S. equities, $24 billion in U.S. agency securities,
and $16 billion in corporate bonds, as of July 2011 (latest data
available).12

* Advanced technology products are high-technology products whose technology is from a rec-
ognized high-technology field (e.g., biotechnology); that represent leading-edge technology in that
field, and that constitute a significant part of all items covered in the selected classification code.
ATP classifications are assigned by the Foreign Trade Division of the U.S. Census Bureau.

TFDI is investment to acquire a “long-term relationship and reflecting a lasting interest and
control” in an enterprise operating in an economy other than that of the investor. It is the sum
of equity capital, reinvestment of earnings, other long-term capital, and short-term capital as
shown in the balance of payments. There are two types of FDI: inward FDI and outward FDI,
resulting in a net FDI inflow (positive or negative) and stock of FDI, which is the cumulative
number for a given period. FDI excludes most portfolio investment, which is usually investment
through the purchase of shares of an insufficient number to allow control of the company or
its board of directors. A foreign direct investor may acquire voting power or control of an enter-
prise through several methods: by incorporating a wholly owned subsidiary or company (e.g.,
a “greenfield” investment); by acquiring shares in an associated enterprise; through a merger
or an acquisition of an unrelated enterprise; or by participating in an equity joint venture with
another investor or enterprise. For more information, see UNCTAD [United Nations Conference
on Trade and Development], World Investment Report 2010: Investing in a Low Carbon Economy
“Methodological Note” (New York and Geneva: United Nations, 2010); and World Bank, “Foreign
]Vlzliéect Investment” (Washington, DC). http://data.worldbank.orglindicator/BX.KLT.DINV.CD.

+Estimating the true value of Chinese investment in the United States and U.S. investment
in China has been historically problematic, and the true magnitude of the bilateral investment
relationship may not be apparent from the raw data. In addition to significant time lags, dif-
ferent data definitions, and collection methods used by Chinese and U.S. statistical bureaus, in-
vestment from China is often rerouted through Hong Kong or Caribbean tax havens, which
makes tracking its ultimate destination very difficult. The Commission has explored this and
related issues in great detail in the 2011 Report’s section on “Chinese State-Owned Enterprises
and U.S.-China Bilateral Investment.” See U.S.-China Economic and Security Review Commis-
sion, 2011 Report to Congress (Washington, DC: U.S. Government Printing Office, November
2011), pp. 40-63.
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China’s role as a direct investor in the United States remains
small (in 2011 China’s investment was just 2 percent of the total
FDI flowing to the United States), but a number of big acquisitions
proposed in 2012 suggest that this might be changing. Almost $8
billion of deals have been announced so far this year, including
Sinopec’s $2.4 billion bid for big stakes in a number of oil and gas
developments from Devon Energy, the Dalian Wanda’s $2.6 billion
bid for movie theater chain AMC, and a potential $1.8 billion bid
by Chinese aerospace manufacturer Superior Aviation for Hawker
Beechcraft.13

The evolving nature of the U.S.-China trade and investment rela-
tionship, including bilateral investment patterns and China’s trade-
distorting practices, is addressed in depth in chapter 1, section 3,
of this Report. For a discussion of Chinese energy investments in
the United States, see chapter 4, section 2, of this Report.

Is China’s Economy Rebalancing?

The persistent nature and magnitude of the U.S. trade deficit
with China is one of the major points of contention between the
two countries. These concerns have heightened, because China’s
trade rebalancing has largely been put on hold due to the global
financial crisis. The crisis created concerns for preserving China’s
short-term economic performance, which trumps the importance of
enacting the major reforms needed for long-term restructuring.
Without these serious market-based reforms, China will find it dif-
ficult to balance its presence in the global economy.1* Despite the
lack of significant reform, China’s controversial global trade sur-
plus has narrowed considerably over the duration of the financial
crisis, though primarily due to external factors such as continued
economic malaise in the United States and Europe.

The Trade Balance and the Current Account

Reducing net exports is an important part of rebalancing China’s
economy. As outlined in the 12th Five-Year Plan, China claims it
intends to transition from export-driven growth while increasing
the amount of goods and services it imports. This, in turn, should
allow China to reduce its excessive current account surplus and for-
eign exchange holdings. Based on these criteria, there was some
progress in 2012. Net exports declined as a share of GDP in the
first half of 2012 compared to the previous year.l> At the same
time, the current account surplus with the world as a whole nar-
rowed to 2.8 percent of GDP, the smallest since 2002.16 China’s
balance of payments recorded a deficit in the second quarter of
2012; for the first time since 1998, more money was leaving China
than arriving. This left China’s overall balance of payments in def-
icit for the quarter, diminishing China’s international reserves by
$11.8 billion (or just under 0.4 percent).l” China’s foreign exchange
reserves were the highest in the world at $3.24 trillion at the end
of June 2012, an increase of $43 billion year-on-year.

The Chinese Ministry of Commerce (MOFCOM) said in 2012 that
China drew in $66.7 billion in FDI between January and July,
down 3.6 percent on the same period a year earlier. July’s inflow
of FDI alone was $7.6 billion, down 8.7 percent year-on-year. Fall-
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ing inward investment is especially worrying for the government,
as around 200 million jobs in the country are estimated to be ori-
ented toward the export sector, and fixed asset investment gen-
erates about half of China’s economic output.'® The FDI data follow
a raft of other economic indicators for July that revealed a decline
in new bank lending, export, import, and industrial output growth,
prompting analysts to start cutting GDP forecasts.1?

The main cause of declining net exports was the deceleration of
export growth rather than an increase in imports. The recovery of
exports in 2010-2011, following the deep crisis in 2009, was par-
tially reversed in the first half of 2012. Export growth was also un-
usually volatile: After a slide in April, growth recovered slightly,
only to grind to a near halt in July.20 China’s exporters suffered
in particular from weak demand in the eurozone countries, which
constitute China’s largest trade partner. In an August 2012 report,
the People’s Bank of China warned that the failure of European
countries to resolve the eurozone crisis would do “severe damage”
to the global economy and open the possibility of a double-dip re-
cession.2! “Right now, the sharp drop of exports to EU [European
Union] countries is the biggest important factor weighing on Chi-
na’s export growth,” MOFCOM spokesman Shen Danyang told a
news conference held alongside the publication of FDI data.22 (For
a comprehensive assessment of the China-Europe relationship, see
chap. 4, sec. 1, of this Report.)

It is unlikely that China can diversify away from its traditional
export markets quickly enough to make up for the shortfall in de-
mand from the United States and Europe. The combined share of
Europe and North America in China’s total exports declined from
43.2 percent to 38.9 percent in 2008-2012, as emerging markets
slightly increased their share from 55 to 59 percent. However,
given that exports contracted sharply in 2008-2009, and stagnated
in the first half of 2012, this appears to be a cyclical rather than
a structural change in the composition of exports. Major export
markets such as machinery and equipment, which contributed 10
to 15 percent of China’s export growth over the past decade, are
unlikely to rebound until demand in the United States and Europe
is restored.23

A New Stimulus for China?

Despite a slowing economy, China’s central government has
shied away from major fiscal stimulus. China is in the midst of a
once-in-a-decade transfer of power that the Chinese Communist
Party (CCP) wants to portray against a backdrop of prosperity
and stability, thereby legitimizing its grip on power. But the
leadership has been reluctant to act aggressively. Further stim-
ulus risks exacerbating the problems created by the 4 trillion
RMB ($585 billion) stimulus launched during the global financial
crisis,* including speculative real estate bubbles and bad debts

*For an in-depth discussion of China’s response to the global financial crisis, including its
stimulus, see U.S.-China Economic and Security Review Commission, 2009 Report to Congress
(Washington, DC: U.S. Government Printing Office, November 2009), pp.38-55.
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A New Stimulus for China?—Continued

run up by local governments and state-owned enterprises
(SOEs). There are concerns that even more fixed-asset invest-
ment would simply add to China’s existing stock of inefficient
economic capacity.2¢ Moreover, some of the causes behind the
slowdown are beyond the government’s control: The crisis in the
United States and Europe means much less demand for Chinese
goods from its biggest export markets.25

Nonetheless, China introduced modest, pro-growth policy ad-
justments at the start of June 2012, when it cut interest rates
for the first time in nearly four years, following that up less than
a month later with another rate cut. There are indications that,
under the pressure of declining growth, China is backsliding to
overreliance on investment and government spending to power
growth. Premier Wen Jiabao said early last month that invest-
ment was essential to stabilizing growth.26 Taking this cue, a se-
ries of spending plans have been announced in recent months.

In September 2012, the National Development and Reform
Commission, China’s top economic planning agency, approved
plans for around 1 trillion RMB ($158 billion), or 2 per cent of
GDP, in infrastructure spending. Plans include 25 urban rail
projects, 13 highway construction projects, seven waterway
projects, and nine waste water treatment plants.2? The money
will be rolled out over several years, and the government has not
described the investments as a stimulus package.2® The central
government also announced a plan involving 2.4 trillion RMB
(around $380 billion) of investment in energy conservation and
carbon emissions reduction by 2015.29

Echoing the 2008-2009 stimulus, when local governments bor-
rowed heavily from state-owned banks to fund investments, sev-
eral big Chinese cities have also announced large investment
plans intended to boost slowing growth rates.3? In addition to a
dozen small investment packages announced by local govern-
ments, Chinese megacities Tianjin and Chongqing each unveiled
plans for investments of 1.5 trillion RMB ($236 billion) in large
industries such as petrochemicals, automobiles, and electronics
over the next few years.

It is not clear, however, whether the plans are new or pre-
viously announced. Chongqing’s five-year plan from 2011 to
2015, unveiled by the city early last year, also called for 1.5 tril-
lion RMB ($236 billion) of new investment.3! Moreover, analysts
agree that the figures announced by provincial leaders are more
ambitious projections for investment they hope to attract from
foreign and state investors rather than concrete spending
plans.32
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The government is conscious of the risk of loading up the econ-
omy with too much cheap credit, as it did during 2008-2009
when it let local governments go on a borrowing binge that
racked up some 10.7 trillion RMB (around $1.6 trillion) in debt
by the end of 2010. Analysts think as much as 2 trillion-3 trillion
RMB ($300 billion-$450 billion) of those loans may have turned
sour and might never be repaid.33 Barry Eichengreen, professor
of economics at the University of California, Berkeley, has noted
that the growth-boosting policy initiatives announced to date,
like additional infrastructure projects and looser lending, will
shore up growth for a time but will worsen the economy’s imbal-
ances and store up problems for the future.34

Beyond the continued global economic slump, there are several
reasons to doubt China’s departure from export-driven growth.
First, it is questionable whether the government will allow exports
to decline, given the local government’s interest in maintaining
high employment and tax revenue collections. China’s Export-Im-
port Bank, for example, continues to increase the amount of sub-
sidies it provides to exporters, in part because of falling demand
from abroad.35

Second, China’s imports remain tied to investment spending,
such as the infrastructure projects launched during the 2008—-2009
stimulus. A breakdown of China’s imports shows that commodities,
minerals, and machinery, linked to China’s export- and industry-
heavy sectors, not consumer goods, continue to dominate.3¢ At the
height of the global financial crisis, China’s imports of coal, iron
ore, and oil continued to increase in volume.37

Finally, if China’s current account is also decreasing due to net
capital outflows, this is not necessarily genuine rebalancing. Cap-
ital outflows played a major role in reducing China’s current ac-
count balance for the first time in 2012, amounting to a net $110
billion, the highest level ever recorded.38 As Michael Pettis, econo-
mist at Peking University, has noted, a shortage of liquidity caused
by capital outflows may help rebalancing by discouraging liquidity-
driven overinvestment in the domestic market.39

However, rather than a consequence of rising import consump-
tion by a new middle class, the capital outflows were mainly the
consequence of “capital flight” by wealthy Chinese. Analysis by the
Wall Street Journal suggests that in the year through September
2012, some $225 billion left China, including both legal and illicit
flows.49 According to economist Derek Scissors, many wealthy Chi-
nese may be “voting with [their] feet to leave a deceptively weak
China.”41 A 2012 survey by Chinese magazine Hurun showed that
more than 16 percent of households with 10 million RMB ($1.6 mil-
lion) in annual income have already emigrated or handed in immi-
gration papers for another country. Only 28 percent of those asked
expressed great confidence in the prospects over the next two
years, down from 54 percent in the 2011 report.42
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Currency Revaluation

Increasing the value of the RMB in relation to the dollar is a key
component of rebalancing, because it makes China’s exports more
expensive and increases the purchasing power of Chinese con-
sumers interested in imported goods. Between June 2010 and De-
cember 2011, China’s currency appreciated by 11 percent against
the dollar in inflation-adjusted terms. The real effective exchange
rate * has increased by 27 percent since July 2005.43 The positive
contribution this has made to commercial relations between the
United States and China was duly noted by the U.S. Treasury.44
The International Monetary Fund (IMF), too, has praised China’s
progress by noting in its 2012 annual assessment of China’s econ-
omy that the RMB was “moderately” rather than “substantially un-
dervalued,” the language used in previous years. This was also
based on the decline in China’s current account surplus, its slower
accumulation of international reserves, and past real effective ex-
change rate appreciation.45

Policy signals on currency from the Chinese government remain
contradictory, putting further appreciation in doubt. On the one
hand, China has widened its daily exchange rate bands against the
dollar from +0.5 percent to £1.0 percent in the mainland currency
market, and the RMB hit a record high of 6.2284 per dollar in Feb-
ruary 2012. On the other hand, the rate of exchange has been vir-
tually flat against the dollar in 2012.46 In fact, by the end of June,
the RMB had depreciated against the dollar by as much as 1.6 per-
cent before strengthening again in September.47

The undervaluation of China’s currency remains a serious con-
cern for the United States. Appreciation has not been sufficient to
counteract China’s persistent exchange rate undervaluation in the
years following its 2001 admission to the World Trade Organization
(WTO). Treasury Undersecretary Lael Brainard has pointed out
that “[flrom the time China joined the WTO to 2006, its trade-
weighted exchange rate depreciated by 15 percent, adjusting for in-
flation. [However], with China’s productivity growth outpacing that
of its trading partners, we should have seen strong appreciation
throughout the period.”48 William R. Cline and John Williamson of
the Peterson Institute for International Economics estimated in
2011 (latest available) that the RMB needs to appreciate against
the dollar by 28.5 percent to reach market rate.49

Many economists also began to predict the RMB would stay flat
or even depreciate slightly in the medium term, after a narrowing
July trade surplus and dampened hopes of a rebound.?® Some also
believed that the People’s Bank of China would shift focus to limit
the RMB’s strength in order to help China’s beleaguered export-
ers.51

Household Consumption

Chinese economic policies have favored investment at the ex-
pense of consumption for almost a decade. While China’s leaders
have paid lip service to promoting consumption for years (including

*Real effective exchange rate is the nominal effective exchange rate (a measure of the value
of a currency against a weighted average of several foreign currencies) divided by a price
deflator or index of costs.
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setting it as one of the goals in two successive Five-Year Plans and
offering subsidies or rebates for major purchases), Chinese house-
hold consumption steadily declined as a share of GDP for decades,
and the situation has not improved much following the financial
crisis. According to World Bank data, household consumption re-
mained stagnant as a share of China’s GDP in 2010 and 2011, at
34.6 percent and 34.4 percent, respectively.* Fixed asset invest-
ment also remained steady at 48.2 percent and 48.4 percent over
that period. The economy showed little overall rebalancing com-
pared to the previous investment binge, which had vaulted the in-
vestment-to-GDP ratio from 44 percent to 48.2 percent in 2008-—
2009 (see figure 2, below).

Figure 2: Composition of China’s GDP, 2000-2011 (as share of GDP; in
percent)
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Source: World Bank China data (Washington, DC: 2012). http://data.worldbank.org/country/
china.

The first half of 2012 showed a moderate rebalancing trend. Con-
sumption contributed 57.7 percent of GDP growth in the first half
of 2012, while investment contributed 49.4 percent (with net ex-
ports making no contribution).52 Official retail sales as a proportion
of output hit 43 percent in the first half, the highest level over this
period for more than five years.53

However, it remains to be seen if these most recent developments
indicate a fundamental restructuring trend or another consequence
of the current economic slowdown. First, China’s consumption-to-
GDP ratio remains far too low. Yu Yongding, a former senior offi-
cial at the People’s Bank of China, argued in August that the con-

*By comparison, in 2010 (the latest year available for comprehensive statistics), household
consumption was 70.9 percent in the United States, 59.2 percent in Japan, 57.5 percent in Ger-
many, and 58 percent in France. China’s household consumption as a share of GDP is very low
even by developing country standards: In 2010, the share was 59.6 percent in Brazil, 56.5 per-
cent in India, and 56.9 percent in Indonesia. World Bank DataBank (Washington, DC: 2012).
http://databank.worldbank.org/Data/Home.aspx.
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sumption rate must increase much further.5¢ Second, consumption
made a greater contribution to GDP largely because of the slow-
down in the export sector. Year-on-year growth in retail sales actu-
ally declined compared to 2010 and 2011. Moreover, China’s house-
hold savings rate remains incredibly high by international stand-
ards, reflecting a policy of financial repression* as well as a need
for precautionary savings.

Changes in China’s Investment Regime

China has long relied on a set of measures, including investment
catalogues and tax policy, to guide FDI inflows in accordance with
development priorities set by the party. In 2012, a spate of changes
were introduced that seek to implement new policy directions out-
lined in the 12th Five-Year Plan, such as shifting to higher value-
added manufacturing, conserving energy, and cleaning up the envi-
ronment.

Often China will remove a prohibition or restriction on invest-
ment in certain sectors but use limitations or minimums on owner-
ship and capitalization to maintain control over foreign invest-
ments in that area. These shifts in category are typically a very ac-
curate signal of the areas in which China intends to push for domi-
nance or those it feels are over- or underdeveloped. The changes
made this year partially embody China’s plan for fulfilling the
goals set in the 12th Five-Year Plan.

China’s “Foreign Investment Industry Guidance Catalogue” pro-
vides incentives for inbound investment.i China released a revision
to this catalogue on December 24, 2011, which came into effect
January 30, 2012.55 Latest amendments to the catalogue intend to
support China’s goals of improving the quality of inbound invest-
ment in order to develop sectors in which China will push for domi-
nance, including higher-technology industries; encourage innova-
tion; and promote sustainability (see table 3, below).5¢

*“Financial repression” is the implicit tax imposed on Chinese households, in the form of low
or negative real return on deposits, which suppresses their purchasing power and consumption.
State-owned and state-influenced companies are the major beneficiary of financial repression,
as they can borrow money at little to no cost. For more, see Nicholas Lardy, “Financial Repres-
sion in China” (Washington, DC: Peterson Institute for International Economics, Policy Brief
PB08-8, September 2008).

+The Foreign Investment Industry Guidance Catalogue classifies foreign direct investments
in the various Chinese industry sectors as “encouraged,” “restricted,” “permitted,” or “prohib-
ited” and sets out specific industries in which foreign investment is either “encouraged,” “re-
stricted,” or “prohibited.” Activities not listed are, in the absence of other rules to the contrary,
considered to be “permitted” for foreign investments. Foreign investment in “encouraged” indus-
tries may enjoy certain tax benefits and is often subject to less strict administrative require-
ments from approval authorities. The “restricted” category includes industries into which foreign
investment is subject to a higher level of scrutiny, stricter administrative requirements, and
may be denied at the discretion of the approval authorities. Foreign investment is not permitted
in industries categorized as “prohibited.” Vinson & Elkins Practice Update, “China Amends For-
eign Investment Policy: New Foreign Investment Industry Guidance Catalogue” (Austin, TX:
January 13, 2012).
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Table 3: Select Major Amendments in the Revised “Foreign Investment
Industries Guidance Catalogue”

(effective January 30, 2012)

Prohibited

Encouraged

Permitted

certain rare earths and ra-
dioactive elements

environmentally friendly
and high-tech manu-
facturing

health care *

luxury real estate projects

venture capital firms

leasing companies *

securities firms and banks
(except financial leasing
companies)

vehicle charging stations

business management
companies *

intellectual property pro-
tection services

franchising enterprises *

shale gas (through joint
venture only)

financial leasing compa-
nies *

manufacturing of com-
plete automobiles
(foreign investment
remains capped at
50 percent) **

* = formerly restricted
** = formerly encouraged

China also modified its regulations for qualified foreign institu-
tional investors and qualified domestic institutional investors. In
April 2012, China increased the cap on qualified foreign institu-
tional investors investments from $30 billion to $80 billion, and in
June, the China Securities Regulatory Commission released a pro-
posal for further reform of regulations—mainly in the form of offer-
ing more investment opportunities and lowering requirements for
involvement—in order to boost investor confidence and participa-
tion in the A-share * market. When the new regulations came into
effect in July, they also raised the amount of combined investment
that qualified foreign institutional investors can have in Chinese
companies from 20 percent to 30 percent. The United States has
no such restrictions.

U.S.-China Bilateral Engagement

The U.S.-China Joint Commission on Commerce and Trade
(JCCT): The 22nd session of the JCCT took place in Chengdu,
China, on November 20-21, 2011. Secretary of Commerce John
Bryson and U.S. Trade Representative Ron Kirk for the United
States and Vice Premier Wang Qishan for China co-chaired the ses-
sion.57 China’s policies on intellectual property rights, investment,
and innovation, as well as a range of sector-specific industrial poli-
cies were on the agenda. The JCCT meeting did not achieve any
breakthroughs. China reiterated its previous commitments.

* A-shares are specialized shares of the RMB that are purchased and traded on the Shanghai
and Shenzhen stock exchanges. This is in contrast to RMB B-shares, which are owned by for-
eigners who cannot purchase A-shares due to Chinese government restrictions.
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The Strategic and Economic Dialogue (S&ED): The Fourth S&ED
was held on May 3-4, 2012, in Beijing. Secretary of State Hillary
Clinton and State Councilor Dai Bingguo led the strategic track,
while Treasury Secretary Timothy Geithner and Vice Premier
Wang Qishan led the economic track. The outcomes largely re-
stated the commitments made in the previous years.58

For the fourth year in a row, the parties discussed providing non-
discriminatory treatment to all enterprises, including SOEs,* and
China agreed to increase the number of SOEs that pay dividends.
In addition, for the fourth consecutive dialogue, China committed
to opening up further to foreign investment, and the nations re-
affirmed their commitment to the ongoing bilateral investment
treaty negotiations. For a second straight year, China agreed to ex-
tend promotion of the use of only legally licensed software by gov-
ernment agencies and ensured increased enforcement thereof.f
China made a commitment to submit a revised comprehensive offer
to join the WTO’s Government Procurement Agreement (GPA). Chi-
na’s 2011 pledge to build on the Special Campaign 5° was bolstered
by an agreement to treat intellectual property owned or developed
in other countries the same as intellectual property owned or devel-
oped in China. Finally, whereas in 2011 China “increasingly
acknowledg[ed]” the importance of currency appreciation and com-
mitted to the goal of further internationalizing the RMB, in 2012
China committed itself to enhancing exchange rate flexibility.

China also agreed to discussions on the implementation of its
technology transfer policy. Following its commitment from last
year’s S&ED, China issued measures stating that Chinese rules
and regulations will be posted online for a minimum of 30 days to
give all parties an opportunity to comment on and comply with said
regulations in a reasonable period of time. This measure intends to
facilitate transparency and clarity in foreign companies’ under-
stang)ing of the legal regulations to which they are or will be sub-
ject.

The U.S.-China Relationship in the WTO

Since the Commission’s last Report, the United States has
brought three cases at the WTO: against China’s restrictions on
rare-earth elements export, tariffs on U.S. cars and sport utility ve-
hicles (SUVs), and subsidies to auto and auto parts manufacturers.

The Rare Earths case was initiated in July 2012 by the United
States, the European Union, and Japan in response to China’s im-
position of restrictions on the export of rare earths, tungsten, and
molybdenum.®! Tensions between the nations have increased since
China announced plans to limit its export quota in 2009, claiming
to justify such action on environmental protection grounds, as it
did in an earlier case on export restraints on raw materials (see
below). Rare earths are crucial to many developing U.S. industries,
especially clean energy. The restrictions in question are both pub-

*For more on Chinese state-owned and state-controlled enterprises, see chapter 1, section 2,
of this Report.

T Despite previous commitments, software piracy remains rampant in China, including at gov-
ernment agencies and enterprises. For example, in September 2012, Microsoft Corp. filed a com-
plaint over use of the pirated version of its Windows and Office software against China National
Petroleum Corp., China Post Group, China Railway Construction Corp., and Travelsky Tech-
nology Ltd., all of which are state owned. Steven Yang and Edmond Lococo, “Microsoft Said to
Ask China to Stop Piracy at Four Firms,” Bloomberg, September 20, 2012.
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lished and unpublished and consist primarily of export restrictions
in the forms of duties, quotas, minimum price requirements, and
licensing that are alleged to be in violation of China’s obligations
under its Protocol of Accession as well as broader WTO principles.

The United States and other plaintiffs argue that these restric-
tions are part of industrial policy aimed at providing substantial
competitive advantages for Chinese manufacturers at the expense
of foreign manufacturers. Specifically, because of China’s position
as a leading global producer of these materials, its export restraint
measures give China the ability significantly to affect global supply
and pricing. These measures can provide important advantages to
China’s downstream producers, to the detriment of their U.S. and
other foreign counterparts. These measures also can create sub-
stantial pressure on foreign producers to move their operations,
jobs, and technologies to China.62 In an apparent response to the
WTO challenge, in August 2012, China’s MOFCOM announced that
it would permit exports of rare earths to rise by 2.7 percent, the
first such increase since restrictions were first imposed in 2005.63
(For more on China’s policy concerning rare earths, see chap. 4,
sec. 2, of this Report).

In July, the U.S. Trade Representative filed a case against Chi-
nese tariffs applied to certain cars and SUVs from the United
States.64¢ Within days of President Obama’s decision in September
2009 to impose a safeguard measure against Chinese tire imports,
MOFCOM announced that it would initiate antidumping and coun-
tervailing duty investigations of imports of American-made cars
and SUVs. In May 2011, MOFCOM issued final determinations in
which it found that imports of American-made automobiles had
been sold at less than fair value (i.e., “dumped”) into the Chinese
market and had also benefited from subsidies. Subsequently, in De-
cember 2011, China began imposing both antidumping and coun-
tervailing duties on imports of American-produced automobiles.
The specific products affected by the duties are American-produced
cars and SUVs with an engine capacity of 2.5 liters or larger.65

In filing the case, the U.S. Trade Representative said that China
had insufficient evidence upon which to make the determination to
impose duties, that China used improper definitions in making
such determinations, that China did not use all relevant evidence
to make the determinations, and that China violated the non-attri-
bution requirement.*

In August 2012, China said it would ask the WTO to adjudicate
a dispute over U.S. punitive import duties on 22 Chinese exports,
including solar panels and steel products. China first raised the
complaint in May by asking the United States for formal consulta-
tions { to explain the duties, which Washington says are intended
to offset illegal subsidies that give Chinese goods an unfair price

*The “non-attribution requirement” of WTO’s Article 3.5 of the Anti-Dumping Agreement and
Article 15.5 of the Subsidies and Countervailing Measures Agreement refers to the requirement
that the authorities, investigating alleged dumping, ensure that the injurious effects of the other
known factors are not “attributed” to dumped imports (in other words, if injury to the domestic
industry is caused by factors other than dumping or other factors in addition to dumping).

TUnder WTO dispute settlement proceedings, a request for consultations is the first step in
launching a case. The request for consultation formally initiates a dispute in the WTO. Con-
sultations give the parties an opportunity to discuss the matter and to find a satisfactory solu-
tion without proceeding further with litigation. After 60 days, if consultations have failed to re-
solve the dispute, the complainant may request adjudication by a panel.
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advantage.®6 The filing also requests consultations with respect to
the “rebuttable presumption” applied by the U.S. Department of
Commerce under which an enterprise majority owned by the gov-
ernment is considered a “public body” within the terms of the
Agreement on Subsidies and Countervailing Measures.6” A panel
has been established for this case.

On September 17, 2012, the United States and China filed duel-
ing complaints at the WTO. The United States has requested dis-
pute settlement consultations concerning China’s auto and auto
parts “export base” subsidy program. Under the program, China
provides extensive subsidies to auto and auto parts producers lo-
cated in designated regions, known as “export bases,” that meet ex-
port performance requirements. Based on publicly available docu-
ments, “export bases” made at least $1 billion in subsidies avail-
able to auto and auto-parts exporters in China during the years
2009 through 2011.68

In its own filing, the Chinese government requested consulta-
tions with the United States on U.S. countervailing and anti-
dumping measures applied to a wide range of products exported by
China, as well as a new piece of U.S. legislation (Public Law 112—
99)* that explicitly allows for the application of countervailing
measures to non-market economy countries.69

The status of new and pending WTO cases between the United
States and China is summarized in tables 4 and 5, below.

Table 4: Active WTO Cases Brought by the United States against China,

2009-2012
Date Brought Title Number | Status
September 17, | China—Automobile and | DS450 | Request for consultations
2012 Automobile-Parts In- received
dustries
July 23, 2012 | China—Rare Earths DS431 | Panel established
July 5, 2012 China—Autos DS440 | Panel established
September 20, | China—Broiler Products | DS427 | Panel formed
2011
September 15, | China—Grain-Oriented DS414 | Appellate Body found in
2010 Flat-rolled Electrical favor of the United States
Steel
September 15, | China—ZElectronic Pay- DS413 | Panel found in favor of the
2010 ment Services United States
June 23, 2009 | China—Raw Materials DS394 | Appellate Body found in
favor of the United States
April 10, 2007 | China—Publications DS363 | Appellate Body found in
and Audiovisual favor of the United
Products States; implementation
notified by China in May
201270

Source: World Trade Organization Dispute Settlement Gateway. www.wto.org.

*An Act to Apply the Countervailing Duty Provisions of the Tariff Act of 1930 to Nonmarket
Economy Countries, and for Other Purposes, Public Law 112-99, 112th Cong., 2nd sess., March
13, 2012. http:/lwww.gpo.gov/fdsys/pkg/PLAW-112publ99/pdfIPLAW-112publ99.pdf.
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Table 5: Active WTO Cases Brought by China against the United States,
2009-2012

Date Brought Title Number | Status

September 17, | United States—Counter- | DS449 | Request for consultations
2012 vailing and Anti- received
dumping Measures

May 25, 2012 | United States—Counter- | DS437 | Panel established
vailing Duties

February 28, United States—Shrimp DS422 | Panel found in favor of

2011 and Sawblades China; Panel report
adopted
September 14, | United States—Tires DS399 | Appellate Body found in
2009 favor of the United

States; Appellate Body
report adopted

Source: World Trade Organization Dispute Settlement Gateway. www.wto.org.

In addition to the newly filed cases, the Chicken Broiler Products
complaint filed by the United States against China last fall re-
cently saw the formation of a dispute settlement panel at the re-
quest of the United States.”1

This year the Dispute Settlement Board handed down several de-
cisions on previously filed cases. The first was a case filed by China
regarding increased tariffs on certain tires exported from China.72
In September 2009, President Obama imposed duties on tires from
China for a period of three years, based on the determination by
the U.S. International Trade Commission that these imports have
injured U.S. producers. This safeguard measure was imposed in re-
sponse to a petition filed by the United Steel, Paper and Forestry,
Rubber, Manufacturing, Energy, Allied Industrial and Service
Workers International Union under Section 421 * of the Trade Act
of 1974. China claimed that the Section 421 tariffs violate U.S. ob-
ligations to accord Chinese tires equal tariff treatment and not to
exceed negotiated tariff rates, that the United States imposed tar-
iffs under the protocol safeguard mechanism without first attempt-
ing to justify them under WTO safeguard provisions, and that Sec-
tion 421 and its application in this case violate U.S. obligations
under China’s Protocol of Accession. The WTO panel had rejected
all of China’s claims against the United States, finding that the
United States acted consistently with its WTO obligations in im-

*Section 421, which was enacted as one element of an October 2000 statute addressing var-
ious issues involving the accession of China to the WTO, authorizes the president to impose
safeguards—that is, temporary measures such as import surcharges or quotas—on Chinese
products in the event that the U.S. International Trade Commission finds that these imports
have resulted in market disruption in the United States. Market disruption occurs under Sec-
tion 421 if an import surge of a Chinese product is a significant cause of material injury or
threat of material injury to the domestic industry producing the like or a directly competitive
product. China’s WTO Accession Protocol permits WTO members to impose safeguards to rem-
edy domestic market disruption caused by imports of Chinese goods until December 2013. This
provision is separate from article XIX of the General Agreement on Tariffs and Trade 1994
(GATT 1994) and the WTO Agreement on Safeguards, which allow WTO members to respond
to injurious import surges generally but on a stricter basis than provided for under China’s Ac-
cession Protocol. For further details, see Jeanne J. Grimmett, Chinese Tire Imports: Section 421
Safeguards and the World Trade Organization (WTO) (Washington, DC: Congressional Research
Service, July 12, 2011).
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posing the additional duties. The panel upheld such determinations
on appeal.”3

The second decision this year was the final Appellate Body report
on the Raw Materials case.’* A request for consultations by the
United States, joined by the European Union and Mexico, to review
a number of China’s export restraints on raw materials formed the
basis of the complaint. These restraints come in the form of export
quotas and export duties, as well as related minimum export price,
export licensing, and export quota administration requirements. In
a July 2011 report, the dispute settlement panel found most of Chi-
na’s export duties, quotas, and licensing regime were in violation
of the General Agreement on Tariffs and Trade and China’s Pro-
tocol of Accession. China appealed certain aspects of the panel’s re-
port, but the Appellate Body affirmed the WTO dispute settlement
panel’s findings, rejecting China’s arguments that its export re-
straints were conservation or environmental protection measures or
measures taken to manage critical shortages of supply.

The third decision was from the Shrimp and Sawblades case
filed by China last year.”®> China alleged that the U.S. Department
of Commerce’s use of zeroing* in the original dumping investiga-
tion of warmwater shrimp (and added similar claims with regard
to diamond sawblades) from China was in violation of the U.S. obli-
gations under the General Agreement on Tariffs and Trade. The
panel agreed with China and found the U.S. practice of zeroing to
be in violation of its WTO obligations.

A week later, the WTO Dispute Settlement Body released a deci-
sion in favor of the United States in the Grain-Oriented Flat-rolled
Electrical Steel (GOES) case.”® In September 2010, the United
States requested consultation with China concerning its imposition
of duties on GOES from the United States. The United States al-
leged that China improperly initiated countervailing duty inves-
tigations involving several U.S. laws. The United States also chal-
lenged the manner in which China conducted its investigation, al-
leging that China violated numerous procedural and due process
obligations, impairing the ability of the United States and U.S.
companies to defend their interests. The United States also alleged
that China’s finding of injury to its domestic industry was unsup-
ported by the evidence on the record. The panel ruled overwhelm-
ingly for the United States and found 11 of China’s countervailing
duty investigations were unwarranted. Additionally, the panel
found MOFCOM'’s investigations leading to the imposition of coun-
tervailing and antidumping duties were in violation of China’s obli-
gations under the General Agreement on Tariffs and Trade. The
panel did find that China was not required to release the calcula-
tions used to determine the dumping margins, however. China ap-
pealed the ruling, but the Appellate Body found in favor of the
United States.

In July, the panel report decision on the China—Electronic Pay-
ment Services was circulated.”’” The United States made the initial

*“Zeroing” refers to the U.S. Department of Commerce’s method for calculating dumping mar-
gins in antidumping proceedings. Under the practice, the department calculates dumping mar-
gins by taking into account only sales below fair market value—generally the price in the ex-
porting country—and assigns a zero value to sales at or above this price. Jeanne J. Grimmett,
World Trade Organization (WTO) Decisions and Their Effect in U.S. Law (Washington, DC: Con-
gressional Research Service, February 4, 2011).
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request for consultations in 2010, challenging China’s discrimina-
tion against U.S. suppliers of electronic payment services. In par-
ticular, Chinese measures that provide a Chinese domestic entity,
China UnionPay, with a monopoly over the handling of domestic
currency payment card transactions in China while excluding other
potential suppliers, as well as other requirements and restrictions
that favored China UnionPay over foreign suppliers. The United
States alleged that China created a “national champion” in allow-
ing only China UnionPay to provide payment transactions in RMB.

The panel found China had violated its commitments under the
General Agreement on Trade in Services to provide national treat-
ment to permit the supply of electronic payment systems on a
cross-border basis, because China UnionPay was maintained as a
monopoly supplier for clearing certain types of payment card trans-
actions denominated in RMB.78 The panel further found that some
of China’s requirements related to usage and compatibility with
China UnionPay modify the conditions of competition in favor of
that company and, therefore, unfairly disadvantage other electronic
payment services suppliers based in other member states, in viola-
tion of China’s obligations under the General Agreement on Trade
in Services. In a sign of the Chinese government’s loosening of re-
strictions, in August 2012, Citigroup became the first western bank
to issue credit cards in China without co-branding from a local fi-
nancial institution.”® However, China UnionPay will still be proc-
essing all RMB-denominated payments, while MasterCard and
Visa will handle cards internationally. China chose not to appeal
the decision.

The Interagency Trade Enforcement Center

Created by an executive order in February 2012, the Inter-
agency Trade Enforcement Center is intended to change the way
the United States addresses unfair trade practices around the
world, including China. The president established the agency to
exist within the Office of the United States Trade Representative
as a group to “serve as the primary forum within the Federal
Government for ... agencies to coordinate enforcement of U.S.
trade rights under international trade agreements and enforce-
ment of domestic trade laws.” 80 The Interagency Trade Enforce-
ment Center will be supported by the departments of the Treas-
ury, Commerce, Agriculture, Homeland Security, Justice, and
State, and the intelligence community.?! The hope is that by “in-
creasing the resources devoted exclusively to trade enforcement,
as well as leveraging existing resources,” the Interagency Trade
Enforcement Center will significantly enhance U.S. capabilities
to challenge unfair trade practices around the world.82
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The Interagency Trade Enforcement Center—Continued

In comments at the Center for Strategic and International
Studies, U.S. Trade Representative General Counsel Tim Reif ar-
gued that Interagency Trade Enforcement Center has bolstered
the administration’s ability to develop potential trade cases
against China and other nations. In addition to providing a new
channel for stakeholders to report problems, the Interagency
Trade Enforcement Center will be charged with analyzing the
list of problems identified in a specific country. In particular, the
agency “will institutionalize” the Office of the U.S. Trade Rep-
resentative’s practice of the past several years of “enlisting the
help and subject-matter expertise of staff in other U.S. govern-
ment agencies,” because now such analysis can be handled by
thef Ig;ceragency Trade Enforcement Center staff “under one
roof.”

In a statement at the WTO’s Trade Policy Review of China, Dep-
uty U.S. Trade Representative Michael Punke noted the U.S. gov-
ernment’s “deep concerns” over China’s recent tendency to “reflex-
ively [resort] to domestic trade remedy actions in response to legiti-
mate actions taken by the United States or other trading partners
under their trade remedies laws,” which is “at odds with funda-
mental WTO principles.”®* Analysts agree that such retaliatory
conduct, “which is specifically provided for under Chinese law,” has
been evident, most recently, in Chinese antidumping duties on U.S.
poultry products and SUVs that the United States is challenging
at the WTO.85 Mr. Reif also stressed that the United States has
engaged China regarding this practice of using antidumping and
countervailing duty cases to retaliate “both through litigation as
well as conversation” to emphasize the importance of China adher-
ing to WTO rules in the trade remedy area.8¢ Although China has
a history of retaliating against its trade partners,8?” the United
States has won most of the cases it brought against China, includ-
ing those challenging China’s tit-for-tat actions.

Implications for the United States

The slowdown, and possible deferral, of China’s rebalancing re-
forms can have negative repercussions not only for the prospects of
China’s future growth but also for the continued economic health
of its trade partners. The U.S. trade deficit with China, already the
world’s largest bilateral deficit, has continued to increase, despite
global economic weakness, with negative consequences for Amer-
ican businesses. China’s reliance on investment-driven growth and
policies that support SOEs at the expense of the private sector and
foreign competitors, and suppression of household consumption
through excessive investment promotion, have resulted in an econ-
omy that is at overcapacity and must rely on exports to maintain
growth and employment.

Had China’s economy been more balanced between exports and
domestic demand, the current tepid recovery in the United States
and the eurozone would not have resulted in such a dramatic drop
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in China’s growth. As it is, while the pause in restructuring and
reform may be temporary, the Chinese government’s policy re-
sponse is only shoring up problems for the future.

At the WTO, China continues to frustrate U.S. efforts to create

a level playing field for U.S. companies, both through intransigence
in adopting adverse WTO dispute settlement decisions and through
its affinity for using trade remedies as a retaliatory tool. China’s
retaliatory practices violate the spirit of global rule-of-law-based
trade relations and affect all WTO members who trade with China.

Conclusions

In 2011, the U.S. deficit with China reached $295.4 billion, up
8 percent from the previous year. For the first eight months of
2012, the United States exported $69.9 billion worth of goods to
China and imported $273.1 billion from China, for a deficit of
$203.1 billion.

Chinese growth in the first half of 2012 slowed significantly from
the double-digit averages of the previous decade. Export growth
has also slackened dramatically, mostly as a consequence of
weak demand for Chinese goods from its two main trade part-
ners, the United States and Europe.

As a consequence of domestic economic weakness, Chinese rebal-
ancing policies appear to have been put on hold. As originally in-
tended, rebalancing would have entailed restructuring domestic
growth from export- to consumption-driven, reducing investment,
and allowing the RMB to appreciate.

Instead, fearful of a protracted slowdown, the Chinese govern-
ment has introduced a set of growth-boosting policies, such as en-
couraging banks to lend and rolling out new infrastructure
projects. These policies, though much more moderate in scope,
echo the massive stimulus undertaken by the Chinese govern-
ment in 2008-2009 in the wake of the global financial crisis,
which at the time shored up Chinese growth but exacerbated the
economy’s imbalances.

China’s adherence to the WTO principles and its Protocol of Ac-
cession remains spotty. Most recently, the U.S. Trade Represent-
ative has engaged China over its practice of using investigations
and trade remedy actions in retaliation for challenges brought by
the United States and not based on actual evidence.



SECTION 2: CHINESE STATE-OWNED AND
STATE-CONTROLLED ENTERPRISES

Introduction

Despite three decades of economic reform, state-owned and state-
controlled enterprises still account for as much as half of the Chi-
nese economy. In contrast to earlier efforts to privatize the state-
run economy, the recent trend has been in the opposite direction.
The political influence within China of the state-owned and
-controlled sector and China’s ability to compete on a global scale
are both on the rise. In practice, China’s industrial policy envisions
an ever larger role for the state sector, particularly in support of
China’s exports and overseas investments.

China’s industrial policy assigns the state sector a dual role. Gov-
ernment corporations provide the means for the central govern-
ment to designate and control critically important segments of the
economy, such as steelmaking, information technology, aerospace,
and finance. At the same time, the government employs its cor-
porations to advance its foreign policy objectives and international
commercial interests. China’s global resource acquisition strategy,
for example, is largely managed by Chinese state-owned oil and
mining companies, aided by its growing fleet of oil tankers and con-
tainer ships, built and operated by state-owned companies. Pipe-
lines bringing oil and gas to China are being built by state-owned
construction companies. Through its state-owned banking sector,
the government is able to finance and subsidize these projects.
These related activities result from China’s commitment to main-
taining a large state sector directed to carry out the government’s
industrial policy, a system often characterized as “state capitalism”
or “capitalism with Chinese characteristics.” 88

In response to the 2008 global financial crisis and its aftermath,
Beijing has increased its reliance on central economic planning and
on the state-owned sector.89 “China’s tighter embrace of state cap-
italism now runs directly counter to the economic reform goals that
originally drove its pursuit of World Trade Organization (WTO)
membership, goals that had offered real leadership and real prom-
ise for China’s future economic growth,” said Michael Punke, the
U.S. ambassador to the World Trade Organization in June.?°0 “We
confront a special set of strategic challenges from the growing
wealth in state hands today,” said Secretary of State Hillary Clin-
ton in a 2011 speech about China. “Governments are entering mar-
kets directly through their cash reserves, natural resources, and
businesses they own and control and they are shaping these mar-
kets not just for profits, but to build and exercise power on behalf
of the state.”?1 China’s state sector will likely soon present a new

(47)
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challenge to U.S. policymakers as Chinese state-owned enterprises
(SOEs) increasingly seek to invest in the United States.

During the 2012 hearing cycle, the Commission built on previous
research and hearings on state-owned enterprises, particularly
work detailed in the Commission’s 2011 Report to Congress.?2 On
February 15, 2012, the Commission held a hearing on “Chinese
State-owned and State-controlled Enterprises” in order to explore
the competitive challenges posed by China’s brand of state cap-
italism and to consider policy options that Congress might under-
take. This section will describe the challenges posed to the Amer-
ican economy by Chinese state-owned enterprises.

The Government, the Chinese Communist Party, and the
State-owned Sector Are Aligned

The largest 121 nonfinancial companies owned by the central
government are supervised by the State-owned Assets Supervision
and Administration Commission (SASAC), an agency of the central
government that reports directly to the State Council (see figure
1).93 This makes SASAC the world’s largest and most powerful
holding company and concentrates the economic and political power
of the government industries. In total, SASAC supervised state-
owned corporations held assets worth 6.9 trillion in renminbi
(RMB) in 2003 or more than $1 trillion at today’s exchange rate,
according to the agency’s website.?¢ (See addendum 1 for a list of
the companies under SASAC supervision.)

The central government-owned companies are among the largest
in China and are grouped in strategic sectors, such as telecommu-
nications, aviation, energy, and construction. Because SASAC an-
swers directly to the State Council, which is comprised of senior
members of the Chinese Communist Party (CCP), the state sector
enjoys direct access to top party and government officials. The Cen-
tral Organization Department of the CCP generally determines the
membership of the boards of directors and the management of
SOEs.95-96 This makes the Central Organization Department “with-
out a doubt, the largest and most powerful human resources de-
partment in the world,” says Richard McGregor, former Beijing bu-
reau chief of the Financial Times. “Barely heard of outside China
and rarely heard of inside the country itself, beyond official circles,
its reach extends into every department of state.” 7 Thus, the gov-
ernment-owned corporations, along with the government and the
CCP, operate as a troika to advance their mutual interests.

Many, if not most, of the corporate officials chosen by the Central
Organization Department are CCP members, and many of them be-
come part of a revolving managerial class that cycles through the
hierarchy of China’s largest SOEs.* All the top 130 leaders of the
largest state-owned companies in 2011 were CCP members.?8 In
addition, 20 SOE executives served in 2010 on the CCP’s Central
Committee, which elects the ruling Politburo, controlling “not just
the lifeblood of China’s economy but a corporate patronage system
that dispenses top-paying executive jobs to relatives of the party’s
leading lights.” 99

*The Communist Party claims more than 80 million members, or six in every 100 people.
http://news.xinhuanet.com/english/china/2012-05/25/c 123187458 .htm.
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“There is often a revolving door between top leadership in busi-
ness and key government economic positions,” noted Adam Hersh,
an economist at the Center for American Progress who testified at
the Commission’s hearing. “Communist Party infrastructure is ex-
panding within private firms even as business leaders are expand-
ing their reach within the Communist Party hierarchy.” 100

In a demonstration of how loyalty to the CCP is valued over loy-
alty to any particular company, the Central Organization Depart-
ment in April 2011 reshuffled top executives of China’s three major
national oil companies, China National Offshore Oil Corporation
(CNOOC), China National Petroleum Corporation (CNPC) and
China Petrochemical Corporation (Sinopec). Su Shulin, the former
party secretary and general manager of Sinopec, became the dep-
uty party secretary and acting governor of Fujian Province. Fu
Chengyu, the former party secretary and general manager of
CNOOC, became chairman and party secretary of Sinopec. The
CCP also announced that Wang Yilin, a deputy general manager
of (and the number three official at) CNPC would become chairman
and party secretary of CNOOC.101 SQOEs also get a break from
their government owners on taxes and dividends owed. According
to the Chinese think tank Unirule, during 2007 to 2009, the aver-
age tax burden of the 992 SOEs surveyed was 10 percent compared
to 24 percent paid by private enterprises. Nor did SOEs pay much
in dividends to the government—in 2009 only 6 percent of profits
was paid in dividends, while the remainder was likely used for ex-
pansion despite large, chronic overcapacity in several sectors where
SOEs dominate, such as steelmaking.102

The 121 SOEs overseen by SASAC also have considerable influ-
ence among smaller companies. The larger SOEs typically have
many subsidiaries. One study notes, for example, that the China
State Construction Engineering Corporation has 116 subsidiaries
in China, most of them in construction-related industries.193 Identi-
fying the subsidiaries of state-owned companies is very difficult be-
cause this information is generally not disclosed directly. There
were an additional 114,500 companies owned by provincial and mu-
nicipal governments, according to a 2011 World Bank estimate and
SASAC figures.19¢ (See figure 1.)
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Figure 1: Structure of Relationships among SOEs, SASACs, and Central
and Local Governments
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National Peoples' Congress
J { l
. Local
Ministries SASAC

Governments

: ¢

|
beme=2 Local SASACs
| Central SOEs Local SOEs

Subsidiaries or Subsidiaries or
Departments Departments

Source: Deng Yongheng et al., “Monetary and Fiscal Stimuli, Ownership Structure, and Chi-
na’s Housing Market” (Cambridge, MA: National Bureau of Economic Research, NBER Working
Paper Series. Working Paper No. 16871, March 2011).

There is also a group of enterprises that is partially owned but
effectively controlled by the government. In these cases, the govern-
ment may share ownership with private individuals and the cor-
porate shares might be traded on all stock exchanges. However, the
government retains up to two-thirds of the shares, according to
some studies.105 In approximately 70 percent of all listed Chinese
nonfinancial firms, the state is the largest shareholder, with own-
ership exceeding 10 percent.196 These companies may sometimes be
referred to as state-invested enterprises (SIEs).

The number of Chinese government-owned enterprises in 2012
was little changed from the previous year. The majority of Chinese
SOEs are affiliated with provincial and municipal governments
down to the village level. Many of these companies are designated
as town and village enterprises. These organizations evolved in
part from the production brigades of the Mao-era farm collectives.
In a relatively short period of time, town and village enterprises
“transformed from economically backward, undercapitalized, low
technology enterprises into highly efficient and globally competitive
companies,” said Dr. Hersh. By the mid-1990s, they accounted for
40 percent of all China’s exports.107

At the local level, distinctions between “private” and “govern-
ment ownership” are irrelevant, Dr. Hersh testified. “The same in-
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stitutions and strategies that allow local officials to develop suc-
cessful companies can readily be directed at private companies or
government-owned companies alike; there are often interlocking re-
lationships between family members, friends, colleagues, or even
the same individuals serving in key government and business
posts.” 108

The locally owned government companies “created a virtuous
cycle of incentives for officials: the more they worked to develop
local industry and business, the more tax revenue they could collect
from it, and then the more they could invest those revenues back
into further developing industries,” said Dr. Hersh.109

State-owned Banks Dominate the Financial Sector

Nearly three-quarters of China’s total bank assets were con-
trolled in 2009 by state-owned banks. The China Development
Bank, the Export-Import Bank of China, and the Agriculture De-
velopment Bank of China, known as “policy banks,” are entirely
state owned and responsible for funding programs and projects cho-
sen by the central government. The Industrial and Commercial
Bank of China, China Construction Bank, Agricultural Bank of
China, and Bank of China are state-owned commercial banks,
known as the “Big Four.” All four rank among the world’s 20 larg-
est banks in terms of assets.110 They have grown rapidly, despite
the global recession (see tables 1 and 2).

Table 1: Ranking of World’s Top 20 Banks (Through March 2012)

Total

Assets
Rank Bank Country (US$bn)
1 Deutsche Bank Germany 2,805.50
2 Mitsubishi UFJ Financial Group Japan 2,641.22
3 HSBC Holdings UK 2,637.22
4 Industrial & Commercial Bank of China China 2,607.75
5 BNP Paribas France 2,545.34
6 Credit Agricole Group France 2,514.81
7 Barclays PLC UK 2,430.74
8 Japan Post Bank Japan 2,363.15
9 JPMorgan Chase & Co. USA 2,320.33
10 Royal Bank of Scotland Group UK 2,246.52
11 Bank of America USA 2,181.45
12 China Construction Bank China 2,107.21
13 Bank of China China 2,046.37
14 Mizuho Financial Group Japan 1,995.57
15 Agricultural Bank of China China 1,993.25
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Table 1: Ranking of World’s Top 20 Banks (Through March 2012)—
Continued

Total

Assets
Rank Bank Country (US$bn)
16 Citigroup Inc USA 1,944.52
17 Sumitomo Mitsui Financial Group Japan 1,726.21
18 Banco Santander Spain 1,712.05
19 ING Group Netherlands 1,656.88
20 Société Génerale France 1,592.72

Source: Banks around the World. ittp://www.relbanks.com/worlds-top-banks/assets.

Table 2: Ranking of World’s Top 20 Banks (Through December 2008)

Total

Assets

Rank Bank Country (US$bn)
1 Royal Bank of Scotland Group UK 3,514.58
2 Barclays UK 3,004.33
3 Deutsche Bank Germany 2,895.50
4 BNP Paribas France 2,729.23
5 HSBC UK 2,527.47
6 JP Morgan Chase US 2,175.05
7 Credit Agricole France 2,173.89
8 Citigroup UsS 1,938.47
9 Mitsubishi UFJ Financial Japan 1,922.18
10 ING Group Netherlands 1,858.31
11 Bank of America UsS 1,817.94
12 UBS Switzerland 1,740.27
13 Mizuho Financial Japan 1,5637.92
14 Société Génerale France 1,485.89
15 Banco Santander (1) Spain 1,464.74
16 UniCredit Italy 1,459.10
17 Industrial and Commercial Bank of China 1,425.72

China (ICBC)

18 Wells Fargo US 1,309.64
19 China Construction Bank China 1,104.01
20 Sumitomo Mitsui Financial Japan 1,115.06

Source: Banks around the World. http://www.relbanks.com/worlds-top-banks/assets-2008.
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The financial power of the state-owned banks is enhanced by the
fact that China’s bond and equity markets are relatively small and
underdeveloped as a source of capital for Chinese corporations and
entrepreneurs. Shares of state-owned banks are held by the Min-
istry of Finance and the Central Huijin Investment Ltd., which is
a holding company owned by the China Investment Corporation
and controlled by the State Council. The China Banking Regulatory
Commission and the Ministry of Finance are the regulators.

State-owned Banks Favor Their State-owned Industrial
Cousins

SOEs receive preferential access to capital from China’s state-
owned banks, borrowing at below-market rates and benefiting from
liberal debt forgiveness.!ll Of the $1.4 trillion in Chinese bank
loans in 2009, 85 percent were granted to SOEs, while China’s pri-
vate sector was left to struggle for the remainder.112.113 Private
firms’ access to capital from state-owned banks remains quite lim-
ited despite indications that the private sector may be nearly twice
as productive as the state-owned sector.114 Private sector borrowers
have come to depend on a “shadow” or underground banking sys-
tem that is unregulated by authorities and is subject to high inter-
est rates.115 This results in a transfer of wealth from the private
sector and from bank depositors to the state sector—a hidden tax
with government and its closely held corporations as the bene-
ficiary.

Because the government decides the interest rate at which bank
depositors will be paid for the use of their money, the government
is able to provide low-interest loans to borrowers by paying deposi-
tors less. Because the government favors state-owned corporations
as a matter of national policy, Chinese entrepreneurs and privately
held companies operate at a considerable financial disadvantage to
their state-owned competitors.

The Chinese think tank Unirule calculated that the real interest
rate paid by state-owned companies was 1.6 percent from 2001 to
2009, while the commercial rate for private companies was 4.68
percent. Considering all the subsidies and preferences enjoyed by
the SOEs, they actually had a negative return on equity, according
to Unirule.116 A study by the Hong Kong Institute for Monetary
Research estimated that SOE profits would disappear if they were
required to repay loans at a market rate.117

This system of financing has been dubbed “financial repres-
sion.” 118 The average Chinese citizen, with few other alternatives
to banks for a safe investment, must endure low interest rates or
even negative rates as inflation has decreased the real value of in-
terest payments. Negative real lending rates subsidize investment
in capital-intensive industries, particularly SOEs, “thus under-
mining the goal of restructuring the economy in favor of light in-
dustry and services,” notes Nicolas Lardy, an economist at the Pe-
terson Institute for International Economics.11® Since 2003, the av-
erage real return on deposits in Chinese state-owned banks has
been negative, after adjusting for inflation. “As a result, the banks
are able to provide their principal customers, the state-owned en-
terprises, with virtually free capital at the expense of deposit hold-
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ers,” Georgetown University Law Professor Paul Saulski told the
Commission at the hearing. “In effect, this control over interest
rates serves as a tool for China’s industrial policy by channeling
the implicit tax that’s collected from Chinese households, due to
the negative real return on their rates on their savings, through
the state-owned commercial banks to selected investment projects
and selected state-owned enterprises.” 120

The favoritism shown SOEs by economic planners and the result-
ing limits on competition by the private sector redistribute wealth
from Chinese citizens to the state sector in other ways as well.
“Households pay more for inferior SOE goods and services, they
pay more for land, and they receive lower returns on their savings
so SOEs and state banks can both be subsidized,” testified Derek
Scissors, a research fellow at the Heritage Foundation, during the
hearing. “The State Council has embraced rebalancing consumption
and investment since 2004, yet the opposite has occurred, because
rebalancing would undermine SOEs.”121 This helps explain why
China ranked 151 of 183 countries in the World Bank’s measure
of the ease of starting a business, he noted.122

State Firms Maintain Their Grip on the Economy

The share in the overall economy of China’s nonfarm and non-
financial state-owned sector is in dispute, but most estimates now
place it in the 40 percent to 50 percent range and slightly beyond.
Including subnational SOEs, the state sector still comprised about
a third to a half of the overall economy, according to a 2010 World
Bank study 123 based on the Second National Economic Census in
2008.12¢ According to research performed for the Commission in
2011 by Capital Trade, Inc., a Washington-based economic analysis
company, China’s SOEs may account for up to half of non-
agricultural gross domestic product (GDP).125 (The Chinese govern-
ment publishes no calculation on the size of the state-owned sector
relative to the private sector, although general trends can be ex-
trapolated.)

The observable SOE sector under reasonable assumptions
accounts for nearly 40 percent of China’s economy. Given
additional information on the prevalence SOE ownership
in China’s capital markets, anecdotal and observed data on
the prevalence of SOE ownership among [limited liability
corporations] and other ownership categories, the likely
SOE role in round-tripped FDI [foreign direct investment],
it is reasonable to conclude that by 2009, nearly half of
China’s economic output could be attributable to either
SOEs, [state-holding enterprises], and other types of enter-
prises controlled by the SOEs. If the output of urban collec-
tive enterprises and the government-run proportion of [town
and village enterprises] are considered, the broadly defined
state sector likely surpasses 50 percent.126

Central government SOEs are among the largest companies in
China. In 2010, the capital, or combined assets of the 102 central-
level SOEs that were allowed by the government to release finan-
cial figures, was $3.6 trillion, equivalent to 61.4 percent of GDP.
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Their earnings equaled 42.2 percent of GDP, according to
SASAC.127

A 2009 study found that SOEs constituted 50 percent of the 500
largest manufacturing companies in China and 61 percent of the
top 500 service sector enterprises.l28 They are also prominent
among companies that are publicly traded, despite their govern-
ment ownership. State companies made up 80 percent of the value
of the shares traded on Chinese stock exchanges in 2009.129 Indi-
vidual SOEs can be quite profitable as well. In 2009, just two com-
panies, China Mobile and China National Petroleum Corporation,
made more in profits ($33 billion) than China’s 500 most profitable
private companies combined.139 (See table 3 for the financial per-
formance of SASAC firms.)

Such outsized profits should not be taken as evidence of the su-
periority of state capitalism, however. Some segments of the state-
owned economy are highly monopolistic and tend to grow larger be-
cause the companies are able to charge high prices in the absence
of competition. Other factors influencing the size and profitability
of SOEs include the ease with which state-owned companies obtain
financing for further expansion from the state-owned banking sys-
tem. In addition, SOEs may not pay taxes at the same rate as their
private sector competitors. They may also forgo paying dividends to
their shareholders. All these factors would tend to increase the re-
tained earnings of state-owned companies that would be available
for further expansion.131

Table 3: Financial Performance of SASAC Firms, 2007-2010 (RMB trillion)

2007 2008 2009 2010
Revenue 10.03 11.87 12.63 16.78
Year-on-year revenue growth 18.4% 6.4% | 32.9%
Total assets of SASAC firms 14.93 17.63 21.06 24.43
Average return on total assets 8.6% 5.6% 5.3% 6.1%

Source: SASAC Financial Reports (Beijing, China).

Superlative profits may not even be the ultimate goal of state
ownership. For example, the three major telecommunications com-
panies, China Mobile, China Unicom, and China Telecom, con-
stitute one of the industries that the government requires to be
government owned and operated, as is typically the case with au-
thoritarian governments that wish to keep track of political opposi-
tion by monitoring telecommunications. Noted Roselyn Hsueh, a
political scientist at Temple University and a witness before the
Commission: “With complete control of telecommunications infra-
structure in government ownership and management of commu-
nications networks, top leadership can mandate blackouts of Inter-
net and mobile communication in China proper and Tibet and
Inner Mongolia when politically sensitive and socially destabilizing
issues arise and events occur.” 132

During the global financial crisis, China’s central government
funneled 4 trillion (RMB) or about $585 billion in stimulus spend-
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ing through its state-owned banks to local governments and SOEs
to build factories, roads, railways, bridges, and airports. The total
represented about 12 percent of GDP over two years.!32 Lending
from the state-owned banks doubled, from 14 percent of GDP to 29
percent. The construction was handled by China’s state-owned or
state-run construction sector. Meanwhile, other loans from the big,
state-owned banks went into expanding production capacity in
state-owned steel and auto assembly plants, “beyond their respec-
tive industry’s expected demand for years to come.” 134

This massive effort contributed to China’s ability to escape the
worst of the global recession and to allow it to maintain quarterly
growth rates in excess of 8 percent even as many of its trading
partners slipped into deep recessions. But the effort also increased
the influence and the size of the state-owned sector in China’s
economy. “The idea of privileging and using state-sector firms to
achieve policy goals has more legitimacy among Chinese policy-
makers than it has had in years,” says Barry Naughton, a Univer-
sity of San Diego economist. “Clearly, state firms have returned as
major actors in the Chinese economy.” 135

“In the past decade alone, Chinese SOEs have been responsible
for building hundreds of thousands of miles of expressways, city
streets, and rural highways; a record-breaking array of bullet
trains, railways, and subway systems; and many dozens of ultra-
modern seaports and expansive airports that are among the world’s
busiest,” wrote James McGregor in a 2012 book about the growing
power of SOEs. “At the same time, the government has invested
hundreds of billions of dollars through SOEs to reconstruct more
than a hundred of China’s largest cities—including as much as
$50 billion a pop into the metropolises of Beijing, Shanghai,
Guangzhou, and Chongqing.” 136

In addition, the stimulus increased the importance of China’s ex-
port sector and the role of fixed investment in the economy. “SOEs
exploited the stimulus to acquire smaller private sector competi-
tors, many of whom suffered in the global economic slowdown,”
said David F. Gordon, the head of research at Eurasia Group who
testified before the Commission. “So what we had in China was a
resulting reduction in competition and a restriction of the invest-
ment environment, both for foreign competitors to SOEs but also
for private firms inside of China.” 137

SOEs Serve an Important Policy Function

The central government has established a group of seven “stra-
tegic” and five “heavyweight” industries where the government is
supposed to hold absolute or controlling interests. Those wholly
owned strategic industries are armaments; power generation and
distribution; oil and petrochemicals; telecommunications; coal; civil
aviation; and shipping. The heavyweight industries are machinery;
automobiles; information technology; construction; and iron and
steel and nonferrous metals. Ownership of the heavyweights may
be shared with some private investors, including minority owner-
ship by affiliates of foreign-based corporations.

The development of these industries was established in China’s
earlier Five-Year Plans. The 10th Five-Year Plan (2001-2005)
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called for the government to “hold a controlling stake in strategic
enterprises that concern the national economy” and to “uphold the
dominance of the public sector of the economy [and] let the state-
owned sector play the leading role.” The 12th Five-Year Plan
(2011-2015) also created “strategic emerging industries” such as
green energy, biotechnology and nanotechnology, which will be ad-
vanced by “national champions” selected from among state-con-
trolled companies and nurtured with government subsidies and
preferences.138

Among the subsidies provided to state-owned enterprises are
lower tax rates, direct government grants, and protection from for-
eign competition (particularly in the financial services, automobile
manufacturing, telecommunications, and energy sectors). China
also provides its state-owned sector preferential access to raw ma-
terials and below-market-rate electricity. China reserves much of
its government procurement market for Chinese companies, par-
ticularly SOEs, through favorable legislation, procurement cata-
logues of approved vendors and contractors, or import substitution
policies designed to discourage purchases from foreign companies.*
Because China has not joined the World Trade Organization’s
Agreement on Government Procurement (GPA), the government is
frele to reserve its contracts for SOEs, which it does as a matter of
policy.

Chinese companies were also very heavily favored in the govern-
ment procurement catalogues issued by all levels of government as
part of China’s Indigenous Innovation policy. SOEs received the
dominant share of the benefit. Although those catalogues have been
withdrawn, in theory, “local SOEs have a huge advantage over out-
side competitors from other countries, and even other provinces, be-
cause of the close relationships between local SOE management
and local governments.” 139

Major Challenges Presented by Chinese SOEs

The persistence in China’s economy of government-owned and
-run companies contradicts the WTO’s basic free trade goal in
many ways. One witness before the Commission, Timothy
Brightbill, a Washington attorney specializing in trade -cases,
warned that China, “more than any other country,” has created
“massive state-owned and controlled national champions” that will
compete unfairly with private enterprise. “The rise of state involve-
ment in the global economic arena is a significant threat to our free
market system and the free flow of private capital,” Mr. Brightbill
said. “The influence of many of these state-supported enterprises is
not declining in China; it is expanding.” 140

While the size of the state sector has been declining relative to
the GDP over the past three decades, there is evidence that SOEs
overall have indeed been expanding. The World Bank warned in a

*For example, construction projects in China, including surveying and prospecting, design, en-
gineering, and supervision of such projects, as well as procurement of major equipment and ma-
terials related to the construction of such projects—in other words, all projects, massive in scope
and value, that are of significant interest to foreign companies—are reserved for Chinese SOEs.
See Gilbert Van Kerckhove, “Are Discussions around GPA [Agreement on Government Procure-
ment] Missing the Real Issue?” August 28, 2010. hitp://blog.strategy4china.com/wp-content/
uploads/100828GPAcomments.pdf.
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2010 report that the global financial crisis considerably strength-
ened the role of SOEs in China because the government’s $585 bil-
lion stimulus went either directly to SOEs or to local governments
employing SOEs for infrastructure work.141 This reversed the trend
in which the state-owned sector was shrinking as a percentage of
the economy.

Although other nations, including those within the European
Union, own controlling shares of some of the corporations within
their borders, China’s situation is unique. Mr. Brightbill summed
up the difference between China’s state sector and those of other
countries this way:

First is just the absolute lack of transparency (in China)
and what’s going on with these state-owned enterprises
versus other ones, and similarly, the absolute lack of open-
ness in China compared to SOEs located in other countries.
Secondly, I think, is the operation not on market principles,
but for other country objectives: to obtain intellectual prop-
erty; to obtain access to raw materials; to start joint ven-
tures in China where then the technology is taken away, ...
(due to) motivations other than market motivations; and
last is just sort of the systemic violation of trade rules that
happens with China and its SOEs. They don’t notify their
subsidies to the WTO; they provide export subsidies that
are illegal. Those are kind of the pervasive things that
make14éhe Chinese SOEs different from others, in my
view.

The Chinese state-owned and state-controlled enterprises present
three distinct challenges to U.S. competitors. First, Chinese SOEs
occupy a favored position within the Chinese market where U.S.
companies and their China-based affiliates attempt to compete.
Second, the heavily subsidized Chinese SOEs enjoy price and other
advantages when selling into the U.S. market. And third, Chinese
SOEs are formidable competitors in the global markets, particu-
larly in the developing nations of Latin America and Africa where
Chinese export financing at below-market rates can directly deter-
mine sales. (For more on Chinese export financing, see chap. 1, sec.
3, of this Report.)

Challenges for U.S. Companies Selling to China

Because SOEs are the preferred supplier for all levels of govern-
ment in China, U.S. companies face a variety of discriminatory bar-
riers to sales there. Such preferences essentially wall off the large
government sector as the exclusive territory of either SOEs or Chi-
nese firms. (For more on China’s discriminatory policies, see the
Commission’s 2011 Report to Congress, chap. 1, sec. 3, “Indigenous
Innovation and Intellectual Property Rights”).

The discrimination against foreign goods and services and the
preference for indigenous products in China is a formidable barrier
both to U.S. exports to China and sales by foreign affiliates of U.S.-
based companies. “The long-standing and still most important
problem with SOEs is loss of access to the Chinese market,” said
Dr. Scissors. “There is typically no market of 1.3 billion [people] for
American exports and firms operating within China; there is what-
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ever the SOEs leave behind ... [And] if considered strategic, an en-
tire sector can be closed [to imports].” 143

For example, Chinese planners have announced their intention
to require that most or all of the renewable energy equipment in-
stalled in China be made in China, be based on Chinese-owned in-
tellectual property, and embody Chinese-developed standards. The
method is “a sweeping array of laws, regulations and other meas-
ures which establish local content requirements for renewable en-
ergy projects; equipment procurement preferences for Chinese-
owned companies and Chinese-owned intellectual property; and do-
mestic preferences with respect to subsidies, tax breaks, VAT
[value-added tax] rebates and other incentives promoting renew-
able energy.” 144

Foreign companies find it difficult to compete with Chinese SOEs
within China for a variety of other reasons. U.S. companies and
Chinese affiliates of U.S. companies are far more scrupulous about
the use of licensed software, for example. As much as 80 percent
of the software typically used in Chinese government offices is unli-
censed, and the percentage of pirated software at government-
owned companies is likely as high or even higher.145 In a recent
survey of computer users in China by the Business Software Alli-
ance, 77 percent of business executives and PC users admitted to
using unlicensed software, representing a loss of nearly $9 billion
in annual sales and an equivalent subsidy to Chinese compa-
nies.146 SOEs also enjoy a variety of other direct and indirect gov-
ernment subsidies, including the reduced cost of capital. Local
SOEs in particular receive a subsidy through the sale of land at
farmland prices rather than at the price that would account for the
higher value use as a factory. State-owned companies may not be
required by their government owners to pay taxes or dividends or
even make a profit if the primary goal of the government owners
is to provide employment. SOEs may also be exempt from a variety
of labor standards and environmental regulations.147

SOEs are also sometimes favored by government standards de-
signed to capture royalties from foreigners. For example, foreign
competitors of China’s three state-owned telecommunications com-
panies have been required to adopt certain standards in China that
are not in use anywhere else in the world, in part to ensure that
foreign companies pay royalties to the Chinese companies that hold
the related patents.148

Challenges for U.S. Companies Competing with Chinese
SOEs in the U.S. Market

The same subsidies and preferences enjoyed by the state sector
in China when competing with foreign companies in China also
make Chinese SOEs stronger competitors in the U.S. market. For
example, after China declared solar power a national priority in
2005, the government stopped buying its polysilicon from the
United States and developed an indigenous industry, owned by the
Chinese government. China now exports 95 percent of its solar
panel production at a substantial discount due to the government
aid.149 Government ownership of the polysilicon industry, combined
with direct subsidies, allows sales abroad at below-market rates.
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China’s subsidies led seven American solar panel manufacturers
to file an antidumping and countervailing duty case against Chi-
nese manufacturers.’50 The U.S. Commerce Department ruled in
March that China’s solar panel industry has sold panels in the
United States at prices up to 250 percent below their market price.
European manufacturers have filed a similar case against the Chi-
nese industry.151 Final action is pending.

As a result of the subsidies to Chinese manufacturers and the re-
sulting fall in the global price of solar panels, installations are
soaring in the United States. The United States is expected to in-
stall as much solar power this year as it did in the last decade:
2,500 megawatts or the equivalent of more than two nuclear power
plants.’52 But many of those panels will be made in China, which
accounted for nearly half the world’s production in 2011, up from
20 percent in 2008. The United States, which formerly dominated
the industry, shipped just 3 percent of the solar panels used glob-
ally last year.153 Of the five U.S. solar panel manufacturers that
received loan guarantees as part of the 2009 stimulus package, two
have filed for bankruptcy, one has put a factory on hold, and two
have yet to draw down any loans.154

Chinese government subsidies harm U.S. companies in several
ways. Chinese SOEs in particular, which enjoy the largest sub-
sidies thanks to their close association with the state-owned bank-
ing sector, have a lower cost of capital and can produce goods at
a lower cost than market-driven companies. In addition, subsidies
“also lead to overinvestment in capital intensive and export indus-
tries,” as Mr. Saulski noted in his testimony. Overcapacity in many
of China’s state-owned sectors, such as steelmaking, has led to
sales abroad at a price below the cost of production.

Anshan Iron and Steel Group, which is 100 percent owned by the
central government, grew to be the fourth largest Chinese steel
producer through a series of government-arranged mergers. In May
2010, Anshan announced it would build five new steel plants in the
United States in a joint venture with Steel Development Co. of
Amory, Mississippi.1®® Anshan said that it was part of its “sacred
mission” to develop China’s industry. But the Washington law firm
Wiley Rein warned that:

Anshan operates in an environment where basic market
forces can be ignored to achieve government objectives. ...
Because it receives massive government support, Anshan
can obtain cash grants, subsidized financing and other
support from the Chinese government, even in the worst
economic conditions. ... As a result, Anshan has signifi-
cantly less incentive to make production, pricing, or any
other business decisions based on market principles.156

Challenges Created by Chinese SOEs in Third-country Mar-
kets

The effects of China’s benefits to its government-owned and -oper-
ated companies are not limited to the domestic and American mar-
kets. China has deliberately fashioned a global strategy for the
state sector. Commerce Secretary Chen Deming in August of 2011
called the SOEs “the backbone of China’s going out strategy.” 157
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China’s 11th and 12th Five-Year Plans direct the government to
create “national champions” to compete globally with foreign multi-
nationals. Larger companies with greater economies of scale are
better able to compete on a global dimension, and Chinese SOEs
tend to be among the largest companies both within China and
worldwide. The national champions “are the vanguard of China’s
global business ambitions,” notes author James McGregor, an au-
thority on China’s industrial policies.158

China’s ability to create national champions is illustrated by its
investment in steelmaking. Several years after China became the
world’s largest steel importer, it became the world’s largest steel
producer and its third-largest exporter, thanks to massive govern-
ment subsidies. In 2011, China’s steel production of 684 million
metric tons was double that of the next four largest producers com-
bined: Japan, the United States, India, and Russia.l59 Its export of
24 million tons placed it slightly behind Japan and Russia.

Another example of a SOE national champion capturing a global
market is China UnionPay, created in 2002 by China’s central
bank and granted a monopoly position within China to process all
credit, debit, and prepaid transactions. From that protected base,
China UnionPay quickly went global. The company boasts of part-
nerships with 400 financial institutions worldwide in nearly 100
countries and has issued 2.3 billion UnionPay cards.* 160

The U.S. trade representative filed a complaint with the WTO in
2011 alleging that China had unfairly created a government mo-
nopoly to exclude foreign credit cards and was joined by co-plain-
tiffs Japan, the European Union, Australia, India, South Korea,
and Ecuador. The WTO ruled against China, which is expected to
appeal. (For more on the WTO case against UnionPay, see chap.
1, sec. 1, of this Report.)

Risks of Foreign Direct Investment by Chinese SOEs in the
United States

Governments everywhere tend to welcome foreign direct invest-
ment (FDI) to their shores, particularly when such investment in-
volves the building of new production facilities, or “greenfield in-
vestment.” By 2008, 28 states and U.S. cities operated economic de-
velopment offices in China and in 2010, at least eight governors of
states led trade and investment missions to China, according to the
U.S. embassy there.161

Some of the money that flows to the United States comes from
state-owned companies in China. From 2003 through the first half
of 2011, 66 percent of the investment from China, or $9.9 billion,
came from government-controlled companies, and just 34 percent,
or $5.1 billion, came from private or publicly traded, nongovern-
ment companies, according to the Rhodium Group.162

The investments tended toward states with manufacturing, en-
ergy, and financial institutions. (See table 4.) (Note: The table in-
cludes investments by SOEs and private companies in China.)

*By contrast, the three most popular card companies in the United States, American Express,
Visa, and MasterCard, had 1 billion credit and debit cards in circulation in the United States
by the end of 2011, according to statistics from the card companies compiled by creditcards.com.
http://www.creditcards.com/credit-card-news/credit-card-industry-facts-personal-debt-statistics-
1276.php#Card-ownership.
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Table 4: Chinese FDI by U.S. State, 2003-2012, Q2

Total Investments

Rank State Number of Deals (USD m)
1 New York 47 3,216
2 Texas 44 2,690
3 Ohio 15 2,542
4 California 159 1,964
5 Illinois 36 1,954
6 Massachusetts 13 1,829
7 Virginia 14 1,795
8 Michigan 31 895
9 Colorado 3 614

10 Minnesota 6 602
11 Delaware 13 449
12 New Jersey 25 348
13 North Carolina 39 282
14 Washington 20 194
15 Indiana 8 152
16 Georgia 22 146
17 Missouri 5 135
18 South Carolina 10 133
19 Nevada 11 129
20 Florida 12 112

Source: Rhodium Group, “Tracking Chinese Direct Investment in the U.S.” (New York, NY:
China Investment Monitor, July 25, 2012). http://rhgroup.net/interactive/china-investment-monitor.

The level of Chinese FDI in the United States is low. China has
traditionally favored developing nations for its direct investment,
as well as those developed nations, such as Canada and Australia,
with abundant iron ore, oil, and natural gas. In 2010, only 2 per-
cent of Chinese FDI went to the United States.163 Nearly 90 per-
cent of that was directed to the U.S. financial sector, while invest-
ment in U.S. manufacturing was negligible.164 (See figure 2.)
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Figure 2: China’s Outward FDI Flows to the United States and Rest of
World, 2003-2010
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Source: People’s Republic of China, Statistical Bulletin of China’s Outward Foreign Direct In-
vestment (Beijing, China: various issues).

China’s direct investments in the United States have had only a
“trivial” effect on the U.S. economy thus far, noted Dr. Scissors in
his testimony. The total of Chinese foreign direct investment since
2005 is less than half a percent of a single year of GDP.165 But
that is likely to change. “The next frontier for China’s SOEs is the
U.S. market,” said Dr. Gordon.166 As China considers diversifying
its dollar-denominated investments from U.S. bonds to direct in-
vestments in the United States, “U.S. policymakers will struggle to
balance between national security and trade priorities on the one
hand, and the promises of inbound investment and employment
growth on the other,” said Dr. Gordon.* 167

Although SOEs have made fewer direct investments abroad than
private Chinese investors, the value of SOE investments is far larg-
er in the aggregate. SOEs accounted for 73 percent of Chinese FDI
from 2007 to the third quarter of 2011.168 This is likely due to the
size of Chinese SOEs and to their concentration in such capital in-
tensive industries as mining and energy. (See figure 3.)

*In the first half of 2012, Chinese companies spent $3.6 billion on 33 FDI projects in the
United States, primarily in oil and gas deals. Thilo Hanemann, “Chinese FDI in the United
States Update” (New York, NY: Rhodium Group, July 25, 2012). http://rhgroup.net/notes/chinese-
fdi-in-the-united-states-q1-and-q2-2012-update.
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Figure 3: Average Annual Value of FDI Deals by SOEs and Non-SOEs in
the United States
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Source: Rhodium Group, China Investment Monitor through 2011:Q3 (New York, NY: 2011).

China has the potential to both expand its global FDI and to
shift its emphasis on acquiring and developing properties within
the United States. China’s industrial policy emphasizes its “going
out” strategy, which calls for Chinese investment abroad to acquire
raw materials and technology, marketing, and managerial exper-
tise from targeted investments abroad. China is particularly anx-
ious to develop “famous brands” that will be recognized globally
and support a pricing premium. (Lenovo’s purchase of the PC divi-
sion of IBM is an example of China’s efforts to develop its brands
through direct investment abroad. Although Lenovo’s stock is pub-
licly traded, its ultimate controlling owner is the Chinese Academy
of Sciences, part of the central government.) 169

China’s FDI is likely to continue to grow substantially. China has
the world’s largest foreign currency reserves at $3.24 trillion and
is the largest holder of U.S. Treasury securities at $1.2 trillion.170
China also continues to run the world’s largest current account sur-
plus, much of which flows back to the Chinese state-owned manu-
facturing industries. (See figure 4.)



65

Figure 4: China’s Current Account Balances, 1982-2010 (In $ billions)
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Source: China’s National Bureau of Statistics, via Haver Analytics.

(Note: China’s current account surplus fell markedly in 2009 in nominal terms and as a per-
centage of GDP because imports did not fall as rapidly as did exports. In 2010 and 2011, growth
in imports outpaced growth in exports. Much of the change was due to the global financial cri-
sis.)

In addition to its cash reserves, the government and its wholly
owned corporations can turn to the Export-Import Bank of China.
The government bank offers concessionary loans, in some cases at
2 percentage points below-market-rate interest, “to assist Chinese
companies with comparative advantages in their offshore contract
projects and outbound investments,” according to the bank’s mis-
sion statement.l”! Such a low interest rate falls outside Organiza-
tion for Economic Cooperation and Development (OECD) norms.
Other subsidies to support Chinese FDI include grants, debt for-
giveness, equity infusions, and preferential access to key produc-
tion inputs.172

Such subsidies impose a burden on competitors in the United
States. Notes Andrew Szamosszegi, co-author of a report on Chi-
nese state-owned enterprises prepared for the Commission: “The
U.S. economy would be harmed if state largesse allowed less effi-
cient SOEs operating in the United States to muscle out more effi-
cient domestic producers [or] if the Chinese investors promote ex-
ports from China at the expense of U.S. production or if the inves-
tors with government support shift production to China.173

Many of the industrial policy goals of China’s investment could
harm segments of the most important U.S. industries—for exam-
ple, China’s emphasis on obtaining technology could damage do-
mestic and foreign sales of U.S. information and communications
and aerospace industries. Once invested in the United States, Chi-
nese SOEs may continue to benefit from Chinese government sub-
sidies that would allow the Chinese SOEs to sell their products and
services at less than the cost of production. Once their U.S. com-
petitors are driven out of the business, Chinese SOEs might domi-
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nate the market and even raise prices. Government subsidized
sales by Chinese companies to the U.S. market have led to increas-
ing numbers of antidumping and countervailing duty penalties.
(See figure 5.) Their operations in the United States would not be
subject to these penalties. There is no existing federal remedy in
such a case. Were Chinese SOEs to move their operations to the
United States, they might circumvent protections in U.S. laws on
unfair import practices. “China’s modus operandi has been to cre-
ate production capacity well in excess of its ability to consume, and
then to crash global prices by exporting the surplus,” according to
the analysis by Capital Trade, Inc. “Aggressive, state-funded forays
into emerging industries could short-circuit their development in
the United States, harming not only near-term job creation, but
also long-term economic performance.” 174

Figure 5: U.S. Antidumping and Countervailing Duty Orders in Effect
against Chinese Firms, Cumulative Totals, 1983-2011
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Source: U.S. International Trade Commission, USITC Five-year Sunset Reviews (Washington,
DC). http://pubapps2.usitc.gov/sunset/.

According to the Capital Trade report, Chinese steel producer
Tianjin Pipe announced in January 2009 the largest single Chinese
investment in the United States following a case filed in Canada
and in anticipation of a U.S. antidumping petition. (Imports of oil
industry tubular steel from China expanded by more than 200 per-
cent from 2006 to 2008.)175 The planned U.S. investment by the
government-owned Anshan Iron and Steel Group in several states
was motivated by concerns about U.S. trade remedies, according to
one report.176 Avoiding unfair trade penalties also figured into the
decision by a private corporation, Shandong Nanshan Aluminum
Co. Ltd., to establish a production facility in Lafayette, Indiana.177

In May 2010, Anshan said it would form a joint venture to build
several new steel plants in the United States. China’s 2009 Revital-
ization Plan provides Anshan with government support to acquire
strategic resources and establish overseas operations.1’® Anshan’s
Chinese language material notes that the goal is to “demonstrate
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China’s iron and steel industry’s capabilities in international de-
ployment and operations, and their influences on the industry.” 179
U.S. investors cannot undertake these same activities in China,
where foreigners are limited to a minority interest in many key in-
dustries, such as steel.

Can Any of China’s Corporations Truly Be Private?

With China’s large, state-owned sector; elaborate, top-down eco-
nomic planning; single-party, authoritarian rule; and a judiciary
that is required to generally favor the party and the government,
the independence of any one company or industry is doubtful. Some
companies in China, such as Huawei, the telecommunication equip-
ment giant, prefer to be considered neither owned nor controlled by
the government. Huawei insists that it is privately held by the em-
ployees of the company, but ownership and level of control can be
difficult to determine, since the government itself and the CCP
may wish to avoid the issue. Some Chinese SOEs are actively trad-
ed on public stock exchanges, in China and abroad, leading some
investors to assume that they have been privatized. But this is
often not the case. China Mobile, for example, is traded on the
Hong Kong and New York exchanges and yet is owned by the cen-
tral government and managed by SASAC. In some cases, the gov-
ernment may appear to be only a minority shareholder, and yet the
Communist Party may be in charge of picking the directors and the
top management.

As Richard McGregor notes in his book, The Party, The Secret
World of China’s Communist Rulers:

The Party has been careful, too, to minimize its profile in
international business, systemically playing down its pres-
ence in the large state enterprises that have been listed off-
shore in New York, Hong Kong, London and elsewhere. The
bulging prospectuses used to sell Chinese state companies
ahead of their offshore public listings are crammed with in-
formation from every conceivable angle about their commer-
cial activities and board roles, but the Party’s myriad func-
tions, especially control over top personnel, have been
airbrushed out altogether.180

The claim of private ownership may be a distinction without a
difference when it comes to the influence that the government
maintains over the operation of any particular company. “Private
entities operate in policy, regulatory and financial environments in
which the state wields enormous clout and influence,” according to
Mr. Szamosszegi. “As such, even private entities are influenced
strongly by state goals and must respond accordingly. ... The web
of state control does not prevent private firms from responding
freely to market forces, but it does create an environment that en-
courages fealty to government development plans.”

Meeting the Challenge from Chinese State-Owned Enter-
prise

An essay in the Economist magazine recently opined that “state
capitalism is the most formidable foe that liberal capitalism has
faced so far. Across much of the world, the state is trumping the
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market and autocracy is triumphing over democracy.”181 For a
publication that has considered free market capitalism so superior
to government-planned economies that the invisible hand will pre-
vail every time, this was particularly noteworthy. And yet U.S.-
based companies that compete with Chinese SOEs have been in-
creasingly concerned over the past three years. In a 2010 survey
of its members by the U.S.-China Business Council, three quarters
of respondents said their companies compete directly with Chinese
SOEs for business opportunities. Of those companies, 96 percent
said their state-owned competitors enjoy “tangible benefits or sub-
sidies from the government.” 182

Witnesses at the Commission hearing offered specific actions
that the U. S. government might undertake to counter China’s sup-
port for state capitalism. Mr. Brightbill noted that China maintains
restrictions on foreign investment in state-owned and state-con-
trolled enterprises. For example, foreign companies are prohibited
by Chinese law to have a controlling share of Chinese steel pro-
ducers. Foreign investors need to be approved by the Ministry of
Commerce, the State Development and Reform Commission,
SASAC, and the China Securities Regulatory Commission, among
other authorities.183 As a result, foreign steel producers have been
effectively excluded from investing in Chinese steel production, and
the sector remains dominated by the government. By 2009, more
than 95 percent of the production of the top 20 steel groups in
China was subject to some government ownership, and 16 of the
top 20 steel groups were 100 percent owned and controlled by the
government.184¢ In the view of several witnesses, including Mr.
Brightbill, a policy of reciprocal treatment—denying Chinese steel
companies the right to partner with U.S. companies—might per-
suade the Chinese government to open its market to foreign inves-
tors.

Mr. Brightbill also suggested that legislation creating the Com-
mittee on Foreign Investment in the United States (CFIUS) could
be amended to add a test of “economic benefit” of a Chinese invest-
ment in the United States.185 Elizabeth J. Drake, a partner and
international trade expert at Stewart and Stewart, suggested at
the Commission’s hearing that CFIUS be required to review SOE
investments “from a competitive neutrality standpoint,” requiring
disclosure of government support and pricing practices.186

There are at least 11 countries that have a screening test for for-
eign investment. Several, including China, Australia, and Canada,
go beyond considering national security and take into account the
economic effect of foreign investment. China’s screening test was
revised in 2006 to introduce a “national economic security” require-
ment for foreign investment This process “considers whether the
investment has or may have an influence on state security, wheth-
er it would cause the transfer of an actual right from a domestic
enterprise owning a famous trademark or having a ‘name of long
history,” or whether the merger or acquisition does or may cause
serious influence on Chinese economic security,” according to an
analysis by the law firm of Wiley Rein.187 Investments by foreign
companies that are 15 percent or more owned by a foreign govern-
ment are required to undergo review by Australia’s Foreign Invest-
ment Review Board to determine whether or not they are “contrary
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to national interest.” (For an explanation of the investment review
procedures of the ten countries, see addendum 3.)

There are several other legal tools within U.S. law that could be
used to monitor and address harmful activities of Chinese SOEs
seeking to invest in the United States. For example, notes Ms.
Drake, the Securities and Exchange Commission’s regulations on
disclosure of material (or legally relevant) information by compa-
nies listing on U.S. stock exchanges could be clarified in the case
of SOEs. The companies could be required to disclose the degree of
government ownership, influence, and supervision, as well as the
government’s role in choosing directors and company management
and supplying such subsidies as below-market-rate financing and
tax preferences. Such information would allow investors to gauge
the risk of countervailing duty liability or antitrust actions.188

The U.S. government could also increase enforcement against il-
legal subsidies to SOEs by bringing cases against obvious violations
of China’s WTO commitments. For example, WTO rules prohibit
government subsidies conditioned on exports and provided at
below-market rates. Such subsidies are used by Chinese “national
champions” that have been encouraged to export as a matter of na-
tional policy.*

The administration could also step up enforcement of antisubsidy
laws by bringing countervailing duty complaints. In cases in
which the U.S. plaintiffs “are too fragmented, under-resourced, or
intimidated by threats of retaliation to invoke their legal rights
and petition for relief,” the Commerce Department could initiate
the complaint, noted Ms. Drake.189

Finally, because China is not a signatory to the WTO’s GPA, the
United States is under no obligation to provide China with the
same national treatment protections as those countries that are
signatories.190

China promised in 2001, to sign the GPA “as soon as possible”
but made little progress toward joining in the interim. China’s sec-
ond revised offer for acceding to the GPA was sent in December
2011. However, beyond limited subcentral and services additions,¥
China’s newest offer did not include other substantive improve-
ments previously requested by GPA parties. The United States, the
European Union, and other major GPA signatories had pressed for
China to cover SOEs in its offer. Instead, China has refused to
agree to include SOEs under the procurement agreement, even in
the cases in which an SOE is fulfilling a government purpose, such
as building a dam or an airport. Similarly, current negotiations be-
tween the United States and China over a Bilateral Investment
Treaty could provide a platform for an agreement between the two

*On September 17, 2012, the United States requested consultations with China at the WTO
concerning China’s “export base” subsidy program to auto and auto parts companies in China.
The subsidies in question include, among others, grants, loans, and the provision of goods and
services, contingent upon export performance. See Office of the U.S. Trade Representative,
“Obama Administration Challenges China’s Export Subsidies To Auto and Auto Parts Manu-
facturers in China” (Washington, DC: September 17, 2012). http://www.ustr.gov/about-us/press-
office/press-releases/2012/september/obama-administration-challenges-china-auto-subsidies.

T Countervailing duty complaints, or CVDs, seek from the federal government a tax levied on
an imported good whose price is based on a government subsidy.

+£The new offer includes coverage of subcentral entities in three major municipalities and two
provinces and covers two new service sectors. Matthew Schewel, “New China GPA Offer Covers
Some Sub-Central Entities, Gives Few Other Concessions,” Inside US-China Trade, December
7, 2011.
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governments to regulate the behavior of SOEs. The two sets of
talks are “a high priority” for addressing state capitalism, said
Deborah A. McCarthy, principal deputy assistant secretary of State
for economic and business affairs.

State capitalism takes advantage of open free markets
while protecting key aspects of domestic production. It mo-
bilizes resources of the state, forces joint ventures between
foreign and local companies to transfer knowledge. It exerts
control over key enterprises and subsidizes their expansion
and growth overseas. ... This is the direct threat to U.S.
jobs, profits, and competitiveness. It is essential for the
health of our economy to make it a high priority for our
trade and investment policies.191

The Obama Administration’s approach to China’s state sector
has been to adopt the Organization for Economic Cooperation and
Development’s principle of “competitive neutrality.” This is gen-
erally understood to mean that SOEs “should be required to oper-
ate as if they were a commercial enterprise and that SOEs do not
receive subsidies or other benefits from their governments that un-
fairly advantage them with respect to an investment abroad.” 192
Such language may be added to the Trans Pacific Partnership
Agreement, currently being negotiated among 11 Pacific Rim coun-
tries, in the expectation that China may eventually join. While
China is not a participant, the Obama Administration plans to in-
vite China to join, providing that Beijing is willing to comply with
the terms of the Trans-Pacific Partnership Agreement. The agree-
ment might be structured to limit the extent of government assist-
ance to SOEs and to require members to submit annual notifica-
tions listing all SOEs that operate internationally. The notification
could include details of all government support and the terms of
public procurement contracts.193

As detailed in the Commission’s 2011 Annual Report to Congress,
such an approach has been tried unsuccessfully in the past, as
when China agreed to abide by the rules of the WTO when it joined
the Geneva-based organization in 2001. China has complied with
many of the requirements of its accession agreement—lowering tar-
iffs and dropping quotas, for example. But China has lagged in
other ways, such as enforcing intellectual property rights. The U.S.
Trade Representative has issued ten annual reports on China’s re-
peated failures to comply with its WTO commitments.* (For exam-
ple, in its WTO accession agreement, the government of China
pledged that it “would not influence, directly or directly, commer-
cial decisions on the part of state-owned enterprises.”)

Implications for the United States

The Chinese system of state capitalism or “capitalism with Chi-
nese characteristics” has blocked many of the potential benefits of
a free market, not only in China, but among China’s trading part-

*See Office of the U.S. Trade Representative, 2011 Report to Congress on China’s WI'O Com-
pliance (Washington, DC: 2012). Attp://www.ustr.gov/webfm send/3189.

TSee U.S.-China Economic and Security Commission, 2011 Annual Report to Congress (Wash-
ington, DC: U.S. Government Printing Office, November 2011). http.//www.uscc.gov/annual
report/2011/11 annual report.php.
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ners. The state-owned sector in China can undercut prices charged
by privately held competitors globally due to a variety of subsidies
granted by the Chinese government: low-interest-rate loans; below-
market-rate land, fuel, and electricity; special exemptions from en-
vironmental and labor regulations; tax abatements and pref-
erences.

China’s large state sector harms American companies hoping to
invest in or export to China. U.S. companies are excluded from sec-
tors reserved for government monopolies, such as telecommuni-
cations services and oil and natural gas. U.S. companies are lim-
ited to minority participation in partnerships or joint ventures in
many areas dominated by state-owned companies, including auto-
mobiles and financial services. U.S. companies operating in the
global market must compete with Chinese state-owned enterprises
for customers and clients while enjoying none of the subsidies af-
forded their government-owned competitors.

The result is lower revenues for American companies exporting
from the United States or located abroad. Lower revenues also
translate into fewer jobs for those companies that must compete
with Chinese state-owned firms.

Conclusions

e State-owned and state-controlled companies in China provide the
opportunity for the central government to implement its indus-
trial policy, create global competitors, and develop monopoly in-
dustries for the benefit of the government. The government does
so at the expense of foreign competitors.

¢ Beijing reversed a 30-year process of economic reform of state-
owned enterprises during the 2008 global financial crisis. A mas-
sive, $585 billion economic stimulus was directed by the govern-
ment through state-owned banks to many state-owned compa-
nies, particularly in the metals, mining, and construction indus-
tries. As a result of the financial infusion, the state sector grew
and became more influential within China. A resurgent Chinese
state sector, armed with extensive government subsidies, com-
petes unfairly with domestic Chinese firms and with China-based
affiliates of American companies.

e The largest Chinese state-owned enterprises are generally man-
aged by the Chinese central government through a holding com-
pany that answers directly to the State Council. The top leaders
of 121 centrally owned nonfinancial SOEs are chosen by a branch
of the Chinese Communist Party and are typically party mem-
bers. In turn, the SOEs influence government and party deci-
sions on the economy. In addition to SOEs owned by the central
government, there were 114,500 SOEs owned by provincial or
local governments, according to a 2011 estimate by the World
Bank.

e The banking system in China is almost entirely state owned and
is dominated by five banks that account for nearly all lending.
SOEs are the principal borrowers, while entrepreneurs and pri-
vate companies find it hard to obtain loans even at higher rates.
The country has an underdeveloped bond and equity market,
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putting private Chinese companies and foreign affiliates of U.S.
companies at a further disadvantage. The rate of interest pay-
ments to depositors is set by the government at an artificially
low rate, allowing the government to provide low loan rates to
its favored clients in the state sector. This system of “financial
repression” represents a transfer of wealth from the private sec-
tor to the state sector.

Even those companies that are majority privately held are likely
to be influenced or controlled by the government. Private Chinese
companies are expected to follow the guidelines of the govern-
ment, which are spelled out in Five-Year Plans and other official
planning documents issued by the State Councils and imple-
mented by various ministries.

U.S. companies face unfair competition from Chinese SOEs with-
in China, within the United States, and in third-country mar-
kets. Governments at all levels in China favor Chinese SOEs in
procurement contracts. Chinese affiliates operating abroad do so
with preferential financing from the government in China.

Governments at all levels in the United States seek investment
from China. But investment from Chinese SOEs carries a num-
ber of risks to U.S.-based competitors due to the preferential fi-
nancing that Chinese governments provide. U.S. laws and regu-
lations are inadequate to address the advantages given to Chi-
nese SOEs operating in America. Although Chinese investment
into the United States is low, China has large dollar holdings
that could be converted into direct investment in the United
States.

When China joined the WTO in 2001, the government committed
to economic reforms that included diminishing the role that the
state plays in the economy. China has not complied with many
of these explicit obligations. The United States has a variety of
remedies to use to counter China’s failures to comply. They in-
clude bringing WTO complaints and antidumping and counter-
vailing duty cases against the Chinese government and against
Chinese industries The Securities and Exchange Commission
could issue regulations calling for enhanced disclosure by Chi-
nese state-owned companies listed on U.S. exchanges of the sub-
sidies given to the Chinese SOEs. The U.S. government could de-
mand reciprocal treatment for foreign investment in China to
match the treatment afforded by Chinese companies in America.
Many U.S. firms are restricted to minority ownership of joint
ventures in China or excluded entirely from some business sec-
tors, while no such restrictions on Chinese companies exist in the
United States. In some cases, reciprocal treatment is called for.
The U.S. government could also exclude Chinese products and
services from U.S. and state government services contracts and
government construction projects until China opens its own gov-
ernment and SOE contracts to competitive bidding from Amer-
ican companies.
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Addendum 1: SASAC Companies, Large State-owned Banks, and Insurance

Companies (2011) 19

Company name Abbreviation
1 | China National Nuclear Corporation CNNC
2 | China Nuclear Engineering & Construction Corporation | CNECC
3 | China Aerospace Science & Technology Corporation CASC
4 | China Aerospace Science & Industry Corporation CASIC
5 | Aviation Industry Corporation of China AVIC
6 | China State Shipbuilding Corporation CSSC
7 | China Shipbuilding Industry Corporation CSIC
8 | China North Industries Group Corporation CNIGC
9 | China South Industries Group Corporation CSGC
10 | China Electronics Technology Group Corporation CETC
11 | China National Petroleum Corporation CNPC
12 | China Petrochemical Corporation Sinopec
13 | China National Offshore Oil Corporation CNOOC
14 | State Grid Corporation of China SGCC
15 | China Southern Power Grid Company, Limited CSG
16 | China Huaneng Group CHNG
17 | China Datang Corporation CDT
18 | China Huadian Corporation CHD
19 | China Guodian Corporation CGDC
20 | China Power Investment Corporation CPI
21 | China Three Gorges (Project) Corporation CTGPC
22 | Shenhua Group Corporation Limited Shenhua
23 | China Telecommunications Corporation China Telecom
24 | China United Network Communications Group Company | China Unicom
25 | China Mobile Group China Mobile
26 | China Electronics Corporation CEC
27 | China FAW Group Corporation FAW
28 | Dongfeng Motor Corporation DFMC
29 | China First Heavy Industries CFHI
30 | China National Erzhong Group Corporation Erzhong
31 | Harbin Electric Corporation HPEC
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Addendum 1: SASAC Companies, Large State-owned Banks, and Insurance

Companies (2011)—Continued

Company name Abbreviation
32 | Dongfang Electric Corporation DEC
33 | Anshan Iron and Steel Group Corporation Ansteel
34 | Baosteel Group Corporation Baosteel
35 | Wuhan Iron and Steel (Group) Corporation WISCO
36 | Aluminum Corporation of China Chalco
37 | China Ocean Shipping (Group) Company COSCO
38 | China Shipping Group China Shipping
39 | China National Aviation Holding Company AirChina
40 | China Eastern Aviation Holding Company China Eastern
41 | China Southern Air Holding Company China Southern
42 | Sinochem Group Sinochem
43 | COFCO Corporation COFCO
44 | China Minmetals Corporation Minmetals
45 | China General Technology (Group) Holding, Limited Genertec
46 | China State Construction Engineering Corp. CSCEC
47 | China Grain Reserves Corporation Sinograin
48 | State Development & Investment Corporation SDIC
49 | China Merchants Group CMHK
50 | China Resources (Holdings) Company, Limited CRC
51 | The China Travel Service (HK) Group Corporation HKCTS
52 | State Nuclear Power Technology Corporation SNPTC
53 | Commercial Aircraft Corporation of China, Limited COMAC
54 | China Energy Conservation Investment Corporation CECIC
55 | China Gaoxin Investment Group Corporation Gaoxin Group
56 | China International Engineering Consulting Corporation | CIECC
57 | Zhongnan Commercial (Group) Company, Limited Zhongnan
58 | China Huafu Trade & Development Group Corporation HFJT
59 | China Chengtong Group CCT
60 | China Huaxing Group Huaxing
61 | China National Coal Group Corporation ChinaCoal
62 | China Coal Technology & Engineering Group Corporation | CCTEG
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Addendum 1: SASAC Companies, Large State-owned Banks, and Insurance

Companies (2011)—Continued

Company name Abbreviation
63 | China National Machinery Industry Corporation SINOMACH
64 | China Academy of Machinery Science & Technology CAM
65 | Sinosteel Corporation Sinosteel
66 | China Metallurgical Group Corporation MCC
67 | China Iron & Steel Research Institute Group CISRI
68 | China National Chemical Corporation ChemChina
69 | China National Chemical Engineering Group Corp. CNCEC
70 | Sinolight Corporation Sinolight
71 | China National Arts & Crafts (Group) Corporation CNACGC
72 | China National Salt Industry Corporation CNSIC
73 | China Hengtian Group Company, Limited CHTGC
74 | China National Materials Group Corporation Limited SINOMA
75 | China National Building Materials Group Corp. CNBM
76 | China Nonferrous Metal Mining (Group) Company CNMC
79 | China International Intellectech Corporation CIIC
80 | China Academy of Building Research CABR
81 | China CNR Corporation Limited CNR
82 | China CSR Corporation Limited CSR
83 | China Railway Signal & Communication Corporation CRSC
84 | China Railway Group Limited China Railway
85 | China Railway Construction Corporation Limited CRCC
86 | China Communications Construction Company Limited Ccccc
87 | China Potevio Company, Limited China Potevio
88 | Datang Telecom Technology & Industry Group Datang
89 | China National Agricultural Development Group CNADC
Company
90 | Chinatex Corporation Chinatex
91 | China National Foreign Trade Transportation Corp. SINOTRANS
92 | China National Silk Import & Export Corporation Chinasilk
93 | China Forestry Group Corporation CFGC
94 | China National Pharmaceutical Group Corporation SINOPHARM
95 | CITS Group Corporation CITS
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Addendum 1: SASAC Companies, Large State-owned Banks, and Insurance

Companies (2011)—Continued

Company name Abbreviation

96 | China Poly Group Corporation POLY

97 | Zhuhai Zhen Rong Company Zhzrgs

98 | China Architecture Design & Research Group CAG

99 | China Metallurgical Geology Bureau CMGB
100 | China National Administration of Coal Geology CNACG
101 | Xinxing Cathay International Group Company, Limited | XXPGroup
102 | China Travelsky Holding Company Travelsky
103 | China Aviation Fuel Group Corporation CNAF
104 | China National Aviation Supplies Holding Company CASC
105 | China Power Engineering Consulting Group Corporation | CPECC
106 | HydroChina Corporation HYDROCHINA
107 | Sinohydro Corporation Sinohydro
108 | China National Gold Group Corporation CNGC
109 | China National Cotton Reserves Corporation CNCRC
110 | China Printing (Group) Corporation CPGC
111 | China Lucky Film Corporation Luckyfilm
112 | China Guangdong Nuclear Power Holding Corporation CGNPC
113 | China Hualu Group Company, Limited Hualu
114 | Alcatel-Lucent Shanghai Bell Company Limited Alcatel-sbell
115 | IRICO Group Corporation IRICO
116 | FiberHome Technologies WRI
117 | OCT Enterprises Company OTC
118 | Nam Kwong (group) Company, Limited Namkwong
119 | China XD Group XD Company
120 | China Gezhouba Group Corporation CGGC
121 | China Railway Materials Commercial Corporation CRM
122 | Industrial & Commercial Bank of China ICBC
123 | China Life Insurance Group China Life
124 | China Construction Bank CCD
125 | Bank of China BOC
126 | Agriculture Bank of China ABC
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Addendum 1: SASAC Companies, Large State-owned Banks, and Insurance
Companies (2011)—Continued

Company name

Abbreviation

127 | China Taiping Insurance Group Company

China Taiping

128 | Bank of Communications BOCOM
129 | China Development Bank CDB
130 | People’s Insurance Company of China PICC

Note: The first 121 companies are listed in the order provided by SASAC.
Source: Data derived from http://www.sasac.gov.cn/n1180/n1226/n2425/index.html, http:/lwww.

ceda.org.cn/china-500/ and individual companies’ websites.

Addendum 2: Chinese Companies in the Fortune 500 and Their
Membership in SASAC 1%

Global
China 500 Revenue In
Rank | Name Rank | (US$ mn) | SASAC
1 Sinopec Group 5 375,214 Yes
2 China National Petroleum 6 352,338 Yes
3 State Grid 7 259,142 Yes
4 Industrial & Commercial Bank of 54 109,040 No
China

5 China Construction Bank 7 89,648 No
6 China Mobile Communications 81 87,544 Yes
7 Agricultural Bank of China 84 84,803 No
8 Noble Group 91 80,732 No
9 Bank of China 93 80,230 No
10 China State Construction Engineering 100 76,024 Yes
11 China National Offshore Oil 101 75,514 Yes
12 China Railway Construction 111 71,443 Yes
13 China Railway Group 112 71,263 Yes
14 Sinochem Group 113 70,990 Yes
15 China Life Insurance 129 67,274 No
16 SAIC Motor 130 67,255 No
17 Dongfeng Motor Group 142 62,911 Yes
18 China Southern Power Grid 152 60,538 Yes
19 China FAW Group 165 57,003 Yes
20 China Minmetals 169 54,509 Yes
21 CITIC Group 194 49,339 No
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Addendum 2: Chinese Companies in the Fortune 500 and Their
Membership in SASAC—Continued

Global
China 500 Revenue In
Rank | Name Rank | (US$ mn) | SASAC
22 Baosteel Group 197 48,916 Yes
23 China North Industries Group 205 48,154 Yes
24 China Communications Construction 216 45,959 Yes
25 China Telecommunications 221 45,170 Yes
26 China Resources National 233 43,440 Yes
27 Shenhua Group 234 43,356 Yes
28 China South Industries Group 238 43,160 No
29 Ping An Insurance 242 42110 No
30 China Huaneng Group 246 41,481 Yes
31 Aviation Industry Corp. of China 250 40,835 Yes
32 China Post Group 258 40,023 No
33 HeBei Iron & Steel Group 269 38,722 No
34 Jardine Matheson 275 37,967 No
35 China Metallurgical Group 280 37,613 Yes
36 People’s Insurance Co. of China 292 36,549 No
37 Shougang Group 295 36,117 No
38 Aluminum Corp. of China 298 35,839 Yes
39 China National Aviation Fuel Group 318 34,352 Yes
40 Wuhan Iron & Steel 321 34,260 Yes
41 Bank of Communications 326 33,872 No
42 Jizhong Energy Group 330 33,661 No
43 China United Network 333 33,336 Yes
Communications
44 China Guodian 341 32,580 Yes
45 Jiangsu Shagang Group 346 32,097 No
46 China Railway Materials 349 31,991 Yes
47 Huawei Investment & Holding 351 31,543 No
48 Hutchison Whampoa 362 30,023 No
49 China National Building Materials 365 30,022 Yes
Group
50 Sinomach 367 29,846 Yes
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Addendum 2: Chinese Companies in the Fortune 500 and Their

Membership in SASAC—Continued

Global
China 500 Revenue In
Rank | Name Rank (US$ mn) | SASAC
51 China Datang 369 29,603 Yes
52 Lenovo Group 370 29,574 No
53 China Ocean Shipping 384 28,797 Yes
54 Power China 390 28,289 Yes
55 COFCO 393 28,190 Yes
56 Henan Coal & Chemical 397 27,919 No
57 ChemChina 402 27,707 Yes
58 Tewoo Group 416 26,411 No
59 China Electronics 425 26,023 Yes
60 Zhejiang Materials Industry Group 426 25,833 No
61 China Huadian 433 25,270 Yes
62 China Shipbuilding Industry 434 25,145 Yes
63 Shandong Weigiao Pioneering Group 440 24,906 No
64 Shanxi Coal Transportation & Sales 447 24,533 No
Group
65 China Pacific Insurance (Group) 450 24,429 No
66 China Power Investment 451 24,400 Yes
67 Shandong Energy Group 460 24,131 No
68 Ansteel Group 462 24,089 Yes
69 Zhejiang Geely Holding Group 475 23,356 No
70 Greenland Holding Group 483 22,873 No
71 Xinxing Cathay International Group 484 22,832 No
72 Kailuan Group 490 22,519 No
73 China Merchants Bank 498 22,094 No

Source: Fortune Magazine 2012.
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Addendum 3: Investment Review Frameworks Utilized by
Other Countries 196

Australia: Australia’s Foreign Investment Review Board is re-
quired to review foreign investments to determine whether or not
they are “contrary to national interest,” including security inter-
ests. Investments in Australia by foreign governments, or by com-
panies that are 15 percent or more owned by a foreign government,
are required to be notified to the board for review.

Canada: Under the Investment Canada Act, Canada has two for-
eign review procedures: (1) a “net benefit” test and (2) an “injurious
to national security” test.

Net Benefit: Canada reviews transactions in order to ensure that
they are likely to be of “net benefit” to Canada. All non-Canadians
must file a notification when they begin a new business or acquire
an existing Canadian business. However, only transactions whose
asset value reaches certain monetary thresholds require a formal
review. Canada updated its law in 2005 to include reviews of SOEs
to ensure that the governance and commercial orientation of SOEs
are considered in determining whether reviewable acquisitions by
a foreign SOE are of net benefit to Canada. Canada’s “net benefit”
review focuses on whether the SOE will adhere to Canadian stand-
ards of corporate governance and whether the Canadian business
to be invested in or acquired can continue to operate on a commer-
cial basis post-investment, including with regard to destination of
any exports, place of processing, and the participation of Canadians
in the business.

National Security: For national security reviews, the law enforce-
ment and intelligence service agencies provide necessary informa-
tion and analysis, and 19 qualified government bodies participate
in the review. An investment is reviewable if certain ministers con-
sider that the investment could be injurious to national security.
There is no monetary threshold for national security reviews.

China: China has a multifaceted process for reviewing all foreign
mergers and acquisitions. The process is broadly administered by
their Commerce ministry (MOFCOM). The standards that China
uses to conduct reviews of foreign investment are vague and have
resulted in a system that is not fully transparent. The Chinese po-
litical-legal system exerts a wide range of controls over foreign di-
rect investment and can restrict or prohibit foreign investment
broadly and particularly in targeted industries via an ad hoc and
opaque system of laws, regulations, and policies, including via a
Catalogue for the Guidance of Foreign Investment Industries. In
2006, China revised its foreign investment regulations to introduce
a new, “national economic security” screening requirement. This
mechanism considers whether the investment has or may have an
influence on state security, whether it would cause the transfer of
an actual right from a domestic enterprise owning a famous trade-
mark or having a “name of long history,” or whether the merger
or acquisition does or may exert a serious influence on Chinese eco-
nomic security.

France: There are 11 sectors of the French economy (including
gambling) that require the prior approval of the French Ministry
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of Economy when foreign investors seek to obtain a controlling
share or a specified portion of a French company. The ministry con-
ducts investment reviews when a non-European Community inves-
tor intends to acquire 33 percent or more, or a European Commu-
nity investor intends to acquire 50 percent or more, of voting
rights, shares, or de facto control in a French company. The French
review considers whether the investment would be contrary to pub-
lic order, public security, and/or national defense interests.

Germany: Germany reviews and restricts foreign investment in
order to guarantee its “essential security” interests. The German
Ministry of Economic Affairs reviews foreign investments that
would result in control of more than 25 percent of a German busi-
ness by an entity with 25 percent or more shares owned by a non-
European Union (EU) investor. Under German law, the German
government has the burden of gathering information in the first
phase of the review procedure to decide whether a company should
be subjected to a more in-depth, security-related investigation.

Japan: Japan’s foreign investment review, conducted by the Min-
ister of Finance and other ministries responsible for relevant sec-
tors, considers whether the foreign investment would impair na-
tional security, disturb the maintenance of public order, or hinder
the protection of public safety in Japan.

Korea: Korea’s foreign investment review studies whether the in-
vestment would threaten the maintenance of national security and
public order in Korea, have harmful effects on public hygiene or en-
vironmental preservation, or be contrary to Korean morals and cus-
toms.

Mexico: Under Mexico’s Foreign Investment Law, the National
Commission on Investment conducts a review of transactions in-
volving the acquisition of more than 49 percent of controlling rights
or shares of a Mexican company by a foreign entity. The commis-
sion reviews whether the investment would be contrary to Mexican
national security.

New Zealand: New Zealand’s Overseas Investment Office reviews
whether a proposed investment would likely assist in maintaining
New Zealand control of strategically important assets or land for
transactions involving potential foreign acquisition of 25 percent, or
augmentation of an already existing 25 percent, in a New Zealand
asset.

Russia: In 2008, Russia passed the Federal Law on the Proce-
dure for Facilitating Foreign Investment in Legal Entities Having
Strategic Importance for National Defense and State Security, es-
tablishing the Government Commission on Monitoring Foreign In-
vestment, headed by the prime minister, to review proposed foreign
investments in “strategic companies.” Prior commission consent is
required for any transaction that will result in a foreign govern-
ment investor having 5 percent or more of the voting shares in a
strategic company that is a subsoil user, or over 25 percent of the
voting shares or other blocking rights of a strategic company that
is not a subsoil user.



SECTION 3: THE EVOLVING U.S.-CHINA TRADE
AND INVESTMENT RELATIONSHIP

Introduction

Despite ongoing efforts, the United States continues to face a
host of challenges in its economic relationship with China, includ-
ing the ever-widening bilateral trade deficit. The year 2011 marked
the 28th straight year in which the United States has held a trade
deficit with China. The deficit in trade in goods reached $295.4 bil-
lion, setting an annual record and exceeding the U.S. deficit with
any other nation while accounting for nearly half of the total 2011
U.S. trade deficit in goods with all global trading partners ($737.1
billion).197:198 The U.S. trade deficit in goods with China now
stands at more than triple what it was when China joined the
World Trade Organization (WTO) in late 2001 ($83 billion).199

The U.S.-China economic relationship is affected by a variety of
Chinese institutions and practices, including China’s state-directed
financial system and export-promoting industrial policies. China’s
overall economic strategy includes subsidies for certain domestic in-
dustries; market barriers to various U.S. exports; export restraints
on global industrial inputs such as rare earth minerals; the under-
valuation of China’s currency; discriminatory industrial policies
that favor Chinese companies over foreign exporters and investors;
a cavalier attitude toward intellectual property protection of foreign
goods; inadequate enforcement of the rule of law generally; and a
foot-dragging approach to upholding its WTO commitments.

Such unfair Chinese practices sometimes impact U.S. interests
within the Chinese market, while others extend beyond China’s
borders, harming U.S. commerce and innovation at home and in
third countries. Speaking at the World Economic Forum in Davos,
Switzerland, on January 27, Secretary of the Treasury Timothy
Geithner noted that ten years after China’s admission to the WTO,
its practices continue “damaging” its trade partners.2°° Indeed, un-
fair Chinese trade policies increasingly attract the attention of the
Office of the United States Trade Representative, the Commerce
Department, the Justice Department, and a number of other major
U.S. federal agencies. U.S. business representatives at the Commis-
sion’s June 14 hearing testified to the kinds of challenges that such
Chinese practices pose for their commercial success.

Building on a discussion of challenges faced by U.S. companies,
a second panel of Commission witnesses addressed bilateral invest-
ment issues, specifically the prospects and drawbacks associated
with Chinese investment in the United States. They debated the
potential for Chinese investment in the United States to reduce the
U.S.-China trade deficit and improve Chinese adherence to global,
rules-based trade and investment regimes. While some experts be-

(82)
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lieve “the unfolding Chinese investment boom has the potential to
spur U.S. economic growth, jobs and innovation,” the benefits of
Chinese investment in the United States are in no way guaran-
teed.201 For one, even as Chinese companies are increasingly in-
vesting abroad, their rate of investment in the United States lags
behind their investment in other destinations. What worries pro-
spective Chinese investors is actually the legitimate concern of U.S.
policymakers over the difficulties that Chinese state-owned enter-
prises (SOEs) may pose for U.S. workers and businesses.292 Chi-
nese investment presents both risks and opportunities for U.S. eco-
nomic interests, and U.S. policymakers face unique challenges in
maximizing the benefits and guarding against the risks.

Though the trade deficit numbers underscore the relationship’s
undeniable challenges, there is a growing consensus among econo-
mists and trade experts that long-standing methods of measuring
bilateral trade relations do not fully account for the contemporary
realities of global production chains. In practice, initial economic
studies using this alternate approach suggest that the U.S. trade
deficit with China may be significantly overestimated by the tradi-
tional standard measurements. These measurements, which cal-
culate the gross values of goods flowing between two countries,
may be obscuring key details. Economists who testified before the
Commission on June 14 recommended the use of value-added
measurements of trade but acknowledged that proper implementa-
tion and effective utilization of such new trade measurements
would take time. The Commission has not endorsed any one set of
methodologies but has examined value-added measurements of
trade as part of the debate on how to understand and manage bi-
lateral trade in the context of globalization. Improved under-
standing of the U.S.-China bilateral trade balance and the forces
that shape it could be beneficial to policymakers faced with man-
aging the relationship.

However, it is important to note that many of the intractable
trade disputes affecting the U.S.-China relationship are attrib-
utable to Chinese trade practices that violate international rules
and norms and China’s own commitments to reform. No amount of
accounting changes or improvements in the collection and analysis
of trade data will compensate for China’s mercantilist industrial
policies.

Case Studies in Challenges in the U.S.-China Trade Rela-
tionship

China’s Indigenous Innovation and the Challenges of Com-
peting with Strategic National Champions

As detailed in the Commission’s 2011 Report, a key goal of Chi-
na’s 12th Five-Year Plan (2011-2015) is to shift the economy into
higher value-added manufacturing, particularly within seven stra-
tegic emerging industries (SEIs): New-generation information tech-
nology, high-end equipment manufacturing, advanced materials, al-
ternative-fuel cars, energy conservation and environmental protec-
tion, alternative energy, and biotechnology.203.204 The Chinese gov-
ernment is reportedly investing $1.5 trillion in these industries
over the next five years.205 Industry experts estimate that China
will have to spend between $600 billion and $2.1 trillion over the
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next five years in order to achieve the SEI goals that it has articu-
lated.296 “China has designated its telecom sector as a strategic in-
dustry and has spent significant resources to promote national
champions with the aim of growing this industry by 35 percent per
year between now and 2015.”207.208 Ag next-generation information
technology is a “strategic and emerging industry” prioritized for
government support, major Chinese companies in this sector ben-
efit from a range of subsidies, tax breaks, special development
funds, increased credit support, and other assistance not enjoyed by
their foreign competitors.209

Infinera Corporation is a publicly traded U.S. optical network
provider based in Sunnyvale, California, with manufacturing oper-
ations in Pennsylvania and Maryland. It provides cutting-edge opti-
cal network architecture for top telecommunications companies
worldwide. Michael McCarthy, chief legal counsel for Infinera, tes-
tified to the Commission about the competitive challenges that gov-
ernment-backed Chinese companies like Huawei and ZTE increas-
ingly pose for his company, not only in China but within the
United States and in third-country markets.

Infinera has repeatedly faced serious, unfair competitive chal-
lenges from its Chinese rivals. China’s indigenous innovation poli-
cies to promote the development of strategic industries and na-
tional champion corporations ensure that Chinese optical network
companies like Huawei and ZTE receive a host of subsidies, tax
breaks, and preferential treatment to help them compete and grow
at home and abroad, squeezing out even truly innovative compa-
nies like Infinera. This government backing threatens Infinera and
other U.S. high-tech companies, a problem for which there are no
ready, market-based solutions.

Examples of Chinese unfair competitive challenges to Infinera in-
clude a 2009 Huawei takeover of a lucrative Infinera vendor rela-
tionship with Level 3 Communications. Level 3 is a Colorado-based
international communications company, ranked as one of the
world’s most connected Internet Service Providers, connecting
North America, Europe, Latin America, the Middle East, and
Asia.210 Business with Level 3 made up 24 percent of Infinera’s
revenue in 2008.211 Though industry analysts noted that Infinera
offered the clearly superior technology, they concluded that Huawei
won the deal because it offered very low pricing based on a variety
of preferential loans and subsidies to the state-influenced
Huawei.212 (For more information on Chinese government sub-
sidies, see the Commission’s 2011 Annual Report to Congress, chap.
1, sec. 3, “Indigenous Innovation and Intellectual Property Rights.”
For more information on Chinese export assistance, see the textbox
“Export Assistance and the China Challenge” in this chapter.) The
takeover cost Infinera an estimated $50 million-$75 million in an-
nual revenue and jeopardized its continued viability, chilling its fu-
ture outlook for many months.213 One technology industry analyst
noted at the time, “The implications for Infinera are broader than
just losing out to a key rival at one of its main accounts. Infinera
is regarded as having a technology advantage over its long-haul op-
tical competitors because of its unique photonic integrated circuits
(PICs): If it loses out to Huawei in this deal, that perceived advan-
tage could be undermined.” 214
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As part of these policies, the Chinese government has also effec-
tively “closed China to non-Chinese optical vendors” like
Infinera.215 While Chinese state-owned telecom operators China
Mobile, China Telecom, and China Unicom are not officially bound
by the domestic preferences of China’s government procurement
law, the U.S. Trade Representative reports that they are unoffi-
cially required or encouraged to purchase domestic equipment
wherever possible and, in practice, that is often what they do.216
Unofficial or not, Chinese optical vendors enjoy a monopoly on the
massive procurement purchases of China’s state-owned telecom op-
erators as a result of these high-level directives.

China includes a variety of optical network telecommunications
products in its 2006 Catalogue of Chinese High-Tech Products, its
2006 Catalogue of Chinese High-Tech Products for Export, and on
its list of encouraged projects in the 2011 Directory Catalogue on
Readjustment of Industrial Structure.?1” Mr. McCarthy noted in
his testimony that “inclusion on these lists comes with a number
of benefits for firms that manufacture the items, including pref-
erential tax rates” and “low-interest loans from state-owned
banks.”218 The U.S. Trade Representative noted in its 2012 Na-
tional Trade Estimate Report on Foreign Trade Barriers that Chi-
na’s Ministry of Industry and Information Technology “reportedly
has still not rescinded an internal circular issued in 1998 instruct-
ing telecommunications companies to buy components and equip-
ment from domestic sources.”219 In 2009, the Chinese government
also made a variety of optical network systems and equipment in
a list of products eligible for accreditation as indigenous innovation
products, and although the central government does not have a
catalogue of indigenous innovation products, provincial and munic-
ipal governments have developed such catalogues for procurement
and have listed optical network equipment in their cata-
logues.220.221

Companies like Huawei and ZTE also receive direct government
support in their overseas expansion efforts via the provision of low-
cost financing from the Chinese government, including subsidized
export credits and export credit insurance. The volume of Chinese
government financing easily outstrips the capacity of other export
creditors around the world. A recent report by the Information
Technology and Innovation Foundation showcases a $30 billion ex-
port buyers’ credit line extended to Chinese telecommunications
giant Huawei by the government-owned China Development Bank
as an example of “the sheer amount of resources China has poured
into export credit financing.”222 By contrast, the U.S. Export-Im-
port Bank approved just $32.7 billion in newly issued export assist-
ance in all of fiscal year 2011 to benefit U.S. exporters. That
amount was a record high for the bank.223

The credit line to Huawei functioned as an export buyer’s cred-
it—“financing available to Huawei’s overseas customers to finance
their purchases of equipment” from the company.224225 The terms
of this kind of Chinese financing are reportedly extremely favor-
able. For example, one European industry source reported,
“Huawei arranges for a seven-year loan from China Development
Bank for equipment, where for the first three years operators make
no upfront payment, but the company gets paid by the bank imme-
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diately.” 226 Non-Chinese companies like Infinera simply cannot
compete with this kind of government financing. In a June 15,
2011, speech at the Center for American Progress, Export-Import
Bank Chief Executive Officer and Chairman Fred Hochberg said of
Huawei:

One of the central reasons their growth is so strong is
they’re backed by a $30 billion credit line from the Chinese
Development Bank. This allows Huawei to have a far lower
reduced cost of capital and, importantly, offer financing to
their buyers at rates and terms that are better than all
their competitors around the globe. This financial model
not only affects the bottom line of companies trying to com-
pete, but also affects the bottom line of our economy. ...
None of the G-7 countries provide levels of financing any-
where near those of the Chinese Development Bank.227

Such trade distortions are undermining competition in the opti-
cal network industry and other high-tech industries globally and
may also pose serious threats to innovation. Mr. McCarthy noted
in his testimony to the Commission that “Huawei and ZTE are con-
sistently rated by global telecom service providers as superior to
their competitors in the optical network equipment industry in one
important respect: price.” 228 Yet neither firm gets top marks for
other important industry metrics like technology, service and sup-
port, management tools, or research and development.229 As Mr.
McCarthy put it, “The fact that the number one and number four
vendors in the industry fall behind in each of these categories, and
yet are able to prevail largely on price, indicates that their aggres-
sive pricing behavior is thwarting the ability of the industry to in-
novate.” 230

Export Assistance and the China Challenge

Export credit financing is one tool that governments use to aid
domestic exporters. This financing is typically extended to ex-
porters or to overseas customers via an export credit agency,
which may be a government or a private or quasigovernment en-
tity. Financing can take a number of forms, including direct
loans at low interest rates and repayment guarantees for loans
made by private banks. Financing varies according to the export
credit agency. The Export-Import Bank of the United States (Ex-
Im Bank) is America’s official government export credit agency,
charged with “financing and promoting exports of U.S. manufac-
tured goods and services, with the objective of contributing to the
employment of U.S. workers.”231 Like other major export credit
agencies, the Ex-Im Bank is intended to act as an export finance
gap filler. It enables “transactions that might not otherwise
occur and keep[s] the U.S. competitive in world markets” by fi-
nancing exports in circumstances where limited or no private fi-
nancing is available.232 The Ex-Im Bank’s financing is extended
to developing country purchasers of U.S. exports and to U.S.
small- and-medium-sized enterprises (SMEs) that are unable to
access commercial bank funding.
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Export Assistance and the China Challenge—Continued

In addition, the Ex-Im Bank uses export financing to level the
playing field where foreign exporters might otherwise enjoy an
unfair advantage, such as when a foreign government-controlled
company is the competitor. But checking unfair advantage is no
easy matter where Chinese government-controlled companies are
concerned, because Chinese export credit agencies are extending
financing on an order of magnitude that outstrips the lending
abilities of other nations’ export credit agencies. Chinese export
credit financing and insurance is channeled through three orga-
nizations: the China Development Bank, China’s Eximbank, and
Sinosure. The Information Technology and Innovation Founda-
tion characterizes the government of China as conducting “the
most aggressive export credit financing campaign in history,”
noting that between 2006 and 2010, China’s government issued
more than $203 billion in new export credit financing, several
times more than was invested by the United States.233

Estimates of annual Chinese export financing dwarf the aver-
age of roughly $20 billion that the Ex-Im Bank extended annu-
ally over the last five years. Indeed, according to the Ex-Im’s
2010 Report to Congress on Export Credit Competition, “China
seems to have a team of financial institutions doing vast
amounts of short-term and medium- and long-term export fi-
nance” which “in aggregate ... could well total over $100 billion
a year.”234 The Ex-Im Bank concludes that “from the top down,
the size, scope, and focus of [Chinese institutions providing ex-
port finance] is simply incomparable to anything within the
OECD [Organization for Economic Cooperation and Develop-
ment]/G-7.” 235

In February 2012, the United States and China agreed to “estab-
lish an international working group of major providers of export fi-
nancing to make concrete progress towards a set of international
guidelines ... with the goal of concluding an agreement by
2014.7236 In June, Ex-Im Bank Chairman Fred Hochberg said
meetings have already gotten underway and have been expanded
from the initial U.S.-China bilateral discussions to include mem-
bers of the current OECD agreement.237 Chairman Hochberg said
the agreement is aimed at “negotiating new international rules on
export credit,” so that “U.S. companies are not disadvantaged when
competing for sales overseas against Chinese companies backed by
generous government financing.” 238 Asked what China’s incentive
is to sign up to rules that would restrict its export financing, Chair-
man Hochberg cited increased international pressure from the G-
20 countries. But he also argued that “China is beginning to under-
stand that it is in its own interest to adhere to such a deal, because
it is financially unsustainable to continue to offer cut-rate financ-
ing.” 239

Joint Ventures, Intellectual Property Theft, and the Over-
arching Problem: China’s Inadequate Rule of Law

Fellowes Inc. is a fourth-generation family business headquar-
tered in Itasca, Illinois, and with manufacturing facilities in the
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United States and abroad. It specializes in the manufacture and
sale of a variety of office products. James Fellowes, chief executive
officer of Fellowes Inc., testified at the Commission’s June 14 hear-
ing about his company’s conflict with its former Chinese joint ven-
ture partner. Fellowes Inc. began manufacturing paper shredders
in China in 1998 to serve its global customers. In 2006, it entered
into a 50/50 joint venture with Shinri Machinery Company in
Changzhou, China. The contract stipulated that Fellowes retained
100 percent ownership of the tools and forms and the patents nec-
essary to the manufacturing of the shredders. According to
Fellowes, in 2009, Shinri underwent a management change and,
soon afterward, the new management began demanding shared
ownership of Fellowes Inc.’s intellectual property as well as large
price hikes. James Fellowes testified to the Commission that when
Fellowes Inc. refused Shinri’s demands, the Chinese joint venture
partner began obstructing shipments of paper shredders in August
2010, forcing the joint venture to stop production, ultimately result-
ing in the joint venture’s insolvency. According to Mr. Fellowes,
Shinri placed security guards and trucks at the gates of the joint
venture facility to prevent the entrance of Fellowes’ employees,
shipment of goods, or transfer of Fellowes-owned assets; “expelled
Fellowes-appointed management personnel from the facility,” and
“illegally detained Fellowes’ injection molding tools.”240 Mr.
Fellowes testified that he traveled to Changzhou immediately after
the forced factory closure and met with local officials. “They sym-
pathized with [Fellowes’] plight, but were either unable or unwill-
ing to force [Fellowes’] Chinese partner to open the factory or facili-
tate Fellowes purchasing the JV [joint venture].”241 Mr. Fellowes
went on to say:

Fellowes [Inc.] objected to Shinri’s physical control of the
tools and finished goods in the Changzhou courts and also
with local government officials and with the United States
government. Fellowes offered to pay for the removal and
storage of these tools and finished goods and to put them
into a secure third-party location. The Changzhou court re-
fused to take any action other than imposing a preservation
order on the assets. Though Fellowes filed a suit at the
Changzhou Intermediate Court to recover its tools in the
fall of 2010, the first hearing was not held until a year
later in the fall of 2011. ... The court indicated that there
would be a second hearing a few weeks later. But nothing
has occurred since. All appearances indicate that this case
is being slowed down by forces external to the judicial sys-
tem. Nearly two years after the illegal takeover of our joint
venture facility, Fellowes’ tools remain in the physical con-
trol of Zhou Licheng, the former joint venture partner who
attempted to hijack our business and now competes with
us. ... In summary, Fellowes has suffered damages in ex-
cess of $100 million from the extortive criminal shutdown
of its factory in Changzhou, China. Government officials
did not act to protect Fellowes’ property, nor its contractual
rights. In the 22 months since the shutdown, Fellowes has
been unable to secure the return of its 100 percent owned
tools, which it needs to rebuild its business. The court has
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also permitted the sale of Fellowes’ finished goods inventory
to the former Chinese partner who is now our competitor.
This is a clear violation of Fellowes’ contractual rights and
intellectual property rights.242

Fellowes’ difficulties in obtaining justice within the Chinese court
system are not unique. While “China is making strides in its efforts
to create a business-supportive environment characterized by pre-
dictable legal enforcement of contract rights,” “effective contract en-
forcement remains a high concern for businesses,” according to one
observer of Chinese legal practices.243 A 2005 study by the Founda-
tion for Law, Justice and Society concluded that the legal environ-
ment for doing business in China is characterized by “arbitrary and
inconsistent enforcement of laws, rules and regulations [that] can
be a major obstacle.” 244 The reliability of enforcement varies from
one jurisdiction to the next, and “the effectiveness of the judiciary
is hindered by a lack of qualified judges and other relevant profes-
sionals.” 245

These conditions remain largely the same today. Commenting on
Chinese jailing of Rio Tinto executives in 2010, a Wall Street Jour-
nal op-ed noted, “Everyone doing business in China should be clear
by now on the rules—there is no rule of law.”246 In December
2011, the Financial Times noted that China has recently been de-
veloping laws “in an astonishing array of areas covering economic
relations” and “at a rate that would be unthinkable in any other
country” but emphasized that China’s enforcement of its laws still
does not keep pace with its promulgation of them.247 “Laws are
only as good as people who obey or evade them: and evasion has
long been the preferred practice in China,” the article noted.248 In
a 2012 New York Times op-ed, Chinese dissident lawyer Chen
Guangcheng summed up, “China does not lack laws, but the rule
of law.” 249 In commenting on the Chinese government’s recent sei-
zure of $182 million in counterfeit pharmaceuticals during a crack-
down on fake food and drugs, Stanley Lubman, a Chinese law ex-
pert who blogs for the Wall Street Journal, noted that “the persist-
ence and extent of fraud in China, despite a near constant string
of crackdowns and arrests, raises fundamental questions about cul-
tural forces in Chinese society that limit the reach of law.”250
Though China has promulgated more than “240 laws, 706 adminis-
trative regulations and over 8600 local regulations since August
2011,” media coverage of Chinese stories spanning the gamut of
civil and criminal legal issues demonstrate that instances of poor
enforcement or absent enforcement of these laws are endemic, Mr.
Lubman notes.251

Cybertheft of Intellectual Property Increasing

Inadequate Chinese enforcement of intellectual property rights is
a constant issue in the U.S.-China trade relationship. In some in-
stances, the intellectual property is physically stolen, as happened
to Fellowes with the loss of its manufacturing tools. Increasingly,
however, the theft is accomplished electronically. The mobile appli-
cation (“app”) industry provides prime examples of the challenges
presented by China’s cybertheft. China recently surpassed the
United States to become the world’s largest smart phone market,
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and Chinese mobile users currently comprise the world’s second-
largest download market, but U.S. mobile app companies are strug-
gling to capture even a small fraction of this growing market be-
cause of rampant counterfeit problems, along with market entry
barriers. Ahmed Siddiqui, a technology entrepreneur and founder
of mobile application company Go Go Mongo!, which developed and
markets an iPhone game with the same name, testified about his
troubles with the Chinese app market in the Commission’s June 14
hearing.

The game of Go Go Mongo! is an iPhone app for children that
encourages them to make healthy food choices by helping a chubby
monster named Mongo to “reach for cauliflower and beyond.” 252
The app sells on iPhone’s app market for 99 cents per download
and has sold over 40,000 copies to date in the United States. Mr.
Siddiqui explained that “the emergence of the app marketplace is
a radical departure from the long-standing barriers to entry [in the
software development industry], like marketing costs and publisher
delays.” 253 The U.S. app market has grown to a $20 billion indus-
try since its inception in 2008 and is expected to become a $100 bil-
lion industry in the next four years, with big implications for U.S.
job creation. A recent study by the University of Maryland found
that the Facebook platform for app developers alone “has created
more than 182,000 jobs and generated over $12 billion in wages
and benefits,” and there are numerous other app platforms in the
U.S. industry. According to Mr. Siddiqui, another study identified
roughly 500,000 jobs created by the app economy, and the Associa-
tion for Competitive Technology, which represents 5,000 small and
mid-size Internet technology firms, estimates that “the current mo-
bile apps economy has created, saved or supplemented more than
600,000 jobs nationwide.” 254

China’s mobile application market is now and will increasingly
be a market of preeminent importance to mobile app makers. The
Chinese app market is estimated to be worth approximately $35
billion and has been growing by more than 800 percent annually
for the last two years.255 But Chinese Internet piracy and counter-
feiting are threatening to curtail the existing opportunities and
enormous potential that this new marketplace offers to inde-
pendent U.S. software developers like Mr. Siddiqui. Mr. Siddiqui
described being contacted by a Chinese app marketing site that be-
lieved his game would sell well in China because it was already
quite popular there. They told him that there was an entire online
Chinese forum dedicated to his character, Mongo. Upon further in-
vestigation, Mr. Siddiqui discovered Chinese websites containing
“hundreds of posts raving about the game, about the Mongo char-
acter, discussing game tactics, and even talking about how much
they were looking forward to the next app.”256¢ Unfortunately for
Mr. Siddiqui, only one legal copy of his app had been sold in China.
The “hundreds or maybe thousands of Go Go Mongo! players in
[China] were almost entirely using pirated copies of the app,” cop-
ies for which he earned nothing.257

The mobile app industry is the kind of high-end service industry
that economists routinely recommend as a primary American em-
ployer, but while the growing Chinese mobile app market has the
potential to create jobs for American workers skilled in this field,
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Chinese intellectual property infringement and market access bar-
riers threaten to stifle U.S. opportunities. As the Commission noted
in its 2011 report, the International Intellectual Property Alliance
has concluded that lax Chinese enforcement of intellectual property
protections coupled with limited market access “suggest a conscious
policy seeking to drive Chinese competitiveness while permitting
free access to foreign content through unapproved pirate chan-
nels.” 258,259 All members of the WTO are required to provide min-
imum levels of protection to the intellectual property of fellow WTO
members.260 Though China agreed to enforce these widely recog-
nized rules and regulations when it joined the WTO in 2001, 11
years later, it remains one of the world’s largest sources of counter-
feit and pirated goods. China remains on the Office of the United
States Trade Representative’s 2012 “priority watch list” of the
worst enforcers of intellectual property rights. The U.S. Trade Rep-
resentative notes in its 2012 report that “a wide spectrum of U.S.
rights holders reports serious obstacles to effective protection and
enforcement of all forms of IPR [intellectual property rights] in
China, including patents, trademarks, copyrights, trade secrets,
and protection of pharmaceutical test data.” 261

A 2011 International Trade Commission report, “China: Effects
of Intellectual Property Infringement and Indigenous Innovation
Policies on the U.S. Economy,” found that China’s intellectual prop-
erty theft cost the U.S. economy $48 billion in 2009 alone.262 Ac-
cording to the International Trade Commission’s report, “U.S. firms
in the IP [intellectual propertyl-intensive economy reported that an
improvement in China’s IPR protection and enforcement to levels
comparable to the United States’ would likely increase employment
in their U.S. operations by approximately 923,000 jobs.” 263 Chinese
failures to crack down on intellectual property violations persist de-
spite the government’s repeated assurances that it is getting tough-
er on intellectual property crime and despite a host of high-profile
crackdowns in various sectors. As was noted in the Commission’s
2011 Report, this failure is not the result of a lack of regulations
or laws prohibiting intellectual property theft. The laws are on the
books, and periodic enforcement campaigns round up violators, but
violations persist because of inconsistent enforcement, systemic cor-
ruption, and a fundamental disconnect between the laws on paper
and the laws in practice. It is clear that intellectual property en-
forcement is not a priority for China’s leadership. Instead, the au-
thorities treat the theft of IP as an economic development tool.

Outbound Chinese Investment

Chinese outbound foreign direct investment has grown exponen-
tially in the last decade from a very low base.* In 2006, China’s
total outbound foreign direct investment was valued at $6 billion.
By the end of 2011, total Chinese outbound foreign direct invest-
ment had reached $365 billion.264 While the vast majority of Chi-
na’s outbound investment is directed to developing countries, Chi-
nese investment in developed countries including the United States

*Foreign direct investment refers to purchases of land, fixed assets, such as factories, and the
controlling shares of existing companies. It does not refer to portfolio investments in bonds and
equities.
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has picked up since 2008. In explaining the uptick in Chinese in-
vestment abroad, Daniel Rosen and Thilo Hanemann, who study
Chinese outward investments at the New York-based Rhodium
Group, point to China’s increasing interest in obtaining raw mate-
rials and mining operations and the need to build up trade-related
infrastructure abroad, such as sales and distribution offices. In the
past, Chinese firms were primarily focused on growing their busi-
nesses at home so that they could export more of their products
abroad. As China’s economy continues to develop and as dampened
consumer demand abroad persists, Chinese firms find themselves
under increasing pressure to “upgrade their technology, pursue
higher levels of the value chain previously conceded to foreign
firms, and augment managerial skills and staffing to remain glob-
ally competitive.”265 Top destinations for Chinese outbound FDI
stock and flows in 2010 are listed in figures 1 and 2, below. “FDI
stock refers to the value of capital and reserves plus net indebted-
ness, whereas FDI flow refers to capital provided by or received
from a foreign direct investor to an FDI enterprise.” 266

Figure 1: Top Destinations for Chinese Out-
bound Direct Investment, 2010

(flow; U.S. $ millions)

Destination Amount
1 | Hong Kong $38,505.21
2 | British Virgin Islands $6,119.76
3 | Cayman Islands $3,496.13
4 | Luxembourg $3,207.19
5 | Australia $1,701.70
6 | Sweden $1,367.23
7 | Canada $1,142.29
8 | United States $1,308.29
9 | Singapore $1,118.50
10 | Myanmar $875.61
11 | Thailand $699.87
11 | Russia $567.72
12 | Iran $511.00
13 | Brazil $487.46
14 | Cambodia $466.51
15 | Turkmenistan $450.51
16 | Germany $412.35
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Figure 1: Top Destinations for Chinese Out-
bound Direct Investment, 2010—Continued

(flow; U.S. $ millions)

Destination Amount

17 | South Africa $411.17
17 | Hungary $370.10
18 | Japan $337.99
19 | Pakistan $331.35
20 | United Kingdom $330.33
Other $4,593.04
World Total $68,811.31

Source: MOFCOM [China’s Ministry of Commercel],
2010 Statistical Bulletin of China’s Outward Foreign
Direct Investment (Beijing, China: 2011).

Figure 2: Top Destinations for Chinese Out-
bound Direct Investment, 2010

(stock; U.S. $ millions)

Destination Amount
1 | Hong Kong $199,055.57
2 | British Virgin Islands $23,242.76
3 | Cayman Islands $17,256.27
5 | Australia $7,867.75
6 | Singapore $6,069.10
7 | Luxembourg $5,786.75
8 | United States $4,873.99
9 | South Africa $4,152.98
10 | Russia $2,787.56
11 | Canada $2,602.60
12 | Macau $2,229.29
13 | Pakistan $1,828.01
14 | Kazakhstan $1,590.54
15 | Germany $1,502.29
16 | Sweden $1,479.12
17 | Nigeria $1,210.85
18 | Indonesia $1,150.44
19 | Japan $1,105.63
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Figure 2: Top Destinations for Chinese Out-
bound Direct Investment, 2010—Continued

(stock; U.S. $ millions)

Destination Amount
20 | Thailand $1,080.00
Other $34,492.07
World Total $317,210.59

Source: MOFCOM, 2010 Statistical Bulletin of Chi-
na’s Outward Foreign Direct Investment (Beijing, China:
2011).

It should be noted that the FDI shown in both charts going to
the British Virgin Islands, Cayman Islands, and Luxembourg likely
moved quickly to other countries, including the United States. It is
further likely that a significant but unknown amount of FDI to
Hong Kong also did not ultimately remain there.

Developed countries are attractive investment destinations be-
cause they allow Chinese companies to operate close to the cus-
tomers they are working harder to attract, and they “offer the as-
sets, regulatory environment, and workforce that Chinese multi-
nationals are looking for.”267 Mr. Rosen and Mr. Hanemann be-
lieve Chinese investment in developed economies will continue to
grow rapidly and will represent an increasing share of Chinese out-
bound investment overall, which is expected to total $1 trillion-$2
trillion in the next decade.268

The Commission heard testimony from David Fagan, a partner
at Covington & Burling LLP, and Nova Daly, a public policy con-
sultant at Wiley Rein, on the near-term outlook for inbound Chi-
nese investment in the United States and the opportunities and
challenges it presents. Each witness interpreted the potential for
Chinese FDI in a different way. Mr. Fagan saw Chinese invest-
ment as a positive force to create wealth and jobs in the United
States. Mr. Daly was more circumspect, warning that Chinese FDI
brings with it several dangers: notably, the presence of state-owned
enterprises, including the Chinese military, which will compete un-
fairly with U.S.-based companies due to a variety of Chinese gov-
ernment subsidies and supports.

Mr. Fagan emphasized the benefits that increased Chinese in-
vestment offers the struggling U.S. economy, stressing that “FDI
has received long-standing, bi-partisan policy backing,” because
“there is an unambiguous record of FDI contributing to a stronger
manufacturing base, creating higher-paying jobs, promoting invest-
ment in domestic research and development, and generating great-
er tax revenues.” 269 Jllustrating the direct economic benefits of for-
eign direct investment, Mr. Fagan cited statistics from a 2011 re-
port by the President’s Council of Economic Advisors that high-
lights an array of significant benefits that FDI imparts to the U.S.
economy. According to the data in the White House report, among
other positive impacts, “majority-owned U.S. affiliates of foreign
corporations ... employed 5.7 million U.S. workers, accounting for
5 percent of the U.S. private workforce and 13 percent of the U.S.
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manufacturing sector and were responsible for more than 18 per-
cent of U.S. merchandise exports.”270.271 In addition, Mr. Fagan
stressed the ancillary benefits of FDI in the United States, citing
a recent Organization for International Investment study, which
claims that these investments also indirectly spurred the creation
of 15.8 million jobs “in the related supply chain or associated with
the spending of the employees’ paychecks.” 272,273

To date, however, the benefits of FDI that Mr. Fagan detailed
are not significantly attributable to Chinese investment. In 2011,
total FDI inflows into the United States were $226.9 billion, of
which only $4.5 billion was attributable to China, according to the
most generous estimates.27¢ Though Chinese direct investment in
the United States is projected to top $8 billion in 2012, the figure
remains a small fraction of total inbound investment in the United
States and is lower than 2011 figures for Europe, “where Chinese
investment surged to a new record high of almost $10 billion” in
2011.275,276 For Mr. Fagan, given the many documented benefits of
FDI, this represents a missed opportunity that should be rectified
quickly. In his June 14 testimony, Mr. Fagan detailed reasons why
Chinese investment in the United States is not more significant
and recommended that the United States capitalize on the growth
trend in Chinese FDI to attract a larger percentage of it in the
coming years. He argued that there are “immediate benefits from
FDI, which the U.S. simply is not capturing in proportion to its sta-
tus as the world’s largest economy and the most popular economy
for investment.”277 With China on a path to be the source of $1
trillion-$2 trillion in FDI in the next decade, he said, “it is impor-
tant for the U.S. economy and the relative balance of U.S.-China
economic relations that the U.S. capture a larger share of the forth-
coming outbound FDI from China.” 278

Mr. Daly, however, expressed less certainty that Chinese invest-
ment will necessarily bring the same benefits that are generally as-
sociated with FDI and recommended a more measured approach
over an indiscriminate welcome mat. Mr. Daly underscored grow-
ing worries expressed by U.S. industries, lawmakers, and govern-
ment officials about the “potential economic distortions and na-
tional security concerns arising from [China’s] system of state-sup-
ported and state-led economic growth.” 279 Economic concerns cen-
ter on the possibility that state-backed Chinese companies choose
to invest “based on strategic rather than market-based consider-
ations,” and are free from the constraints of market forces because
of generous state subsidies, such that they “may have a nearly un-
limited capacity to compete.” 280 National security concerns include
U.S. government and private sector vulnerability to cyber security
threats that affect “critical infrastructure and technology, commer-
cial markets and supply chains, as well as governmental programs
involving economic, military, and foreign policy objectives.” 281 The
Committee on Foreign Investment in the United States (CFIUS)
addresses some of these concerns as they relate to state-backed in-
vestments, by investigating questions such as whether or not the
prospective investor is government controlled and whether or not
it would take actions based on government policies, goals, and ob-



96

jectives rather than commercial considerations.* However, CFIUS’s
jurisdiction does not extend to “greenfield” investments, and “there
are few, if any, mechanisms other than CFIUS that can address
national security concerns arising from foreign investment.” | 282
(For more information on cybersecurity issues, see chap. 2, sec. 2
of this Report, “China’s Cyber Activities.” Economic trends and
issues arising from China’s state-led economic model and the inter-
national activities of its state-owned enterprises are addressed in
greater detail in chap. 1, sec. 2, of this Report and in the Commis-
sion’s 2011 report.) 283 Concerns over China’s state-directed econ-
omy and the practices of its state-owned and state-controlled firms
are undermining support in the United States and elsewhere for
“global and domestic open investment policies,” according to Mr.
Daly.284 Figure 3 shows foreign investment into the United States
by country in 2010.

Figure 3: Foreign Direct Investment into the United States by Country,
2010 ($ in billions, historical cost basis)
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Source: Bureau of Economic analysis data presented by David Payne and Fenwick Yu, Foreign
Direct Investment in the United States (Washington, DC: U.S. Department of Commerce, Eco-
nomics and Statistics Administration, Office of the Chief Economist, June 2011), p. 4.

China was the fastest-growing source of FDI in the United States
from 2005 to 2010.285286 Chinese investment in the United States
was valued at less than $1 billion annually in 2008 but rose signifi-
cantly in 2009 and 2010 and, after a slight dip in 2011, is on course
to break those previous annual records in 2012. Total Chinese FDI

*CFIUS is an interagency committee that serves the President in overseeing the national se-
curity implications of foreign investment in the United States. For more information, see James
K. Jackson, “The Committee on Foreign Investment in the United States (CFIUS)” (Washington,
DC: Congressional Research Service, September 26, 2012).

T Greenfield investments involve the creation of a new company, factory, or business entity
rather than the acquisition of an existing company or factory.
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in the United States for the first two quarters of 2012 totaled $3.6
billion.287.288 Figure 4 displays the value of Chinese investment in
the United States from 2000 through 2012.

Figure 4: Chinese Direct Investment in the United States, 2000-2012,
Half-year Figures
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Source: Thilo Hanemann, “Chinese FDI in the United States: Q1 and Q2 2012 Update” (New
York, NY: The Rhodium Group, China Investment Monitor, July 25, 2012). hitp://rhgroup.net/
notes/chinese-fdi-in-the-united-states-q1-and-q2-2012-update.

Chinese Perceptions of the U.S. Investment Climate vs. Re-
alities

One commonly cited theory of why the United States has failed
to capture a larger share of Chinese FDI to date is Chinese fears
of political discrimination, coupled with an intimidation factor
posed by the allegedly complex U.S. regulatory regime.28° The root
of these fears was political resistance to China National Offshore
0Oil Company’s (CNOQC) failed 2005 bid for Unocal. CFIUS, which
screens investments for national security risks, “has cleared the
vast majority of Chinese proposals, among them acquisitions in
sensitive sectors, such as power generation, shale gas development
and aviation.”290 A handful of high-profile cases have fueled Peo-
ple’s Republic of China (PRC) claims that the United States dis-
criminates against Chinese investors. Just last year, Beijing ac-
cused Washington of playing politics following a failed bid by
Huawei Technologies Inc. to acquire U.S. technology assets of
Santa Clara-based 3Leaf Systems. A Chinese Ministry of Com-
merce [MOFCOM] spokesperson told a press briefing that, “[a]s far
as the investment activities of Chinese enterprises in the United
States, it’s clear that there are many cases where the U.S. is using
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a security review to refuse investment by Chinese companies.” 291
More recent U.S. government actions will undoubtedly heighten
such rhetoric. On September 28, President Obama issued an execu-
tive order requiring Chinese-owned Ralls Corporation to abandon a
wind farm project near a military base in Oregon and divest all re-
lated assets. On October 9, a bipartisan report by the House Intel-
ligence Committee urged U.S. companies not to use products manu-
factured by Chinese telecom giants Huawei Technologies Inc. and
ZTE Inc., citing significant but unspecified cyber security con-
cerns.292

In truth, despite the persistence of such negative Chinese percep-
tions, President Obama’s executive order marked the first time in
22 years that a president has blocked an investment on national
security grounds, and to date CFIUS has blocked only a very small
percentage of international investments. Fewer than 7 percent of
foreign acquisitions each year go through the CFIUS examination
process, and blocked acquisitions are extremely rare. From 2008 to
2010, CFIUS conducted only 313 national security reviews and sent
none of those cases to the president with a recommendation to
block an investment.293 In addition, as Baker Hostetler partner
John Burke noted in the firm’s China-U.S. Trade Law blog, “The
United States has no restrictions on Greenfield investment by for-
eigners, except for some state (nonfederal) laws that limit the abil-
ity of foreign persons to purchase farmland. Thus, foreigners may
create new U.S. businesses on the same basis as Americans.” Mr.
Burke also noted several recent examples of Chinese greenfield in-
vestment in the United States, including Tianjin Pipe’s steel pipe
mill in Texas, Suntech Power’s solar panel assembly plant in Ari-
zona, and American Yuncheng’s gravure cylinder plant in South
Carolina.2%4 Indeed, even as Chinese officials decry a discrimina-
tory U.S. investment climate, a majority of U.S. states now actively
recruit Chinese investments, which are increasingly prolific and
widespread. Chinese companies have made nearly 400 Greenfield
investments in at least 32 states in the last 12 years and approxi-
mately 200 acquisitions in 35 states during that same time pe-
riod.295

Even as the United States continues to maintain an open invest-
ment regime, policymakers in Washington are “struggling with le-
gitimate questions related to Chinese investment, such as how to
treat investment in telecom networks and other critical infrastruc-
ture, and the potential impact of investment by China’s state-
owned enterprises on U.S. domestic competition and markets given
the distorted nature of their cost structures back home.” 296 An ad-
ditional concern is China’s lack of reciprocity in terms of the mar-
ket access it affords to U.S. investors. China’s Regulations on Guid-
ing the Direction of Foreign Investment and its Foreign Investment
Guidance Catalogue clearly delineate large swaths of industries in
which foreign investment is either restricted or prohibited alto-
gether. In response to Chinese complaints over CNOOC’s 2005
failed bid to acquire Unocal, one U.S. commentator noted that a
U.S. company would never be permitted to purchase CNOOC. (For
additional detail on some of the concerns facing U.S. policymakers,
please see chap. 1, sec. 2, of this Report, “Chinese State-owned and
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State-controlled Enterprise,” as well as chap. 2, sec. 2, of this Re-
port, “China’s Cyber Activities.”)

Chinese Wind Farm Project Blocked

President Barack Obama blocked by executive order a wind
farm project in Oregon by Ralls Corp., citing “credible evidence”
that Ralls, and its affiliates and executives “might take action
that threatens to impair the national security of the United
States.” 297 The Delaware-registered Ralls is owned by the execu-
tives of China-based Sany Group Co., parent company of Sany
Heavy Industry Co., China’s largest machinery maker.298

Ralls was seeking to place Sany-made wind turbines in Oregon
after purchasing land and other rights, but the navy objected to
where the wind turbines would be built (the four locations are
near or within restricted Naval Weapons Systems Training Fa-
cility airspace where the U.S. government tests drones [un-
manned aerial vehicles] for use in warfare).299 Ralls bought the
wind farm assets in March 2012 without reporting the trans-
action to CFIUS, but in June CFIUS contacted Ralls and asked
the firm to file a voluntary petition to have its acquisition retro-
actively reviewed.

Upon review, CFIUS recommended that Ralls stop operations.
In an unusual move Ralls chose to challenge the CFIUS deter-
mination. Because CFIUS does not have the authority to order
final divestment, it made the recommendation that the Presi-
dent, who has final authority, issue the order.309 The September
28, 2012, executive order instructs Ralls to remove all property
and installations from its sites within two weeks and divest all
its interests in the wind farm projects within 90 days.301

Ralls filed a lawsuit against CFIUS on September 12, 2012, for
ordering it to stop all construction and operations at its projects.
After the executive order was issued, Ralls added President
Obama to the suit, alleging that the president was acting uncon-
stitutionally.302

Bilateral Investment Treaty Prospects

Given the significant potential for state-backed Chinese investors
to pose unique competitive challenges, Mr. Daly recommended that
the United States consider preparing its market to manage Chinese
investments by implementing new policies designed to address fore-
seeable concerns. He also suggested that the United States seek to
build “stronger rules-based investment platforms” with China, par-
ticularly through negotiation of a bilateral investment treaty.303
On balance, Mr. Fagan agreed with Mr. Daly that a U.S.-China bi-
lateral investment treaty (BIT) is an important goal for improving
the bilateral trade and investment relationship, in part because it
would help to increase the flow of Chinese FDI to the United
States.39¢ However, Mr. Fagan expressed less concern over the po-
tential for Chinese enterprises invested in the U.S. market to en-
gage in anticompetitive behaviors.
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The U.S. domestic regulatory regime has only begun to be tested
by Chinese investments, and it remains somewhat unclear exactly
what economic and regulatory challenges increased Chinese invest-
ment in the United States will raise, especially those made by Chi-
nese state-owned and state-directed firms.

Among the policy issues that need to be examined vis-a-vis these
investments is what impact a U.S.-China BIT might have. A prop-
erly constructed BIT might be a useful tool for managing these un-
knowns, since it could provide greater clarity for both U.S. and
Chinese companies regarding how their investments are to be
treated within each other’s markets, and what protections they
should expect, perhaps thereby helping to prevent investment dis-
putes. A BIT could also provide a more direct means for U.S. and
Chinese companies to resolve outstanding trade and investment
issues through an investor-state dispute resolution mechanism.

Former National Security Council Senior Director for East Asian
Affairs Jeff Bader recently noted that the model bilateral invest-
ment treaty is “probably a starting point” for talks with China, but
that “the administration should look to go beyond that model in
talks with China because China is such a ‘special case’ and re-
quires special rules.” “I think China is so sui generis that whatever
is in the model is not going to be sufficient,” Mr. Bader said.39> In
adding disciplines, it would be particularly prudent for the United
States to insist upon specific disciplines for SOEs in any U.S.-
China bilateral investment treaty negotiation.306 It is also unlikely
that the Chinese would agree to anything approaching the model
BIT; so the issue for the U.S. administration as well as those in
the business community who support a BIT negotiation is how
much less than that would be an acceptable outcome. Add to that
China’s history of noncompliance with WTO requirements and
there are significant questions about the balance of benefits that
may result from a BIT. The United States has a long history of
abiding by its international commitments, but there are concerns
as to whether investments in the Chinese market would suffer
from lax enforcement of any reciprocal commitments China may
make as part of such an agreement. As of July 11, the Obama Ad-
ministration had not yet decided whether to approach negotiations
for a U.S.-China bilateral investment treaty by advocating for the
new U.S. model bilateral investment treaty or by pressing China
for additional rules aimed at regulating the investment-related be-
havior of its state-owned enterprises.307

Challenges of Value-added Measurements of Trade

Production and supply chains now routinely extend through more
than one country, particularly in the manufacture of electronics,
automobiles, and other complex goods requiring many components
and final assembly. But traditional measurements of trade account
only for the gross value of finished goods traded between two coun-
tries. A vehicle whose parts originate in seven countries and is as-
sembled in an eighth will appear in traditional trade statistics to
have originated entirely from the eighth country of final assembly.
Many economists and international trade experts argue that such
simplistic measurements inadequately explain and sometimes even
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obscure critical aspects of bilateral trade relationships, including
that of the United States and China. For example, a 2010 con-
ference of the WTO noted that “[slince trade with input goods (com-
ponents, raw materials, semi-finished goods, etc.) and input serv-
ices (business services) [is] becoming increasingly important,” the
“country of origin” recordings of customs authorities, which at-
tribute the total commercial value of a product to the country in
which it last underwent processing, no longer provide accurate data
for assessing and understanding bilateral trade relationships.308.309

Experts do not assert that traditional measurements of trade
have lost their usefulness. But the WTO and the Organization for
Economic Cooperation and Development (OECD) jointly warned in
March 2012 that “it can be misleading ... when one crudely relates
gross flows of exports, say, with domestic value-added and national
income, or its components such as profits or wages.” 310 Their con-
tention, in other words, is that traditional measurements that at-
tribute the total value of a good to its “country of origin” are no
longer sufficient tools for measuring bilateral trade, because there
often is no single country of origin in the modern production proc-
ess.311 Existing approaches underlie today’s trade rules, and any
changes in methodological approaches may have to be accompanied
by changes in trade laws to address predatory, protectionist and il-
legal trade practices.

Value-added measurements of trade attribute to each country
only the incremental value that each country adds to a good’s value
as it moves within that country’s borders. Proponents of value-
added measurements tout the exactitude of information it could
provide to policymakers in their efforts to maximize economic gains
and resolve problems in bilateral trade relationships. As Brandeis
University economist Judith Dean explained to the Commission,
value-added trade measures could “reveal how much of the value
of a good originates in a particular country [and] is then exported
to the next country in a chain ... so that we have an accurate ac-
count of where that value is coming from.”312 (See figures 5 and
6, below).

It is important to recognize, however, that work using this ana-
lytical approach is still in its early stages. Indeed, at the Commis-
sion’s hearing, panelists provided differing estimates as to the
value-added contribution of China with regard to a particular prod-
uct. Comprehensive work is needed to ensure that there is a com-
mon methodology that can be applied to guide policymakers in cal-
culating the value-added contribution of each component that is
part of the supply chain for a final product.
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Figure 5: Traditional Gross Measurements of Trade
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Country A exports goods, produced entirely within A, worth 100 to country B that further proc-
esses them before exporting them to C, where they are consumed. B adds value of 10 to the goods
and so exports 110 to C. Conventional measures also show that C has a trade deficit of 110 with
B and no trade at all with A, despite the fact that A is the chief beneficiary of C’s consumption.

Source: OECD, “Measuring Trade in Value Added: An OECD-WTO Joint Initiative: What is
Trade in Value Added?” (Paris, France: Organization for Economic Cooperation and Develop-
ment, March 15, 2012). www.oecd.org/trade/valueadded.

Figure 6: Value-added Measurements of Trade
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Source: OECD, “Measuring Trade in Value Added: An OECD-WTO Joint Initiative: What is
Trade in Value Added?” (Paris, France: Organization for Economic Cooperation and Develop-
ment, March 15, 2012). www.oecd.org/trade/valueadded.
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In March 2012, in recognition of the potential benefits of value-
added measurements, the OECD and the WTO “signed a letter of
understanding to jointly develop statistics on trade in value added”
and announced plans to “produce a publicly-available database of
trade flows estimated in value-added terms.”313 In April, the WTO
launched the World Input Output Database, which “reveals the
value-added embodied in ... goods and services as they are traded
internationally.” 314 The WTO called the findings of the World
Input Output Database “significant,” because “they change the per-
ception of the competitiveness of certain sectors in some coun-
tries.” 315

Potential Implications of Value-added Measurements for As-
sessing and Managing the U.S.-China Trade Relationship

In a speech to a European Commission audience earlier this
year, WTO Deputy Director General Alejandro Jara explained how
traditional trade measurements can be deceptive:

Gross trade statistics can ... give the impression that a
Nokia smart phone imported from China is made in China,
suggesting that all the jobs necessary to produce this good
are Chinese jobs. But this is hugely misleading. ... Only 2
per cent of the final price refers to assembly costs, while 33
per cent of the cost relates to intermediate goods and 31 per
cent are Nokia’s own value-added. Many other countries, in
Europe, the United States, Japan and Korea will have
added value and created jobs through design, component
production, branding, marketing and a range of other serv-
ices that go into the product. This reality has enormous im-
plications for the way we think of trade impacts; from an
economy-wide perspective, it is wrong to think uni-dimen-
stonally of imports sucking jobs out of the economy and ex-
ports creating them. The picture is far more complicated
than that.316

Various case studies of Apple iPhone and iPad products also re-
flect the Nokia example. When an American customer orders an
iPhone from Apple’s online store, it will be shipped from a Tai-
wanese-owned Foxconn factory located in China.* In official U.S.
trade data, the transaction will be recorded as a $150 to $200 Chi-
nese export to the United States, based on its customs value rather
than the retail U.S. price. While the final assembly of the iPhone
takes place in a factory in China, the product is designed in
Cupertino, California, and its components come from Japan, Korea,
and elsewhere.317 As services trade expert Sherry Stephenson ex-
plained in a recent paper for the World Economic Forum, “by the
traditional measure of the value of the final product, the U.S. trade
balance in iPhones shows a deficit of $1.9 billion with China in
2009. But when the value-added components are taken into ac-
count, all but $73.5 million of the trade balance in iPhones is rep-
resented by other countries in the value chain.318.319

*Foxconn, or Hon Hai Precision Industry, is a Taiwanese multinational that manufactures
electronics and has significant operations in mainland China.
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China’s share of U.S. imports of advanced technology products
(ATP) like those in the Nokia and Apple examples has “more than
tripled over the past decade, up from 10 percent in 2002 to 34 per-
cent in 2011,” creating China’s $109.4 billion trade surplus in these
g00ds.320 This has led some economists, such as Robert Scott of the
Economic Policy Institute, to extrapolate that “China is moving
rapidly upstream into computers and other advanced technology
products, which threatens core, high-tech manufacturing industries
that still remain in the United States.”321 However, Yingying Xu,
an economist at the Manufacturer’s Alliance for Productivity and
Innovation, testified to the Commission that the use of value-added
data indicates this trend may be less dramatic than it seems:

On the surface, it appears to suggest that the skill content
of China’s exports is rising and China’s export structure in-
creasingly resembles that from industrial countries. ... The
increase in the sophistication of China’s exports over the
past two decades largely represents foreign-invested enter-
prises bringing more capital- and skill-intensive processing
imports into China which are then assembled for exports.
Even though the final product is classified as skill-intensive
when it shows up at the customs, Chinese producers could
still specialize in the labor-intensive and low value-added
stages in the production process, [and] therefore would not
compete directly with producers in developed countries.322

Dr. Xu testified that China’s role in global production chains usu-
ally involves the intensive but relatively unskilled labor of inter-
mediate processing or final assembly that accounts for only half or
less than half of the total value of a product. “The share of domes-
tic content in China’s overall manufactured exports is estimated to
be around 50 percent,” Dr. Xu said.323 Since traditional measure-
ments of the U.S.-China trade balance are based on the entire
value of the goods and services exchanged, China sometimes gets
credited as the source of far more value than it actually adds to
many exports, Dr. Xu said. “Value-added methodologies reveal that
these exports frequently consist of imports that are subsequently
reexported and intermediates [unfinished products] that are mod-
estly reprocessed.” 324 In addition, value-added measures will some-
times show that Chinese goods contain the products of U.S. labor.

As Dr. Shang-Jin Wei testified to the Commission, the United
States “tends to specialize in the upstream part of global produc-
tion chains,” and imports from developing countries like China tend
to contain the U.S.’s own value added.325 A study that Dr. Wei con-
ducted concludes that approximately 8 percent of U.S. recorded im-
ports are actually U.S. value-added, meaning that increasing cer-
tain U.S. trade barriers could harm America’s domestic upstream
firms. Employing value-added measurements of trade might help
the United States to avoid enforcement actions that inadvertently
harm domestic producers.326 U.S. International Trade Commission
Chief Economist and Director of the commission’s Office of Econom-
ics Robert Koopman has explained that value-added measurements
of trade could provide the United States with a better under-
standing of a host of issues, including:
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Trade’s net contribution to economic growth; the impact of
exchange rate revaluation on trade flows; employment im-
pacts of trade and value chains; global effects/linkages of
economic shocks; the full range of interested parties in
trade disputes—including unexpected third country inter-
ests, or downstream domestic concerns in Anti Dumping/
Countervailing Duty cases; the distribution of environ-
mental impact/Green House Gas emissions resulting from
trade; the true sources of sophistication in a country’s ex-
ports; [and] the real size/impact of tariffs and Non Tariff
Measures on trade.327

The applications of value-added methodologies in the Nokia and
Apple iPhone cases illustrate how this alternative approach would
account for the contribution made by different entities in the sup-
ply chains. According to Dr. Xu, China’s estimated share of domes-
tic content is particularly low for products that are high skill-inten-
sive, such as computers, telecom equipment, and electronic devices.
The value that China adds to the high-tech manufactured goods it
exports is estimated to be no more than 30 percent of the total
value of those goods.328 That is 20 percent lower than the typical
value that China adds to a low-tech good.

The WTO’s top leadership has concluded that value-added ac-
counting gives a more accurate picture of the U.S.-China economic
relationship. Pascal Lamy, the director general of the WTO, has
theorized, for example, that if trade statistics reflected true domes-
tic content, America’s trade deficit with China might be more than
halved.329 But this is necessarily a very rough estimate. Extrapo-
lations from specific case studies do not necessarily apply across all
industry products and services. Witnesses at the Commission’s
hearing also noted the extreme difficulty of matching value-added
import and export data across multiple countries and product lines
in addition to other factors that make value-added accounting far
from exact.

Attempted today, value-added analysis relies on imperfect data
and requires certain assumptions.339 The work to develop and
agree upon cost-effective data collection and methodologies for
measuring value-added production costs is still in its infancy. WTO
Deputy Director General Jara concedes that “[als often happens
with statistics, new data answer old questions, but also raise new
questions. We are forced to work with aggregates that conceal
much detail—details that can only be appreciated by looking at
product-specific supply chains.” 331 Applying value-added measure-
ments will also require nations to agree on thousands of categories
of product lines and the methods that nations will use to collect
and share data. As Dr. Wei noted in his testimony, “It won’t hap-
pen overnight.” 332

A further problem in implementing value-added accounting will
arise when nations attempt to adapt the new methodologies to ex-
isting rules on international trade. For example, standards for de-
termining when producers are dumping exported goods on foreign
markets—or selling at below the cost of production—are based on
current trade accounting methods. Utilizing this new approach may
not be consistent with the bilateral focus of existing trade laws,
which focus on trade flows between the final exporter and the im-
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porter of that product rather than on allowing for remedies to be
applied across the supply chain to address any injury that may
have occurred. For example, a review of our existing antidumping
and countervailing duty laws would be required to determine
whether an injured party in the United States could potentially
seek a remedy against a producer in a country other than the final
exporter to address an input in a final product that was sold to the
exporter at a dumped price and may have caused injury. In addi-
tion, other issues, such as the massive accumulation of foreign cur-
rency reserves by China, are a function of bilateral trade flows, not
dispersed supply chains. Analysis of this critical area may not be
enhanced by utilizing the new methodological framework. These
are all questions that merit the attention of policymakers as this
debate continues.

Implications for the United States

Given the long-standing and growing significance of the Chinese
trade and investment relationship for the health of the U.S. econ-
omy, the United States has an interest in gaining a more precise
and detailed understanding of the trade balance and the global and
domestic forces at work in shaping it. Incorporating new meth-
odologies for collecting and measuring trade data could give policy-
makers a new analytical tool to examine global production chains
vis-a-vis China. This could help U.S. policymakers to craft more ef-
fective policies and tools for managing the bilateral economic rela-
tionship, to the benefit of U.S. businesses and workers.

There are many factors contributing to negative trends in the bi-
lateral relationship with China. Many of these trends are rooted in
China’s macroeconomic policies and its lack of progress in devel-
oping, implementing, and adhering to sound and effective rule of
law. Though China continues to claim progress in developing a na-
tional legal regime, passing new laws is not meaningful without
greater enforcement of existing laws. As long as Chinese enforce-
ment efforts remain inconsistent, fair treatment for foreign busi-
nesses seeking to export to or operate in China will suffer. Intellec-
tual property theft, contract violations, and other problems that
regularly and seriously disrupt and inflict harm upon U.S. compa-
nies, U.S. workers, and the health of the U.S. economy will con-
tinue.

In addition to improved enforcement, there remains a need for
China to harmonize subnational laws with central government de-
cisions so that the People’s Republic of China’s commitments to the
United States in meetings of the Strategic and Economic Dialogue
and the Joint Commission on Commerce and Trade are honored in
transactions, disputes, proceedings, and investigations on the
ground.

The rise of Chinese state capitalism has been a focus of economic
study, with experts differing over whether it might supplant the
free market model. Most often, the discussion turns on the possi-
bility of other developing nations perceiving China’s model as more
suited to their development goals, adopting China’s model, and
gravitating away from the market-based rules and principles rep-
resented by the WTO. Ironically, the favoritism that China pro-
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vides its outbound companies may ultimately pose the greatest
threat to their success in the United States and elsewhere. Because
China will not play by the rules of the market system, China’s
state capitalism is endangering the very rules that facilitate the
global investments it wants its companies to make.

The evolution of the Chinese economy to a more free market sys-
tem would benefit businesses and citizens in both economies. Chi-
nese investment in the United States may help create opportuni-
ties, but there remains ample reason for U.S. policymakers to exer-
cise due caution in welcoming Chinese state-backed investment. It
is still too early to know how the positive potential of inbound Chi-
nese investment will stack up against challenges that that invest-
ment may pose and whether or not U.S. investment screening
mechanisms and regulatory regimes are sufficient for dealing with
these challenges.

Conclusions

e China’s indigenous innovation policies and additional attention
to certain strategic sectors identified in its 12th Five-Year Plan
ensure that it will continue to provide support to national cham-
pions. For the foreseeable future, such companies will continue
to be favored over foreign firms for government and state-owned
enterprise procurement contracts and will continue to benefit
from a range of subsidies, tax breaks, special development funds,
increased credit support, and other assistance not enjoyed by
their foreign competitors. These advantages continue to make
Chinese national champions formidable competitors in China and
in other markets globally, undermining U.S. industry innovation
and success.

e Inconsistencies in central and subnational laws, practices, and
enforcement efforts, particularly in the realm of intellectual prop-
erty rights, continue to damage the U.S. economy as American
businesses in the United States and China lose sales and jobs to
competitors who do not play by the same rules and whom we
have no means of persuading to address the problem.

e Foreign firms doing business in China risk the loss of their intel-
lectual property and inventory to Chinese joint venture partners
because of the lax enforcement of intellectual property rights and
business contracts in China. U.S. technology companies in par-
ticular are increasingly vulnerable to Chinese intellectual prop-
erty theft and resulting lost profits and market share.

¢ Growing Chinese investment may offer an important new source
for U.S. job creation and economic growth, but it is too early to
know whether the benefits will outweigh whatever longer-term
economic costs Chinese state-owned and state-directed invest-
ments may bring.

e Any U.S.-China bilateral investment treaty agreement can be ex-
pected to involve a lengthy negotiation process and therefore
should not be viewed as a potential near-term solution for any
of the many bilateral trade and investment challenges, but the
potential of such an agreement should nevertheless make it an
important consideration for U.S. policymakers.



108

e The use of various emerging methodologies for measuring trade
in value added may, in time, prove helpful to U.S. policymakers
for crafting trade and economic policies that better exploit the
U.S’’s strategic advantages, leveraging the U.S.-China trade rela-
tionship to the greater advantage of U.S. workers and busi-
nesses.



RECOMMENDATIONS

Chinese State-owned and State-controlled Enterprises

The Commission recommends that:

Congress examine foreign direct investment from China to the
United States and assess whether there is a need to amend the
underlying statute (50 U.S.C. app 2170) for the Committee on
Foreign Investment in the United States (CFIUS) to (1) require
a mandatory review of all controlling transactions by Chinese
state-owned and state-controlled companies investing in the
United States; (2) add a net economic benefit test to the existing
national security test that CFIUS administers; and (3) prohibit
investment in a U.S. industry by a foreign company whose gov-
ernment prohibits foreign investment in that same industry.

Congress direct the U.S. Securities and Exchange Commission
(SEC) to revise its protocols for reviewing filings by foreign enti-
ties listed on or seeking to be listed on the U.S. stock exchanges.
The SEC should develop country-specific data to address unique
country risks to assure that U.S. investors have sufficient infor-
mation to make investment decisions. The SEC should focus, in
particular, on state-owned-and -affiliated companies, and sub-
sidies and pricing mechanisms that may have material bearing
on the investment.

Congress examine the access of small- and medium-sized enter-
prises to the remedies contained in the U.S. antidumping and
countervailing duty laws. As part of this examination, Congress
should consider whether to (1) grant enhanced authority to ini-
tiate antidumping and countervailing duty cases to the Senate
and House Committees most responsible for international trade;
and (2) include state and local governments as interested parties
under the U.S. trade laws.

Congress adopt legislation that would provide a private right of
action for domestic producers who suffer injury from anti-
dumping and countervailing duty violations from the operations
of Chinese state-owned or —affiliated firms operating in the U.S.
market.

The Evolving U.S.-China Trade and Investment Relationship

The Commission recommends that:

Congress assess the ability of the Office of the United States
Trade Representative to adequately investigate, develop, resolve
and/or adjudicate trade complaints. As part of this assessment,
Congress should evaluate the availability of, and access to, infor-
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mation necessary to address unfair trade complaints; whether it
is advisable to provide USTR with subpoena authority; and, if so,
the nature of such authority.

Congress direct the U.S. Department of Commerce to report an-
nually on Chinese investment in the United States including,
among other things, data on investment in the United States by
Chinese SOEs and other state-affiliated entities.

Congress direct that, in undertaking any bilateral investment
treaty negotiation with China, the U.S. administration should in-
sist upon terms that ensure reciprocity and explicitly address the
unfair challenges posed by China’s SOEs in all markets.

Congress monitor efforts to measure trade in value-added, such
as the OECD-WTO joint initiative, and identify the potential im-
pacts of value added measurements on U.S. trade law.
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CHAPTER 2

CHINA’S IMPACT ON
U.S. SECURITY INTERESTS

SECTION 1: MILITARY AND SECURITY
YEAR IN REVIEW

Introduction

China’s military continued to modernize and improve its regional
force projection capability in 2012. The People’s Liberation Army
(PLA) tested and trained on its most advanced weapons platforms
and continued development of new ones. The PLA’s exercises in
2012 demonstrated a focus on naval, air, and joint force training,
and the navy’s international activities and areas of operation con-
tinued to expand. This section provides a broad overview of the
most relevant Chinese military and security developments since
the Commission’s 2011 Annual Report to Congress. It is divided
into five subsections: military modernization, security develop-
ments, military exercises, the U.S.-China military-to-military rela-
tionship, and civil-military relations.

Military Modernization

Aircraft Carrier Program

China commissioned its first aircraft carrier in late September of
this year. The carrier has the pennant number 16 and the name
Liaoning in honor of its host province since its arrival to China in
2002.1 The Liaoning began as a Soviet KUZNETSOV-class carrier
that Chinese entities purchased from Ukraine in 1998.2 After sev-
eral years of refurbishment, the Liaoning had its first sea trial in
mid-2011; over the course of the next year, China conducted an-
other nine sea trials, the longest of which was a 25-day test in late
July.3 The Liaoning will serve as a training platform to build pro-
ficiency in carrier operations until the full development of an asso-
ciated air regiment,? likely not until 2017 at the earliest.5

Beijing continues to seek to purchase and to develop equipment
for the Liaoning in addition to its indigenous carrier program. Ar-
resting gear, used to decelerate aircraft landing on a carrier, is one
such example. Having likely faced Russian concerns regarding both
security and unauthorized reproductions, China experienced dif-
ficulty acquiring this technology abroad and seems to have devel-
oped and installed indigenous substitutes.® The U.S. Department of
Defense noted this year that “China likely will build multiple air-
craft carriers and associated support ships over the next decade,”
and “some components of China’s first indigenously-produced car-

(127)
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rier may already be under construction.”*7 One financial analysis
indicates that construction of two potential carrier battle groups
would represent approximately $20.6 billion in investment, yielding
benefits for related industries, such as equipment manufacturing,
power systems, and electronic communications.® In July, Wang
Haiyun, a senior advisor with the China International Institute for
Strategic Studies, called for Beijing to build up to five aircraft car-
riers in order to “avoid being subject to the blackmail of certain
countries,” likely referencing the United States.®

China is in the early stages of developing its carrier air regiment,
which is a central component of aircraft carrier operations. Photos
showing a full-scale model of the ship-borne Jian-15 (J-15) fighter
on the carrier’s deck and three types of air-launched missiles—like-
ly also models—surfaced on Chinese military enthusiast websites
this year.7 With folding wings and a shortened tail, the J-15 is
based on the Russian-built Sukhoi-33 (Su-33) carrier-based fighter,
although much of its avionics and equipment derives from China’s
land-based Jian-11B (J-11B) multirole fighter.: China SignPost an-
alysts Gabe Collins and Andrew Erickson emphasize that unlike
U.S. Navy carriers, which have catapults to launch aircraft from
their decks, the Liaoning has a ski-jump configuration that will
limit the weight of aircraft taking off from it. This would impose
weight constraints on the J—15’s fuel and weapons payloads, there-
by also limiting the J-15’s range and mission capabilities.10

Notably, these weight constraints will also limit the type of air-
borne early warning aircraft that could operate aboard the
Liaoning. Airborne early warning aircraft serve as the eyes and
ears of a carrier; their ability to operate radar well above a carrier
group allows them to better track and detect potential air and sur-
face threats. Although Internet photos this year showed what ap-
peared to be a Chinese fixed-wing airborne early warning test air-
craft, analysts generally agree that the ski-jump configuration will
limit China’s first carrier to helicopters for airborne early warn-
ing—most likely the Russian Kamov-31 and the Chinese Zhi-8 (Z—
8) equipped to handle such a mission.11

J-20 Fighter 12

The Jian-20 (J-20), China’s next-generation fighter aircraft with
stealth characteristics, continued flight testing in 2012, completing

*The PLA Navy’s LUYANG II-class (also termed Type 052C) guided missile destroyers could
be a key element of a future carrier surface group given its area air defense capability. The re-
ported development of an update of the LUYANG II-class destroyer, known as the LUYANG III-
class or Type 052D, suggests continued emphasis on area air defense capabilities in China’s
surface fleet. Toshi Yoshihara and James Holmes, “The Master ‘PLAN’ [PLA Navyl: China’s
New Guided Missile Destroyer,” Diplomat (Tokyo), September 4, 2012. http://thediplomat.com/
2012/09/04/the-master-plan-chinas-new-guided-missile-destroyer/?all=true; Gabe Collins and An-
drew Erickson, “New Destroyer a Significant Development for Chinese Sea Power,” China Real-
time, October 8, 2012. http://blogs.wsj.com/chinarealtime/2012/10/08/new-destroyer-a-significant-
development-for-chinese-sea-power/.

+ Chinese military enthusiasts noted the presence of a KD-88 air-to-surface missile, and YJ—
83K and YJ-91 antiship missiles. Huanqiu Wang (Global Times online) (Beijing), “Surprise Ap-
pearance of Three Types of Missiles on Our Aircraft Carrier, Exposure of Major Lethal Weapons
May Be A Sign of Forthcoming Commissioning,” July 30, 2012. OSC ID: CPP20120803503003.
http://lwww.opensource.gov.

+The J-11B multirole fighter is itself an unlicensed adaptation of Russia’s Su-27 Flanker.
FlightGlobal.com, “Russia Special Report.” htip://www.flightglobal.com/Features/russia-special/
militaryl/.
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in February its 70th such test.* 13 According to David Helvey, act-
ing deputy assistant secretary for East Asia at the Department of
Defense, “the J—20 is still in a prototype phase” and will likely not
“achieve an effective operational capability” before 2018.14 Ques-
tions concerning how the aircraft will be employed remain, and de-
tails about its capabilities have yet to be disclosed. However, ac-
cording to the Global Times, a publication sponsored by the party-
controlled People’s Daily, the aircraft has a combat radius of 2,000
kilometers (km) and is intended to focus on South China Sea con-
tingencies.15 In June, photos of the J—20’s cockpit revealed striking
similarities with the F—22, one of the most advanced U.S. stealth
fighters (see figure 1, below), reviving concerns that human, cyber,
or other forms of espionage may have played a role in the J—20’s
development.{ 16 (For more information on Chinese cyber-related
espionage, see chap. 2, sec. 2, of this Report). In May, photographs
surfaced of a second J—20 prototype on its maiden flight from a
Chengdu airfield.17 The photos revealed slight design modifications
to the nose section and rear wheels of the aircraft.18

Figure 1: The Cockpits of the Chinese J-20 and U.S. F-22

On the left is an image of the J—20’s cockpit. The image on the right, taken from the same
perspective, is of the F-22.

*The first flight test of the J-20 took place on January 11, 2011, during a visit to China by
then Secretary of Defense Robert Gates.

T Unconfirmed reports over the past year discussed a separate case in which China may have
acquired restricted U.S. military technology. A delegation from the Aviation Industry Corpora-
tion and the PLA’s General Staff Department and General Armaments Department reportedly
entered Iran to research and reverse engineer the U.S. RQ-170, an unmanned aerial vehicle,
captured in Iran on December 4, 2011. At the time of publication of this Report, there was no
official U.S. statement confirming or denying these reports. ChinaDefenseMashUp.com, “Chinese
Secret Delegation Enter Iran For Getting RQ-170 Drone,” August 15, 2012. htip://lwww.china-
defense-mashup.com [ chinese-secret-delegation-enter-iran-for-getting-rq-170-drone.html.
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Source: Eloise Lee and Robert Johnson, “China’s J—20 and the American F-22 Raptor—You
Are Not Seeing Double,” Business Insider, June 4, 2012. http://www.businessinsider.com/the-sim-
ilarities-between-the-j-20-heads-up-display-and-that-on-the-f-22-are-striking-2012-6%op=1.

J-31 Fighter

Photos and video emerged this year indicating the existence of
another Chinese advanced fighter program, at Shenyang Aircraft
Corporation. As there has been no official PLA acknowledgement of
this program, details are scarce on the aircraft prototype, known as
the Jian-31 (J-31).1° The plane’s physical characteristics suggest
an air-to-air combat focus, whereas the Chengdu Aircraft Corpora-
tion-manufactured J—20—likely a heavier, less maneuverable air-
craft—may be intended to be a strike fighter.20 Gary Li, an expert
at the United Kingdom-based Exclusive Analysis, noted, “in tradi-
tional PLA thinking, there has always been a necessity for light’
plus ‘heavy’ in terms of equipment.” 21 Both types of aircraft appear
to incorporate low observable technology, which would give them
the ability to better evade adversary radar.22 The concurrent devel-
opment of two fighter aircraft prototypes from rival firms, both
subsidiaries of state-owned Aviation Industry Corporation of China,
has yielded varied speculation on the eventual missions and out-
comes of the J-31. Some analysts, noting the twin nose wheels on
the aircraft necessary for the hard landings on an aircraft carrier,
believe the J—31 will be a carrier-based complement to the J-15;
others suggest that it could be an item for export.23

Space Program 24

China’s space program, which operates with substantial PLA in-
volvement, made advancements in late 2011 and 2012. In early No-
vember 2011, China’s Shenzhou-8, an unmanned spacecraft, docked
with the Tiangong-1, an orbital space 1ab.25 In June 2012, China
successfully docked a manned spacecraft, the Shenzhou-9, with the
same module.26 The only other states to have successfully executed
such a docking are Russia and the United States.2? This chal-
lenging maneuver is a critical skill necessary to conduct more so-
phisticated operations in space, including fulfilling Beijing’s stated
goal of establishing a permanent space station.28 The knowledge
and skills gained from the docking will be useful for advancing Chi-
na’s space-related military programs. As Lieutenant General Ron-
ald L. Burgess Jr., U.S. Army (retired), then director of the Defense
Intelligence Agency, testified to the Senate Armed Services Com-
mittee in February, China’s “space program, including ostensible
civil projects, supports China’s growing ability to deny or degrade
the space assets of potential adversaries and enhances China’s con-
ventional military capabilities.” 29 Beijing’s manned space program,
he added, enhances its ability to “track and identify satellites,”
which is a “prerequisite for ASAT [antisatellite] attacks.”* China
also launched the 14th, 15th, and 16th satellites in its Beidou sat-
ellite navigation system this year. These are three of a total of 35

*China successfully conducted a direct ascent antisatellite weapon demonstration in 2007.
Senate Armed Services Committee, Hearing on Current and Future Worldwide Threats, testi-
mony of director of the Defense Intelligence Agency Ronald L. Burgess Jr., 112th Cong., 2nd
sess., February 16, 2012.
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planned satellites in the system, expected to rival the U.S. Global
Positioning System when it is complete in 2020.30

Ballistic Missile Program

In 2012, China made further advances in its ballistic missile
forces. The first in a series of several intercontinental ballistic mis-
sile tests took place on July 24, which the press speculated to be
a test of the Dong Feng-41 (DF-41), a new class of road-mobile
intercontinental ballistic missile.731 Although details remain
scarce, this missile could employ a multiple, independently tar-
geted, reentry vehicle capability, which would help a single missile
threaten multiple targets and complicate missile defense, substan-
tially improving China’s nuclear deterrent.32 In mid-August, the
PLA Navy flight-tested a Ju Lang-2 (JL-2) intercontinental sub-
marine-launched ballistic missile from a JIN-class submarine.33
The JL—2 program, which is not yet deployed operationally, ap-
pears to have experienced delays. However, the eventual success of
this system would provide China for the first time with a credible
and survivable sea-based nuclear deterrent.3¢ A third and fourth
intercontinental ballistic missile test took place on August 20 and
August 30, reportedly testing an older DF-5A and a DF-31A, re-
spectively.* 35 Press reporting also suggested developments in Chi-
na’s conventional ballistic missile capability with the successful
test of a DF-16 missile, which defense analysts believe is a me-
dium-range ballistic missile that could supplement the PLA’s short-
range missiles targeting regional adversaries or forward-deployed
U.S. forces.36 Significantly, during this period of missile testing,
the PLA Second Artillery Corps announced it had made a “com-
prehensive transformation” toward a fully mobile missile force, also
emphasizing the increased inventory and precision of the Second
Artillery Corps.37 (For a more thorough description of these devel-
opments, see sec. 3 of this chapter, “China’s Nuclear Develop-
ments.”)

TOther sources suggested that the test was not actually a DF—41. Minnie Chan, “China Is
Developing a ‘Super-Missile’,” South China Morning Post (Hong Kong), August 24, 2012. http:/
www.scmp.com/china/article/ 1022151 / china-super-missile-confirmed; Tian Jianwei and Liu
Yang, “Widely Circulating of Reports on China Testing Most Powerful DF—-41 Missile Shake Up
the United States,” Huangiu Shibao (Beijing), August 22, 2012. OSC ID: CPP20120824702009.
hittp://lwww.opensource.gov.

*The DF-5A intercontinental ballistic missile has comprised China’s primary nuclear deter-
rent since its deployment in 1981; the DF-31A is a newer-generation intercontinental ballistic
missile that is being deployed to augment the DF-5A. See U.S.-China Economic and Security
Review Commission, Hearing on Developments in China’s Cyber and Nuclear Capabilities, tes-
timony of Philip C. Saunders, March 26, 2012; Hans M. Kristensen and Robert S. Norris,
“Chinese nuclear forces, 2011,” Bulletin of the Atomic Scientists 67:6 (November/December
2011): 82-83.
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The Z-10 Attack Helicopter

In addition to fixed-wing military aircraft, China seeks to
increase its inventory of military-use helicopters. One effort, the
7-10, is reportedly outfitted with a 23-mm cannon mounted
under the nose and can carry antitank guided missiles, air-to-air
missiles, and unguided rockets.38 At an estimated 16 copies, the
7Z-10 program constitutes the PLA ground forces’ entire attack
helicopter inventory, according to the International Institute for
Strategic Studies.3? As with many other defense systems, China
has sought to obtain foreign technology to support the program.

One incident came to light in June 2012, when Pratt & Whit-
ney Canada (PWC), a subsidiary of United Technologies, pleaded
guilty to illegally exporting to China “U.S.-origin military soft-
ware” destined for the Z-10 program.4° The software constituted
a defense article requiring a U.S. export license, which PWC
never sought to obtain.#! In addition to violating the U.S. Arms
Export Control Act, the firm admitted to making false state-
ments and belated disclosures in connection with these activi-
ties.42 As part of a settlement agreement, United Technologies’s
subsidiaries agreed to pay $75 million to the U.S. Department of
Justice and the U.S. Department of State.#3 A Chinese Defense
Ministry spokesman denied the transfer, saying, “China’s attack
helicopters and their engines are all self-developed.” 44

2012 Defense Budget

China’s official 2012 defense budget, released on March 4, is
$106 billion.45 An 11.2 percent increase from last year, the budget
also marks the 21st consecutive year-on-year increase.*6 While the
official figure makes China the world’s second-largest defense
spender after the United States, the publicly disclosed budget does
not account for numerous areas like foreign procurement and nu-
clear forces modernization.47 State ownership of China’s defense in-
dustry complicates the task of precisely tabulating total military
spending.* The Stockholm International Peace Research Institute
estimates actual Chinese defense expenditures to be about 50 per-
cent greater than the official figure; the U.S. Department of De-
fense estimates Chinese military-related spending to be from $120
billion to $180 billion.T As in years past, Chinese officials explained
the growth in military spending by situating it relative to the coun-
try’s economic growth and gross domestic product.4® At a March 30
press conference, a People’s Republic of China (PRC) Ministry of
National Defense spokesman, Yang Yujun, also pointed out that
“the budgets for education, public health, and social security and

*For a detailed account of items included in China’s official defense budget figures, see Infor-
mation Office of the State Council, China’s National Defense in 2008 (Bejjing, China: January
2009), p. 66-7. The U.S. Department of Defense notes, “Estimating actual PLA military expendi-
tures is difficult because of poor accounting transparency and China’s still incomplete transition
from a command economy.” Office of the Secretary of Defense, Annual Report to Congress: Mili-
tary and Security Developments Involving the People’s Republic of China 2012 (Washington, DC:
Department of Defense, 2012), p. 6.

TThe institute writes that “estimates for Chinese military spending for recent years come to
a little over 1.5 times the official defence budget for most years.” SIPRILorg, “Sources and meth-
ods for SIPRI [Stockholm International Peace Research Institute] Military Expenditure Data.”
http://lwww.sipri.org/databases/milex/sources methods.
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employment were increased 17.5 percent, 15.4 percent and 16.1
percent respectively [in 2012].”4° China’s official public security
budget, which includes police, state security, armed militia, courts,
and jails, increased 11.5 percent this year to $111 billion.5° That
figure slightly eclipses China’s official defense budget, a develop-
ment that reportedly contributed to the idea among some Chinese
senior officials that the domestic security apparatus had accumu-
lated too much power and needed to be restricted.51

Security Developments

The East China Sea 2

In early September, the Japanese government announced its pur-
chase of three islands in a disputed archipelago in the East China
Sea for 2.05 billion yen ($26 million) from the Japanese family who
owned them. Tokyo, Beijing, and Taipei all claim the resource-rich
island group, called Senkaku in Japan, Diaoyu in China, and
Diaoyutai in Taiwan, in its entirety, although Japan has adminis-
tered the island group since the 1970s (see figure 2 for a map,
below).t

#Article 2 of China’s 1992 law “On the Territorial Sea and the Contiguous Zone” states, “The
land territory of the People’s Republic of China includes the mainland of the People’s Republic
of China and its offshore islands ... including the Diaoyu Islands.” National People’s Congress,
Law of the People’s Republic of China on the Territorial Sea and the Contiguous Zone (Beijing,
China: February 25, 1992). htip://www.fdi.gov.cn/pub/FDI _EN/Laws/GeneralLawsandRegulations
/BasicLaws/P020060620318668126917.pdf. China and Taiwan’s claims to the islands, deriving
from their common historical backgrounds and China’s claim over Taiwan, are nearly identical.
Seokwoo Lee, Territorial Disputes among Japan, China, and Taiwan Concerning the Senkaku
Islands (Durham, UK: Durham University International Boundaries Research Unit, 2002), p. 11.
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Figure 2: East China Sea Area Map
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Source: Mark E. Manyin, “Senkaku (Diaoyu/Diaoyutai) Islands Dispute: U.S. Treaty Obliga-
tions” (Washington, DC: Congressional Research Service, September 25, 2012). http://www.fas.
orgl/sgplcrs/row/R42761.pdf.

Top Chinese leaders condemned the action as “illegal and in-
valid.” 3 PRC Foreign Minister Yang Jiechi, in his 2012 address to
the United Nations (UN) General Assembly, insisted that Japan
“stop all activities that violate China’s territorial sovereignty” and
that the purchase of the islands “can in no way change the histor-
ical fact that Japan stole Diaoyu and its affiliated islands from
China and the fact that China has territorial sovereignty over
them.”54 At a meeting in Russia, Chinese Vice President Xi
Jinping called the move a “farce.”?> A spokesman at the Ministry
of Foreign Affairs in Beijing stated, “China’s will and determina-
tion to safeguard our sovereignty is unshakable.” 56

The purchase sparked widespread, sometimes violent, protests
and boycotts of Japanese goods in China. The Chinese government
allowed protests outside of the Japanese embassy in Beijing, and
throughout the country demonstrators “smashed” Japanese cars
and “ransacked” Japanese businesses, causing some to temporally
suspend operations on the mainland.5” A Japanese diplomat said
they “were the largest anti-Japanese demonstrations since 1972,
when the two countries restored diplomatic ties.” 58

Following the announcement of the purchase, six China Marine
Surveillance ships, tracked by the Japanese Coast Guard, entered
Japanese-controlled waters surrounding the islands.?® Upon being
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requested to exit Japanese waters, the Chinese ships responded by
demanding the Japanese Coast Guard ships withdraw.60 In re-
sponse, Japanese Prime Minister Yoshihiko Noda convened a meet-
ing at his crisis management center and recalled the Japanese am-
bassador to Beijing.61 The following week, a total of ten China Ma-
rine Surveillance ships also returned to patrol the area around the
Senkaku/Diaoyu Islands.?2 Chinese fisheries authorities also
pledged to provide safety to what Chinese media reported to be
close to 2,000 fishing boats headed toward the islands.63 At the end
of September, the official Chinese press reported multiple Chinese
ships continuing to maintain a presence around the islands, con-
ducting what the State Oceanic Administration termed a “rights
defense” patrol.64 Japan devoted about half of its coast guard cut-
ters to monitoring this flotilla.65

Taiwan also took steps to underscore its sovereignty over the is-
lands. In early September, Taiwan President Ma Ying-jeou outlined
his policy approach to the East China Sea in a visit to Taiwan-ad-
ministered Pengjia Islet, 61 km north of Taiwan, and 141 km west
of the contested island group.6¢ Later in the month, Taiwan dis-
patched coast guard vessels to escort several dozen fishing vessels
to the disputed waters in protest of the Japanese action.6”

The move to purchase the islands was, according to the Noda
government, a means to prevent the then Governor of Tokyo,
Shintaro Ishihara, from not only purchasing them but also devel-
oping them, a potentially even more incendiary action he began
pursuing in April.?8 The central government’s nationalization of
the islands was thus intended to preclude any development and
outwardly maintain the status quo. Many Chinese, however, did
not find such a rationale compelling. Hu Lingyuan, deputy director
of the Center for Japanese Studies at Fudan University in Shang-
hai, said, “Justifying the so-called nationalization as a means to
keep the Diaoyu Islands situation stable is self-deception. ... The
Chinese people won't fall for the Noda government’s lie.” 69

The islands’ status constitutes a particularly sensitive issue in
Sino-Japanese relations for historical and geopolitical reasons.
Many in China view Japan’s control of the archipelago as a rem-
nant of its imperial past. The United States has nevertheless been
explicit that, because the islands are Japanese administered, they
fall under the U.S.-Japan mutual security agreement. In 2010, Sec-
retary of State Hillary Clinton remarked that “the United States
has never taken a position on sovereignty, but we have made it
very clear that the islands are part of our mutual treaty obliga-
tions, and the obligation to defend Japan.” 70

Antipiracy Operations and Naval Diplomacy

Throughout 2012, China continued to deploy the PLA Navy to
contribute to the international antipiracy mission in the Gulf of
Aden and to strengthen military diplomacy efforts worldwide.
China continued assisting with UN antipiracy operations, which
the PLA Navy has participated in since 2009. The PLA Navy dis-
patched its 12th rotation of naval escorts to the Gulf of Aden this
year and began to directly coordinate its activities with its Japa-
nese and Indian counterparts.’! Following its 11th escort taskforce,
the PLA Navy sent ships into the Black Sea for the first time, via
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the Suez, Dardanelles, and Bosporus straits.”2 The guided missile
destroyer Qingdao and the frigate Yantai, both part of the 11th es-
cort taskforce, entered the Black Sea on July 31 and made port
calls in Bulgaria, Romania, and Ukraine.”? On August 13, along
with the supply ship Weishan Hu, the vessels visited Israel—also
a first for the PLA Navy—where they spent four days in the port
city of Haifa.”¢ Finally, the Zheng He naval training vessel em-
barked on a round-the-world training cruise in April. China’s first
such voyage was undertaken by a guided missile destroyer and a
supply ship in 2002, making the Zheng He’s cruise this year the
PLA Navy’s first single-ship global circumnavigation.’> During the
five-month cruise, the vessel made official visits to 11 countries and
an additional three logistics port calls. It also transited the Suez
and Panama canals.76

China-India Military Developments

In 2012, China and India agreed to establish a defense hotline
and resume joint military exercises, which the countries had not
held for two years.*77 The agreement took place during Chinese
Defense Minister General Liang Guanglie’s September 2012 visit
with Indian Prime Minister Manmohan Singh and Defense Min-
ister A.K. Antony. The visit, the first official trip to India by a Chi-
nese defense minister since 2004, also yielded plans for future
high-level official exchanges, joint maritime search-and-rescue ex-
ercises, and more robust Gulf of Aden antipiracy operations.?8
Amidst long-standing tensions over land borders between the two
countries, some Indian commentators viewed General Liang’s offi-
cial visit warily, concerned that military motivations may be the
principal driver behind China’s increasing cooperative efforts with
India’s neighbors, such as Sri Lanka and Pakistan.¥

Military Exercises

First China-Russia Joint Naval Exercise

The PLA Navy and the Russian Federation Navy held “Maritime
Collaboration 2012” in the Yellow Sea from April 22 to April 27.
Though China and Russia have conducted military drills bilaterally
or under the auspices of the Shanghai Cooperation Organization
(SCO) since 2005, Maritime Collaboration 2012 was the first naval
exercise between the two nations. Chinese participation included a
total of 16 surface vessels from the PLA Navy’s North Sea Fleet.?®
With five missile destroyers, five missile frigates, and four missile
patrol craft participating, the exercise employed roughly a third of

*The United States and China established a bilateral defense hotline in early 2008. However,
according to Christopher K. Johnson, Freeman Chair in China Studies at the Center for Stra-
tegic and International Studies, it has only been utilized a “handful of times and never to test
procedures in a simulated crisis.” Christopher K. Johnson, “Time to Fix U.S. Military Ties with
China” (Washington, DC: Center for Strategic and International Studies Commentary, Septem-
ber 20, 2012). http://csis.org/publication/time-fix-us-military-ties-china. Also see Euan Graham,
“Maritime ‘Hotlines’ No Panacea for Crisis Management” (Singapore: S. Rajaratnam School
of International Studies Commentary, September 12, 2012). hitp://lwww.rsis.edu.sg/publications/
Perspective/RSIS1702012.pdf.

T China’s purchase of a port in Pakistan and planned development for a space port and sat-
ellite monitoring base in Sri Lanka are examples of such efforts. See Minnie Chan, “India still
wary of military ties with China ahead of joint drills,” South China Morning Post (Hong Kong),
Sepember 9, 2012, hitp://www.scmp.com/news/chinalarticle/1032524/india-still-wary-military-ties-
china-ahead-joint-drills.
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the North Sea Fleet’s inventory of those vessel types, based on U.S.
Department of Defense order of battle estimates.80 The other two
surface vessels were a replenishment vessel and a hospital ship.
Two submarines, 13 aircraft, and five shipboard helicopters also
participated. Russian naval contributions from its Pacific Fleet in-
cluded four surface vessels, three of which were missile capable,
and three supply vessels.81

The drill, based out of Qingdao, included elements of force-on-
force training and exercised antisubmarine warfare, air defense,
search and rescue, and a simulated maritime hijacking.82 Vice Ad-
miral Ding Yiping, deputy commander of the PLA Navy, gave a
speech prior to the commencement of the exercise underscoring
that the exercise was not aimed at a third party and was intended
to build stronger navy-to-navy relations and regional maritime se-
curity.83 Indeed, some analysts have suggested that because the
interoperability of the two navies is somewhat limited, the exercise
probably had greater political significance than operational value
and intended to strengthen Sino-Russian strategic trust.84

Joint Training

In pursuit of a more integrated force among its military branches
and arms, the PLA continues to incorporate joint training in its ex-
ercise schedule. This year, China held a theater-level exercise
named “Joint 2012” from June 29 to July 3, drawing elements from
PLA command and staff units under the Jinan Military Region, the
PLA Navy’s North Sea Fleet, the PLA Air Force’s Jinan component,
an unspecified Second Artillery unit, and the People’s Armed Po-
lice. The exercise emphasized joint training and command among
a variety of units and systems and introduced U.S. military-related
case studies (e.g., military operations in Iraq) and concepts (e.g.,
“air-sea battle warfare”).85 The Jinan Military Region is one of a
few military regions since 2009 to host a training pilot project cre-
ating a theater-level leadership for joint operations.*86 According
to the official Chinese press, Joint 2012 is “the first large-scale
training activity organized by the Jinan Military Region for a new
cycle of theater joint training.” 87

Shanghai Cooperation Organization Activities

The SCO f—composed of China, Kazakhstan, Kyrgyzstan, Rus-
sia, Tajikistan, and Uzbekistan as member states—began its 11th

*In a related training development, the PLA also held its first joint education exercise in
Jinan Military Region called “Joint Education-2012 Queshan.” The exercise, which took place
from June 5 to June 12, involved all four PLA branches, all four headquarters elements (combat
operations, political work, logistics, and armaments), and 19 academies and schools, for an ap-
proximate total of 3,000 participating personnel. Yang Lei and Liu Feng’an, “Forces Partici-
pating in ‘Joint Education—2012 Queshan’ Arrive at Queshan,” Xinhua, June 6, 2012. OSC ID:
CPP20120606680003. hitp.//www.opensource.gov; Yang Lei and Yang Xinxin, “Six Major Innova-
tions to be Achieved in ‘Joint Education 2012—Queshan’ Joint Exercises,” Xinhua, June 6, 2012.
OSC ID: CPP 20120606680001. Attp.//[www.opensource.gov.

TFor additional information on the Shanghai Cooperation Organization, see pp. 220-221 of
the Commission’s 2009 Annual Report to Congress, in U.S.-China Economic and Security Review
Commission, 2009 Annual Report to Congress (Washington, DC: U.S. Government Printing
Office, 2009). U.S.-China Economic and Security Review Commission, 2011 Annual Report to
Congress (Washington, DC: U.S. Government Printing Office, 2011). h¢tp://lwww.uscc.gov/annual
report/2011/Chapter2.3.pdf.



138

year in 2012.* In June, China hosted the organization’s annual
summit for the third time. At the Beijing meeting, the organization
accepted Turkey as a “Dialogue Partner” and provided Afghanistan
“observer” status.88 PRC President Hu Jintao announced that
China “will offer a loan of $10 billion to support economic coopera-
tion within the bloc” and separately promlsed a $150 million grant
to Afghanistan.8® Iran, an SCO “observer” state, was represented
at the summit by President Mahmoud Ahmadinejad.g0

Following the summit, China joined the other members of the
SCO, with the exception of Uzbekistan, in conducting “Peace Mis-
sion 2012,” a joint exercise sponsored by the SCO and hosted at a
training range near Khujand, Tajikistan. The stated aim of the ex-
ercise was the “preparation and implementation of joint anti-terror
operations under mountainous terrain conditions.” 21 The drills had
a heavy ground force emphasis, drawing from army aviation,
armor, and artillery units of SCO member militaries.®2 Personnel
contributions from the PLA totaled approximately 350 and included
one motorized infantry company, an artillery squad, and unspec-
ified army aviation units.93 This year’s exercise was the fifth
iteration—and, with approximately 2,000 troops participating, the
smallest in terms of personnel—smce the Peace Mission exercises
began in 2005.94¢ Peace Mission 2012 differed from previous years
in its approach to joint multilateral command; as host of the exer-
cise, Tajikistan held the role of general director of the exercise,
while the other four participating militaries held deputy director
roles. The official Chinese press reported that Peace Mission 2012
marked “the first time participating personnel and equipment from
the Chinese Army made a long-distance motorized march to an ex-
ercise region,” although PLA elements also arrived in Tajikistan by
way of civil and army aviation.?> This suggests that Peace Mission
2012 offered useful experience for the PLA’s ability to mobilize
troops for long-distance deployments.9¢

Other Notable Exercise and Training Emphases

China’s other major exercise and training evolutions in 2012 re-
vealed two important trends. First, China held several exercise and
training interactions with its Southeast Asian neighbors. Most no-
table among these were “Knife Sharp 2012,” a two-week anti-
terrorism exercise with Indonesia held in July, and “Blue Strike
2012,” a two-week marine corps exercise with Thailand held in
May.?7 Furthermore, as the PLA Navy’s Zheng He training vessel
embarked on its round-the-world cruise, its schedule of port calls
saw an emphasis on Southeast Asia, to include Vietnam, Malaysia,
Indonesia, and Brunei.?® Second, limited press reports on a variety
of other exercises suggest that the PLA is continuing to strengthen
its skill set for contingencies on China’s periphery. The Indian

*Formed originally “as a confidence-building mechanism to resolve border disputes,” SCO and
its activities have “expanded to include increased military cooperation, intelligence sharing, and
counterterrorism drills.” The United States applied for “observer” status in 2005 and was re-
jected. Andrew Scheineson, The Shanghai Cooperation Organization (New York, NY: Council
on Foreign Relations, March 2009). http://www.cfr.org/international-peace-and-security/shanghai-
cooperation- orgamzatwn/p] 0883#p6.

T Uzbekistan’s nonparticipation hinted at a divided approach to antiterrorism cooperation
within the organization. Roger McDermott, “China Leads SCO Peace Mission 2012 in Central
Asia,” Eurasia Daily Monitor 9:121 (June 26 2012). http:/lwww.jamestown.org/single/?no_cache=
1&txittnews%5Btt7news%5D=39538.
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press and the Institute for Defence Studies and Analysis, a New
Delhi-based think tank,?? for example, expressed concern that this
year’s PLA Air Force fighter ground attack training and surface-to-
air missile testing in the Tibetan plateau was directed against
India.190 PLA Navy training in the East and South China seas
raised similar concern from regional media and governments amid
contention over sovereignty in those regions, though the Chinese
press reported such activities as “routine” and “planned long in ad-
vance.” 101

U.S.-China Military-to-Military Relations

U.S.-China Defense Consultative Talks

In December 2011, U.S. and Chinese military leaders resumed
the bilateral Defense Consultative Talks in Beijing, despite the
U.S’s announcement of an arms package for Taiwan just three
months prior.192 The talks are a significant, high-level, military-to-
military dialogue between the countries and, according to a Pen-
tagon spokesperson, aim to “expand areas where we can cooperate
and discuss mutual expectations.” 193 Michele Flournoy, then under
secretary of Defense for Policy, led the U.S. side to the 12th round
of Defense Consultative Talks, and the then Deputy Chief of the
General Staff General Ma Xiaotian, the Chinese side.194 The Chi-
nese side requested an explanation for Washington’s November
2011 agreement with Canberra to begin rotational deployments of
up to 2,500 American marines through the northern Australian city
of Darwin.* “We assured General Ma and his delegation,” said
Under Secretary Flournoy, “that the U.S. does not seek to contain
China: We do not view China as an adversary. These posture
changes were first and foremost about strengthening our alliance
with Australia.” 195 Under Secretary Flournoy reported no progress
on what she referred to as the “critical issue” of the South China
Sea or on repeated requests for China to increase military trans-
parency. Nonetheless, according to the state-run Xinhua news serv-
ice, “The fact that the consultations took place as scheduled shows
that both countries are sincere about maintaining military ex-
changes.” 106

*Referring to the agreement around the time of its announcement, Major General Luo Yuan
of the PLA’s Academy of Military Sciences remarked, “[TThe U.S. has always asked China to
be transparent about its strategy. It is the U.S. who should make its intentions clear.” Li
Xiaokun and Qin Zhongwei, “China Wants US to Explain Military Plans in Australia,” China
Daily (Beijing), December 7, 2011. http://www.chinadaily.com.cn/cndy/2011-12/07/content_ 14223
660.htm.



140

U.S. Rebalance to Asia

In November 2011, the United States announced a policy of re-
balancing toward Asia, ahead of President Barack Obama’s and
Secretary of State Hillary Clinton’s trips to the region. After a
decade of foreign policy focus in Iraq and Afghanistan, the
United States sought “the implementation of a substantial and
important reorientation in American global strategy” toward the
Asia Pacific, according to National Security Advisor Tom
Donilon.107 The policy shift, known initially as the Asia “pivot”
but now generally described as “rebalancing,” * is intended to be
a multifaceted, coordinated effort across the whole of U.S. gov-
ernment, focusing on several key aspects: security alliances, rela-
tionships with emerging powers, engagement with multilateral
institutions, trade and investment, military presence, and de-
mocracy and human rights.108

With a few exceptions (see “Implications for the United States”
subsection, below), statements from Ministry of National Defense
and Ministry of Foreign Affairs officials regarding the policy
shift have been generally muted.199 For example, at a regularly
scheduled Foreign Ministry press conference, spokesperson Liu
Weimin stated in response to a question about the rebalance,
“we welcome the constructive role played by the U.S. in the Asia-
Pacific and ... hope the U.S. side can work with China and other
Asia-Pacific countries to build a more stable and prosperous
Asia-Pacific.” 110 Other Chinese perspectives, particularly media
outlets, have taken a more critical stance, as in one editorial in
People’s Daily that describes the U.S. strategy as “stirring up
tensions and conflict among Asian countries.” 111

PRC Minister of Defense Liang Guanglie’s Visit to the United
States

In May 2012, China’s defense minister, General Liang Guanglie,
toured the United States for six days, the first visit by a PRC min-
ister of defense in nine years.{ 112 Originally scheduled for 2011,
Beijing postponed the tour following the U.S.’s announcement of a
Taiwan arms package.ll3 General Liang’s destinations included
U.S. Southern Command, Florida; Fort Benning, Georgia; Camp
Lejeune, North Carolina; and the U.S. Military Academy at West
Point. Secretary of Defense Leon Panetta characterized his meeting
with General Liang as “very productive,” remarking that “our mili-
tary-to-military dialogue is critical to ensuring that we avoid dan-

*The policy was initially presented as a “pivot,” though policymakers also described it as a
“rebalancing to Asia.” However, some felt that the term “pivot” implied impermanence, as if the
United States could pivot away just as it pivoted toward Asia. Another criticism of the term
“pivot” was that it “suggests that we left Asia and have returned to Asia,” in the words of Ken-
neth Lieberthal, director of The Brookings Institution’s John L. Thornton China Center. By mid-
2012, rebalancmg became the preferred term used more frequently in official statements. The
Brooklngs Institution, panelist comments of Kenneth Lieberthal, Panel on Understanding the
U.S. Pivot to Asia (Washlngton DC: January 31, 2012); Richard Weitz, “Pivot Out, Rebalance
In,” Diplomat (Tokyo), May 3, 2012. http://thediplomat.com/2012/05/03/piuot-out-rebalance-in/.

TWhile it had been nine years since a Chinese defense minister visited the United States,
some of the PLA’s other top leadership have more recently visited. In 2011, for example, PLA
Chief of Staff and Central Military Commission member Chen Bingde led a delegation to the
United States. U.S.-China Economic and Security Review Commission, 2011 Annual Report to
Congress (Washington, DC: U.S. Government Printing Office, November 2011), pp. 164-5.
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gerous misunderstandings and misperceptions that could lead to [a]
crisis.” 114 General Liang’s delegation included a number of senior
military officers, among them General Zhang Youxia, Commander
of the Shenyang Military Region; Vice Admiral Su Shiliang, deputy
commander of the PLA Navy; Lieutenant General Yang Guohai,
chief of staff of the PLA Air Force; and Major General Gao Jin,
chief of staff of the Second Artillery Corps.115

For his part, General Liang remarked, the “China-U.S. bilateral
relationship is on a new starting line in history” and that there had
been a “kind of turnover” in military ties.116 He proposed building
“a new type of China-U.S. military relationship based on equality,
cooperation and mutual benefit,” as well as a “state-to-state rela-
tionship ... not in the stereotype that the two major powers are
predestined to engage into confrontation or conflict.” 117 The two
discussed a range of challenges, including “maritime areas, cyber-
space, nuclear proliferation and missile-defense.” 118 General Liang
reciprocated the invitation, resulting in Secretary Panetta’s visit to
China in mid-September.” 119

Commander, U.S. Pacific Command, Admiral Samuel .J.
Locklear’s Visit to China

Admiral Samuel J. Locklear III visited China in June for four
days, making stops in Beijing, Guangzhou, and Guilin.12° His visit
was the first in four years by the commander of the U.S. Pacific
Command, as the United States and China sought to normalize
their military relationship.12! Admiral Locklear acknowledged that
U.S.-China military links have been “on-again, off-again” but main-
tained that “both nations realize that it’s not in the best interests
of anyone in the world for the U.S. and China not to have a favor-
able relationship with each other, and that good military-to-mili-
tary relations [are] critical to that.” 122 Reiterating the U.S. posi-
tion on conflicting claims in the South China Sea, Admiral Locklear
remarked that “whatever happens in that part of the world has to
be resolved peacefully and without coercion.” 123 He also expressed
concern over Beijing’s military buildup, the motivation for it, and
the lack of transparency surrounding it.124

In addition to meeting with Defense Minister Liang Guanglie
and General Ma Xiaotian, Admiral Locklear addressed the PLA’s
Academy of Military Sciences.125 Although no reporters were per-
mitted to attend the event, Admiral Locklear stated, “I outlined
the Asia-Pacific rebalance so they could understand what we are
doing and why we are doing it.”126 He further emphasized that
the United States does not intend to “contain China” and that
enhanced ties with Pacific allies are “not something China
should fear.” 127 Following his trip, Admiral Locklear expressed re-
nﬁwed confidence in building a stable, U.S.-China military relation-
ship.128

International Institute for Strategic Studies’ 2012 Shangri-
La Dialogue

China appeared to deemphasize a prominent regional security
dialogue in 2012. Sponsored by the United Kingdom-based Inter-
national Institute for Strategic Studies, the Shangri-La Dialogue is
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an annual “forum where the Asia-Pacific’s defence ministers ... en-
gage in dialogue aimed at building confidence and fostering prac-
tical security cooperation.”129 China’s minister of Defense and
other high-ranking officials did not attend the event in 2012 as
they have in years past. This year’s Chinese delegation, led by
Lieutenant General Ren Haiquan, vice president of the Academy of
Military Science, was the first since 2007 that did not include a
PLA deputy chief of staff.130 John Chipman, the director general
and chief executive of the International Institute for Security Stud-
ies, was told “that travel schedules and domestic priorities might
make minister level attendance this year difficult.” 131 Analysts
noted, however, that during the prior week, China’s defense min-
ister had attended an ASEAN (Association of Southeast Asian Na-
tions) conference in Cambodia.132

Speculation varied over China’s rationale for downgrading the
delegation. According to Bonnie Glaser, senior fellow at the Center
for Strategic and International Studies, with high-ranking officials,
“the Chinese believe ... that China becomes a target of concern and
there would be many questions and criticisms that [they] would
have to face.” 133 Additionally, “because of the domestic situation in
China, they would feel compelled to forcefully defend China’s posi-
tion.” 134 Others speculated that, anticipating a focus on the South
China Sea, Beijing wanted to avoid engaging in a multiparty dis-
cussion of the issues, particularly given a U.S. presence at the
forum.135 Beijing’s long-standing policy is to deal with competing
territorial claims only with rival claimants on a bilateral basis.136

PLA Deputy Chief of General Staff Lieutenant General Cai
Yingting’s Visit to the United States

In late August 2012, Lieutenant General Cai Yingting, a deputy
chief of the PLA’s general staff, visited the United States, with an
agenda that included meetings at the Pentagon in Washington, DC,
and at Pacific Command in Hawaii. During the visit, General Cai
expressed “the importance of developing a new type of military-to-
military relationship,” though in meetings he reportedly made clear
his objections to the expansion of the American military presence
in Asia and his view that it was intended to contain China.137 That
General Cai, the least senior of the six deputy chiefs of general
staff, led a senior delegation to the United States is suggestive of
his status as a rising star in the next generation of PLA leaders.138

U.S. Secretary of Defense Leon Panetta’s Visit to China

On September 17, 2012, Secretary of Defense Leon Panetta ar-
rived in Beijing for his first trip to China since assuming his post.
His three-day visit took place against a backdrop of escalating ten-
sions between China and Japan over the Senkaku/Diaoyu Islands
as well as the announcement of a U.S.-Japan agreement to deploy
an advanced missile-defense radar in Japan.139 Secretary Panetta
sought to reassure Chinese leaders during this trip, stating that
the U.S. rebalance was “not an attempt to contain China” but
rather “an attempt to engage China and expand its role in the
Pacific.” 140



143

The trip itinerary included meetings with Defense Minister Gen-
eral Liang Guanglie, State Councilor Dai Bingguo, Vice Chairman
of the Central Military Commission Xu Caihou, and Vice President
Xi Jinping to discuss key regional security issues including the
East China Sea dispute, U.S. arms sales to Taiwan, territorial dis-
putes in the South and East China seas, cyber security, and outer
space. The secretary also made stops at the PLA Engineering Acad-
emy of Armored Forces in Beijing and the PLA Navy’s North Sea
Fleet headquarters in Qingdao, the latter of which included a visit
to a SONG-class conventionally powered submarine.* 141 General
Liang stated his intention to “promote a new type of military rela-
tions featuring equality, reciprocity, and win-win cooperation.” 142
To this same end, Secretary Panetta pledged to prioritize defense
exchanges with China, beginning with his invitation to his Chinese
counterpart to join the United States in its 2014 Rim of the Pacific
Exercise, the world’s largest international naval exercise hosted by
the U.S. Pacific Command.143

Naval and Maritime Relationship

In early September 2012, a Chinese Maritime Safety Administra-
tion vessel, the Haixun 31, visited Hawaii for five days and worked
with the U.S. Coast Guard on a series of maritime cooperation ex-
ercises.14¢ It was the Maritime Safety Administration’s first ship
visit to the United States and the first time a Maritime Safety Ad-
ministration ship had made a foreign visit with a helicopter
aboard. This helicopter took part in the highlight of the visit, a full-
scale search-and-rescue exercise involving both American and Chi-
nese ships and helicopters.145 Additionally, the first bilateral
counterpiracy exercise between the PLA Navy and the U.S. Navy
took place in the Gulf of Aden this September. Personnel from the
U.S. guided missile destroyer USS Winston S. Churchill and the
Chinese frigate Yi Yang participated in this exercise, which allowed
the two navies to conduct a joint visit, board, search, and seizure
scenario.146

Civil-Military-Security Relations

As the PLA prepared to transition its top-level leadership during
the 18th Party Congress,'47 a few hints of civil-military discord
emerged in the press. The Bo Xilai scandal in particular sparked
media speculation of tensions among elements of the PLA and the
Chinese Communist Party (CCP), due to Mr. Bo’s particularly close
military ties.148 James Mulvenon, director of the Defense Group
Inc.’s Center for Intelligence Research and Analysis, projected over-
all limited effects on civil-military relations from the Bo affair, de-
spite potential damage to the career prospects of PLA officers close
to Mr. Bo.149 One notable example of these officers was General
Liu Yuan, political commissar of the General Logistics Department,

*In April 2009, then Chief of Naval Operations Admiral Gary Roughead also visited a SONG-
class submarine at Qingdao during China’s International Fleet Review commemorating the PLA
Navy’s 60th anniversary of its founding. Li Dong, “Wo Haijun Zhuli Jian Qi Ju Qingdao 115
he 526 hao Xishu Liangxiang” (Main Force Naval Ships Gather in Qingdao, Numbers 115 and
526 Fully Displayed) China.com.cn, April 21, 2009, http://www.china.com.cn/news/txt/2009-4/21/
content_17643007.htm#; Xinhua, “China invites foreign delegates to navy ships to boost military
openness, cooperation,” April 22, 2009. hitp://news.xinhuanet.com/english/2009-04/22/content
11238271.htm.
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who initiated an anticorruption effort within the PLA that report-
edly resulted in the sacking of the General Logistics Department’s
deputy director, General Gu Junshan. This personnel action was
reportedly executed only after President Hu Jintao’s direct appeal
to the CCP’s civilian discipline inspection commission, as opposed
to utilizing the military disciplinary system to address the issue.150
Such an unusual measure at the central leadership level implies
systemic challenges to the PLA disciplinary system’s ability to ad-
dress corruption within its own ranks.

Some media outlets have suggested that General Liu’s efforts are
part of a trend of an increasingly outspoken PLA eager to assert
its role in Chinese politics and point to the party’s effort to pub-
licize and strengthen its control over the military in a variety of of-
ficial and unofficial media outlets following the Bo affair.151 Nota-
bly, General Liu and General Zhang Haiyang, Second Artillery Po-
litical Commissar, the two officers most closely linked to Mr. Bo,
were passed over for promotion when China announced changes to
the composition of the Central Military Commission in October.152
China’s armed forces general promotions this year, where two of
six officers promoted to full general were the People’s Armed Police
commanding officer and political commissar, also suggested a pos-
sible effort to ensure loyalty over the organization in charge of
maintaining domestic security.!53 Some analyses suggest that the
CCP may be poised to assert greater control over a police appa-
ratus that some leaders reportedly perceive as too powerful; 154 oth-
ers posit that China’s continued emphasis on social stability will
result in a renewed focus on building a more professional domestic
security force.155 Given these developments, it remains unclear as
to how CCP and Central Military Commission chairman heir ap-
parent Xi Jinping, who has known connections to the PLA includ-
ing General Liu, will manage civil-military-security relations in
China after the leadership transition.156

Implications for the United States

China’s military modernization, particularly its aircraft carrier,
fighter aircraft, space, and ballistic missile programs, is strength-
ening China’s ability to execute its “Area Control Strategy,” de-
scribed in the Commission’s 2011 Annual Report to Congress.157
Training developments also indicate that the PLA is improving its
ability to operate jointly, at greater distances, and in a widening
spectrum of environments. In particular, the development of the
PLA’s aircraft carrier will, once deployed, allow extended air cover
for Chinese naval operations increasingly further from Chinese
shores. This improving ability to execute its Area Control Strategy
could impede the U.S. military’s ability to operate freely.

An increasingly modern PLA has allowed China to be more as-
sertive, particularly in pursuit of its territorial claims in the East
and South China seas. China’s development and fielding of next-
generation fighter aircraft and other advanced weapons and plat-
forms will continue to shift the balance of military power in the
Taiwan Strait and vis-a-vis Japan and others in the region. Other
developments include improvements in the PLA’s nuclear-capable
ballistic missile programs. As a result, U.S. allies and others in the
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rﬁgion are looking to the United States for heightened engagement
there.

U.S. announcements about the need to rebalance toward the
Asia-Pacific region have drawn occasional criticism from China. For
example, China’s Ministry of Defense and Ministry of Foreign Af-
fairs, respectively, censured the U.S. Navy’s plan to “reposture its
forces from today’s roughly 50/50 percent split between the Pacific
and the Atlantic to about a 60/40 split”158 as “not conducive to
security and mutual trust” and “inappropriate.” 159 Chinese com-
mentators have also expressed concern that U.S. plans to deploy up
to a full-strength Marine Air Ground Task Force rotation to Dar-
win, Australia, are China focused.160 However, as General James
Cartwright, U.S. Marine Corps (retired), former vice chairman of
the Joint Chiefs of Staff and current senior fellow at the Center
for Strategic and International Studies, noted to the Commission,
Darwin’s far southern location imposes limits on its operational
utility.161

The United States, as part of the rebalancing policy toward Asia,
has taken a calibrated approach—strong enough to reassure allies
and partners of the U.S’s enduring presence in the region but
nuanced enough to balance regional priorities, including the U.S.’s
relationship with China. The United States must continue to
prioritize military exercises, cooperation, and diplomacy in the re-

ion.

As the PLA becomes increasingly capable, questions remain
about whether China is in a fundamentally defensive security pos-
ture, as it claims, or is strengthening the PLA’s capabilities in
order to become more assertive regionally and, ultimately, around
the world. The answer to those questions will shape the U.S.’s fu-
ture defense challenges and requirements.

Conclusions

e China continues to modernize its military, developing platforms
to strengthen its power projection capability in the region. Devel-
opments in China’s aircraft carrier, advanced fighter aircraft,
space, and missile programs signal the potential for the PLA to
threaten U.S. forces operating in the western Pacific.

e China’s defense budget continues its trend of annual increases,
making China the world’s second-largest defense spender after
the United States. As in past years, actual defense expenditures
are greater than the announced sums, given the omission of key
items such as foreign procurement.

e Over the past year, China’s military and maritime enforcement
agencies have demonstrated a greater presence in the East
China Sea and South China Sea. This increased level of activity
has inflamed regional tensions.

e The PLA’s training and military diplomatic activities, increas-
ingly taking place farther afield with a growing diversity of part-
ners, indicate a widening in its range of missions and skill sets.

e Notwithstanding several disruptions in late 2011 and early 2012,
significant U.S.-China military engagements took place this year,
suggesting the potential for greater institutionalization of mili-
tary-to-military ties.
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e Civil-military relations saw challenges this year in China as cor-
ruption within the PLA surfaced in the press, suggesting some
uncertainties in relations between the PLA and the CCP. China
also appears to be consolidating party control over the organiza-
tions charged with maintaining domestic security and stability.



SECTION 2: CHINA’S CYBER ACTIVITIES

Introduction

China’s cyber capabilities provide Beijing with an increasingly
potent tool to achieve national objectives. In a strategic framework
that leans heavily on cyber espionage, a diverse set of Chinese
hackers use pilfered information to advance political, economic, and
security objectives. China’s pursuit of intellectual property and
trade secrets means that much of this espionage targets private en-
terprises. The U.S. defense industrial base and a range of govern-
ment and military targets also face repeated exploitation attempts
by Chinese hackers, as do international organizations and non-
governmental groups. China’s persistence, combined with notable
advancements in exploitation activities over the past year, poses
growing challenges to information systems and their users. Chinese
penetrations of defense systems threaten the U.S. military’s readi-
ness and ability to operate.

This section, which draws from a public hearing the Commission
held in March on China’s cyber activities, surveys notable develop-
ments throughout 2012. It discusses China’s cyber strategy and
Beijing’s overall posture in the cyber domain. It addresses recent
exploitation of government, military, economic, and nongovern-
mental targets. The section then identifies emerging threats from
Chinese cyber activities, based primarily on evidence that surfaced
over the past year. Finally, it addresses the international situation
in which these activities occur, raises key implications for the
United States, and offers some conclusions and recommendations.

China’s Cyber Strategy

China takes a multipronged approach to the cyber domain. Nu-
merous stakeholders influence cyber-related activities and prior-
ities and a broad, national-level enterprise of government and mili-
tary actors, supplemented by civilian groups, implements the re-
sultant policies. (See the textbox, below, for a guide to China’s key
actors in cyber exploitation and attack.) In many areas, such as
China’s civilian cybersecurity apparatus, the specific institutions
and their responsibilities are fragmented and opaque.1%2 No single,
publicly available document articulates a full strategy. However, in
China’s numerous plans for national development, the theme of
leveraging cyberspace and related technologies appears commonly.
Recent Five-Year Plans; the National Medium- to Long-Term Plan
for the Develompent of Science and Technology (2006—2020); and
various other documents, such as China’s 2010 Internet white
paper,163 demonstrate some of Beijing’s funding priorities and pol-
icy preferences. China also uses long-standing funding vehicles,
such as the 863 program (which supports applied research into,

(147)



148

and acquisition of, dual-use technologies) and the 973 program
(which seeks to support basic research), to develop talent and in-
crease capabilities in numerous high-technology areas, including
those related to cyberspace.164 Cyber espionage activities designed
to steal intellectual property, trade secrets, and other business in-
formation, aim to fill needs in numerous segments of the economy
in order to assist in national development.165

China’s People’s Liberation Army (PLA) and other security insti-
tutions play a central role in implementing Chinese policy in cyber-
space. This includes traditional military functions. In this context,
fighting and winning “local wars under conditions of informatiza-
tion,” a decade-old concept that acknowledges the centrality of in-
formation in modern combat, serves as the guiding concept.166 (As
China’s most recent defense white paper explains, the PLA now “fo-
cuses informationization on raising its fighting capabilities based
on information systems.”)* Subsequent refinements, such as the
2004 explication by Chinese President Hu Jintao of the PLA’s “New
Historic Missions,” have instructed the PLA to view information
technology (IT) and the Internet as not only a means to economic
development that the PLA must secure but also as an avenue to
attain military advantage.167

Based on available open sources, PLA doctrine on cyber issues is
improving rapidly in sophistication, and implementation is under-
way. General Chinese military strategy texts such as the Science
of Military Strategy and the Science of Campaigns lack specificity
on cyber operations but do identify information warfare as key to
defeating a stronger adversary.f 168 More directed guidance comes
in the form of specialized writings of PLA strategists on “Inte-
grated Network Klectronic Warfare” and “Information Confronta-
tion Theory.” Such writings stress the need for a holistic approach
to information warfare, including use of tactics such as jamming
and interference, and in battlegrounds that range from space to
public opinion.169 The use of space and electronic warfare in par-
ticular comport well with China’s overall “counterintervention” (or
what western analysts call antiaccess/areadenial) approach to war-
fare, which seeks to keep potential adversaries far from Chinese
coasts. This imperative itself drives PLA cyber activities in peace-
time. According to materials submitted to the Senate Armed Serv-
ices Committee by Samuel J. Locklear III, commander of U.S. Pa-
cific Command, China’s military is:

building capability to target U.S. military space-based as-
sets and computer networks using network and electronic
warfare. The development of these wartime capabilities ...
[motivates] China’s efforts at peacetime penetration of U.S.

*The same document offers the following assessment: “Significant progress has been made in
building information systems for reconnaissance and intelligence, command and control, and
battlefield environment awareness. Information systems have been widely applied in logistics
and equipment support. A preliminary level has been achieved in interoperability among com-
mand and control systems, combat forces, and support systems, making order transmission, in-
telligence distribution, command and guidance more efficient and rapid.” Information Office of
the State Council, China’s National Defense in 2010 (Beijing, China: March 2011).

TThe PLA defines “virtual battle space” as “the space created by technology, computers and
the ‘web’ (Internet) that is subject to human control and reflects human will.” Its components
are cyberspace, information space, and digital space. Dai Qingmin, “Lun Wangdian Yiti Zhan”
(On Integrating Network Warfare and Electronic Warfare), Zhongguo Junshi Kexue (China Mili-
tary Science), February 1, 2002, pp. 112-117.
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government and industry computer systems. The theft of
U.S. information and intellectual property is attractive as
a low-cost research and development tool for China’s de-
fense industry, and provides insight into potential U.S.
vulnerabilities. 170

Part of the dilemma for the PLA is to develop cyber warfare and
cyber defense doctrine appropriate for the PLA’s level of mod-
ernization while at the same time taking advantage of the Chinese
armed forces’ strengths in electronic warfare, electronic information
gathering, precision attack, and massed firepower.17”! The PLA
does not have a deep reservoir of personnel able to manage sophis-
ticated information systems. Chinese military leaders, however,
recognize this weakness and intend to develop a pool of soldiers
who can conduct or plan joint military operations, manage informa-
tion systems and cyber technology, and use or maintain advanced
weapon systems.172 The PLA’s goal is to achieve this expanded pool
of personnel by 2020. Also, the PLA builds into its exercises situa-
tions involving the use of cyber attacks and trains its personnel to
defend against cyber attacks.173

Who Carries Out Chinese Cyber Exploitation and
Attack? 174
Military Groups

A variety of Chinese military entities, including elements of
the PLA headquarters organization and likely each of the PLA
branches, operate in cyberspace. Key entities include:

e 2PLA—The Second Department of the PLA General
Staff Department (2PLA) is responsible for military in-
telligence. It may use cyber operations as part of its col-
lection activities.

e 3PLA—The Third Department of the PLA General Staff
Department (3PLA) is responsible for the collection of
signals intelligence. This includes computer network ex-
ploitation, reportedly drawing upon Technical Recon-
naissance Bureaus geographically distributed across the
country. It may also lead the PLA’s computer network
defense efforts.

e 4PLA—The Fourth Department of the PLA General
Staff Department (4PLA) engages in electronic warfare.
In addition, it appears to be responsible for computer
network attack.

e PLA services—The PLA Navy and PLA Air Force, like
3PLA, operate Technical Reconnaissance Bureaus that
may engage in computer network operations. The Sec-
ond Artillery Forces, a PLA service-level branch respon-
sible for nuclear and conventional missiles, may also
have cyber-related responsibilities.
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Who Carries Out Chinese Cyber Exploitation and
Attack?—Continued

o Cyber warfare militias—A subset of the PLA militia has
cyber-related responsibilities. These units, usually com-
prised of workers with high-tech day jobs, focus on var-
ious aspects of military communications, electronic war-
fare, and computer network operations.

Intelligence and Security Services

Though little is known about China’s intelligence and security
services’ roles and missions in cyberspace, several entities are
probably active in the domain:

o Ministry of State Security—As China’s foreign intel-
ligence service, the organization may engage in various
cyber operations.

o Ministry of Public Security—As China’s domestic secu-
rity service, the organization engages in surveillance,
including in cyberspace, of Chinese citizens. Foreigners
traveling within China are similarly subject to various
forms of digital monitoring (though it is unclear which
organization has this responsibility).

o Other security entities—Travelers to China sometimes
report Chinese officials tampering with their electronic
devices upon entry or exit. Customs or border enforce-
ment entities may perform or enable such activities.

“Independent” Actors

Although not always on government payrolls, several cat-
egories of nominally independent actors conduct exploitation ac-
tivities. In some cases, their actions may be sanctioned or over-
looked by authorities:

e “Hacktivists”"—Sometimes called “patriotic hackers,”
these groups appear to act primarily on the basis of na-
tionalistic sentiments, often engaging in denial of serv-
ice attacks or website defacements. The Chinese govern-
ment has on occasion acted to curtail their activities,
but enforcement is uneven.

e For-profit hackers—Some groups may commit industrial
or traditional espionage on behalf of private sector,
state-owned sector, or government clients. A variety of
notable Chinese hackers have formed security firms or
consulting firms that may engage in these activities.
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Who Carries Out Chinese Cyber Exploitation and
Attack?—Continued

o Purely criminal hackers—There is a range of strictly
nonstate hacking activities, such as identify theft, per-
petrated by those seeking status or income. Although these
activities are illegal in China and perpetrators are some-
times punished (China recently reported 9,000 cyber-re-
lated arrests), government agencies may recruit from this
pool.

“Corporate” Actors

Some corporate entities in China may engage in, support,
or benefit from cyber espionage. The prevalence of state-
owned or -controlled enterprises in the telecommunications
and IT sectors in China mean that such activities would often
constitute state sponsorship.

o Telecommunications providers—Internet service pro-
viders, web services providers, domain registrars, and
similar organizations may perform, enable, or conceal
malicious cyber activities.

e Information technology companies—IT components and
systems manufacturers, assemblers, or support staff
may introduce “backdoors” (i.e., surreptitious access
points) or other vulnerabilities into their systems.

China’s Cyber Posture

In the cyber domain, China is subject to many of the same weak-
nesses, limitations, and vulnerabilities as the United States. This
includes everything from lagging infrastructure development to
cybercrime and attacks from activists such as “Anonymous.”*
Measuring the level of these activities, and a nation’s resilience to
them, remains a challenge.t According to a study by the Economist
Intelligence Unit, China ranks 13th out of the G-20 countries as
a “cyber power,” which measures “the ability to withstand cyber at-
tack and to deploy a secure digital infrastructure that supports a
productive economy.”175> (By comparison, the same study ranked
the United States as number two, following the United Kingdom.)
The National Computer Network Emergency Response Coordina-
tion Center of China reported in March that China is the world’s
largest victim of cyber attacks. Citing figures from 2011, the report
asserted that “10,593 Chinese websites were controlled by 11,851

*On lagging infrastructure development, China recently ranked 93rd worldwide in Internet
speeds. See David Belson, ed., The State of the Internet (Singapore: Akami Technologies, 2012),
vol. 5, no. 1, p. 21. On threats from Anonymous, see Lee Ferran, “Anonymous Lashes out at
Chinese Government,” ABC News, April 5, 2012. http://abcnews.go.com/Blotter/anonymous-china-
attacks-government-websites/story?id=16079707.

+For example, one group of Chinese researchers placed the value of the Chinese online, un-
derground economy at about $850 million in 2011. See Zhuge Jianwei, Gu Lion, and Duan
Haixin, “Investigating the Chinese Underground Economy of Information Security,” in Jon Lind-
say, ed., China and Cybersecurity: Political, Economic, and Strategic Dimensions (San Diego,
CA: Report from Workshops held at the University of California, April 2012), p. 10. htip:/
igcc.ucsd.edu/assets/001/503568.pdf. Another study covering 2012 placed the cost of cybercrime
in China at $46 billion. See Adam Palmer and Marian Merritt, Norton Cybercrime Report 2012
(Mountain View, CA: Norton, 2012). Slide 7.
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overseas Internet Protocol addresses (IPs),” and “[albout 47,000
overseas [Ps were involved in attacks against 8.9 million Chinese
computers last year.” 176

Although such assertions cannot be verified independently, other
data-driven analyses demonstrate that China contends with mod-
erate to serious levels of malicious activity in the cyber domain.*
Microsoft characterized the level of “phishing” websites in China at
approximately the world average (0.03 per 1,000 hosts in China
versus 0.02 elsewhere).i 177 By another key indicator of malicious
activity, sites hosting “drive-by” downloads, China reached only 6
percent of the world average (0.226 per 1,000 hosts in China versus
3.6 elsewhere).i Conversely, Chinese sites hosted “malware” at 9.5
times the average rate elsewhere (0.57 per 1,000 hosts in China
versus 0.06 elsewhere).§ 178 Some challenges to China’s resilience
and connectivity in the domain are self imposed, such as issues
that periodically arise on account of the country’s extensive censor-
ship architecture. For example, in April, a two-hour disruption in
certain Internet traffic between China and abroad led to specula-
tion that Chinese censors had overstepped while upgrading fil-
tering software or tested an Internet “kill switch.” 179

China’s massive scale in the cyber domain makes the nation par-
ticularly consequential.T Notwithstanding a modest quantity of
total websites, which slowly rebounded to 2.3 million last year fol-
lowing an extensive purge in 2010, China now has about 538 mil-
lion Internet users.'8© Though many access the Internet through
shared computing resources, such as those in Internet cafés, re-
search firm IDC estimates that 676.8 million devices will be used
to access the Internet in mainland China in 2012 alone.181 This
scale greatly influences the global volume of malicious activity. For
example, according to statistics from CloudFlare, a services pro-
vider, about 15 percent of global web traffic on any given day in
2011 constituted attacks. Around China’s October 1 National Day,
when many workers take leave, that figure plummeted to about 6.5

*The studies cited in the subsection use various measurement techniques. For methodological
notes and other qualifiers, consult the source itself.

T Phishing is “a digital form of social engineering that uses authentic-looking—but bogus—
emails to request information from users or direct them to a fake Web site that requests in-
formation.” Richard Kissel, Glossary of Key Information Security Terms (Gaithersburg, MD:
National Institute of Standards and Technology, February 2011), p. 138. http://csrc.nist.gov/
publications/nistir/ir7298-rev1/nistir-7298-revisionl.pdf. In addition to e-mails, attackers can use
other means of delivery for phishing attacks, such as chat applications. Other goals of such at-
tacks can include persuading a victim to download or execute malicious software (see below).

%A drive-by download occurs when “a website that hosts one or more exploits that target spe-
cific vulnerabilities in web browsers, and browser add-ons. Malware distributors use various
techniques to attempt to direct Internet users to Web sites that have been compromised or are
intentionally hosting hostile code. Users with vulnerable computers can be secretly infected with
malware simply by visiting such a website, even without attempting to download anything
themselves.” Tim Rains, “What You Should Know About Drive- -By Download Attacks—Part 1,”
Microsoft Security Blog, December 8, 2011. http://blogs.technet.com/b/securitylarchive/201 1/12/08/
what-you-should-know-about-drive-by-download-attacks-part-1.aspx.

§Malware, or malicious software, is “a program that is inserted into a system, usually cov-
ertly, with the intent of compromising the confidentiality, integrity, or availability of the v1ct1m S
data, applications, or operating system or of otherwise annoying or disrupting the victim.” Rich-
ard K1$sel Glossary of Key Information Security Terms (Gaithersburg, MD: National Institute
of Standards and Technology, February 2011), p. 115. http://csrc.nist.gov/publications/nistir/
ir7298-rev1/nistir-7298-revision1.pdf.

{For another measure of scale, the UN Broadband Commission estimated in September that,
if current growth rates persist, the number of users accessing the Internet in Chinese could
overtake those accessing it in English by 2015. UN Broadband Commission, The State of
Broadband 2012: Achieving Digital Inclusion for All (New York: UN General Assembly, Sep-
tember 2012). p. 61. http://www.broadbandcommission.org/Documents/bb-annualreport2012.pdf.
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percent.* Another study covering early 2012, performed by Akamai
Technologies, demonstrated that 16 percent of Internet attack traf-
fic originated in China, more than any other country in the
world.182

With respect to talent, China operates on a sound baseline and
appears to be on a favorable trajectory.f The Chinese government
seeks to leverage the nation’s increasingly educated and skilled
workforce for offensive and defensive cyber activities. To support
students and researchers, generous government and military fund-
ing, including under the 863 and 973 programs, underwrites infor-
mation security research at military and civilian Chinese univer-
sities in fields such as encryption, data mining techniques, informa-
tion warfare target recognition, and other areas.1®3 Anecdotally,
Chinese hackers’ sophistication may fall short of their counterparts
in Russia or elsewhere,184 but some indicators suggest improving
skills.185 Obscuring the matter is a notable capability gap between
various Chinese actors 186 and a common practice of expending the
minimum amount of effort necessary to compromise a target. This
includes the utilization of widely available tools and known ex-
ploits, which require less skill than original or customized exploi-
tation methods.187 Fundamentally, the volume of operations is in
some regard as consequential as skill level, particularly due to the
general absence of penalties for failed attempts to compromise tar-
geted systems.

Recent Developments

Hackers operating from China, including state-sponsored actors,
continue to exploit U.S. information systems across government, in-
dustry, and civil society.188 Attribution of these threats remains
problematic, but security researchers can increasingly group inci-
dents into campaigns, which Nart Villeneuve, senior threat re-
searcher at Trend Micro, described as “a series of failed and suc-
cessful attempts to compromise a target over time.” 189 These cam-
paigns yield distinctive indicators of compromise and utilize unique
combinations of tools, tactics, techniques, and procedures. Mon-
itored over an extended period, these factors provide a more com-
plete understanding of the actors responsible for intrusions.190 As
former Vice Chairman of the U.S. Joint Chiefs of Staff James Cart-
wright testified, “While it’s very difficult in cyber to have a ‘smok-
ing gun,’ so to speak, the clear paths back into servers and other
mechanical devices inside of the Chinese sovereign domain remain

*Much of this reduction probably follows from the holiday shutdown of compromised Chinese
office computing resources, which often utilize pirated and unpatched software that could be
controlled by non-Chinese actors. See Matthew Prince, “Do Hackers Take the Holidays Off?”
CloudFlare Blog, December 14, 2011. http://blog.cloudﬂare.com/do-hackers-take-the-holidays-oﬁ”.
(Note: Malicious traffic also varied up on other, non-Chinese holidays. Similar or greater reduc-
tions would be expected around the Chinese New Year, which is not covered in this dataset.)
Alternatively, some portion of the reductlon may account for Chinese hackers’ leave time. Exam-
ples are well documented of “company men” hackers operating on regular schedules from around
9 am to 5 pm, China Standard Time. McAfee Foundstone Professional Services/McAfee Labs,
Global Energy Cyberattacks: “Night Dragon” (Santa Clara, CA: McAfee, February 10, 2011)
http://www.mcafee.com/us/resources/white-papers/wp-global-energy-cyberattacks-night-dragon.pdf.

TThe Economist Intelligence Unit study referenced above ranks China eighth of the G-20
countries in the “socio-economic foundation for a well-functioning cyber environment measured
through educational levels, technical skills, trade openness, and the degree of innovation within
the business environment.” The Cyber Hub, “Cyber Power Rank,” undated. hitp.//www.cyber
hub.com/CyberPowerIndex.
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a constant problem for us [the U.S. defense establishment].” 191 In-
dustry also faces a heavy threat environment, as do various types
of nongovernmental organizations. This subsection surveys recent
cyber activities directed at each.*

Government and Military

Hackers operating abroad, including in China, continue to target
government and military networks. The Commission uses statistics
furnished by the U.S. Department of Defense about exploitations
and attacks on their information systems as one indicator of overall
trends in the cyber threat environment.{ Figure 1, below, dem-
onstrates changes in the volume of such activities over the past
decade. After reaching a high point in 2009, the figures decreased
in both 2010 and 2011, which the department attributed to greater
leadership attention and the creation of U.S. Cyber Command.192
However, if the threat activity from the first half of the year per-
sists at its current rate throughout the second half, 2012 will bring
levels of malicious activities comparable to 2011.

Figure 1: U.S. Department of Defense Reported Incidents of Malicious
Cyber Activity, 2003-2011, with Projection for 2012 *
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*The figure for 2012 represents a projection based on incidents logged from January 1, 2012,
to June 30, 2012. The projection assumes a constant rate of malicious activity throughout the
year.

Sources: Coby D. Bland, lieutenant colonel, U.S. Air Force, (staff member, U.S. Cyber Com-
mand), interview with Commission staff, August 16, 2012; and U.S.-China Economic and Secu-
rity Review Commission, 2011 Annual Report to Congress (Washington, DC: U.S. Government
Printing Office: Washmgton DC: 2011) p. 174. http://www.uscc.gov/annual_report/2011/an-
nual_report full 11.pdf. Several historical figures have been revised on the basis of updated in-
formation from the U.S. Department of Defense.

*This subsection only includes incidents that source material linked to China. Please consult
the original sources for additional details, including qualifiers on attribution information.

T Dating back to at least 2006, malicious activities against the U.S. Department of Defense
have exceeded those against the rest of the U.S. federal government, according to data compiled
by the U.S. Computer Emergency Readiness Team. See House Committee on Homeland Secu-
rity, Subcommittee on Oversight, Investigations, and Management, Hearing on Cybersecurity:
Threats Impacting the Nation, testimony of Government Accountability Office Director of Infor-
mation Security Issues Gregory C. Wilshusen, 112th Cong., 2nd sess., April 24, 2012, p. 10.
hitp:/lwww.gao.gov/assets/600/590367.pdf]. (Note: it is unclear which agencies submit exploita-
tion information to the U.S. Computer Emergency Readiness Team.)
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Not all of the incidents depicted necessarily relate to China (the
department has not made available that level of detail), but de-
fense officials regard China as the dominant concern. For example,
in a March Senate Armed Services Committee hearing on cyber se-
curity, when asked whether “the major threats to our [U.S.] na-
tional security” come specifically from China, Keith B. Alexander,
commander of U.S. Cyber Command, replied, “Absolutely.” 193 In
the wider defense establishment, such concerns arise from active
and apparently successful campaigns. Perhaps the most notable
case study is the seemingly deliberate targeting of the F-35 Joint
Strike Fighter program. Produced by Lockheed Martin in conjunc-
tion with Northrop Grumman and BAE Systems, the fighter pro-
gram includes some 900 subcontractors.19¢ Lockheed Martin offi-
cials reportedly acknowledged that six to eight F-35 subcontractors
were “totally compromised” in 2009 alone.195 Various reports iden-
tify Chinese hackers as repeatedly targeting each of the fighter’s
three primary contractors: Lockheed Martin in 2009; Northrop
Grumman during the 2010 “Aurora” campaign; both again in 2011,
and, previously, BAE Systems, according to an executive’s remarks
in 2012.196 These contractors are also involved in many of the
U.S.’s most critical defense programs, which could also be targeted
by hackers.

From a federal government standpoint, several significant exam-
ples surfaced of malicious Chinese cyber activity in 2012. For ex-
ample, the National Aeronautics and Space Administration (NASA)
in February disclosed a series of penetrations against its networks.
According to testimony to the House Committee on Science, Space,
and Technology, Subcommittee on Investigations and Oversight,
from Paul K. Martin, NASA inspector general:

In FY [fiscal year] 2011, NASA reported it was the victim
of 47 APT [Advanced Persistent Threat]* attacks, 13 of
which successfully compromised Agency computers. In one
of the successful attacks, intruders stole user credentials for
more than 150 NASA employees—credentials that could
have been used to gain unauthorized access to NASA sys-
tems. Our ongoing investigation of another such attack at
JPL [Jet Propulsion Laboratory] involving Chinese-based
Internet protocol (IP) addresses has confirmed that the in-
truders gained full ... functional control over these [JPL]
networks.197

In September, reports surfaced of Chinese spear phishing di-
rected at the White House Military Office, which contributes to
presidential communications, travel, and a variety of other sen-
sitive functions.198 The White House subsequently acknowledged

*The term “Advanced Persistent Threat” (APT) is generally used synonymously with Chinese
state-sponsored cyber exploitation. U.S.-China Economic and Security Review Commission,
Hearing on China’s Cyber and Nuclear Capabilities, written testimony of Richard Bejthch
March 26, 2012. According to NASA’s account, however: “APTs refer to those groups that are
partlcularly well resourced and committed to steal or modify information from computer systems
and networks without detection. The individuals or nations behind these attacks are typically
well organized and well funded and often target high-profile organizations like NASA. Moreover,
even after NASA fixes the vulnerability that permitted the attack to succeed, the attacker may
covertly maintain a foothold inside NASA’s system for future exploits.”
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the intrusion attempt but declined to comment on whether it was
linked to China.199

Industry

Chinese cyber espionage centers on industrial targets and infor-
mation.* According to the U.S. Department of Defense, “Chinese
actors are the world’s most active and persistent perpetrators of
economic espionage,” which represents “a growing and persistent
threat to U.S. economic security.” 200 Although it is unclear wheth-
er the Chinese state directs all of this activity, the theft of indus-
trial secrets through cyber espionage is apparently Chinese state
policy.201 The state controls up to 50 percent of the Chinese econ-
omy, and industrial espionage appears to be a key mission of the
Chinese intelligence services.202 Notably, China designates seven
so-called “strategic” industries, including armaments, power gen-
eration and distribution, oil and petrochemicals, telecommuni-
cations, coal, civil aviation, and shipping, over which the state
must retain absolute control.f Chinese cyber espionage targeting
these industries specifically, in the United States and abroad, has
a particularly high likelihood of state sponsorship.

The most notable trend in Chinese cyber espionage over the past
year was increasingly creative and resourceful targeting. As the
private sector works harder to secure their information systems,
Chinese actors have turned to lesser-defended targets. Richard
Bejtlich, chief security officer at Mandiant, testified about penetra-
tions against multiple firms in the same supply chain, allowing the
same actors to aggregate information on a broader, more advanced
technology.203 In January, Bloomberg reported on a China-linked
exploitation of several Canadian law firms that had sensitive infor-
mation about a pending deal in the chemical sector and apparently
weaker cyber defenses than their clients.204 Similarly, in a larger
campaign victimizing 760 organizations, Chinese state-sponsored
hackers reportedly penetrated iBahn, a broadband provider serving
large hotel chains globally, in order to compromise corporate
guests’ communications.205 A December 2011 Wall Street Journal
report revealed that an intrusion of the U.S. Chamber of Com-
merce, a prominent business lobby, compromised six weeks of e-

*This subsection focuses primarily upon industrial espionage. Chinese hackers may target the
private sector for other purposes as well, such as to compromise critical infrastructure. For a
recent example with probable links to China, see Brian Krebs, “Chinese Hackers Blamed for
Intrusion at Energy Industry Giant Telvent,” KrebsOnSecurity.com, September 2012, http://krebs
onsecurity.com/2012/09/chinese-hackers-blamed-for-intrusion-at-energy-industry-giant-telvent/.

TThe Chinese government defines “absolute control” as greater than 50 percent ownership.
The government has designated other preferred sectors of the economy in which competing firms
may also be particularly susceptible to state-sponsored cyber espionage. This includes the six
“heavyweight” industries (machinery, automobiles, information technology, construction, iron
and steel, and nonferrous metals) and the seven “strategic and emerging” industries (energy
saving and environmental protection, next-generation information technology, bio industries,
high-end assembly and manufacturing, new energy sources, new materials, and new energy-
powered cars). For information on these designations and others, see chapter 5 of this Report;
U.S.-China Economic and Security Review Commission Research Staff supported by Reperi,
LLC, The National Security Implications of Investments and Products from the People’s Republic
of China in the Telecommunications Sector (Washington, DC: January 2011), p. 10. Attp://www.
uscc.gov/RFP/2011/FINALREPORT TheNationalSecuritylmplicationsofInvestmentsandProducts
fromThePRCintheTelecommunicationsSector.pdf; U.S.-China Economic and Security Review
Commission, 2011 Annual Report to Congress (Washington, DC: U.S. Government Printing Of-
fice: Washington, DC: 2011), chapter 1, section 4, “China’s 12th Five-Year Plan and Technology
Development and Transfers to China,” p. 106. htip://www.uscc.gov/annual report/2011/annual
report full 11.pdf.
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mails between four of the organization’s Asia policy specialists and,
as a result, communications with approximately 50 members.206

With the level of cyber exploitation against U.S. firms, questions
arise about the extent to which the perpetrators, or their bene-
ficiaries, ultimately commercialize stolen industrial information.
Victims, if they become aware of such events, rarely publicize the
details. However, according to Mr. Bejtlich, “We see them [Chinese
hackers] taking the technology from these [compromised] telecom
companies to improve their own capabilities and then also to come
out with low-cost competitors who can then outbid everyone else on
these ... national infrastructure projects.”297 Anecdotal evidence
revealed over the past year provides a possible example. In Octo-
ber, Cisco released excerpts from a theretofore confidential neutral
experts’ evaluation produced during the course of their 2003-2004
litigation with Huawei.* One excerpt states: “The exactness of the
comments and spacing [in an evaluated Huawei product] not only
indicate that Huawei has access to the Cisco code but that the
Cisco code was electronically copied and inserted into” the evalu-
ated Huawei product.f 208

Commercialization of stolen information, moreover, need not take
the form of another firm bringing a competing product to market.
Chinese actors often target firms without intellectual property or
manufacturing lines. Firms in virtually all sectors can hold sen-
sitive plans, negotiating positions, and other information from
which competitors would benefit. For example, one unidentified
firm negotiating to open a plant in China reportedly had real es-
tate and development pricing information compromised through the
penetration of a third party.2°° Problems also persist for deals out-
side of China. Entities involved in bidding processes, such as those
associated with mergers and acquisitions and auctions related to
extractive industries, face particularly high risks.210

Nongovernmental Organizations

Chinese dissident groups, activists, religious organizations, rights
groups, media institutions, and associations are among the most
aggressively targeted entities in cyberspace. Often small organiza-
tions with modest IT budgets, many of these groups nevertheless

*In a September 13 public hearing of the House Permanent Select Committee on Intelligence,
Charles Ding, Huawei corporate senior vice president and representative to the United States,
testified that the 2003-2004 intellectual property dispute between his firm and Cisco was re-
solved because, following an investigation, “there was not any infringement found” in Huawei
products and ultimately, “Cisco withdrew the case.” This characterization prompted Cisco to
make the above disclosure. Mark Chandler, “Huawei and Cisco’s Source Code: Correcting the
Record,” Cisco the Platform Web Log, October 11, 2012. http://blogs.cisco.com/news/huawei-and-
ciscos-source-code-correcting-the-record)/.

+Available materials do not necessarily identify cyber espionage as the means through which
Huawei might have acquired electronic copies of Cisco’s code. A more explicit example, al-
beit with less documentation, surfaced in February, when the Wall Street Journal reported that
Ontario-based multinational telecommunications firm Nortel Networks Ltd. had experienced a
decade-long penetration from China-based hackers that “over the years downloaded technical
papers, research-and-development reports, business plans, employee emails and other docu-
ments.” Citing a telecom industry source, Canada’s The Globe and Mail subsequently reported
that by “around 2004, it was clear to many that Huawei was copying Nortel’s telecom hardware,
and even its instruction manuals.” Siobhan Gorman, “Chinese Hackers Suspected In Long-Term
Nortel Breach,” Wall Street Journal, February 14, 2012. ht¢p://online.wsj.com/article/SB1000
1424052970203363504577187502201577054.html; lain Marlow, “Nortel turned to RCMP [Royal
Canadian Mounted Police] about cyber hacking in 2004, ex-employee says,” Globe and Mail (To-
ronto), updated March 26, 2012. hitp://www.theglobeandmail.com/technology/tech-news/nortel-
turned-to-remp-about-cyber-hacking-in-2004-ex-employee-says/article534295/.
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maintain robust web presences and engage in other activities that
make them highly vulnerable to exploitation. To disseminate infor-
mation, they rely heavily upon social media; travel to and within
heavily monitored areas; and exchange digital media with col-
leagues and sources in China. Numerous reports of Chinese espio-
nage against such organizations surfaced in 2012. According to Mr.
Villeneuve, the perpetrators do not always demonstrate the most
advanced tradecraft, relying instead on the “exploitation of trust
through social engineering,” and “continual probes,” successful and
unsuccessful.211 However, some attempts do utilize previously un-
known (“zero day”) exploits for which no patch exists,212 and other
hallmarks of increased sophistication have surfaced in recent
months.*

Campaigns targeting Tibetan and Uygur groups are particularly
prevalent. Trend Micro in 2012 released a case study on the China-
linked “‘Lurid’ Downloader” that targeted several “government
ministries ... research institutions and agencies related to the
space industry” as well as the Tibetan community.213 In March, the
same organization revealed a case study on the “Luckycat” cam-
paign, also linked to China, which targeted military institutions in
India and various military and industrial institutions in Japan, in
addition to Tibetan activists.214 In comments about the campaign,
James A. Lewis, senior fellow at the Center for Strategic and Inter-
national Studies, observed that the targeting of “Tibetan activists
is a strong indicator of official Chinese government involve-
ment.” 215 This specific, persistent targeting generally excludes the
possibility of accidental or collateral compromise.f

*Namely, certain campaigns have used malware signed by stolen certificates or that targets
both Mac and PC operating systems. See Ivan Macalintal, “Another Tibetan-Themed Malware
Email Campaign Targeting Windows and Macs” (Cupertino, CA: Trend Micro), April 10, 2012.
http://blog.trendmicro.com/another-tibetan-themed-malware-email-campaign-targeting -windows-
and-macs/; Dennis Fisher, “Stolen Certificates Found in Malware Possibly Targeting Tibetan
Groups,” Threatpost.com, May 15, 2012. http://threatpost.com/en_us/blogs/stolen-certificates-found
-malware-possibly-targeting-tibetan-groups-051512.

T As Microsoft has observed, in “targeted attacks,” the perpetrators seek to exploit individuals
or groups “specifically because of who they are or what they represent; or to access, exfiltrate,
or damage specific high-value assets that they possess. In contrast, most malware attacks are
more indiscriminate with the typical goal of spreading malware widely to maximize potential
profits.” See Microsoft Security Intelligence Report, Determined Adversaries and Targeted At-
tacks (Redmond, CA: Microsoft, July through December 2011), vol. 12, p. 10. See also Citizen
Lab.org, “Information Operations and Tibetan Rights in the Wake of Self-Immolations: Part I,”
March 9, 2012. https://citizenlab.org/2012/03/information-operations-and-tibetan-rights-in-the-
wake-of-self-immolations-part-i/.
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Emerging Threats

Chinese hackers in recent years have begun to move beyond
the archetypical procedures used by state-sponsored actors (such
as the events described above) and into increasingly advanced
types of operations or operations against specialized targets. For
example:

e Defeating secure authentication—As more applications
require two-factor authentication, such as the use of a
token in addition to a traditional password, Chinese
hackers increasingly seek to defeat these security meas-
ures.216 In January of this year, security researchers
identified an apparently China-based cyber espionage
operation targeting the U.S. Department of Defense’s
Common Access Card standard.217

e Bridging air gaps—Network engineers use “air gaps,” or
the physical isolation of critical networks, to protect re-
sources from higher-risk environments, such as net-
works that connect to the Internet. Indian media re-
ports in July accused China of successfully using remov-
able media (e.g., a compact disc or thumb drive) to com-
promise air-gapped computers at India’s Eastern Naval
Command.218

o Targeting deployed platforms—China also seeks to tar-
get various military platforms that operate in forward
or otherwise remote areas, including at sea and in
space. According to General Cartwright, any aperture in
military systems, including “missiles or airplanes or
ships or ground systems,” can be exploited.219 Similarly,
asked about the Chinese cyber threat in January, Jona-
than W. Greenert, U.S. Navy chief of naval operations,
referenced cyber threats to ships at sea.*

o Leveraging the cloud—Cloud services f are an attractive
target for hackers, although there is little evidence that
Chinese hackers have successfully penetrated cloud sys-
tems, according to Mr. Bejtlich.220 However, Mr. Ville-

* Specifically, when asked about the Chinese cyber threat, Admiral Greenert said: “We've ...
had a lot of probes on our networks ... all over the place, both ashore and at sea. ... We need
to protect our networks at sea—we need to have the systems to do it, the means to do it—just
as we protect our headquarters. ... The first and most significant area will be the Western Pa-
cific and that is where the vast majority of our afloat cyber investments are right now, today,
and in the future.” See Jonathan W. Greenert, Cooperation from Strength: The U.S., China and
the South China Sea (Washington, DC: Center for a New American Security, January 11, 2012).
http://lwww.cnas.org/node/7668.

T“Cloud computing, often referred to as simply ‘the cloud,’ is the delivery of on-demand com-
puting resources—everything from applications to data centers—over the Internet and on a
pay-for-use basis,” according to IBM. See IBM, “What is Cloud Computing?” undated. http://
www.ibm.com/cloud-computing/us/en/what-is-cloud-computing.html. For a fuller explanation of
China’s efforts in this arena, please see chapter 5, “Assessing China’s Efforts to Become an Inno-
vation Society,” in this Report.
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Emerging Threats—Continued

neuve testified that cyber operators increasingly use
cloud services for command and control infrastructure
in their exploitations.221 From the user’s perspective,
cloud systems can either reduce defenders’ visibility of
threats, and thereby inhibit an organization’s detection
of malicious activity,222 or help identify targeted cam-
paigns, by aggregating intelligence and monitoring sus-
picious patterns of activity.223

o Compromising mobile devices—In several cases, sophis-
ticated malware has propagated within China specifi-
cally targeting smart phones.22¢ In February, research-
ers at CrowdStrike demonstrated how an actual Chi-
nese exploit, designed to enable a range of surveillance
activities, could compromise mobile devices.225

e Launching attacks—There are only a few indications
that China attempts to conduct disruptive or destructive
cyber attacks during peacetime.226 In April 2012, potent
denial of service attacks on the U.S.-based website
Boxun.com, which reported heavily on the Bo Xilai scan-
dal,* led to speculation about Chinese state involve-
ment.227 In June of this year, while investigating an in-
trusion targeting a high-technology telecommunications
firm, researchers at CrowdStrike observed an unusual
event wherein a Chinese hacker potentially associated
with state-sponsored exploitation activity attempted to
delete a directory essential to the victim’s operating sys-
tem.{

Supply Chain Threats

China plays a central role in many high-technology supply
chains, which presents numerous challenges for supply chain secu-
rity. As a 2012 study conducted on behalf of the Commission by
Northrop Grumman observed, criminally motivated counterfeiting
is the most prevalent threat. However:

governments and private firms alike are increasingly con-
cerned about the potential for state-sponsored attempts to
corrupt supply chains to gain access to sensitive networks
and communications, or to create the ability to control or
debilitate critical systems during a time of crisis by way of
vulnerabilities engineered into the integrated circuits of es-
sential network components.228

*For more information about this scandal, see chapter 6, “China’s Political Transitions in
2012,” in this Report.

TThe actor targeted the “System32” directory of a Microsoft Windows operating system, at-
tempting also to delete subdirectories and read-only files, while bypassing any prompts for the
victim’s verification. The attacker gained access to the system using a backdoor. Adam Meyers
(director of intelligence, CrowdStrike), telephone interview with Commission staff, July 20, 2012.
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The growing complexity of technical systems and the increasing
fragmentation of their supply chains allow numerous points for
subversion.* A common network router, analyzed by Northrop
Grumman on behalf of the Commission, includes dozens of finished
semiconductors from 16 separate manufacturers, which could have
been fabricated or assembled in almost 20 different countries.229
Modern military platforms have orders of magnitude more in com-
ponents and suppliers. For example, the carrier variant of the F-
35 Joint Strike Fighter includes some 3,500 integrated circuits.230

For the purposes of national security, the integrity of the defense
and telecommunications supply chains pose the greatest concerns.
A 2012 Senate Armed Services Committee investigation found nu-
merous instances of suspect (e.g., counterfeit or deliberately sub-
verted) parts used in a variety of military systems, including ther-
mal imaging equipment, missile defense systems, various military
transport aircraft, and a maritime surveillance aircraft. The study
concluded that the use of suspect parts “in defense systems can
compromise performance and reliability, risk national security, and
endanger the safety of military personnel.” 231 Moreover, the report
identified China as “the dominant source country for counterfeit
electronic parts that are infiltrating the defense supply chain,” 232
a finding echoed by a related U.S. Government Accountability Of-
fice investigation.233

With respect to the telecommunications supply chain, any
threats or compromises could allow failures, attacks, or systemic
espionage. The private sector lacks specific guidance on how to ad-
dress these threats, including information about the extent to
which Chinese or other foreign-made products increase risk levels.}
In the U.S. government, even national security-related agencies, in-
cluding the Defense Department, “have not determined and do not
currently track the extent to which their telecommunications net-
works contain foreign-developed equipment, software, or services,”
according to a recent U.S. Government Accountability Office re-
port.234

Malicious supply chain attacks have already taken place. Asked
at a July 2011 House Committee on Oversight and Government Re-
form hearing, “Are you aware of any component software/hardware
coming to the United States of America that have security risks al-
ready embedded into those components?” a senior Department of
Homeland Security official confirmed, “I am aware there have been

* Any effort to deliberately subvert a supply chain would come with distinct operational chal-
lenges. These challenges are directly proportional to the number of transactions between the
point of subversion and the intended end user. For example, an attack launched at a chip fab-
rication plant would be much more difficult to execute successfully than one launched by selling
a deliberately compromised part directly to a defense contractor. For a discussion of upstream
versus downstream attacks, see Bryan Krekel et al., Occupying the Information High Ground:
Chinese Capabilities for Computer Network Operations and Cyber Espionage (Falls Church, VA:
Northrop Grumman Corporation, March 7, 2012), pp. 88-94. hitp://www.uscc.gov/RFP/2012/
USCC%Z20Report _Chinese _CapabilitiesforComputer NetworkOperatwnsandCyberEspLonage pdf.
Notably, the Senate Armed Services Committee’s investigation found that “unvetted inde-
pendent distributors are the source of the overwhelming majority of suspect parts in the defense
supply chain.” U.S. Senate Committee on Armed Services, Inquiry into Counterfeit Electronic
Parts in the Department of Defense Supply Chain (Washlngton DC: May 21, 2012). p. v. http://
www.armed-services.senate. gou/PublzcatLons/Counterfett%20Electronw%20Parts pdf. Compromis-
ing software supply chains may pose the fewest barriers (see discussion below).

THowever, some guidance is included in the House Permanent Select Committee on Intel-
ligence investigation report described in the “Chinese Information Technology Firms” textbox,
below.
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instances where that has happened.” 235 Similarly, the 2009 Cyber-
space Policy Review cites the existence of a few “unambiguous, de-
liberate subversions” of U.S. supply chains.236¢ Little detail on such
instances is available in the public domain, but several examples
illustrate the vulnerabilities:

¢ In February of this year, Commission members met with a rep-
resentative of the U.S. Army Cyber Directorate, who described
an incident brought to his organization’s attention in January
2007, wherein a U.S. government investigation of a Lenovo-
brand desktop computer revealed beaconing activity (i.e., a
self-initiating attempt to establish a connection) to a suspicious
foreign entity.237

o A team from Microsoft reported in September that four of 20
computers purchased in different cities throughout China came
preloaded with malware.238

e In 2008, a digital picture frame containing malware, designed
to propagate when connected to computers, shipped to U.S re-
tailers. A subsequent investigation “traced the malware to a
single computer at a contractor’s plant in China,” according to
Bloomberg.239

e In an example from the criminal world, in 2008, credit card
readers manufactured in China and used in stores and super-
markets throughout Europe were compromised either during
or shortly after the manufacturing process. In addition to their
intended function of enabling transactions, the readers trans-
mitted account and PIN (personal information number) infor-
mation via mobile phone connection to a suspected criminal
syndicate with operations in Pakistan.240

Recent research demonstrates that even component-level prod-
ucts, such as individual chips, can be designed with malicious func-
tions or contain vulnerabilities that an adversary could exploit
after production.241

Software supply chains can also be compromised. Backdoors or
other illicit features can be designed into the system from inception
or introduced after the point of sale. A recent survey conducted by
the Department of Commerce, for example, asked telecommuni-
cations operators about testing regimes for software upgrades, up-
dates, and patches.242 Mr. Bejtlich testified that foreign IT sup-
pliers are:

trying to allay people’s fears by saying ... ‘we’ll have na-
tional certification and testing [of our products].’ ... The
problem is if any of these systems are remotely
upgradable—and everything is, because you need to apply
security patches—they’ll test everything, theyll say it’s
clean. As soon as they ship it, and they need to upgrade it,
that’s when they’ll slip in the backdoors.243

Although it is not clear that the incident was intentional, Chi-
nese computer manufacturer Lenovo in 2008 shipped to Microsoft
Windows operating system users a software package containing
malware.244
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Chinese Information Technology Firms

Chinese IT firms, notably Zhongxing Telecommunications
Equipment (ZTE) and Huawei, continued to attract attention
throughout 2012. ZTE was involved in several controversies. In
early 2012, Reuters reported that ZTE provided Iran with over
$130 million in communications surveillance equipment, as well
as some U.S. IT products, and subsequently agreed to transfer
additional embargoed U.S. communications systems.245> In re-
sponse to a U.S. Commerce Department inquiry into the firm’s
potential violation of U.S. sanctions, ZTE officials reportedly
began discussions of shredding documents related to the sale.
When this came to light, the Federal Bureau of Investigation
began its own investigation.246 Reports also surfaced this year
alleging ZTE involvement in kickback scandals in the Phil-
ippines and Algeria.247 With respect to technical issues, security
researchers in May identified a backdoor that could allow unau-
thorized users to gain full control over select model ZTE mobile
phones. The backdoor may have been included for administration
purposes but could also be exploited by others.248

Huawei also encountered legal and security problems in 2012.
In June, Algerian courts sentenced at least one company official
to ten years in jail after a bribery conviction following an inquiry
into Huawei’s dealings (along with ZTE) with state-owned
Algérie Télécom.24® Previously, in March, the company an-
nounced that Australia had blocked it from bidding on contracts
for its new national broadband network. Media reports attrib-
uted the decision to the Australian attorney general based on se-
curity concerns within the Australian Security Intelligence Orga-
nization.250 With respect to security, several models of Huawei
routers came under scrutiny in July, when security researchers
revealed critical flaws that could be exploited remotely.251

ZTE and Huawei present a host of market and security con-
cerns for the United States, according to testimony to the Com-
mission by Michael O. McCarthy, chief legal and administrative
officer at Infinera Corporation. In addition to numerous sub-
sidies from the Chinese government, “Huawei and ZTE are af-
forded above market pricing in their protected home market so
that they can sell below market overseas.” 252 Citing these “pred-
atory pricing trends,” Mr. McCarthy suggested that ZTE and
Huawei could be the “last firms standing” in certain IT sectors,
which would ultimately allow them to “raise their prices dra-
matically, causing further economic harm.”253 The use of ZTE
and Huawei products in the United States, according to Mr.
McCarthy, also has potential security implications. Network sup-
pliers and operators have the ability to cause disruptions, gather
information, or inject malware into connected or supporting sys-
tems. Numerous obstacles inhibit effective monitoring for these
activities.254
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Chinese Information Technology Firms—Continued

The House Permanent Select Committee on Intelligence con-
ducted an in-depth investigation of ZTE and Huawei from No-
vember 2011 to October 2012. Despite Huawei requesting an in-
vestigation by the U.S. government in order to stem security con-
cerns, the House Permanent Select Committee on Intelligence
was “unsatisfied with the level of cooperation and candor pro-
vided by each company.” Moreover, the investigation found that
“neither company was willing to provide sufficient evidence to
ameliorate the Committee’s concerns” and that companies “failed
to provide evidence that would satisfy any fair and full investiga-
tion.” Consequently, the committee concluded that “[t]he United
States should view with suspicion the continued penetration of
the U.S. telecommunications market by Chinese telecommuni-
cations companies.” 255

Similarly, in March, Representative Frank Wolf (VA) testified
to the Commission about the severity of such threats. He stated
that:

[TThe U.S. has failed to develop a coherent and strategic
policy to address the unique and unprecedented threat
from Chinese state-owned or state-directed companies that
are operating in the U.S. I believe this threat is particu-
larly pronounced from Chinese telecom firms. ... Chinese
state-directed [firms] are collaborating and cooperating
with the Chinese government to a degree that would be
unfathomable in the U.S. or other Western economies. And
as those Chinese state-backed firms enter the U.S. market,
it is unclear whether they will be playing by our rules, or
their own.

Commission members and staff met with Huawei executives
several times throughout 2012, most recently in May and July.
In these meetings, which the company solicited, the executives
attempted to explain Huawei’s cybersecurity strategy and related
matters. They also answered questions about the firm’s security
practices and strategy for the U.S. market. The company agreed
to provide responses, in writing, to additional questions. The
Commission sent these questions in early July but had not re-
ceived any response by the time this Report went to print.

International Context

Chinese hackers target numerous other countries in cyberspace
as well as international institutions. Britain’s security service, MI5,
has warned United Kingdom (UK) businesses on several occasions
in recent years about the threat from Chinese cyber espionage.256
In June of this year, citing both state and nonstate threats, the or-
ganization’s director called the level of malicious cyber activities
“astonishing.” 257 Officials in Canada, Germany, and Australia,
among other places, have also reportedly raised concerns about
Chinese cyber espionage. Chinese actors appear to target Japan ex-
tensively, with both the legislature and key entities in the defense
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industrial base suffering substantial intrusions over the past two
years.258 Although the latter has not been publicly attributed, Jap-
anese investigators recently linked the penetration of the legisla-
ture to the former senior member of the PLA who published exten-
sively on information warfare-related topics as a student at
Nanjing University in Jiangsu Province studying under an 863 pro-
gram grant.259 Taiwan is also a frequent target; their National Se-
curity Bureau revealed in September that Chinese hackers had sto-
len at least 27,000 discrete pieces of information through cyber es-
pionage over the past seven years.260

This high level of intrusion activity adversely affects the inter-
national security environment. Due in large part to the perception
of Chinese threats, Asian nations are increasingly looking to pro-
cure cyber-related goods and services,261 which could include the
development of offensive capabilities. Recent disclosures of success-
ful penetrations in Japan and India have even led some commenta-
tors in those countries to call for the creation of cyber militias, or
confederations of part-time or volunteer cyber operators that seek
to assist formal state entities to pursue national objectives in
cyberspace. Given the possibility of transitory or tenuous relations
with the host state, any movement in this direction would be “pro-
foundly destabilizing for the region,” according to Adam Segal,
Maurice R. Greenberg senior fellow for China studies at the Coun-
cil on Foreign Relations.262 Finally, cyber threats already have neg-
ative consequences for information-sharing within international in-
stitutions. For example, in March of this year, Chinese hackers re-
portedly created false social network pages for the North Atlantic
Treaty Organization’s (NATO) supreme allied commander in order
to glean contact information, such as e-mail addresses and phone
numbers, from other NATO and NATO-member government offi-
cials.263

China’s diplomatic posture toward cyberspace is problematic. In
recent years, China has increased its advocacy in diplomatic fora
on cyber-related issues. For example, as the U.S. Department of
Defense has noted, “China has not yet accepted that existing mech-
anisms (such as the Law of Armed Conflict), apply in cyber-
space.” 264 Equally important, Beijing holds state-centric views on
most Internet issues. In September 2011, for example, China (along
with Russia) was a primary sponsor of “an Information Security
Code of Conduct that would have governments exercise sovereign
authority over the flow of information in cyberspace.” 265 Similarly,
China’s preference to adjudicate cyber-related issues in a United
Nations (UN) framework has led to an emphasis on expanding the
role of organizations such as the International Telecommunications
Union, a UN body, in Internet administration issues.266 As China’s
2010 white paper, The Internet in China, concludes:

China holds that the role of the UN should be given full
scope in international Internet administration. ... China
maintains that all countries have equal rights in partici-
pating in the administration of the fundamental inter-
national resources of the Internet, and a multilateral and
transparent allocation system should be established on the
basis of the current management mode, so as to allocate
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those resources in a rational way and to promote the bal-
anced development of the global Internet industry.267

Realization of this policy would come at the expense of non-
governmental organizations. For example, the Internet Corporation
for Assigned Names and Numbers (better known as ICANN), cur-
rently manages the Internet’s domain name system. If managed by
a UN body, China would be more able to assert control over the
system. The Chinese government has become increasingly adept “in
utilizing international organizations to advance national interests
and to extract what it needs from these institutions,” according to
a 2011 study for the Commission by the Economic Strategy Insti-
tute.268

Implications for the United States

China is “rapidly growing its cyber capabilities,” according to an
October speech by U.S. Secretary of Defense Leon E. Panetta.269
Chinese computer network exploitation and attacks jeopardize U.S.
national security, steal intellectual property, and collect economic,
financial, and other data. While most of the intrusions to date
against government and military systems appear oriented toward
collecting intelligence rather than launching attacks, each objective
requires the same sort of accesses. One of the hallmarks of Chinese
intrusions is the level of effort the operators expend to maintain ac-
cess to compromised systems. With little notice, a compromise
could switch to become disruptive or destructive in nature. Prob-
lematically, penetrations of U.S. military systems still reportedly
require weeks to investigate.27? In the aggregate, as a Commission-
sponsored research report concludes, “Chinese capabilities in com-
puter network operations have advanced sufficiently to pose gen-
uine risk to U.S. military operations in the event of a conflict,”
which has far-reaching consequences for the U.S.’s security pos-
ture.27! Even outside the context of an active conflict, China’s capa-
bilities could impede general military readiness or even the oper-
ations of U.S. critical infrastructure.

Chinese cyber espionage comes with serious economic con-
sequences. C. Frank Figliuzzi, assistant director of the Federal Bu-
reau of Investigation’s counterintelligence division, testified to the
House Committee on Homeland Security, Subcommittee on
Counterterrorism and Intelligence, in June that in his organiza-
tion’s “pending case load for the current fiscal year, economic espio-
nage losses to the American economy total more than $13 bil-
lion.” 272 Although this includes more than Chinese cyber espio-
nage, Representative Mike Rogers (MI) in September identified
China as the world’s most persistent collector, citing “dozens of ex-
amples of Chinese economic espionage” compiled by the Depart-
ment of Justice.273 Although aggregate damages in terms of mone-
tary or job losses are difficult to tabulate, individual accounts illus-
trate some of the consequences of this trend.274 For example,
Bloomberg reported, citing U.S. officials, that “[olne U.S. metallur-
gical company lost technology to China’s hackers that cost $1 bil-
lion and 20 years to develop.” 275

Potential Chinese threats to supply-chain security raise doubts
about defense system and critical infrastructure assurance. As
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James R. Clapper, Jr., U.S. director of National Intelligence, testi-
fied to the Senate Armed Services Committee in February, “Man-
aging the enormous vulnerabilities within the IT supply chain for
U.S. networks” is one of our “greatest strategic cyber chal-
lenges.” 276 The problem includes both counterfeit components sold
for profit and deliberately subverted equipment that can enable es-
pionage and attacks. Many components of high-technology supply
chains are produced outside of the United States, oftentimes in en-
vironments permissive to exploitation. However, evaluating hard-
ware is tremendously challenging, especially at the scale of the
purchases made by government entities or infrastructure operators.
The U.S. government does not have the capability to evaluate even
the software element of the supply chain, according to April 2011
testimony to the Senate Judiciary Subcommittee on Crime and Ter-
rorism from Gordon Snow, assistant director of the Federal Bureau
of Investigation’s Cyber Division.2?7 Frequent software updates in
many critical systems complicate matters further.

Many U.S. entities do not have the capability to sufficiently man-
age the threat of Chinese cyber espionage. Persistent Chinese ac-
tors eventually identify and exploit gaps in even well-defended IT
environments. Information that may help raise defenses is not al-
ways available because of bottlenecks in exchanging practical infor-
mation among military, government, private sector, and other non-
governmental stakeholders. Military and government institutions
must balance the imperative to provide security against intel-
ligence collection efforts. In many instances, according to Jason
Healey, director of the Cyber Statecraft Initiative at the Atlantic
Council, the latter prevails. He testified that “[wle will never make
progress if everyone looks for their classification stamps when the
words ‘China,” ‘cyber,” and ‘espionage,” are used together.” 278 Busi-
nesses, for their part, often have concerns about exposing propri-
etary or other sensitive information. This extends beyond tactical
information-sharing practices and into matters of corporate govern-
ance. Notwithstanding Securities and Exchange Commission guid-
ance encouraging the disclosure of material penetrations, many
listed firms still do not report significant breaches, either due to
choice, ignorance, or ambiguities in the reporting requirements.279

In the international context, Chinese actions increasingly affect
the state of the Internet. Persistent espionage poses substantial
dangers to the operations of numerous international organizations
and nongovernmental entities. Fear of such espionage as well as
attacks has led countries, particularly China’s Asian neighbors, to
increase their own cyber capabilities, which may have destabilizing
consequences. Chinese diplomatic initiatives, if successful, could
consolidate state control over the Internet at the expense of non-
governmental organizations and other independent actors. More-
over, Beijing may influence the Internet’s development through the
introduction and advancement of Chinese technological stand-
ards.280 For example, a June 2012 proposal by state-owned China
Mobile and China Telecom to the Internet Engineering Task Force,
an international standards-setting body, advocates for segmenting
the Internet’s domain name system, which would allow China more
control over the Chinese portion of the Internet.281 Technological
standards have numerous implications, ranging from freedom of



168

speech to commerce. China’s large Internet population and the in-
creasing dominance of its technology firms abroad make its ability
to affect such standards more likely over the long term.

Conclusions

e China-based cyber exploitations and attacks are executed by nu-
merous different actors. The PLA has several distinct entities
that operate in the domain, including elements of the head-
quarters staff and potentially each military branch, some com-
bination of which would seek to execute cyber attacks during
wartime. Several entities within China’s intelligence and security
services also likely have a cyber espionage mandate. Nominally
independent groups likely engage in state-sponsored exploitation,
and certain corporate actors, such as Chinese information tech-
nology or telecommunications firms, may also operate in cyber-
space on the state’s behalf.

e The Chinese military, the People’s Liberation Army, is refining
and implementing strategies for the cyber domain. Conceptually,
the PLA bundles cyber issues together with other areas of con-
flict, such as electronic warfare, space warfare, and public opin-
ion warfare. This approach seeks to provide the PLA with the
ability to defend, and comprehensively leverage, information for
China’s benefit. China has no single public strategy to attain its
civil goals in cyberspace, but the country’s numerous develop-
ment plans identify investment priorities and inform cyber-re-
lated bureaucratic objectives and decisions.

e The state of the Internet in China substantially affects the
broader cyber domain. With close to 540 million Internet users
and over 675 million Internet devices, much of the country’s in-
fluence relates to its massive scale. As in the United States and
elsewhere, Chinese users face a range of malicious cyber activi-
ties, and these devices are vulnerable and often compromised.
China seeks to shape its cyber domain with heavy investment in
emerging technologies and comparable investment in research,
including in areas that relate to cyber exploitation and attack. To
these ends, China’s high-technology talent pool is on a favorable
trajectory.

e In 2012, Chinese state-sponsored actors continued to exploit gov-
ernment, military, industrial, and nongovernmental computer
systems. Any individual penetration remains difficult to at-
tribute, but security researchers are increasingly able to group
exploitations into “campaigns” based on common features and
gain better insight into those responsible. Although most China-
based activity observed over the past year relied on basic and
straightforward techniques, a series of new developments suggest
Chinese exploitation capabilities are improving significantly. Ir-
respective of sophistication, the volume of exploitation attempts
yielded enough successful breaches to make China the most
threatening actor in cyberspace.

e China presents the largest challenge to U.S. supply chain integ-
rity. Many components of defense systems and telecommuni-
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cations infrastructure are manufactured in China or sourced
from Chinese entities. This yields active problems with counter-
feit and substandard components and raises the potential for the
introduction into critical systems of intentionally subverted com-
ponents. Counterfeit parts can cause failures that raise costs, ad-
versely affect military readiness, and subject servicemen and
women to unnecessary dangers. Subverted components can allow
foreign militaries or intelligence services to disrupt, destroy, or
otherwise compromise U.S. systems.

Chinese activities in cyberspace have a range of consequences for
the international environment. Countries targeted by Chinese es-
pionage increasingly seek their own cyber capabilities, which
may yield destabilizing consequences. Beijing also advocates for
policies in cyberspace that enhance state control over the Inter-
net. To the extent China is successful in this regard, the shift
would have adverse consequences for free speech and other
norms and would come at the expense of nongovernmental par-
ticipation in Internet administration.



SECTION 3: CHINA’S NUCLEAR
DEVELOPMENTS

Introduction

In conjunction with a broader, militarywide modernization pro-
gram, China has over the past two decades made a series of quan-
titative and qualitative improvements to its nuclear forces. New
classes of missiles, designed for greater mobility, reliability, and
reach, incorporate features to ensure their ability to overcome ad-
versary defenses and strike their targets. Emerging platforms, par-
ticularly land- and sea-based, and expanded subterranean storage
facilities add to these weapons’ survivability against a possible first
strike. In tandem, organizational and doctrinal reforms have
sought to streamline the operations of China’s nuclear forces. In
the aggregate, China has assumed a more muscular nuclear pos-
ture, which ongoing improvements will continue to enhance.

Several developments in recent years have attracted attention
from western policymakers and defense analysts on China’s nu-
clear weapons stockpiles, capabilities, and intentions. U.S. and
Russian commitments to reduce stockpiles raised questions about
the desirability of further cuts without clearer information on Chi-
na’s nuclear forces. This is particularly relevant given a spirited de-
bate over the past two years, inspired largely by greater attention
to China’s network of underground nuclear weapons storage and
transport tunnels, about the accuracy of widely accepted assess-
ments of China’s nuclear posture. Additionally, discussions within
the U.S. defense establishment about the potential for precision
military strikes on China’s conventional forces in the context of a
military contingency have brought into focus potential ambiguities
in Beijing’s position on thresholds for the use of nuclear weapons.

In light of these issues, this section of the Annual Report surveys
China’s nuclear complex. Drawing from a public hearing the Com-
mission held on the subject in March 2012, this portion of the Re-
port includes explanations of China’s nuclear arms-related organi-
zations and associated command and control issues; Chinese nu-
clear policy and strategy; China’s nuclear arsenal; and China’s
fissile material stocks. This is followed by a description of the inter-
national context of China’s nuclear modernization and concludes
with a discussion of the implications for the United States.

Organization and Command and Control

China’s nuclear forces have specialized organizational character-
istics to streamline command and control. The Second Artillery
Forces (sometimes referred to as the “Strategic Rocket Forces”), an
independent branch of the People’s Liberation Army (PLA), main-
tain primary responsibility for China’s nuclear weapons. For dec-
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ades after its creation in 1966, the organization received limited at-
tention and resources within the wider, ground forces-centric Chi-
nese defense establishment. Although not considered a service
itself, the Second Artillery status has been elevated since the late
1990s to a level similar to the PLA Air Force and PLA Navy.282
Today, the branch has grown to include approximately 100,000 peo-
ple and about 28 missile launch brigades, subordinate to six army-
level missile bases throughout China.283

The command authority of the Second Artillery is highly central-
ized. The organization falls “under the direct command and con-
trol” of the Central Military Commission,284 the Chinese military’s
supreme body. This differs from the PLA services, including the
PLA Navy and PLA Air Force, which, although also ultimately sub-
ordinate to the Central Military Commission, report through var-
ious additional layers of command.* While the Second Artillery re-
ceives various combat orders through the PLA headquarters’ Gen-
eral Staff Department, only the Central Military Commission can
send nuclear launch orders (it is unclear whether this also applies
to conventional missile launches).285 As an organizational matter,
the inclusion since 2004286 of the Second Artillery commander as
a member of the Central Military Commission presumably
strengthened this command relationship. The Second Artillery re-
portedly follows the Central Military Commission’s orders “in the
strictest and most precise manner.” 287

The special relationship between the Central Military Commis-
sion and the Second Artillery provides the Chinese Communist
Party (CCP) ultimate control over China’s nuclear arsenal. Though
the Central Military Commission is composed primarily of military
officers, the entity is formally a department of the CCP Central
Committee.288 In principle, decisions about whether and when to
use nuclear weapons would be made by the full Politburo Standing
Committee,289 of which the Central Military Commission’s civilian
chairman (presently China’s President Hu Jintao) and vice chair-
man (presently China’s Vice President and presumptive next Presi-
dent Xi Jinping) are key members. These individuals’ authority on
the Central Military Commission follows from their ranks within
the party, not necessarily from their concurrent roles as senior
state leaders.290

In practice, command authority may face various constraints.
General James E. Cartwright (U.S. Marine Corps, ret.), former vice
chairman of the U.S. Joint Chiefs of Staff, testified to the Commis-
sion that, with respect to China and nuclear issues, “[w]hat worries
me most are the disconnects that tend to occur between [China’s]
government and their military.” Citing China’s 2007 antisatellite
demonstration and the 2011 test flight of its J—20 fighter aircraft
(which occurred during a visit to China by then U.S. Secretary of
Defense Robert Gates), both of which may have caught China’s ci-
vilian leadership off guard, General Cartwright said that these and

*These additional layers of command could include service, military region, or other PLA
headquarters bureaucracies, depending on circumstances.



172

other incidents point to possible breakdowns in command and con-
trol and policy coordination.* 291

China’s civilian leadership appears to take this issue seriously.
Informed by events during the 1966-1976 Cultural Revolution,
such as a risky and potentially unauthorized 1966 nuclear ballistic
missile test that overflew populous areas,292 China’s modern nu-
clear complex is designed to promote unitary control and is improv-
ing from its historically low (even “primitive,” according to one
analysis) level of development.293 Nuclear weapons security is now
apparently of “equal or greater importance than operational effi-
ciency and effectiveness,” according to Mark A. Stokes, executive
director of the Project 2049 Institute.29¢ This prioritization mani-
fests in China’s stockpile management practices. China’s 2008
defense white paper reports that, for safety, the Second Artillery
“has adopted reliable technical means and methods,” in addition to
other safety measures, “to avoid unauthorized and accidental
launches.” 295 Few details about these measures have emerged, but
China’s land-based missiles “appear to be stored separately from
warheads,” and the two are only mated and deployed “in elevated
readiness conditions and perhaps on occasion for training pur-
poses,” according to Mr. Stokes.296

However, the increasing mobility of China’s nuclear weapons,
and the maturation of its air- and sea-based varieties in particular,
will challenge existing safeguards within China’s nuclear command
and (aontrol architecture. As the U.S. Department of Defense has
stated:

The introduction of more mobile systems will create new
command and control challenges for China’s leadership,
which now confronts a different set of variables related to
deployment and release authorities. For example, the PLA
Navy has only a limited capacity to communicate with sub-
marines at sea, and the PLA Navy has no experience in
managing an SSBN [nuclear-powered ballistic missile sub-
marine] fleet that performs strategic patrols with live nu-
clear warheads mated to missiles. Land-based mobile mis-
siles may face similar command and control challenges in
wartime.297

The diversification of China’s nuclear arsenal affects virtually
every layer of its command and control regime. For example, the
Second Artillery may have ceded some or all aspects of the storage,
management, and use of some portion of China’s arsenal to the
other PLA services, particularly the PLA Navy.298 On a technical
level, such developments “may erode traditional controls against
unauthorized launches,” which relied historically upon the separa-
tion of components, according to testimony by Phillip C. Saunders,

* Alternatively, such events may indicate breakdowns in the Chinese government’s planning
mechanisms or public relations posture, or be contrived to instill uncertainty in foreign audi-
ences.

TAs one analyst notes, “China has not developed detailed procedures for the security (from
unauthorized launch) and safety (from accidental launch) of its launch forces. On land, the PLA
has addressed these dangers through maintaining the separation of warhead and launch plat-
forms. Yet that approach will not be viable at sea, and so positive control of the warheads will
need to rely on other approaches.” Christopher P. Twomey, “Asia’s Complex Strategic Environ-
ment: Nuclear multipolarity and other dangers,” Asia Policy 11 (Seattle, WA: National Bureau
of Asian Research, January 2011): 70-1.
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director of the Center for the Study of Chinese Military Affairs at
the National Defense University.299 Questions remain about
whether China has a “two-man rule” or other provisions in place
to ensure that, with emerging mobile platforms, launches can take
place only with authorization.*

This command and control system may be the fundamental de-
terminant of China’s responsiveness in a nuclear contingency. Each
of these features, designed to increase assurance in launch orders,
would necessarily affect the speed with which China could com-
mence a nuclear strike, whether preventive, preemptive, or retalia-
tory. Acceptance of a delayed nuclear counterstrike is consistent
with China’s articulated nuclear strategy, discussed below. Al-
though little information is available about China’s nuclear alert
posture, a recent defense white paper claims that its nuclear forces
“are kept at an appropriate level of readiness” and are not “aimed
at any country” during peacetime.300

Policy and Strategy

China’s official pronouncements about nuclear policies and strat-
egies are short, consistent, and ill defined. Biennial defense white
papers convey that “China consistently upholds the policy of no
first use of nuclear weapons, adheres to a self-defensive nuclear
strategy, and will never enter into a nuclear arms race with any
other country.”301 To fulfill these principles, these papers assert
that China “will limit its nuclear capabilities to the minimum level
required for national security.” 301 Elsewhere, China’s white papers
describe a requirement to maintain a “lean and effective” nuclear
force.?02 Both characterizations are subject to interpretation.303
The U.S. Department of Defense provides little insight into how it
views the matter, noting only in its Military and Security Develop-
ments Involving the People’s Republic of China 2012 report to Con-
gress that China seeks the capability to respond to a nuclear attack
“with sufficient strength to inflict unacceptable damage on the
enemy.” 304 For planning purposes, Chinese strategists consider the
United States as the principal threat.305

Notwithstanding the significant problem of how outsiders ought
to interpret China’s statements, they are generally consistent and
grounded in polices formulated by Mao Zedong and Deng
Xiaoping.3%¢ Dr. Saunders testified that:

China’s senior political and military leaders have consist-
ently emphasized that the principal utility of nuclear weap-
ons lies in deterring a nuclear attack and countering nu-
clear coercion. Although Chinese leaders believe that pos-
session of nuclear weapons bestows international status,
they do not believe that more warheads increase a state’s
power or status. Unlike U.S. and Soviet strategists who fo-
cused heavily on the potential impact of relative capabili-
ties in nuclear war-fighting scenarios, Chinese leaders ap-

*A “two-man rule,” in this context, requires that at least two people take action to initiate
a launch. Dr. Saunders testified that China has “been exposed to some of that technology, but
I don’t think we [U.S. PLA observers] know for sure the extent to which they [China] may have
adopted it,” particularly in the case of submarines. U.S.-China Economic and Security Review
Commission, Hearing on China’s Cyber and Nuclear Capabilities, testimony of Phillip C. Saun-
ders, March 26, 2012.
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pear to have concluded that one or a few nuclear weapons
striking an adversary’s homeland would constitute unac-
ceptable damage, making a large arsenal unnecessary to
achieve the desired strategic effects.307

However, numerous questions remain about the size and features
of China’s nuclear stockpile (see “Arsenal” subsection, below).

Deterrence and Retaliation

China seeks to maintain nuclear deterrence by assuring the abil-
ity to retaliate to a nuclear first strike.398 Second Artillery training
materials, to the limited extent they are available for outside anal-
ysis, generally support this premise. According to testimony from
Dr. Saunders, “Doctrinal materials and published reports about
Second Artillery Corps training are consistent with Chinese public
statements about nuclear strategy.” 399 Additionally, “Doctrinal ma-
terials published in the early 2000s describe the Second Artillery’s
‘nuclear counterstrike campaign’ and refer to ‘striking after the
enemy has struck’ as a basic guiding principle.” The materials, ac-
cording to his analysis, also “stress the need to be prepared to oper-
ate in an environment where nuclear strikes have occurred.”310
This retaliatory approach appears to comport in most respects with
features of China’s current nuclear arsenal (described below), in-
cluding size and alert level.

China announced a “No First Use” policy soon after its first nu-
clear test in 1964, but its exact meaning is ambiguous.311 Although
debated periodically within China’s defense establishment, the
character of the formulation has not changed.* The most recent
iteration, in the 2010 defense white paper, reads:

China will not be the first to use nuclear weapons at any
time and under any circumstance, and unequivocally com-
mits that under no circumstances will it use or threaten to
use nuclear weapons against nonnuclear weapon states or
nuclear weapon free zones.312

Although seemingly definitive, such pronouncements raise a vari-
ety of questions about how to interpret them. It is unclear whether
another side’s “use” means detonation, or whether something like
“nuclear coercion,” a staple term within prenuclear China’s security
policy lexicon,i might somehow constitute first use. Other actions
that may or may not be covered by the declaration include strikes
on what China considers its own territory (e.g., Taiwan or large
areas of the South China Sea), demonstration strikes, or high-alti-
tude bursts.313 Further questions surround the prospects for the
use of nuclear weapons in response to conventional strikes against

*A series of debates about nuclear strategy that appeared in PLA-related literature in the
early 1990s and mid-2000s introduced doubts about the No First Use pledge. Senior PLA officers
(in addition to, reportedly, at least one Chinese arms control official) have also periodically made
statements in various fora, including to the media, that do not comport with a strict, literal in-
terpretation of the No First Use pledge. See U.S.-China Economic and Security Review Commis-
sion, Hearing on China’s Cyber and Nuclear Capabilities, written testimony of Phillip C. Saun-
ders, March 26, 2012; Mark Schneider, “The Nuclear Doctrine and Forces of the People’s Repub-
lic of China,” Comparative Strategy 28 (Spring 2009): 246-8.

T“Nuclear coercion” refers to intimidation, blackmail, or other coercive diplomacy by nuclear
weapons states. For an explanation of the classical usage, see M. Taylor Fravel and Evan S.
Medeiros, “China’s Search for Assured Retaliation: The Evolution of Chinese Nuclear Strategy
and Force Structure,” International Security 45: 2 (Fall 2010): 60.
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China’s nuclear weapons or command and control systems, strikes
with weapons of mass destruction-like effects, or in other scenarios
interpreted to threaten the survival of the Chinese regime.314
Moreover, there is some speculation as to whether early warning
about a possible nuclear strike on China would cause its leaders to
cross the nuclear threshold, and what types of indications would be
considered credible and threatening enough to act upon.315 The
Chinese government, like some other nuclear countries, remains
deliberately ambiguous on these points.316

“Active Defense”

Another important consideration is how China’s nuclear strategy
fits in with its overall defense strategy. The PLA’s overriding strat-
egy depends heavily on the concept of “active defense.” This prin-
ciple emphasizes gaining and maintaining the initiative in warfare,
at times by striking first.317 According to testimony before the
House Armed Services Committee from Keith B. Payne, commis-
sioner of the Congressional Commission on the Strategic Posture of
the United States, Chinese military doctrine places nuclear weap-
ons into the active defense construct.31® According to testimony
from Dr. Saunders:

Although Chinese nuclear doctrine, force structure, and
training appear broadly consistent with publicly articu-
lated Chinese nuclear policy, some aspects have raised con-
cerns for Western analysts. One is the emphasis in Chinese
military doctrine of the importance of maintaining the ini-
tiative, a concept in tension with the retaliatory principle of
‘strike only after the enemy has struck.’319

It is unknown how Chinese defense planners reconcile appar-
ently contradictory elements of this strategy with China’s No First
Use policy and whether or how this might change in a time of con-
flict.

Arsenal

China has disclosed little information about the size, composi-
tion, and disposition of its nuclear forces, which yields uncertain-
ties about the size and characteristics of its warhead inventory. Ac-
cording to Mr. Stokes, the lack of information follows from China’s
overall approach to deterrence, which has long “relied upon quan-
titative and geographic ambiguity.”320 This deliberate ambiguity,
according to one analysis, means that, “within the study of Chinese
military and security affairs, problems of data availability are most
acute regarding nuclear issues.”32! Similarly, many outside ana-
lysts regard the Second Artillery as perhaps the least transparent
entity within the PLA;322 which as an institution is sometimes
criticized for its opaqueness. According to Hui Zhang, a senior re-
search associate at Harvard University, “Beijing believes the trans-
parency of its nuclear strategy and nuclear doctrine is more impor-
tant than that of the force posture and that the opacity of its force
posture can serve to enhance the ‘deterrence effect’ of its small nu-
clear force.” 323

Most western assessments conclude that China possesses some-
where between 100 and 500 nuclear weapons, while the most rig-
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orous open source surveys to date produce results that cluster
around 240. (Figure 1, below, shows common estimates of China’s
stockpile in comparison to other nuclear countries.) Several
sources, particularly from China’s neighbors, present substantially
higher estimates. Taiwan’s Ministry of Defense asserted in 2011
that China’s Second Artillery possessed between 450 and 500 nu-
clear warheads.324 According to testimony from Mark B. Schneider,
senior analyst at the National Institute of Public Policy, various
Russian estimates tend to be greater still.325 One projection ranges
from 1,600 to 1,800 nuclear weapons in total (with 800—900 oper-
ational); others suggest even higher numbers.* The variance in
these estimates follows not just from the dearth of public informa-
tion on the subject but also from the use of different analytical
methodologies and assumptions. In most cases, these estimates do
not distinguish between strategic and tactical weapons, a distinc-
tion clouded by China’s regional deterrence missions.

Figure 1: World Nuclear Forces!

Country Ofiratogic. | Namstratogic | Nondeployed | Stockpile | Inventory
Russia 1,800 (1,550)2 0 3,700 5,500 10,000
U.S. 1,950 (1,550)3 200 2,850 5,000 8,000
France 290 N/A ? 300 300
UK 160 N/A 65 225 225
Israel 0 N/A 80 80 80
Pakistan 0 N/A 90-110 90-110 90-110
India 0 N/A 80-100 80-100 80-100
North Korea 0 N/A <10 <10 <10
China
Source Estimated Total Inventory

— Testimony to Commission * 100-200
— Hui Zhang® 166

— Various® 240

— Perry-Schlesinger Commission” 100-200
— Taiwan Ministry of National Defense 8 450-500
— IISS Military Balance (modified)® 526

— Viktor Yesin 10 1,600-1,800

1Except where otherwise noted, these figures are from the Federation of American Scientists,
“World Nuclear Forces” (Washington, DC: May 7, 2012). http://www.fas.org/programs/ssp/nukes/
nuclearweapons/nukestatus.html. The data presented on this chart include numerous assump-
tions. For a full explanation, see information contained in the source itself.

*Viktor Yesin, “The Third One after the U.S. and Russia,” Voyenno-Promyshlennyy Kuryer
(Moscow), May 2, 2012. OSC ID: CEP20120627037003. http://www.opensource.gov. Higher poten-
tial numbers are suggested in Aleksey Arbatov, “China, Strategic Stability, Disarmament: PRC
Economic and Technical Potential Permits a Rapid Nuclear Missile Buildup,” Voyenno-
Promyshlennyy Kuryer (Moscow), November 23, 2011. OSC ID: CEP20120706767004. hitp://
www.opensource.gov. Some western nuclear analysts have questioned these accounts.
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2Under New START [Strategic Arms Reduction Treaty], the United States and Russia have
each committed to draw down deployed strategic warheads to 1,550 and deployed strategic deliv-
ery systems to 700 by February 2018. See Treaty Between the United States of America and the
Russian Federation on Measures for the Further Reduction and Limitation of Strategic Offensive
Arms, April 8, 2010. http://www.state.gov/documents/organization/140035.pdf. Note that the trea-
ty employs some counterintuitive accounting rules, particularly for bombers.

3 Here again, 1,550 represents commitments made for reductions by 2018.

4Phillip A. Karber testified that the lower-bound of most estimates is 100 operational weap-
ons. Other commonly accepted estimates range up to 400. U.S.-China Economic and Security Re-
view Commission, Hearing on China’s Cyber and Nuclear Capabilities, testimony of Phillip A.
Karber, March 26 2012. Henry Sokolski testified that most commonly accepted estimates clus-
ter around 200. U.S.-China Economic and Security Review Commission, Hearing on China’s
Cyber and Nuclear Capabilities, written testimony of Henry Sokolski, March 26, 2012. No testi-
mony to the Commission provided upper-bound estimates.

5Hui Zhang, “Nuclear Modernization in China,” in Ray Acheson, ed., Assuring Destruction
Forever: Nuclear Weapon Modernization Around the World (New York: Reaching Critical Will,
a project of the Women’s International League for Peace and Freedom March 2012), p. 20.
hitp:/lreachingcriticalwill.org/images/documents/Publications/modernization/assuring-destruction-
forever.pdf.

6 Several sources arrive directly at 240: U.S.-China Economic and Security Review Commis-
sion, Hearing on China’s Cyber and Nuclear Capabilities, written testimony of Mark A. Stokes,
March 26, 2012; and due to a common author, Federation of American Scientists, “World Nu-
clear Forces” (Washington, DC: May 7, 2012). hitp://www.fas.org/programs/ssp/nukes/nuclear
weapons/nukestatus.html; Hans M. Kristensen and Robert S. Norris, “Chinese nuclear forces,
2011,” Bulletin of the Atomic Scientists 67: 81 (2011): 85. hitp://bos.sagepub.com/content/67/6/
81.full.pdf; and Shannon N. Kile, Phillip Schell, and Hans M. Kristensen, “Chinese nuclear
forces,” in SIPRI [Stockholm International Peace Research Institute] Yearbook 2012 (London,
United Kingdom: Oxford University Press, forthcoming, November 2012), p. 328. http://www.
sipri.orglyearbook/2012/files/SIPRIYBcO07sV.pdf.

7William J. Perry et al., America’s Strategic Posture (Washington, DC: United States Institute
of Peace Press, Spring 2009), p. 111. http://media.usip.org/reports/strat _posture_report. pdf. A
helpful qualification to this figure is contained in Christopher P. Twomey, “Asia’s Complex Stra-
tegic Environment: Nuclear multipolarity and other dangers,” Asia Policy 11 (Seattle, WA: Na-
tional Bureau of Asian Research, January 2011), p. 58 (Table 1 n).

8This figure appears to exclude nuclear bombers and submarine launched ballistic missiles.
The source regards about 180 of these weapons to be operational. Republic of China, National
Defense Report (Taipei: Ministry of National Defense, 2011). p. 82. hétp://2011mndreport.mnd.
gou.twlen/pdfi100report_english.pdf.

9This source cites 470 strategic missiles. A detailed breakdown (which only adds up to 460)
reveals that this only includes land-based systems. Interestingly, the 470 figure includes 36 DF—
21C missiles and 6 DF-21D missiles, which may be capable of delivering nuclear payloads but
are probably intended for conventional missions. (Page 36 of the Annual Report to Congress:
Military and Security Developments Involving the People’s Republic of China 2011 also refers to
a nuclear DF-21D, but the Department of Defense confirmed to the Commission that this was a
typographical error. (Name withheld (staff member, Office of the Secretary of Defense Legisla-
tive Affairs), interview with Commission staff, September 12, 2011.) The source also cites one
XIA-class and two JIN-class ballistic missile submarines with 12 JL—1 missiles and “up to” 12
JL—2 missiles, respectively. Although unspecified in the source, for the purposes of this chart,
the Commission assumes a single warhead for each missile. Thirty-six warheads are thus added
to the 470 figure provided in the source. Similarly, the source cites one regiment of nuclear-
ready H-6E bombers but does not specify the number of bombers per regiment or the quantity
of bombs per bomber. For the purposes of this chart, the Commission thus assumes a total of 20
bombers, each carrying one operational warhead, raising the figure once again by 20. These
bomber-related assumptions are consistent with those made by the Stockholm International
Peace Research Institute and the Federation of American Scientists (cited above). See The Inter-
national Institute for Strategic Studies, The Military Balance 2012 (London; UK: Routledge,
2012). pp. 234, 237.

10This source assumes 800-900 of these weapons to be operational. Viktor Yesin, “The Third
One after the U.S. and Russia,” Voyenno-Promyshlennyy Kuryer (Moscow), May 2, 2012. OSC
ID: CEP20120627037003. http.://www.opensource.gov. The Russian Academy of Sciences appears
to have adopted this figure in at least one publication. See Interfax-AVN online (Moscow),
“China may have 1,600-1,800 nuclear munitions—experts,” September 28, 2012. OSC ID:
CEP2012 0928950016. http://www.opensource.gov. As noted above, some western nuclear ana-
lysts have questioned this account.

China has a variety of means to deliver nuclear weapons. The
most critical is the Second Artillery’s land-based ballistic missile
programs, which form the backbone of China’s nuclear deterrent.
The PLA Navy has a symbolic ballistic missile submarine capa-
bility that, through ongoing developments, could soon yield an
operational, sea-based nuclear capability. The PLA Air Force also
has a bomber capable of dropping nuclear weapons. Finally, these
means of delivery must be viewed in light of the PLA’s nuclear
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weapons storage and handling infrastructure, which is particularly
critical given China’s emphasis on the security and mobility of its
nuclear forces. This subsection discusses each issue in turn.

Intercontinental Ballistic Missiles

China’s land-based intercontinental ballistic missile force is the
central component of China’s nuclear deterrent posture and is like-
ly to remain so into the foreseeable future.326 Although China does
not disclose figures, the U.S. Department of Defense reports that
China has 50 to 75 intercontinental ballistic missiles (i.e., those
with greater than a 5,500 kilometer [km] range).337 Although the
department has not provided detailed breakdowns since its 2010
report to Congress on China’s military, this figure includes some
combination of the DF-5 (greater than a 13,000 km range), the
DF-31A (greater than a 11,200 km range), and the DF-31 (greater
than a 7,200 km range).*328 China is in the process of modernizing
and increasing this intercontinental ballistic missile inventory, but
the rate of modernization remains unclear. In the aggregate, “The
number of Chinese intercontinental ballistic missiles that can
strike the continental United States will probably more than dou-
ble by 2025,” according to recent testimony by Ronald L. Burgess,
Jdr., U.S. Army (retired), then director of the U.S. Defense Intel-
ligence Agency.329

Part of China’s modernization program includes active missile
testing and the development of at least one new class of road mo-
bile, intercontinental ballistic missiles, sometimes referred to as
the DF-41 program.33° China reportedly tested this missile, suc-
cessfully, on July 24.331 Although details remain scarce, this mis-
sile could employ a multiple, independently targeted reentry vehi-
cle capability, which would allow a single missile to threaten mul-
tiple targets and complicate missile defense, substantially improv-
ing China’s nuclear deterrent.332 Following a subsequent test in
mid-August of China’s new submarine-launched, intercontinental
ballistic missile, the JL—-2 (described below), China tested an older
DF-5A on August 20 and a newer DF-31A on August 30.333 Con-
temporaneously with the latter, the PLA Second Artillery Corps
announced it had succeeded in making a “comprehensive trans-
formation” toward a fully mobile missile force.334

The Second Artillery also possesses a variety of shorter-range nu-
clear and nuclear-capable ballistic missiles for regional deterrence.
(Figure 2, below, shows the ranges of China’s ballistic missiles.) In
addition to maintaining the ability to strike allied capitals (e.g., in
South Korea and Japan), many of these missiles could strike the
U.S. military’s forward bases in the Pacific. However, available ma-
terials on China’s nuclear strategies do not suggest that China’s
defense planners envisage the use of nuclear weapons for this type
of application.335

*Office of the Secretary of Defense, Annual Report to Congress: Military and Security Develop-
ments Involving the People’s Republic of China 2012 (Washington, DC: Department of Defense,
2012), p. 43. The intercontinental ballistic missile designation will also capture the JL—2 (pro-
jected at greater than a 7,400 km range) when it becomes operational. Note that the visual de-
piction in figure 2 does not appear to account for the additional range provided during sub-
marine patrols.
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Figure 2: China’s Missile Ranges, 2012
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Source: U.S. Department of Defense. Modified from Office of the Secretary of Defense, Annual
Report to Congress: Military and Security Developments Involving the People’s Republic of China
2012 (Washington, DC: Department of Defense, 2012), p. 43.

China also seeks to make a range of qualitative improvements in
its strategic missile forces.33¢ This includes advances in range and
reliability as well as new features intended to defeat ballistic mis-
sile defense systems. According to the U.S. Department of Defense,

China is developing

new technologies such as “maneuvering re-

entry vehicles, MIRVs [multiple independently targeted reentry ve-
hicles], decoys, chaff, jamming, thermal shielding, and anti-sat-

ellite” weapons.337
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In parallel with China’s procurement of more and better nuclear
weapons, the Second Artillery is developing and refining its con-
cepts for using these missiles effectively. For example, Chinese offi-
cial media report the occurrence of “numerous Second Artillery
Corps training exercises featuring maneuver, camouflage, and
launch operations under simulated combat conditions, which are
intended to increase survivability,” according to the U.S. Depart-
ment of Defense.* 338 These activities complement the Second Artil-
lery’s unique, highly mobile strategy. Whereas the United States
has long relied on hardened silos, designed to withstand an oppo-
nent’s nuclear blast, to store and launch its land-based ballistic
missiles, China relies to a much greater extent on mobility, camou-
flage, and concealment. To these ends, the Second Artillery uses
large, wheeled “transporter erector launc