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Operating under the guidance and support of the Bureau of Justice Assistance 

(BJA), Office of Justice Programs (OJP or ‚Office‛), U.S. Department of Justice (DOJ or 

‚Department‛), the Global Justice Information Sharing Initiative (‚Global‛ or 

‚Initiative‛) Advisory Committee (GAC or ‚Committee‛) held its spring 2011 meeting 

on April 20.  The GAC is a Federal Advisory Committee to the highest-ranking justice 

officer in the nation—the U.S. Attorney General (AG)—on justice-related information 

sharing issues.   

 

The event took place at the Embassy Suites Washington, DC—Convention 

Center hotel.  The meeting was called to order at 8:30 a.m. by GAC Chairman  

Robert Boehmer, Global member representing the National Criminal Justice Association 

(NCJA).  Mr. Carl Wicklund, GAC member representing the American Probation and 

Parole Association (APPA), presided as Committee Vice Chair. 

 

The GAC meets twice a year, in the spring and fall, in the Washington, DC, area.  

These events are open to the public and announced in the Federal Register, located at 

http://www.gpoaccess.gov/fr/index.html.  Interested justice colleagues and members of 

the public are welcome to attend. 

 

The day’s program1 contained the following discussion points, 

recommendations, and action items.  In the interest of document structure and report 

comprehensibility, the order of events described herein does not necessarily mirror the 

agenda.  However, the content is reflective of meeting activities and resolutions.   

 

Keynote and Welcoming Remarks 

 

 The Honorable Laurie Robinson, Assistant Attorney General (AAG), OJP, 

provided the opening keynote address, greeting the entire audience—more than 70 

Global members, observers, guests, and staff—and extending special recognition to new 

                                                 
1Please see Attachment A for a copy of the agenda.   
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GAC members Ms. Anne Tompkins, United States Attorney, Western District of  

North Carolina, GAC representative from the Executive Office for United States 

Attorneys, and Mr. Kevin Bowling, Court Administrator, 20th Circuit Court 

(Michigan), GAC representative from the National Association for Court Management.  

Ms. Tompkins and Mr. Bowling bring a wealth of experience to the table, as well as a 

desire to dive immediately into Committee work; their contributions and energy are 

welcome additions.   

 

 AAG Robinson praised Committee successes since the last GAC meeting, 

including the following:  

 

 After much diligence on the part of Global, DOJ, and the U.S. Department of 

Homeland Security (DHS) leadership, 71 of the 72 primary and recognized 

fusion centers have privacy policies in place that are at least as comprehensive 

as the Information Sharing Environment (ISE) Privacy Guidelines.  

 

 In March, more than 900 attendees participated in the fifth annual National 

Fusion Center Conference (NFCC).  Global again proudly cosponsored the 

event, which reached registration capacity months in advance.  

Mr. Ronald Brooks, Chairman, Global Intelligence Working Group (GIWG) and 

Criminal Intelligence Coordinating Council (CICC), was singled out for his 

exceptional leadership of the NFCC which, as AAG Robinson noted, ‚Gets better 

every single year.‛  
 

 Pursuant to a request issued at the fall 2010 GAC meeting by  

Mr. Kshemendra Paul (Program Manager, ISE), Global and the CICC provided 

significant guidance to the National Strategy for Information Sharing refresh 

effort.  (Mr. Paul provided an update on the refresh at the spring meeting; 

associated notes are included later in this summary.) 
 

AAG Robinson concluded by issuing a challenge to Global to ‚…identify where 

we [DOJ] need to be over the next three to five years:  Are there areas that we should be 

zeroing in on?  I would encourage you, as GAC members, to take a very active role in 

identifying these issues and be…proactive and aggressive in speaking out.  That’s what 

an advisory board is for….‛ 

 

 During the question-and-answer session with AAG Robinson, Judge  

Tony Capizzi, Global Privacy and Information Quality Working Group (GPIQWG) 

Chair, requested advice and assistance in promoting a partnership with the juvenile 

justice community.  This has been an issue of ongoing importance and prioritization by 

Global leaders and an area underscored for Global attention by AG Holder (i.e., how 

greater information sharing can prevent or address youth violence, including gang-
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related incidents).  While some good work has been accomplished, overall progress in 

building bridges on both the technology and policy fronts has advanced less quickly 

than anticipated.  AAG Robinson will explore this further with Global leaders. 

 

During his opening remarks, Chairman Boehmer cued off AAG Robinson’s 

keynote theme of action, emphasizing ‚. . .the challenge to ‘be bold’ is a good one.  

Yesterday, during the membership roundtable, we answered the question, ‘What 

should we tell the AG about justice information sharing?  What does he need to know 

about our priorities?  What issues can Global ‘bubble up’ or prioritize for his attention?  

One of the statements we want to make is a request that he use his bully pulpit to speak 

on behalf of [the imperative of justice] information sharing.  By doing that, we live up to 

our role as an Advisory Committee.  We are very lucky that the administration believes 

in us and supports Global ‘being bold’ and pushing the issues. . . .  Let’s work with that 

charge.‛   (After lunch, Chairman Boehmer outlined steps for identifying these priority 

issues; associated discussion notes are included later in this summary.) 

 

A hallmark of the GAC is the group’s collaborative process, which continues to 

serve as a model to other communities, including the federal government.  Illustrative 

of this spirit of cooperation, in addition to AAG Robinson, the following leaders from 

Global’s federal sponsor and partners participated in welcoming remarks: 

 

 BJA Acting Director James H. Burch II emphasized that now more than ever, in 

light of the lean economy, BJA needs to help local, state, and tribal justice 

agencies be ‚as efficient as possible in cost effective ways.‛  The Global Initiative 

is a leader in providing solutions to the field to advance these business 

efficiencies through greater information sharing, and Acting Director Burch 

specifically praised the courts community for ‚reengineering business  

processes. . . and using and harnessing technology‛ toward these goals. 

 

 In his comments, Director Bernard Melekian, Office of Community Oriented 

Policing Services (COPS Office), extended the theme of an increased need for 

innovative, efficient methods of conducting justice business.  He invited 

attendees to participate in the National Community Policing Conference:  Advancing 

Public Safety in a New Economy on August 1–2 in Washington, DC.  Regarding 

specific strategies, Director Melekian highlighted ‚regionalization‛ and 

‚consolidation,‛ noting that ‚these *concepts+ don’t mean agencies go away; 

[instead], technology allows us to consolidate and be more efficient.‛ 

 

 Director James Lynch, Ph.D., Bureau of Justice Statistics (BJS), lauded Global’s 

infrastructure and standards work, and stated that in regards to the National 

Information Exchange Model (NIEM), ‚I’ve become a true believer in the 

http://www.niem.gov/
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model.‛  He noted BJS is using NIEM-compliant exchanges for the bureau’s 

recidivism studies. 
 

 Associate Director Chris Tillery, Office of Science and Technology, National 

Institute of Justice (NIJ) assured Global members that ‚NIJ is committed to 

Global and to implementing your work.  GRA [Global Reference Architecture, 

formerly Justice Reference Architecture] and NIEM are at the core of what we 

do.‛  Mr. Tillery highlighted a number of NIJ activities, including an analysis of 

the criminal justice system’s data architecture.  In coordination with BJA and BJS, 

NIJ posted a solicitation supporting a comprehensive analysis of the elements of 

the criminal justice system’s data architecture that focuses on optimizing the use 

and flow of information through the system from beginning to end.  This 

research will build on both the GRA and NIEM.  The solicitation closed on March 

7, 2011, and applications are currently under review.  Several Global members, 

including Chairman Boehmer, expressed an interest in remaining apprised of the 

project’s progress.  Mr. Steve Schuetz, Senior Program Manager, Information and 

Sensor Technologies Division, NIJ, is the point of contact for that effort. 

 

In addition to providing the Chairman’s remarks, facilitating introductions of all 

present,2 and providing an overview of the day’s events, Chairman Boehmer extended a 

‚welcome back‛ to Mr. Kenneth Bouche, IJIS Institute liaison to the GAC.  The Global 

Initiative has a long-standing partnership with private industry, thanks to the strong 

commitment by the IJIS Institute (IJIS) to support Committee activities (and, 

fundamentally, to the same core tenets—such as collaboration and volunteerism—as the 

GAC).  IJIS has been very active in all the Global Working Groups, ensuring that the 

voice of industry is included in GAC discussions through the recommendations of the 

various groups and task teams; in January 2011, Global leaders formalized this dialogue 

at the Committee level more explicitly, inviting IJIS to appoint a nonvoting 

representative (i.e., liaison) to the table.  As approved by the Global Executive Steering 

Committee (GESC), ‚The purpose of this role is first and foremost to foster better two-

way communications between the GAC and members of the IJIS Institute.  The liaison is 

expected to contribute services that are of value and appropriate to support this 

function.  The incumbent serves in a voluntary noncompensated capacity. . . .  The term 

of service is at the pleasure of the IJIS Board President.‛  IJIS leaders appointed  

Mr. Bouche as their inaugural representative to this post.  He currently sits on the  

IJIS Board of Directors and is well-acquainted with the Global purposes and processes, 

having served as past chair of the GAC, GIWG, and CICC.  Also related to  

the Global/IJIS collaboration, Chairman Boehmer extended congratulations to  

Mr. Glenn Archer, who was recently named the new IJIS Institute Executive Director, 

                                                 
2
 Please see Attachment B for the GAC membership attendee list.  A copy of all rosters is available from 

Global staff at dlindquist@iir.com.  

mailto:dlindquist@iir.com
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emphasizing that ‚Global looks forward to continuing and strengthening our 

partnership in the years ahead.‛ 

 

Standing Business Items 

 

 Meeting Summary Approval—As a standing practice, the previous GAC 

meeting summary (outlining the October 7 event)3 was brought to the floor for 

ratification by Vice Chairman Wicklund.   

o Mr. David Steingraber, GAC representative from the National Governors 

Association, moved to approve the document without revision. 

o Judge Capizzi, GPIQWG Chair, seconded. 

 Resolution:  The motion carried unanimously. 

  

 Global Working Group Reports—During their presentations on this standard 

Committee agenda item, chairs of the five Global working groups provided 

updates on recent activities, distributed deliverables for review and comment, 

and requested formal GAC recommendations on proposals and/or materials for 

delivery to the AG.  Presentations were given by: 

 

o Mr. Brooks, CICC and GIWG Chair 

o Judge Capizzi, GPIQWG Chair (see formal recommendations, following section) 

o Thomas Clarke, Ph.D., Global Infrastructure/Standards Working Group 

(GISWG) Chair 

o Mr. Ronald Hawley, Global Outreach Working Group (Outreach) Chair 

o Mr. John Ruegg, Global Security Working Group (GSWG) Chair 

 

To review the topics discussed, please see the Working Group Briefing Sheets, 

located at http://it.ojp.gov/default.aspx?area=globalJustice&page=1225.4  Specific 

recommendations voted on by GAC members during this meeting are included in the 

“Global Recommendations” portion of this summary, immediately following. 

 

Global Recommendations 

 

The following deliverables5 were presented for consideration, formal voting, and 

(ultimately, pending approval) delivery to the AG (and his designees) as a justice 

information sharing resource, solution, or best practice for recommendation and/or 

further action: 

 

                                                 
3 Located at http://it.ojp.gov/default.aspx?area=globalJustice&page=1225. 
4For hard copies of the Working Group Briefing Sheets, please contact Global staff at dlindquist@iir.com. 
5 These resources will be posted on http://it.ojp.gov/privacy in the near future. 

http://it.ojp.gov/default.aspx?area=globalJustice&page=1225
http://it.ojp.gov/default.aspx?area=globalJustice&page=1225
mailto:dlindquist@iir.com
http://it.ojp.gov/privacy
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 Global Privacy Policy Statement—Though there is considerable need for states 

and local agencies to develop privacy policies, agencies have been slow to 

develop them.  The Global Privacy Policy Statement was developed as a joint 

effort between GPIQWG and Outreach for the purpose of establishing a strong 

statement for the AG to adopt, encouraging states and local agencies to develop 

privacy policies.   

 

The value to the justice community?  ‚Privacy‛ is a fundamental right protected 

by the U.S. Constitution, a responsibility of justice agencies that collect and share 

personally identifiable information, and an expectation of our citizens.  To those 

ends, privacy policies are critical:  They articulate appropriate collection of and 

allowable uses for information and provide accountability for misuse; they serve 

as a fundamental lynchpin to developing a system of trust that allows agencies to 

share personally identifiable and other sensitive information.  Ultimately, there 

needs to be trust that justice agencies are serving as responsible stewards of 

personally identifiable information and operating with respect for individual 

privacy and the law not only within and between justice sharing partners, but 

also by the public, whose information is being collected and utilized.  Without 

that trust, information sharing initiatives will not thrive and are ultimately 

doomed to public condemnation and civil liability. 

o Voting: 

 This recommendation was presented for approval by GPIQWG Chairman 

Capizzi as a package motion with the following two resources.  

(Therefore, the voting particulars are the same for all three products.)  

 Mr. Brooks seconded. 

 Resolution:  The motion carried unanimously. 

 

 Global Privacy, Civil Rights, and Civil Liberties Policy Development Guide for 

State, Local, and Tribal Justice Entities—The revision of this hallmark GPIQWG 

deliverable (which originally debuted in February 2006 and has served as a 

foundational resource for many local, state, and federal level privacy efforts) is a 

practical resource for any justice practitioner charged with drafting an agency 

privacy policy.  The Privacy Guide—revised to ensure continued, comprehensive 

reflection of the latest in standards and best practices—features updated content 

and structure, as well as the following valuable enhancements: 

 

o A ‚Foundational Concepts‛ chapter provides an in-depth discussion to help 

agencies understand what constitutes ‚privacy.‛  

o New policy templates are intended to be incorporated into the agency’s 

general operational policies and to provide explicit, detailed privacy 

protection guidance to agency personnel and other authorized source and 
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user entities. Useful sample language is provided along with each question to 

assist in the policy drafting process. 

o In addition to the sample language provided in the template, the appendix 

now includes two complete sample privacy policies, developed and 

customized by agencies using the SLT Privacy Template contained within the 

Privacy Guide.   

o The Privacy Guide contains references to the newest Global privacy products 

available today, such as the Line Officer Training Video, online 28 CFR Part 

23 training, Building Communities of Trust initiative, and more.   

 

The value to the justice community?  The revised Privacy Guide contains the 

latest guidance, standards, templates, sample policies, and other resources 

designed as practical tools for the justice practitioner charged with drafting a 

privacy policy.  Because justice agencies come in all sizes, with varying degrees 

of available resources, the guide was designed to meet a spectrum of privacy 

protection needs for any size of justice entity.  In addition, GPIQWG vetted this 

new iteration with tribal and juvenile justice entities that were asked to consider 

its usefulness to their specific areas of justice and the constituencies they 

represent; feedback was incorporated.  Sensible guidance on core privacy policy 

concepts is included, such as instruction on how to articulate these concepts in a 

manner that protects the agency, the individual, and the public.  

 

 Global Privacy Resources Overview—This privacy deliverable roadmap (or 

overview) describes the purpose and use of each product and illustrates products 

in order according to the cycle of an agency privacy program.  The flyer can be 

used for multiple purposes:  outreach; publication in news and trade 

publications; a cost-effective, quick-reference take-away at conferences and 

workshops; and an introductory synopsis to accompany/facilitate distribution of 

privacy products.      

 

The value to the justice community?  This overview serves as a cost-effective 

method to showcase and distribute the range of Global Privacy Series resources 

(readers can download products or request printed copies via instructions 

provided in the overview) and will be highly useful for GAC member and Global 

partner presentations at conferences, seminars, meetings, and workshops.  In 

addition, this product provides a succinct overview of the suite of GPIQWG and 

Global Privacy products and how each resource was designed to meet a 

spectrum of privacy program needs. 
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Update From Fall 2010:  Global Recommendations to the Office of the Program 

Manager, Information Sharing Environment (PM-ISE)  

 

Mr. Paul, PM-ISE, updated members on the National Strategy for Information 

Sharing (NSIS or ‚Strategy‛) refresh effort.  As previously noted, at the fall GAC 

meeting, Mr. Paul personally attended the event to request Global input.  Accordingly, 

the CICC/GIWG and GESC members provided a Committee response to the AG in 

March 2011, ultimately to be presented to Mr. Paul for consideration in evolving the 

NSIS.  The CICC/GIWG responses focused mainly on policy- and intelligence-related 

aspects of the task.  For example, a key point was the need to expand the Strategy’s 

focus from terrorism to all crimes/all hazards.  The GESC supplemented this feedback 

with technical recommendations, or the ‚hows‛ of pieces of the NSIS implementation, 

largely concentrating on reuse of GAC solutions like GFIPM and the GRA.  Moving 

forward, Mr. Paul requested that Global members continue to contemplate ‚creative 

ways to reinvent the public safety model‛ through capabilities such as shared services, 

regional solutions, and information-led strategies, particularly in the face of 

unprecedented challenges to justice-related information sharing (such as funding 

reductions at all levels of government and the potential of incidents such as Wiki leaks 

to have a ‚chilling effect‛ on data exchange). 

 

In the technical section of the Global feedback package, it was recommended to 

the PM-ISE that ‚. . .[t]he execution context evolving from the original work developed 

for the NSI [Nationwide Suspicious Activity Reporting Initiative6] should be utilized to 

enable sharing of information between the Terrorism Screening Center (TSC) and fusion 

centers. . . .‛  Deputy Executive Director Scott Came, SEARCH—The National 

Consortium for Justice Information and Statistics, and Global leader/participant on 

several technical- and governance-related efforts, demonstrated this piloted exchange, 

particularly highlighting points where Global solutions are triggered throughout the 

process and illustrating the power and efficiency of reusable Global solutions to address 

a critical gap in existing practices.  Previously, at the five pilot sites, watch-list 

confirmations were inefficiently communicated by telephone, meaning critical 

information sharing was not necessarily occurring ‚at the right place‛ or ‚at the right 

time‛ (fundamental Global tenets).  The TSC effort addressed these shortcomings with 

solutions originally applied to the NSI.  Those efforts yielded an infrastructure that:  

 

 Leverages Global technical solutions.  

 Ties together all fusion centers.  

 Provides a platform for shared resources across the centers . 

 Provides stakeholders across all levels of government with a streamlined way of 

accessing fusion centers . 

                                                 
6
 For more information on the NSI, visit http://nsi.ncirc.gov/.  

http://nsi.ncirc.gov/
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Now, this same infrastructure (including existing networks and shared space 

servers) is providing the fusion center pilots with automated, real-time delivery of 

watch-list hit confirmations, delivered in requested formats such as XML and PDF.  

GAC members look forward to monitoring this evolving TSC effort/Global success 

story. 

 

Engaging and Supporting the Global Membership and Wider Justice Community 

 

Ongoing priorities of Global and federal leadership are ensuring that members 

remain engaged in the GAC; that they feel the Initiative is relevant and responsive to 

their communities’ needs; and that the Committee is properly prioritizing issues of 

national information sharing importance for the AG’s consideration.  Additionally, to 

effectively inform the wider justice community, it is imperative that participants 

promulgate the activities and recommendations of the GAC to the agencies they 

represent.  In support of those goals, the following activities occurred/are planned to 

continue Committee momentum, representative participation, and Global outreach: 

 

 Interim/Biannual GAC Conference Calls 

Leveraging a best practice developed by the CICC/GIWG, the GAC is now 

holding biannual (at a minimum), representatives-only conference calls.  The first 

was held on February 18, 2011.7  The timing of these calls, in addition to filling 

the gaps between face-to-face Global convenings, will follow GESC Beginning-of-

Year and Mid-Year planning sessions, providing Global leaders with the 

opportunity to summarize results for the entire membership as well as to host 

topic-focused briefings.  Other characteristics of these calls include the following: 

o There is a one-hour-only commitment with a firm end time. 

o Necessary foundational work is done:  an agenda with a confirmed topic will 

be delivered a week in advance.   

o As opposed to the optional GAC membership face-to-face roundtable (which 

debuted in the fall of 2010 and consisted of an informal gathering 

emphasizing dialogue and networking), the goal of the calls is ‚passing 

information, not purely discussion.‛ 

o In short order after the call, summary bullet points will be distributed to all 

GAC members—whether they dialed in or not. 

o Webinars or other virtual meeting capabilities may be used to enhance the 

calls, as appropriate. 

 Action:  The next Global membership call will likely be held soon after the 

GESC Mid-Year planning session (scheduled for August 3).  Staff will 

notify members of the exact date and time as soon as it is finalized. 

                                                 
7
 All Global members should have received a conference call summary and an accompanying PowerPoint 

presentation for information and reference.  Those who did not receive follow-up materials, or would like 

another copy, are asked to contact dlindquist@iir.com.  

mailto:dlindquist@iir.com
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 Representatives are reminded of the following privileges and responsibilities 

associated with Global membership:  

o An agency seat at the by-appointment-only Committee table.  

o Attendance at biannual Committee meetings where GAC business is 

conducted, recommendations are ratified or revised, and members are briefed 

on the latest Global activities and complementary information sharing efforts.  

o The opportunity to vote on important recommendations to the U.S. Attorney 

General that advance information sharing across the justice landscape, at all 

levels of government.  

o Invitation to join any Global working group, task team, or subcommittee, 

facilitating application of talents and interests in a more hands-on 

environment.  

o Promotion of Global recommendations and resources to colleagues.  The 

GAC relies on members to:  

 Be the voice of their agencies on Global (‚pulling up‛ input and expertise 

from the various member constituencies).  

 Be the voice of Global within their agencies by supporting and promulgating 

(i.e., ‚pushing down‛) the GAC’s good works informally (through 

networking with colleagues) and formally (at scheduled agency briefings 

and conferences and via appropriate publications and delivery 

mechanisms, such as linking agency and Global Web sites).  

 

 Identifying National Information Sharing Priority Issues 

From AAG Robinson’s opening comments, where Global members were urged 

to be ‚proactive and aggressive in speaking out,‛ to Mr. Paul’s solicitation of 

Global’s support for the reinvention of the public safety model, to Chairman 

Boehmer’s and Acting Director Burch’s request for representatives to ‚be bold,‛ 

the underlying theme of the spring 2011 GAC meeting was a call for action.  One 

of the ways Global can be most ‚bold‛ and ‚active‛ is by determining a process 

for advancing issues of national information sharing priority to DOJ leaders, 

including the AG.  Several topics suggested throughout the day’s discussions 

included: 

 

o Interstate information sharing 

o New guidelines and regulations governing Sensitive But Unclassified (SBU) 

information and Controlled Unclassified Information (CUI) 

o Emerging (and often increasingly ubiquitous) technologies, focusing on 

guidance for the justice community on capabilities such as:   

 Social networking (and implications/opportunities for the investigative 

process)  

 License-plate readers 

 Video 
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 Cloud computing 

 Suggested Action Item:  Global-supported study/white paper 

examining risk mitigation associated with the justice community’s 

leveraging of cloud computing 

 

o ‚Privacy‛ as the underlying tenet for the success—or failure—of all 

information sharing projects 

 Need for a high-level, AG-advocated privacy policy statement (see 

previously enumerated Global Recommendations) 

 Implementation of Global’s technical privacy framework, toward the 

automation of privacy policies 

 

Chairman Boehmer advised that Global leaders will develop a process—

including a slate of principles to facilitate prioritization of issues—for membership 

discussion and further action.  Criteria and evaluative questions may include the 

following: 

 

 Is this issue of scope/interest/impact across entire justice landscape? 

 Does it involve or trigger significant privacy-related factors? 

 Is this relevant to justice information sharing and/or interoperability? 

 Is this a national security interest? 

 Does Global have the resources to address the issues? 

 Does the administration already have a position on this issue? 

 Is there a governance body already addressing this task?  If so, does Global 

believe it is adequate/has appropriate jurisdictional authority? 

 

Priority Discussion Issue:  Managing Global’s Evolving Solutions  

 

Since late last year, GESC members and select Global participants have focused 

energies on the oversight of primarily the technical set of GAC deliverables,8 including 

product life cycle, maintenance, and harmonization across the suite of Global solutions, 

as well as reviewing Global processes to ensure responsiveness, efficiency in operation, 

agility, and results.  Mr. Steingraber chaired this task team effort, and, at the spring 2011 

GAC meeting, proposed a draft management model for further testing and refinement.  

The necessity of these additional structures and procedures was underscored in the task 

team’s final report as follows:    

 

                                                 
8 These Global solutions are generally technically focused but may also include associated guidelines and 

operating documents as well as artifacts associated with Global Reference Architecture (GRA), Global 

Federated Identity and Privilege Management (GFIPM), and Global Service Interaction Profiles (SIPs) and 

Service Specification Package (SSPs). 
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 The need to oversee Global work products, akin to a product life-cycle 

management process, is real.  Failure to manage Global standards solutions—i.e., 

those that are normative, involve electronic information exchanges, and have a 

nexus with interoperability—will jeopardize the momentum achieved thus far by 

the Global community and will expose the implementation and sustainment of 

the activities to unnecessary and avoidable risk.  To help mitigate this risk, 

emplacing a clearly defined decision and accountability framework will further 

denote maturity and confirmation of the U.S. DOJ’s Global investment and its 

belief in the products and associated developmental processes.  This is important 

to practitioners and agencies that are looking to invest in the technologies and 

services being offered by Global.   

 

 The risks of an insufficiently managed Global product line (and in particular, the 

GRA-based justice information sharing enterprise) are lack of Global product 

reuse (e.g., service reuse); the potential for disruption and failure of justice 

information sharing processes that rely on GRA service availability; lack of trust 

among participating government and industry partners; and eventual 

noncompliance with governmental policies, procedures, and adopted standards.   

 

 What should be governed?  Primarily, Global work products developed and 

maintained by the GISWG and GSWG and their subcommittees.  The scope of 

the task team’s discussion and resulting framework did not include a review of 

the need to govern intelligence- or privacy-related products. 

 

 Why should Global’s standards solutions be specially managed, and how will 

industry be involved?  Not all justice-interested practitioners and decision 

makers will need the tools contained in the Global standards set:  there is a broad 

range of excellent GAC solutions that are guidelines, models, and promising 

practices.  However, there are real advantages to standards-based Global tools 

beyond the obvious goal of interoperability with other systems.  Because these 

deliverables are written in a normative language (for example, ‚the tool must do 

this‛ instead of ‚the tool should do this‛), implementations can be more 

definitively evaluated as ‚conformant.‛  Operationally and fiscally, this label of 

assurance is important to practitioners as a type of seal of approval and—

perhaps even more so—to service providers in private industry who are looking 

to invest and leverage Global technologies and services in the products they 

offer. . .as long as they are reliable, stable, and well-managed.  To facilitate that 

assurance, IJIS has formed Springboard to advance information sharing 

associated with the justice, public safety, and homeland security operational 

environments by engaging industry as part of an expansive stakeholder 

community in a consensus-based, ‚open‛ standards governance process.  

Through Springboard, IJIS will work with sponsor organizations to: 
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o Manage consensus with all stakeholder representatives. 

o Leverage ‚best practices‛ standards-based interoperability (SBI) 

implementation. 

o Engage sponsors and practitioners to drive SBI initiatives. 

o Administer compliant consensus, testing, and SBI certification. 

o Assure stewardship of standards and SBI work products. 

 

Considering that approximately 85 percent of the U.S. population is served by 

local, state, tribal, and territorial agencies utilizing commercial software products 

and services to meet case and records management needs, the potential impact of 

industry—and Springboard—in accelerating the pace of standards adoption and 

use nationwide (including Global tools) is compelling.   

 

Resolution:  Pursuant to extended conversation and support of Committee 

members at the conclusion of the dialogue, Chairman Boehmer will assemble a new 

task team or council to refine and test the Global standards oversight model.  Members 

were urged to ‚stay tuned—this issue will remain at the forefront of Global operational 

discussions, and GAC members will receive updates as the piloting progresses.‛ 

 

Special Presentation:  Cloud Computing 

 

Senior Policy Advisor Christopher Traver, BJA; Executive Director Emeritus  

Paul Wormeli, IJIS Institute; and Executive Director Douglas Robinson, National 

Association of State Chief Information Officers (NASCIO), engaged participants in a 

thought-provoking exploration of cloud computing for the justice community.  Cloud 

computing has been defined9 as ‚the provision of computational resources such as 

applications, databases, file services, e-mail, etc. on demand via a computer network.  In 

the traditional model of computing, both data and software are fully contained on the 

user’s computer; in cloud computing, the user’s computer may contain almost no 

software or data (perhaps a minimal operating system and Web browser only), serving 

as little more than a display terminal for processes occurring on a network of computers 

far away.  A common shorthand for a provided cloud computing service (or even an 

aggregation of all existing cloud services) is ‘The Cloud.’‛   

 

Cloud computing offers real hope for the agency ‚have-nots‛ across the country, 

but important policy issues must be addressed before a cloud-based solution works for 

mission-critical justice and public safety applications.  Panelists outlined the unique 

challenges (e.g., security, accessibility) and potential benefits (e.g., cost savings, efficient 

operations) the capability poses to justice and public safety adoption, and implications 

                                                 
9 Per http://en.wikipedia.org/wiki/Cloud_computing.   

http://en.wikipedia.org/wiki/Cloud_computing
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for future Global activities.  Panelists also graciously provided reference materials for 

attendees’ continuing education, including the following:  

 

 IJIS Institute’s Cloud Computing for Mission-critical Public Safety Functions—

Advantages and Obstacles10  

 Federal CIO Council’s State of Public Sector Cloud Computing11  

 NASCIO’s 2010 Enterprise Information Technology Award to the State of Utah 

for its Creating Utah's Cloud Infrastructure12 effort (including an associated video 

with cameo by NASCIO representative to the GAC, Mr. Steve Fletcher, Utah 

CIO) 

 

The well-received discussion topic will likely be extended to the fall 2011 GAC 

agenda, when practical implementations of ‚the cloud‛ will be highlighted, 

underscoring best practices and lessons learned.   

 

Mark Your Calendars—Fall 2011  

 

The fall 2011 Global events will be held on the afternoon of October 12 

(membership roundtable) and all day on October 13 (GAC) at the Washington Hilton 

hotel, 1919 Connecticut Avenue, NW; phone (202) 483-3000; more at 

http://www1.hilton.com/en_US/hi/hotel/DCAWHHH-Hilton-Washington-District-of-

Columbia/index.do).  Additional information will be forthcoming.  Biannual GAC 

meetings are open to the public; interested parties can contact dlindquist@iir.com for 

more information or to be included on the standing meeting notification list. 

 

During the opportunity for closing roundtable comments, many participants 

lauded the spring 2011 GAC convening as the ‚best and most informative Global 

meeting to date.‛  Having no further business on the agenda, Chairman Boehmer 

adjourned the event at 4:00 p.m.    

                                                 
10 Please see Attachment C for a copy of the IJIS Institute paper. 
11 Located at http://www.cio.gov/documents/StateOfCloudComputingReport-FINALv3_508.pdf.  
12 Located at http://www.nascio.org/awards/2010awards/enterpriseIT.cfm.  

http://www1.hilton.com/en_US/hi/hotel/DCAWHHH-Hilton-Washington-District-of-Columbia/index.do
http://www1.hilton.com/en_US/hi/hotel/DCAWHHH-Hilton-Washington-District-of-Columbia/index.do
http://www1.hilton.com/en_US/hi/hotel/DCAWHHH-Hilton-Washington-District-of-Columbia/index.do
mailto:dlindquist@iir.com
http://www.cio.gov/documents/StateOfCloudComputingReport-FINALv3_508.pdf
http://www.nascio.org/awards/2010awards/enterpriseIT.cfm
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8:30 a.m. Convene  

8:30 a.m. – 9:15 a.m. Welcome  

Mr. Robert Boehmer, GAC Chair 

U.S. Department of Justice (DOJ) Remarks 

The Honorable Laurie O. Robinson, Assistant Attorney General,  

  Office of Justice Programs (OJP) 

Mr. James H. Burch II, Acting Director, Bureau of Justice Assistance   

  (BJA), OJP 

James Lynch, Ph.D., Director, Bureau of Justice Statistics, OJP  

Mr. Bernard Melekian, Director, Office of Community Oriented  

  Policing Services, DOJ 

Mr. Chris Tillery, Office of Science and Technology, National Institute  

  of Justice, OJP  

9:15 a.m. – 9:30 a.m. Introductions 

Mr. Robert Boehmer, GAC Chair 

o Introductions  

 Recognition of alternates 

 Introduction of federal officials, special guests, and observers 

9:30 a.m. – 9:50 a.m. Chairman’s Address and Discussion 

o Outline and goals of the day’s agenda 

o Recap of recent Global discussions 

 Outstanding issues, if any, from Global Executive Steering 

Committee (GESC) meetings  

 Inaugural GAC membership conference call (February 18) 

 Spring Global roundtable (April 19):  Justice-related interstate 

information sharing—A call to action to the U.S. Attorney 

General (AG) 

o Highlighting the ongoing importance of industry:  the evolving 

(and essential) Global/IJIS Institute partnership   
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9:30 a.m. – 9:50 a.m. Chairman’s Address and Discussion (continued) 
 

Anticipated Outcomes and Takeaways 
o Members’ awareness of recent activities and priorities, driven by 

federal officials and/or Global leaders, and implications for future 

GAC efforts 

o Opportunity for representatives to provide feedback to improve 

future GAC membership conference calls 

9:50 a.m. – 10:00 a.m. Global Business 
Mr. Carl Wicklund, GAC Vice Chair 

o Approval of fall 2010 GAC minutes 

 Prerequisite reading:  October 7 summary located at 

http://it.ojp.gov/default.aspx?area=globalJustice&page=1225  

10:00 a.m. – 10:15 a.m. Break 

10:15 a.m. – 11:30 a.m. Global Working Group Updates 
  

Mr. Ronald Brooks, Criminal Intelligence Coordinating Council and 

  Global Intelligence Working Group Chair 

The Honorable Tony Capizzi, Global Privacy and Information Quality 

  Working Group (GPIQWG) Chair  

Thomas Clarke, Ph.D., Global Infrastructure/Standards Working   

  Group Chair 

Mr. Ronald Hawley, Global Outreach Working Group Chair 

Mr. John Ruegg, Global Security Working Group Chair 

 

Reference Documents 
o See respective working group briefing sheets for discussion issues, 

anticipated outcomes and takeaways, and/or items for formal 

voting and recommendation. 
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11:30 a.m. – 11:45 a.m. Morning Wrap-Up:  Outstanding Issues or Discussion Points,  
  Afternoon Preview 

GAC Vice Chairman Wicklund 

11:45 a.m. – 1:15 p.m. Lunch (on your own) 

1:15 p.m. – 1:45 p.m. The Evolution of Global:  Governance—Presentation and  
  Discussion 

Mr. David Steingraber, Global Governance Task Team (GTT) Leader 

Dr. Thomas Clarke, GISWG Chair and GTT Member 

Mr. Scott Came, Deputy Executive Director, SEARCH, and GTT Member 

Chairman Boehmer, Discussion Facilitator  
 

o GAC leaders and select Global participants have recently 

focused energies on addressing governance issues during events 

including GTT meetings, the GESC Beginning-of-Year Planning 

Session, and inaugural GAC membership conference call.  These 

issues are related to the governance of service specifications, 

including product life cycle, maintenance, and harmonization 

across the suite of GAC solutions, as well as reviewing Global 

processes to ensure responsiveness, efficiency in operation, agility, 

and results.  
o  

Anticipated Outcomes and Takeaways 
o Mr. Steingraber and GTT members will recap discussions to date 

and proffer a model for GAC member consideration to advance 

consistent product governance.  Opportunity for GAC discussion 

is included. 

o Next steps and timelines will be forecast. 
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1:45 p.m. – 2:30 p.m. Status Update:  Global Support for the National Strategy for  
  Information Sharing (NSIS or ―Strategy‖) Refresh,  
  Demonstration of Associated Success Story  

 

1:45 p.m. – 2:00 p.m.:  Update by Mr. Kshemendra Paul, Program  

  Manager for the Information Sharing Environment (PM-ISE) 
 

o Background:  At the fall 2010 GAC meeting, Mr. Paul briefed GAC 

members on the 2007 National Strategy for Information Sharing 

refresh and asked for associated Global recommendations.  

Accordingly, CICC/GIWG and GESC members provided a response 

from Global that was delivered to the AG in March.   
 

o PM-ISE status report:  Mr. Paul will provide an update on the 

NSIS refresh effort, and the impact the revised Strategy may have on 

justice and public safety information sharing. 
 

2:00 p.m. – 2:15 p.m.:  Demonstration/Success Story by Mr. Came 
 

o In the feedback package, Global recommended to the PM-ISE that 

“…[t]he execution context evolving from the original work developed 

for the NSI should be utilized to enable sharing of information 

between the Terrorism Screening Center (TSC) and fusion 

centers….”  Mr. Came will demonstrate this piloted exchange, 

particularly highlighting points where Global solutions are triggered 

throughout the process. 
 

2:15 p.m. – 2:30: Question-and-answer period, facilitated by GAC  

  Chairman Boehmer 
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2:30 p.m. – 2:45 p.m. Break 

2:45 p.m. – 3:30 p.m. Harnessing Technology for Justice and Public Safety  
  Information Sharing:  Cloud Computing Panel 

Mr. Christopher Traver, Senior Policy Advisor, BJA, Moderator 

Mr. Paul Wormeli, Executive Director Emeritus, IJIS Institute, Panelist 

Mr. Doug Robinson, Executive Director, National Association of  

  State Chief Information Officers, Panelist  
 

Cloud computing offers real hope for the “have-nots” across the country, 

but important policy issues must be addressed before a cloud-based solution 

works for mission-critical justice and public safety applications.  This panel 

will outline what cloud computing involves, the unique challenges (and 

potential benefits) the capability poses to justice and public safety adoption, 

and implications for future Global activities.   

3:30 p.m. – 3:50 p.m. 
 
 

Concluding Roundtable:  Global Representatives’  
  Impressions of the Spring 2011 GAC Meeting 

Chairman Boehmer, Facilitator 

3:50 p.m. – 4:00 p.m. Next Meetings and Next Steps  
Vice Chairman Wicklund 
 

o Summer Global membership conference call 

o Fall 2011 Global roundtable and GAC meeting 

4:00 p.m. Adjourn 
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44983 Knoll Square, Ashburn, VA  20147          703-726-3697         703-726-3557 (fax) 

Cloud Computing for Mission-critical Public Safety Functions—
Advantages and Obstacles 
 
Now that the nation’s first CIO, Vivek Kundra, has ignited the interest of federal 

agencies in the application of cloud computing as a way of achieving agility and 
cost savings, it is likely that federal agencies will embrace this mode of 
operation.  State and local CIO’s have observed this strong interest on the part 

of federal agencies, and have begun to evaluate the utility of cloud computing in 
the state and local world.  For the most part, they are observing, although 

several ambitious early adopter projects have been initiated that may shed light 
on the issues relating to further adoption.  State and local agencies are eager to 
find some actual data on the results of using cloud technology and also to 

identify the obstacles that must be overcome in order to mitigate the risks of 
incorporating cloud computing in mission critical implementation strategies. 

 
A primary reason for undertaking the use of cloud computing is cost savings.  

Justice and public safety executives will have to show significant cost savings to 
overcome the risks of using shared services capabilities deployed in a cloud 
model – public, community, private or hybrid.  There is a strong need for a 

proven cost model that can be used by agencies to reliably predict their own 
potential savings.  There is also a need to address the issues that make CIO’s 

and executives nervous about cloud computing, including: the availability 
(agencies need to have systems available 99.999% of the time), reliability and 
security of the network; ease of getting the data back or moving it to another 

cloud; and, the compatibility of mission critical applications with a shared 
services mode of operation.   

 
There are a variety of mission-critical and mission-support applications that can 
be considered for the cloud by justice and public safety agencies. Mission-

support applications (email, administrative, etc.) provide a more readily 
available opportunity for the enterprise integration of services. When considering 

the cloud for mission-critical applications, the issues become more substantive 
and need careful assessment and evaluation of the technical viability and 
economic feasibility of a broader jurisdictional and even regional risk/benefit 

case, and should include consideration of these cases in various service models. 
These models, as defined by the National Institute for Standards and Technology 

(NIST), can provide CIO’s and agency executives with multi-dimensional 
risk/benefit views of shared services capabilities deployed in various cloud 
deployment models.      

 
Infrastructure as a Service (IaaS) - The capability provided to the 

consumer is to provision processing, storage, networks, and other 
fundamental computing resources where the consumer is able to deploy 
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and run arbitrary software, which can include operating systems and 
applications. The consumer does not manage or control the underlying 

cloud infrastructure but has control over operating systems, storage, 
deployed applications, and possibly limited control of select networking 
components (e.g., host firewalls). 

 
Platform as a Service (PaaS) - The capability provided to the consumer 

is to deploy onto the cloud infrastructure consumer-created or acquired 
applications created using programming languages and tools supported by 
the provider. The consumer does not manage or control the underlying 

cloud infrastructure including network, servers, operating systems, or 
storage, but has control over the deployed applications and possibly 

application hosting environment configurations. 
 
Software as a Service (SaaS) - The capability provided to the 

consumer is to use the provider’s applications running on a cloud 
infrastructure. The applications are accessible from various client devices 

through a thin client interface such as a web browser (e.g., web-based 
email). The consumer does not manage or control the underlying cloud 
infrastructure including network, servers, operating systems, storage, or 

even individual application capabilities, with the possible exception of 
limited user-specific application configuration settings. 

 
The most effective method for gaining practical understandings of the benefits 
and risks of these models will most likely be achieved through study and 

analysis of the findings from early adopters. These findings can then be 
evaluated and seasoned by government and industry leaders with the expertise 

in cloud computing. This would provide a factual, evidence-based and neutral 
education about the opportunities and obstacles inherent in the introduction of 
cloud computing in justice and public safety mission-critical implementations.  

From this information, guidelines could be developed to assist state and local 
CIO’s and agency executives in their pursuit of cloud computing technology by 

providing a formula for value based consideration in their respective 
jurisdictions. 
 

Technical and Economic Considerations 
 

An evaluation of Cloud computing for justice and public safety should include the 
following general considerations: 

 
 System concepts and concepts of operation that can adequately 

characterize the implementation of cloud computing in the various 

combinations of cloud deployment and service models.   
 Requirements for off-site shared services for systems in a public, 

community, private or hybrid cloud deployment. This would include 
considerations of availability, reliability and security that go beyond what 
an on-site solution typically entails.   

 Candidate technologies and managed services offerings that meet the 
requirements, correlating relevant capabilities with requirements. 

 Private and public sector studies and research that addresses cloud 
computing advantages and obstacles, including cost impacts. 
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 Early adopter (such as Los Angeles County and Orange County) feedback 
to gain in-depth understandings through the collection of before and after 

data pertaining to: technical, service, deployment, cost, and other issues 
(ease of use, etc.) applicable to the rationale for adoption of cloud 
computing. 

 Benefit and risk analyses that agencies can use to assess potential overall 
cost impacts from gathered data on the adoption of cloud computing. 

 Acquisition models and guidelines to be incorporated in RFP’s, purchasing 
agreements, addressing baseline service level requirements (SLR) and 
service level agreements (SLA) parameters for availability, reliability, 

security, failover and recovery.  
 Decision guidelines for CIO’s and agency executives on the comparative 

benefits and risks of the various deployment and service models. 
 Materials for use in briefing state and local officials on the benefits, risks, 

advantages and obstacles in the implementation of cloud computing 

alternatives. 
 Planning for standards that will be needed to provide confidence to 

government agencies in their election to implement cloud computing 
addressing authoritative sources and governance.   

 

Today, the cloud computing industry represents a large ecosystem of many 
models, service providers, and market niches. It is an evolving paradigm, 

defined in many ways in terms of definitions, use cases, underlying 
technologies, issues, risks and business models. Given this multitude of 
perspectives, the debate must be structured and must continue as cloud 

computing is already affecting managed IT and communications services 
decisions for government, and it has now become imperative that this concept 

be thoroughly evaluated for justice and public safety computing and 
communications environments. For these reasons, a comprehensive view of the 
many aspects of this issue is needed. 
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