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DL1. DEFINITIONS
DL1.1.1. Critical Communications Facility. A communications facility that is
essential to the continuity of operations of the National Command Authority (NCA)
during national emergencies, and other nodal points or elements designated as crucial
to mission accomplishment.
DL1.1.2. Electronic Security Systems (ESS). That part of physical security
concerned with the.safeguarding of personnel and property by use of electronic
systems. These systems include, but are not limited to, intrusion detection systems
(IDS), automated entry control systems (AECS), and video assessment systems.
DL1.1.3. Installations. Real DoD properties including bases, stations, forts,
depots, arsenals, plants (both contractor and Government operated), hospitals,
terminals, and other special mission facilities, as well as those used primarily for
military purposes.
DL1.1.4. National Defense Area (NDA). An area established on non-Federal
lands located within the United States, its possessions or territories, for safeguarding
classified information, or protecting DoD equipment and/or materiel. Establishment
of a NDA temporarily places such non-Federal lands under effective control of the
Department of Defense and results only from an emergency event. The senior DoD
representative at the scene shall define the boundary, mark all avenues of approach
with a physical barrier, and post warning signs if authorized by the appropriate military
commander. The land owner's consent and cooperation should be obtained whenever
possible; however, military necessity shall dictate the final decision on location, shape,
and size of the NDA.
DL1.1.5. Physical Security. That part of security concerned with physical
measures designed to safeguard personnel; to prevent unauthorized access to
equipment, installations, materiel, and documents; and to safeguard them against
espionage, sabotage, damage, and theft.
DL1.1.6. Restricted Area. An area to which entry is subject to special
restrictions or control for security reasons, or to safeguard property or materiel. This
does not include those designated areas restricting or prohibiting over-flight by
aircraft. Restricted areas may be of different types depending on the nature and
varying degree of importance of the security interest, or other matter contained
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therein. Restricted areas must be authorized by the installation/activity commander,
properly posted, and shall employ physical security measures.
DL1.1.7. Survivability. The ability to withstand or repel attack, or other hostile
action, to the extent that essential functions can continue or be resumed after onset of
hostile action.
DL1.1.8. Systems Security Engineering (SSE). An element of system
engineering that applies scientific and engineering principles to identify security
vulnerabilities and minimize or contain risks associated with these vulnerabilities.
SSE uses mathematical, physicals and related scientific disciplines, and the principles
and methods of engineering design and analysis to specify, predict, and evaluate the
vulnerability of the system to security threats.
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C1. CHAPTER 1
GENERAL INFORMATION
C1.1. PURPOSE
In accordance with the requirements of DoD Directive 5200.8 (reference (a)), this
Regulate on prescribes DoD policies and minimum standards for the physical
protection of DoD personnel, installations, operations, and assets.
C1.2. APPLICABILITY AND SCOPE
C1.2.1. This Regulation addresses the physical security of personnel,
installations, operations, and assets of DoD Components. In overseas areas,
Combatant Commanders may deviate from the policies in this Regulation where local
conditions, treaties, agreements, and other arrangements with foreign governments and
allied forces require.
C1.2.2. This Regulation is intended to provide general minimum requirements
that are supplemented by specific asset or unique program-related physical security
policies. Detailed and separate instructions are provided for the following assets that
are normally found on military installations:
C1.2.2.1. Classified Information. See DoD 5200.1-R (reference (b)).
C1.2.2.2. Sensitive Compartmented Information Facilities. See DCID 1/21
and DIAM 50-3 (reference (c) and reference (d)).
C1.2.2.3. Nuclear Weapons and Nuclear Weapon Systems. See DoD
C-5210.41-M (reference (e)).
C1.2.2.4. Chemical Agents. See DoD Directive 5210.65 (reference (f)).
C1.2.2.5. Nuclear Reactors and Special Nuclear Materials. See DoD
Directive 5110.63 (reference (g)).
C1.2.2.6. Conventional Arms, Ammunition and Explosives. See DoD
5100.76-M (reference (h)).
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C1.2.2.7. Special Access Programs. See DoD Directive 0-5205.7 (reference
(i)).
C1.2.3. During transition to war and following commencement of hostilities,
Commanders of Unified and Specified Commands may prescribe procedures that
modify specific provisions of this Regulation as local conditions and regional threats
require. However, security operations and procedures must ensure the maximum
protection of Government personnel and property. Under these conditions, these
commanders may delegate that authority to unit or installation commanders.
C1.2.4. This Regulation neither abrogates nor abridges the authority or
responsibility of commands to.apply more stringent security standards required by
other DoD Directives during emergencies, or at any time required to meet the regional
threat.
C1.3. OBJECTIVES
The objectives of this Regulation are to do the following:
C1.3.1. Establish general policy for the security of personnel and installations,
military operations, and certain assets.
C1.3.2. Provide realistic guidance, general procedures, and the necessary
flexibility for commanders to protect personnel, installations, operations, and assets
from typical threats.
C1.3.3. Reduce the loss, theft, or diversion of, and damage to DoD assets,
thereby ensuring that warfighting capability is maintained.
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C2. CHAPTER 2
POLICY
C2.1. PHYSICAL SECURITY PROGRAM
C2.1.1. The physical security program is defined as that part of security
concerned with active and passive measures designed to prevent unauthorized access
to personnel, equipment, installations, materiel and documents, and to safeguard them
against espionage, sabotage, damage, and theft. Physical security is a primary
command responsibility.
C2.1.2. Physical security programs provide the means to counter threats during
peacetime, transition to war, and in wartime. Physical security threats include the
following:
C2.1.2.1. Foreign intelligence services.
C2.1.2.2. Paramilitary forces.
C2.1.2.3. Terrorists and saboteurs.
C2.1.2.4. Criminals.
C2.1.2.5. Protest groups.
C2.1.2.6. Disaffected persons.
C2.1.3. Physical security planning includes the following:
C2.1.3.1. Using electronic security systems to reduce both vulnerability to
the threat and reliance on fixed security forces.
C2.1.3.2. Integration of physical security into contingency, mobilization, and
wartime plans, and testing of physical security procedures and measures during the
exercise of these plans.
C2.1.3.3. Coordinating with installation operations security, crime
prevention, information security, personnel security, communications security,
automated information security and physical security programs to provide an
integrated and coherent effort.
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C2.1.3.4. Training security forces at facilities or sites in tactical defense
against, and response to, attempted penetrations.
C2.1.3.5. Creating and sustaining physical security awareness.
C2.1.3.6. Identifying resource requirements to apply adequate measures.
C2.1.4. Physical security measures are a combination of active or passive
systems, devices, and security personnel used to protect a security interest from
possible threats. These measures include:
C2.1.4.1. Security forces and owner or user personnel.
C2.1.4.2. Military working dogs.
C2.1.4.3. Physical barriers, facility hardening and active delay or denial
systems.
C2.1.4.4. Secure locking systems, containers, and vaults.
C2.1.4.5. Intrusion detection systems.
C2.1.4.6. Assessment or surveillance systems (i.e., closed-circuit television
or thermal imagers).
C2.1.4.7. Protective lighting.
C2.1.4.8. Badging systems, access control devices, materiel or asset tagging
systems, and contraband detection equipment.
C2.2. RESPONSIBILITIES
The DoD Component shall designate a point of contact to oversee the physical security
program. The oversight function includes the following:
C2.2.1. Develop necessary standard policies and procedures to supplement the
provisions of this Regulation to meet specific needs, including joint supplementation,
when possible.
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C2.2.2. Coordinate and maintain liaison with the other Departments and Agencies
on physical security matters.
C2.2.3. Establish procedures for sharing threat information expeditiously through
law enforcement and intelligence channels.
C2.2.4. Formalize security procedures for joint response to terrorist incidents.
C2.2.5. Develop specific physical security threat assessments and update them
annually or as needed.
C2.2.6. Coordinate the acquisition of physical security equipment and establish
procedures to identify requirements for related research as described in DoD Directive
3224.3 (reference (i)).
C2.2.7. Develop training, qualification, and suitability requirements for dedicated
security forces (including contract security forces where not prohibited), security
technicians and physical security specialists.
C2.3. SECURITY SYSTEM PERFORMANCE GOAL
C2.3.1. The goal of the security system for an asset or facility is to deploy
security resources so as to preclude or reduce the potential for sabotage, theft, trespass,
terrorism, espionage or other criminal activity. To achieve this goal a security system
provides the capability to detect, assess, communicate, delay, and respond to an
unauthorized attempt at entry.
C2.3.2. The components of a security system each have a function and related
measures that provide an integrated capability for the following:
C2.3.2.1. Detection, accomplished through human, animal or electronic
means, alerts security personnel to possible threats and attempts at unauthorized entry
at or shortly after time of occurrence;
C2.3.2.2. Assessment, through use of video subsystems, patrols or fixed
posts, assists in localizing and determining the size and.intention of an unauthorized
intrusion or activity;
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C2.3.2.3. Command and controls through diverse and secure
communications to ensure that all countermeasures contribute to preventing or
containing sabotage, theft, or other criminal activity;
C2.3.2.4. Delay, through the use of active and passive security measures,
including barriers, impedes intruders in their efforts to reach their objective;
C2.3.2.5. Response, through the use of designated, trained and properly
equipped security forces. Detections and delay must provide sufficient warning and
protection to the asset until the response force can be expected to arrive at the scene.
C2.4. PHYSICAL SECURITY THREAT MATRIX
At Figure C2.F1. is a description of the DoD generic threat types developed for the
physical security program. Using these threat types as a guides commanders shall
develop program, system, command, or installation threat statements that assess
potential security threats to critical assets. Using both law enforcement and
intelligence information, these assessments should categorize opportunity (when
possible) and capabilities of potential adversaries. Physical security threat statements
will be used for the development of security systems tailored to the protection of assets
and items of security interest.
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Figure C2.F1. Physical Security Threat Matrix
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C2.5. PRIORITIZATION OF ASSETS
At Figure C2.F2. is a description of the DoD resource and asset prioritization scheme
with examples of typical assets, a criticality definition, and an example of a typical
security system for each level. DoD Components shall develop appropriate
operational concepts or security standards to meet the performance goal of section
C2.3. against the type of threats defined in section C2.4. for critical assets designated
by the Component under each security system level. Security system levels are
assigned to critical assets or major systems in security planning documents to ensure
that minimum security standards are met. Commanders are responsible for higher
levels of security afforded personnel, equipment, and assets within the command,
depending on regional threat.
C2.6. PHYSICAL SECURITY PLANNING AND SYSTEM ACQUISITION
DoD Components shall establish procedures to ensure that physical security planning
for the acquisition of major systems is appropriate, and in accordance with section
C2.5., above. One management solution is provided by MIL-STD-1785 (reference (l)).
C2.7. PROTECTIVE DESIGN AND MILITARY CONSTRUCTION
DoD Components shall establish procedures to ensure that all military construction
projects are reviewed at the conceptual stage and throughout the process so that
appropriate physical security, antiterrorist or protective design features are
incorporated into the design. Use MIL-HNDBK-1013/1 (reference (k)) or other
approved security engineering guidance for information.
C2.8. SECURITY OF LEASED FACILITIES
DoD Components shall establish procedures to ensure that leases for DoD activities
resident within commercial facilities include provisions for positive physical security
of DoD-occupied areas.

16

CHAPTER 2

DoD 5200.8-R, May 1991

Figure C2.F2. Resource and Asset Priorities
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Figure C2.F2. Resource and Asset Priorities, Continued
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C3. CHAPTER 3
INSTALLATION ACCESS AND CIRCULATION CONTROL
C3.1. GENERAL
This Chapter prescribes general policies for controlling entry into and exit from
military installations. Access control is an integral part of the installation physical
security program. Each installation commander must clearly define the access control
measures (tailored to local conditions) required to safeguard facilities and ensure
accomplishment of the mission.
C3.2. POLICY
It is DoD policy that DoD Components shall develop, establish, and maintain policies
and procedures to control access to installations, including the following:
C3.2.1. Using a defense-in-depth concept to provide gradated levels of protection
from the installation perimeter to critical assets.
C3.2.2. Determining the degree of control required over personnel and equipment
entering or leaving the installation.
C3.2.3. Prescribing procedures for inspecting persons, their property and vehicles
at entry and exit points of installations or at designated secure areas within an
installation, and for search of persons and their possessions while on the installation.
C3.2.3.1. This shall include determination of whether searches or inspections
are randomly conducted or mandatory for all. See DoD Regulation 5200.1-R, Chapter
5., section C5.3. (reference (b)) prescribing inspection procedures for the safeguarding
of classified information.
C3.2.3.2. Examinations of individuals and their possessions while on the
installation for the primary purpose of obtaining evidence is classified as a "search"
under the Fourth Amendment and separate guidance regarding the conduct of these
searches will be issued.
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C3.2.3.3. All procedures shall be reviewed for legal sufficiency by the
appropriate General Counsel or Legal Advisor to the DoD Component prior to
issuance. The procedures shall require commanders to consult with their servicing
Judge Advocate or other legal advisor before authorizing gate inspections.
C3.2.4. Enforcing the removal of, or denying access to, persons who are a threat
to order, security and the discipline of the installation.
C3.2.5. Designating Restricted Areas to safeguard property or materiel for which
the commander is responsible.
C3.2.6. Using randomized antiterrorism measures within existing security
operations to reduce patterns, change schedules and visibly enhance the security
profile of an installation. This reduces the effectiveness of preoperational surveillance
by hostile elements.
C3.3. INSTALLATION ACCESS
DoD Components shall:
C3.3.1. Determine necessary access controls based on the considerations in
Chapter 2 of this Regulation. This will include the evaluation of automated entry
control systems or access devices, where necessary.
C3.3.2. Allocate resources necessary to enforce the established controls. These
controls will be monitored and evaluated to ensure adequate protection is maintained.
C3.4. EMERGENCY PLANNING
C3.4.1. DoD Components shall require commanders to plan for increasing
vigilance and restricting access at installations under the following situations:
C3.4.1.1. National emergency.
C3.4.1.2. Disaster.
C3.4.1.3. Terrorist threat conditions. (See DoD Directive 2000.12
(reference (m)) for further information.)
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C3.4.1.4. Significant criminal activity.
C3.4.1.5. Civil disturbance.
C3.4.1.6. Other contingencies that would seriously affect the ability of
installation personnel to perform their mission.
C3.4.2. Planning should include the following:
C3.4.2.1. Coordination with local, State, Federal, or host country officials to
ensure integrity of restricted access to the installation and reduce the effect on
surrounding civilian communities;
C3.4.2.2. Establishment of a system for positive identification of personnel
and equipment authorized to enter and exit the installation;
C3.4.2.3. Maintenance of adequate physical barriers that will be installed to
control access to the installation;
C3.4.2.4. Pre-designation of personnel, equipment, and other resources to
enforce restricted access and respond to incidents;
C3.4.2.5. Exercising contingency plans to validate their effectiveness.
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C4. CHAPTER 4
SECURITY OF WEAPON SYSTEMS AND PLATFORMS
C4.1. GENERAL
This Chapter establishes policy and responsibility for security of weapon systems,
including platforms, such as armored fighting vehicles, fixed- and rotary-wing aircraft,
and ships in port. DoD Components have a responsibility to protect weapon systems,
particularly those in operational roles during a conflict, regardless of location.
C4.2. POLICY
C4.2.1. Commanders are responsible for the security of assigned or transient
weapon systems while these systems are resident on their installations. Commanders
shall develop security plans to meet this responsibility.
C4.2.2. Each DoD Component shall issue instructions governing the security of
its weapon systems and describing the security concept for each class of platform, in
accordance with Chapter 2 of this Regulation. The priority for security placed on
similar systems or platforms within each DoD Component's inventory may vary due to
differences in the following:
C4.2.2.1. Mission;
C4.2.2.2. Location and vulnerability;
C4.2.2.3. Operational readiness;
C4.2.2.4. Value, classification, and replacement costs.
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C4.2.3. Before operations, the owning DoD Component should request special
security support from the host installation, if necessary, as far in advance as possible.
Economic and logistical considerations dictate that every reasonable effort be made by
the host installation to provide the necessary security without resort to external support
from the owning DoD Component. The owning DoD Component should provide
materiel and personnel for extraordinary security measures (extraordinary security
measures are those that require heavy expenditures of funds, equipment, or manpower;
or unique or unusual technology) to the host installation.
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C5. CHAPTER 5
PROTECTION OF BULK PETROLEUM PRODUCTS
C5.1. GENERAL
This Chapter prescribes general policies for security of Government-owned,
Government-operated (GOGO) and Government-owned, Contractor-operated (GOCO)
fuel support points, pipeline pumping stations, and piers.
C5.2. POLICY
It is DoD policy that:
C5.2.1. Commanders of GOGO and GOCO fuel support points, pipeline pumping
stations, and piers shall designate and post these installations as Restricted Areas.
C5.2.2. Access to these facilities shall be controlled and only authorized
personnel shall be permitted to enter. Commanders shall determine the means
required to enforce access control (i.e., security forces, barriers, lighting, and security
badges) based on the considerations in Chapter 3 of this Regulation.
C5.2.3. Security force personnel shall be equipped with a primary and an
alternate means of communications to alert other military or civilian law enforcement
agencies, as appropriate, in event of an intrusion, fire, or other emergency.
C5.3. SECURITY PLANNING AND LIAISON
Commanders shall take the following actions to protect their fuel facilities:
C5.3.1. Establish liaison and coordinate contingency plans and inspection
requirements with the nearest U.S. military installation to provide manpower and
equipment resources to the facility in the event of emergencies and increased threat
conditions.
C5.3.2. Establish liaison with supporting, local, State, and Federal law
enforcement agencies and host nation officials; and support agreements, if appropriate.
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C6. CHAPTER 6
SECURITY OF COMMUNICATIONS SYSTEMS
C6.1. GENERAL
C6.1.1. This Chapter describes concepts for physical security of communications
facilities located on and off military installations, to include mobile systems. Specific
security support for facilities that require special security measures shall be
coordinated between the concerned Components.
C6.1.2. Because of the difference in location, physical layout and equipment,
security considerations must be thoroughly assessed for each communications system.
The physical security program shall be tailored to that particular facility or system.
C6.2. POLICY
C6.2.1. It is DoD policy that the protection provided to DoD communication
facilities and systems shall be sufficient to ensure continuity of operations of critical
users and the facilities they support. These include nuclear weapon delivery units and
storage facilities, main operating bases (for allied air forces), and primary command
and control elements. The determinations on strategic importance, both to the United
States and its allies, shall be based upon whether or not each mobile system or facility
processes, transmits, or receives, telecommunications traffic considered crucial by the
National Command Authorities (NCA), the Chairman, Joint Chiefs of Staff, or the
Commanders in Chief of the Unified and Specified Commands.
C6.2.2. Communications systems play a major role in support of each DoD
Component's mission, providing operational communications in both peacetime and
wartime. These are attractive targets due to limited staffing, isolated location and
mission. Therefore, security for these systems must be an important part of each
command's physical security program.
C6.2.3. The DoD Component must review the host installation's implementation
of physical security measures during inspections, oversight, and staff visits.
C6.2.4. Access shall be controlled at all communications facilities; only
authorized personnel shall be allowed to enter. Facilities should be designated and
posted as Restricted Areas.
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C6.2.5. Depending on regional conditions, commanders should consider locating
enough weapons and ammunition at communications facilities to arm designated onsite
personnel. If arms are stored at the facilities, appropriate security measures and
procedures shall be employed in accordance with DoD 5100.76-M (reference (h)).
C6.2.6. Existing essential structures should be hardened against attacks. This
includes large antenna support legs, antenna horns, operations building and cable
trays. Future construction programs for communications facilities should include
appropriate hardening of essential structures.
C6.3. RESPONSIBILITIES
C6.3.1. DoD Components shall have each major command identify critical
communications facilities and mobile systems.
C6.3.2. DoD Components shall have each commander of a major command
ensure that a security plan is developed for each communications facility and mobile
system under his or her command. The plan shall include emergency security actions
and procedures for emergency destruction of sensitive equipment and classified
information. The plan may be an annex to an existing host installation security plan;
only the applicable parts of the total plan shall be distributed to personnel at the facility
or mobile system.
C6.3.3. The owning DoD Component shall arrange for security of off-installation
facilities and mobile systems with the closest U.S. military installation. This includes
contingency plans for manpower and equipment resources during emergencies. These
arrangements can be made by establishing a formal agreement, such as an inter-Service
support agreement. Whether the facilities are located on or off the installation, or
mobile, installation commanders are responsible for security of communications
facilities for which they provide host support.
C6.3.4. Operations, maintenance, and communications personnel at the facility or
mobile system are the most important factor in security. DoD Components shall have
each commander of a major command ensure implementation of a training program to
ensure that assigned personnel understand their day-to-day security responsibilities,
are familiar with the vulnerabilities of the facility, and are prepared to implement
emergency security actions. The training program shall include the following:
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C6.3.4.1. Security procedures and personal protection skills for assigned
personnel.
C6.3.4.2. The use of weapons and communications equipment for protecting
the facility or mobile system.
C6.3.4.3. Awareness of local terrorist threats and other activity in the area.
C6.3.5. DoD Components may issue additional instructions governing security of
the communications facilities.
C6.4. MOBILE COMMUNICATIONS SYSTEMS
In accordance with Chapter 2 of this Regulation, a security operational concept or
standard shall be developed for mobile systems to describe the minimum level of
security for the system in the expected operational environment.
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C7. CHAPTER 7
SECURITY OF MATERIEL
C7.1. GENERAL
C7.1.1. This Chapter provides security policy and procedures for safeguarding
controlled inventory items, including drugs, drug abuse items, including drugs, drug
abuse items, as identified under 21 CFR 1301.71 through 1301.76 and Pub. L. 91-513
(references (n) and (o)), and precious metals.
C7.1.2. DoD materiel assigned a code indicating the security classification and/or
security risk or pilferage controls for storage and transportation in accordance with
MIL-STD-1388-2A (reference (p)) shall be afforded special attention, as in DoD
4145.19-R-1 (reference (q)). Controlled Inventory Item Codes (CIIC) are found in
DoD 4100.3l-M (reference (r)).
C7.2. POLICY
C7.2.1. The security of controlled inventory items is of special concern to the
Department of Defense. Consequently, these items shall have characteristics so that
they can be identified, accounted for, secured, or segregated to ensure their protection
and integrity.
C7.2.2. DoD Components shall pay special attention to the safeguarding of
inventory items by judiciously implementing and monitoring physical security
measures. This shall include analysis of loss rates through inventories, reports of
surveys, and criminal incident reports, to establish whether repetitive losses indicate
criminal or negligent activity.
C7.2.3. These requirements apply to stocks at depot, base, and installation supply
level. Small unit or individual supplies below the base or installation level shall be
afforded protection, as determined by the commander.
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C7.3. RESPONSIBILITIES
C7.3.1. DoD Components shall:
C7.3.1.1. Establish physical security measures to protect inventory items at
depot, base, and installation level.
C7.3.1.2. Monitor the effective implementation of security requirements
through scheduled inspections of and staff or oversight visits to affected activities.
C7.3.1.3. Ensure that adequate safety and health considerations are
incorporated into the construction of a security area for controlled inventory items.
C7.3.2. Commanders shall ensure that security measures are established and are
functioning to reduce the incentive and opportunity for theft.
C7.4. PROCEDURES
C7.4.1. Commanders will ensure that storage facilities and procedures for
operation adequately safeguard controlled inventory items.
C7.4.2. Security requirements for inventory items in storage are as follows:
C7.4.2.1. General security requirements for classified, sensitive, and
pilferable items are found in DoD 4145.19-R-1 (reference (q)).
C7.4.2.2. Specialized storage requirements for arms, ammunition and
explosives are found in DoD 5100.76-M (reference (h)).
C7.4.2.3. Additional guidance for the secure storage of sensitive inventory
items, controlled substances, and pilferable items can be found in DLAR 4145.11
(reference (s)).
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