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Government Coordinating Council
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The National Infrastructure Protection Plan (NIPP) provides the unifying structure
for the integration of critical infrastructure and key resources (CI/KR) protection
efforts into a single national program. The NIPP provides an overall framework
for integrating CI/KR. protection programs and activities that are underway in the
various sectors. It includes 17 sector-specific plans (SSPs) that describe the
application of the overall risk management framework for each of the sectors.

Each SSP describes a collaborative effort between the private sector; Federal,
State, local, and Tribal governments; and nongovernmental organizations. This
collaboration will result in the prioritization of protection initiatives and
investments within and across sectors to ensure that resources can be applied
where they contribute the most to risk mitigation by lowering vulnerabilities;
deterring threats, and minimizing the consequences of attacks and other
incidents. By signing this letter, the members of the Food and Agriculture
Government Coordinating Council commit to:

+« Support SSP concepts and processes; carry out assigned functional
responsibilities including coordinating, implementing, and facilitating CI/KR
protection activities; as described herein;

+ Develop or modify existing plans concerning interagency and agency-
specific CI/KR activities as appropriate, to facilitate compliance with the
Food and Agriculture Sector SSP;

¢ Develop and maintain partnerships for CI/KR protection with appropriate
State, regional, local, Tribal; the private sector; and nongovernmental
organizations; and

¢ Encourage and facilitate appropriate CI/KR information sharing, consistent
with agency-specific authorities and the process described herein.

Signatory departments and agencies follow.

Food and Agriculture Sector Government Coordinating Council Letter of Agreement
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December 28, 2006

Dr. Curt Mann
Deputy Under Secretary for Food Safety
US Department of Agriculture

Dr. David Acheson
Chief Medical Officer for Food Drug Administration
US Food and Drug Administration

On behalf of the National Association of State Departments of Agriculture (NASDA) and the
National Assembly of State Animal Health Officials (NASAHO), we would like to thank you for
the opportunity to participate in the Food and Agriculture Government Coordinating Council
and, more specifically, to provide input into the development of the Food and Agriculture Sector
Specific Plan (SSP) of the National Infrastructure Protection Plan. We recognize the importance
of the mission to identify and protect the critical infrastructure and key resources in the food and
agriculture sector, and we appreciate the recognition that this protection requires the cooperation
and coordination between federal and state agencies.

As partners representing the interests of States, we are charged with providing written
contributions for the SSP chapters that represent how state agencies are addressing the protection
of animal health, agriculture, and food safety critical infrastructure and key resources.
Unfortunately, the timeline for contributions did not allow for concerted input from state
agriculture agencies, state animal health officials, and state public health officials. Time became
a limiting step in this process especially in light of many competing priorities.

However, due to the magnitude of this charge and its potential ramifications on the food and
agriculture sector, the NASDA and NASAHO are committed to provide thoughtful review and
substantive comments to the SSP within the 2007 calendar year and recommend, respectfully,
the following processes and timeline:

1. Limited comments will be provided on the existing documents, as appropriate, by the
established deadline in December.

2. Beginning in January 2007, a more robust panel of reviewers and contributors
representing our organizations’ constituencies will be established in order to enrich
and streamline the process.

3. A mechanism will be established within the U.S. Animal Health Association
(Committee on Animal Emergency Management) and NASDA (the Homeland
Security Committee) to enable contributors in providing valuable contributions to the
SSP.

4. By November 30, 2007 our organizations will submit feedback as directed by the SSP
guidelines.

Food and Agriculture Sector Government Coordinating Council Letter of Agreement
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Page Two

Dr. Curt Mann

Dr. David Acheson
December 28, 2006

We understand that the SSP is a work in progress and that it will be revised at least every three
years. Following the incorporation of input from state partners into the SSP, we expect to
efficiently and effectively participate in future established review cycles. We appreciate the
spirit of collaboration from federal agencies and believe that the above strategy will provide
meaningful contributions from state governments on how to best protect the food and agriculture
sector.

Sincerely,

Douglas P. Gillespie

NASDA Representative to the Government Coordinating Council
Commissioner, Massachusetts Department of Agricultural Resources

‘XM- M-W,:DWV\

Lee M. Myers, DVM, MPH, Dipl. ACVPM
NASAHO Representative to the Government Coordinating Council
Georgia State Veterinarian
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“Protecting the Faod Supply trom Farm to Fork™

December 14, 2006

Dr. David Acheson

Director, Food Safety & Security
Department of Health and Human Services
Harvey W. Wiley Building, Room 3B003
5100 Paint Branch Parkway

College Park, MD 20740

Dear Dr. Acheson:

The National Infrastructure Protection Plan (NIPP) provides the unifying structure for the
integration of critical infrastructures and key resources (CI/KR) protection efforts into a single
national program. The NIPP provides an overall framework integrating programs and activities
that are currently underway in the various sectors, as well as new and developing CI/KR
protection efforts. The NIPP includes 17 sector-specific plans (SSPs) that detail the application of
the overall risk management framework to each specific sector.

Each SSP describes a collaborative effort between the private sector, State, local and tribal
governments, nongovernmental organizations, and the Federal Government. This collaboration
will result in the prioritization of protection initiatives and investments within and across sectors.
This prioritization helps ensure that government resources are applied where they offer the most
benefit for mitigating risk by lowering vulnerabilities, deterring threats, and minimizing the
consequences of attacks and other incidents, and encourages a similar risk-based allocation of
resources within the private sector. By signing this letter, the subcouncils of the Food and
Agriculture Sector Coordinating Council (FASCC) acknowledge that they:

e Support the overall SSP concepts and processes, and will continue to work with the Food
and Drug Administration(FDA)/USDA and other security partners to further develop and
implement the SSP;

¢ Have had the opportunity to provide insights and guidance on the unique needs,
concerns, and perspectives of their organizations or members during the SSP drafting
process;

e Will maintain partnerships for CI/KR protection with appropriate Federal, State, regional,
local, tribal, and international entities; other private sector entities; and nongovernmental
organizations; and

e Wil work with DHS and the FDA/USDA to find effective and suitable mechanisms to
share CI/KR protection-related information.

Food and Agriculture Sector Coordinating Council Letter of Support



Sincerely,
Sub-Councils of the Food and Agriculture Sector Coordinating Council

- Agricultural Production Inputs and Services
- Plant-Producers Sub-Council

- Processors-Manufacturers Sub-Council

- Restaurant-Food Service Sub-Council

- Retail Sub-Council

- Warehousing-Logistics Sub-Council
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Executive Summary

Protecting the Nation’s agriculture and food critical infrastructure and key resources (CI/KR) is an important responsibility
shared by Federal, State, local, and tribal governments and private industry. Because of the open nature of many portions of
the Food and Agriculture Sector, attacks against the Nation by using food or agricultural infrastructure or resources as weapons
could have a devastating impact on public health and the economy. Traditional physical security practices alone cannot protect
the sector. A protection plan for food and agriculture infrastructure and resources must focus on planning and preparedness,

as well as early awareness of an attack. Science-based surveillance measures are essential to recognizing a possible attack on the
sector so that rapid response and recovery efforts can be implemented to mitigate the impact of an attack. A protection plan
must also be coordinated closely with response and recovery plans.

The National Infrastructure Protection Plan (NIPP) provides the unifying structure for the integration of existing and future CI/
KR protection efforts into a single national program. The cornerstone of the NIPP is its risk management framework. Risk, in
the context of the NIPP, is defined as the potential for loss, damage, or disruption to the Nation’s CI/KR resulting from destruc-
tion, incapacitation, or exploitation during some future manmade or naturally occurring event. The framework applies to the
general threat environment, as well as to specific threats or incident situations.

1. Sector Profile and Goals

The U.S. Food and Agriculture Sector with its complex production, processing, and delivery systems has the capacity to feed
people beyond the boundaries of the Nation. The sector comprises more than 2 million farms, approximately 900,000 firms,
and 1.1 million facilities. Almost entirely under private ownership, it operates in highly competitive global markets, strives to
operate in harmony with the environment, and provides economic opportunities and improved quality of life for rural and
urban Americans. The sector accounts for roughly one-fifth of the Nation's economic activity when measured from inputs to
tables of consumers at home and away from home.

The U.S. Department of Agriculture (USDA) has Sector-Specific Agency (SSA) responsibility for production agriculture and
shares SSA responsibilities for food safety and defense with the Department of Health and Human Services (HHS) Food and
Drug Administration (FDA). Specifically, FDA is responsible for the safety of 80 percent of all food consumed in the United
States, including the entire domestic and imported food supply; however, meat; poultry; and frozen, dried, and liquid eggs are
under the authority of USDA.

This Sector-Specific Plan (SSP) for CI/KR protection focuses on a portion of the U.S Food and Agriculture Sector as defined in
the February 2003 National Strategy for Physical Protection of Critical Infrastructures and Key Assets (the National Strategy). The National
Strategy defines the Food and Agriculture Sector as the supply chains for feed, animals, and animal products; crop production
and the supply chains of seed, fertilizer, and other necessary related materials; and the post-harvesting components of the food
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supply chain, from processing, production, and packaging through storage and distribution to retail sales, institutional food
services, and restaurant or home consumption.' In general terms, the sector comprises our agricultural production and food
systems from farm to table.

Sector Mission and Vision

The mission of the Food and Agriculture Sector is twofold: (1) to protect against any attack on the food supply, including
production agriculture, that would pose a serious threat to public health, safety, welfare, or the national economy; and (2) to
provide this steadily evolving sector with a central focus, emphasizing protection and strengthening of the Nation’s capacity to
supply safe, nutritious, and affordable food.

Securing the sector presents unique challenges because U.S. agriculture and food systems are extensive, open, interconnected,
diverse, and complex structures providing attractive potential targets for terrorist attacks. Attacks on the sector, such as intro-
ducing animal or plant disease or food contamination, could result in severe animal, plant, or public health and economic con-
sequences because food products rapidly move in commerce to consumers without leaving enough time to detect and identify

a causative agent. The members of the government and industry public/private sector have established the following vision for
the Food and Agriculture Sector:

Vision Statement for the Food and Agriculture Sector

Prevent the contamination of the food supply that would pose a serious threat to public health, safety, and welfare. Provide the
central focus for a steadily evolving and complex industry/sector, with particular emphasis on the protection and strengthening
of the Nation’s capacity to supply safe, nutritious, and affordable food. In doing so, ensure that the industry has incorporated the
concepts of HSPD-7 in their own critical asset protection plans, vulnerability/risk-reduction plans, and continuity of operations

plans (COOP). The sector will provide leadership on food, agriculture, natural resources, and related issues based on sound public
policy, the best available science, and efficient management.

The Government Coordinating Council (GCC) and the Sector Coordinating Council (SCC) work collaboratively to accomplish
the mission and to fulfill the vision. The sector councils are the primary method of coordination for the sector security part-

ners. The GCC, with representation from Federal, State, local, and tribal governments, is the public sector portion of the Food
and Agriculture public/private partnership, and the SCC is a self-governing body representing the food and agriculture indus-

tries. The GCC will work with the SCC to refine both the sector vision and mission statement for inclusion in the next iteration
of the SSP.

2. ldentify Assets, Systems, Networks, and Functions

Each sector must understand its critical components in order to meet the requirements of Homeland Security Presidential
Directive 7 (HSPD-7) Critical Infrastructure Identification, Prioritization, and Protection and the NIPP for a strategic
approach to infrastructure protection. Only after the sector is aware of each component may it consider threats, assess vulner-
abilities, develop and implement protective measures or mitigation strategies, address research and development (R&D) needs,
and measure success. A protection plan for this sector must begin with the farm and inputs, move through processing, and end

! Infrastructure protection activities related to agricultural systems but not included in the Sector description are addressed separately by the responsible Federal entity, the
USDA, in collaboration with the relevant Federal, State, local, tribal, and private sector partners. Examples include forestry (timber), rural programs (utilities, housing), and
resource conservation.
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with the consumer. The protection plan must consider interdependent sectors, including cyber, chemicals, water, energy, com-
munication, banking and finance, and transportation.

The Food and Agriculture Sector comprises systems of individual assets that are closely dependent upon each other. Because of
its complexity, the sector has struggled to identify its most critical assets, systems, networks, and functions. While the sector
understands its individual systems and basic interrelationships, the challenge has been to understand the complexities and
interdependencies across the farm-to-table continuum on national and regional scales.

USDA and sector security partners have initiated the Agriculture and Food Criticality Project to identify the functions per-
formed at an aggregate level by the Food and Agriculture Sector.” Information from this project will be used to define criteria
for sector infrastructure, which will facilitate the identification and prioritization of critical assets, systems, networks, and func-
tions within the sector. USDA will incorporate findings from the project regularly into this SSP and share that information with
security partners to ensure that, upon the project’s completion, the sector will be prepared to identify critical assets, systems,
networks, and functions and determine the parameters of information to be collected for each.

3. Assess Risks (Consequences, Vulnerabilities, and Threats)

While many risk assessment tools are available for use by sector security partners, the GCC and SCC have selected the CARVER
+ Shock methodology to assess risk to specific commodities and processes within the Food and Agriculture Sector. This
approach was selected, in part, because it offers a simplified and standardized means for conducting risk assessments that aid
in the identification of attractive targets. This tool, selected by the sector as a whole, will be the focus for the SSP; other tools,
which may be in use by individual sector partners, will not be addressed in this plan.

The CARVER + Shock approach provides a consistent means for evaluating the consequences, vulnerability, and threat faced by
assets, systems, networks, and functions in the Food and Agriculture Sector. This methodology meets the baseline criteria for
assessment methodologies (as required in the NIPP guidelines, appendix 5A) by being complete and consistent and by provid-
ing unbiased assessments across the wide range of assets and systems found in the sector; it also encourages careful examina-
tion of each point or node in the system. The CARVER + Shock approach is transparent and can be used independently or in
concert by industry and government analysts to produce results that are defensible and reproducible.

CARVER is an acronym for the following six attributes used to evaluate the appeal of a target for attack:
* Criticality: Measure of public health and the economic impacts of an attack;

* Accessibility: Ability to physically access and egress from target;

* Recuperability: Ability of system to recover from an attack;

* Vulnerability: Ease of accomplishing attack;

* Effect: Amount of direct loss from an attack as measured by loss in production; and

* Recognizability: Ease of identifying target.

The seventh attribute, Shock, represents the combined health, economic, and psychological impacts of an attack. For a more
detailed description of the CARVER + Shock components and additional information on the assessment process, see appendix 4.

2 More detailed information on the project may be found in chapter 1, section 4, of this plan.
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4. Prioritize Infrastructure

A prioritization of the sector’s infrastructure requires a “systems” perspective because many individual pieces have interdepen-
dencies within and beyond the sector. The sector must determine what constitutes its assets, systems, networks, and functions
and then establish criteria for differentiating between those in each category that are critical and those that are non-critical.

Traditionally, CI/KR protection efforts have focused on physical security for structures, (e.g., installations and equipment).
These efforts tailored their approach to physical assets that have well-defined perimeters, such as chemical plants and nuclear
power generation facilities. In contrast, the Food and Agriculture Sector has extensive, open, widely dispersed, diverse, and
complex interdependent systems; therefore, the physical asset-based approach may not fit the Food and Agriculture Sector. To
address the need for a tailored approach and a methodology to help determine what is critical in this sector, the GCC and SCC
initiated the Agriculture and Food Criticality Project. The project brings together a multidisciplinary team of subject matter
experts and analysts to develop, refine, and apply a methodology to objectively determine the criticality of assets, systems,
networks, and functions in the Food and Agriculture Sector.

5. Develop and Implement Protective Programs

The protection and integrity of America’s agricultural production and food supply systems are essential to the health and
welfare of both the domestic and global community and the security of the national economy. Protective programs within the
sector are based on the findings from risk or vulnerability assessments and on Intelligence Community and law enforcement-
related information. The success of the variety of programs that address safeguarding plant and animal production agriculture
and food defense depends upon the coordinated work of a broad range of Federal, State, local, tribal, and private sector security
partners. USDA and its sector security partners collaborate to develop and implement protective programs that address the
prevention, protection, response, and recovery elements of the protective spectrum.

Protecting the systems in this sector requires science-based approaches that enable the sector to rapidly identify when a threat
agent is present and to swiftly respond to a threat agent. Science-based approaches should result in a shorter and more effective
recovery, thus making the sector a less attractive terrorist target.

6. Measure Progress

Within USDA, the USDA Results Agenda and the President’s Management Agenda provide the guidance used to evaluate pro-
gram performance. In addition, the White House Office of Management and Budget (OMB) developed the Program Assessment
Rating Tool (PART) to facilitate performance measurement and to assess and improve program performance across the Federal
Government.

As part of the preparation for the next version of the SSP, the sector will work to develop sector-specific metrics. In the interim,
the GCC and SCC will continue to consider and review security and defense programs, and USDA will rely on the guidance
provided by PART. PART emphasizes the relationship between outcome, output, and efficiency measures; each kind of measure
provides valuable information about program performance. Collectively, PART measures convey a comprehensive story about
an agency'’s products and services, how effective they are, and their results.

7. CI/KR Protection Research and Development

Within the sector, Federal funds typically support high-level (sector-wide or industry-wide) R&D at the Federal or State level.
The USDA Economic Research Service (ERS), USDA’s primary in-house source of economic information and research, supports
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sector efforts to protect critical assets, systems, networks, and functions. Private industry hosts R&D that is more focused or
addresses a gap in protection that the government is not addressing; collaborative public and private efforts are common.

At the Federal level, the Agricultural Research Service (ARS) is the in-house scientific research arm of USDA that conducts
research to meet the needs of its stakeholders within USDA, other Federal agencies, State and local governments, and industry.
Most R&D activities are prioritized based on risk or similar assessment findings and all are subject to budgetary limitations.
Also, the USDA Cooperative State Research, Education, and Extension Service (CSREES) supports extramural sector research.
CSREES provides funding and leadership to land grant university-based cooperative extension services, State cooperative exten-
sion services, and State agricultural experiment stations, as well as to other research and outreach organizations for critical
assets, systems, networks, and functions protection related to food and agriculture.

To track the many R&D activities within the sector and to prioritize R&D needs, the GCC and SCC have established the Food
and Agriculture Sector Joint Committee on Research. The mission of this committee is to assess and advise the Food and
Agriculture Sector (GCC and SCC) on homeland security researchable needs and goals. The committee will make use of exist-
ing vulnerability work, consider threat information, review current R&D projects, make discovery of operational needs in the
sector, consult or involve the research community as needed, and refine or update recommendations periodically.

The committee will annually provide to the GCC and SCC a collective and coordinated list of researchable food and agriculture
priority needs from both the perspective of the those in operations and implementation (the private sector and the States), and
the government agencies involved in maintaining homeland security coordination and oversight (the SSAs).

8. Manage and Coordinate SSA Responsibilities

The SSP reflects the sector’s goals and priorities; therefore, it needs to be maintained and updated regularly. Updates to the SSP
will undergo a thorough review that includes collaboration with the SCC, GCC, and other sector security partners on a trien-
nial basis.* The USDA Homeland Security Office (HSO), responsible for version control of the document and the only entity
authorized to revise it, will lead the SSP maintenance and triennial review. This process will be coordinated closely with FDA.

HSO will update the document, as warranted, on an ad hoc basis as a result of changes in the sector’s security posture, goals,
and priorities (developed on an annual basis by the sector). To ensure accuracy and to reinforce the partnership nature of this
effort, any revised versions of the SSP will be coordinated with the SCC and GCC prior to release. This process will include
reviewing the frequency of issuing updates.

USDA does not have authority over resources and budgets for the entire sector. As a result, USDA has limited information con-
cerning how sector security partners allocate resources related to sector security and has minimal influence over how future
resources are allocated. When reporting on budgetary and resource plans, USDA will continue to rely on the coordinated Food
and Agriculture Defense Initiative, a collaborative budget process for setting funding levels for security and defense programs
across the relevant USDA agencies and offices and across FDA.

3 The Food and Agriculture Sector will probably issue an updated SSP in late 2007 or early 2008 to incorporate findings from the Agriculture and Food Criticality Project;
updates will then follow on a triennial basis or more frequently as needed
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Introduction

Protecting the critical infrastructure and key resources (CI/KR) of the United States is essential to the Nation's security,
economic vitality, and way of life. According to Homeland Security Presidential Directive 7 (HSPD-7) and the National
Infrastructure Protection Plan (NIPP), CI/KR includes the assets, systems, networks, and functions that provide vital services to
the Nation. Terrorist attacks on CI/KR and other manmade and natural disasters could significantly disrupt the functioning of
government and business alike and produce cascading effects beyond the affected sector and physical location of the incident.

Direct attacks on CI/KR could result in large-scale human casualties, property destruction, and economic damage and pro-
foundly damage national prestige, morale, and confidence. Terrorist attacks using components of the Nation’s CI/KR as weap-
ons of mass destruction could have even more devastating physical, psychological, and economic consequences. The protection
of the Nation's CI/KR is an essential part of the homeland security mission to make the United States safer, more secure, and
more resilient from terrorist attacks and natural and manmade hazards. Protection includes actions to guard or shield assets,
systems, networks, and their interconnecting links from exposure, injury, destruction, incapacitation, and exploitation.

In the context of the NIPP, protection includes actions to deter, mitigate, or neutralize the threat, vulnerability, and conse-
quences associated with a terrorist attack or other incident. Protection can include a wide range of activities, including harden-
ing facilities, building resilience and redundancy, incorporating hazard resistance into initial facility design, initiating active or
passive countermeasures, installing security systems, and implementing strict security measures.

Major components of the strategy to protect the Food and Agriculture Sector are countermeasures that include disease and pest
surveillance, rapid identification, vaccine development, and disease-resistant crop development. By preventing or mitigating the
effect of an attack, these countermeasures reduce the appeal of agriculture and food as a target and help make the sector safer.

A protection plan must be coordinated closely with response and recovery plans through a continuous feedback loop. Figure I-1
shows the preparedness and response continuum.

Sector protective program implementation will be facilitated using the Target Capabilities List (TCL). The TCL is a reference
document that describes the capabilities and target levels for achieving national preparedness, including prevention and protec-
tion activities. Target capabilities are combinations of resources that provide the means to achieve a measurable outcome result-
ing from performance of one or more critical tasks under specified conditions and performance standards. The TCL is designed
to assist jurisdictions and agencies in understanding and defining their respective roles in a major event and to identify the
capabilities required to perform a specified set of tasks.
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Figure I-1: Preparedness and Response Continuum
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The NIPP and its complementary Sector-Specific Plans (SSPs) provide a consistent, unifying structure for integrating both exist-
ing and future CI/KR protection efforts. It also provides the core processes and mechanisms to enable government and private
sector security partners to work together to implement CI/KR protection initiatives.

The Department of Homeland Security (DHS), the Sector-Specific Agencies (SSAs), and their security partners share the
responsibility for overarching implementation of the risk management framework. SSAs are responsible for leading sector-
specific risk-reduction programs and for ensuring that the sector-specific application of the risk management framework is
addressed in their respective SSPs. DHS supports these efforts by providing guidance, tools, and analytical support to SSAs and
other security partners. DHS is responsible for using the results obtained in sector-specific risk management efforts to con-
duct cross-sector risk analysis and management in collaboration with other security partners. This includes the assessment of
dependencies, interdependencies, and cascading effects; identification of common vulnerabilities; development and sharing
of common threat scenarios; development and sharing of cross-sector measures to reduce risk; and identification of specific
research and development (R&D) needs.

The cornerstone of the NIPP is its risk management framework. Risk, in the context of the NIPP, is defined as the potential for
loss, damage, or disruption to the Nation’s CI/KR resulting from destruction, incapacitation, or exploitation during a future
manmade or naturally occurring event. The NIPP risk management framework (see figure I-2) establishes the process for com-
bining consequence, vulnerability, and threat information to produce a comprehensive, systematic, and rational assessment of
national or sector-specific risk that drives CI/KR protection activities. The framework applies to the general threat environment
and to specific threat or incident situations.
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Figure 1-2: NIPP Risk Management Framework
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SSPs follow and support the NIPP risk management framework, which includes the following activities:

* Set Security Goals: Define specific outcomes, conditions, end points, or performance targets that collectively constitute an
effective protective posture;

* Identify Infrastructures: Develop an inventory of the assets, systems, and networks and the critical functionality they
provide, including infrastructure located outside the United States, that make up the Nation's CI/KR and collect information
pertinent to risk management;

* Assess Risks: Determine risk by combining potential direct and indirect consequences of a terrorist attack or other hazards
(including dependencies and interdependencies associated with each identified asset, system, or network), known vulner-
abilities to various potential attack vectors, and general or specific threat information;

* Prioritize: Aggregate and analyze assessment results to determine assets, system, and network criticality, and present a
comprehensive picture of national CI/KR risk in order to establish protection priorities and provide the basis for protection
planning and the informed allocation of resources;

* Implement Protective Programs: Select appropriate protective actions or programs to reduce the risk identified and secure
the resources needed to address priorities; and

* Measure Effectiveness: Use metrics and other evaluation procedures at the national and sector levels to measure progress and
assess the effectiveness of the national CI/KR protection program.

DHS uses information from metrics and other evaluation tools to support a constant feedback loop. As shown in figure I-2,
these activities are implemented based on a dynamic threat environment. The output is sector-specific strategies to protect
assets. The ultimate objective of this SSP is to have the Federal, State, local, tribal, and private sectors work with the SSA and
DHS to implement the plan in a way that is consistent, sustainable, effective, and measurable.

This document presents the SSP for the Food and Agriculture Sector and provides a detailed description of the specific processes
that will be used to identify, assess, prioritize, and protect critical assets, systems, networks, and functions and measure the
effectiveness of implementation plans. The plan was developed with contributions from Federal, State, local, and tribal govern-
ment, and private sector security partners, and in coordination with the Food and Drug Administration (FDA), which is the
other SSA for the sector. The first chapter of the SSP provides a sector-wide overview. The remaining chapters were developed
to facilitate stakeholder use and are presented in chapters that provide specific information on the individual agriculture and
food subsectors (production agriculture, processing, and distribution).
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1: Food and Agriculture
(Meat, Poultry, and Egg
Products) Overview

1. Sector Profile and Goals

The Food and Agriculture Sector, composed of complex production, processing, and delivery systems, has the capacity to feed
people beyond the boundaries of the Nation. These food and agriculture systems, which are almost entirely under private
ownership, operate in highly competitive global markets, strive to operate in harmony with the environment, and provide
economic opportunities and improved quality of life for rural and urban citizens of the United States and other peoples world-
wide. When measured from inputs to tables at home and away from home, the sector accounts for roughly one-fifth of the
Nation’s economic activity.* The President’s National Strategy for Homeland Security (July 2002) calls the Food and Agriculture
Sector critical to the Nation’s security because it provides “essential goods and services Americans need to survive.”

The Food and Agriculture Sector operates in a global context, and the United States is a major player in international markets.
The U.S. share of the global market for agricultural goods averages just under 20 percent.’ Since U.S. farms produce far beyond
domestic demand, maintaining a competitive agricultural system is essential to ensuring the economic vitality of U.S. agricul-
ture. At the same time, U.S. agriculture is a diverse economic sector. Differences in commodity type, farm size, operator and
household characteristics-even goals for farming- affect the competitiveness of individual operations and ultimately the sector
as a whole. In recent years, changes in the rules of trade, shifts in domestic policy, and new developments in technology have
altered the competitive landscape of global agriculture and the challenges facing American farmers. By providing food aid in
disaster and poverty stricken areas around the world, these farmers also make a global humanitarian impact.

A relatively new challenge for the sector is addressing the threat of terrorism, both domestic and international. Robert Mueller,
Director of the Federal Bureau of Investigation (FBI) said, “Most people do not equate terrorist attacks on people, planes, and

Defense of United States Agriculture and Food

“The United States agriculture and food systems are vulnerable to disease, pest, or poisonous agents that occur naturally, are
unintentionally introduced, or are intentionally delivered by acts of terrorism. America’s agriculture and food system is an extensive,
open, interconnected, diverse, and complex structure providing potential targets for terrorist attacks. We should provide the best
protection possible against a successful attack on the United States agriculture and food system, which could have catastrophic health
and economic effects.”

+ National Agricultural Statistics Service, Agricultural Statistics Board, 2004.
5 “Farm Attack-The Forgotten Terrorism,” The Age, October 1, 2005.
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buildings with attacks on plants and animals. But the threat is real, and the impact could be devastating.”* The White House has
acknowledged the importance of protecting the sector by issuing HSPD-9, Defense of United States Agriculture and Food. This
plan is the strategic framework for the protection activities called for in HSPD-9.

1.1 Sector Profile

This infrastructure protection plan only focuses on the portions of the U.S. Food and Agriculture Sector that are considered part
of the agriculture and food critical infrastructure, as defined by the National Strategy for Physical Protection of Critical Infrastructures
and Key Assets (the National Strategy), published in February 2003. The National Strategy defines the Food and Agriculture
Sector CI/KR as the supply chains for feed, animals, and animal products; crop production and the supply chains of seed,
fertilizer, and other necessary related materials; and the post-harvesting components of the food supply chain, from process-
ing, production, and packaging through storage and distribution to retail sales, institutional food services, and restaurant or
home consumption.® In general terms, the Food and Agriculture Sector comprises the Nation’s agricultural production and food
systems from farm to table.

In order to function and produce food, the sector is dependent upon resources and services based in other sectors, including
the Energy, Water, Transportation, Cyber, and Government Facilities sectors. The Food and Agriculture Sector relies on their
resources and services (chemicals, electricity, water, delivery trucks, food inspectors, laboratories, etc.) and cannot operate
without them. It is interdependent with many sectors because of the breadth of agricultural production and the responsibility
of the sector to feed the Nation.

The complexity of the Food and Agriculture subsectors makes designing a critical infrastructure protection plan applicable
across its entirety a challenge. The plan will divide the sector into discrete portions that are individually examined and then
tied back to the overall sector goals. First, the plan will address infrastructure protection within the production agriculture sub-
sector, which encompasses livestock and crop production at the farm level. Next, the plan will examine infrastructure protec-
tion within the food processing (meat, poultry, and egg products) subsector. All other food product infrastructure protection
considerations will be addressed in the FDA SSP. USDA and FDA have collaborated to design the two plans so that together they
would provide a complete picture of food-related infrastructure protection activities for the sector. Lastly, the plan will focus on
infrastructure protection for food distribution activities.

Separating the plan into distinct subsectors will allow sector security partners to more easily follow the plan and thus imple-
ment it more effectively. A significant portion of SSP users will be Federal, State, local, or tribal government officials that have
regulatory responsibility for the sector. They will look to the plan for guidance when developing their own infrastructure
protection activities. These individuals may represent agriculture, food, public health, or law enforcement entities.

Private industry partners will also look to the plan for guidance. Creating a document that industry owners can easily use is
important because almost all of the assets, systems, and networks are privately owned in this sector. Privately owned farms,
ranches, groves, feedlots, slaughterhouses, food processing facilities, food assistance programs, and food distribution mecha-
nisms (transportation and warehouses) make up most of this sector. Private industry has carefully organized itself through the
SCC into seven subsectors that cover these systems from farm to table. Section 1.1.2 of this chapter describes the SCC more fully.

Federal, State, local, or tribal government partners also “own” a portion of the sector. The Federal Government is assigned the
responsibility as an SSA to engage partners in sector security activities. The governmental portion of the sector includes the
resources (personnel, equipment, facilities) related to regulating, assisting, and promoting the sector. For example, governmen-
tal sector assets or systems may include: personnel that provide regulatory oversight; personnel that provide technical assis-

6 Infrastructure protection activities related to agricultural systems not included in the definition (e.g., forestry and timber or rural programs) are addressed separately by
the lead Federal entity, USDA, in collaboration with the relevant Federal, State, local, tribal, and private sector partners.
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tance; financial assistance mechanisms; scientific personnel, processes, and equipment used to conduct surveillance and related
work; and the facilities that house these personnel and related research activities.

Although most of the sector is under private ownership, a significant portion of the sector is subject to Federal or State regu-
lation or benefits from technical or financial assistance programs; therefore, strong partnerships between government and
private industry are essential for successful sector protection programs. A description of the key authorities for the sector is

available in appendix 3.

1.2 Security Partners

As noted previously, the sector comprises a set of private industries and government (Federal, State, local, and tribal) entities;
therefore, security for the sector requires close collaboration between government and industry. In HSPD-7, USDA is assigned
the task of SSA, with FDA, for the sector. USDA shares SSA responsibilities for food safety and defense with FDA. In that role,
USDA and FDA have an obligation to provide leadership for sector infrastructure protection activities, including establishing
information-sharing relationships and developing collaborative sector security plans with sector security partners.

USDA is responsible for the safety of 20 percent of all food consumed in the United States, including the entire domestic and
imported meat; poultry; and frozen, dried, and liquid eggs food supply. FDA is responsible for all other domestic and imported
foods. For a description of the FDA SSA responsibilities, see the FDA SSP.

This section describes the responsibility of USDA, as SSA, and the responsibilities of sector security partners (Federal, State,
local, and tribal governments and private industry).
1.2.1 Sector-Specific Agency

At USDA, leadership for SSA responsibilities rests with the USDA Homeland Security Office (HSO), which coordinates with all
USDA agencies and offices to meet SSA goals. Table 1.1-1 provides a list of USDA agencies by mission area.

Table 1.1-1: USDA Agencies by Mission Area

* Farm Service Agency (FSA)
Farm and Foreign Agriculture Services * Foreign Agricultural Service (FAS)
* Risk Management Agency (RMA)

* Center for Nutrition Policy and Promotion (CNPP)

Food, Nutrition, and Consumer Services > [Banl ene Nuilien Servies (EE)

Food Safety * Food Safety and Inspection Service (FSIS)

* Forest Service (FS)

NEIUE [REseUItEs G EN Es * Natural Resources Conservation Service (NRCS)
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* Agricultural Research Service (ARS)

* Cooperative State Research, Education, and Extension Service (CSREES)
¢ Economic Research Service (ERS)

* National Agricultural Statistics Service (NASS)

Research, Education, and Economics

* Rural Business Service (RBS)
Rural Development * Rural Housing Service (RHS)
* Rural Utilities Service (RUS)

* Agricultural Marketing Service (AMS)
Marketing and Regulatory Programs * Animal and Plant Health Inspection Service (APHIS)
¢ Grain Inspection, Packers, and Stockyards Administration (GIPSA)

USDA has statutory responsibilities to ensure plant and animal health and the safety of meat, poultry, and egg products. USDA
is also a research leader in human nutrition, animal and plant health protection, and new crop technologies that allow produc-
ers to grow more food and fiber using less water and pesticides. USDA helps to ensure open markets for U.S. agricultural prod-
ucts and provides food aid to people in need domestically and overseas. USDA also provides a financial safety net to producers
through market and disaster assistance programs and loans. Appendix 5 depicts USDA agencies and their jurisdiction in the
farm-to-table continuum, along with their sector partners.

The nexus between these responsibilities and homeland security, specifically infrastructure protection, lies in the relationship
between a safe and plentiful food supply and ensuring public health nationwide. The nexus is also demonstrated in the eco-
nomic jobs dependent upon it.”

USDA has a long record of working with other governmental entities and private industry to support U.S. agriculture and food
industries in ensuring the safety of our food supply.

Agencies and offices within USDA are very active in outreach activities to accomplish its mission. The agencies work to develop
the productive and cooperative relationships of the large and diverse food and agriculture community through the creation

of strategic alliances with stakeholders; however; these relationships have not typically included the appropriate security- or
defense-related entities and have not included the entire range of stakeholder entities from farm-to-table.

1.2.2 Government Coordinating Council and Sector Coordinating Council®

USDA and FDA, in concert with DHS, recognized the need for a mechanism to facilitate interaction with sector security part-
ners. A solution presented itself via HSPD-7, the White House directive that establishes national policy for Federal departments
and agencies to identify and prioritize the CI/KR of the United States and to guard against efforts to undermine or exploit those
sector assets. HSPD-7 directs Federal departments and agencies to identify, prioritize, and coordinate the protection of CI/KR
in partnership with State, local, and tribal governments, and the private sector. The goal of establishing such a partnership

7 Agricultural Statistics Board, National Agricultural Statistics Service, 2004. The sector accounts for approximately $1.24 trillion annually and is responsible for one in
every six jobs.

8 See the Federal Register, March 24, 2006 vol. 71 no. 57 pp. 14930-33 and Section 871 of the Homeland Security Act of 2002, 6 USC 451 for additional information on
these partnerships.
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is to leverage complementary resources within government and between government and industry to ensure a more robust,
resilient, and secure sector.

Significant progress in the Food and Agriculture Sector on homeland security goals can only be accomplished through a
partnership effort between all levels of government and those who own the critical infrastructure. The Food and Agriculture
Sector’s main coordination mechanisms for security partners are the Government Coordinating Council (GCC) and Sector
Coordinating Council (SCC).

The GCC, with representation from Federal, State, local, and tribal governments, is the public sector portion of the public/
private partnership framework. The objective of the GCC is to provide effective coordination of Food and Agriculture Sector
defense strategies and activities, policy, and communication across government and between the government and the sector
to support the Nation's homeland security mission. The GCC plays a coordination role to address the public health and clini-
cal issues that would result from a terrorist act involving the food supply. It acts as the counterpart and partner to the private
industry-led SCC to plan, implement, and execute sufficient and necessary sector-wide security programs for the Nation’s Food
and Agriculture Sector critical assets, systems, networks, and functions. The GCC works to accomplish this objective through
the following activities:

* Identifying Items That Need Public/Private Coordination and Communication of Issues. The GCC will bring together
diverse Federal, State, local, and tribal interests to identify and develop collaborative strategies that advance the protection of
critical assets, systems, networks, and functions. While the focus is on CI/KR protection, the GCC will also function during
events of national emergency or significance to coordinate and share information to augment existing emergency operation
channels within Federal, State, local, and tribal government and with industry.

* Identifying Needs/Gaps in Plans, Programs, Policies, Procedures, and Strategies.

* Acknowledging and Recognizing Successful Programs and Practices. The GCC shall facilitate the sharing of experiences,
ideas, best practices, and innovative approaches related to the protection of critical assets, systems, networks, and functions .
The GCC shall acknowledge and recognize accomplishments that further the objective.

* Leveraging Complementary Resources Within Government and Between Government and Industry.

The SCC is a self-governing body representing the food and agriculture industry that provides a forum for the private sector

to discuss infrastructure protection issues among their members or to communicate with the government through the GCC.
The purpose of the SCC is to represent and communicate the interests of its subcouncils to the SCC leadership and to the GCC.
SCC objectives include keeping subcouncil members apprised of key sector, inter-sector, and sector/government activities and
bringing to bear their best judgment upon SCC decisions based on their understanding and experience within their subcouncil
business area.

The GCC and SCC also work cooperatively. Both their leadership and the full membership interact regularly. Leadership discus-
sions focus on identifying and solving policy issues. The GCC and SCC joint meetings acknowledge and recognize successful
programs and practices and focus on assessing progress and accomplishments and on leveraging complementary resources
within government and between government and industry. The two councils collaborate on joint initiatives such as identifying
and prioritizing items that need public/private input, coordination, implementation, and communication; coordination and
communication of issues to all members; and identification of needs/gaps in research and best practices and standards.

1.2.3 Sector Council Membership

The GCC and SCC documents describe membership requirements, which can be amended; the actual membership may fluctu-
ate based on interest and participation.
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The GCC membership comprises key representatives and influential leaders on food and agriculture safety, security, and defense
issues from Federal, State, local, and tribal governments. GCC official members are director-level (or equivalent) representatives
(and their alternates) from the following entities:

* Department of Homeland Security;

* Department of Agriculture;

* Department of Health and Human Services/Food and Drug Administration;
* Department of Defense;

* Environmental Protection Agency;

* Association of State and Territorial Health Officials;

* National Association of State Departments of Agriculture;

* National Association of County and City Health Officials;

* National Assembly of State Animal Health Officials; and

* Intertribal Agriculture Council.

The GCC reserves the right to invite ad hoc or ex officio membership to meet the expertise requirements necessary to fulfill
its mission. Current ex officio members include the Association of Food and Drug Officials, the Department of Justice, the
American Association of Veterinary Laboratory Diagnosticians, and the Association of Public Health Laboratories.

The GCC recognizes that each member represents a government entity or organization with inherent legal authorities and
parameters within which they must operate. At times, these authorities may restrict a member’s ability to provide agreement
on a decision. These inherent legal authorities must be clearly articulated and understood by the council as the basis for dissent
and the inability to enter into consensus.

The SCC membership consists of agriculture and food industry representatives from farm to table, including both individual
owners and operators and trade association officials. Due to the great diversity in interests represented on the SCC, it is subdi-
vided into seven subcouncils that can address issues relevant to the membership. These subcouncils include:

¢ Producers/Plant Subcouncil;

¢ Producers/Animals Subcouncil;

¢ Processors/Manufacturers Subcouncil;

¢ Restaurant/Food Service Subcouncil;

¢ Retail Subcouncil;

* Warehousing/Logistics Subcouncil; and

* Agricultural Production Inputs and Services Subcouncil.

1.2.4 Roles and Responsibilities

To function efficiently, the GCC and SCC have each selected leadership bodies to coordinate and collaborate on important
issues. The leadership bodies report back to the full membership. In addition, the leadership ensures that the councils fulfill
their roles and responsibilities as defined in their charters.
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1.2.5 GCC Functions

Leadership of the GCC activities and meetings rests with the three main Federal agencies, USDA, HHS/FDA, and DHS and a
State representative. Day-to-day leadership of meetings and activities rotates among the three Federal agencies through the
GCC chairmanship. The chair collects from other members or initiates and then brings the initiatives or issues to the GCC for
consideration and deliberation. The chair, working with other council members, monitors initiatives and issues and ensures
that they are brought to closure.

The GCC Secretariat, appointed by DHS, provides meeting and organizational support, including coordination for agenda devel-
opment, support for the chairman on monitoring and closure of issues and initiatives, administrative support, and logistics
(travel, meeting rooms) support.

The GCC establishes work groups when substantial investigation, research, and other tasks are required that cannot be achieved
at a regular GCC session. All products of the work group are intended to advise council members on important issues, direc-
tion, and processes.

1.2.6 SCC Functions

During the organizing process, private sector members stressed the importance and essential nature of building coordination
from clearly identified subsector areas known as subcouncils.

Each Food and Agriculture Sector subcouncil will develop definitions on the focus and boundaries of its subsector areas so

that members of the sector can clearly identify which subcouncil(s) may address their business and security interests. Each
subcouncil will define its membership, priority issues, and areas of work and activity. Each subcouncil must have flexibility

in prioritizing and identifying its needs and have been asked to examine the following general areas: communications and
information sharing; R&D, including prevention and detection; incident management; vulnerability assessments; and recovery.
As part of the process, the SCC sets clear goals for the establishment of subcouncils:

* Outreach, participation, and membership activities at the SSA subcouncil level are intended to be as inclusive as possible for
relevant owners and operators and their associations.

* Subcouncils articulate their priorities and action items to the SCC, which then can communicate to the government through
the GCC, other sectors, and other appropriate entities. Each subcouncil establishes a procedure for soliciting the views of sub-
council members on policies, programs, and activities, especially when conveying input to government-proposed or existing
policies, plans, procedures, and activities.

* Each subcouncil will determine its own procedures for naming representatives to the SCC (two from each and one alternate),
as well as replacing a member or alternate. In addition, each subcouncil will take responsibility for naming an ad hoc SCC rep-
resentative for any one meeting when none of its named individuals (i.e., the two members and one alternate) can attend. Each
subcouncil should establish and maintain subcouncil membership lists and contact information and establish communication
procedures for sensitive and non-sensitive information. These should be conveyed to the SCC and updated on a regular basis.

* Each subcouncil should establish its own decisionmaking and operational procedures given the nature of standard busi-
ness practices and relationships in that part of the food and agriculture subsector. Each subcouncil might consider the use of
subject matter experts, subcouncil member work groups, and/or advisory work groups to assist in their activities.

1.2.7 GCC and SCC Principles of Participation
Both the GCC and SCC have adopted the following principles of participation:

¢ All members must be working toward the same goal and purpose of improving the security of the Nation’s Food and
Agriculture Sector systems;
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* All members need to participate;

* Discussion and deliberations must recognize and take advantage of each member or organization’s strengths, skills, and
perspective;

* The result of discussion and deliberation must be a coherent report encompassing each member’s contributions; and
* Each discussion must be honest and forthright.

1.2.8 Number and Frequency of Meetings

The GCC meets quarterly and has monthly conference calls. The SCC meets quarterly and individual subcouncils meet on an ad
hoc basis. The GCC and SCC leadership host monthly conference calls. The full memberships of both councils meet in a joint
session on a quarterly basis. Additionally, meetings or conference calls are coordinated as needed.

1.3 Sector Security Goals

During the sector organization process, GCC and SCC leadership coordinated the creation of a Food and Agriculture Sector
Vision Statement and Sector Security Goals.

1.3.1 Sector Vision Statement

The mission of the Food and Agriculture Sector is twofold: (1) to protect against any attack on the food supply, including
production agriculture, that would pose a serious threat to public health, safety, welfare, or the national economy; and (2) to
provide the steadily evolving sector a central focus, emphasizing protection and strengthening of the Nation’s capacity to supply
safe, nutritious, and affordable food. To accomplish this mission, the GCC and SCC established a vision statement and long-term
sector security goals.

Food and Agriculture Sector Vision Statement

Prevent the contamination of the food supply that would pose a serious threat to public health, safety, and welfare. Provide the
central focus for a steadily evolving and complex industry/sector, with particular emphasis on the protection and strengthening
of the Nation’s capacity to supply safe, nutritious, and affordable food. In doing so, ensure that the industry has incorporated the

concepts of HSPD-7 in their own critical asset protection plans, vulnerability or risk-reduction plans, and continuity of operations
plans (COOP). The sector will provide leadership on food, agriculture, natural resources, and related issues based on sound public
policy, the best available science, and efficient management.

1.3.2 Sector Security Goal Development

Individual members from either the GCC or the SCC may propose security goals. The process begins within the individual
councils, where members present suggested goals to their respective councils for feedback, modification, and support. The
council will then decide if the goal will be a council goal or whether to take the proposed goal to the joint GCC/SCC session
for discussion and deliberation. The decision to adopt the goal will be by consensus of the members of the individual councils
for council goals or by both GCC and SCC members for joint council goals.

1.3.3 Sector Security Goals (Joint Goals)

The GCC and SCC established the following Joint Sector Security Goals that should be accomplished over the long term. These
goals follow and are subject to modification as described above:
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Improve Sector Analytical Methods to Enhance and Validate Detection of a Wide Spectrum of Threats. Laboratory capa-
bilities and capacities will be increased to address both traditional pathogens that contaminate foods and bioterrorist agents
that could be used in an attack on food and agricultural products. This enhanced system will accommodate requirements
that could result from a bioterrorist attack on the food supply.

Expand Laboratory Systems and Qualified Personnel. The ability to effectively diagnose and treat animal disease out-
breaks and crop contamination will be strengthened to prevent, respond to, and recover from an incident in the Food and
Agriculture Sector.

Improve Sector Situational Awareness Through Enhanced Intelligence Communication and Information Sharing.
Industry stakeholders, law enforcement, and the Intelligence Community will provide more and better reporting of food and
agriculture incidents and threats. Government-developed threat information will be expeditiously shared with the food and
agriculture industry to facilitate threat-appropriate security measures.

Tailor Risk-Based, Performance-Based Protection Measures to the Sector’s Physical and Cyber Assets, Personnel, and
Customer Products. Protection measures will be scalable to accommodate both the steady-state and periods of heightened
threat, as well as organizations of various sizes within the sector. Specific security measures will address authentication of
sector personnel engaged in the food and agriculture industry.

Address Response and Recovery at the Sector Level, Not Just as Separate Enterprises. Standards and planning for sec-
tor-wide continuity of operations will be developed. The sector will facilitate a close partnership with the public health
community to enable rapid identification and treatment of bio-incidents in the Food and Agriculture Sector. The Food and
Agriculture Sector will support the development of protocols and identification of resources to respond to and recover from
an incident.

Enhance and Improve Two-Way Communications. To facilitate information sharing within the law enforcement com-
munity, the Federal Government developed an information sharing tool known as the Joint Regional Information Exchange
System, renamed the Homeland Security Information Network (HSIN) under DHS supervision. In light of the enthusiasm
with which HSIN was received throughout the law enforcement community, DHS extended HSIN into the 17 CI/KR sectors
identified in HSPD-7 through a parallel effort known as HSIN Critical Sectors (HSIN-CS). Under HSIN-CS, DHS is working
with the GCCs and SCCs for each CI/KR sector to develop an online information-sharing tool specific to each sector for use
by sector security partners. HSIN-CS is designed to enable communications within a given sector, between multiple sectors,
and between sector and governmental entities. HSIN-CS offers four major components to network participants:

— Alerts/Broadcasting/Narrowcasting From DHS: A secure medium for DHS and sector leaders to transmit actionable alerts
and warnings to a specific audience about threats to critical infrastructure.

— HSIN-CS Portal: The capability to store sensitive documents, including sophisticated imaging and maps. The portal
enables real-time analysis of data and reporting tasks. It will provide a knowledge base that enables planning and coordina-
tion within the critical infrastructure sectors and eventually across these sectors.

— Collaboration Tools: A peer-to-peer collaboration space for members to engage in real-time dialogue. Members can create
their own private groups to discuss defined topics and collaborate on common documents.

— HSIN-CS Infrastructure: The underlying technology platform and network, upon which additional infrastructure can be
added.

Within HSIN-CS, a secure portal has been designed for the Food and Agriculture Sector. The HSIN-CS Food and Agriculture
portal performs many of the functions previously done by the Information Sharing and Analysis Center or by other

means, such as a secure Web portal, e-mail notifications, and incident reporting to DHS. Using the DHS Protected Critical
Infrastructure Information (PCII) program and other available information protection mechanisms, sensitive business or secu-
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rity-related information maintained on the HSIN-CS will be kept private to the maximum extent allowed by law. The GCC and
SCC have agreed to use the HSIN-CS for two-way communications.

1.3.4 Sector Security Goals (GCC Goals)
The GCC has established the following security goals:

* Work With State and Local Entities to Ensure That They Are Prepared to Respond to Incidents. The sector will ensure that
the combined Federal, State, local, and tribal capabilities are prepared to respond quickly and effectively to a terrorist attack,
major disease outbreak, or other disaster affecting the national agriculture or food infrastructure.

* Standardized CARVER + Shock Proposal The GCC will work with SCC members to produce a plan that will be used to
develop a standardized CARVER + Shock methodology that States and industry can use to conduct vulnerability assessments.

1.3.5 Sector Security Goals (SCC Goals)

The SCC Producers/Animals Subcouncil has proposed the following security goal:

* National Livestock Continuity of Business Plan Proposal: The goal of the National Livestock Continuity of Business Plan
(NL-COBP) project is to develop and implement a business continuity plan for the U.S. livestock and animal industry subsec-
tor using a Foot-and-Mouth Disease (FMD) outbreak as a model emergency.

Government emergency response and recovery efforts at all levels will be greatly enhanced by developing an NL-COBP that
integrates and coordinates preparedness, response, and recovery capabilities with the various livestock and animal industry
subsectors at the State, regional, and local levels. An NL-COBP will minimize the loss of business opportunity for U.S. livestock
producers and affiliated industries. Using FMD as a model to create a severe animal health emergency scenario will enhance
the ability of the sector to respond effectively to any natural or man-induced animal health emergency.

1.4 Value Proposition

U.S. food and agriculture industries annually generate more than $1 trillion in economic activity and, on a full-time-equivalent
basis, employ more than 10 million people.” The Food and Agriculture Sector provides an abundant and safe food and fiber
supply for families across the Nation and around the world through commercial trade and food aid. Protecting this sector and
the well-being of all that depend upon it for food represents a difficult, yet critically important responsibility. The development
of a comprehensive and strategic SSP for protecting the sector’s critical assets, systems, networks, and functions will help meet
this responsibility. The plan and the planning process will only succeed if they are fully supported by Federal, State, local, and
tribal governments, and private industry.

The planning process is made more difficult by the sector’s innate characteristics that are, in some cases, fragmented, dispersed,
and resilient, and, in other cases, concentrated and interdependent. Understanding and communicating these complexities
require the sustained commitment of both private and governmental security partners because the potential consequences to
domestic and global human health, social, and economic well-being are enormous. The lessons learned in the development of
the SSP will enable private and governmental interests to work together to better meet sector security goals. The lessons will
enable all parties to make informed choices about where to allocate the scarce resources needed to improve the readiness and
resilience of the sector.

9 Bureau of Economic Analysis, Department of Commerce, “Gross Domestic Product by Industry Accounts,” www.bea.gov/bea/pn/GDPbylnd_VA_NAICS.xls.
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2. ldentify Assets, Systems, Networks, and Functions

To meet its responsibilities under the Homeland Security Act and HSPD-7, DHS maintains a comprehensive national inven-
tory of the information needed to identify those assets, systems, networks, and functions that make up the Nation’s CI/KR.
Currently, this inventory is maintained in the National Asset Database (NADB). DHS compiles the inventory in the NADB in a
manner that enables it to be quickly scanned, searched, and analyzed. This allows DHS to rapidly identify those assets, systems,
networks, and functions at greatest risk in different situations. This information is needed to help manage steady-state CI/KR
protection and resiliency approaches and to inform and support the response to a wide array of incidents and emergencies. For
example, the information may be used to quickly identify those assets, systems, networks, or functions that may be the subject
of emergent terrorist statements or interest or that may be located in the area of greatest impact from natural disasters.

SSAs and DHS work together and in concert with State, local, and tribal governments, as well as private Food and Agriculture
Sector security partners, to ensure that the NADB inventory data structure is accurate and current. The sector is currently devel-
oping criteria for determining the criticality of a sector asset, system, network, and function through the Food and Agriculture
Criticality Project. Once complete, the SSA will share the criteria with its sector security partners so that they may apply it to
their infrastructure. The SSA will ask each sector security partner to provide the relevant information for each item that is
identified as critical to DHS for inclusion in the NADB. This effort will be a voluntary process.

2.1 Defining Information Parameters

To meet the requirements of the NIPP for a strategic approach to infrastructure protection, each sector must understand its
critical components. Only after the sector is aware of each component, may it consider threats, assess vulnerabilities, develop
and implement protective measures or mitigation strategies; address R&D needs; and measure success. A protection plan for
this sector must begin with the farm and inputs, move through processing, and end with the consumer. The protection plan
must consider interdependent sectors, including the Cyber, Chemicals, Water, Energy, Telecommunications, and Transportation
sectors.

The Food and Agriculture Sector comprises systems of individual assets that are closely dependent upon each other. Because of
its complexity, the sector has struggled to identify its most critical assets, systems, networks, and functions. While the sector
understands its individual systems and basic interrelationships, the challenge has been in understanding the complexities and
interdependencies across the farm-to-table continuum on national and regional scales.

USDA and sector security partners initiated the Agriculture and Food Criticality Project to identify the functions performed at
an aggregate level by the Food and Agriculture Sector. Information from this project will be used to define criteria for sec-
tor infrastructure, which will facilitate the identification and prioritization of critical assets, systems, networks, and functions
within the sector. USDA will incorporate findings from the project regularly into this SSP and share that information with
security partners, so that upon completion of the project, the sector will be prepared to identify critical assets, systems, net-
works, and functions, and to determine the information parameters that will need to be collected for each. For more detailed
information on the project, see Section 4 of this chapter.

2.2 Collecting Infrastructure Information

As stated in section 2.1, the diverse, complex nature of the sector poses a challenge to the task of determining which sector
assets are critical. Once the criteria for criticality are available, the initial information collection effort must include an outreach
component so that sector security partners within industry and the States understand the purpose of the criteria and what
information is needed.

In some instances, a governmental entity may have access to relevant information via an ongoing program; however, chal-
lenges to using or sharing this information may emerge. For example, USDA, as a Federal regulator, has access to significant
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information concerning the sector and its assets; however, legal hurdles often prevent sharing this information for non-regu-
latory purposes. Also, because of regulatory concerns, the private sector is often hesitant to voluntarily share non-required
information with Federal and State officials.

Although the private sector would like to share sensitive business or security information with its Federal or State partners, it
may hesitate to do so because of concerns about protecting the information from disclosure. The Food and Agriculture Sector is
aware that the DHS PCII program offers a mechanism for industry to share sensitive business information."

It is important that security partners work together to develop a process for collecting information that will minimize the bur-
den of this activity on the SSA, the States, and industry. The sector councils will address this matter during the next SSP revision
process.

2.3 Verifying Infrastructure Information

Information collected from USDA sources can be easily verified; however, to verify information from non-USDA sources, new
resources for verification will be needed. It is important that security partners work together to develop a process for verify-
ing information that will foster trust and minimize the burden of this activity on the SSA, the States, and industry. The sector
councils will address this matter during the next SSP revision process.

2.4 Updating Infrastructure Information

Because the SSP is updated every 3 years or when intelligence or other information dictates, the States and industry will need
to update their infrastructure information. Security partners must work together to develop a process for updating inform