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HEADQUARTERS, US NORTHERN COMMAND
250 Vandenberg Street

Peterson AFB, CO 80914-3270

8 May 2006

SUBJECT: USNORTHCOM CONPLAN 2501-05

SEE DISTRIBUTION
(Annex Z)

References: JSCP 02 Change 1, March 2005

1. USNORTHCOM CONPLAN 2501-05, Defense Support of Civil Authorities, is attached.

2. USNORTHCOM CONPLAN 2501-05 fulfills a requirement established in the Joint Strategic
Capabilities Plan (JSCP) 02 Change 1, Regional Tasking 9. The CDRUSNORTHCOM was
directed to prepare a plan to support the employment of DOD forces providing Defense Support
of Civil Authorities (DSCA) IAW applicable DOD directives and policy.

3. The plan was coordinated with other Combatant Commands, Component and Supporting
Component Commands, and Subordinate Commands during the preparation of the plan.

4. Supporting plans must be prepared and forwarded to this headquarters for review within 60
days after plan approval.

FOR THE COMMANDER

MARK A. VOW’
Major General, USAF

Director, Policy and Planning
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HEADQUARTERS, US NORTHERN COMMAND
250 Vandenberg Street, Suite B016

Peterson AFB, CO 80914-3270

11 April 2006

USNORTHCOM CONPLAN 2501-05, DSCA

SECURITY INSTRUCTIONS AND RECORD OF CHANGES
1. Plan Title.

a. Long title: United States Northern Command Concept Plan 2501-05, Defense Support of
Civil Authorities.

b. Short title: USNORTHCOM CONPLAN 2501-05, DSCA.

2. This CONPLAN is UNCLASSIFIED to ensure ease of use by both military and interagency
organizations and personnel whose official duties specifically require knowledge of this plan,
including those required to develop supporting plans. Information in USNORTHCOM
CONPLAN 2501 may be disseminated to all interagency, National Guard Bureau, federal, tribal,
state and local governments.

3. Reproduction of this document, in whole or in part, is authorized as required for the
preparation of supporting plans and interagency coordination.

RECORD OF CHANGES
CHANGE COPY DATE OF DATE POSTED
NUMBER NUMBER CHANGE POSTED BY
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HEADQUARTERS, US NORTHERN COMMAND
250 Vandenberg Street

Peterson AFB, CO 80914-3270

11 April 2006

CONPLAN 2501-05, DEFENSE SUPPORT OF CIVIL AUTHORITIES (DSCA)
PLAN SUMMARY

1. Purpose. Natural or man-made disasters can be so overwhelming that local, tribal, state and
non-military federal responders cannot manage the situation. The Department of Defense
(DOD) has a long history of supporting civil authorities in the wake of catastrophic events.
When directed by the President or the Secretary of Defense (SecDef), United States Northern
Command (USNORTHCOM) will respond quickly and effectively to the requests of civil
authorities to save lives, prevent human suffering, and mitigate great property damage. The Joint
Strategic Capabilities Plan (JSCP) 02 Change 1, Regional Tasking 9, directed
CDRUSNORTHCOM to prepare a functional plan (FUNCPLAN) to support the employment of
DOD forces providing Defense Support of Civil Authorities (DSCA) IAW applicable DOD
Directives (DODD) and policy. However, based on Joint Staff direction, this plan’s designation
has been changed to concept plan (CONPLAN) because FUNCPLAN will no longer be a plan
designation type.

2. Conditions for Implementation

a. Politico-Military Situation

(1) USNORTHCOM was established in the wake of the September 11, 2001 terrorist
attacks against the United States. USNORTHCOM'’s dual mission is to conduct
Homeland Defense (HD) and DSCA operations. When directed by the President or the
SecDef, USNORTHCOM fulfills its DSCA mission by responding to Requests for
Federal Assistance (RFA) in accordance with (IAW) the National Response Plan (NRP)
and DOD policy and guidance.

(2) The NRP is the nation’s all-hazards plan to respond to disasters, emergencies, or
other events. This plan aligns with the NRP coordinating framework and applies to all
forms of support that DOD could provide to civil authorities. In addition to large-scale
disaster response, DOD has long provided smaller scale support for wildland firefighting,
National Special Security Events (NSSE), such as political conventions, and special
events (SE) such as major sporting events.

b. Statement. This summary provides military decision makers with a brief recapitulation of
the major aspects of this plan. It is based on planning factors and estimates available at the
time of preparation and is subject to modification in the context of a specific contingency.
The information contained herein must be updated before use in adopting Courses of Action
(COAS) in a particular situation.
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c. Legal Considerations. The NRP provides the coordinating framework for support
provided under the Robert T. Stafford Disaster Relief and Emergency Assistance Act (PL 93-
288) (Title 42 United States Code Section 5121, et. seq.). The Stafford Act and the Economy
Act (Title 31 United States Code Section 1535) are the major pieces of legislation that
govern the federal response, which includes DOD. Support under these acts range from
small-scale efforts to large-scale operations involving thousands of DOD personnel. DODD
3025.dd, Defense Support of Civil Authorities, is currently in draft, but when finalized, will
supersede the current DODDs describing DOD support of civil authorities. The Posse
Comitatus Act (PCA) (Title 18 United States Code Section 1385) and DOD policy place
limitations on direct involvement in law enforcement activities by Title 10 military
personnel. Finally, while providing DSCA, DOD forces will conform to the CJCS Standing
Rules for the Use of Force (SRUF) and any supplemental guidance provided by
USNORTHCOM.

3. Operations To Be Conducted

a. Force Requirements. USNORTHCOM force requirements to conduct DSCA operations
under this plan are based upon the nature of support requested by civil authorities and
approved by SecDef or the President.

(1) Based on the nature of the DSCA operations, USNORTHCOM can request the forces
necessary to conduct DSCA missions via a Request for Forces (RFF) processed through
the Joint Staff.

(2) Friendly forces include other Combatant Commands: USJFCOM, USPACOM,
USSOUTHCOM, USSOCOM, USSTRATCOM, USTRANSCOM; Component and
Supporting Component Commands: Army North (ARNORTH), Air Forces Northern
(AFNORTH); Marine Forces North (MARFORNORTH), and Fleet Forces Command
(FFC); Subordinate Commands: Joint Task Force-Alaska (JTF-AK), Joint Task Force-
Civil Support (JTF-CS), Joint Force Headquarters — National Capital Region (JFHQ-
NCR); the Military Services; the Department of Homeland Security, and supporting
Defense Agencies such as the Defense Threat Reduction Agency (DTRA), Defense
Information Systems Agency (DISA), Defense Logistics Agency (DLA), Defense
Contract Management Agency (DCMA), and the National Geospatial-Intelligence
Agency (NGA).

b. Deployment

(1) USNORTHCOM conducts DSCA operations in the 48 contiguous states, Alaska, the
District of Columbia, the Commonwealth of Puerto Rico, and the U.S. Virgin Islands.
(NOTE: Unified Command Plan 04, Change 1, will remove Puerto Rico and the U.S.
Virgin Islands and add the Western Aleutians to USNORTHCOM’s AOR.) When
directed by the President or SecDef, CDORUSNORTHCOM can deploy DSCA forces
from subordinate commands, or forces OPCON to USNORTHCOM via an RFF.
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(2) Because of the nature of DSCA operations, forces will likely deploy into and out of
the DSCA Joint Operations Area (JOA) for the entire length of the DSCA operation.

c. Employment

(1) The USNORTHCOM Commander’s Intent is to execute a timely, safe, effective, and
efficient response to approved requests for DSCA. The number one DSCA response
priority is to save lives, prevent human suffering, and reduce great property damage
under serious conditions.

(2) USNORTHCOM provides DSCA when directed by the President or SecDef, which is
typically after local, tribal, state, and other federal resources are overwhelmed and civil
authorities have requested DOD assistance. Support can be provided to prevent, protect,
respond, and/or recover from a potential or actual incident. If SecDef approves the
request, CDORUSNORTHCOM is the supported combatant commander for the DSCA
response for those areas within the USNORTHCOM AOR. CDRUSNORTHCOM
determines the appropriate level of C2 for DOD forces based on the magnitude of the
DOD response.

(3) For asmall-scale DOD response, CDORUSNORTHCOM can deploy a Defense
Coordinating Officer (DCO), who will be the senior military officer in the Joint Field
Office (JFO). If designated as a Joint Force Commander (JFC), the DCO can provide C2
for the entire DSCA effort so long as the response force does not exceed the DCQO’s C2
capability. However, if a larger C2 structure is needed, a DCO can still deploy to serve
as DOD’s single point of contact in the JFO.

(4) For a medium-scale DOD response, CDRUSNORTHCOM can use a single-service
Response Task Force (RTF) or a Joint Task Force (JTF) to manage supporting military
activities. As directed by CDRUSNORTHCOM, a JTF commander exercises
OPCON/TACON over DOD forces in the JOA with the following exceptions:
USTRANSCOM assets, USACE resources, National Guard forces operating in a non-
federalized duty status, and in some circumstances, DOD forces in support of the Federal
Bureau of Investigation (FBI) or the United States Secret Service (USSS).

(5) For a large-scale DOD response, CORUSNORTHCOM can: (a) Stand up or expand
an existing JTF with multiple subordinate JTFs, and/or (b) Appoint a Joint Force Land
Component Commander (JFLCC), or other domain component commander(s), to provide
C2 of the forces.

(6) Immediate Response Authorsity. Immediate Response is any form of immediate
action taken by a DOD Component or military commander, under the authority of DODD
3025.dd and any supplemental guidance, to assist civil authorities or the public to save
lives, prevent human suffering, or mitigate great property damage under imminently
serious conditions. When such conditions exist and time does not permit approval from
higher headquarters, local military commanders and responsible officials from the DOD
Components and Agencies are authorized to take necessary action to respond to requests
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of civil authorities consistent with existing law and regulations. As soon as practical, the
military commander or responsible official shall make a report through the chain of
command to the National Military Command Center (NMCC). This notification should
reach the NMCC within a few hours of the decision to provide immediate response.
Upon SecDef approval and CJCS EXORD execution, forces that remain at the incident
will be under USNORTHCOM on site C2.

(7) Because DSCA supports civil authorities in the United States, the District of
Columbia, Puerto Rico, and the U.S. Virgin Islands, no enemy forces are expected to
oppose these missions. However, like any military operation, forces performing DSCA
remain vulnerable to degradation caused by man-made events or natural conditions.
Consequently, anti-terrorism / force protection (AT/FP) measures are still applicable to
DSCA operations.

(8) CONPLAN Structure. This is a five phase plan:

(a) Phase I, Shaping. Phase I is continuous situational awareness and preparedness.
Actions in this phase include inter-agency coordination, exercises, and public affairs
outreach (which continues through all phases).

(b) Phase Il, Staging. Phase Il begins with the identification of a potential DSCA
mission, or when directed by SecDef. The phase ends with DSCA response forces in
receipt of a prepare to deploy order (PTDO). Phase Il success equals DCO/DCE
deployment, coordination with state, local and tribal officials, and response forces
positioned to facilitate quick response.

(c) Phase Ill, Deployment. Phase Il begins with the initial response force
deployment. However, force deployment can occur at any time, in any phase except
Phase I, Shaping. Because of the nature of DSCA operations, forces will likely
deploy into and out of the DSCA JOA for the entire length of the DSCA operation.
The phase ends when response forces are ready to conduct operations in the JOA.
Phase 111 success equals forces deployed with enough capability to accomplish the
mission.

(d) Phase IV, Support of Civil Authorities. Phase IV begins when DSCA response
operations commence. The phase ends with civil authorities prepared to assume
responsibility for operations. Success equals civil authorities ready to respond
effectively to continuing requirements.

(e) Phase V, Transition. Phase V begins with civil authorities assuming
responsibility with no degradation of operations. The phase ends when response
forces begin redeployment and OPCON is transferred to their respective commands.
Success equals a complete transfer of responsibilities to civil authorities.

d. Supporting Plans. Commander, Army North (CDRARNORTH), Commander, Air Forces
Northern (CDRAFNORTH), Commander, Marine Forces North (COMMARFORNORTH),
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Commander, Joint Task Force-Alaska (CDRJTF-AK), Commander, Joint Force
Headquarters-National Capital Region (CDRJFHQ-NCR) will develop and maintain
supporting plans to CONPLAN 2501.

e. Collateral plans. The following plans comprise the USNORTHCOM “Family of Plans”
that could be implemented before, during or after USNORTHCOM CONPLAN 2501,
DSCA.

(1) USNORTHCOM CONPLAN 0300 (Classified Title)

(2) USNORTHCOM CONPLAN 0500, CBRNE CM (Draft)

(3) USNORTHCOM CONPLAN 2002-05, Homeland Defense (S)

(4) USNORTHCOM CONPLAN 2100, Non Combatant Evacuation Operations

(5) USNORTHCOM CONPLAN 2400, NCR Emergency Preparedness

(6) USNORTHCOM FUNCPLAN 2505, Nuclear Weapon Accident Response Plan

(Draft)

(7) USNORTHCOM FUNCPLAN 2707, Support to Law Enforcement for
Transnational Threats

(8) USNORTHCOM Combined Defense Plan, Canada-US (CANUS) (Draft)
(S/RELCAN)

(9) USNORTHCOM, Canada-US, Civil Assistance Plan (draft) (U)

4. Key Assumptions

a. An incident severe enough to trigger a DSCA response may occur with little to no
warning.

b. SecDef will approve civilian agency requests for DSCA, and DOD will respond 1AW the
NRP, and DOD policy and guidance.

c. Appropriate elements of the National Guard will be involved in nearly all DSCA
operations.

d. Normally, except in the District of Columbia, National Guard forces deployed from the
affected state, or in response to an Emergency Management Assistance Compact request, will
operate under the control of State authorities.

e. At the request of civil authorities, DOD forces may respond to the DSCA incident under
Immediate Response authority. If those forces are to remain at the incident site,
CDRUSNORTHCOM will request Operational Control (OPCON) of those forces.

f. Coordination will be required with state and local officials.

g. Under extraordinary circumstances, the President may direct DOD to lead the federal
response.

5. Operational Constraints
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a. USNORTHCOM has no legal authority to initiate DSCA operations without the approval
of the President or SecDef.

b. Title 10 military personnel shall not be employed to enforce or execute civil law in
violation of United States Code, Title 18, Section 1385 (Posse Comitatus Act), except as
otherwise provided by law.

c. DOD forces shall not procure or maintain any supplies, material, or equipment exclusively
for providing DSCA, unless otherwise directed by the Secretary of Defense.

6. Time To Commence Effective Operations. All DSCA is time sensitive because speed of
response saves lives. The specific circumstances of the DSCA operation drive the time it takes
to deploy into the JOA and commence effective operations.

7. Command Relationships. See Annex J.

8. Logistics Appraisal. The USNORTHCOM Service Components are responsible for
administrative, logistical, medical, and communication support for forces employed in DSCA
operations. Component Commanders will comply with their respective Service instructions,
existing plans, agreements, and legal authorities. DLA, DCMA, USTRANSCOM, and other
defense agencies will continue to provide the logistics backbone in the JOA to include: supply,
maintenance, transportation, civil engineering, health services and other combat service support
to DOD forces. Efforts must be directed at leveraging the existing infrastructure, contracts, and
support relationships with civilian services. See Annex D.

9. Personnel Appraisal

a. The parent command or agency will retain administrative responsibility for
USNORTHCOM OPCON forces.

b. The appropriate USNORTHCOM Service or Supporting Component will assume
administrative responsibility for Title 10 military personnel assigned to the USNORTHCOM
subordinate units.

c. Personnel accountability and direct management of military and DOD civilian resources
(i.e., casualties, replacements, additional forces, etc.) will be the responsibility of the Service
component or the parent command or Agency.

10. Consolidated Listing and Impact Assessment of Shortfalls and Limiting Factors. None.
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HEADQUARTERS, US NORTHERN COMMAND
250 Vandenberg Street, Suite B016

Peterson AFB, CO 80914-3270

11 April 2006

CONPLAN 2501-05, DEFENSE SUPPORT OF CIVIL AUTHORITIES (DSCA)
CLASSIFICATION GUIDANCE

1. General. The overall classification of this functional plan is UNCLASSIFIED.

2. Specific guidance. Classification guidance provides users with specific subjects requiring
protection, specific levels of protection and establishes the period during which the protection
must be continued.
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HEADQUARTERS, US NORTHERN COMMAND
250 Vandenberg Street
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11 April 2006

USNORTHCOM CONPLAN 2501-05

DEFENSE SUPPORT OF CIVIL AUTHORITIES (DSCA)
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Organizations not Affiliated with the Department of Defense, 7 January 1980

w. DOD Instruction 3025.dd, Processing Requests for Defense Support of Civil
Authorities (draft)

x. DOD Manual 3025.dd, Defense Support of Civil Authorities (draft)
y. USNORTHCOM CONPLAN 2002, Homeland Defense, 22 November 2005

z. USNORTHCOM Civil Support Concept of Employment (CONEMP), 20
August 2004

aa. DepSecDef’s 25 Apr 05 memorandum, “Reporting Immediate Response
Requests from Civil Authorities”

1. Situation
a. General

(1) Natural or man-made disasters can be so overwhelming that local, state, tribal and
non-military federal responders cannot manage the situation. The Department of Defense
(DOD) has a long history of supporting civil authorities in the wake of catastrophic
events. DOD brings unique and specialized skills and assets that, when employed in
support of (ISO) a Primary Agency, can rapidly stabilize and improve the situation until
civil authorities can again effectively respond to the needs of their populace.

(2) When approved by the Secretary of Defense (SecDef) or directed by the President,
United States Northern Command (USNORTHCOM) is prepared to respond quickly and
effectively to the requests of civil authorities to save lives, prevent human suffering, and
mitigate great property damage. In addition to large-scale disaster response, DOD has
long provided smaller scale support for wildland firefighting, National Special Security
Events (NSSE), such as political conventions, and Special Events (SE) such as major
sporting events.
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(3) USNORTHCOM was established in the wake of the September 11, 2001 terrorist
attacks against the United States. USNORTHCOM’s dual mission is to conduct
Homeland Defense (HD) and Defense Support of Civil Authorities (DSCA) operations.
When directed by the President or SecDef, USNORTHCOM fulfills its DSCA mission by
responding to Requests for Federal Assistance (RFA) in accordance with (IAW) the
National Response Plan (NRP) and DOD policy and guidance.

(4) The NRP also uses the term DSCA to describe the support DOD provides to civil
authorities. The NRP provides the coordinating framework for support provided under
the Robert T. Stafford Disaster Relief and Emergency Assistance Act (PL 93-288) (Title
42 United States Code Section 5121, et. seq.). The Stafford Act and the Economy Act
(Title 31 United States Code Section 1535) are the major pieces of legislation that govern
the federal response, which includes DOD. Support under these acts range from small-
scale efforts to large-scale operations involving thousands of DOD personnel. This plan
covers the full spectrum of DSCA from small to large-scale operations.

(5) The Joint Strategic Capabilities Plan (JSCP) 02 Change 1, Regional Tasking 9,
directed CDRUSNORTHCOM to prepare a functional plan (FUNCPLAN) to support the
employment of DOD forces providing DSCA 1AW applicable DOD Directives (DODD)
and policy. 1AW recent Joint Staff direction, “FUNCPLAN” will no longer be a type of
deliberate plan. Consequently, this plan is now a concept plan (CONPLAN) rather than a
FUNCPLAN.

(6) In addition to this plan, USNORTHCOM has another DSCA-related plan:
CONPLAN 0500, Chemical, Biological, Radiological, Nuclear, and High-Yield
Explosives (CBRNE) Consequence Management (CM). CONPLAN 0500 specifically
covers DSCA performed as consequence management in the aftermath of a CBRNE
event.

(7) Because DSCA supports civil authorities in the United States, the District of
Columbia, Puerto Rico, and the U.S. Virgin Islands, no enemy forces are expected to
oppose these missions. However, like any military operation, forces performing DSCA
remain vulnerable to degradation caused by man-made events or natural conditions.
Consequently, anti-terrorism/force protection (AT/FP) measures are still applicable to
DSCA operations.

b. Area of Concern

(1) Area of Responsibility (AOR). USNORTHCOM’s geographic AOR for normal
operations is the 48 contiguous states and the District of Columbia, Alaska, Canada,
Mexico, Cuba, the Bahamas, Puerto Rico, the US Virgin Islands, the Gulf of Mexico, the
Caribbean Sea, the Atlantic Ocean and other islands (excluding Greenland). (NOTE:
Unified Command Plan 04, Change 1, will remove Puerto Rico and the US Virgin Islands
and add the Western Aleutians to USNORTHCOM’s AOR).
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C.

(2) Area of Interest (Al). The area of interest for USNORTHCOM is its assigned air,
land, and sea areas including the United States, its territories, and possessions as defined
above, and any adjacent foreign territory where a natural or man-made disaster,
emergency, or event may cause an adverse impact on the United States.

(3) Operational Area (OA). The USNORTHCOM OA for DSCA is the 48 contiguous
States, Alaska, the District of Columbia, the Commonwealth of Puerto Rico, the U.S.
Virgin Islands, and any possession of the United States within the USNORTHCOM
AOR. (NOTE: Unified Command Plan 04, Change 1, will remove Puerto Rico and the
US Virgin Islands and add the Western Aleutians to USNORTHCOM’s AOR). Areas of
operation can be established within the operational area as necessary. Areas of operation
should be large enough to accomplish DSCA missions and should not typically
encompass the entire operational area.

(4) Joint Operations Area (JOA). USNORTHCOM will designate appropriate JOAs for
air, land, and maritime operations within the USNORTHCOM OA for the execution of
DSCA operations. Alaska and the National Capital Region are specifically designated as
standing JOAs within the USNORTHCOM DSCA OA.

Deterrent Options. Not Applicable.

d. Enemy

e.

(1) Enemy forces are not expected during the conduct of DSCA operations. If a situation
with enemy forces should arise, it would trigger CONPLAN 2002, Homeland Defense, or
other plans in the USNORTHCOM family of plans. However, anti-terrorism/force
protection (AT/FP) measures are still applicable to DSCA operations.

(2) When planning and conducting DSCA operations, commanders should consider the
following AT/FP issues: (1) Terrorists organizations could conduct operations against
the DSCA force, or in the DSCA operations area; (2) State and local police capabilities
could be severely degraded in the area of DSCA operations, allowing a corresponding
rise in criminal activity that could affect the DSCA force; and (3) environmental factors
ranging from weather to contamination and disease could significantly impact the DSCA
force.

(3) While every DSCA operation will encounter unique environmental factors, certain
recurring operations, such as natural disaster relief, will face similar environmental
conditions again and again. For example, hurricanes typically occur in the Gulf of
Mexico and the mid to lower Atlantic seaboard. Earthquakes typically occur along the
West Coast and in Alaska. Wildland firefighting missions tend to occur in the Western
States. Commanders should consider these likely environmental conditions when they
plan DSCA operations.

Friendly
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(1) Department of Defense (DOD). When requested by civil authorities and directed by
the President or SecDef, DOD provides DSCA. When providing support under the NRP
and the Stafford Act after a major disaster declaration, USNORTHCOM is the supported
command within the USNORTHCOM AOR for DOD support as requested by a federal
Department or Agency or a State Governor. DOD is a support agency to all 15
Emergency Support Functions (ESFs) under the NRP and a Cooperating Agency to the
majority of NRP Support and Incident Annexes. DOD may also provide support when
requested by a federal agency when no major disaster declaration has been issued. This
type of federal to federal support is provided under the Economy Act.

(2) The Assistant Secretary of Defense for Homeland Defense (ASD (HD)). The ASD
(HD) provides policy oversight for DSCA.

(3) Chairman of the Joint Chiefs of Staff (CJCS). The CIJCS communicates SecDef
guidance to the Combatant Commanders, Services, and DOD Agencies. On SecDef’s
behalf, the Joint Director of Military Support (JDOMS) coordinates DOD support
through the Office of the Assistant Secretary of Defense for Homeland Defense
(OASD(HD)) to the primary or coordinating agency, issues orders directing the
employment of military assets, and directs the transfer of military personnel and
resources to CORUSNORTHCOM and other supporting commands.

(4) Commander, US Joint Forces Command (CDRUSJFCOM). When directed by the
SecDef, CDRUSJFCOM serves as a Joint Force provider for DSCA operations.
CDRUSJFCOM provides military resources and forces to assist civil authorities within
the USNORTHCOM OA.

(5) Commander, US Pacific Command (CDRUSPACOM). When directed by the
SecDef, CDRUSPACOM is a supporting Combatant Commander to
CDRUSNORTHCOM for DSCA operations in the USNORTHCOM OA.

(6) Commander, US Southern Command (CDRUSSOUTHCOM). When directed by the
SecDef, CDRUSSOUTHCOM is a supporting Combatant Commander to
CDRUSNORTHCOM for DSCA operations in the USNORTHCOM OA.

(7) Commander, US Special Operations Command (CDRUSSOCOM). When directed
by the SecDef, CDRUSSOCOM is a supporting Combatant Commander to
CDRUSNORTHCOM for DSCA operations in the USNORTHCOM OA.

(8) Commander, US Strategic Command (CDRUSSTRATCOM). When directed by the
SecDef, CDRUSSTRATCOM supports CDRUSNORTHCOM by conducting space
operations, information operations and space control support during DSCA operations in
the USNORTHCOM OA.

(9) Commander, US Transportation Command (CDRUSTRANSCOM). When directed
by the SecDef, CDORUSTRANSCOM provides deployment, employment, and
redeployment common-user air, land, and sea transportation for forces engaged in DSCA
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operations and provides patient movement as required. As directed,
CDRUSTRANSCOM deploys military resources and forces, and supports
USNORTHCOM DSCA operations within the USNORTHCOM OA.

(10) Commander, Air Forces Northern (CDRAFNORTH). When directed by
CDRUSNORTHCOM, and upon receipt of TACON of forces, CORAFNORTH deploys
military resources and forces, and conducts DSCA operations to assist federal, state,
local, and tribal authorities within the USNORTHCOM OA.

(11) Commander, Army North (CDRARNORTH). When directed by
CDRUSNORTHCOM, CDRARNORTH deploys a tailored Response Task Force or Joint
Task Force, and conducts DSCA operations to assist federal, state, local, and tribal
authorities within the USNORTHCOM OA.

(12) Commander, Fleet Forces Command (CFFC). When directed by
CDRUSNORTHCOM, CFFC deploys military resources and forces, and conducts DSCA
operations to assist federal, state, local, and tribal authorities within the USNORTHCOM
OA.

(13) Commander, Marine Forces North (COMMARFORNORTH). When directed by
CDRUSNORTHCOM, and upon receipt of TACON of forces, COMMARFORNORTH
deploys military resources and forces, and conducts DSCA operations to assist federal,
state, local, and tribal authorities within the USNORTHCOM OA.

(14) Commander, Joint Force Headquarters National Capital Region (CDRJFHQ-NCR).
When directed by CDRUSNORTHCOM, CDRJFHQ-NCR transitions to JTF-NCR and
accepts operational and tactical control (OPCON/TACON) of military resources and
forces, and conducts DSCA operations to assist federal and local authorities within the
National Capital Region (NCR) JOA.

(15) Commander, Joint Task Force-Alaska (CDRJTF-AK). When directed by
CDRUSNORTHCOM, CDRJTF-AK accepts operational control (OPCON) of military
resources and forces, and conducts DSCA operations to assist federal, state, local, and
tribal authorities within the Alaska JOA.

(16) Commander, Joint Task Force-Civil Support (CDRJTFE-CS). When directed by
CDRUSNORTHCOM, CDRJTF-CS deploys a tailored JTF headquarters, accepts
operational control (OPCON) of military resources and forces, and conducts DSCA
operations to assist federal, state, local, and tribal authorities within the USNORTHCOM
OA.

(17) Standing Joint Force Headquarters-North (SJFHQ-N). Although a
USNORTHCOM Staff Directorate, the SJFHQ-N is an employment option for the
CDRUSNORTHCOM during DSCA operations. When directed by
CDRUSNORTHCOM to establish a stand alone JTF, SJIFHQ-N accepts operational
control (OPCON) of military resources and forces, and conducts DSCA operations to
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assist federal, state, local, and tribal authorities within the USNORTHCOM OA. When
directed by CDRUSNORTHCOM, SJFHQ-N provides the core element of a newly
established JTF or provides augmentation to an existing JTF.

(18) Defense Coordinating Officer (DCO). The DCO is DOD’s single point of contact at
a Joint Field Office (JFO). The JFO is the multi-agency coordination center established
in or near the incident site for coordinating incident-related prevention, preparedness,
response, and recovery actions under the NRP. Requests for DSCA originating at the
JFO are coordinated, processed, and validated through the DCO. The DCO may also be
supported by an administrative and support staff element called a Defense Coordinating
Element (DCE). See Annex C, Appendix 25.

(19) Military Services. When directed by the President or SecDef, and through the
appropriate Service component commanders, the military Services provide forces,
facilities (mobilization centers 1SO requests from Federal Emergency Management
Agency (FEMA)) and assets to CORUSNORTHCOM as part of the DOD response to
approved RFAs from civil authorities. When directed, the Services will provide
installations based on Service Components nomination of appropriate installations as
Base Support Installations (BSIs). BSIs provide military-to-military support to DOD
assets. FEMA does not request BSIs and therefore, support provided by a BSI may not
be reimbursable under the Stafford Act. Services provide unit data to CORUSJFCOM to
source DSCA response forces.

(20) U.S. Army Corps of Engineers (USACE). USACE is a public engineering
organization within DOD providing engineering support and services to DOD activities
around the globe, as well as to the nation’s civil works, flood protection, and navigation
infrastructure. USACE performs emergency support activities under separate authorities
provided in Public Law 84-99, which are not under USNORTHCOM Command and
Control (C2) . USACE provides support as a Primary Agency and Coordinating Agency
for ESF #3, and is a support agency to other ESFs as specified in the NRP annexes.
When USACE conducts DSCA operations as an NRP Primary or Coordinating Agency,
there is a coordination relationship with USNORTHCOM.

(21) Reserve Components (RC). The Reserve Components provide an important source
of trained manpower and expertise. Reserve Components include the Army National
Guard of the United States (ARNG), Army Reserve, Naval Reserve, Marine Corps
Reserve, Air National Guard of the United States (ANG), Air Force Reserve (AFR) and
Coast Guard Reserve. They are increasingly relied upon to balance our nation’s
commitments and DOD mission requirements. Units may be activated and employed for
DSCA operations.

(22) Emergency Preparedness Liaison Officers (EPLOs). Each Service selects highly
qualified senior-level officers (Reserve Officers in the grades of O6/05) to serve as
EPLOs, and enlisted personnel to serve in support assignments. These personnel are
administered by and report to an active duty program manager. They may be activated
and employed for DSCA operations. Services ensure their EPLOs are trained, equipped
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and remain current on the NRP, National Incident Management System (NIMS), DSCA
procedures, and their service component’s regionally available resources. They are
trained in disaster preparedness and DSCA operations. EPLOs advise civil authorities on
military resources and capabilities, and facilitate coordination between civil authorities
and DOD during state or federal exercises or DSCA operations. Once activated, EPLOs
are OPCON to USNORTHCOM service component commands and may work at various
locations based on DOD needs. Three primary locations are:

(a) FEMA Headquarters/Regions. EPLOs and support personnel can be assigned to
FEMA Headquarters and/or FEMA Regional locations. Personnel assigned at the
FEMA Region are known as Regional Emergency Preparedness Liaison Officers
(REPLOs). When activated, they report to the FEMA Regional Response
Coordination Center (RRCC) to advise FEMA, coordinate with the DCO, and provide
situation reports (SITREPS) to their respective service components.

(b) State locations. At the State level, EPLOs, known as State Emergency
Preparedness Liaison Officers (SEPLOs) and support personnel can perform duty in
the Governor’s (State) Emergency Operation Center (EOC), The Adjutant General
JOC'’s, or obtain needed resources to conduct operations from both locations. Their
function is to advise state-level civil authorities on military issues, obtain and
coordinate information, proactively assess the situation from a state and State
National Guard perspective and provide SITREPS to the established chain of
command.

(c) Joint Field Office (JFO) locations. EPLOs can be activated to perform duty in the
JFO as service representatives and advisors to the DCO.

(23) National Guard Bureau (NGB). The NGB coordinates with National Guard forces
and assets through the States” Adjutants General to conduct civil support operations to
assist local, state, and tribal authorities. When appropriate, National Guard forces will be
federalized into a Title 10 United States Code (USC) active duty status under the C2 of
CDRUSNORTHCOM. NGB assists USNORTHCOM in synchronizing and integrating
federal and non-federal military operations to avoid duplication and achieve unity of
effort.

(24) Supporting Defense Agencies. When directed by SecDef, these agencies may
provide resources and capabilities:

(a) Defense Threat Reduction Agency (DTRA). DTRA provides DSCA support and
technical expertise.

(b) Defense Information Systems Agency (DISA). DISA ensures USNORTHCOM,
supporting commands and agencies receive timely and effective command, control,
communications, computers, and intelligence (C4l) and other support.
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(c) Defense Logistics Agency (DLA). DLA coordinates with USNORTHCOM,
JDOMS, Service Components and NRP Primary Agencies for subsistence, clothing,
individual equipment, petroleum, construction materials, personal demand items,
medical materials and repair parts support. DLA provides integrated material
management and supply support for all DLA managed material. DLA provides
property and hazardous material (HAZMAT) disposal services.

(d) Defense Contract Management Agency (DCMA). DCMA provides worldwide
contract management services in times of peace, crisis, and war, to include
administering Civilian Augmentation Program contracts. Procures contracting
officers, or a buying activity may delegate to DCMA any or all contract management
functions listed in the Federal Acquisition Regulation (FAR) Part 42.302. DCMA
responds within 48 hours to provide an initial response team to the JOA to perform
contract administration services.

(e) National Geospatial-Intelligence Agency (NGA). NGA provides imagery,
imagery intelligence, and geospatial products ISO DSCA operations for DOD,
primary agencies, coordinating agencies, and supporting organizations. NGA will
coordinate intermodal transportation network assessments with USTRANSCOM.

(25) Department of Homeland Security (DHS). The Secretary of DHS is the principal
federal official (PFO) for domestic incident management. The Secretary is responsible
for coordinating federal operations within the United States to prepare for, respond to,
and recover from terrorist attacks, major disasters, and other emergencies. The Secretary
may delegate this responsibility and appoint a representative to serve as PFO on-site
during a disaster, emergency, incident, or event. DHS uses the NRP and NIMS structure
to coordinate the federal response. As part of DHS, FEMA plans, coordinates, and
conducts the federal disaster response and recovery efforts with local, state, and tribal
authorities. (See Annex V for other federal government departments and agencies).

(@) The President directed the development of the NRP to align federal coordination
structures, capabilities, and resources into a unified, all-hazard approach to domestic
incident management. DOD is a signatory to the NRP with 31 other federal
Departments and Agencies. The SecDef retains approval authority for RFAs, and all
RFAs are judged for their impact on readiness, cost, legality, lethality, risk and
appropriateness.

(b) Under the NRP, the federal agency designated as a Primary Agency is the federal
executive agency responsible for the ESF mission. When requested by civil
authorities and approved by the SecDef, DOD provides DSCA and is a support
agency to all ESFs.

(c) The NRP Support Annexes identify federal Coordinating Agencies responsible
for supporting DHS domestic incident management. When requested by civil
authorities, DOD provides DSCA and is identified as a cooperating agency for the
majority of Support Annexes.
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(d) The NRP Incident Annexes identify federal Coordinating Agencies responsible
for implementing the processes detailed in the incident annexes. When requested by
civil authorities and directed by the President or SecDef, DOD provides DSCA and is
identified as a cooperating agency for the majority of Incident Annexes.

f. Assumptions

g.

(1) An incident severe enough to trigger a DSCA response may occur with little to no
warning.

(2) SecDef will approve civilian agency requests for DSCA, and DOD will respond 1AW
the NRP and DOD policy and guidance.

(3) Appropriate elements of the National Guard will be involved in nearly all DSCA
operations.

(4) Normally, except in the District of Columbia, National Guard forces deployed from
the affected state, or in response to an Emergency Management Assistance Compact
request, will operate under the control of state authorities.

(5) At the request of civil authorities, DOD forces may respond to the DSCA incident
under Immediate Response authority. If those forces are to remain at the incident site,
CDRUSNORTHCOM will request Operational Control (OPCON) of those forces.

(6) Coordination will be required with state and local officials.

(7) Under extraordinary circumstances, the President may direct DOD to lead the federal
response.

Legal Considerations

(1) The Robert T. Stafford Disaster Relief and Emergency Assistance Act (PL 93-288)
(Title 42 United States Code Section 5121, et seq.), authorizes the federal government to
help state and local governments alleviate the suffering and damage caused by disasters.
This act provides authority for disaster preparedness, Presidential grants for planning,
Presidential declarations of major disaster or emergency, formation of immediate support
teams, reimbursement to agencies (including DOD), and major disaster assistance
programs to help state and local governments mitigate the suffering and damage caused
by disasters, emergencies, and other incidents.

(2) The Economy Act (Title 31 United States Code Section 1535) concerns federal
agencies reimbursing each other for federal to federal department or agency support.

(3) The Posse Comitatus Act (PCA) (Title 18 United States Code Section 1385) and
DOD policy place limitations on direct DOD involvement in law enforcement activities
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by Title 10 military personnel. However, exceptions exist for the involvement of Title 10
forces in law enforcement activities, including enforcing the Insurrection Act, counter-
drug assistance, assistance in the case of crimes involving nuclear materials, and
emergency situations involving chemical or biological weapons of mass destruction.

(4) Standing Rules for the Use of Force (SRUF) for US Forces (CJCSI 3121.01B, 13
June 2005) are always in effect during DSCA operations. U.S. forces always retain the
inherent right to defend themselves. CDRUSNORTHCOM can provide mission specific
guidance to the SRUF.

(5) Use of the DOD Intelligence Community (IC) Components ISO DSCA operations for
analysis and production of data from airborne sensors ISO damage assessment and search
and rescue operations is authorized. U.S. law and DOD policy place substantial limitations
on the use of military intelligence assets for any other purpose. (See reference v).

2. Mission. When directed, Commander USNORTHCOM conducts Defense Support of Civil
Authorities within the operational area as set forth in paragraph 1.b.(3) of this Base Plan to assist
civil authorities during emergencies, natural or man-made disasters, and other approved
activities.

3. Execution

a. Commander’s Intent

(1) Purpose. Execute a timely, safe, effective, and efficient response to approved
requests for DSCA.

(2) Key Tasks

(@) Assist in establishing control of the situation, save lives, prevent human suffering,
and reduce great property damage under serious conditions.

(b) Provide DSCA to a Primary or Coordinating Agency IAW the NRP or other
authorities.

(c) Employ qualified DCOs and DCEs in a timely manner. Ultilize service expertise
of qualified EPLOs as advisors of their service capabilities to the DCO.

(d) Provide flexible C2 to cover a wide range of incidents.

(e) Share information and intelligence while cooperating with interagency and
intergovernmental partners.

(f) Coordinate a Public Affairs message.
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(g) Synchronize with local, state, and federal response efforts.

(h) Anticipate requirements to enable first responders to continue their response
efforts.

(3) End State. DSCA operations conclude when DOD forces are relieved by SecDef and
operational control (OPCON) of deployed assets is transferred to their respective
commands.

b. Concept of Operations

(1) The NRP is the nation’s all-hazard approach to domestic incident management. Its
purpose is to integrate the efforts and resources of federal agencies in support of state and
local organizations. The NRP uses the term DSCA to describe DOD support during
domestic emergencies and other activities. DOD support includes federal military forces,
the Department’s career civilian and contractor personnel, and DOD agency and
component assets.

(2) USNORTHCOM provides DSCA when directed by the President or SecDef, which is
typically after local, state, tribal and other federal resources are overwhelmed and civil
authorities have requested DOD assistance. Support can be provided to prevent, protect,
respond, and/or recover from a potential or actual incident. If SecDef approves the
request, CDORUSNORTHCOM is the supported combatant commander for the DSCA
response. CDRUSNORTHCOM determines the appropriate level of C2 for DOD forces
based on the magnitude of the DOD response.

(3) For asmall-scale DOD response, CDORUSNORTHCOM can deploy a DCO, who will
be the senior military officer in the JFO. If designated as a Joint Force Commander
(JFC), the DCO can provide C2 for the entire DSCA effort so long as the response force
does not exceed the DCQO’s C2 capability. However, if a larger C2 structure is needed, a
DCO can still deploy to serve as DOD’s single point of contact in the JFO.

(4) For a medium-scale DOD response, CDRUSNORTHCOM can use a single-service
Response Task Force (RTF) or a Joint Task Force (JTF) to manage supporting military
activities. As directed by CDORUSNORTHCOM, a JTF commander exercises
OPCON/TACON over DOD forces in the JOA with the following exceptions:
USTRANSCOM assets, USACE resources, National Guard forces operating in a non-
federalized duty status, and in some circumstances, DOD forces in support of the Federal
Bureau of Investigation (FBI) or the United States Secret Service (USSS).

(5) For a large-scale DOD response, CORUSNORTHCOM can:
(a) Stand up or expand an existing JTF with multiple subordinate JTFs, and/or

(b) Appoint a Joint Force Land Component Commander (JFLCC), or other domain
component commander(s), to provide C2 of the forces.
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(6) On the opposite end of the response scale from the JTF are DSCA operations that do
not require CODORUSNORTHCOM designated C2. These DSCA operations, such as
military working dog teams, typically involve small-scale specialized support with
organic C2, reporting to USNORTHCOM or Service Components and supported by the
Service Components.

(7) Immediate Response Authority. Any form of immediate action taken by a DOD
Component or military commander, under the authority of DOD Directive 3025.dd and
any supplemental guidance prescribed by the Head of a DOD Component, to assist civil
authorities or the public to save lives, prevent human suffering, or mitigate great property
damage under imminently serious conditions. When such conditions exist and time does
not permit approval from higher headquarters, local military commanders and responsible
officials from the DOD Components and Agencies are authorized to take necessary
action to respond to requests of civil authorities consistent with existing law and
regulations. All such necessary action is referred to as “Immediate Response.” As soon
as practical, the military commander or responsible official shall make a report through
the chain of command to the National Military Command Center (NMCC).

c. CONPLAN Structure. This is a five phase plan: Phase I, Shaping; Phase 1l, Staging;
Phase 111, Deployment; Phase IV, Support of Civil Authorities; Phase V, Transition. Phases
may overlap, or more than one phase can be underway at the same time. See Annex C,
Operations, for more detailed information on the major tasks contained in each phase.
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Figure 3-1

(1) Phase I, Shaping. Phase I is continuous situational awareness and preparedness.
Actions in this phase include inter-agency coordination, exercises, and public affairs
outreach (which continues through all phases).

(2) Phase Il, Staging. Phase Il begins with the identification of a potential DSCA
mission, or when directed by SecDef. The phase ends with DSCA response forces in
receipt of a prepare to deploy order (PTDO). Phase Il success equals DCO/DCE

deployment, coordination with state and local officials, and response forces positioned to

facilitate quick response.

(3) Phase I11, Deployment. Phase I1l begins with the response force deployment.

However, force deployment can occur at any time in any phase except Phase I, Shaping.
Because of the nature of DSCA operations, forces will likely deploy into and out of the
DSCA JOA for the entire length of the DSCA operation. The phase ends when response

forces are ready to conduct operations in the JOA. Phase Il success equals forces
deployed with enough capability to accomplish the mission.

(4) Phase IV, Support of Civil Authorities. Phase IV begins when DSCA response
operations commence. The phase ends with civil authorities prepared to assume
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responsibility for operations. Success equals civil authorities ready to respond effectively
to continuing requirements.

(5) Phase V, Transition. Phase V begins with civil authorities assuming responsibilities
with no degradation of operations. The phase ends when response forces begin
redeployment and OPCON is transferred to their respective commands. Success equals a
complete transfer of responsibilities to civil authorities.

d. Tasks
(1) CDRUSJFCOM. When directed by the SecDef, CDRUSJFCOM serves as a Joint

Force Provider for DSCA operations. CDRUSJFCOM sources military Services
resources and forces to assist civil authorities within the USNORTHCOM OA.

(a) Be Prepared To (BPT) deploy DSCA response forces and equipment as directed
by SecDef.

(b) BPT transfer OPCON of forces to CORUSNORTHCOM upon entrance to the
designated JOA. CDRUSNORTHCOM will exercise OPCON over forces while in
the designated JOA.

(c) BPT accept return of personnel and equipment from CDRUSNORTHCOM, when
CDRUSNORTHCOM or SecDef determine that the DSCA response is complete.

(d) BPT identify and provide any additional individual augmentation as required in
coordination with (ICW) CDRUSNORTHCOM.

(2) CDRUSTRANSCOM. When directed by the SecDef, CORUSTRANSCOM
supports CDRUSNORTHCOM by providing deployment, employment, and
redeployment common-user, air, land, and sea transportation in DSCA operations and
providing medical evacuation as required.

(a) BPT provide air, sea, or ground transportation support to deploy DSCA forces,
including non-DOD assets, in response to formal requirements established 1AW
CJCSM 3122.02C, by the most expeditious means.

(b) BPT provide required air, sea, and ground transportation to redeploy forces when
they are released from the JOA.

(c) BPT expeditiously deploy other DOD response assets IAW CJCSM 3122.02C as
directed by SecDef.

(d) BPT provide deployable distribution assistance (LNO / NDDOC augmentation,
JTF Port Opening capability, etc.) ISO USNORTHCOM.
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(e) BPT provide/coordinate patient movement by air, sea, or ground transportation
resources.

(F) BPT to gain and maintain situational awareness of the status of the distribution
network within the affected OA. Provide this information as an input to the
USNORTHCOM Common Operating Picture (COP).

(g) BPT provide transportation support to DSCA operations as directed by the
SecDef.

(3) CDRUSPACOM, CDRUSSOUTHCOM, CDRUSSOCOM. When directed by the
SecDef, CDRUSPACOM, CDRUSSOUTHCOM and CDRUSSOCOM are supporting
Combatant Commanders to CDRUSNORTHCOM for DSCA operations executed in the
USNORTHCOM OA. BPT attach requested forces to CORUSNORTHCOM upon
entrance to the USNORTHCOM JOA. CDRUSNORTHCOM will exercise OPCON
over attached forces while in the USNORTHCOM JOA.

(4) CDRUSSTRATCOM. When directed by the SecDef, CDRUSSTRATCOM supports
CDRUSNORTHCOM by conducting space operations, information operations and space
control support during USNORTHCOM DSCA operations.

(5) Commander, Air Forces Northern (CDRAFNORTH)

(a) Develop and maintain a supporting plan to USNORTHCOM CONPLAN 2501,
DSCA. Conduct planning for likely USNORTHCOM DSCA contingencies. Planning
should include, but is not limited to, the following capabilities; Modular Airborne
Firefighting Systems (MAFFS), medical, imaging, civil engineering activities,
weather, and airlift capabilities.

(b) Develop DSCA Standard Operating Procedures (SOPs) ICW USNORTHCOM,
JFLCC, JFMCC, and JTF-CS.

(c) Coordinate deployment of forces and resources with USJFCOM.

(d) Develop TPFDD requirements for both deployable and in-place personnel and/or
equipment; ensure capabilities/forces are loaded into JOPES prior to issuance of an
execute order (EXORD).

(e) After receipt of an EXORD, notify USNORTHCOM and/or the JTF (if
applicable) of planned deployments and prioritization of forces and resources flow
via JOPES execution/issuance of appropriate orders/ modifications.

() As the USNORTHCOM designated theater JFACC, BPT provide theater support
to the USNORTHCOM/CC, and localized support for established JTF(s)/CCs or
JFLCC (to include the DCO) in conducting DSCA operations in the USNORTHCOM
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JOA. BPT coordinate with JFLCC and JFMCC for DSCA support operations.
DSCA operations include, but are not limited to:

1. Natural and man-made disasters including Catastrophic Incident Response
(hurricanes, floods, earthquakes, other disasters, pandemics, and terrorist attacks).

2. Defense support of the National Interagency Fire Center (NIFC) during
Wildland Fire Fighting (WFF) operations.

[eM)

. Defense support to law enforcement.

4. Defense support of Space Recovery Operations.

(g) Provide administrative, logistical, and communications support for deployed
service component forces.

(h) BPT provide SecDef approved support to the White House Military Office, Space
recovery, and NSSEs as directed by the CJCS.

(i) BPT act as Airspace Control Authority (coordinate with NORAD and the FAA),
Intelligence Surveillance and Reconnaissance Coordinator (ISRC), establish the Joint
Personnel Recovery Center (JPRC), and Space Coordinating Authority (SCA) ISO
DSCA operations as directed by CDRUSNORTHCOM for any and all task forces (to
include the DCO) in the USNORTHCOM JOA.

(1) BPT accept OPCON of Air Force Forces ISO DSCA operations when approved
by SecDef and as directed by CORUSNORTHCOM.

(k) BPT provide an Air Component Coordination Element (ACCE) representative
ISO of USNORTHCOM’s Command Assessment Element (CAE) when requested to
provide Air assessment inputs to CAE.

() BPT to receive individual augmentees when activated as a JTF.

(m) BPT nominate the Commander, Response Task Force (CRTF) or Commander,
Joint Task Force (CJTF) to CDRUSNORTHCOM for approval, as appropriate.

(n) Coordinate with Air Force organizations to nominate BSIs and submit them for
CDRUSNORTHCOM approval.

(o) Coordinate with AF organizations (Air and Space Expeditionary Force Center
(AEFC)) and Major Commands (MAJCOMS) as appropriate for possible deployment
of forces and resources (i.e. theater air mobility via the Director Mobility Forces
(DIRMOBFOR) thru Air Mobility Command) ISO of DSCA operations for
CDRUSNORTHCOM.
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(p) BPT provide recommended mission specific Rules for the Use of Force (RUF)
ICW USNORTHCOM to include the use of lethal and non-lethal capabilities for
DSCA operations.

() BPT to account for and report on OPCON’d personnel supporting DSCA
operations.

(r) BPT accept OPCON of EPLOs upon their activation.

(6) Commander, Army North (CDRARNORTH)

(a) Develop and maintain a supporting plan to USNORTHCOM CONPLAN 2501,
DSCA.

(b) BPT deploy two Task Force-level headquarters tailored to provide appropriate C2
based on the magnitude of the DSCA response, to include C2 as a geographic or
functional JTF when augmented by other services.

(c) BPT serve as the Joint Force Land Component Commander (JFLCC) to C2
DSCA response forces.

(d) BPT deploy a CAE to provide incident awareness and early identification of
potential DSCA requirements.

(e) BPT provide a Commander’s assessment identifying the likely Primary Agency
requests for DSCA.

(F) BPT execute DSCA operations including, but not limited to:
1. Supporting the response to Natural and man-made disasters including
catastrophic incidents (hurricanes, floods, earthquakes, other disasters, pandemics,

and terrorist attacks).

2. Defense support of the National Interagency Fire Center (NIFC) during
Wildland Fire Fighting (WFF) operations.

[eM)

. Defense support to law enforcement.

I~

. United Nations General Assembly support.

o1

. State of the Union Address (SOTUA).

[op)

. Defense support of the United States Postal Service (Augmentation).

I~

. Defense support of Space Recovery Operations.
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[e0)

. Defense support during domestic civil disturbances.

|©

. National Political Conventions.
10. State Funerals 1ISO JFHQ-NCR.

(g) Maintain continuous situational awareness for possible DSCA response incidents
and events.

(h) Develop Time-Phased Force and Deployment Data (TPFDD) for deployable C2
elements.

(i) Determine required training and qualifications for DCOs.
(1) BPT deploy DCO and DCE 1SO DSCA operations.

(k) BPT provide a prioritization of force flow recommendation to
USNORTHCOM/J3.

() BPT nominate the Commander, Response Task Force (CRTF) or
Commander, Joint Task Force (CJTF) to CDRUSNORTHCOM for approval.

(m) Coordinate with Army organizations to nominate BSIs and submit them for
CDRUSNORTHCOM approval.

(n) Coordinate with Army organizations for possible deployment of forces and
resources.

(o) BPT to receive individual augmentees when activated as a JTF.
(p) Maintain a resource database for DSCA operations.
(g) Develop after-action reports on DSCA operations.

() Establish Force Protection Conditions (FPCON) measures as directed by
CDRUSNORTHCOM.,

(s) Provide recommended mission specific Rules for the Use of Force (RUF) ICW
USNORTHCOM to include the use of lethal and non-lethal capabilities for
USNORTHCOM DSCA operations.

(t) BPT accept OPCON of forces ISO DSCA operations in the USNORTHCOM
JOA.

(u) BPT accept OPCON of EPLOs upon their activation.
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(v) Provide Training Readiness Oversight for the National Guard Weapons of Mass
Destruction Civil Support Teams (WMD CST). Establish standards for readiness,
training, and evaluation guidance in coordination with USNORTHCOM.

(w) Develop relationships with national-level agencies and organizations to support
DSCA operations.

(x) Conduct the Defense Support of Civil Authorities Course.

(7) Commander, Fleet Forces Command (CFFC)
(@) Conduct planning for likely USNORTHCOM DSCA contingencies.

(b) BPT provide Joint Force Maritime Component Commander (JFMCC) support to
the JTF(s) and coordinate with the JFLCC conducting DSCA operations in the
USNORTHCOM JOA.

(c) BPT provide administrative, logistical, and communications support for deployed
service component forces.

(d) BPT designate a RTF/JTF Commander when directed by CDRUSNORTHCOM
for approval.

(e) BPT provide Space Recovery, PRESIDENTIAL and NSSE/SE support as
required.

() BPT coordinate the joint activities of the Coast Guard and Navy 1ISO DSCA
operations.

(9) BPT to receive individual augmentees when activated as a JTF.

(h) BPT accept OPCON of EPLOs upon their activation.

(8) Commander, Marine Forces North (COMMARFORNORTH)

(a) Develop and maintain a supporting plan to USNORTHCOM CONPLAN 2501,
DSCA. Conduct planning for likely USNORTHCOM DSCA contingencies.

(b) BPT provide administrative and logistical support to deployed component forces.

(c) BPT coordinate communications support required for deployed component forces
with other Marine Service authorities.

(d) BPT nominate the Commander, Response Task Force (CRTF) or Commander,
Joint Task Force (CJTF) to CODRUSNORTHCOM for approval.
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(e) BPT coordinate with JFLCC and JFMCC for DSCA support operations.
(F) BPT to receive individual augmentees when activated as a JTF.

(g) BPT accept OPCON of EPLOs upon their activation.

(9) CDRJFHQ-NCR

(a) Develop and maintain a supporting plan to USNORTHCOM CONPLAN 2501,
DSCA, for operations in the JFHQ-NCR JOA. Conduct planning for likely DSCA
contingencies ICW DHS, USSS, FEMA, NCR civil authorities, Service Components
in the NCR, JTF-CS, and other federal agencies.

(b) BPT transition to a JTF headquarters tailored to provide the appropriate C2 based
on the magnitude of the DSCA response.

(c) BPT deploy a CAE to provide incident awareness and early identification of
potential DSCA requirements.

(d) BPT provide a Commander’s Assessment identifying the likely Primary Agency
as soon as possible after JTF-NCR personnel arrive at the incident site.

(e) BPT support the designated Primary Agency for DSCA operations including, but
not limited to:

1. Natural Disasters (hurricanes, floods, earthquakes, other disasters, and terrorist
attacks), including catastrophic incident response.

N

. Defense support of law enforcement.

. National Political Conventions.

[eM)

I~

. Presidential Inaugurations.

o1

. State of the Union Address (SOTUA).

6. State Funerals (other funeral services are not DSCA missions unless support is
requested by a Primary Agency and approved and directed by the SecDef to
execute as DSCA).

(F) Maintain continuous situational awareness for possible DSCA operations and
events in the NCR JOA.

(g) BPT accept OPCON of forces ISO DSCA operations in the NCR JOA.
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(h) BPT receive augmentees when required to conduct DSCA operations.
(i) BPT provide prioritization of force flow recommendation to USNORTHCOM/J3.

(1) Develop relationships with agencies and first responders in the NCR JOA to
support DSCA operations.

(k) Provide recommended mission specific RUF ICW USNORTHCOM to include
the use of lethal and non-lethal capabilities for DSCA operations.

(10) CDRJTF-AK
(a) Develop and maintain a supporting plan to USNORTHCOM CONPLAN 2501,
DSCA, for DSCA operations within the JTF-AK JOA. Conduct planning for likely
Alaska contingencies.

(b) BPT receive augmentees when required to conduct DSCA operations.

(c) BPT arrange administrative, logistical, and communications support for deployed
service component forces.

(d) BPT deploy a CAE to provide incident awareness and early identification of
potential DSCA requirements.

(e) BPT provide a Commander’s assessment identifying the likely Primary Agency
and expected requests for assistance as soon as possible after the incident.

(f) Plan DSCA in support of a Primary Agency. DSCA includes, but is not limited
to:

1. Natural Disasters (volcanic eruptions, floods, severe weather, earthquakes and
other disasters) including catastrophic incident response.

N

. Defense support of the NIFC for WFF missions.

[o8)

. Defense support of law enforcement.

(9) Develop relationships with agencies and first responders to support DSCA
operations.

(h) Maintain continuous situational awareness for possible DSCA operations and
events in the Alaska JOA.

(i) BPT accept OPCON of forces ISO DSCA operations in the Alaska JOA.

(1) BPT recommend Alaska-specific FPCON and sustainment guidance.
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(K) BPT provide a prioritization of force flow recommendation to
USNORTHCOM/J3.

() BPT provide recommended mission specific RUF ICW USNORTHCOM to
include the use of lethal and non-lethal capabilities for DSCA operations.

(11) CDRJITF-CS

(a) BPT deploy up to two joint planning augmentation cells for DSCA
operations planning support.

(b) Maintain continuous situational awareness for possible DSCA incidents and
events that may become CBRNE CM operations requiring CONPLAN 0500
execution.

(c) BPT deploy the CAE to any potential CBRNE incident site to provide response
recommendations to CORUSNORTHCOM.

(d) BPT deploy a JTF Headquarters tailored to provide the appropriate C2 based on
the magnitude of the DSCA operation.

(e) BPT accept OPCON of forces ISO DSCA operations in the USNORTHCOM
JOA.

(F) BPT receive augmentees when required to conduct DSCA operations.

(12) Secretary of the Army (SECARMY), Secretary of the Navy (SECNAV), and
Secretary of the Air Force (SECAF)

(a) BPT deploy service-controlled forces and equipment, as directed by SecDef, to
support DSCA operations.

(b) BPT provide forces and equipment to CORUSNORTHCOM for DSCA
operations.

(c) BPT deploy trained EPLOs as required 1ISO DSCA operations.

(d) BPT provide BSls, based on Service Component nomination, in order to provide
installation, logistics and Joint Reception, Staging, Onward Movement, and
Integration (JRSOI) support to deployed forces. Primary and alternate BSlIs are
designated via the EXORD.

(e) Base Support Installation (BSI) Expectations:
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1. Accept LNO from designated JTF and provide LNOs to designated JTF to
synchronize, and integrate final mission planning and arrival of forces.

IN

Report to designated JTF when BSI is ready to begin operations.

3. In conjunction with designated JTF, conduct JRSOI for designated JTF and all
in-bound DOD forces. This may involve operating multiple ground and air PODs,
establishing a JRC, and providing HQ site(s) with communication support.

4. BPT receive OPCON of attached forces or TACON over military capabilities
and forces made available for taskings to support JRSOI of inbound forces.

5. Exercise OPCON of attached forces or TACON over military capabilities and
forces made available for taskings to support sustainment of designated JTF.

6. BPT provide installation and sustainment support (to include FOBS) as
required to designated JTF units conducting response operations in the JOA.

I~

Provide physical security support to the JTF while on the BSI.

00

BPT provide weapons and ammunition storage sites to JTF units.

9. BPT support decontamination of DOD personnel and equipment determined
contaminated.

10. Provide redeployment supporting plan to designated JTF when requested
11. Identify potential shortfalls to support redeployment of forces in the JOA.

12. BPT assist designated JTF with personnel and equipment processing for
redeployment.

13. BPT assist designated JTF with equipment inspection requirements for
redeploying units.

(F) BPT provide mobilization center(s)/staging base(s) as requested by FEMA and
approved by SecDef.

(g) BPT accept return of personnel and equipment from CDRUSNORTHCOM, when
DSCA response is complete.

(h) BPT identify and provide any additional individual augmentation as required in
coordination with (ICW) CDRUSNORTHCOM.

(13) Chief, National Guard Bureau (NGB)
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(a) Request NGB provide daily SITREPS to the USNORTHCOM JOC on non-
federalized National Guard activities in the USNORTHCOM JOA.

(b) Request NGB assist USNORTHCOM and subordinate Headquarters with
integrating/synchronizing federal and non-federal military planning, response,
deployment/redeployment, and transition efforts.

(c) Request NGB coordinate, assist, and facilitate JFHQ-State(s) in
forming capabilities packages.

(d) If required for DSCA operations, request NGB coordinate, assist, and facilitate
JFHQ-State(s) in providing BSI/JRSOI to Title 10 and other federal response assets.

(e) Request NGB establish liaison with the USNORTHCOM RTF/TF/JTF to avoid on-
site duplication of missions, to ensure unity of effort, and share FPCON and a COP.

(F) Request NGB provide a National Guard (NG) Public Affairs representative for
the USNORTHCOM Public Affairs Joint Information Center.

(14) Supporting Defense Agencies. As directed by SecDef, provide the following
resources and/or capabilities:

(a) Defense Threat Reduction Agency (DTRA). Provide DSCA support and
technical expertise to include 24 hours a day/7 days a week technical reach back
assist with federal, state and local agencies.

(b) Defense Information Systems Agency (DISA). Ensure USNORTHCOM,
supporting commands and agencies receive timely and effective command, control,
communications, computers, and intelligence (C4l) support, and other support as
required.

(c) Defense Logistics Agency (DLA). Coordinate with USNORTHCOM and
Service components for subsistence, clothing, individual equipment, petroleum,
construction materials, personal demand items, medical materials and repair parts
support. Provide integrated material management and supply support for all DLA
managed material. Provide property and hazardous material (HAZMAT) disposal
services.

(d) Defense Contract Management Agency (DCMA). Provide worldwide contract
management services to include administering Civilian Augmentation Program
contracts. Procure contracting officers, or a buying activity may delegate to DCMA
any or all contract management functions listed in FAR Part 42.302. Provide an
Initial Response Team (IRT) to the DSCA Area of Operations to perform contract
administration services.
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e.

(e) National Geospatial-Intelligence Agency (NGA). Provide imagery, imagery
intelligence, and geospatial products in support of DSCA response activities for
DOD, primary/coordinating agencies, and supporting organizations.

Coordinating Instructions

(1) This plan is effective for planning upon receipt, and for execution upon notification.
(2) Direct liaison is authorized (DIRLAUTH) among subordinate units.

(3) Administrative, logistical, medical, and communications support for deployed forces
remain a Combatant Command Service Component responsibility.

(4) All Service casualties will be reported via both the operational and Service chains of
command.

(5) Service and functional components will capture costs during all phases of the
operation for ultimate reimbursement from the Primary Agency.

(6) DOD members (military and civilian) may provide DSCA under “immediate
response authority”. If those forces are to remain at the incident site at the request of
civil authorities, CORUSNORTHCOM will request OPCON of those forces.

(7) Any service forces responding under immediate response authority must notify the
USNORTHCOM Joint Operations Center (JOC) at the time they notify the National
Military Command Center (NMCC) IAW DepSecDef’s 25 Apr 05 guidance on,
“Reporting Immediate Response Requests from Civil Authorities.”

(8) All DSCA will be provided on a reimbursable basis unless reimbursement is waived
by the PRESIDENT or the SecDef. Immediate response should be provided to civil
authorities on a cost-reimbursement basis, if possible.

(9) Installation support provided initially by MOA/MOU or under DODD 2000.18,
Installation CBRNE CM response, will be completed or will be incorporated into the
USNORTHCOM led response as OPCON to the established C2 organization
(RTF/TF/JTF) and incorporated via the BSI and JRSOI process.

(10) All forces arriving in the USNORTHCOM JOA will be received via the JRSOI
process.

(11) Commander’s Critical Information Requirement (CCIR)

(a) Are there any indicators of emergencies, disasters, civil disobedience, or other
events that could overwhelm local, tribal and state capabilities?

(b) Has the President issued a Disaster Declaration?
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(c) Has the President invoked any extraordinary Constitutional authority?
(d) Has the Secretary of DHS declared an Incident of National Significance?
(e) Any indication of large scale industrial accidents?

(F) Have civil authorities issued warnings, evacuation notices, or notice of potential
threat(s) to the population?

(g) Has a Governor requested federal assistance for which DOD may be asked to
provide DSCA?

(h) Has the DOD Executive Secretary received a request for federal assistance from
another federal agency?

(i) Are there gaps or inaccuracies in the media coverage of DOD response
operations?

4. Administration and Logistics

a. Concept of Support. Concept of Logistics Support for DSCA operations, to include
deployment, sustainment, and combat service support (CSS) efforts will be flexible and
tailored to support the mission requirements. In order to meet DSCA operations
requirements, minimize the logistics footprint in the JOA, and support other worldwide
logistics requirements, deploying DSCA forces will leverage existing infrastructure,
contracts, and support relationships with local service establishments, including the National
Guard through the United States Property and Fiscal Officer (USPFO). Units will anticipate
the possibility of sustained disaster relief operations for a period of up to thirty (30) days.
DSCA operations expected to exceed their units’ logistics capabilities will be resupplied or
rotated. Local acquisition of supplies and services is encouraged. Procure IAW the FAR.
However, in a circumstance where the local infrastructure is weakened by a disaster or
terrorist attack, DSCA forces shall not interfere with the ability of the affected population to
receive the resources and support they require for recovery. Logistics support will be
organized by phase and will be tailored and flexible in order to support mission requirements.
(See Annex D)

b. Loaqistics. The Combatant Command Service Components are responsible for
administrative, logistical, medical, and communication support for forces employed in
DSCA operations. Component Commanders will comply with their respective Service
instructions, existing plans, agreements, and legal authorities. DLA, DCMA,
USTRANSCOM, and other government/Defense Agencies will continue to provide the
logistics backbone in the JOA to include: supply, maintenance, transportation, civil
engineering, health services and other combat service support to DOD forces. Efforts must
be directed at leveraging the existing infrastructure, contracts, and support relationships
with civilian services through innovative information coordination and management,
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business practices, contracting, and operating procedures. A coordinated effort to match
prioritization of effort and resources with each operational phase is essential to the success
of providing DSCA. (See Annex D).

(1) Local Acquisition of Supplies and Services. Local acquisition of supplies and
services is encouraged IAW the FAR. JTFs, designated C2 HQ, and USJFCOM
Service Components will minimize the deployed logistics footprint through maximum
use of contingency contracting. Contracts will be used, where possible, for supplies,
services, engineering, construction and real estate.

(2) Civil Engineering. Depending on the nature of the event, a DSCA operation may
generate a variety of engineer requirements including, but not limited to, emergency
access and debris removal, emergency power, temporary roofing and housing,
structural safety assessments and infrastructure rehabilitation. Under the NRP ESF #3,
Public Works and Engineering, the USACE is the Primary Agency for engineer support
and operates under the authority of Public Law 94-99. Other engineer requirements to
support the deployed forces would most likely be provided by contractor support, by
engineer forces located at or near the BSI incident site, or those deployed in support of
the DSCA operation. See Appendix 6 to Annex D of this plan.

(3) Environmental Responsibilities. DOD forces employed in DSCA operations are
responsible for protecting our environment. Commanders will employ environmentally
responsible practices that minimize adverse impacts on human health and the
environment. The DOD goals are to initiate actions as soon as possible to curtail
further environmental damage and to resolve environmental impacts. During all
operations, strategies will be developed to reduce or eliminate negative impacts on the
environment. DOD will be in support of a Primary Agency, and environmental
responsibilities will remain with the Primary Agency. However, this does not release
DOD from responsibility to plan and conduct operations in a manner responsive to
environmental considerations. Timely DSCA response in crisis circumstances may
make it necessary to take immediate action without preparing the normal environmental
planning documents. Close coordination with local, state, and federal agencies during
DSCA actions is needed to avoid negative environmental consequences. The DOD
goal is compliance with all applicable laws to the maximum extent possible.

(4) Environmental Conditions and Transfer to Civil Authorities. Documenting
conditions and actions as soon as possible before, during, and after operations in the
JOA will facilitate resolution and closure of environmental issues. An active
environmental review of DOD DSCA operations should be accomplished to identify
possible environmental issues before a negative impact occurs. Close
liaison/communication with the applicable DOD Regional Environmental Coordinator
(REC) will also aid in ultimate resolution of environmental issues with local, state,
tribal and federal agencies. Environmental impacts will be addressed as soon as
possible once operations have stabilized. Emergency exemptions may be needed for
disposal of contaminated and hazardous material. DOD forces should direct their

28
UNCLASSIFIED



efforts to properly identify, contain, document, and transfer environmental issues to
civil authorities as soon as possible.

c. Personnel. RTF/TF/JTF Commanders will develop and submit a Joint Manning
Document (JMD) to USNORTHCOM for validation. The JMD will comply with the
format and process established in CIJCSI 1301-01C. CDRUSJFCOM, ICW Service
Components, will source USNORTHCOM validated and SecDef approved requirements
and notify the RTF/TF/JTF of individual augmentee information and arrival dates. The
designated C2 HQ will be responsible for coordinating the Joint Reception Center (JRC),
maintaining accountability of deployed DOD personnel, and reporting personnel
information to USNORTHCOM via Joint Personnel Status (JPERSTAT) report. (See
Annex E)

d. Public Affairs. The media will play an important role in reporting events and shaping
public opinion concerning DSCA operations. Any DOD response must take into account
possible media contributions and repercussions. The JFO Joint Information Center (JIC)
will provide information to the media. The OASD-PA is the DOD focal point for all media
inquiries concerning DOD DSCA operations. Delegation of release authority to the
USNORTHCOM Public Affairs Office, and in turn to the appropriate C2 HQ, is allowed
ISO this plan. (See Annex F).

e. Medical Services. During DSCA operations, medical and public health needs will be
significant factors. The National Disaster Medical System (NDMS), which includes DOD
coordination with participating non-federal fixed hospitals and DOD provided patient
evacuation, is the primary federal-level medical response element. Other DOD medical
capabilities external to NDMS should be requested if it is determined necessary to augment
or sustain the NDMS/local response in order to save lives and minimize human suffering.
The time sensitive nature of the requirements necessitates early and rapid interagency
coordination to be effective. Restrictions on the use of military medical stockpiles and on
the military vaccinating civilians may need to be addressed in mission planning. (See
Annex Q).

f. Funding Requirements and Tracking. Funding of DOD units participating in DSCA
operations in support of other government agencies will be AW law and within the
established FAR, DOD Directives, policy, and guidance and the NRP. Each DOD
component is responsible for capturing and reporting incremental costs to Service/Defense
Agency Comptrollers. CDRUSNORTHCOM will ensure compliance by Service
Components and will report to the SecDef when reimbursement is completed for all DSCA
operations. Standard interagency billing procedures will be followed.

. Command and Control

a. Command. USNORTHCOM is the DOD principal planning agent for DSCA, and will
C2 any DSCA operation within the OA. At execution, USNORTHCOM will determine the
appropriate C2 for the DSCA response forces OPCON to execute the mission.
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(1) Command Relationships. CDRUSNORTHCOM will plan and execute DSCA
operations within the USNORTHCOM OA. The President, SecDef and CJCS have
designated CDRUSNORTHCOM as the supported Combatant Commander for DSCA
operations in the USNORTHCOM OA. DOD DSCA response forces will always
remain under C2 of military commanders and will always operate ISO civil authorities,
unless otherwise directed by the President. (See Annex J)

(2) Component Commanders/ Supporting Component Commanders

(a) CDRAFNORTH

(b) CDRARNORTH

(c) CFFC

(d) COMMARFORNORTH

(3) Functional Components

(a) JFACC
(b) JFLCC
(c) JFMCC

(4) Subordinate Commands

(a) JFHQ-NCR
(b) JTF-AK
(c) JTF-CS

(5) SJFHQ-N. Although a USNORTHCOM Staff Directorate, the SIFHQ-N may be
used by the CDRUSNORTHCOM as a core element for the establishment of a new
JTF, augmentation to an existing subordinate command or be designated a JTF
reporting directly to the CDORUSNORTHCOM.

(6) Joint Force Headquarters — State(s) (JFHQ-State(s). There is a Joint Force
Headquarters in each State/Territory. NG forces can operate under three distinct C2
structures:

(@) NG forces in Title 32 or State Active Duty status operate under the C2 of the
Governor through the Adjutant General.
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(b) NG forces may also be federalized and placed in a Title 10 status. These Title
10 forces operate under the C2 of CDORUSNORTHCOM.

(c) “Dual-Status” Option: For any response or preparatory activity,
CDRUSNORTHCOM may opt for Title 32/Title 10 dual status JTF command to
facilitate unity of effort. With the consent of the Governor, and at the direction of
the President, a NG Officer ordered to Title 10 active duty may C2 both Title 32
and Title 10 forces. Likewise, a Title 10 Officer can be read into the NG and may
C2 both Title 32 and Title 10 forces. The purpose of “Dual-Status” is to allow a
“Dual-Status” Commander to provide C2 of both non-federalized and Title 10
Armed Forces. The non-federalized NG forces are performing state missions for
the Governor and the Title 10 Armed Forces are performing DSCA for
CDRUSNORTHCOM, each IAW appropriate federal and state laws.

(7) Command Relationships Diagram. Figure 5-1 depicts the DSCA C2 relationships.
The figure depicts the day-to-day posture for planning and coordination, and is not
intended to represent any particular DSCA operation. See Annex J for mission specific
relationships.

DSCA Command and Control

S FRAK |omimimimimimimicicc— [COMDT, USCG
USNORTHCOM|. . _._._.._._._ ._| NGB I ....... _| TAG |
I : 3
H gj;HQ,NI, S—= - - =—=——=—— " —
Navy i
Supporting H i
Commander H i
|
Ft Bliss Ft M i
Army Marine Assigned * ok |:
Service Service JTF-CS |&
Component Component Forces JTF-N CBRNE |7 JSZH[S |
Elmendorf, AK | Ft. McNair, DC_ :
oAk ok
JTF Alaskal JFACC JFLCC JFEMCC IFHQ-
(ALCOM ) NCR
OPCON by ok Fok

Standing H H
EXORD hL e

COCOM umm—
OPCON
SUPPORTING ¢ ¢eeescees q P e “ ”»
.......... Mission Specific Forces “Chopped

————————————— by future EXORD or DEPORD

Figure 5-1

(8) Command Post. USNORTHCOM Joint Operations Center (NC/JOC). The
NC/JOC, USNORTHCOM'’s primary incident awareness center, is located in Building
2 on Peterson Air Force Base, Colorado. The NC/JOC oversees current operations.

(9) Succession of Command. As specified in the UCP, if there is a vacancy in the
office of the CDRUSNORTHCOM, or a temporary absence or disability, the Deputy
Commander, USNORTHCOM shall act as the Combatant Commander and perform the
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duties of the Combatant Commander until a successor is appointed, or the absence or
disability ceases. If a Deputy Commander has not been designated, or is absent or
disabled, interim command shall pass to the next senior officer present for duty and
eligible to exercise command regardless of Service affiliation.

b. Command, Control, Communications, and Computer (C4) Systems. See Annex K.
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Annexes:

A -- Task Organization

B -- Intelligence

C -- Operations

D -- Logistics

E -- Personnel

F -- Public Affairs

G -- Civil Affairs — Not Used

H -- Meteorological and Oceanographic Operations — Not Used
J -- Command Relationships

K -- Command, Control, Communications and Computer Systems
L -- Environmental Considerations — Not Used

M -- Geospatial Information and Services — Not Used

N -- Space Operations — Not Used

P -- Host-Nation Support — Not used

Q -- Medical Services

R -- Reports — Not Used

S -- Special Technical Operations — Not Used

T -- Consequence Management — Not Used

U -- Notional CP Decision Guide — Not Used

V -- Interagency Coordination

W -- Contingency Contractors and Contracting — Not Used
X — Execution Checklist — Not Used

Z — Distribution
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HEADQUARTERS, US NORTHERN COMMAND
250 Vandenberg Street

Peterson AFB, CO 80914-3270

11 April 2006

ANNEX A TO USNORTHCOM CONPLAN 2501-05
TASK ORGANIZATION

References: a. Homeland Security Presidential Directive/HSPD-5, Domestic Incident
Management, 28 February 2003

b. National Response Plan, 15 December 2004
c. National Response Plan Catastrophic Incident Supplement, September 2005

1. Task Organization Planning

a. Response forces are not dedicated to CDORUSNORTHCOM for use prior to an approved
request for Defense Support of Civil Authorities (DSCA). A Request for Federal Assistance
(RFA) may be received from the Department of Homeland Security (DHS), Federal
Emergency Management Agency (FEMA), a Primary or Coordinating Agency, or a State
Governor. In anticipation of forthcoming DSCA requirements, USNORTHCOM can submit
a Request for Forces (RFF). Upon Secretary of Defense (SecDef) approval of either the RFA
or RFF, USNORTHCOM receives OPCON of forces to conduct DSCA operations. Actual
forces received depend upon:

(1) Scope of mission.

(2) Threat during deployment, employment, and redeployment.

(3) Reaction time.

(4) Geographic location, size, and nature of the situation.

(5) Special requirements, e.g. equipment, training, or technical expertise.

(6) Availability and readiness of forces.

(7) Other worldwide commitments.

(8) Required Force Protection Conditions (FPCON).
b. When CDRUSNORTHCOM is designated the supported combatant commander for

DSCA operations, forces may be tasked or requested through the Joint Staff from any
Service, combatant commander, or DOD agency.

A-l
UNCLASSIFIED



2. Task Organization

a._Components

ORGANIZATION COMMANDER

Air Forces Northern CDRAFNORTH

US Army North CDRARNORTH

US Fleet Forces Command CFFC

US Marine Forces North COMMARFORNORTH

b. Subordinate Commands

ORGANIZATION COMMANDER
Joint Task Force — Alaska CJTF-AK
Joint Task Force — Civil Support CJTF-CS

Joint Force Headquarters — National
Capital Region CJFHQ-NCR

¢. Supporting Commands

ORGANIZATION COMMANDER

US Joint Forces Command CDRUSJFCOM

US Pacific Command CDRUSPACOM

US Southern Command CDRUSSOUTHCOM
US Special Operations Command CDRUSSOCOM

US Strategic Command CDRUSSTRATCOM
US Transportation Command CDRUSTRANSCOM
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TIMOTHY J. KEATING
Admiral, USN
Commander, USNORTHCOM

OFFICIAL:

iileol)

RICHARD J. WE, JR
Major Genera}, USA
Director of Operations
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HEADQUARTERS, US NORTHERN COMMAND
250 Vandenberg Street

Peterson AFB, CO 80914-3270

11 April 2006

APPENDIX 3, TO ANNEX A TO USNORTHCOM CONPLAN 2501-05, DEFENSE
SUPPORT OF CIVIL AUTHORITIES (DSCA)
CATASTROPHIC INCIDENT BASELINE CAPABILITIES PACKAGE

References: See Base Plan.

1. General. This appendix lists force capabilities intended as a single, catastrophic incident
baseline package, applicable to any catastrophic incident that may be immediately requested for
response. The capabilities in this package are focused on saving lives, preventing human
suffering, and mitigating great property damage. At the incident occurrence, several factors will
further define the actual capabilities package requested. These include: USNORTHCOM
Mission Analysis, State response capabilities, National Guard (including EMAC) response, U.S.
Army Corps of Engineers (USACE) response, and Federal Agency requested assistance. Several
of the capabilities listed below are pre-identified as part of the CBRNE Consequence
Management Response Force (CCMREF), as indicated.

2. Catastrophic Incident Baseline Capabilities Package.

a. Joint Task Force Headquarters (JTF). Able to Command and Control multiple maneuver
units (up to 3 organizations, equivalent to Army Brigade / Air Force Wing in size), operating
within a large geographical area potentially subdivided into smaller operations areas each
under C2 of subordinate TF or JTF. The JTF is expected to be supported by
USTRANSCOM’s USNORTHCOM Deployable Distribution Operations Center (NDDOC),
a Civil Authority Information Support Element (CAISE), a Joint Communications Support
Element (JCSE), a Joint Search and Rescue Coordination Center (JSRCC), augmentation
from the JFCOM JFHQ Core Element (JTF-CE) and from SJFHQ-North, a Director of Space
Forces (DIRSPACEFOR), and with a Defense Coordinating Officer with supporting element
(DCO / E) under their Tactical control.

b. Supporting Installations. FEMA (or appropriate Federal Primary Agency) will identify to
USNORTHCOM desired military installations and required capabilities to serve as either
Mobilization Centers or Operational Staging Areas. USNORTHCOM will coordinate with
services/agencies and designate installations to support the operation. 1f DOD forces are
deployed, USNORTHCOM will coordinate (if feasible under the circumstances) support
from Base Support Installations (BSIs) that will not interfere with recovery efforts and
appropriate ports of embarkation/debarkation with USTRANSCOM. See Annex D for more
information.

c. Rotary Wing Aviation. In any large-scale DSCA response (disaster) rotary wing aviation
support is a critical asset and must be employed early on.
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(1) U.S. Army Aviation Brigade General Support Aviation Battalion (normally
consisting of thirty five (35) rotary wing aircraft total; 32 UH-60 and 3 EH-60) with
supporting Aviation Intermediate Maintenance (AVIM) Company, and organic
Command and Control (Headquarters and Headquarters Company). Recommended
source is from an Army Armor or Mechanized Infantry Division. To provide air
transport of emergency response personnel and supplies, conduct aerial damage
assessment and reconnaissance, provide emergency Medical Evacuation, and to provide
Command and Control aircraft.

(2) U.S. Air Force Airspace Control Center to be established by the Airspace Control
Authority (ACA) and to provide Airspace Control in the Disaster Relief Area.
Recommended source is from CCMRF designated unit.

(3) U.S. Air Force Weather Service support (METOC Team) to provide air weather
service in support of the Aviation Brigade. Recommended source is from CCMRF
designated unit.

(4) Heavy Helicopter Company (CH-47). Recommended from U.S. Army Air Assault
Division Aviation Brigade and generally consisting of 16 CH-47D aircraft. To provide
air movement of emergency personnel and supplies and to augment air medical
evacuation operations if required.

d. Airfield / Fixed Wing Aircraft / Intelligence, Surveillance, Reconnaissance (ISR).

(1) Air Force Contingency Response Group (CRG) to rapidly assess and reopen airfields
and to perform initial airfield / air base operations to include air traffic control.

(2) Request one (1) fixed wing search aircraft with crew, capable of conducting aerial
reconnaissance (visual observation, still photography, video download) of damage in the
affected area (recommend asset is a P3 aircraft or National Guard C130 Scathe View).

(3) Request U.S. Air Force, Airborne Warning and Control System (AWACS), E-3
Sentry aircraft. To provide all weather surveillance, command, control, and
communications and to gather and broad and detailed information on the affected area.

(4) Digital Topographic Support System — Deployable (DTSS-D), to provide the ability
to quickly create (generate and print) map products from commercial and national
imagery and to perform terrain analysis based on the attribute inspection of the available
imagery. Recommended source from CCMRF designated unit.

e. Maritime Capabilities. (location dependent)

(1) Three Vessel Expeditionary Strike Group (ESG) with embarked aviation and Disaster
Relief Teams (DRT). To provide the capability to launch and recover marine helicopters
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and deploy landing craft as well as, providing inland and inter-coastal waterway search
and rescue ops and transportation of supplies and equipment.

(2) Underwater survey capability and underwater salvage assets (situation dependent)
may also be required.

f. Engineer Capabilities.

(1) Engineer battalion sized unit capable of :

(a) Constructing, repairing/opening and maintaining emergency routes and/or landing
strips.

(b) Building structures and repairing or providing utilities (water, gas, sewer,
heating/AC, electrical) to critical facilities in the affected area.

g. Medical Capabilities.

(1) Medical Brigade Headquarters (Commander and Staff) to provide Command and
Control of DOD Medical Forces in the JOA / AO. Recommended source is from
CCMREF designated unit.

(2) Epidemiology Team to provide subject matter expertise to the TF / JTF Commander
to plan and evaluate strategies to prevent illness to assist in the management of patients
when disease is present. Recommended source is from CCMRF designated unit.

(3) Special Medical Augmentation Response Team, Sanitation and Preventive Medicine
(SMART-PM) to provide sanitation and entomological support with the capability to
support mass temporary housing areas. Recommended source is from CCMRF
designated unit.

(4) Special Medical Augmentation Response Team, Trauma and Critical Care (SMART-
TCC) to provide initial emergency medical treatment until a more robust capability is
established. Recommended source is from CCMRF designated unit.

(5) SMART - MC3T (Medical Command, Control, Commo and Telemedicine) to
provide military coordination with civil emergency medical personnel on behalf of the TF
/ JTF and to provide communications and telemedicine capability. Recommended source
is from CCMRF designated unit.

(6) USTRANSCOM Joint Patient Movement Team (JPMT), Aeromedical Evacuation
Liaison Teams (AELT), and Mobile Aeromedical Staging Facility (MASF), to facilitate
the movement of patients via the patient movement system operated by the Global Patient
Movement Requirements Center (GPMRC) at Scott AFB, providing overall patient
transportation coordination.
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(7) U.S. Air Force Expeditionary Medical Support (EMEDS) + 25, 25 bed medical
capability. This package provides an initial Level I11 (Theater Hospital) Health Service
Support (HSS) capability which can expand to an Air Force Theater Hospital if required.
This capability includes a Small Portable Expeditionary Aero medical Rapid Response
(SPEARR) team (Module 1), and EMEDS Module 2 providing added personnel (15) and
equipment (2 463L pallets). Recommended source is from CCMRF designated unit.

(8) Two Medical Companies, with similar capabilities as Army Area Support Medical
Companies (ASMC), including treatment and ambulance platoons. Recommended source
is from CCMRF designated unit.

h. Public Affairs.

(1) Public Affairs detachments (2 each minimum with 8 pax each). Recommend
sourcing one of the two from CCMRF designated units.

(2) Digital Imagery Distribution System Team to provide imagery collection and
analysis.

(3) Combat Camera teams (2 each teams with 5 pax each) with digital and still
photography capabilities.

(4) Civil Authority Information Support Element (CAISE) with capabilities to include a
command and control element, coordinator / assessment team, product distribution and
print teams, mobile radio broadcasting system, and internal communications.

i. Communications.

(1) Army Signal Battalion (HHC and 3 Companies) or Air Force Communications
Squadron, to provide linked communications between the operational Command and
Control element, higher headquarters, and forward units. Specific services to be provided
include: UHF TACSAT, DSN/PSTN telephone, facsimile, secure and non-secure VTC
(DVS), NIPRNet, SIPRNet, and JWICS support for up to 250 persons. Recommended
source is from CCMRF designated units or potentially as a Joint Communications
Support Element (JCSE) JTF Package, from FORSCOM 93" Signal Brigade, or an ACC
Theater Deployable Communications (TDC) Package.

(2) HAMMER Adaptive Communications Element (ACE), U.S. Air Force
Communications Element. To provide a rapidly deployable engineers and technicians to
establish secure satellite system for voice, facsimile, and limited data communications.
Recommended source is from CCMRF designated unit, i.e., ACC.

j. Public Assurance / Force Protection / Ground Forces.

(1) Ground Maneuver Unit (Brigade equivalent) of Army or Marine Corps ground forces
for humanitarian assistance, search and rescue, medical assistance, and supply
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distribution. The Ground Maneuver Unit should include the Maneuver Enhancement /
Engineer capabilities, and organic Signal and Logistical support.

(2) Military Police Battalion Headquarters and Headquarters Detachment. To provide
Command and control of military police and security forces in the operations area.
Recommended source is from CCMRF designated unit.

(3) Two (2) Military Police Companies. To provide force protection and safeguard DOD
assets within the AO as required. Recommended source is from CCMRF designated
units.

k. Logistics. Logistics baseline capabilities are focused on the strategic level of support.
Many of the other baseline capabilities (i.e, ARG, Brigade, Aviation units) come with
organic support capability which can also enable immediate logistics support. Based upon
on-site assessment, other specialized logistics capabilities can be requested.

(1) DLA will be prepared to provide commodity support to FEMA as indicated in the
National Response Plan.

(2) USTRANSCOM, USNORTHCOM Deployable Distribution Operations Center
(NDDOC). This capability is intended to provide supply distribution management within
the area of operations. See Annex D for added information on the role of this capability.

(3) USTRANSCOM will be prepared to provide strategic lift (air and surface)
capability in support of FEMA requirements, as well as patient evacuation capability as
directed by the National Response Plan.

2. Request For Forces (RFF). USNORTHCOM will request force capabilities by message to the
Joint Staff. Each requested unit or capability will be assigned a unique 8 digit JOPES Force
Tracking Number (FTN). Forces requested as a result of receipt of a Request For Federal
Assistance (RFA) from another Federal Agency or Civil authority will have an “R” as part of
their FTN.
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HEADQUARTERS, US NORTHERN COMMAND
250 Vandenberg Street

Peterson AFB, CO 80914-3270

11 April 2006

ANNEX B TO USNORTHCOM CONPLAN 2501-05
INTELLIGENCE

References: a. USNORTHCOM COPLAN 2002 —Annex B, 29 July 2005 (S/NF)
b. Joint Publication 3-27, Homeland Defense, October 2005 (draft)

c. Joint Pub 2-0, Joint Doctrine for Intelligence Support to Operations, 9 March
2000

d. Joint Pub 2-01.2, Joint Doctrine and TTP for Counterintelligence Support to
Operations, 5 April 1994 (S)

e. DIAM 58-11 (Draft), Department of Defense HUMINT Policies and
Procedures, 7 May 2002 (S)

f. DOD Directive 5240.1, DOD Intelligence Activities, 25 April 1988

g. DOD Regulation 5240.1-R, Procedures Governing the Activities of DOD
Intelligence Components that Affect United States Persons, December 1982

h. Sustained Vigilance, Intelligence Support for North America’s Homeland
Defense —A Strategic Direction for the NORAD-USNORTHCOM J2, January
2003

i. US Strategic Command (US STRATCOM) Joint Forces Component
Command-Intelligence Surveillance and Reconnaissance (JFCC-ISR), 22 Jan
2006

j. See additional references in base plan
1. Situation

a. Characteristics of the Area. When directed by the Secretary of Defense (SecDef),
USNORTHCOM will execute DSCA operations within the USNORTHCOM OA to respond
quickly and effectively to the requests of civil authorities to save lives, prevent human
suffering, and mitigate great property damage under imminently serious conditions. In order
to accomplish planning and execution of DSCA operations, USNORTHCOM will ensure that
timely, relevant intelligence is provided to CDORUSNORTHCOM, COCOMS, and the Alaska
region.

b. Enemy. No enemy forces are expected during the conduct of DSCA operations.
However, deployed DOD forces in support of civil disaster relief efforts are potentially
vulnerable to any variety of adverse affects. The specific nature of the vulnerability will be
assessed as the situation develops. Access to the NORAD-USNORTHCOM Intelligence
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Directorate webpages are: NIPRNET: https://www.noradnorthcom.mil/cifc/; and SIPRNET:
https://www.noradnorthcom.smil.mil/, both will provide the most current assessment
concerning impacts to deployed DOD forces. Some potential threats to the DSCA force are:

(1) Foreign intelligence services and terrorists will likely monitor how the military
responds to natural disasters and emergencies in order to assess USNORTHCOM’s
operational capabilities. See reference a for additional current intelligence assessments
concerning the threat to U.S. Forces in the USNORTHCOM AOR.

(2) Intelligence support to force protection operations is addressed in references b and c.
In general, however, the majority of operational and tactical information governing
operations in support of (ISO) this plan will be derived from the cognizant local, state and
federal law enforcement agencies (LEAS).

c. Friendly. The following national-level agencies/bureau provide intelligence support:
Central Intelligence Agency, National Security Agency, Defense Intelligence Agency,
National Geospatial-Intelligence Agency, and Federal Bureau of Investigation. Also,
Subordinate, Component, and Joint Task Force Intelligence activities will provide
intelligence information.

d. Legal Considerations. Specific legal assumptions and constraints affect intelligence
support to DSCA operations. Paragraph 1g (3) and (4) of the basic plan must be addressed in
parallel to this Annex in developing supporting plans or execution orders. Use of the DOD
Intelligence Community (IC) Components ISO DSCA operations for analysis and production
of data from airborne sensors ISO damage assessment and search and rescue operations is
authorized. Use of DOD IC Components when providing Defense Support of Civilian Law
Enforcement Agencies must comply with established policy and guidance contained in DOD
Directive, Instruction, and Manual 3025.dd, DSCA (drafts).

2. Mission: Provide predictive and actionable threat estimates and timely warning of worldwide
threats against and within the USNORTHCOM AOR using fused all-source intelligence to
support the planning and execution of DSCA operations; respond to subordinate and component
Priority Intelligence Requests; coordinate the joint intelligence activities of participating
commands; coordinate requisite support from national level intelligence agencies; and, as
appropriate, share intelligence information at the local, state, and federal levels.

3. Execution:

a. Concept of Intelligence Operations. NORAD-USNORTHCOM Intelligence Directorate
(N-NC/J2) will provide intelligence support to the NORAD-USNORTHCOM Battle Staff
and JTF DSCA, if required, via the Operational Intelligence Watch (OIW), which operates a
24 hour intelligence watch at Cheyenne Mountain Air Station. The OIW will be the theater
level focal point for intelligence flow and is responsible for the coordination between theater
and subordinate intelligence activities required to support execution of this plan. N-NC/J2
and NC/J3 will coordinate to provide appropriate dissemination of non-foreign intelligence
information in accordance with (IAW) governing legal constraints.
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b. Tasks. N-NC/J2 ensures seamless, dynamic, and collaborative intelligence and
information exchanges within the intelligence and counterintelligence/Law Enforcement
communities. Key tasks include real-time and near-real-time Indications and Warnings
(1&W); Fusion and Analysis; Counterintelligence; planning intelligence policy and
programming requirements; and information, physical, automated data processing, and
industrial security.

c. Priority Intelligence Requirements. PIRs are coordinated between N-NC/J2 and NC/J3
weekly and can be accessed on the N-NC Webpage at:
http://j2web.northcom.smil.mil/PIRs.pdf.

d. New Requirements. Requests for specific national agency support and Intelligence
requirements needed to support planning and execution should be directed to the N-NC
Intelligence Policy, Plans, and Programs Division (J25X).

e. Collection.

(1) All collection requirements in support of this plan will be coordinated through the
Collection Management Branch, Operations Division, Joint Intelligence Operations
Center (JIOC). As the command’s Collection Management Authority (CMA), Collection
Management Branch coordinates all collection requirements for submission to the
Defense Intelligence Agency (DIA) for imagery intelligence (IMINT), signals
intelligence (SIGINT), measurements and signatures intelligence (MASINT), human
intelligence (HUMINT), and open source intelligence (OSINT). As ISR resources are
apportioned to the command for Joint Staff directed missions, Collection Management
Branch will continue to execute CMA, however Collection Operations Management
(COM) for apportioned ISR resources will be performed by the NORTHCOM Joint
Component Command that is assigned the mission. COM must be closely coordinated
with the NORTHCOM’s JIOC Production Manager, to ensure efficient federated product
in order to properly support operations.

(2) Asrequired, USSTRATCOM through Joint Functional Component Command for
Intelligence Surveillance and Reconnaissance will assist USNORTHCOM to plan,
integrate and employ ISR assets, including associated Tasking, Collection, Processing,
Exploitation, and Dissemination (TCPED) capabilities through the Geographic
Combatant Commanders, Services, federated analytical and production centers, and
mission partners. Integration and coordination of ISR activities with DOD agencies,
other government agencies, allies, and friends is essential.

(3) If unable to contact the JIOC, the Operational Intelligence Watch (OIW), conduct
24/7 operations in Cheyenne Mountain and is available to accept intelligence
requests/requirements. Utilization of the group e-mail addresses:
cifg@cheyennemountain.af.mil (UNCLAS), nncj23oiw@cheyennemountain.af.smil.mil
(SIPRNET), cmocj2oiw@norad.cas.spacecom.af.mil (RELCAN), or
cmocj2@northcom.ic.gov (JWICS) will route the request to the appropriate OIW
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personnel. OIW STE/STU-III capable numbers are, Commercial: (719) 474-4508, or
474-4524; and DSN: 268-4508, 268-3979, or 268-4524.

f. Request For Information (RFI). N-NC/J2 RFI process can be accessed at the following
links, NIPRNET: https://www.noradnorthcom.mil/j2 and SIPRNET:
http://j2web.northcom.smil.mil/J2_0O114-1.pdf.

g. Processing and Evaluation. All requirements ISO USNORTHCOM subordinate and
component forces will be coordinated between component and subordinate J2s or JTF J2, if
operational, and the N-NC/J2. See reference b. The Joint Force Headquarters State (JFHQ-
S) is requested to submit requests for information/ intelligence (RFI) through the National
Guard Bureau (NGB) Joint Operations Center (JOC) RFI process. The NGB JOC will
validate, coordinate, and answer; however, RFIs that concern a threat to the USNORTHCOM
OA should be forwarded to N-NC/J2 for resolution.

h. Analysis and Production. Data derived from law enforcement information; and all-source
strategic and asymmetric capabilities is fused, analyzed, and assessed. Using various
analytical techniques, the information is collated into tailored products that provide
predictive and actionable threat characterization; and timely warning of threats to the
USNORTHCOM AOR. The fundamental precepts to this process are; know the enemy,
know ourselves (critical infrastructure and vulnerabilities), know the environment, and know
what the enemy knows about us. Products are made available to customers via NIPRNET,
SIPRNET, and JWICS common operation environment capabilities.

i. Dissemination and Integration. Information for support to DSCA is disseminated in the
most expeditious manner available, with the priority of five networks going to that which is
of primary use by the forces supporting the operation. The NORTHCOM J2 model is a
federated, web-based approach with a subscription service which allows the customer to sign
up for the reports key to their aspect of the operation, thereby being immediately notified via
email that information has been posted. Central to dissemination is a graphic, interactive
information summary, the Intelligence Common Operational Picture (ICOP). The ICOP is a
venue which provides a series of layers, such as imagery, mapping data, infrastructure, and
blue forces; which together constitute Intelligence Preparation of the Environment. Current
crisis reporting is superimposed upon this foundation, providing pertinent information to
planners and operators. This reporting is augmented by ancillary imagery, geospatial, and
written products which provide amplifying information for mission accomplishment.

(1) During a DSCA event, tactical units will be required to forward status information on
a 12 to 24 hour basis, depending upon the operation.

(2) The desired format is direct input into the ICOP, but contingency format is by the
most expeditious route possible, such as email.

(3) To every extent possible, information is provided at the Secret Releasable to Canada
level or below; this is accomplished by the “Write for Release” program.
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J. NCJ2 uses a federated approach to mission support. Tasking, processing, exploitation and
dissemination (TPED) is done by partners within the intelligence community, with NCJ2
orchestrating the process.

(1) NCJ2 hosts video teleconferences (VTCs) and teleconferences for TPED
coordination with the various partners; periodicity as required. Coordination is further
supported by a federated matrix which delineates responsibilities.

(2) Domestic information is reviewed for intelligence oversight regulation adherence,
and as needed, regulations are relaxed by legal counsel. A standing Proper Use
Memorandums is in place for NC, and amendments are added as needed.

k. Coordinating Instructions. Intelligence Oversight restrictions on intelligence activities
may exist based upon references f, g, and h, and upon DOD guidelines and rules for the Use
of Force at the time of execution of this plan. Contact the NORAD-USNORTHCOM
Director of Intelligence and Information Operations Systems Lawyer at Commercial (719)
554-2229 or DSN: 692-2229 or the NORAD-USNORTHCOM Staff Judge Advocate at
Commercial: (719)554-9193, if additional information is needed.

4. Assignment of Intelligence Tasks.

a. Orders to Subordinate and Component Commands

(1) Joint Task Force (JTF) DSCA J2

(a) Operate through reachback to USNORTHCOM with secure portable voice
communications.

(b) Conduct intelligence activities IAW base plan (paragraphs 1, 2, and 4
specifically) and references.

(c) Identify requirements for national and theater level collections and production
assets.

(d) Identify JTF intelligence shortfalls.

(e) Monitor N-NC/J2 threat assessment and Indications and Warnings (1&W)
reporting.

(2) Commander, JTF-NORTH. The JTF-NORTH/J2 will:
(a) Be prepared to support N-NC/J2 in the preparation and execution of CONPLAN

2501-05 missions as directed; and conduct intelligence activities IAW base plan
(paragraphs 1, 2, and 4 specifically) and references
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(b) Operate through reachback to USNORTHCOM with secure voice
communications.

(c) Identify requirements for theater level collections and production assets.

(d) Disseminate the common picture to USNORTHCOM and all supporting
commands, agencies, and JTFs.

(e) Monitor N-NC/J2 threat assessment and Indications and Warnings (1&W)
reporting.

(f) Be prepared to provide intelligence analyst support to federal agencies as
required.

(g) Participate in the preparation and review of annexes to supporting plans.

(3) Commander, JTF-Alaska. The JTF-Alaska/J2 will:
(a) Be prepared to support N-NC/J2 in the preparation and execution of CONPLAN
2501-05 missions as directed; and conduct intelligence activities IAW base plan

(paragraphs 1, 2, and 4 specifically) and references.

(b) Operate through reachback to USNORTHCOM with secure voice
communications.

(c) ldentify requirements for theater level collections and production assets.

(d) Disseminate the common picture to USNORTHCOM and all supporting
commands, agencies, and JTFs.

(e) Monitor N-NC/J2 threat assessment and Indications and Warnings (I&W)
reporting.

(F) Be prepared to provide intelligence analyst support to federal agencies as
required.

(g) Participate in the preparation and review of annexes to supporting plans.

(4) Commander, JTF-Civil Support (CS). The JTF-CS/J2 will:
(a) Be prepared to support N-NC/J2 in the preparation and execution of CONPLAN
2501-05 missions as directed; and conduct intelligence activities IAW base plan

(paragraphs 1, 2, and 4 specifically) and references

(b) Operate through reachback to USNORTHCOM with secure voice
communications.
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(c) Identify requirements for theater level collections and production assets.

(d) Disseminate the common picture to USNORTHCOM and all supporting
commands, agencies, and JTFs.

(e) Monitor N-NC/J2 threat assessment and Indications and Warnings (1&W)
reporting.

(F) Be prepared to provide intelligence analyst support to federal agencies as
required.

(g) Participate in the preparation and review of annexes to supporting plans.

(5) Commander, JFHQ-National Capital Region (NCR). The JFHQ-NCR/J2 will:
(a) Be prepared to support N-NC/J2 in the preparation and execution of CONPLAN
2501-05 missions as directed; and conduct intelligence activities IAW base plan

(paragraphs 1, 2, and 4 specifically) and references.

(b) Operate through reachback to USNORTHCOM with secure voice
communications.

(c) Identify requirements for theater level collections and production assets.

(d) Disseminate the common picture to USNORTHCOM and all supporting
commands, agencies, and JTFs.

(e) Monitor N-NC/J2 threat assessment and Indications and Warnings (1&W)
reporting.

(f) Be prepared to provide intelligence analyst support to federal agencies as
required.

(g) Participate in the preparation and review of annexes to supporting plans.

(6) Commander, ARNORTH. The ARNORTH/J2 will:
(a) Be prepared to support N-NC/J2 in the preparation and execution of CONPLAN
2501-05 missions as directed; and conduct intelligence activities IAW base plan

(paragraphs 1, 2, and 4 specifically) and references.

(b) Operate through reachback to USNORTHCOM with secure voice
communications.

(c) Identify requirements for theater level collections and production assets.
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(d) Disseminate the common picture to USNORTHCOM and all supporting
commands, agencies, and JTFs.

(e) Monitor N-NC/J2 threat assessment and Indications and Warnings (1&W)
reporting.

(F) Be prepared to provide intelligence analyst support to federal agencies as
required.

(g) Participate in the preparation and review of annexes to supporting plans.

(7) Commander, MARFORNORTH. The MARFORNORTH/J2 will:
(a) Be prepared to support N-NC/J2 in the preparation and execution of CONPLAN
2501-05 missions as directed; and conduct intelligence activities IAW base plan

(paragraphs 1, 2, and 4 specifically) and references.

(b) Operate through reachback to USNORTHCOM with secure voice
communications.

(c) Identify requirements for theater level collections and production assets.

(d) Disseminate the common picture to USNORTHCOM and all supporting
commands, agencies, and JTFs.

(e) Monitor N-NC/J2 threat assessment and Indications and Warnings (1&W)
reporting.

(f) Be prepared to provide intelligence analyst support to federal agencies as
required.

(g) Participate in the preparation and review of annexes to supporting plans.

(8) Commander, Fleet Forces Command (FFC). The FFC/J2 will:
(a) Be prepared to support N-NC/J2 in the preparation and execution of CONPLAN
2501-05 missions as directed; and conduct intelligence activities IAW base plan

(paragraphs 1, 2, and 4 specifically) and references.

(b) Operate through reachback to USNORTHCOM with secure voice
communications.

(c) Identify requirements for theater level collections and production assets.
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(d) Disseminate the common picture to USNORTHCOM and all supporting
commands, agencies, and JTFs.

(e) Monitor N-NC/J2 threat assessment and Indications and Warnings (1&W)
reporting.

(f) Be prepared to provide intelligence analyst support to federal agencies as
required.

(9) Participate in the preparation and review of annexes to supporting plans.

(9) Commander, AFNORTH. The AFNORTH/J2 will:
(a) Be prepared to support N-NC/J2 in the preparation and execution of CONPLAN
2501-05 missions as directed; and conduct intelligence activities IAW base plan

(paragraphs 1, 2, and 4 specifically) and references.

(b) Operate through reachback to USNORTHCOM with secure voice
communications.

(c) ldentify requirements for theater level collections and production assets.

(d) Disseminate the common picture to USNORTHCOM and all supporting
commands, agencies, and JTFs.

(e) Monitor N-NC/J2 threat assessment and Indications and Warnings (1&W)
reporting.

(F) Be prepared to provide intelligence analyst support to federal agencies as
required.

(g) Participate in the preparation and review of annexes to supporting plans.

(10) Joint Intelligence Operations Center — Transportation

(a) Operate through reachback to USNORTHCOM via secure communications.

(b) Conduct intelligence activities IAW base plan (paragraphs 1, 2, and 4
specifically) and references.

(c) Coordinate and consolidate reporting and production of the status of distribution
networks in the affected area.

(d) Disseminate the common picture to USNORTHCOM and all supporting
commands, agencies, and JTFs.
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(e) Monitor N-NC/J2 threat assessment and Indications and Warnings (1&W)
reporting.

(g) Participate in the preparation and review of annexes to supporting plans.

5. Requests to Higher, Adjacent and Cooperating Units. Request for intelligence and
information support to address DSCA related domestic disasters, emergencies, incidents or
events will be made, via appropriate channels, to the following national-level agencies/bureau:
Central Intelligence Agency, Defense Intelligence Agency, National Security Agency, National
Geospatial-Intelligence Agency, and Federal Bureau of Investigation.

TIMOTHY J. KEATING
Admiral, USN
Commander, USNORTHCOM

OFFICIAL

‘| 7

A

"M. A. NOLL, SES-1 DAFC
Director of Intelligence
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HEADQUARTERS, US NORTHERN COMMAND
250 Vandenberg Street

Peterson AFB, CO 80914-3270

11 April 2006

ANNEX C TO USNORTHCOM CONPLAN 2501-05
OPERATIONS

References: Per Base plan

1. General.

a. Purpose. This annex provides direction for the conduct of Defense Support of Civil
Authorities (DSCA) for incidents and events described in the National Response Plan (NRP).
USNORTHCOM executes DSCA missions by providing support (military forces, DOD
civilians, contractor personnel, and or DOD agency and component assets) when directed by
the President or as approved or delegated by the Secretary of Defense.

(1) Likely DSCA missions include:

(a) Assistance provided by DOD, when requested, in response to disasters (natural
and man-made, including acts of terrorism), which can also be Incidents of National
Significance, and may also require support as outlined in the Catastrophic Incident
Annex and Catastrophic Incident Supplement to the National Response Plan (NRP).

(b) Assistance provided by DOD, when requested, to support Department of
Homeland Security (DHS) designated National Special Security Events (NSSE) and
approved Special Events (SE) and supporting Law Enforcement in certain
circumstances.

(2) General process for requesting DOD support. Federal Agencies or State Governors
request DOD capabilities to support their disaster response efforts by using a formal
Request for Federal Assistance (RFA) Process. Requests flow to DOD through various
means, depending on the nature of the incident (whether the rules of the Stafford Act
apply or not), how much time has elapsed since the incident occurred (Immediate
Response, JFO established, PFO appointed, JTF deployed), and the level at which the
request is generated (Incident command, State, Regional, or National).

(a) The Robert T. Stafford Disaster Relief and Emergency Assistance Act (PL 93-
288) (Title 42 United States Code Section 5121, et seq.), authorizes the federal
government to help state and local governments alleviate the suffering and damage
caused by disasters. This act provides authority for disaster preparedness,

presidential grants for planning, presidential declarations of major disaster or
emergency, formation of immediate support teams, reimbursement to agencies
(including DOD), and major disaster assistance programs to help state and local
governments mitigate the suffering and damage caused by disasters, emergencies, and
other incidents. The Federal Emergency Management Agency (FEMA) is normally
the Primary Federal Agency for responses covered by the Stafford Act. A typical
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scenario includes the requirement being identified at the event site, Incident
Command Post, through situational awareness and assessment. If the local
responders are capable of meeting the requirement, they do so. If not, State resources
are checked. If they cannot provide the necessary capability, Disaster Field Office
and or Joint Field Office (JFO), once established, is queried. The ability to fill the
requirement is checked against multiple, potential sources. These include checks
with the U.S. Army Corps of Engineers, other FEMA ESF managers, the State
National Guard capabilities, other States National Guard capabilities (supporting
under Emergency Management Agreement Compact / EMAC), and confirmation that
contractor support is not available to meet the requirement. If there is no capability to
meet the requirement, the Request for Federal Assistance (RFA) is passed to the
Defense Liaison Officer / Defense Coordinating Officer (DCO) and his supporting
staff Element (DCE). All RFA from FEMA, including Pre-Scripted Mission
Assignments (PSMAs), should be processed through the Defense Liaison Officer /
Defense Coordinating Officer (DCO) tasked to support the involved FEMA Region.

1. Defense Liaison Officers (DLO) are provided to each FEMA regional office
from ARNORTH. In this role, prior to being requested and designated authority
as a Defense Coordinating Officer by USNORTHCOM for an incident, these
personnel provide the conduit to flow information (planning efforts, regional
concerns, pre-event RFA, and pre-scripted RFA / MA) into ARNORTH and
USNORTHCOM. Asa DLO, they review and clarify the RFA if necessary, pass
an informational copy to ARNORTH, USNORTHCOM, and JDOMS. The RFA
is processed through the requesting agency’s channels and into the DOD
Executive Secretary. When requested and directed by USNORTHCOM to act as
a DCO, this officer has the authority to determine if a RFA is appropriate for
DOD to fill using the following criteria:

i. Legality. Does DOD, active component, have authority to do this (Posse
Commitatus)?

ii. Lethality. Use of lethal force by or against DOD personnel likely or
expected?

iii. Risk. Can the request be met safely, or can concerns be mitigated by
equipment or training?

iv. Cost. Who pays, is there a fund cite provided?

v. Appropriateness. Who normally performs and is best suited to fill the
request (USACE, National Guard, USCG, contractors)? Is there a
determinations and finding statement stating that providing this support is in
the best interest of the government and that the requested support cannot be
provided as conveniently or economically by other means (or similar
wording)?
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vi. Readiness. Are the force capabilities requested preparing for other
deployments or significant training events (if known)?

2. If the DCO determines the request is not appropriate, the request may be
rejected and sent back to the requesting agency.

3. The DCO also ensures the request is readily understandable and generally
matches a DOD capability. If it is not, the DCO / E attempt to clarify and provide
recommended language to the requestor.

4. Emergency Preparedness Liaison Officers (EPLO) are senior reserve officers
who are the representatives of their military service to the Civil Authority, the
FEMA, and to the DCO / E. EPLO have authority to self-activate and are under
the Operational Control (OPCON) of the appropriate Supporting Service
Command (ARNORTH, AFNORTH, MARFORNORTH) to USNORTHCOM.
EPLO assist the DCO in the assessment of the RFA. EPLO support the State
Emergency Operations Centers, Regional Operations Centers, and the FEMA
National Response Coordination Center (NRCC) as tasked by their owning
service.

5. The DCO / E coordinates with the USNORTHCOM Operational Headquarters
(JTF, Contingency Support Group, Response Support Group, Operational
Command Post, Joint Force Commander, etc.), supporting the mission. The
Operational Headquarters assesses the following:

i. Whether additional operational or logistics support is required due to the
anticipated increase in forces under their span of control. If added support
capabilities, facilities, or additional staffing are required, the Operational
Headquarters provides notification to USNORTHCOM and its appropriate
Service Component Command (ARNORTH, AFNORTH,
MARFORNORTH).

ii. To determine the potential of already deployed forces to meet the
requirement. If so, the forces are provided a WARNORD and the assessed
ability to support is reported to the DCO, the Service Component Command,
and USNORTHCOM. Providing the support is not authorized until the RFA
is approved by the SecDef, except to save lives, prevent human suffering, or
to mitigate great property damage under the Immediate Response allowance.

iii. Impact on planned force flow and JRSOI.

iv. The expected mission of the requested capability and an analysis to
determine the Measures Of Performance (MOP) appropriate for the
anticipated capability to enable reporting to support the Measurement Of
Effectiveness (MOE) towards the desired effects.
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v. Any additional considerations, or recommendations in regards to how best
to support the request are provided to the DCO, the Service Component
Command, and USNORTHCOM.

6. If the DCO determines that the RFA is an appropriate DOD mission, he / she
provides the RFA to the NORAD USNORTHCOM Joint Operations Center
(JOC) along with a recommendation. Additional information such as points of
contact, updated assessment, and refined costing data can be provided after the
RFA has gone forward.

7. In some circumstances, Stafford Act requests may originate from the State
Emergency Operations Center (EOC), FEMA Regional Response Coordination
Center (RRCC) or the FEMA National Response Coordination Center (NRCC)
and pass directly to the JDOMS or the DOD Executive Secretary, vice though a
DLO or DCO. This may occur for initial requests in accordance with the NRP, or
when a DLO / DCO is not assigned or available to the FEMA regional office, or
when the request is thought to be Non-Stafford Act. These RFA are processed the
same as Non-Stafford Act requests, with JDOMS and USNORTHCOM
conducting parallel coordination and providing a recommendation to OASD(HD)
and the SecDef for approval or disapproval.

(b) When a RFA is received at USNORTHCOM, a copy is immediately provided to
JDOMS (and vice versa) to begin parallel coordination and planning efforts.
USNORTHCOM conducts coordination with appropriate stakeholders depending on
the nature of the incident and the requested support. Stakeholders may include the
Supporting Service Command Headquarters (ARNORTH, AFNORTH,
MARFORNORTH), the Commander Fleet Forces Command (CFFC),
USTRANSCOM, USPACOM, the National Guard of the affected state, the National
Guard Bureau, DOD Agencies, the U.S. Army Corps of Engineers, the U.S. Coast
Guard, the National Interagency Fire Center (NIFC), subordinate units, and other
Federal organizations and agencies as appropriate. This stakeholder coordination is
done quickly, utilizing teleconferencing, video teleconferencing, and automated
collaborative tools. Based upon the results of stakeholder coordination,
USNORTHCOM provides a recommendation to JDOMS on how best to support the
needs of the requestor.

(c) The recommendation goes forward through OASD (HD) to the SecDef for
decision.

1. Upon SecDef approval, the Joint Staff releases an Execute Order (EXORD) to
designate supported, supporting commands and to task Commands, Services, and
DOD agencies to provide support.

2. USNORTHCOM provides a supporting EXORD, implementing this
CONPLAN and establishing command relationships, providing task and purpose,
and providing coordinating instructions to the supporting force.
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(d) Non-Stafford Act requests may originate from a State Governor, Federal Agency,
or other approved entity. These RFA are provided in writing to the DOD Executive
Secretary. The RFA is made under the terms of The Economy Act and the Federal
Acquisition Regulation.

1. Parallel coordination occurs as described above, by USNORTHCOM and
JDOMS.

2. The RFA is reviewed under the criteria of legality, lethality, risk, cost,
appropriateness, and readiness. Recommendations based on these criteria are
consolidated and a final recommendation is provided through OASD HD to the
SecDef for decision. If the RFA is determined inappropriate for DOD, the
recommendation is made to the SecDef for disapproval.

3. If approved by the SecDef, an EXORD is published by the Joint Staff and
USNORTHCOM as described above.

4. USNORTHCOM may direct a DCO / E to deploy in support of the requestor
to assess and process subsequent RFAS.

(e) The following flow diagram, Figure C-1 outlines the RFA decision process in
general.
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Figure C-1, RFA Process Matrix

b. Mission. When directed, Commander USNORTHCOM conducts Defense Support of
Civil Authorities within the 48 contiguous States, the District of Columbia, Alaska, Puerto
Rico and the U.S. Virgin Islands to assist civil authorities during emergencies, natural or
man-made disasters, and other approved activities.

c. Alliance Plans. USNORTHCOM conducts DSCA according to the National Response
Plan (NRP), National Response Plan Catastrophic Incident Supplement (NRP-CIS), and
National Incident Management System (NIMS).

d. Theater. See Base Plan for descriptions of the Area of Operations (AO).

2. Concept of Operations. USNORTHCOM conducts DSCA in five (5) phases: Shaping,
Staging, Deployment, Support of Civil Authorities, and Transition. The Shaping phase is
continuous and allows USNORHTCOM to gain situational awareness, identify capabilities, and
alert DCOs of an impending event. Staging allows USNORTHCOM to respond proactively to
an event by pre-positioning response forces, deploying the command assessment element (CAE),
and establishing command and control or the JOA. The Deployment phase accounts for the
movement of response forces, Joint Reception, Staging, Onward movement, and Integration
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(JRSOI), and ready to begin the conduct of mission assignments. Phase 1V, DSCA, is the
decisive phase. This is where DOD forces support civil authorities. The Transition phase allows
response forces to hand their responsibilities back to civil authorities and concludes with
redeployment. This CONPLAN includes sample effects and the Measures of Effectiveness
(MOE) as applicable within each phase. Throughout the operation, support is requested in
accordance with DOD Instruction 3025.dd. USNORTHCOM determines the desired effects,
focuses military efforts to achieve the effects, and applies criteria to measure the effectiveness of
the support provided. By focusing military efforts to achieve these desired effects, military
support transitions from one operational phase to the next.

a. Phase I, Shaping. Phase I is continuous situational awareness and preparedness. Actions
in this phase include inter-agency coordination, exercises, and public affairs outreach (which
continues through all phases). When an event or specific incident is identified which is
anticipated to require execution of this plan (large scale DOD support to a Federal Agency or
DOD specialized support): USNORTHCOM executes Shaping actions to ensure mission
success. These actions may vary according to the nature of the potential event or incident
(See Appendixes for additional information on specific DSCA missions). During this phase,
major actions are:

(1) Utilization of Information Operations (10) tools and public affairs messages
supporting the themes of military readiness.

(2) Maintain trained and ready response capabilities.

(3) Focus intelligence integration efforts within the limits of legal authority on further
defining the threat.

(4) USNORTHCOM conducts DSCA planning for SE and NSSE.

b. Measures of Effectiveness (MOE) for the Shaping Phase (1) may include:

(Effects may be included in Commanders Situational Awareness Meetings in various
formats)

(1) Effect 1.1, Positive Media Reporting on Military and USNORTHCOM capabilities to
respond to incidents and events.

(@ MOE 1.1.1: Increase number of positive media reports on USNORTHCOM
capabilities.

(b) MOE 1.1.2: Decrease in the number of media reports requiring USNORTHCOM
rebuttal and / or request for correction.

(2) Effect 1.2, Planning and Integration

() MOE 1.2.1: Increase in the number of DSCA plans that integrate
USNORTHCOM and supporting commands with the Interagency community, States,
and National Guard.

C-7
UNCLASSIFIED



UNCLASSIFIED

(b) MOE 1.2.2: Incorporation of Lessons Learned into USNORTHCOM and
supporting plans. (USNORTHCOM Lessons Learned / Corrective Actions Board)

c. Situational awareness and preparedness are constant, ongoing actions. Plans are
established, specific preparations for events and incidents are made, and focused Intelligence,
Information Operations and public affairs tools are employed to shape the environment for
successful support.

d. Phase Il, Staging. Phase Il begins with the identification of a potential DSCA mission, or
when directed by SecDef. This Phase includes actions taken as Immediate Response to the
incident occurrence by Commanders proximate to the incident under imminently serious
conditions to save lives, prevent human suffering, and mitigate great property damage when
time does not allow the requesting of approval from higher headquarters (see DOD Directive
3025 for added information). Additional instances of Immediate Response may occur
throughout the execution of this plan, as circumstances warrant. DSCA operations are
diverse, ranging from designated Special Events (SE), requiring little DOD support, such as
providing explosive detection dog (EDD) teams to support a political or sporting event, to
Catastrophic Incidents on the scale of Hurricane Katrina (Sept. 2005). Triggers to initiate
this phase are:

(1) Presidential disaster declaration issued IAW the Stafford Act.

(2) FEMA and or DHS requesting DOD Crisis Response capabilities (SAR, emergency
medical, reconnaissance, rotary wing assets, DCO / DCE support as examples).

(3) Secretary of DHS declares an Incident of National Significance.

(4) DOD Executive Secretary receives a Request for Federal Assistance (RFA) from
another Federal agency.

(5) U.S. Army Corps of Engineers receives a Mission Assignment from FEMA. (FEMA
requests for U.S. Army Corps of Engineers are not required to process through the DOD
Executive Secretary, per the NRP and may be pre-scripted)

(6) DOD receives a pre-scripted Mission Assignment from FEMA (see Appendix 3 to
Annex A for additional information).

e. During this phase, major actions are:

(1) Identify force capabilities for response and request increased alert. Increase
Response Posture Levels (RPL) for select force capabilities as appropriate.

(2) Identify materials and supplies (rations, medical items, tents, cots, etc.) for response
and preposition.

(3) Coordination with the Interagency community for a mutually supporting response.
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(4) Coordinate with National Guard Bureau and State National Guard Joint Force
Headquarters elements to ensure DOD unity of effort (to include employment plans for
National Guard, WMD-CST).

(5) Deploy Commander’s Assessment Element (CAE) and or Commander’s
Coordination Element (CCE) from USNORTHCOM (SJFHQ-North) and from JTF-CS
as necessary.

(6) Publish orders.

(7) Establish Common Operating Picture (COP) with all involved commands and
agencies.

(8) Deployment of Defense Coordinating Officers (DCO) to Federal Emergency
Management Agency (FEMA) Joint Field Office (JFO) when established or other
designated location if not.

(9) Deploy Command and Control (C2) advance party element.

(10) Designation of primary and alternate military installations for use as staging bases
and mobilization centers by Federal response agencies (and potentially as reception sites
for international aid donations). The use of Non-DOD owned sites for use in staging or
distributing supplies will be coordinated with state and local authorities.

(11) Deployment of liaison officers and self activation of Emergency Preparedness
Liaison Officers (EPLO).

(12) Repositioning of forces and supplies to avoid loss from the event, or repositioning
proximate to the event to speed response. (USNORTHCOM coordinates with owning
services and with the Defense Logistics Agency’s Defense Distribution Center).

(13) U.S. Army Corps of Engineers deploys appropriate regional Deployable Tactical
Operating System (DTOS) Teams to provide Engineer Assessment, evaluate
environmental concerns, coordinate flood control measures, provide contracting services,
and provide a rapid deployable communications capability.

(14) Commanders in proximity to the event, when requested by civil authorities, provide
Immediate Response to save lives, prevent human suffering and mitigate great property
damage. All Immediate Response actions must be reported as soon as possible (within
hours) up the chain of command to the National Military Command Center (NMCC) and
to the USNORTHCOM Joint Operations Center (JOC). USNORTHCOM requires this
visibility to ensure unity of effort by DOD forces.

(15) Military Assistance to Safety and Traffic (MAST) may be provided by Air Force
units under Air Force Regulation 64-1, and AFI 10-802, Military Assistance to Safety
and Traffic (MAST). Army units may provide response under Army Regulation (AR)
500-4 as assets are available. MAST operations include emergency medical evacuation
and patient transport. (see also DOD Directive 4500.9)
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(16) USNORTHCOM and USTRANSCOM coordinate on response capabilities for: Air
movements, Military Sealift Command maritime transportation and logistics assets, and
for USTRANSCOM Deployed Distribution Operations Center (DDOC) support to
USNORTHCOM as the NDDOC.

(17) Joint Reception, Staging, Onward Movement and Integration (JRSOI) locations are
identified (coordinated with the National Guard as necessary) and processing instructions
are provided in EXORDs / DEPORD:s to alerted units.

(18) Provide a USNORTHCOM planning team to the NRP identified Federal
Coordinating agency for the expected incident type (to US Department of Agriculture for
Food or agriculture related event, to Department of Health and Human Services for
potential disease outbreaks, to FEMA NRCC for hurricane and natural disasters, etc.)

(19) Joint Search and Rescue Cell / Center forms from Air Force Rescue Coordination
Center (AFRCC) and U.S. Coast Guard personnel (others as required) to coordinate
search and rescue operations in the affected area.

(20) Prevent detrimental acts against DOD personnel, and during NSSE and Special
Events (SE) by implementing force protection and force health protection measures and
security measures.

f. Measures of Effectiveness (MOE) for the Staging Phase may include.

(1) Effect 2.1, Assets staged for response.

(@ MOE 2.1.1: Increase number of pre-positioned forces (LNO, DCO, DCE, EPLO,
CAE / CCE, Planning Teams).

(b) MOE 2.1.2: Number of alerted units achieving increase in Response Posture
Levels (RPL).

(c) MOE 2.1.3: Increase in the availability of anticipated supplies and logistics
capabilities (increase level of stocks identified).

(2) Effect 2.2, Transition of local forces providing Immediate Response (cessation or
incorporation into overall response) due to initial event occurrence.

(@) MOE 2.2.1: Decrease in number of forces reporting Immediate Response actions.

(b) MOE 2.2.2: Increase in local forces incorporated into the USNORTHCOM
established C2.

g. The Staging Phase ends with DSCA response forces in receipt of a prepare to deploy
order (PTDO). Immediate Response, to the initial incident, is anticipated to end soon after
the event occurrence. DOD elements providing support as initial immediate response will
either complete the action, or will be incorporated in the USNORTHCOM led response.
DSCA operations for SE and NSSE, will move to Phase V, Transition, if no incident
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response is required (ergo, no incident occurs) during execution and response forces are not
required to deploy.

h. Phase Ill, Deployment. Phase Il begins with response force deployment. Triggers to
initiate this phase are:

(1) USNORTHCOM designated as the Supported Combatant Commander by the Joint
Staff and or SecDef by either VOCO or receipt of EXORD or PLANORD.

(2) Command Assessment Elements (CAE) / Command Coordination Element (CCE) on
the site report a significant need for increased DOD support.

i. Major actions during the Deployment Phase (l11) include:

(1) Employment of Command and Control (C2) elements and assignment of Operations /
Joint Operations Area (JOA).

(2) Deployment of Enabling Forces to prevent the over-extension of local responder
abilities.

(3) Deployment of Crisis Response Force Packages as appropriate and as approved by
SecDef (or as delegated). (see Appendix 3 to Annex A)

(4) Units and individuals reporting into the JOA process through Reception Staging
Onward movement and Integration (RSOI) facilities.

(5) Continued coordination with State Guard elements, the U.S. Army Corps of
Engineers, and the Interagency to ensure unity of effort.

(6) Military control and coordination of airspace in the event area in coordination with
the Federal Aviation Administration (FAA).

(7) Installation support provided initially by MOA / MOU or Immediate Response is
now either complete, or incorporated into the USNORTHCOM led response via the
RSOI process and forces are either OPCON or TACON to the established C2
organization (RTF/TF /JTF).

(8) Joint Communications Support Element (JCSE) deploys.
(9) Planned DOD Force Flow completed (exceptions requested as necessary).

J. Measures of Effectiveness (MOE) for Deployment may include:

(1) Effect 3.1, Increasing Build-up of force capabilities in the AO / JOA.

(@ MOE 3.1.1: Increase in number of deployed active duty units processing through
JRSOLI.

(b) MOE 3.1.2; Increased number of National Guard forces in the AO / JOA.
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(2) Effect 3.2, Build up of logistics capabilities.
() MOE 3.2.1: Increase in accessible gallons of potable water in impacted area.

(b) MOE 3.2.2: Increase in available rations (medical supplies, decontamination
capabilities, etc. as appropriate) in the AO / JOA.

(c) MOE 3.2.2: Increase in transportation capabilities in the AO / JOA.

k. The Deployment Phase ends when response forces are ready to conduct operations in the
JOA. Forces continue to flow into the JOA based on requirements to meet Federal Agency
Mission Assignments, the changing operational focus (crisis response to stabilization, then to
sustainment operations), and as specialized capability requirements are identified.

I. Phase 1V, Support of Civil Authorities. Phase IV begins when DSCA response operations
commence. This phase includes the rapid employment of DOD capabilities in support of
civil authorities. There will be considerable overlap between this phase and the previous
deployment phase as units arrive in the AO / JOA and begin providing support. Triggers for
this phase include:

(1) Units complete JRSOL.
(2) Receipt of additional FEMA Mission Assignment (MA) requesting DOD support.

m. Major actions during the Provide DSCA Phase (1V) include:

(1) Command and Control (C2), medical, transportation, communications, power
generation, water purification, and supply units are rapidly established and become
operational. Life support services (water, food, medical care, shelter) are the mission
focus. Supplies are procured through normal DOD process through Defense Logistics
Agency (DLA) purchase and contracting with available local venders.

(2) Military forces provide public assurance of the national focus on response by being
present in the stricken area.

(3) Military conducts coordination of airspace, establishes Temporary Flight Restrictions
(TFRs), and manages airspace as requested and IAW regulations.

(4) Military elements conduct debris clearing operations to allow access to affected areas
by ground.

(5) Joint Logistics Operations utilized when large scale humanitarian relief assistance
required. A Joint Logistics Task Force may form if required.

(6) Military provides water purification, power generation, transportation, and
communications support as priority missions.

(7) Medical support requirements decrease as patients move to civilian facilities (military
supports patient movements).
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(8) Military supports environmental clean-up operations.
(9) Military supports mortuary affairs operations as needed.

(10) Support provided as requested by the responsible Federal agency and approved by
DOD. (See Appendixes for information on specific DSCA operations)

(11) U.S. Army Corps of Engineers provides flood control / response as authorized under
Public Law 84-99 and provides support in response to approved FEMA Mission
Assignments. These operations happen within USNORTHCOM’s JOA, but outside
USNORTHCOM C2.

Measures of Effectiveness for the Provide DSCA Phase (1) may include;

(1) Effect 4.1, Upon event occurrence, existing casualties treated and or evacuated.
(@) MOE 4.1.1: Decrease in number of reported deaths.
(b) MOE 4.1.2; Decrease in personnel awaiting medical treatment.
(c) MOE 4.1.3; Decrease in personnel awaiting evacuation.

(2) Effect 4.2, At risk personnel removed from the incident area.
() MOE 4.2.1: Decrease in personnel requiring evacuation from impacted areas.
(b) MOE 4.2.2: Increase in rural impacted sectors cleared.

(3) Effect 4.3, Hazards to life or health mitigated or eliminated.

() MOE 4.3.1: Increase in the number of life-threatening hazards made safe or
mitigated (levee breaches, suspect explosive devices, polluted sites, damaged
buildings, disease transmission sources, etc.).

(b) MOE 4.3.2: Decrease in the number of Search and Rescue Operations performed
(and or required).

(4) Effect 4.4, Life support services available.
() MOE 4.4.1: Decrease in personnel without access to potable water.
(b) MOE 4.4.2: Decrease in personnel without access to food.
(c) MOE 4.4.3: Decrease in personnel without access to medical treatment.

(d) MOE 4.4.4: Decrease in number of displaced persons without access to shelter
(short term/long term).

(5) Effect 4.5, Vital, life sustaining services restored.
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(@) MOE 4.5.1: Increase in potable water services restored.
(b) MOE 4.5.2: Increase in gas/electric power services restored.
(c) MOE 4.5.3: Increase in transportation services.

(d) MOE 4.5.4: Increase in communications services restored (i.e., mass media [TV
& Radio], telephone).

(e) MOE 4.5.5: Increase in delivery services restored (mail, essential logistics, etc.).
(6) Effect 4.6, Permanent services restored (utilities, communications, transportation).

() MOE 4.6.1: Increase in water services restored.

(b) MOE 4.6.2: Increase in gas/electric power services restored.

(c) MOE 4.6.3: Increase in fuel services restored (gas stations open).

(d) MOE 4.6.4: Increase in transportation services (buses, train service, subways,
commercial trucking).

(e) MOE 4.6.5: Increase in communications services restored (i.e., mass media [TV
& Radio], telephone).

() MOE 4.6.6: Increase in delivery services restored (mail, essential logistics, etc.).
(7) Effect 4.7, Oil and natural gas infrastructure returned to operations.
(@) MOE 4.7.1: Increase in oil production rate.
(b) MOE 4.7.2: Increase in oil refinery rate.
(c) MOE 4.7.3: Increase in oil distribution rate.
(d) MOE 4.7.4: Increase in natural gas production rate.
(e) MOE 4.7.5: Increase in natural gas refinery rate.
(f) MOE 4.7.6: Increase in natural gas distribution rate.
(8) Effect 4.8, Waterways re-opened to commerce.
() MOE 4.8.1: Decrease in closed waterways.
(b) MOE 4.8.2: Decrease in closed port facilities.
(c) MOE 4.8.3: Increase in commercial activity.
(9) Effect 4.9, Transportation systems restored.
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(@) MOE 4.9.1: Increase in federal and state highways re-opened to normal, pre-
incident traffic flow.

(b) MOE 4.9.2: Increase in rail lines reopened.
(c) MOE 4.9.3: Increase in air passenger and cargo service.
(d) MOE 4.9.4: Increase in maritime passenger and cargo service.

0. Phase IV, Provide DSCA ends with civil authorities prepared to assume responsibility for
operations. Robust distribution networks are established, and medical and essential services
are operating and meeting the basic needs of the personnel in the affected area.
USNORTHCOM established (event specific) Measures of Effectiveness (MOE) are showing
consistent, positive effects.

p. Phase V, Transition, begins with civil authorities assuming responsibility with no
degradation of operations. The phases, IV and V, overlap as civil authorities and
infrastructure regain the ability to support. DSCA operations continue until they can be
handed off to civil authorities in all areas. Triggers include:

(1) Decrease in military mission requirements.

(2) Termination of Mission Assignments.

(3) Civil Authorities begin to execute long term recovery plans.
(4) USNORTHCOM objectives and effects are achieved.

g. Major actions in the Transition Phase (V) include:

(1) Force adjustments as mission load decreases.

(2) Forces redeploy and report closure at home station to USNORTHCOM Joint
Operations Center (JOC).

(3) Public safety is maintained as missions are handed over.

r. Measures of Effectiveness (MOE) for the Transition Phase may include:

(1) Effect 5.1, Perception of the national populace that the recovery effort is effective.
(@) MOE 5.1.1: Increase in percentage of positive news releases.
(b) MOE 5.1.2: Positive trend in third party polling results (e.g. Gallup poll).

(2) Effect 5.2, Mission closure.

() MOE 5.2.1: Increased number of closure reports as units arrive at home stations.
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(b) MOE 5.2.2: Decrease in ongoing Federal Emergency Management Agency
(FEMA) Emergency Support Functions (ESF).

s. The phase ends when response forces begin redeployment and OPCON is transferred to

their respective commands. DOD forces transition to normal operations and training at their
home stations.

Conceptual DSCA Overview
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Immediate Response may occur as necessary throughout the operation.
This chart depicts only the Immediate Response at the initial event occurrence.

Figure C- 1, Conceptual DSCA Operations Overview

3. Conduct of Operations.

a. Readiness, Alert, and Marshaling

(1) Readiness. There is no increased readiness posture associated with this CONPLAN.
USNORTHCOM will publish EXORDS adjusting Force Protection levels (FPCONS),
Notice to Deploy Timelines, and Response Posture Levels as the threat warrants.
USNORTHCOM will recommend changes to the SecDef.
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(2) Alert. USNORTHCOM Commander’s Standing Critical Information Requirements
(CCIR) set the conditions of warning likely to precede an order to implement this plan.
See base plan Coordinating Instructions for standing CCIRs. See Appendixes to this
Annex for situational CCIRs.

(3) Marshaling or Dispersal.

(a) Reception, Staging, Onward Movement and Integration (JRSOI) will be
established as soon as practical in the Operations Area / Joint Operations Area (JOA).
All forces arriving in the JOA will be received into the area via the JRSOI process.
Arriving units must provide a roster of their involved personnel, a unit description,
mission statement, and a listing of their critical equipment with quantity (e.g. 5 UH-
60 aircraft), and their command leadership names and method of communication
(radio frequencies / cell phone numbers / email / etc.).

(b) The RTF/TF /JTF assigned responsibility for the operations area / JOA will
provide arriving units with command, control, communications, and life support
information (billeting, maintenance, fuel, messing, etc.).

(c) Units arriving in the operations area are required to be as self-sufficient as
possible for a minimum of 3 days of operations.

(d) All units will process out of the operations area upon release by the operational
commander by providing a summary of mission accomplishment, After Action
Review (AAR) input for critical issues, and positive accountability of sensitive items.
Units will provide a closure report to the supported operational RTF/ TF / JTF (up to
USNORTHCOM JOC) upon arrival at home station.

(4) OPSEC. Federal, state, and local agencies conduct emergency response operations
in an unclassified forum. USNORTHCOM and subordinate commands will be active
participants in the unclassified forum to ensure consistency and expeditious flow of
information. In general, units may acknowledge receipt of deployment orders and
commanders may confirm obvious movements, but should not disclose operational
details.

b. Air Operations.

(1) USNORTHCOM will coordinate with 1st Air Force (AFNORTH) as
USNORTHCOM's designated JFACC for the 48 contiguous states, Puerto Rico, and U.S.
Virgin Islands on pre-positioning of U.S. military aircraft to support DSCA operations.
For DSCA support; active component, reserve component, and National Guard aircraft
are anticipated to be required to provide reconnaissance, search and rescue, airlift,
command and control, aerial refueling, etc. aircraft requirements will be written into an
Air Tasking Order (ATO). To optimize air operations the overall intent is to have all
participating military and other federal aircraft placed onto an Air Tasking Order (ATO).

(2) JFACC will coordinate with FAA for the movement of air traffic IAW existing
FAA/DOD publications.
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(3) The Air Force Rescue Coordination Center (AFRCC) will coordinate search and
rescue operations during DSCA operations.

(4) USNORTHCOM will coordinate with applicable COCOMs for assets required for
the DSCA operations.

c. Air Defense Operations. Conducted by NORAD through Operation NOBLE EAGLE
(ONE) EXORD and the National Capital Region Integrated Air Defense (NCR IADs)
EXORD.

d. Maritime Pre-positioning Force Operations.

(1) Inaccordance with the established Maritime Alert Posture (MAP) Level, the U.S.
Navy, Joint Force Maritime Component Command (JFMCC) will place on 96 hour
Prepare To Deploy status, appropriate U.S. Navy (USN) surface vessels to support DSCA
operations and inform USNORTHCOM. For anticipated DSCA support following a
hurricane, USN surface vessels are anticipated to be required to provide Command and
Control, sea-borne rotary wing platforms and support, and potentially pier-side life
support (water / power generation) and fuel operations. USN vessels may be utilized as
show of force / capabilities demonstration in the shaping phase of operations as well.

(2) USNORTHCOM will coordinate with USTRANSCOM, Military Sealift Command
(MSC) for the use of US Naval Ship (USNS) vessels for DSCA operations.

(3) A Maritime Component Commander will be designated when necessary to provide
overall C2 of maritime forces.

e. Antisubmarine Warfare Operations. Not applicable.

f. Counterinsurgency. Not applicable.

g Nuclear Operations. Not applicable.

h. Nuclear, Biological, and Chemical (NBC) Defense Operations - Riot Control Agents and
Herbicides. Not applicable.

i. Information Operations. The rapid production and dissemination of accurate information
to the public in crisis situations is important. Such information may include messages on
safety and health, locations of water and food distribution points, medical care, temporary
shelters and designation of restricted areas. Communications support equipment assets of
psychological operations (PSYOP) units (portable printing presses, loudspeakers, and radio
broadcasting stations) have great utility in response and consequence management
operations. Since normal civilian facilities may be disrupted and personnel may not have the
necessary individual protection equipment, capabilities normally found in PSYOP units may
be employed as alternative emergency communication systems until civilian facilities can be
restored. PSYOP personnel can provide commanders and civilian agencies leaders with real-
time analysis of the perceptions and attitudes of the civilian population and feedback
concerning the effectiveness of the information and support being disseminated. See
Appendix 3.
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J. Special Operations. Not applicable.

k. Personnel Recovery Operations. Not applicable.

I.  Rules for the Use of Force. Appendix 6.

m. Reconnaissance. Not applicable.

n. Air Base Operability. During response operations, USNORTHCOM anticipates the
requirement to open and operate civil air ports for a limited time to allow the movement of
forces and supplies into the incident area. When necessary, CDORUSNORTHCOM will task
the JFACC with this mission.

0. Combat Camera. Appendix 9.

p. Noncombatant Evacuation Operations. Not applicable.

g. Escape and Evasion Operations. Not applicable.

r. Counterattack. Not applicable.

s. Explosive Ordnance Disposal (EOD). Employment of EOD units not responding as
Immediate Response per DODD 3025.15, will be requested and when approved, directed by
USNORTHCOM. EOD units will operate IAW their organic Standard Operating Procedures.
EOD and Explosives Detection Dog (EDD) Teams are anticipated requirements for NSSE and
SE support.

t. Amphibious Operations. Not applicable.

u. Force Protection. Appendix 15.

v. Critical Infrastructure Protection. Appendix 16.

w. Additional Appendixes provided for specific DSCA missions.

4. QOperational Constraints.

a. Competing demands will exist for Low Density/High Demand units.

b. Current Intelligence (CI) oversight laws define domestic intelligence collection and fusion
rules.

c. Existing statutes restrict offensive Information Operations (10) against US citizens.
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TIMOTHY J. KEATING
Admiral, USN
Commander, USNORTHCOM

Appendixes

1 -- Nuclear Operations — Not used

2 -- Nuclear, Biological, and Chemical Defense Operations; Riot Control Agents and Herbicides
— Not Used

3 -- Information Operations

4 -- Special Operations — Not used

5 -- Personnel Recovery Operations — Not used

6 -- Rules of the Use of Force

7 -- Reconnaissance — Not used

8 -- Air Base Operability — Not used

9 -- Combat Camera

10 -- Noncombatant Evacuation Operations — Not used
11 -- Escape and Evasion Operations — Not used

12 -- Counterattack — Not used

13 -- Explosive Ordnance Disposal — Not used

14 -- Amphibious Operations — Not used

15 -- Force Protection

16 -- Critical Infrastructure Protection

17 -- Incidents of National Significance

18 -- Postal Augmentation

19 -- Severe Weather

20 -- Wild land Fire Fighting

21 -- National Special Security Events and Special Events
22 -- Law Enforcement Support

23 -- Military Assistance During Civil Disturbances

24 -- Non-Lethal Weapons

25 -- Defense Coordinating Officer

26 -- State Funeral Support (TBP)

OFFICIAL:

RICHARD J.
Major Genera}, USA
Director of Operations
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HEADQUARTERS, US NORTHERN COMMAND
250 Vandenberg Street, Suite B016

Peterson AFB, CO 80914-3270

11 April 2006

APPENDIX 3 TO ANNEX C TO CONPLAN 2501-05
INFORMATION OPERATIONS

References: a. Joint Pub 3-13, Joint Doctrine for Information Operations, Second Draft
2004

b. Joint Pub 3-13.1, Joint Doctrine for Command and Control Warfare, 7
February 1996 (S)

c. Joint Pub 3-51, Joint Doctrine for Electronic Warfare, 7 April 2000

d. Joint Pub 3-53, Doctrine for Joint Psychological Operations, 5 September
2003

e. Joint Pub 3-54, Joint Doctrine for Operations Security, 24 January 1997
f. Joint Pub 3-58, Joint Doctrine for Military Deception, 31 May 1996
g. DODD S-3600.1, Information Operations, 9 December 1996 (S)

h. CJCSI 3210.01, Joint Information Operations Policy, 6 November 1998
(S)

i. CJCSI 3210.03, Joint Electronic Warfare Policy, 31 July 2002 (S)
j. CJCSI 3213.01A, Joint Operations Security, 17 December 2003

k. CJCSI 6510.01D, Information Assurance and Computer Network
Defense, 15 June 2004

1. Situation

a. General. See base plan. USNORTHCOM will employ 10 capabilities IAW US
and International Laws. USNORTHCOM J39 is responsible for the planning and
coordination of 10 capabilities which could be used doctrinally and/or non-doctrinally
in support of DSCA. 10 capability refers to the use of tools normally associated with
10, several of which are multi-purpose and well suited to supporting DSCA outside of
their conventional use as 10 assets. Certain capabilities of 10 are not expressly
addressed in this appendix but could be considered following liaison with the Civil
Authority.
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b. Enemy. See base plan

c. Friendly

(1) USNORTHCOM IO objectives and capabilities must be integrated into
overall planning. USNORTHCOM 10 planners will ensure all friendly 10
objectives and capabilities are identified, de-conflicted, integrated and
synchronized to ensure optimal support to this plan. Forces assigned are listed in
Appendix 3 to Annex A.

(a) Augmenting Organizations. Special Assistants to the Commander,
USNORTHCOM must be included in 10 planning and approval. They are:

1. Public Affairs (PA). PA is the coordinating element for media
relations, command information, community relations and single point of
contact for U.S. and foreign press. PA is the key participant in the
Strategic Communications process. 10 must be coordinated with
USNORTHCOM PA for deconfliction, synergy and optimal messaging
effect. See Annex F.

2. Civil Affairs (CA). TBD

3. Judge Advocate General (JA). Employing 10 capabilities within the
USNORTHCOM AOR, especially within the United States, must be
properly reviewed by N-NC/JA to ensure U.S. laws, policy and
regulations are followed.

4. Interagency Coordination (IC). Significant coordination and action to
support employing 10 capabilities for DSCA will be accomplished with
other government agencies. IC will enable this complex and significant
coordination.

5. Political Advisor (POLAD). Political Advisor to CDRUSNORTHCOM.
If applicable, coordinates foreign offers of assistance through the
Department of State to CORUSNORTHCOM. Works with NC/J3, PA, IC
and JA for foreign information sharing efforts.

(b) Other Supported Commands, Supporting Commands, Services. The
complexities inherent in the execution of information operations require the
integrated coordination of several Unified Commands, who also have
supported commander responsibilities; the Services; and several Government
Agencies. The Information Operations capabilities, plans, programs and
activities of other Combatant Commanders’ and Agencies might have an
effect on DSCA.
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1. USSTRATCOM. Commander, U.S. Strategic Command
(CDRUSSTRATCOM) is the supported commander for trans-regional 10
to include all 10 capabilities.

2. USSOCOM. Commander, U.S. Special Operations Command
(CDRUSSOCOM) is the supporting commander for PSYOP forces and
capabilities.

3. Joint Information Operations Center (JIOC). JIOC will provide full
spectrum 10 planning support to operational commanders.

4. 1st Information Operations (10) Command. 1st IO Command provides
tailored support to Army component commands.

5. Naval Network Warfare Command (NAVNETWARCOM).
NAVNETWARCOM provides tailored 10 support to Navy component
commands.

6. Air Force Information Warfare Center (AFIWC). AFIWC provides
full-spectrum 10 support to Air Force component commands.

7. Joint COMSEC Monitoring Activity (JCMA). JCMA provides
communication security monitoring of USJFCOM Headquarters and its
Service components as required.

8. Joint Warfare Analysis Center (JWAC). JWAC will normally provide
support to combatant commands and the OCONUS offensive 10 mission.

9. Interagency OPSEC Support Staff (10SS). 10SS will provide
combatant commands support in developing OPSEC programs.

10. Other combatant commands include U.S. Transportation Command
(USTRANSCOM), and U.S. Joint Forces Command (USJFCOM). Their
10 capability activities will contribute to the DSCA mission and must be
coordinated and synchronized to ensure unity of effort.

11. Coordination with Canada Command (CANCOM) will facilitate
support with respect to requesting and movement and employment of
Canadian Forces assets to support DSCA.

d. Assumptions. See base plan.

2. Mission. CDRUSNORTHCOM will optimize and execute the employment of 10
capabilities in support of DSCA in the USNORTHCOM AO.

3. Execution
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a. Strategic Concepts. USNORTHCOM will develop, maintain and conduct a long-
term relationship with the Interagency to facilitate the planning and employment of
10 or other related capabilities to address their priorities, objectives and desired
effects in DSCA operations.

(1) Strategic Objectives. For USNORTHCOM, the following strategic objectives
will define the broad spectrum of events and threats:

(a) Evaluate the use of all 10 capabilities to support operations .
(b) Retain freedom of action in the Information Environment.
(c) Respond with the full spectrum of 10 capabilities as directed.

(d) Proactively support the Primary Coordinating Agency efforts as requested
with the full spectrum of relevant 10 capabilities.

(e) Pre-deploy IO capabilities to Forward Staging Areas to expedite their use
when asked

b. Concept of Operations. This appendix provides for the planning and coordination
of 10 based on the strategic desired effects tailored to the phases of the plan and in
support of operations in several distinct lines of operation as identified in the base
plan. For each line of operation, USNORTHCOM and supporting military
organizations will evaluate all 10 capabilities to support DSCA operations. Each line
of operation will be developed further for approved capabilities and their
employment.

(1) Defense Support of Civil Authorities Phases. 10 capabilities are critical given
the DSCA mission areas. Phase | is continuous situational awareness and
preparedness. 10 will advise Civil Authorities on 10 capabilities available and
consider/coordinate 10 capabilities which might provide support to DSCA
operation. Phase Il begins with identification of a potential DSCA mission, or
when directed by SecDef. Due to nature of timing and placement, 10 will pre-
position 10 capabilities, execute planning on fielding approved 10 capabilities,
execute immediate response approved IO capability actions or continue advising
civil authorities on how 1O capabilities can support DSCA._Phase 111 begins with
the main response force deployment. 10 will coordinate the deployment and
execution of approved 10 capabilities for DSCA. Phase IV begins when DSCA
response operations commence. 10 capabilities and assets are coordinated with
the Civil Authorities or have been ordered by SecDef to conclude operations. 10
capabilities will be executed as necessary and consider redeployment. Phase V
begins with civil authorities assuming control with no degradation of operations.
10 will engage in redeployment of forces back to normal operations and training.
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(2) Disaster/Catastrophe Response. Since disaster and catastrophe response will
be almost immediate and with little or no warning or preparation time,
contingency plans, interagency coordination, regularly scheduled exercises,
training and education are vital to the success of DSCA operations.
USNORTHCOM J39 is responsible for examining all 10 capabilities with utility
for DSCA and, explores ways in which to educate civil and military authorities
about how 10 capabilities can support DSCA, to advocate for their use and to
direct their activities once deployed. As an event approaches or occurs,
USNORTHCOM 10 staff will advise civil authorities as to the applicability of 10
capabilities for the specific DSCA operation. Once deployed, USNORTHCOM
will ensure 10 capability meets the needs of the civil authority. Finally,
USNORTHCOM will redeploy the 10 capability when released by the civil
authorities.

(3) Civil Disturbance Operations. Since civil disturbance operations may be
almost immediate and often occur with little or no warning. Contingency
planning, interagency cooperation, regularly scheduled exercises, training and
education are vital in understanding the causes and in planning and coordinating
the appropriate response to support the Civil Authority. USNORTHCOM J39
will be responsible for examining all 10 capabilities with utility for assisting the
Primary Authority to manage civil disturbance and for seeking ways to educate
civil and military authorities about 10 capabilities, how to advocate for their
employment and how control is exercised once deployed. During employment of
the 10 capability for DSCA operations, USNORTHCOM will ensure the
capability is task-tailored to the requirement and is meeting the Primary
Authority’s needs. Finally, USNORTHCOM will redeploy the capability when
released by the civil authorities.

(4) Defense Support of Civilian Law Enforcement Agencies. Support to law
enforcement spans the spectrum from pre-planned support to immediate needs
during a crisis. Under these circumstances, contingency planning, Interagency
cooperation, regularly scheduled exercises, training and education are vital for
success. USNORTHCOM J39 will be responsible for examining all 10
capabilities with utility for support to law enforcement and seeking ways in which
to educate civil and military authorities about the 10 capabilities, how to advocate
for their employment and how control is exercised once deployed. During
employment of the 10 capability for support to law enforcement,
USNORTHCOM will ensure the capability is task-tailor to the requirement and is
meeting the needs of the civil authorities. Finally, USNORTHCOM will redeploy
the capability when released by the civil authority.

(5) National Special Security Event (NSSE). NSSEs are events which require
significant planning and thorough execution. USNORTHCOM/J39 does have the
capability to plan and coordinate 10 in support of NSSEs. The execution is vested
in either a JTF or provided to the JTF as a supported command. USNORTHCOM
J39 will be responsible for reviewing and making recommendations as to the
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applicability of 10 capabilities for each NSSE and for educating the Primary
Agency and assigned military authorities about 10 capabilities prior to an event,
how to advocate for their employment and how control is exercised once they are
deployed. During the execution and or employment of 10 capability for NSSEs,
USNORTHCOM will ensure the capability is task-tailored to the requirement and
meets the needs of the civil authority. Finally, USNORTHCOM will redeploy the
capability when released by the civil authority.

(6) Wildland Fire Fighting (WFF). WFF occurs on a regular basis and
USNORTHCOM supports as requested. While no 10 capabilities are directly
connected to WFF with exception of Combat Camera (discussed in detail in App
9 to Annex C) USNORTHCOM J39 will be responsible for examining 10
capabilities which might support these events and carrying through with the
appropriate process for employment.

(7) Postal Augmentation. While no 1O capabilities are directly connected to
Postal Augmentation, USNORTHCOM J39 will be responsible for examining 10
capabilities which might support these events and carrying through with the
appropriate process for employment.

c. 10 Objectives

(1) Phase |
(a) Gain approval to use the 10 capabilities with utility for DSCA operations.

(b) Plan and coordinate the use of the full spectrum of 10 capabilities as
directed.

1. 10 capability utility for DSCA is understood by military decision
makers.

2. Use of an 10 capability for DSCA is approved by military decision
makers.

3. 10 capability is coordinated for forces, logistics and positioning.

(c) Support the Primary Agency efforts as requested with the full spectrum of
10 capabilities.

1. 10 capability utility for DSCA is understood by civilian decision
makers.

2. Use of an 10 capability for DSCA is approved by civilian decision
makers.
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3. 10 capability is coordinated for DSCA support requirements and
positioning.

(2) Phase Il

(a) Phase I activities continue and are coordinated and deconflicted. All
actions mentioned for Phase I should be considered for Phase I1.

(b) Respond with the full spectrum of 10 capabilities as directed.

=

10 capabilities are prepared to deploy.

IN

10 capability LNO is provided to civil authorities.

(c) Support the Primary Agency efforts as requested with the full spectrum of
10 capabilities.

=

. 10 capability response is coordinated.

N

. 10 capability response is prepared to deploy upon approval.

(3) Phase 111
(a) Phase Il activities continue and are coordinated and deconflicted with
Phase IV activities. All actions mentioned for Phase I and Il should be

considered for Phase IlI.

(b) Respond with the full spectrum of 10 capabilities as directed.

I=

1O capabilities are deployed.

IN

IO capabilities are responsive to USNORTHCOM C2.

o

IO capabilities are executing as directed.

(c) Support the Primary Agency efforts as requested with the full spectrum of
10 capabilities.

=

. 10 capabilities are positioned as requested.

N

. 10 capabilities are responsive to DSCA requirements.

(4) Phase IV
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(a) Support of civil authorities phase activities are executed and are
coordinated and deconflicted with previous phase activities. All actions
mentioned for Phase I, Il and I11 should be considered for the this phase.

(b) Respond with the full spectrum of 10 capabilities as directed.

=

IO capabilities are examined for continued utility.

IN

10 capabilities are responsive to USNORTHCOM C2.

o

10 capabilities are executing as directed.

(c) Support the Primary Agency efforts as requested with the full spectrum of

10 capabilities.
1. 10 capabilities are examined for continued utility.
2. 10 capabilities are positioned as requested.
3. 10 capabilities are responsive to DSCA requirements.
(5) Phase V

(a) Phase V activities continue as required and are coordinated and
deconflicted with Phase 1V activities. All actions mentioned for Phase I, II,
111, and 1V should be considered for Phase V.

(b) Respond with the full spectrum of 10 capabilities as directed.

I=

IO capabilities are examined for continued utility.

IN

10 capabilities are redeploying as directed.

(c) Support the Primary Agency efforts as requested with the full spectrum of

10 capabilities.

=

. 10 capabilities are examined for continued utility.

N

. 10 capabilities are redeployed as required.

d. Coordinating Instructions. See Tabs B, C and D to this Appendix; the tabs set forth

specific coordination for general application of each 10 capability.

(1) Public Affairs Coordination. Public affairs coordination will occur during all

operations.
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(2) Interagency Coordination. Interagency coordination is vital to the success of 10 in
support of DSCA operations. Interagency coordination will occur via the normal staff or
adaptive headquarters processes.

(3) Strategic Communications. To be promulgated in accordance with National, Defense
and USNORTHCOM guidance. All 10 capabilities will be coordinated and synchronized
with USNORTHCOM Strategic Communications.

4. Administration and Logistics. See Annexes D and E

5. Command and Control. See base plan, Annex A and J

a. USNORTHCOM will plan, coordinate and monitor the execution of 10 assets and
capability through the USNORTHCOM Command Center.

b. Supporting CCDR/S/As are identified in Annex A with 10 capabilities. They will
be tasked through USNORTHCOM/J3 authority to support USNORTHCOM DSCA
operations.

c. Component Commanders will execute coordinated and synchronized 10 capability
activities in support of USNORTHCOM’s DSCA operations.

d. Within USNORTHCOM, 10 capability activities are directed by the NC/J3 with
support from all USNORTHCOM directorates, as required in accordance with (IAW)
reference e.

Tabs

A -- Military Deception — Not Used

B -- Electronic Warfare (EW)

C -- Operations Security (OPSEC)

D — Psychological Operations Support to Civil Authorities Information Support Element
(CAISE)

E — Physical Attack/Destruction — Not Used

F — Computer Network Attack — Not Used

G — Defensive Information Operations (D-10) — Not Used
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HEADQUARTERS, US NORTHERN COMMAND
250 Vandenberg Street, Suite B016

Peterson AFB, CO 80914-3270

11 April 2006

TAB B TO APPENDIX 3 TO ANNEX C TO CONPLAN 2501-05
ELECTRONIC WARFARE (EW)

References: See base plan and Appendix 3 to Annex C, Information Operations
1. Situation

a. Enemy. See base plan and Annex B, Intelligence.

b. Friendly. See base plan and Annex A, Task Organization.

c. Assumptions. Electronic Warfare (EW) systems will be available to ensure
friendly use of the Electromagnetic (EM) Spectrum and to deny use of the EM
spectrum as necessary. EW systems are not limited to U.S. military assets only. EW
assets from non-DOD agencies may be available for use for Defense Support of Civil
Authorities (DSCA) operations. The friendly use of Electronic Attack (EA) against
undesired EM sources located in the USNORTHCOM AO must be extensively
coordinated.

2. Mission. See Appendix 3 to Annex C, Information Operations
3. Execution

a. Concept of Operations. Employment of EW capabilities will enable select DSCA
by utilizing Electronic Protection (EP) to ensure the friendly use of the EM Spectrum;
utilizing EW Support (ES) to search for, intercept, identify, and localize intentional or
unintentional emissions in the EM spectrum; and utilizing EA to defend the friendly
use of the EM spectrum by employing the EM spectrum to degrade, neutralize or
destroy undesired EM capabilities within the AO. EW capabilities will work in
concert with all other 10 capabilities to ensure their effectiveness.

(1) EW actions will not be solely a DOD activity. EW actions within the AO will
have to be coordinated extensively with members of the interagency (1A)
community and approved by civil authorities. Ata minimum USNORTHCOM
must plan to coordinate with U.S. Coast Guard (USCG), FCC, FBI, DOS, DOT,
DHS, DOC, U.S. Customs Service and FAA authorities.

(2) ES, EP and EA support the civil authorities’ objectives.
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b. Operational Tasks

(1) Phase |

(a) Refine AO-wide Joint Restricted Frequency List (JRFL) for specific
missions in a given Joint Operations Area (JOA).

(b) Coordinate EW execution with appropriate members of the interagency
community for use in the AO.

(2) Phase Il
(a) Continue EW tasks from the previous phases.

(b) Employ EW as requested by civil authorities to prevent degradation or
impedance to the flow of information for DSCA operations.

(c) Employ EW/EP as requested by civil authorities to take pre-emptive
measures to protect and defend the integrity of information, information
systems and the related infrastructure.

(3) Phase 111

(@) Continue EW tasks from the previous phases.

(b) EW will prevent degradation or impedance to the flow of information for
DSCA operations as directed by civil authorities.

(c) EW/EP will take pre-emptive measures to protect and defend the integrity
of information, information systems and the related infrastructure as
directed/authorized by civil authorities.
(d) Protect by using EW, as directed/authorized by civil authorities, the C3 of
civil authorities and DOD forces and operations including the leadership,
information, information links/nodes and the supporting infrastructure.

(4) Phase IV

(@) Continue EW tasks from the previous phases as appropriate.

(b) Validate the EW tasks for use in transition phase in support of efforts by
civil authorities.

(5) Phase V

(a) Redeploy EW capabilities as appropriate.
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(b) OPCON is transferred to their respective commands.

c. Specified Tasks

(1) CDR, AIR COMBAT COMMAND (ACC) will be prepared to conduct EW
operations as requested by civil authorities and capabilities deemed necessary by
CDRUSNORTHCOM.

(2) CDR, FLEET FORCES COMMAND (CFFC) will be prepared to conduct
EW operations as requested by civil authorities and capabilities deemed necessary
by CDRUSNORTHCOM.

(3) CDRARNORTH will be prepared to conduct EW operations as requested by
civil authorities and capabilities deemed necessary by CDRUSNORTHCOM.

d. Coordinating Instructions

(1) Special Instructions (SPINS) and the Joint Restricted Frequency List (JRFL)
will be developed by Commander, USNORTHCOM to deconflict EW capability
actions in the USNORTHCOM AO.

(2) Use of EA and portions of ES in the AO must be coordinated with members
of the IA community and approved by the appropriate civil authority for DSCA
operations. USNORTHCOMY/J39 is responsible for ensuring that all coordination
is complete prior to execution.

(3) Coordinate with USNORTHCOM J6 to accomplish the Joint Restricted
Frequency List (JRFL).

(4) USNORTHCOM J6 will develop the Joint Communication and Electronic
Operating Instruction (JCEOI) for each DSCA event to support DSCA operations.

4. Administration and Loaqistics

a. Administration. Provide inputs to the JRFL and SPINS as required through
USNORTHCOM J39.

b. Logistics. Provide logistical support for DOD and non-DOD personnel that may
be required to accomplish the stated mission objectives.

5. Command and Control

a. Command

(1) Eeedback. Provide any feedback inputs to USNORTHCOM J39.
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(2) After-Action Reports. Provide inputs to USNORTHCOM J39 following each
phase of the operation.

b. Command, Control, Communications, Computers and Information. Provide any
special or unusual EW-related capability C4l requirements to USNORTHCOM J39.
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HEADQUARTERS, US NORTHERN COMMAND
250 Vandenberg Street, Suite B016

Peterson AFB, CO 80914-3270

11 April 2006

TAB C TO APPENDIX 3 TO ANNEX C TO CONPLAN 2501-05
OPERATIONS SECURITY (OPSEC)

References: a. National Security Decision Directive 298, National Operations Security
Program, 22 January 1988

b. CJCSI 3213.01B, Joint Operations Security, 17 December 2003

c. DOD Directive 5205.2, DOD Operations Security (OPSEC) Program, 29
November 1999

d. DOD Directive 5200-1, Information Security Program Regulation, 13
December 1996, Certified current, 24 November 2003

e. Joint Publication 3-54, Joint Doctrine for Operations Security, 24 January
1997

f. NORAD-USNORTHCOM Instruction 10-100

1. General. The Operations Security (OPSEC) Tab provides guidance ensuring secure
and effective Defense Support of Civil Authorities (DSCA) operations for the
USNORTHCOM AO. OPSEC will be key to the success of DSCA operations. For the
purposes of CONPLAN 2501, OPSEC processes discussed within are the doctrinally
accepted terms and practices. CONPLAN 2501 is based on a permissive environment
and all OPSEC practices will support the operations security of USNORTHCOM DSCA
operations.

a. OPSEC Scope. OPSEC, unlike traditional security programs specifically designed
to protect classified information, is concerned with identifying, controlling, and
protecting generally unclassified information associated with sensitive operations and
activities. However, OPSEC and designated classified security programs must work
in conjunction with one another to ensure all aspects of operations are protected.

b. Responsibility for OPSEC. OPSEC is a command responsibility. At each level of
command, the operations officer, or his equivalent, has staff responsibility for
coordinating overall OPSEC planning. Each headquarters in preparing a supporting
plan will appoint an OPSEC officer to ensure OPSEC considerations are effectively
carried out. Each and every individual assists in sa