ARCHIVE COPY

NATIONAL DEFENSE UNIVERSITY

NATIONAL WAR COLLEGE

WEAPONS OF MASS DESTRUCTION:
AN UNTIMELY RESPONSE OR MONEY WELL SPENT3

LTC PETER M. AYLWARD/CLASS OF 1999

COURSE 5603
SEMINAR L

FACULTY SEMINAR LEADER:
DOCTOR L U C K

FACULTY ADVISER:
COLONEL SULLIVAN

Form Approved
OMB No. 0704-0188

Report Documentation Page

Public reporting burden for the collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information,
including suggestions for reducing this burden, to Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington
VA 22202-4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to a penalty for failing to comply with a collection of information if it
does not display a currently valid OMB control number.

1. REPORT DATE

3. DATES COVERED
2. REPORT TYPE

1999

00-00-1999 to 00-00-1999

4. TITLE AND SUBTITLE

5a. CONTRACT NUMBER

Weapons of Mass Destruction: An Untimely Response or Money Well
Spent?

5b. GRANT NUMBER
5c. PROGRAM ELEMENT NUMBER

6. AUTHOR(S)

5d. PROJECT NUMBER
5e. TASK NUMBER
5f. WORK UNIT NUMBER

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES)

8. PERFORMING ORGANIZATION
REPORT NUMBER

National War College,300 5th Avenue,Fort Lesley J.
McNair,Washington,DC,20319-6000
9. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES)

10. SPONSOR/MONITOR’S ACRONYM(S)
11. SPONSOR/MONITOR’S REPORT
NUMBER(S)

12. DISTRIBUTION/AVAILABILITY STATEMENT

Approved for public release; distribution unlimited
13. SUPPLEMENTARY NOTES
14. ABSTRACT

see report
15. SUBJECT TERMS
16. SECURITY CLASSIFICATION OF:

17. LIMITATION OF
ABSTRACT

a. REPORT

b. ABSTRACT

c. THIS PAGE

unclassified

unclassified

unclassified

18. NUMBER
OF PAGES

19a. NAME OF
RESPONSIBLE PERSON

14

Standard Form 298 (Rev. 8-98)
Prescribed by ANSI Std Z39-18

Introduction

dn November 14, 1994, respond~ngto the Weapons of Mass Destruction threat,
President Clinton declared a National Emergency citing an "extraordinary threat to the
national security, foreign policy and economy of the United states.'" Strong words that
suggest the need for strong action from the Cl~ntonadministratton.' At risk IS our
nation's security to the potential terrorrst's use of chemical, biological, radiological or

-

nuclear devices Weapons of Mass Destruction (WMD).

Three years later, in a February 1997 report to the President, the Catastrophic
Disaster Response Group concluded that this government is still 111 equipped to respond
to a WMD eventa3Government's efforts to craft a comprehensive response have been
painfully slow because of bureaucratic pol~t~cs.~
These efforts cut across local state,
federal jurisdictions, which involve interagency partners at all levels of government.
How does our government respond when terrorists employ chemical and biological
weaporis on our shores? Understanding the dynamics of the players and the process
begins with an examination of the threat and how the government responds.

The Threat -Terrorists and Time

Terrorist organizations possessing chemical and biolog~calagents have increased
the povntial for attacks within our borders.5 The bombing of the World Trade Center
and the Oklahoma City Federal Building dramatized the serious problems wh~chsmall
terrorists groups could cause6. W~thinthe last five years at least eleven states have

experienced terrorists ~nc~dents~.
Consequently, the Cllnton admtnlstratlon IS actlvely

seeking solut~onsto deal wlth terror~stinsp~reddomestnc threats.

The disaster response system withm the Unlted States depends on a tiered
the event exceeds the local
mutual support system that is resource constrained. If
gwernment's capacity then state and federal resources will be needed.

' Once an

incldent has occurred the real challenge begins when the responders arnve on scene.
If
properly equ~pped,responding to event should be a routme ''first responder"

emergency.

However, the "first responder" community wlthln this country IS woefully ill
equlppdd and unprepared b deal with WMD events? Even more disturbing, federal
techn~calunits that can respond properly are lmted and remotely located. Unless they
are pre-posrt~oned,by the trme they arrived on the scene, vicbm survivability IS
doubtful. Part of the slow response problem results from the support system between
the federal, state and local government, whlch IS constra~nedby a profusion of statues
and regulations.

S t a t u r n and Regulatory Constraints
Statutory and regulatory constra~ntsattempt to sort jurisdictional, fiscal and
~nteragencyrespons~bil~t~es
between the d~fferentlevels of government. Legal
cons~derationsseek to facilitate the response by answering some demandmg questions.

Who has jurrsdictton responsibility, who pays the b~ll
and who IS in charge are three key
issues to WMD response.

Legislation that governs WMD response constrains the federal government from
entennq into state's ~urisdiction.Amendment ten to the constitubon reserves state's
nghts. Disaster response IS primarily a state function. At the same time, terrorist
response is primarily a federal function. I n fact, Presidential Decision Directive 39
(PDD-39) entitled "U.S. Policy on Counterterrorism" assigns primary authority to the
Federal government to prevent and respond to acts of terrorism.

PDD-39 also provides fiscal guidance.''

It requires federal agencies to respond

to terrorist's madents or conduct counterterrorists operations and bear the costs of
their pdrti~ipation.~~
This is key because, depending on the circumstances, some
federal agencies respond under their own authority. For example, the Stafford Act
(Public Law 93-288 also known as the Federal Response Plan) establishes the authority
and process for "all hazards" response to disasters in the United States. The Federal
Response Plan (FRP) is the overarching mechanism for providlng disaster relief to state
and local authonbes. It lncludes 29 federal departments and agencies that have their
own statutory authority to provide government services and support.

I n an era of dwindling resources, who pays the bill a just as important as who
has ~unsdichonrespons~b~lity
and who is in charge. Jurisdictional issues mcluding who's

In charqe and who pays the bill should be resolved before federal responders arrive on
the scene. The consequences for not sorting through these legal issues can result in

-

criminal penalties or worse the agency having to foot the bill. Therefore, Federal
partners seek to resolve these issues before they respond to state and local authorities.

I

Local and State Players

Driven by high public expectatrons, state and local officral recognize the
importqnce of a cooperative partnership w~ththe federal government. Beyond technical
knowledge and expertise, the federal government prowdes much needed money for
local ar)d state response efforts. At the same bme, local and state players seek to
matntain their autonomy when makng decis~onsunder the Incident Command System
(I=)*

k l comrnun~tyresponse to a WMD emergency uses the ICS to ensure a

coordiriated response. The Inadent Commander is often the senior responder (e.g.,
fire ch~ef,or police chief). Final authority to make on-scene decisions regarding the

conseqpences of the mcident, saving lives, casualty treatment, and community
I

evacuation, rests with the local Incident Commander.

I f local assets are not sufficient to meet the emergency response requirements,
I

they will request state (or reg~onai)assets through the State Office of Emergency

Services. I f the WMD incident were of significant scope and s~ze,the governor could
request assistance from the President of the United states.12

The Federal Players

When a governor asks for ass~stance,the federal government responds on the
Presdent's behalf. By des~gn,there are three main groups of players who may respond
to WMD events. The first two are the FBI and FEMA, htghlighted n PDD-39, whkh

prov~depolicy overs~ghtfor cris~sand consequence management respectively. The th~rd
group, responsible for the Domestic Preparedness Program execution, is the
Departqent of Defense (DoD)."

To coordinate the federal response policy, the FBI and FEMA have been
designated the lead federal agencies to orchestrate the federal response. These efforts

are dlv~dedmto two categmes: crisis management and consequence management.
Cris~smanagement falls under the purview the FBI. l4
FBI responsibilities mclude
resolving the lnadent before ~thappens, ~nvestigatmgthe Incident once it happens and
preparihg the case for criminal pm~ecution.'~

~EMA
is the lead agency for consequence management. Although the effected

state and local governments have pnmary jurisdiction for emergenaes, a terrorist attack

involvmg WMD could create havoc beyond their capability to respond. After a request
from the governor, FEMA would coordinate consequence management acttv~tfes

including measures to mitigate damage, restore essential government services and
prov~deemergency ass~stance. FEMA would Implement the Federal Response Plan
cooperating with state and local emergency response agencies. l6

'In addition to FEMA and the FBI, DoD also cooperates with state and local
emergency response agenaes. Essentially, DoD prepares state and local emergency
responders through the Domest~cPreparedness Program. This Congressionally
mandated effort attempts to link Dons wide range of technical expettise and
experience to the first responder community.

However, the process to link the two

groups together a somewhat unwieldy.
I

Problems and The Evolving Solution
Two problems inherent in this cumbersome system ~ncludetraining and
response. First, emergency planners including specialized hazardous matenals teams,
currently do not possess the effective testing equipment nor the training to help identify
sophisdcated chemical or biological warfare agents that might be used in a potential
terrorist attack.17 Second, a bme gap

between the local/state response and the

federal response. Expert help that local agencies would need must come from the
Center for Disease Control (CDC) in Atlanta, the U.S. Army Medical Research Institute
for Infectrous Diseases (USAMBID) at Ft. Dernck, Maryland, or a new specially trained
team qf U.S. Mannes called the Chemical/Btologiml Incident Response Force (CBIRF).'~

l@fortunately, it takes consrderable time before these hrghly tra~nedspecialrsts
can arrive on the scene. In the mean time, local fire, EMS, poke agencres, and
hosp~talpersonnel wrll be responsible for the management of the emergency.
Recognizing traming and response shortfalls, Congress authorized the federal
government to improve capabilities to respond to WMD rncidents by passing Title XIV
also known as the Domestic Preparedness Program. Among other requirements, litle

XW requires the federal government to provide chemrcal-biolog~calfirst responder
tralning.19 A two pronged strategy has been undertaken to provide part of the trainrng
and resjmnse solution.

Rrst, in an effort to shore up local responder's capabrlity, DoD has been charged
with provding training to 120 of the nation's cities. Training provrdes first responder's
skills n early detect~onof symptoms, quick decontamination techniques and protocols
to prevent the spread of the agent outslde the incident area. Accord~ngly,training

provides the most critical area for enhancing #is nation's ability to respond to a WMD
incident.

Second, to fill the gap between state and federal government response, the
National Guard has been directed to develop Rapid Assessment Initial Detection teams.
Desgned to amve on the scene within hours of an incident, teams of highly trained
experts would provide technical advice assistance and support, until the more robust

federal response can arrive. " Enhanced Nabonal Guard capabilities, cut through

statutory and regulatory constramts, provide much needed technical expert~se,and
close the response gap.

Both efforts are economy of force options that attempt to avo~dreinventmg the
wheel. Yet, collaborating on these trainrng and response options has been slow
own self-mterests.
because each federal institution mvolved seeks to protect ~ t s
Arr~vingat equitable solutions involves pullmg, haulmg and horse-tradmg that w~ll
stretch the frmited discretionary funding made available by Congress.

Special Interests
Vymg for the limited discrebonaiy fundmg made available by Congress, federal
players prov~deparochial views on solving the problem w h ~ kservlng thelr state and
local spmal interests. These solutions generally underscore the benefits of usmg thelr
organization's unique capabil~ties.The FBI, FEMA and DoD have all been gu~ltyof
bureaucratic pdit~csthat exploits exrstrng programs, policies and capab~lit~es
with an
eye on the funding available from Congress.

To that end, each organmtron leverages the unrque aspects of their state and
local counterparts. First, the FBI underscores its role as the federal crisis manager.
The FBJ provides solutions that highlight the unque FBI and local law enforcement
retationships. Second, given the lead on Consequence Management, FEMA (who runs
the firefighter academy) provides solutions and tra~n~ng
that highlight the unique FEMA

and fire fighters' relationsh~ps.Th~rd,DoD targeted the constitutionally unlque state
and federal dual-status role of the National Guard to fill the gap between the local/state
response and the follow-on federal response. This also provides a partial solution to
Quadrepnial Defense Review cuts to the National Guard by providing relevance to force
structure that was deemed irrelevant.

Engaged In bureaucratic politics the interagency partners will conbnue to press
their own self-interests. Congressionally scrutiny In the aftermath of Government
Accounting Office audits w~llforce compromise and help control government waste.
Prudent deusons based on a comprehensive analysls of the interagency partners w~ll
ensure our good fiscal stewardsh~p.Also, ~tw~llavoid fragmented, dupl~cativeefforts
and avoid unnecessary mission creep mto the domestic arena.

Summary
Operating In the full glare of television, our govemment can 111-affordto respond
half way around the world to places like Somalia and Rwanda and neglect its own
people. Protecting the territory of the United States from all enemies fore~gnand
domestlc is the principle task of government? When terror stnkes home, Amencans

expect a prompt and efficient response. Understandmg how our government responds
allows bs to construct practical solut~onsto meeting the challenges of WMD domest~c
emergencies.

Effectmg a tlmely and efficient WMD response is not an easy task. Jurisdlct~onal
division of responsib~l~ty
between local, state and federal government's makes this even
more cumbersome. The complex nature of Amencan bureaucracy and the interagency
tnstrtut~onsthat serve them further exacerbates the problem. On one hand, local and

state authorit~esseek to remain autonomous but remgnlze the need for federal
involvetnent. On the other hand, legal restr~ct~ons
force the federal partners to abide
by a strict set of statutory and regulatory gurdellnes In order to respond. The two must
be carefully coordinated.

Failure to respond in a competent, efkient and effective manner will
undou tedly have serious polltual consequences. Public opinion and speaal interests

?
I

play an important and ever increasing role rn crafthg domeslx policy. The vote IS a
sign~ficantreality check for those that neglect the home front.

Stdl matunng, the Interagency WMD effort has made slow but notable headway
while tackling some tough Issues. This is an ongolng, evotving process. I n the final
analysts, the WMD strategy is an economy of force effort that attempts to provlde good

fiscal stewardsh~pIn an era of llmited discretionary funding. Only time will tell if those
funds were wsely spent.

ENDNOTES

U.S. President. Executive Order #12938. 14 November 1994, p. 1. m i s Executive
Order has been renewed every year and was amended again July 1998).
U.S. Congress. Senate. Committee on Government Affairs, Subcommittee on
Internafional Security, Proliferation and Federal Services, m e Ptvhferatron Primer.
Januaw 1998, p l .
U.S. bepartment of Defense. In-rafr'ng Nat~onaiGuard and Resave ~mponent
Suppwit for Response to Af&cks Usinp Weraponsof Mass Destrucfr'on. January 1998,
p. 7. Note: The Catastrophic Disaster Response Group is comprised of senior
representatives of the 29 federal departments that have signed the Federal Response
Plan.
Graham T. Allison and Morton H. Halperin. "Bureaucratic Polit~cs:A Paradigm and
Some Policy Implicatrons," World Politics XXIV Supplement (Summer 1972), p. 40.
US. bepartmerit of Defense. Report of the Natconal Defense Panel. Transforming
De&nse: National Sxurity in the 21g Cenfury. December 1997, pp. 16-17.
D. A. Henderson. Bio/ogw/ Tmn'sm. Original paper presented on January 8, 1998.
John H~pkinSUniversity. P. 2. (In possession of author).

U.S. kpartment of Defense. Llomesttc Prepsm'ness P w m m in Be Detiwse Against
Weapohs of Mass Dest;rucfron. Report to Congress 1May 1997, p 1. (In possession of
author).
New York City is the excepbon to the rule when it comes to possessing a robust WMD
response capability. I n many instances they prefer to handle the situation internally but
recognrze the benefit of federal government intervention.
US. Department of Defense. Domestrc Prepadness Pwgram in the De&nse Against
Weapons of M a s Destructr'on. Report to Congress 1May 1997, p 4.
lo This contradicts the Economy Act (Section 1535, Title 31 United States Code) that
requires federal agencies to provide service on a reimbursable basis. Providing services
without reimbursement is v~ewedas an illegal augmentation of an appropriatmn.

l1

U.S. President. Presidential Decisron Directwe 39. 21 June 1995, p 5.

Most state disasters are high visib~litywith both local and national media merage.
Goverqors generally take advantage of these opportunities to highlight their concern for
l2

their cohstituents vla direct med~acoverage, wh~chmay highlight the "personal call" to
the Pres~dent.At the same t~me,hav~ngbeen a governor, the Pres~dent,(dependmg on
the party of the governor) may initlate the call to see ~fassistance IS needed. However,
FEMA vorks on a daily h s ~ with
s the state offices of emergency management to meet
the emCrgency response requirements. Generally, states will submit requests for
federal assets through the FEMA Reg~onalOperat~onsCenter.
l3

A Senior Interagency Coordmation Group (SICG) on terrorism was established to
faalitatk the interagency coordtnation of policy issues and program activities in support
of Federal in~bativesto assist federal, state and local first responders In respondmg to
WMD events. The SICG IS composed of senlor members from DoD, FEMA, FBI, Publ~c
Health Services (PHs), the Enwronmental Protectton Agency (EPA), the Department of
Energy (DOE), the Department of Jusbce (DOJ), the Department of Transportation
(DOT), the United States Department of Agriculture (USDA), General Serwces
Administration (GSA) and the Nabonal Cornmunlcation System (NCS).
14

Crisis management activit~esmclude active measures for prevention, ~mmediate
lnc~dentresponse, and post-mdent response. Actlv~tiesindude command of the
operatipal response as the on-scene manager for an incident in coordination with
other FWeral agencles and State and local authorities. The FBI prov~desguidance on
the crisis management response in the FBI Nuclear Inc~dentContingency Plan
(classified) and the FBI Chern~calfBiological Incident Contmgency Plan (classified).
U.S. department of Defense. Proposed CONOPS for the Chemical/ Biologlel Rapid
Response Team (C/ 0-RRT) (Draft). (In possession of the author).
l5

I

The Federal Response Plan a a t ~ m etested, interagency effort (29 agencies) that
has been an outstanding means of coordmating relief efforts In the many largescale
disastek that the US. has experienced recently. It provides the log~calvehicle for the
coord~qationof Federal consequence management operations. The Federal Response
Plan I plements the authontes given to the Federal Emergency Management Agency
Amencan emergency management law to asslgn missions to any Federal
under
Departbent or agency n support of a d~sasteror emergency declared by the Pres~dent.
President Clmton also assigned the Federal Emergency Management Agency
to ensure that State government plans are adequate and that their
respons~b~lity
capabi\~ties
are tested for nuclear, b~ological,or chernml terrorst incidents.
l6

k

l7 Clark L Staten. Emrgency Response lb Chemi~//B~of~/cdf
Temrist Incidents.
Emergency Response & Research Institute Web Page.
l8 Ibid.

-

~ u b l kLaw 104-201 Sectton 1412 Emergency Response Assistance Programs
subsect~on(a) and Chemml-Btolog~calEmergency Response Team sect~on1414
subsection (a).
l9

U.S.Department of Defense. Inwrating NaMnal Guard and Reserve Component
Support h r Response to Attacks Using Weapons of Mass Dest;rucfion.January 1998, pp.
21-22.

20

U.S. Department of Defense. Report of the National Defense Pand. TransIbrming
Dehse: National Skcurity in the Zl* Century. December 1997, p 25.

