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Washington, DC 20548

United States General Accounting Office

April 18, 2001

The Honorable Ike Skelton
Ranking Member

Committee on Armed Services
House of Representatives:

Dear Mr. Skelton:

This report responds to your request that we review the Department of
Defense’s (DOD) personnel security adjudicative process as a follow-on to
our review for you that highlighted material weaknesses in DOD’s
personnel security investigative process. As requested, we (1) assessed
whether DOD’s adjudicators consistently document all significant adverse
security conditions when determining individuals’ eligibility for top secret
security clearances and (2) identified factors that hinder the effectiveness
of DOD’s adjudicative process. We are making recommendations to the
Secretary of Defense aimed at strengthening the direction and oversight of
the adjudicative process.

As we agreed with your office, unless you publicly announce the contents
of this report earlier, we plan no further distribution of it until 30 days
from the date of this letter. At that time, we will send copies of this report
to the Honorable Donald H. Rumsfeld, the Secretary of Defense; the
Honorable Joseph W. Westphal, Acting Secretary of the Army; the
Honorable Lawrence J. Delaney, Acting Secretary of the Air Force; the
Honorable Robert B. Pirie, Acting Secretary of the Navy; and the heads of
DOD’s adjudication facilities. We will then send copies to the
congressional committees and others who are interested and make copies
available to others who request them. '
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If there are any questions regarding this report, please contact me at
(202) 512-3958. GAQ contacts and staff acknowledgements are listed in
appendix VII.

Sincerely yours,

Conl R ddhusZen

Carol R. Schuster
Director
Defense Capabilities and Management
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Executive Summary

Purpose

Each year, the Department of Defense (DOD) makes about 200,000
decisions to grant, deny, or revoke security clearances for its civilian,
military, and contractor personnel. With these clearances, employees can
gain access to highly classified information that ranges from nuclear
weapon systems and plans for the defense of Europe, to the identity of
U.S. and allied intelligence agents. The number of clearances granted by
DOD—about 2.1 million in total—represents a formidable challenge to
those responsible for deciding who should be given a clearance. The
critical nature of the information that DOD maintains and the damage to
national security that can result if it is not adequately safeguarded requires
scrupulous decision-making when granting security clearances.

In October 1999, GAO reported on the first step in DOD’s process for
granting top secret security clearances—the investigation phase.' That
report identified serious weaknesses in the management and quality of
investigations, recommended corrective actions, and prompted many
changes by DOD. On the basis of these findings, the Ranking Member,
House Committee on Armed Services asked GAO to review the second
step in the process, referred to as adjudication. Through this process,
personnel security specialists (called adjudicators) at eight DOD
adjudication facilities review the results of the investigations to identify
any potentially significant adverse conditions in an individual’s
background that might pose a security risk. They then decide whether or
not the individual is eligible for a clearance. Those reviews are to be
conducted according to federal adjudicative guidelines aimed at ensuring
consistency in protecting classified information throughout the
government. The President approved these guidelines in 1997. The
Assistant Secretary of Defense (Command, Control, Communications, and
Intelligence) is responsible for providing policy and operating guidance
and for monitoring DOD’s decentralized adjudicative process.

In reviewing the adjudicative process, GAO (1) assessed whether DOD’s
adjudicators consistently document all significant adverse security
conditions when determining individuals’ eligibility for top secret security
clearances and (2) identified factors that hinder the effectiveness of DOD’s
adjudicative process. GAO reviewed 404 randomly selected, top secret
cases using the federal guidelines to determine if DOD adjudicators had
recorded all significant adverse conditions in the applicants’ backgrounds.

! DOD Personnel: Inadeguate Personnel Security Investigations Pose National Security
Risks (GAO/NSIAD-00-12, Oct. 27, 1999).
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Executive Summary

Results in Brief

GAO projected these results to the population of approximately 3,800 top
secret cases that six of eight DOD adjudication facilities had reviewed in
May 2000. These six facilities accounted for 97 percent of all DOD
clearance adjudications made by the eight adjudication facilities in fiscal
year 2000.

GAO’s analysis showed that DOD adjudicators have not consistently
documented all significant adverse security conditions present in
investigative case files when determining individuals’ eligibility for top
secret security clearances. On the basis of findings projected to the study
population, GAO estimated that DOD adjudicators did not document all
significant adverse conditions in about one-third of the population of 3,800
cases. As a result, DOD has been unable to demonstrate that it fully
considered all significant adverse conditions that might call into question
an individual’s ability to adequately safeguard classified information in.
granting eligibility for top secret clearances. Conditions often not
documented included financial matters, especially unexplained affluence
(i.e., wealth that appears to exceed an individual’s income), personal
conduct, and foreign influence—conditions that federal guidelines say
represent security concerns that should be carefully considered in the
security clearance decision-making process. Moreover, GAO estimated
that in about one-sixth of the study population, adjudicators decided the
individuals were eligible for top secret clearances in the absence of
mitigating information that might lessen the government’s risk. The
differences in documenting significant adverse conditions among the
adjudicators in the various adjudication facilities and between the
adjudicators and GAO’s analysts suggests that the adjudicators may not be
consistently applying the adjudicative guidelines. Although DOD
regulations require adjudicators to document their rationale for clearance
determinations when significant adverse information is uncovered,
officials in the adjudication facilities have differed widely in the
information and records they have kept. The lack of detailed
documentation requirements prevents DOD from demonstrating that it has
considered all relevant information.

Several factors have hindered the effectiveness of DOD’s adjudicative
process. Overall, the Assistant Secretary of Defense (Command, Control,
Communications, and Intelligence) has not provided adequate direction to
officials of the adjudication facilities or sufficient oversight of the process.
Specifically, the Assistant Secretary has not (1) required adjudicators to
use common explanatory guidance, such as that contained in the
Adjudicative Desk Reference he developed, or issued any other clarifying
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Executive Summary

Principal Findings

guidance to promote consistency in applying the federal guidelines;

(2) required adjudicators to take DOD adjudicative training or afforded
them with continuing education opportunities on applying the federal
guidelines; and (3) established common quality assurance mechanisms to
identify any problem areas needing clarifying guidance or training. Use of
common guidance and common training could promote consistency in the
application of the federal guidelines. Common quality assurance
procedures would facilitate DOD’s oversight of the adjudicative process.
Such actions aimed at providing stronger direction and oversight are
needed given the challenges posed by the decentralized nature of DOD’s
process. :

GAO makes several recommendations for executive action to provide
better direction to DOD adjudication officials, improve DOD’s oversight,
and enhance the effectiveness of the adjudicative process. DOD agreed
with GAO’s findings and recommendations and has begun to act on the
recommendations.

DOD Has Not Consistently
Documented Adverse
Security Conditions

GAO’s analysis of a random sample of case files supporting the decisions
to grant or deny eligibility for top secret clearances showed that DOD
adjudicators did not document all significant adverse security conditions
specified in the federal guidelines. First, GAO estimated that 33 percent of
the population of 3,800 cases contained significant adverse security
conditions that the adjudicators did not document in their records. Most
frequently, DOD adjudicators did not document significant adverse
conditions in four areas. In projecting the extent that adjudicators did not
document such factors in the 3,800-case population, GAO estimated that

12 percent contained one or more adverse conditions related to personal
finances, including large credit card debts, bankruptcies, and unexplained
affluence;

10 percent contained one or more conditions related to personal conduct,
such as omitting prior arrests from security questionnaires;

10 percent contained one or more conditions related to foreign influence,
such as spouses who were not U.S. citizens, frequent travel to a foreign
country, or continuing contacts with foreign relatives; and
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Executive Summary

6 percent contained one or more conditions related to criminal conduct,
such as arrests, drug possession and use, and driving under the influence
of alcohol.

Second, DOD sometimes determined individuals to be eligible for top
secret clearances even though their records contained no information that
might mitigate the risks posed by significant adverse conditions in the
individuals’ backgrounds as specified in the federal adjudicative
guidelines. GAO estimated that 16 percent of the cases in its study
population had adverse conditions in their case files without any
mitigating information. Unexplained affluence was the adverse condition
that was most frequently neither documented nor mitigated. This was true
for an estimated 7 percent of the cases in GAQO’s study population. When
requested, adjudication officials could not provide supplementary
information to demonstrate that such conditions or mitigating information
were considered even though DOD regulations implementing the federal
adjudicative guidelines require that such factors be considered and
documented when deciding that an adverse condition is not serious
enough to deny a clearance. :

DOD regulations require that the adjudication officials record their
rationale for denying clearance eligibility or for granting it when
“significant derogatory information” is found. However, the Assistant
Secretary of Defense (Command, Control, Communications, and
Intelligence) provides no guidance beyond the regulations for determining
what constitutes this type of information, the amount of detail to record,
and where it will be recorded. Each adjudication facility documents the
rationale for its decisions differently; only two of the six facilities maintain
complete records that clearly document the adverse conditions that their
adjudicators identify and whether they applied any mitigating factors to
reduce the risks from these conditions.

Several Factors Hinder the
Effectiveness of DOD’s
Adjudication Process

The Assistant Secretary of Defense (Command, Control, Communications,
and Intelligence) has not provided sufficient direction and oversight to
DOD’s adjudicative process.

First, although the Assistant Secretary developed explanatory guidance for

‘the adjudicative guidelines in the Adjudicative Desk Reference to help

interpret the broad terms in the federal guidelines, he did not require
DOD’s adjudicators to use it in their reviews or provide any further
explanatory guidance. Officials in the Office of the Assistant Secretary
were concerned that adjudicators might interpret the guidance in the Desk
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Reference as a simple checklist that could be substituted for a careful
consideration of all the facts. GAO found that the tool provides more
specificity about what constitutes a significant adverse security condition,
the rationale for the concern about the condition, and the ways the risks of
the condition could be reduced. The Assistant Secretary has not provided
any further clarifying guidance, although he is assessing whether such
guidance is needed based on continuing questions about the definition of
terms in the guidelines.

Second, the Assistant Secretary has developed core and advanced
adjudicative training through DOD’s Defense Security Service Academy
that is consistent with the federal guidelines, but he has not required
adjudicators to take this training. GAO found that almost one-half of the
adjudicators on board during fiscal year 2000 had not taken a single course
from the Academy since 1995, the time when the adjudicative guidelines
were being circulated within DOD and included in Academy courses.
Further, the Assistant Secretary has not provided continuing education
opportunities, although DOD adjudicator training staff and adjudication
facility officials believe that it is necessary to keep adjudicators current on
how to apply the federal guidelines. GAO believes that the lack of common
training can perpetuate inconsistent application of the federal guidelines."
Third, the Assistant Secretary has not specified uniform quality assurance
procedures to be followed by the adjudication facility officials. As a result,
various procedures have been used to monitor the quality of adjudications
and, where reviews were done, the results were largely undocumented.
Without systematic and documented periodic reviews of all the ,
adjudicative work, neither DOD nor adjudication facility officials have the
information they need to oversee or manage the process and to ensure that
clearance decisions are made in accordance with the DOD regulations
implementing the federal guidelines.

The decentralized structure of DOD’s adjudicative process has posed
management challenges. Three federal studies over the last decade
identified the decentralized structure of the process as the primary cause
of cost inefficiencies, policy inconsistencies, and monitoring weaknesses.
In 1993, following the first of these studies, DOD reduced the number of
adjudication facilities from 19 to 8. Despite the studies’ recommendations
to further consolidate DOD’s process, adjudication facility officials have
generally opposed such efforts for various reasons, including the fact that
each facility performs unique functions in addition to adjudication that
might be lost under a consolidated facility. If the process is to remain
decentralized, stronger guidance, direction, and oversight are needed to
enhance the consistency with which security clearance decisions are
made.
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Recommendations for
Executive Action

Agency Comments
and GAO’s Evaluation

Executive Summary

To provide better direction to DOD adjudication officials, improve DOD’s
oversight, and enhance the effectiveness of the adjudicative process, GAO
recommends that the Secretary of Defense direct the Assistant Secretary
of Defense (Command, Control, Communications, and Intelligence) to

establish detailed documentation requirements to support adjudication
decisions, including all significant adverse security conditions and the
mitigating factors relevant to each condition;

require that all DOD adjudicators use common explanatory guidance, such
as that contained in the Adjudicative Desk Reference;

establish common adjudicator training requirements and work with the
Defense Security Service Academy to develop appropriate continuing
education opportunities for all DOD adjudicators; and

establish a common quality assurance program to be implemented by
officials in all DOD adjudication facilities and monitor compliance through
annual reporting.

GAO received written comments on a draft of this report from the
Department of Defense that are reprinted in appendix I. The agency
acknowledged that the data in the report shows that adjudicators have not
clearly documented disqualifying or mitigating factors in many cases. Also,
the agency acknowledged that it needs to develop more precise and
relevant reference material for its adjudicators, improve and expand on
training opportunities for its adjudicators, and provide an effective quality
assurance program to better ensure uniformity and standardization among
the adjudication facilities in support of the agency’s mission objectives.
The agency concurred with our recommendations and described the
actions it plans to take to improve its documentation, guidance, training,
and quality assurance program. In addition, the agency provided technical
comments to update or clarify key information that we incorporated
where appropriate.
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Chapter 1: Introduction

Currently, about 2.1 million Department of Defense (DOD) military,
civilian, and contractor personnel hold security clearances. More than a
half million of these have top secret clearances, which allow access to
information that could cause grave danger to national security if disclosed
without authorization. Between 1982 and 1999, 80 federal civilian, military,
and contractor personnel were convicted of espionage, 68 of whom were
DOD employees. Nineteen of these individuals held clearances that
allowed access to top secret information. These espionage cases have had
serious consequences for the United States because foreign governments,
many.of which are hostile to the United States, have gained access to such
highly classified information as stealth technology; plans for the defense of
Europe; the location and use of tactical nuclear weapons; and the
identification of U. S. and allied intelligence agents who were subsequently
killed. Because compromising classified information can lead to serious
damage to U.S. national security, determining which individuals can be
expected to best safeguard such information is one of the nation’s most
serious security obligations.

DOD’s Personnel
Security Clearance
Process

To ensure the trustworthiness, reliability, and loyalty of persons in
positions with access to classified information, the federal government
depends upon a process that includes (1) a personnel security
investigation and (2) a determination of eligibility for access to classified
information—a process known as adjudication. As shown in figure 1,
DOD’s process begins with the individual completing a security
questionnaire and a military commander, contractor, or other DOD official
submitting a request for a security clearance. DOD’s Defense Security
Service (DSS), the Office of Personnel Management, or their contractors
conduct the investigations.
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Chapter 1: Introduction

Figure 1: Personnel Security investigative and Adjudicative Process

Based on the investigative report,
adjudication facility staffs
determine eligibility for access
to classified information and
forward this determination to
the requesting organization.

Requester submits
an individual's
security questionnaire
to DSS or the Office of
Personnel Management.

DSS, the Office of Personnel
Management, or one of their
contractors conducts an
investigation and forwards an
investigative report to an
adjudication facility.

Source: DOD’s Defense Office of Hearings and Appeals and DSS.

Once a security investigation is completed, the results are sent to an
adjudication facility where an adjudicator, usually a personnel security
specialist, is assigned to review the investigative findings. The adjudicator
makes a determination, in accordance with DOD regulations implementing
the federal adjudicative guidelines, regarding an individual’s eligibility for
access to classified information.! DOD maintains eight adjudication
facilities: the Air Force Central Adjudication Facility; the Army Central
Personnel Security Clearance Facility; the Defense Intelligence Agency
Central Adjudication Facility; the Directorate of Management, Joint Chiefs
of Staff Central Adjudication Facility; the Department of the Navy Central
Adjudication Facility; the National Security Agency Central Adjudication
Facility; the Washington Headquarters Services Consolidated Adjudication
Facility; and a two-part organization that makes eligibility determinations
for DOD contractor personnel (the Defense Industrial Security Clearance
Office in DSS and the Defense Office of Hearings and Appeals in the
Defense Legal Services Agency).

On the basis of the adjudicator’s review, adjudication facility officials
approve, deny, or revoke an individual’s eligibility for a clearance. DOD
Regulation 5200.2R requires adjudication facility staff to record the
rationale for each unfavorable security determination and each favorable
determination in which the investigation or other information highlighted
significant adverse conditions identified in the federal adjudicative
guidelines. The results of the adjudication determination are

'In implementing the federal adjudicative guidelines, DOD Regulation 5200.2R Department
of Defense Personnel Security Program, January 1987, sets forth the policies and
procedures for granting DOD military, civilian, and contractor personnel access to
classified information. The policies and procedures for granting industrial personnel
security clearances are also contained in DOD Directive 5220.6, Defense Industrial
Personnel Security Clearance Review Program, April 20, 1999.
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Chapter 1: Introduction

Federal Adjudicative
Guidelines Aimed at
Achieving Consistent
Application

communicated to the requesting organization, usually the organization
where the individual is or will be assigned. The organization then makes
the final decision to authorize or limit access to classified information
based on the individual’s eligibility and the position requirements. Overall,
DOD grants security clearance eligibility to the vast majority of applicants;
in fiscal year 2000, DOD granted eligibility for about 98 percent of the
security clearance requests.

The Assistant Secretary of Defense, Command, Control, Communications,
and Intelligence (C3I), has primary responsibility for issuing policy and
operating guidance and performing oversight of the adjudicative process.
Accountability for DOD’s adjudicative process is decentralized. The eight
adjudication facilities charged with making adjudication determinations
report to the head of their respective military department or defense
agency. In fiscal year 2000, the facilities made about 185,000 clearance
decisions with 183 adjudicators and a budget of about $25 million.
Appendix II describes the reporting organizations, budget, staffing, and
workload for the eight adjudication facilities.

In March 1997, the federal government established a common set of
personnel security investigative standards and adjudicative guidelines for
determining eligibility for access to classified information. These
guidelines were in response to the mandate of Executive Order 12968 that
security policies must ensure consistent, cost-effective, and efficient
protection of classified information. Such policies foster the consistent
application of the federal guidelines to facilitate reciprocity among federal
agencies, and thereby avoid unnecessary and costly clearance
reevaluations when an individual moves from one agency to another
before the clearance eligibility has expired. All federal agencies and
departments are to use the federal guidelines in making decisions on
security clearances for government civilians, military personnel,
consultants, contractor employees, and others who require access to
classified information. The guidelines also apply to all clearance types —
confidential, secret, and top secret.? The guidelines are based on the
collective advice and expertise of a broad cross section of senior
representatives from 10 federal agencies and the results of studies of prior

% These classifications refer to information or material that if disclosed without proper
authorization could cause varying degrees of damage to national security. For example,
disclosure of top secret information could cause grave damage to national security.
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Chapter 1: Introduction

espionage cases. DOD instructed adjudication facility officials to begin
following the guidelines in 1996 while they were still under review. The
President approved the guidelines in March 1997; in November 1998, DOD
adopted the guidelines as its official adjudication policy.

The 1997 federal adjudicative guidelines state that each security clearance
case is to be judged on its own merits and a final decision to grant, deny,
or revoke access to classified information is the responsibility of the
specific department or agency. Any doubt about whether a clearance for
access to classified information is consistent with national security is to be
resolved in favor of national security. Executive Order 12968, which
authorized the federal guidelines, makes it clear that a determination to
grant clearance eligibility is a discretionary decision based on judgments
by appropriately trained adjudicative staff. The guidelines, therefore, are
not to be considered a simple checklist. Adjudicators are to consider
available, reliable information about the person—past and present,
favorable and unfavorable—in reaching an “overall common sense”
clearance eligibility determination, a process known as the “whole person”
concept.

Criteria for
Determining
Clearance Eligibility

In making determinations of eligibility for security clearances, the federal
guidelines require adjudicators to consider (1) guidelines covering 13
specific areas, (2) adverse conditions or conduct that could raise a
security concern and factors that might mitigate (alleviate) the condition
for each guideline, and (3) general factors related to the whole person.
First, the guidelines state that clearance decisions require a common sense
determination of eligibility for access to classified information based upon
careful consideration of the following 13 areas:

allegiance to the United States;

foreign influence, such as having a family member who is a citizen of a
foreign country;

foreign preference, such as performing military service for a foreign
country;

sexual behavior;

personal conduct, such as deliberately concealing or falsifying relevant
facts when completing a security questionnaire;

financial considerations;

alcohol consumption;

drug involvement;

emotional, mental, and personality disorders;

criminal conduct;
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* security violations; :

« outside activities, such as providing service to or being employed by a
foreign country; and

« misuse of information technology systems.

Second, for each of these 13 areas, the guidelines specify (1) numerous
significant adverse conditions or conduct that could raise a security
concern that may disqualify an individual from obtaining a security
clearance and (2) mitigating factors that could allay those security
concerns, even when serious, and permit granting a clearance. For
example, the financial consideration guideline states that individuals could
be denied security clearances based on having a history of not meeting
financial obligations. However, this adverse condition could be set aside
(referred to as mitigated) if one or more of the following factors were
present: the financial condition was not recent, resulted from factors
largely beyond the person’s control (e.g., loss of employment), or was
addressed through counseling.

Third, the adjudicator should evaluate the relevance of an individual’s
overall conduct by considering the following general factors:

» the nature, extent, and seriousness of the conduct;

« the circumstances surrounding the conduct, to include knowledgeable
participation;

» the frequency and recency of the conduct;

» the individual’s age and maturity at the time of the conduct;

» the voluntariness of participation;

+ the presence or absence of rehabilitation and other pertinent behavioral
changes;

* the motivation for the conduct;

« the potential for pressure, coercion, exploitation, or duress; and

» the likelihood of continuation or recurrence.

When the personnel security investigation uncovers no adverse security
conditions, the adjudicator’s task is fairly straightforward because there is
no security condition to mitigate.
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Prior Review by GAO

Objectives, Scope,
and Methodology

Chapter 1: Introduction

In October 1999, we reported on the first part of the process of obtaining a
security clearance—DOD’s security investigative process.® We found that
92 percent of investigations did not gather all of the information required
by federal investigative standards and that the investigations were not
completed in a timely manner. We concluded that these problems
represented a risk to national security by making DOD vulnerable to
espionage. We recommended that the Secretary of Defense improve
oversight, identify the personnel security investigative process as
containing material internal control weaknesses, and take steps to correct
those weaknesses.! We also recommended that the DSS Director develop a
strategic plan and performance measures to improve the quality of the
investigative work and correct problems in such areas as the case control
management system and training. Following our report, DOD began to
institute a variety of reforms aimed at improving security investigations.
These reforms will not be completed for several more years.

On the basis of the weaknesses we noted in DOD’s personnel security
investigative process, the Ranking Member, House Committee on Armed
Services, asked us to determine if similar weaknesses might exist in the
second step in determining eligibility for security clearances—the
adjudicative process. The decentralized management of this process adds
special challenges not faced in the centralized investigative process. Our
objectives were to (1) assess whether DOD’s adjudicators consistently
document all significant adverse security conditions when determining
individuals’ eligibility for security clearances and (2) identify factors that
might hinder the effectiveness of DOD’s adjudicative process.

To assess whether DOD’s adjudicators consistently document all
significant adverse security conditions, we conducted an independent
analysis of a sample of 404 randomly selected top secret security

 GAO/NSIAD-00-12, October 27, 1999. We also reported on DOD’s backlog of overdue
personnel security reinvestigations and DOD’s plans to address this problem in DOD
Personnel: More Actions Needed to Address Backlog of Security Clearance
Reinvestigations (GAO/NSIAD-00-215, Aug. 24, 2000) and DOD Personnel: More Accurate
E'stimate of Overdue Security Clearance Reinvestigations Is Needed
(GAO/T-NSIAD-00-246, Sept. 20, 2000).

* As we recommended, DOD reported its investigative process weaknesses under the
Federal Managers’ Financial Integrity Act of 1982. Under the act, agency managers are
publicly accountable for correcting deficiencies; the head of each agency reports annually
to the President and the Congress on material control weaknesses and on formal plans for
correcting them. See 31 U.S.C. 3512 (d)(2).
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Chapter 1: Introduction

clearance requests. We projected the findings from that sample to the
approximately 3,800 cases adjudicated by six facilities in May 2000. A
detailed discussion of our framework for analyzing adjudicative case files
is contained in chapter 2; a detailed discussion of our sampling
methodology for the case files is presented in appendix III.

To identify factors that might hinder the effectiveness of DOD’s
adjudicative process, we (1) evaluated the clarity of guidance to DOD
adjudicative staffs on how to apply the federal guidelines, (2) determined
the extent that adjudicators had been trained on the guidelines,

(3) identified quality assurance mechanisms to ensure that the federal
guidelines had been consistently applied and all significant adverse
conditions documented, and (4) evaluated DOD’s oversight of the process,
including challenges posed by its decentralized structure. We discussed
these matters with officials in the Office of the Assistant Secretary of
Defense (C3I), the eight adjudication facilities, two joint combatant
commands, and several industries with DOD contracts requiring personnel
to have security clearances. To provide additional context for our findings,
we also summarized the key findings of past audits and evaluations of
DOD’s adjudicative process, which are discussed in appendix IV.

We performed our work at the headquarters’ offices of the Assistant
Secretary of Defense (C3I); DSS; and the eight adjudication facilities
located in the Washington, D.C., metropolitan area; and DOD’s Defense
Personnel Security Research Center located in Monterey, California.

We conducted our review from January 2000 to March 2001 in accordance
with generally accepted government auditing standards.
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“Chapter 2: DOD Has Not Consistently
Documented Significant Adverse Security

Conditions

Our Framework for
Analyzing
Adjudicative Case
Files

Federal adjudicative guidelines were developed to promote consistency in
security clearance eligibility determinations. However, our analysis of a
random sample of the case files supporting decisions for eligibility for top
secret clearances in May 2000 showed that DOD did not consistently
document all significant adverse conditions specified in the federal
guidelines as areas of concern. We found two major weaknesses. First, we
estimated that about one-third of the study population cases contained
significant adverse security conditions that the adjudicators did not
document in their records. Second, in about one-sixth of the cases, the
adjudicators determined individuals to be eligible for clearances, even
though there was no information in the case files to mitigate the adverse
conditions. The differences in documenting adverse conditions among the
adjudicators in the various adjudication facilities and between the
adjudicators and our analysts suggest that the adjudicators may not be
consistently applying the adjudicative guidelines. As a result, DOD cannot
demonstrate that it had fully considered significant adverse conditions
contained in the federal adjudicative guidelines before it granted top
secret clearances to individuals. '

DOD regulations require that adjudication facility officials record their
rationale for denying a clearance or for granting one when significant
adverse information as specified in the federal adjudicative guidelines is
uncovered. However, the extent of documentation varies widely. The lack
of standard documentation requirements for adjudicative decisions
hampers DOD’s ability to perform meaningful quality reviews and prevents
it from demonstrating that it considered all relevant information.

To evaluate the extent to which DOD adjudicators consistently
documented adverse security conditions, we conducted independent
reviews of a random sample of cases adjudicated by six of DOD’s eight
adjudication facilities in May 2000. These six facilities accounted for

97 percent of DOD’s clearance adjudications made by DOD’s eight
adjudication facilities in fiscal year 2000. We selected separate random
samples totaling 404 cases from the 6 facilities, which enabled us to
project our results to a population of about 3,800 cases adjudicated for top
secret clearances by these facilities during that month.! The sample
included cases being adjudicated for the first time as well as cases that

! DOD determined that individuals were eligible for a security clearance in 399 of the 404
cases.
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were up for renewal. We included cases adjudicated by the Air Force, the
Army, the Defense Intelligence Agency, the Defense Office of Hearings and
Appeals, the Navy, and the Washington Headquarters Services because
these six adjudication facilities collectively handled all key employee
groups—military and civilian personnel and contractors. We also included
cases for intelligence agency personnel.

Prior to beginning our case file reviews, our staff received adjudicator
training from the DSS Academy, which is the organization responsible for
training DOD adjudicators. We also studied and used the DOD regulations
implementing the federal adjudicative guidelines. As an aid in performing
our reviews, we used DOD’s Adjudicative Desk Reference, which had been
recommended by DSS Academy training staff and officials in the Office of
the Assistant Secretary of Defense (C3I).?

In our case file reviews, we recorded the significant adverse conditions
and the mitigating factors we found in the same investigative files the
adjudicators had used in their reviews. To ensure the uniformity of our
reviews, we developed a data collection instrument that listed all of the
specific security conditions and the general and specific mitigating factors
stated in the federal guidelines. To ensure that our instrument was
accurate and complete, officials in the Office of the Assistant Secretary of
Defense (C3I) and training staff from the DSS Academy reviewed it. We
also pretested the instrument using adjudicative case files from DOD’s
Defense Office of Hearings and Appeals.

We used a multilevel review process to ensure the accuracy and
consistency of our case file reviews. First, two or more of our analysts
reviewed each sampled case. Second, at our request, the training staff
from the DSS Academy reviewed many of the cases with significant
adverse information to ensure that we had correctly applied the
guidelines. They also assisted us in determining the seriousness of a
condition or whether a condition was mitigated based on the facts
contained in many case files. Third, because only two of the six
adjudication facilities had recorded data on the specific adverse
conditions and mitigating factors they identified in their case files, we
asked facility officials to provide any supplementary information or
adjudicative-related data to demonstrate which adverse conditions they

2 Adjudicative Desk Reference (Version 99.1 hitml), Defense Personnel Security Research
Center, DOD, January 1999.
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had identified during their reviews. Fourth, we provided the results of our
case reviews to DOD officials in the six adjudication facilities, the Office
of the Assistant Secretary of Defense (C3I), and the Office of the Deputy
General Counsel (Legal Counsel) for review. After considering all of the
information supplied by the adjudication facility staffs and the results of
the DOD officials’ reviews of the cases, our analysts compared the extent
to which they and the adjudicators agreed on the presence or absence of
significant adverse conditions for each of the 13 federal adjudicative
guidelines. We further determined if information was present in the case
files to mitigate conditions that we found.

On the basis of our case reviews, we estimated that DOD adjudicators had
not documented all significant adverse conditions present in the case files

. in 33 percent of the 3,800 cases adjudicated for top secret clearances by

the six adjudication facilities in May 2000 (i.e., our study population), as
shown by figure 2.° For another 7 percent of the cases, adjudicators
recorded adverse conditions in their records, even though we either found
no evidence of such conditions in the case files or the conditions did not
appear to meet the criteria in DOD’s regulations implementing the federal
guidelines. We agreed with the DOD adjudicators’ records on the presence
or absence of adverse security conditions for the remaining cases.

3Population values can be estimated using findings from a random sample. Moreover, the
precision of the estimates can be calculated. For example, the 33 percent estimate has a
precision of + 6 percentage points. That is, we are highly confident that the population
value lies between 27 and 39 percent. Unless noted otherwise, the precision level is also
+6 percentage points or less for our other findings from the combined facilities and

+10 percentage points or less for the facility-specific findings. See app. III.
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