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Terrorist Identification, Screening, and Tracking Under
Homeland Security Presidential Directive 6

Summary

In Homeland Security Presidential Directive 6 (HSPD-6), the Administration
announced plans to establish a Terrorist Screening Center (TSC), as amulti-agency
effort to be administered by the Federal Bureau of Investigation (FBI), where several
watch lists are being consolidated into asingleterrorist screening database (TSDB).
The TSC isthelatest of three multi-agency efforts undertaken by the Administration
to better identify, screen, and track known terrorists, suspected terrorists, and their
supporters. The other two are the Foreign Terrorist Tracking Task Force (FTTTF)
andtheTerrorist Threat Integration Center (TTIC). Accordingtothe Administration,
the TSC complementsthe FBI-led FTTTF seffortsto prevent terroristsfromentering
the United States, and to track and remove them if they manage to enter the country.
The TTIC serves as asingle locale where terrorism-threat datafrom all sources are
further analyzed to more critically focus on terrorism. The 9/11 Commission has
recommended building a National Counterterrorism Center based on TTIC.

Certainterrorist identification and watch list functionspreviously performed by
the Department of State’'s Bureau of Intelligence and Research (INR) have been
transferred tothe TTIC and TSC under HSPD-6. Atthe TTIC, intelligence analysts
are building a Terrorist Identities Database (TID) based on TIPOFF — the U.S.
government’s principal terrorist watch list database prior to HSPD-6. From TID
records, TSC analysts have built a consolidated TSDB. The Administration has
increased access to, and use of, lookout records by making them available in a
“sengitive but unclassified” format to authorized federal, state, local, territorial and
tribal authorities; certain private sector entities; and certain foreign governments.

The9/11 Commission endorsed integrating and extending U.S. border screening
systems to include a larger network of screening points that include our
transportation system and access to vital facilities. While merging watch lists will
not likely require integrating entire systems, there are likely to be technological
impediments to merging watch list records. From system to system, and watch list
to watch list, there remains no standardization of dataelements, such as, name, date
of birth, place of birth, nationality, or biometric identifiers. While elevating and
expanding the terrorist watch list function is an important step in the wider war on
terrorism, additional work remainsto upgradeand integrate other consul ar and border
management systems, criminal history record systems, and biometric systems.

HSPD-6 presents significant opportunities to more effectively share data and
increase security, but there are risks as well, not the least of which is the potential
loss of privacy and the erosion of civil liberties. Members of Congress have raised
several related issues. Is the Intelligence Community providing TTIC with the
necessary information to effectively identify known and suspected terrorists? Isthe
TSDB fast, accurate, comprehensive, and accessible? Have procedures been
established to allow persons, who may be misidentified as terrorists or supporters,
some form of redress and remedy if they are denied civil rights or unduly
inconvenienced? Are new guidelines and oversight mechanisms needed to protect
privacy and other civil liberties? This report will be updated as needed.
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Terrorist Identification, Screening, and
Tracking Under Homeland Security
Presidential Directive 6

Introduction

Thisreport analyzes Homeland Security Presidential Directive 6 (HSPD-6) and
issuesrelatingto (1) the establishment of aTerrorist Screening Center (TSC), (2) the
transfer of certain terrorist identification and lookout record distribution functions
from the Department of State to the Terrorist Threat Integration Center (TTIC) and
the TSC, and (3) the consolidation of terrorist watch listsinto asingle, stand-alone,
terrorist screening database (TSDB) under the direction of the Federal Bureau of
Investigation (FBI) at the TSC. Inrecent hearings, Membersof Congresshaveraised
several issues regarding the establishment of the TSDB. For example,

e Has the Intelligence Community provided the TTIC with the
necessary information to identify effectively terrorists and their
supporters?

e Should TTIC be elevated to the status of a Nationa
Counterterrorism Center?

e Hasthe Administration committed enough resources to ensure the
timely establishment of an integrated terrorism watch list (the
TSDB)?

e Isthe TSDB fast, accurate, comprehensive, and accessible?

e How and to what extent should the TSDB be integrated with other
screening systems to expand the network of screening points?

e Have procedures been established to alow persons, who may be
misidentified as terrorists or terrorist supporters, some form of
redress and remedy if they are denied civil rights or unduly
inconvenienced by a screening agency?

e Does the establishment of the TSDB require new guidelines and
oversight mechanismsto protect privacy and other civil liberties?

While this report identifies some privacy issues associated with the
establishment of a consolidated terrorist screening database, it is not intended to
serve asan in-depth legal analysis of the issues related to national security, privacy,
and the government’s need for information to combat terrorism. Rather, it is a
systematic examination of the TSC's mission and functions in relation to other
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entitieslikethe TTIC. It identifiesand describes key watch lists, residing in several
computerized systems and databases,* that likely will be consolidated at the TSC.

HSPD-6 and Terrorist Watch List Consolidation

In HSPD-6% and an accompanying memorandum of understanding (MOU),*the
Administration announced plansto establish the TSC, asamulti-agency effort to be
administered by the FBI, where several watch listswill be consolidated into asingle
terrorist screening database (TSDB).* The MOU on the Integration and Use of
Screening Information to Protect Against Terrorismwassigned by Secretary of State
Colin Powell, Attorney General John Ashcroft, Secretary of Homeland Security
Thomas Ridge, and Director of Central Intelligence (DCI) George Tenet on
September 16, 2003. The measuresoutlinedin HSPD-6 and the MOU can beviewed
as an outgrowth of the Administration’s National Strategy for Homeland Security,
which reported in July 2002 that the FBI would be establishing a consolidated
terrorism watch list that would be “fully accessible to all law enforcement officers
and the intelligence community.”®

According to the Administration’ stimetable, the TSC wasto be operational on
December 1, 2003.° The Administration, however, informed Representative Jim
Turner, the ranking member of the Select Committee on Homeland Security, that the
TSC was not “fully” operational as of the end of December 2003 and that the

1 A computer system is composed of computer(s), peripheral equipment such as disks,
printersand terminal's, and the software necessary to make them operatetogether (according
tothe American National Standards|nstitute/Institute of Electrical and Electronic Engineers
(ANSI/IEEE) Standard 729-1983). A database is an organized body of machine readable
datathat can be cross-referenced, updated, retrieved, and searched by computer.

2 The White House, Homeland Security Presidential Directive/HSPD-6, Subject:
Integration and Use of Screening Information (Washington, Sept. 16, 2003). Available at
[ http://www.whitehouse.gov/news/rel eases/2003/09/20030916-5.html].

® The Terrorist Screening Memorandum of Understanding accompanying HSPD-6 is
available at [http://www.fas.org/irp/news/2003/09/tscmou. pdf].

* Presi dents may exerci se executive authority by issuing variouskindsof directives. Among
the oldest of these are executive orders and proclamations, both of which today are usually
published inthe Federal Register. For example, President George W. Bush established the
Office of Homeland Security and the initial Homeland Security Council with E.O. 13228
of Oct. 8, 2001. Withtheestablishment of the National Security Council in 1947, therehave
emerged a series of variously denominated national security directives, but these are not
published. Recently, President Bush inaugurated a similar series of Homeland Security
Presidential Directives, thefirst such being issued on Oct. 29, 2001. Whilethese homeland
security directives are not published in the Federal Register, they are available from the
White House Website and appear in the Weekly Compilation of Presidential Documents.
For further information see CRS Report 98-61, Presidential Directives: Background and
Overview, by Harold C. Relyea.

®> The White House, Office of Homeland Security, National Strategy for Homeland Security
(July 2002), p. 57.

® The White House, Fact Sheet: New Terrorist Screening Center Established (Washington,
Sept. 16, 2003), at [http://www.whitehouse.gov/news/rel eases/2003/09/20030916-8.html].
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Nation's multiple terrorist watch lists have yet to be consolidated.” On March 25,
2004, the TSC Director — Donna Bucella— testified that the TSC had established
an unclassified, but law enforcement sensitive TSDB. In addition, the TSC was
assisting federal screening agenciesin identifyingterroristsand their supporterswith
greater certainty, and TSDB lookout records had been made available to nearly
750,000 state and local law enforcement officers.®

The TSC is the latest of three multi-agency efforts undertaken by the
Administration to better identify, screen, and track known terrorists, suspected
terrorists, and their supporters. The other two are the FTTTF and the TTIC.
According to the Administration, the TSC complementsthe FBI-led FTTTF sefforts
to prevent terrorists from entering the United States, and to track and remove them
if they manageto enter the country. Under the oversight of the DCI, the TTIC serves
asasinglelocalewhereterrorism-threat datafrom all sources, foreign and domestic,
are further analyzed to more critically focus on terrorism. As part of that function,
under HSPD-6, the TTIC will assume a greater role in identifying individuals who
are known, or suspected, to be terrorists, or their supporters. Inits July 2004 final
report, the 9/11 Commission has recommended that a National Counterterrorism
Center be established on the foundation of the TTIC.?

The Administration hastransferred certain terrorist identification and watch list
functions previously performed by the Department of State’'s (DOS's) INR to the
TTIC and TSC. Through a system known as TIPOFF, the DOS's INR identified
known and suspected terrorists, produced lookout records, and distributed those
records for inclusion in consular and border inspection systems. Prior to HSPD-6,
TIPOFF was the Nation's principal terrorist watch list.® Based in part on TIPOFF,
the member agenciesof TTIC havebuiltaTID intowhich al international terrorist-
related data available to the U.S. government will be stored in a single repository.™

’ Chris Strohm, “ Congressman Blasts Bush on Terrorist Screening Efforts,” Gover nment
Executive Magazine, Jan. 13, 2004, at
[http://www.govexec.com/dailyfed/0104/011304c1.htm].

8 Thistestimony was given by TSC Director DonnaBucellaon Mar. 25, 2004, before ajoint
hearing held by the House Judiciary Subcommittee on Crime, Terrorism, and Homeland
Security and the Select Homeland Security Subcommittee on Intelligence and
Counterterrorism.

° National Commission on Terrorist Attacks upon the United States, The 9/11 Commission
Report: Final Report of the National Commission on Terrorist Attacks upon the United
Sates, (Washington, 2004), p. 403.

10 Watch lists are just that, lists of persons who are of interest to visaissuance and border
inspection agencies or law enforcement. Persons may be on watch lists to prevent them
fromacquiring avisaor to prevent them from entering the country, or both. Persons can be
excludable from entry for reasons ranging from public health concerns to tax-motivated
citizen renunciates, in addition to being known and suspected terrorists, or their supporters.
They may also be wanted by law enforcement agencies for questioning or arrest.

" TheTIDisnearly identical tothesystemthat section 343 of the Intelligence Authorization
Act for Fiscal Year 2003 (P.L. 107-306, 116 Stat. 2399) required the DCI to establish.
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An oversight issue for Congress — some may maintain the most critical issue
— iswhether theIntelligence Community*?issharing theinformation withthe TTIC
that is necessary to effectively identify known and suspected terrorists and their
supporters.  While outside the scope of this report, the 9/11 Commission
recommended establishing procedures for the Intelligence Community that provide
incentives for information sharing, restoring a better balance between security and
shared knowledge; and called upon the President to lead a government-wide effort
to overcome legal, policy, and technical issues to create a “trusted information
network” to sharevital intelligence among agencies charged with domestic security.

With TID records, the TSC is building a consolidated international terrorist
watch list, which will be merged with domestic terrorist watch list records, in the
TSDB. Under HSPD-6 the Administration plans to widen access to, and use of,
watch list recordsby making them availablein a“ sensitive but unclassified” * format
to authorized federal, state, local, territorial and tribal authorities; to certain private
sector entities; and to certain foreign governments.

Hence, HSPD-6 has elevated and expanded the terrorist identification and
watch-list functions, which were previously performed by the DOS's INR for
immigration-screening purposes. Moreover, under HSPD-6, the use of watch lists
will be expanded to include datataken from on-going criminal and national security
investigationsthat arerelated to terrorism. The purpose of these measuresisto better
identify, watch-list, and screen known and suspected terrorists at U.S. consulates
abroad and international ports of entry. Such measures could also better enable the
U.S. government to track terrorists within the United States if they manage to enter
the country.

2Thelntelligence Community includesthe Central Intelligence Agency (CIA); theNational
Security Agency (NSA); the Defense Intelligence Agency (DIA); the National Geospatial-
Intelligence Agency (GIA); the National Reconnaissance Office (NRO); the other DOD
offices that specialize in national intelligence through reconnaissance programs; the
intelligence components of the Army, Navy, Air Force, Marine Corps, and Air Force, the
FBI, the Department of Energy, and the Coast Guard; the INR at the DOS, the Office of
Intelligence and Analysis at Department of the Treasury, and elements of the DHS that are
concerned with the analyses of foreign intelligence information (50 U.S.C. 8§401a(4)).

13 National Commission on Terrorist Attacks upon the United States, The 9/11 Commission
Report, pp. 417-418.

% There is no governmentwide definition of “sensitive but unclassified (SBU).” Within
certain limits set out in statutes and presidentia directives, agencies have discretion to
define SBU in ways that serve their needs to safeguard information that is unclassified but
should be withheld from the public for avariety of reasons. The reasons for safeguarding
such information, arelikely to include maintaining the privacy rightsof individualsand the
integrity of ongoinginquiriesand investigations. A provisionintheHomeland Security Act
of 2002 (8892 of P.L. 107-296, 116 Stat. 2253) requires the President to implement
procedures to safeguard SBU information that is homeland security-related. For further
information, see CRS Report RL31845, “ Sensitive But Unclassified” and Other Federal
Security Controls on Scientific and Technical Information: History and Current
Controversy, by Genevieve J. Kneso.
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Along these lines, the 9/11 Commission has endorsed the integration of U.S.
border security systemswith other systemsto expand the network of screening points
to include the Nation’s transportation system and access to vital facilities™ The
establishment of the TSC and TSDB is in part an integration of border security
systems with other screening systems related to law enforcement and perhaps
transportation security. Another oversight issue for Congressisthe extent to which
the TSDB should be integrated with other screening systemsto expand the network
of screening points.

At the same time, there are significant risks, not the least of which is the
potential loss of individual privacy and an erosion of civil liberties. In the
Intelligence Authorization Act for Fiscal Year 2004, Congress has required the
President to report back to Congress on the operations of both the TTIC and TSC.

In the interest of protecting civil liberties, among other things, the 9/11
Commission has recommended that the President promulgate information-sharing
guidelines to safeguard the privacy of the individuals about whom the information
is being shared, and establish a board within the Executive Branch to oversee
adherence to these guidelines.'’

Terrorist Watch-Listing Prior to HSPD-6

A primary goal of lookout systems and watch lists has been to prevent terrorist
attacks, by excluding known or suspected terrorists and their supporters from entry
into the United States. Under HSPD-6, the use of watch lists would be expanded to
better screen such personsat consular offices and international ports of entry, and to
better track them both abroad and, if they manageto enter the United States, at home.

Watch Lists and Lookout Books. TheDOS sBureau of Consular Affairs
(CA) and the federal border inspection services, until recently the U.S. Customs
Serviceand thelmmigration and Naturalization Service (INS), havelong maintai ned
watch lists (or lookout books) for the purpose of excluding “undesirable” persons
from the United States. Customs and immigration inspection activities are now
carried out by the Bureau of Customsand Border Protection (CBP) at the Department
of Homeland Security (DHS).*® Whilethesewatch lists/lookout bookswerejust that

1> National Commission on Terrorist Attacks upon the United States, The 9/11 Commission
Report, p. 387.

8P| 108-177, Stat. 2622-2625.

1 National Commission on Terrorist Attacks Upon the United States, The 9/11 Commission
Report, pp. 394-395.

8 Until the establishment of DHS, federal border inspection services included the
Department of the Treasury’s Customs Service, the Department of Justice’s INS, the
Department of Agriculture’ s Animal and Plant Health Inspection Service (APHIS), and the
Department of Health and Human Service’ sPublic Health Service. The Homeland Security
Act dismantled INS and transferred its constituent parts, along with Customs and el ements
of APHIS, to DHS. The border inspection programs of these agencies have been

(continued...)
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— bound paper volumes— the devel opment of computers, computer software, and
computer connectivity/networking, allowed these agencies to develop and more
efficiently search watch list records during the 1970s and 1980s.

Beginning in 1987, the DOS began keeping watch list (lookout) records on
known and suspected terroriststhrough asystem known as TIPOFF. Whilethe DOS
had maintained computerized visa records since 1965, including watch lists, the
events surrounding the first World Trade Center bombing in 1993 prompted the CA
to accelerate the development of the Consular Lookout and Security System
(CLASS), sothat, among other records, TIPOFF-generated terrorist watch list records
could be more easily and efficiently searched by computer at U.S. consular postsand
embassiesabroad. Consular, intelligence, immigration, and law enforcement officers
nominate individuals for inclusion in TIPOFF.

The INS, meanwhile, maintained its own watch list database known as the
National Automated Immigration Lookout System Il (NAILS11) — asystemthat is
currently maintained by the DHS' sBureau of Immigration and Customs Enforcement
(ICE).” While the bulk of NAILS Il records are related to diens who have either
been removed, failed to depart, or failed to show up for removal hearings, NAILSII
includes terrorism-related |ookouts as well.

In 1988, Congress mandated the development of the Interagency Border
Inspection System (IBIS). This system, previously maintained by the Customs
Service, alowed the DOS, INS, and Customsto sharewatch lists, including terrorist
lookout records, at international ports of entry. This system is currently maintained
by the DHS s CBP.

Prior toHSPD-6, DOS' sINR culled through terrorism-rel ated reports produced
by the Intelligence Community to identify individuals as known or suspected
terrorists, or their supporters. INR also processed cables — known as Visa Vipers
— from consular officers abroad when they learn of individuals associated with
terrorism. And, INR processed similar data provided by federal law enforcement
agenciesto produceterrorism-related lookout records. Theserecordswere storedin
TIPOFF — aclassified system. Declassified TIPOFF records were then exported
into CLASS, IBIS, and NAILSI. Also, lookout records produced by immigration
officers were exported from NAILS Il into TIPOFF. See Figure 1 below.

As underscored in recent public testimony, however, watch lists were only as
good as the information contained in them, and the agencies responsible for
producing these lookout records— principally DOS' s INR and DOJ sINS— were

18 (...continued)
consolidated in DHS' s Border and Transportation Security Directorate, as the CBP.

19 Following the establishment of the DHS, pursuant to P.L. 107-296 (116 Stat. 2135), the
Administration merged the investigation branches of the former INS and Customs Service
into ICE, along with the immigration detention and removal program, Customs Air and
Marine Interdiction program, and the Federal Protective Service. More recently, the Air
Marshals program was transferred from the Transportation Security Administration (TSA)
to ICE.



CRS-7

dependent upon theinformation they received from the Intelligence Community and
federal law enforcement.®

Figure 1. TIPOFF and Immigration/Border Inspection Systems

TECS/IBIS
(Customs/INS)

Consular Officers

/-

TIPOFF
(INR)

Intelligence Community

~
v

Law Enforcement

Source: Adopted by the Congressional Research Service from a Department of State presentation.

Terrorism-Related Ground for Inadmissability. AccordingtotheU.S.
government, the term “terrorism” means “the premeditated, politically motivated
violence perpetrated against noncombatant targets by subnational groups or
clandestine agents, usually intended to influence an audience.”?* Prompted by the
assassination of President William McKinley in 1901, Congress passed |egislation
in 1903 to excludefrom entry into the United Statesnoncitizenswho were anarchists,
or who advocated the violent overthrow of the U.S. government.?? As a security
measure during the First World War, the DOS and Department of Labor (DOL)%

2 See testimony of Mary Ryan, former Assistant Secretary of State for Consular Affairs,
Department of State, and Doris Meissner, former Commissioner, Immigration and
Naturalization Service, Department of Justice, beforethe National Commission on Terrorist
Attacks upon the United States, Jan. 26, 2004. At
[http://www.9-11commission.gov/hearings/hearing7.htm].

2 This definition of “terrorism” is taken from 22 U.S.C. §2656f(d). U.S. Department of
State, Patterns of Global Terrorism 2002 (Washington, Apr. 2003), p. Xiii.

ZPpL.57-162, 32 Stat. 1213.

% In 1891, Congress established the office of Superintendent of Immigration in the
Department of the Treasury. The immigration functions remained at Treasury until 1903,
when they were transferred by Congress to the Department of Commerce and Labor. In
1906, the immigration and naturalization functions were consolidated in the Bureau of
Immigration and Naturalization. In 1913, Congress transferred the Bureau to the newly
established DOL, splitting theimmigration functions between aBureau of Immigration and
aBureau of Naturalization. Theimmigration and naturalization functions were combined
again in 1933, as the Immigration and Naturalization Service (INS). In 1940, President
Franklin Delano Roosevelt transferred INS to the Department of Justice. The Homeland
Security Act of 2002 (P.L. 107-296) abolished INS, transferring itsimmigration functions

(continued...)
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jointlyissued anorderin 1917, which required noncitizensto acquirevisasfromU.S.
Consuls abroad and present their visas and passportsto U.S. inspectors upon arrival
in the United States. This wartime requirement was codified in 1918,* and was
made a permanent feature of U.S. immigration law in 1924.?> Thisrequirement was
continued by the Immigration and Nationality Act (INA) of 1952.%

Visa issuance has long been viewed as a means of preventing undesirable
persons, including suspected spies, saboteurs and subversives, from entering the
United States. Inthe Immigration Act of 1990, Congress amended and substantially
revised the groundsfor exclusionintheINA, including new provisionsrelated to the
exclusion of terroristsfrom the United States.?” Theseterrorist exclusion provisions
were subsequently amended and widened by the Antiterrorism and Effective Death
Penalty Act® and the Illegal Immigration and Immigrant Responsibility Act in
1996, and by the USA PATRIOT Act in 2001.*

Under the INA, an alienisinadmissibleif thereisreasonable ground to believe
thealien (1) has engaged in terrorist activity; (2) isengaged or islikely to engagein
terrorist activity; (3) has, under certain circumstances, indicated an intention to cause
death or serious bodily harm, or incited terrorist activity; (4) isarepresentative of a
foreign terrorist organization designated by the Secretary of State, or a political,
social, or other similar group whose public endorsement of acts or terrorist activity
the Secretary of State has determined undermines U.S. effortsto reduce or eliminate
terrorist activities; (5) isamember of aforeign terrorist organization designated by
the Secretary of State; or (6) has used his’her position of prominence within any
country to endorse or espouse terrorist activity, in away that the Secretary of State
has determined undermines United States activity to reduce or eliminate terrorism
activities.®

Diplomatic Considerations. Morethan 2%2yearsfollowing the September
11, 2001 attacks, there is considerable momentum to watch-list additional persons

2 (...continued)
to the DHS.

24 Act of May 22, 1918, 40 Stat. 559.
% Act of May 26, 1924, 43 Stat. 153, 156, 161.
2 |NA §8211, 212(a)(7), 221, 8 U.S.C §81181, 1182(a)(7), 1201.

2 INA 8212(a)(3)(B)(i), 8 U.S.C. §1182(a)(3)(B)(i), as amended by the Uniting and
Strengthening Americaby Providing Appropriate Tools Required to Intercept and Obstruct
Terrorism (USA PATRIOT Act) Act of 2001 (P.L. 107-56).

#PL.104-132, 110 Stat. 1214.
#P.L. 104-208, 110 Stat. 3009-546.
¥ pL.107-56, 115 Stat. 272.

3 P.L. 101-649, 104 Stat. 4978. For more information on the process of designation of
foreign terrorist organizations and other related foreign terrorist lists, see CRS Report
RL32120, The “FTO List” and Congress. Sanctioning Designated Foreign Terrorist
Organizations, and CRSReport RL32223, Foreign Terrorist Organizations, bothby Audrey
Cronin.
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asknown or suspected terrorists, or their supporters. Nevertheless, the exclusion or
watch-listing of personsfor ideological or political beliefs haslong been a source of
controversy. Whileitisclearly withinthe U.S. government’ s mandate to screen and
track persons who are intent on inciting or engaging in terrorist activities, the
determination of who may be a member or supporter of a foreign terrorist
organization and, therefore, be prevented from entering the United States or be
subject to police surveillance is ultimately a subjective consideration made by
intelligence analysts and special agents based on the best information available.®

Failures to Identify, Watch-List, and Screen 9/11 Hijackers

Despite measures following the first World Trade Center bombing to more
effectively identify and screen known and suspected terrorists, al 19 hijackers who
participated in the September 11, 2001 attacks had been issued visas by the DOS in
accordance with statutorily required watch-list name checks and other visaissuance
requirements, and had entered the country legally. While watch lists will never
contain the names of al terrorists, it is generally agreed that members of the
Intelligence Community possessed sufficient information to watch-list at least two,
possibly three, of the a Qaeda hijackers. Better use of watch lists may have at |east
disrupted the activities of the September 11, 2001 hijackers.

According to the congressional 9/11 Joint Inquiry, the Intelligence Community
missed repeated opportunities to watch-list two of the hijackers, Khalid al-Mihdhar
and Nawaf al-Hazmi.* By January 2001, the CIA had identified al-Mihdhar and al-
Hazmi from surveillance photos of a major meeting of known al Qaeda operatives
in Kuala Lumpur, Malaysia on January 5 and 8, 2000. In the same month, the CIA
obtained a copy of al-Mihdhar’s Saudi passport. It was also known that al-Mihdhar
had been issued aU.S. visain Jeddah, Saudi Arabia, in April 1999, which wasvalid
through April 2000. Nevertheless, the CIA did not watch-list him.*

On January 15, 2000, al-Mihdhar and al-Hazmi entered the United Statesat L os
Angeles International Airport (LAX). By March 2000, the CIA had learned that al-
Hazmi — an experienced Mujahadeen® — had entered the United States through
LAX. For about five months, al-Mihdhar and al-Hazmi stayed in San Diego, taking

%2 Section 212(d) of the INA providesthe Secretary of Homeland Security with authority to
waive theinadmissibility of members and supporters of foreign terrorist organizations, if it
isin the national interest to do so. Under current law, such visa denial waivers would be
granted at the request of the Secretary of State.

% U.S. Congress, U.S. Senate Select Committee on Intelligence and U.S. House Permanent
Select Committee on Intelligence, Joint Inquiry Into Intelligence Community Activities
Before and After The Terrorist Attacks of September 11, 2001, 107" Congress, 2™ sess.,
S.Rept. 107-351, H.Rept. 107-792 (Washington: GPO, 2002), p. 12.

% |bid., p. 145.

% Mujahadeen, in the sense used here, are fighters trained in insurgent and terrorist
techniques, oftenintraining camps sponsored by or associated with al Qaeda. 1nthe context
of the 1979-1989 war in Afghanistan, the Mujahadeen were often Muslim men from other
countries who fought with the indigenous Afghan guerillas against the Soviets. Some of
these Mujahadeen later formed the core of the al Qaeda movement.
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flight lessons. In addition to being in contact with an FBI confidential informant in
San Diego, they were also in contact with another September 11, 2001 co-
conspirator — Hani Hanjour, who subsequently piloted American AirlinesFlight 77
into the Pentagon. On June 10, 2000, a-Mihdhar departed the United States; on July
12, a-Hazmi applied to the INSfor avisaextension. Al-Hazmi moved to Phoenix,
AZ, linked up with Hanjour, and subsequently overstayed his visa.*®

By late May 2001, the CIA transferred to the FBI the surveillance photos of the
January 2000 Kuala Lumpur meeting. While a-Mihdhar and al-Hazmi were
identified, along with Khallad bin-Atash, aleading al Qaeda operative and planner
of the USS Cole bombing, neither the CIA nor the FBI watch-listed them. On June
13, 2001, with anew passport, al-Mihdhar obtained another U.S. visain Jeddah. He
falsely stated on the visa application that he had never been to the United States. He
reentered the United States at John F. Kennedy (JFK) airport in New Y ork City on
July 4, 2001.

On the request of the CIA, a-Mihdhar and al-Hazmi were watch-listed on
August 23, 2001 — less than three weeks before the September 11, 2001 terrorist
attacks.>” While FBI agents in Phoenix and Minneapolis were following up other
leads that may have led them to the September 11, 2001 conspirators, the repeated
failures by the Intelligence Community — principally the CIA and FBI — to watch-
list al-Mihdhar and al-Hazmi were crucia lost opportunities associated with the
September 11, 2001 attacks, according to the 9/11 Joint Inquiry.*®

The 9/11 Commission characterized these lost opportunities to watch-list al-
Mihdhar and a-Hazmi as “failures.” The Commission purports that there was
evidence to watch-list Salem a-Hazmi — Nawaf a-Hazmi’s brother as well.
Despite the efforts of key INR officials who developed TIPOFF, the 9/11
Commission found that within the Intelligence Community “watchlisting” was not
viewed as integral to intelligence work; rather it was viewed as “a chore off to the
side...”®

Elevating and Expanding Terrorist Identification, Screening,
and Tracking under HSPD-6

On September 16, 2003, the White House i ssued HSPD-6, which set in motion
several measurestoimproveintelligencegathering and analysisonterroristsand their
activities by establishing additional mechanisms to ensure secure, effective, and
timely interagency information sharing. In other words, getting theright information
to the right people, securely and at the right time. The centerpiece of HSPD-6 isthe

% U.S. Congress, Joint Inquiry Into Intelligence Community Activities Before and After The
Terrorist Attacks of September 11, 2001, p. 148.

7 Ipid., p. 152.
® |pid., p. 8L.

%9 National Commission on Terrorist Attacksupon the United States, “ Three 9/11 Hijackers:
Identification, Watchlisting, and Tracking,” Staff Statement no. 2, (Washington, 2004), p.
1
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establishment of the TSC — the latest of three multi-agency efforts undertaken by
the Administration to better identify, screen, and track known terrorists, suspected
terrorists, and their supporters. The other two arethe FTTTF and the TTIC, both of
which are described in greater detail below.*

Besidesestablishingthe TSC, HSPD-6 transferred theterrorist identification and
watch list functions previously performed by the DOS s INR to the TTIC and TSC.
The TIPOFF system was developed by the DOS's INR to identify, watch-list, and
screen terrorists and their supporters. Consular, immigration, and customs officers
used TIPOFF-generated lookout records to exclude terrorists from entry into the
United States and, if they managed to enter, to remove them from the United States.
As part of its larger mission to assess terrorist threats, under HSPD-6, TTIC's
member elements are now charged with identifying foreign terrorists aswell. The
TSCischarged with consolidating terrorist watch listsand making that dataavail able
in auseful format to screening agencies, and the FTTTF, with assisting federal law
enforcement agencies with tracking foreign terrorists at home and abroad.

Foreign Terrorist Tracking Task Force (FTTTF). On October 30, 2001,
President George W. Bush directed that the FTTTF be established as part of
Homeland Security Presidential Directive 2 (HSPD-2).* On August 6, 2002, the
Attorney Genera placed the FTTTF administratively within the FBI. As a multi-
agency effort, the mission of the FTTTF is to provide federa law enforcement
agencieswith the best possibleinformation to: (1) prevent foreignterroristsand their
supporters from entering the United States; and (2) locate, detain, prosecute, or
removethem if they manageto enter the United States. Sincetheissuance of HSPD-
2, the mission of the FTTTF has evolved. While the FTTTF continues to assist
federa investigators in locating terrorism-related suspects, much of its original
mission to screen terrorists at ports of entry has been passed on to the TSC, asis
more fully described below.

In many areas, the FTTTF has facilitated and coordinated information sharing
agreements among participating agencies and commercial data providers. By
accessing and analyzing thisdata, the FTTTF assists counterterrorisminvestigations
being conducted by the FBI’ sNational Joint Terrorism Task Force (National JTTF)*

“0 Other examples of interagency groups include the Secret Service's Document Security
Alliance Groups, the Migrant Smuggling and Trafficking in Persons Coordination Center,
and the Data Management Improvement Act Task Force. For further information on
interagency efforts, see CRS Report RL31357, Federal Interagency Coordinative
Mechanisms. Varied Types and Numerous Devices, by Frederick M. Kaiser.

“ The White House, Homeland Security Presidential Directive-2, Subject: Combating
Terrorism Through Immigration Policies, Oct. 29, 2001. Click on
[ http://www.whitehouse.gov/news/rel eases/2001/10/20011030-2.html].

“2 The FBI established the National JTTF in 2002 at the Bureau’s Washington command
center. The mission of the National JTTF isto collect terrorism-related intelligence and
funnel ittothe JTTFs, other FBI terrorismunits, and partner agencies. Representativesfrom
nearly 30 different agencies are detailed to the National JTTF, bringing outside expertise
that includes intelligence, public safety, and state and local law enforcement.
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and 84 regional Joint Terrorism Task Forces (JTTFs).** By data-mining public and
proprietary data systems, the FTTTF can track the “electronic footprints’ of known
and suspected terrorists.** In so doing, the FTTTF assiststhe 85 JTTFs nationwide,
the 56 FBI field offices, the 46 FBI legal attaches™ abroad, and the DHS in locating
suspected terrorists and their supporters.

Besidesthe FBI, key FTTTF playersincludethe DOD, the DHS CBP and ICE,
the DOS, the Social Security Administration, the Office of Personnel Management,
the Department of Energy, and the CIA. The FTTTF has also established liaisons
with Canada, Australia, and the United Kingdom. The FTTTF was funded for
FY 2004 as a stand alone line item in the FY 2004 Consolidated Appropriations Act
in the amount of nearly $62 million.** Congress provided the same amount in
FY 2003 as well.*

Terrorist Threat Integration Center (TTIC). In the State of the Union
Address, on January 28, 2003, President George W. Bush announced the
establishment of the TTIC. On the same date, the While House issued a Fact Sheet:
Strengthening Intelligence to Better Protect America, which outlined the Center’s
mission and functions.® They include

e tooptimizethe use of terrorist threat-related information, expertise,
and capabilities to conduct threat analysis and inform collection
strategies,

e to create a structure that ensures information sharing across agency
lines,

e to integrate domestic and foreign terrorist-related information and
form the most comprehensive possible threat picture; and

e be responsible and accountable for providing terrorist threat
assessments for our national |eadership.

* Several JTTFs were first formed in the early 1980s as teams of state and local law
enforcement officers, FBI Special Agents, and other federal law enforcement officers.
According to the FBI, by combining the assets of different agencies, the JTTFsact as“force
multipliers’ that allow for greater coverage in the war on terror. There are currently 84
JTTFs.

“ For further information on issuesrel ated to datamining, see CRS Report RL31798, Data
Mining: An Overview, by Jeffrey W. Seifert.

“ As part of the Foreign Attache Program, the FBI has established 46 foreign legation
offices overseas to establish cooperative efforts with foreign police partners as part of the
FBI’s domestic law enforcement mission.

“®PL.108-199, 118 Stat. 3.
“P.L.108-7, 117 Stat. 56.

% This fact sheet is available on the White House website, at
[ http://www.whitehouse.gov/news/rel eases/2003/01/20030128-12.html].
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More recently, in its July 2004 final report, 9/11 Commission recommended that a
National Counterterrorism Center be established on the foundation of the TTIC.*°

TTIC became operational on May 1, 2003. John Brennan, acareer CIA official,
was appointed by the Administration to be the Director of TTIC. An FBI specia
agent serves as the Center’s Deputy Director. Funding for TTIC is provided by
participating agencies, including the DHS, DOS, DOJ, DOD, and the Intelligence
Community. While TTIC isunder the DCI, the Administration emphasizesthat itis
a“multi-agency joint venture,” and isnot part of the CIA. TTIC smissionistoform
the most comprehensive threat picture possible by serving as a central hub for the
fusion and analysis of al-source information collected from foreign and domestic
sources on international terrorist threats.

TTIC' s operations encompasses elements of both the FBI's Counterterrorism
Division (CTD)® and the DCI's Counterterrorism Center (CTC).> In September
2003, there were about 100 analystson board at TTIC, and the Administration plans
to have about 300 analyststotal on board in May 2004, when the Center is scheduled
to be moved to alocation outside of the CIA.>? Collocating the DCI’s CTC and the
FBI'sCTD at TTIC is designed to encourage greater cooperation and information
sharing between the wider Intelligence Community and the FBI.>

In the past, information sharing between the CIA and FBI has been hampered
by differing priorities and methods. The CIA is banned from having any role in
domesticlaw enforcement or internal security functionsby the National Security Act
of 1947,* and the DCI is mandated to protect “sources and methods from
unauthorized disclosure.”* Like the CIA, the FBI also protects its sources and
methods — particularly the identities of confidential informants, so as not to
jeopardize on-going investigations.

The FBI, however, is also bound by other criminal laws and guidelinesrelated
to protecting grand jury information and limiting criminal investigations, undercover
operations, and covert surveillancethat are, in large part, designed to protect privacy

9 Commission on Terrorist Attacks upon the United States, The 9/11 Commission Report,
p. 403.

0 Themission of the FBI’ sCTD isto detect and deter terrorist actswithin the United States,
and to investigate terrorist attacks against U.S. interests and the American people at home
and abroad.

*> The mission of the DCI’s CTC is to exploit all-source intelligence to produce in-depth
strategic and tactical analysesof terrorist groups. The CTC also coordinatestheIntelligence
Community’ s counterterrorism activities and operations.

%2 K evin Whitelaw, “Inside the Government’s New Terrorism Threat Integration Center,”
U.S News & World Report, Sept. 15, 2003, p. 31.

%3 See also, CRS Report RL32336, FBI Intelligence Reform Since September 11, 2001
Issues and Options for Congress, by Alfred Cumming and Todd Masse.

5 50 U.S.C. §403-3(d)(1).
55 50 U.S.C. §403-3(c)(7).
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and civil liberties. Consequently, the CIA takes a long-term strategic view of
intelligencegathering and analysi s, whilethe FBI takesashort-term tactical view that
is geared towards resolving investigations.®

Nevertheless, according to the Administration, TTIC will not collect
intelligence; instead, as the primary consumer of terrorism-related intelligence, one
of the Center’ s core functions is to ensure information-sharing across agency lines.
TTICisalsoresponsible for setting requirements and tasking other federal agencies
intheareaof shared databases. The Attorney General isresponsiblefor ensuring that
the FBI’ s information technology modernization programs are configured to share
information easily with TTIC.

In terms of more broadly disseminating intelligence reports, an administration
officia has recently testified that TTIC's Information Sharing Program Office has
worked to reduce the number of terrorism-related documentsand recordsthat are not
under “originator control,” meaning theinformation contained in thoserecords could
compromise sources and methods. Consequently, before another agency uses that
document or record, it must gain the permission of the originating agency.

Other methods being employed more frequently at TTIC are “writing for
release” and “tear lines.”> Writing for release means producing useful, but less
sensitive intelligence reports. Tear lines are employed to divide reports. The
substance of theinformation appearsabovethetear line, and the sourcesand methods
by which the information was acquired appears below the tear line.

To effect rapid interagency information-sharing, TTIC has established a
classified web-accessible service— TTIC Online. TTICisdevelopinglesssensitive
mirror images of TTIC Onlineto more broadly disseminateinformation and analysis
to appropriate entities.® See Figure 2 below.

TTIC has established and will maintain the TID, which will be arepository for
all-source information on known and suspected terrorists.®® The TID is envisioned
as becoming the primary source for international terrorist dataprovided by TTIC to
the TSC. Such information will include names, aliases, dates and places of birth,
identification and travel documents, unique and distinguishing physical features,

% Frederick P. Hitz and Brian J. Weiss, “Helping the CIA and FBI Connect the Dotsin the
War onTerror,” International Journal of I ntelligenceand Counterintelligence, spring 2004,
vol. 17, no. 1, p. 13.

5" Russell E. Travers, TTIC Associate Director for Defense Issues, Statement Before the
National Commission on Terrorist Attacks upon the United States, Jan. 26, 2004, p. 7.

% Testimony of John Brennan, Terrorist Threat Integration Center Director, in U.S.
Congress, Senate Judiciary Subcommittee on Immigration and Border Security
(Washington, Sept. 23, 2003), p. 2.

* The TID is nearly identical to a system required under section 343 of the Intelligence
Authorization Act for Fiscal Year 2003 (P.L. 107-306, 116 Stat. 2399), which requiresthe
DCI to establish a “terrorist identification classification system” that would be a list of
individuals who are known or suspected terrorists, and organizations that are known or
suspected terrorist organizations.
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biometric data, and individuals' past affiliation with terrorist acts or groups. In the
past, much of this information was stored in disparate databases maintained by
several agencies. Consolidating a