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Federal Informaton Recessing standanls hblicptions are issued by the National Wveau of Standards pursuant to the Federal 
F‘roperty and Administrative Services Act of 1949, as amended, Public Law 89-306 (79 Stat. 1127), and as implemented 
byExecutiveOrder 11717(38FR 12315,datdMay 11, 1973),aodPart6ofTitle 15 CodeofFederalRegulations(CFR). 

Name of Guideline: Guideline for Computer Security Certification and Accreditation (FPS PUB 
102). 

Category of Guideline: ADP Operations, Computer Security. 

Explanation: This Guideline describes how to establish and how to carry out a certification and 
accreditation program for computer security. Certification consists of a technical evaluation of a 
sensitive application to see how well it meets security requirements. Accreditation is the official 
maoagement authorization for the operation of the application and is based on the certification process 
as well as other management considerations. A certification and accreditation program benefits 
an organization by improving management control over computer security and increasing awareness 
of computer security throughout the organization. 

Approving Authority: U.S. Department of Commerce, National Bureau of Standards (Institute 
for Computer Sciences and Technology). 

Maintenance Agency: U.S. Department of Commerce, National Bureau of Standards (Institute 
for Computer Sciences and Technology). 

Cross Index: 

a. Federal Information Processing Standards hblication (FIPS PUB) 31, Guidelines for 
Automatic Data Processing Physical Security and Risk Management. 

b. Federal Information Processing Standards Publication (FIPS PUB) 38, Guidelines for 
Documentation of Computer Programs and Automated Data Systems. 

c. Federal Information Processing Standards Publication (FIPS PUB) 39, Glossary for Com- 
puter Systems Security. 

d. Federal Information Processing Standards Publication (FIPS PUB) 4 1, Computer Security 
Guidelines for Implementing the privacy Act of 1974. 

e. Federal Information Processing Standards Publication (FIPS PUB) 46, Data Encryption 
Standard. 

f. Federal Information Processing Standards Publication (FIPS PUB) 48, Guidelines on Evalua- 
tion of Techniques for Automated Personal Identification. 

g. Federal Information Processing Standards Publication (FIPS PUB) 64, Guidelines for 
Documentation of Computer Programs and Automated Data Systems for the Initiation Phase. 

h. Federal Information Processing Standards Publication (FIPS PUB) 65, Guideline for 
Automatic Data Processing Risk Analysis. 

i. Federal Information Processing Standards Publication (FIPS PUB) 73, Guidelines for Smu- 
ity of Computer Applications. 
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j. Federal Information Processing Standards Publication (FIPS PUB) 74, Guidelines for Im- 

k. Federal Information Processing Standards Publication (FIPS PUB) 83, Guideline on User 

1. Federal Information Processing Standards Publication (FIPS PUB) 87, Guidelines for ADP 

m. Federal Information Processing Standards Publication (FIPS PUB) 88, Guideline on In- 

plementing and Using the NBS Data Encryption Standard. 

Authentication Techniques for Computer Network Access Control. 

Contingency Planning. 

tegrity Assurance and Control in Database Administration. 

Applicability: This Guideline is a basic reference document for general use by Federal depart- 
ments and agencies in establishing and carrying out a certification and accreditation program for 
computer security. Certification and accreditation should be performed for applications that pro- 
cess sensitive data or that could cause loss or harm from improper operation or deliberate manipula- 
tion of the application. 

Implementation: Certification and accreditation can be performed on computer applications that 
are operational or under development. Since applications under development can be changed more 
easily than operational applications, it is more cost effective to start the certification and accredita- 
tion process in the development phase of the life cycle; however, the process should be integrated 
into all phases of the life cycle. In general, the more sensitive the application, the higher the prior- 
ity for carrying out the certification and accreditation process. 

Specifications: Federal Information Processing Standards Publication (FIPS PUB) 102, Guideline 
for Computer Security Certification and Accreditation (affixed). 

Qualifications: This Guideline can help in certifying the sufficiency of security specifications for 
acquired services, but is not sufficient for such certificaton. Further regulations and concerns must 
be considered for such services. The General Services Administration is responsible for providing 
guidance on procurement activities and can provide further information in this area. 

Where to Obtain Copies of this Guideline: Copies of this publication are for sale by the National 
Technical Information Service, U.S. Department of Commerce, Springfield, VA 22161. When 
ordering, refer to Federal Information Processing Standards Publication 102 (FIPSPUB102) and 
title. When microfiche is desired, this should be specified. Payment may be made by check, money 
order, or deposit account. 
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SUMMARY GUIDANCE 

The best way to view computer security certification and accreditation (sec. 1.2.3,4) is as a 
form of quality control for the computer security of sensitive applications (i-e., applications with 
a significant potential for loss). The critical decisions regarding the adequacy of Security safeguards 
in sensitive applications must be made by authorized managers and must be based on reliable technical 
information. As defined in this document, security certification is a technical evaluation for the 
purpose of accreditation, and uses security requirements as the criteria for that evaluation; security 
accreditation is management’s approval for operation, and is based on that technical evaluation 
and other management considerations. It should be noted that computer security certification and 
accreditation are one aspect of a general certification and accreditation activity that should be per- 
formed to assure that a computer application satisfies all its requirements. This Guideline tells: 
A. how to establish a program for computer security certification and accreditation, and B. how 
to perform such certifications and accreditations. The following summarizes this Guideline. Each 
section number in parentheses refers to the adjacent topic location in this document. 

A. Establishing a Program for Certifcation and Accreditation 

There are six major issues that need to be addressed here. These are briefly described for highly 
sensitive applications. Less sensitive applications can use less elaborate programs. 

1. Policies and Procedures (sec. 3.1) 

(1) Program Directive: should be issued by Senior Executive Officer; should establish official 
authority for the program; could be part of agency security directive; should contain pro- 
gram summary; should allocate program responsibilities. 

(2) Program Manual: should be issued by the Certification Program Manager; should define 
the processes involved; should reflect Certification Progr& Manager responsibilities; 
could use this Guideline structure as a basis for the Manual. 

2. Roles and Responsibilities (sec. 1.3) 

The roles enumerated are functional. Particular agencies may have different titles for these 
lilnctions. 

Senior Executive m c e r :  issues the Program Directive; allocates responsibilities. 

Cem$cation Program Manager: initiates application certification and assigns Applica- 
tion Certification Manager; approves Application Certification Plan; develops and issues 
the Program Manual; keeps Manual up to date; provides support to Senior Executive 
Officer and Accrediting Official@), as needed; reviews and approves Manuals of sub- 
sidiary agency components (where they exist); monitors recertification and reaccredita- 
tion activities; maintains records on agency certifications and accreditations. 

Application Cem,cation Manager: develops Application Certification Plan for a certifica- 
tion; manages the security evaluation; produces the security evaluation report; periodically 
reports to management on certification status. 

Security Evaluator: performs the technical security evaluation necessary for the certifica- 
tion; is located in the appropriate agency office (e.g., standards and @ty control of- 
fice, security office, Inspector General office). 
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3. Entities Requiring Certification/Accreditation (sec. 1.2.7, app. C) 

The &termination of which applications require certification and accreditation is based on ap- 
plication sensitivity. Sensitivity is measured by the potential loss or harm caused by a security failure. 
It is desirable to have a prioritized listing, based on mission needs, of those applications that re- 
quire certification and accreditation. 

4. Organization Structure Concerns (sec. 3.2) 

Each organizatidn must develop its own structure for successful certifications. Two caveats are: 

(1) The more sensitive the application, the higher the management level of the Accrediting 
Official(s). 

(2) Security evaluators must be as independent of the sensitive application as possible. 

5.  scheduling (sec. 1.4) 

Ideally, the certification and accreditation process should be integrated into the stages of the 
system life cycle (Le., requirements definition, development, operation, and maintenance). The 
most cost effective use of this process occurs in the requirements definition and development stages. 

6. Staffing, Training, and Support (sec. 3.3) 

Adequate staffing, training, and support for the process is necessary for achieving effective 
computer security of sensitive applications. This implies the need for career paths for security staff, 
proper training of security personnel, and suitable funding for security activities. 

B. Performing a Certification and Accreditation 

1 .  Certification 

Certification consists of a technical evaluation of a sensitive application to see how well it 
meets its security requirements. The process can be described with five steps: 

(1) Planning (sec. 2.1): This involves performing a quick and high-level review of the entire 
system to understand the issues; placing boundaries on the effort; partitioning the work 
within those boundaries; identifying areas of emphasis; and drawing up the Certification 
Plan. 

(2)  Data Collection (sec. 2.2): Critical information that needs to be collected includes: system 
security requirements; risk analysis data showing threats and assets; system flow diagrams 
showing inputs, processing steps, and outputs plus transaction flows for important trans- 
action types; and a listing of application system controls. If this information is not available 
in documents, it should be obtained from application personnel by use of tutorial brief- 
ings and interviews. 

(3) Basic Evaluation (sec. 2.3): A basic evaluation is always performed in a certification. 
Its four tasks are: 

a. Security Requirements Evaluation-Are these documented and acceptable? If not, 
they must be formulated from requirements implied in the application, and compared 
with Federal, state, organizational and user requirements. 
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b. Security Function Evaluation-Do security functions (e.g., authentication, authoriza- 
tion) satisfy security requirements? This review should be performed down through 
the functional specification level. 

c. Control Implementation Determination-Check that security functions have been im- 
plemented. Physical and administrative controls require visual inspection; controls 
internal to the computer require testing. 

d. Methodology Review-Review the acceptability of the implementation method (e.g., 
documentation, project controls, development tools used, skills of personnel). 

(4) Detailed Evaluation (sec.  2.4): In application areas where a basic evaluation does not 
provide enough evidence for a certification, one analyzes the quality of the security 
safeguards using one or more of three points of view: 

a. Functional Operation--Do controls function properly (e.g., 'hameter checking, error 
monitoring )? 

b. Performance-Do controls satisfy performance criteria (e.g., availability, surviv- 
ability, accuracy)? 

c. Penetration Resistance-Can controls be easily broken or circumvented? (Establishes 
confidence in safeguards.) 

In conjunction with or in addition to the above, one can gain valuable insight and develop 
useful examples by focusing on analysis of security relevant components (e.g., assets, 
exposures), or on situational analysis (e.g., attack scenarios or transaction flows). 

(5 )  Report ofFindings (sec. 2.5): This is the primary product of a certification. It contains 
both technical and management security recommendations. It should summarize applied 
security standards or policies, implemented controls, major vulnerabilities, corrective ac- 
tions, operational restrictions, the certification process used, and should include a pro- 
posed accreditation statement. 

2. Accreditation (sec. 2.6) 

Accreditors use the certification report to help evaluate certification evidence. They then decide 
on the acceptability of application security safeguards, approve corrective actions, insure that cor- 
rective actions are implemented, and issue the accreditation statement. While most flaws will not 
be severe enough to remove an operational system from service, they may require restrictions on 
operation (e.g., procedural security controls). 

3. Recertification and Reaccreditation (sec. 2.7) 

As security features of a system or its environment change, recertification and reaccreditation 
are needed. The more extensive these changes are, the more extensive the recertification and reac- 
creditation activity should be (i.e., more complete reevaluation, use of higher level Accrediting 
Official(s)). The change control (configuration management) function is a suitable area in which 
to place the monitoring activity for these changes. 
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4. Evaluation Techniques for Security Certification (sec. 1.5) 

There are four groups of techniques currently used for security evaluation that can be used 
for certification. 

(1) Risk AnuZysis: This is used to understand the security problem by identifying security 
risks, determining their magnitude, and identifying areas needing safeguards. When per- 
formed at the beginning of the system life cycle, it can provide the basis for security re- 
quirements. When performed later in the life cycle, it can be used as an evaluation for 
security certification. 

(2) Validation, Verijicahon, and Testing: Validation determines the correctness of a system 
with respect to its requirements; verification checks for internal consistency during im- 
plementation; and testing uses data to examine system behavior. W&T applied to security 
requirements becomes an evaluation technique for security certification. 

(3) Security Safeguard Evaluation: These methods assess the security solution using aids such 
as checklists, control matrices, and weighted ratings for levels of security produced by 
different combinations of controls. A security officer may head such an evaluation. It 
can be the major contributor to evaluation for a security certification when security re- 
quirements are the criteria used. 

(4) EDP Audit: These methods assess whether controls satisfy management’s control objec- 
tives (a form of requirements) and use the same aids as in security safeguard evaluation. 
In addition to security controls, however, EDP audit may address cost and efficiency in 
meeting mission objectives. When the controls that are reviewed are supposed to satisfy 
management’s control objectives for security, an EDP audit becomes a form of evalua- 
tion for a security certification. 
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1. INTRODUCTION 

Some computer security risks threaten the very existence of an organization. Critical deci- 
sions regardng the adequacy of security safeguards in sensitive applications must be made by autho- 
rized managers and must be based on reliable technical information. Computer security certifica- 
tion gives managers this technical information and computer security accreditation gives them the 
structure needed to make such critical decisions. Together they provide management with a quality 
control technique for computer security. A second major advantage of such a certification and ac- 
creditation program is the increased security awareness that is simultaneously dispersed throughout 
the organization. 

The management control and security awareness provided by a computer security certification 
and accreditation program can yield major benefits. These processes can help protect against fraud, 
illegal practices, mission failures, embarrassing “leaks,” and legal action. They can help keep 
managers from being “surprised” by problems within their sensitive computer applications. Com- 
puter security certification and accreditation are only one aspect of a general certification and ac- 
creditation activity that should be performed to assure that a computer application satisfies its de- 
fined functional, performance, security, quality, and reliability requirements. While the guidance 
here focuses on those aspects of this general process relevant to the computer security of an ADP 
application, it should be realized that computer security certification and accreditation activities 
are best accomplished as part of an overall certification and accreditation effort that addresses all 
the types of requirements and that often uses the same techniques for performing technical evalua- 
tions. Discussion of this general certification and accreditation process is beyond the scope of this 
Guideline, however. 

The need for computer security certification has been widely publicized. The need for com- 
puter security accreditation is implied by the [FIPS39] definition for certification. The guidance 
in this document can be used in accomplishing these certifications, accreditations, recertifications, 
and reaccreditations. This Guideline can also help in certifying the sufficiency of security specifica- 
tions for umsultant services. Further regulations and concerns must be considered, however, for 
such services. The General Services Administration is responsible for providing guidance on pro- 
curement activity and can provide further information in this area. 

1.1  Purpose and Audience 

The primary purpose of this document is to provide a guideline for establishing both a pro- 
gram and a technical process for certifying and accrediting sensitive computer applications. Sub- 
sidiary objectives of this Guideline are: 

1. Provide the information and insight to permit readers to adapt or formulate a program 
and/or process suited to their specific needs. 

2. Catalyze increased security awareness and help ensure more appropriate assignment and 
assumption of security responsibility. 

Create an awareness of the need for defining security requirements and evaluating com- 
pliance with them. 

3. 

4. Help ensure that computing resources and sensitive information are approprbtely protected. 

5 .  Help reduce computer fraud and related crimes. 

This Guideline is directed primarily towards those responsible for performing computer security 
certification and accreditation and those responsible for establishing certification and accreditation 
programs, i.e., 
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1. 

2. 

3. 

4. 

5 .  

6. 

7. 

Senior Executive Officers (e.g., Department Secretary). 

Accrediting Officials (e.g., senior managers). 

Computer Security Staff (e.g., managers, systedADP security officers, internal control 
specialists). 

Application Sponsors (e.g., users, resource managers). 

Independent Reviewers (e.g., financial and EDP auditors, computer quality assurance 
personnel, test and evaluation personnel). 

Suppliers of ADP Services (e.g., ADP installation managers, data base administrators, 
communications officers). 

Development Staff (e.g., programmers, designers). 

1.2 primary Definitions 

Seven delinitions are presented and discussed in this section: computer security, computer secu- 
rity requirement, computer security certification, computer security accreditation, computer system, 
computer application, and sensitive computer application. Definitions of other relevant terms are 
included in Appendix A. Those definitions without references were formulated in the preparation 
of this Guideline. Others, as noted, were adapted from existing definitions. 

1.2.1 Computer Security’ 

The quality exhibited by a computer system that embodies its pro- 
tection against internal failures, human errors, attacks, and natural 
catastrophes that might cause improper disclosure, modification, destruc- 
tion, or denial of service. 

Three points are key. First, the computer security of a system or application is a relative qual- 
ity, not an absolute state to be achieved. Second, computer security is concerned with four q d y  
important exposure categories: disclosure, modification, destruction, and denial of service. Third, 
these exposures are not restricted to data. For example, they can also apply to hardware. 

1.2.2 Security Requirement 

An identified computer security need. 

These needs derive from governmental policy, agency mission needs, and specific user needs. 
Governmental policy relating to computer security is expressed in laws and regulations; agency 
Security needs are found in the agency’s standards and policy; and user security needs originate 
in the application characteristics (and might be found in the Project Request Document). Security 
requirements are expressed in increasing detail as one progresses from high-level general descrip- 
tiom of the system through lower levels of detailed specification. Evaluation for security certifica- 
tion focuses on the determination of compliance with security requirements. Security requirements 
need frequent review to insure their accuracy. 

1. This Guideline u8es the terms ‘computer security’ and ‘security’ synonymwsly. 
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1.2.3 CertificationZ [FIPS 391 

The technical evaluation, made as part of and in support of the ac- 
creditation process, that establishes the extent to which a particular com- 
puter system or network design and implementation meet a prespecified 
set of security requirements. 

Two points are important. First, certification is a technical process that produces a judgment, 
a statement of opinion. It is not a guarantee. Second, certification complements the accreditation 
process, defined in the next section. 

1.2.4 Accreditation3 [FIPS 391 

The authorization and approval, granted to an ADP system or net- 
work to process sensitive data in an operational environment, and made 
on the basis of a certification by designated technical personnel of the 
extent to which design and implementation of the system meet 
prespecified technical requirements for achieving adequate data security. 

Accreditation is thus official management authorization for operation. Although the definition 
refers to “data security” and the processing of “sensitive data,” this Guideline assumes that the 
definition also applies more broadly to computer security in general and to sensitive computer ap- 
plications that might not contain sensitive data. Such applications might be sensitive due to loss 
or harm that could result from operational failure (denial of service), rather than from unauthor- 
ized disclosure or manipulation of data. 

1.2.5 Computer System 

An assembly of elements including at least computer hardware and 
usually also computer software, data, procedures, and people,, so related 
as to behave as an interacting or interdependent unity. [Adapted from 
FIPS11, NBSSO, SIW2, and WEB761 

It is important that the notion of computer system include all aspects that affect security. For 
this reason, the definition includes not only hardware, software, and data, but also procedures and 
P P l e .  

1.2.6 Computer Application 

The use(s) for which a computer system is (are) intentionally 
employed. [Adapted from SIWZ] 

The term “certification” has been applied to software programs, hardware components, a p  
plications, system, terminals, networks, installations, and other entities. The nature of the entity 
being certitied, however, has minimal effect on the general certification and accreditation processes 
as described herein, although it has substantial effect on the details of particular certifications. The 
term “application” is broadly defined to represent a variety of certification entities corresponding 
to a variety of computer systems. For example, an application might encompass one or several 
computers or sites, although typically there are several applications using a single computer. A p  
plication boundaries are determined uniquely for each situation, and are discussed in Section 2.1.2.3. 

2. This Guideline uses the terms ‘security certification’ and ‘certification’ synonymously. 
3. This Guideline uses the b m  ‘security accreditation’ and ‘accreditation’ synonymously. 
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1.2.7 Sensitive Computer Application [OMB78] 

A computer application which requires a degree of protection because 
it processes sensitive data or because of the risk and magnitude of loss 
or harm that could result from improper operation or deliberate manipula- 
tion of the application. 

All computerized applications have some degree of sensitivity. The important issue here is 
that there be agreement within the agency on which applications require certification and accredita- 
tion. A prioritized listing of these is desirable. 

The approbate measure of sensitivity is expected loss or harm in light of perceived threats. 
It is often derived from a risk analysis. Application sensitivity is influenced by many factors, several 
of which are not self evident. The more obvious factors include such things as mission importance, 
asset value, and anticipated threats. Less evident factors are the number of users, the range in 
sensitivity of user positions, and the extent of users’ functional capabilities, with the spectrum ex- 
tending from the limited ability to use only function keys to the other extreme of full user program- 
ming. [FIPS73] gives examples of sensitive applications. 

Sample categorization schemes for application sensitivity are shown in Appendix C. Such a 
scheme influences certification and accreditation in several ways. It influences the organizational 
level of the Accrediting Official(s), with higher sensitivity typically warranting a more senior in- 
dividual(s); and it influences the level of detail, frequency, and nature of the certification process. 
For example, highly sensitive applications are reviewed more thoroughly and more often, and re- 
quire more definitive evidence than applications with low sensitivity. 

1.3 Roles and Responsibilities 
Within an agency, the Senior Executive Officer (e.g., Department Secretary) has ultimate 

responsibility for ensuring that agency data and resources are appropriately protected. This respon- 
sibility carries with it the responsibilities for establishing agency security policy, enforcing com- 
pliance with policy, and ensuring the quality of the agency security program. A certification and 
accreditation program is an important part of an agency security program. The emphasis that the 
Senior Executive Officer places on fulfilling these responsibilities has a strong influence on the 
success of the certification ’and accreditation program. (See Section 3 for details on establishing 
the program.) 

Four key responsibilities are necessary in carrying out a certification and accreditation pro- 
gram. These responsibilities are: (1) to accredit specific applications, (2) to manage the overall 
agency program, (3) to manage individual certification efforts, and (4) to perform technical s s u r i t y  
evaluation. This Guideline defines four roles corresponding to these responsibilities: (1) Ac- 
crediting Official, (2) Certification Program Manager, (3) Application Certification Manager, and 
(4) Security Evaluator. It is not necessary for an agency to adopt these roles by name. They are 
used here to simplify discussion. It is necessary, however, that the responsibilities be assigned. 
This section describes the four responsibilities (in terms of the roles) and presents criteria for selecting 
the people assigned to fulfill them. Appendix G presents an example that shows a sample organha- 
tional structure for these roles. 

1.3.1 Accrediting Official 

The Accrediting Officials are the agency officials who have authority to accept an applica- 
tion’s security safeguards and issue an accreditation statement that records the decision. The Ac- 
crediting Officials must also possess authority to allocate resources to achieve acceptable security 
and to remedy security deficiencies. Without this authority, such individuals cannot realistically 
take responsibility for the accreditation decision. In general, this requires the Accreditors to in- 
clude a senior official and perhaps the line manager for the application in question. For some very 
sensitive applications the Senior Executive Officer is appropriate as an Accrediting Official. In 
general the more sensitive the appltcation, the higher the Accrediting Officials are in the organkation. 
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An Accrediting Official or group of Officials might be responsible for several applications, 
but for each application, there is typically only one Accrediting Official or group of Officials assigned. 
For example, some Department of Defense @OD) applications require more than one Accrediting 
Official. This occurs because several DoD agencies serve as custodians for particular types of in- 
formation and each must approve the security safeguards of applications that process this information. 

Where privacy is a concern, Federal managers can be held personally liable for security in- 
adequacies. The issuing of the accreditation statement fixes security responsibility, thus making 
explicit a responsibility that might otherwise be implicit. It also shows that due care has been taken 
for security. Accreditors should consult the agency general counsel to determine their personal 
security liabilities. 

1.3.2 Certification Program Manager 

The Certification Program Manager is responsible for defining and managing the security cer- 
tification program within an agency. While the details of this role might vary widely, at a minimum 
it involves producing agency specific certification guidance and periodically reporting to manage- 
ment on program status. It might also involve active oversight of certifications. (See Appendix 
G for an example that enumerates a possible set of responsibilities.) 

There is typically one Certification Program Manager designated within an agency. If the agency 
includes somewhat autonomous subsidiary components, such as the Public Health Service or the 
Social Security Administration within the Department of Health and Human Services, these com- 
ponents might also have individuals designated to manage the component certification programs. 
The role of Certification Program Manager can be assigned to the Agency ADP Security Officer. 
It might also, along with the security officer role, be assigned to the Information Resources Manage- 
ment office. 

The individual selected to hll this role should possess substantial knowledge of agency struc- 
ture, politics, agency program, mission objectives, and capabilities as well as general knowledge 
of ADP and security. The role is that of a management professional rather than a technical analyst. 

1.3.3 Application Certification Manager 

The Application Certification Manager is responsible for managing a specific certification ef- 
fort. This individual plans the effort, procures evaluation resources, and oversees production of 
the security evaluation report. The person selected as Application Certification Manager is as in- 
dependent as possible from the application being certified, to help ensure an objective evaluation. 
Ideally this person is familiar with the application requirements and technology, as well as generally- 
accepted computer security safeguards. (See Appendix G for an example that enumerates a possi- 
ble set of responsibilities.) 

In some cases, several certification efforts are performed in support of one accreditation deci- 
sion. This can arise due to the partitioning of organizational responsibilities into several technical 
security areas. In such cases, it is preferable to integrate the technical certification findings into 
one final report, since the safeguards in each area can have complex interrelationships that require 
a technical interpretation. 

1.3.4 Security Evaluator 

Security Evaluators perform the technical security evaluation tasks. Their responsibility is to 
provide expert technical judgments in their areas of specialization. Required Security Evaluator 
specializations vary with each application. For basic (high-level) evaluations, computer security 
generalists with some application-specific training are sufficient. For detailed evaluations, greater 
specialization is required. Useful specialties include: application analysts, systems analysts, engineers, 
designers, application programmers, systems programmers, testers, contract specialists, and lawyers. 
For detailed developmental certifications, Security Evaluator skill requirements vary with the 
developmental phases, as shown in Appendix F. Security evaluation is typically best performed 
by a team, since this provides the advantage of combined skills and viewpoints. 
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As implied above, Security Evaluators are as independent as possible from the application. 
Nevertheless, while security evaluation requires a degree of independence to help ensure objec- 
tivity, a fully independent evaluation is not feasible in many cases. In some areas it is necessary 
and teasonable to accept the technical judgments of application developers and users. Furthermore, 
every application has people associated with it who are already aware of many of its flaws. For 
example, system programmers are usually aware of operating system shortcomings. While these 
people might not have the authority or resources to correct deficiencies, their expertise should be 
sought in i d e n m g  the deficiencies. The Application Certification Manager must weigh the benefits 
of independence against its increased expense, and arrive at an appropriate mix. 

1.3.5 Responsibilities Of Agency offices 

Many agency offices should support the certification program. It is especially important that 
offices associated with the application being evaluated cooperate with and support certification ef- 
forts. They must provide briefings, interviews, and documentation as requested. They might be 
required to prepare application flow charts and control listings and to complete questionnaires or 
checklists. They might also be required to assist in the preparation of security requirements and 
risk analyses. They should also be responsible for informing appropriate authorities on the initia- 
tion of a development effort and on the occurrence of events such as violations or errors in opera- 
tional applications that might require or affect certification. It is useful to assign an application 
person as the point-of-contact for the certification team. 

Primary support from other offices is through the loan of personnel to provide security evalua- 
tion support or, where this is not possible, through the direct performance of evaluation tasks for 
the certification effort. Agency review offices such as the ADP portion of the Office of the Inspec- 
tor General (OIG), ADP Security Office, ADP quality assurance and standards, and test and evalua- 
tion are key providers of independent technical evaluation support. Some of their own internal 
work also provides certification evidence. The major example is the evaluation of application com- 
pliance with internal security-relevant policies or standards that were formulated by these offices 
(e .g., audit requirements, developmental standards, measures-of-test-coverage standards). For the 
most cost effective security evaluation support, quality assurance and W & T  (Validation, Verifica- 
tion, and Testing) should be provided for in the planning phase of an application’s development. 

It is important to distinguish between the certification and accreditation program and the duties 
of the OIG. Auditors do not serve as Accrediting Officials, since this would impair the auditors’ 
independence. The auditors’ main certification support responsibilities are: (1) to provide technical 
evaluation, as required, in assessing control adequacy and auditability and (2) to inform appropriate 
authorities of situations that might require or affect certifications. Auditors often obtain certifica- 
tion relevant findings which should be forwarded to certification program personnel. 

1.4 Considerations for Scheduling 

Certification and accreditation can be performed on applications that are operational or under 
development. For several reasons, it is preferable to perform initial certification and accreditation 
when an application is under development. First, it is easier to change an application under develop- 
ment than one that has been in operation for a period of time. Second, it is easier to prevent a 
severely flawed application from becoming operational than to remove it from an operational state. 
A number of factors underlie this. 

1. Resistance to change. People resist change. This is true of changes to any operational system 
but can be especially applicable in security relevant cases, since the change might add 
procedural steps, restrict existing capabilities, restrict flexibility, increase application 
response time, or remove capabilities previously present. There is resistance to change 
during development, also, but the amount of resistance is usually less since there is no 
large entrenched constituency. 
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2. Costs. Financial and technical resources required to make security changes to an opera- 
tional application are far greater than those required to make similar changes during develop 
ment. Some estimates place the costs for changes during operation as being at least thirty 
times higher [GAO82-1, p. 291. 

3. Luck of exploitation evidence. It might be difficult to justify the correction of even a major 
flaw if an application has been operational for years without evidence of the flaw being 
exploited. Sometimes the absence of exploitation evidence might indeed be valid “proof” 
that the threat is not sufficient to warrant increased safeguards. The lack of evidence, 
however, does not ensure that the flaw is not being or will not be exploited. In addition, 
many computer security flaws are such that even one exploitation could have disastrous 
effects. This is especially true in the contingency planning area [FIPSS7]. 

Another reason for performing certification and accreditation during development is that it 
permits the development process itself to be changed. For example, if certification analysis shows 
development quality to be insufficient, strict programming standards can be adopted. Developers 
might be requested to provide evidence of security analysis. 

It is worth emphasizing that the above arguments can be overriciden..-The most important criterion 
in deciding which certifications and accreditations to perform first is application sensitivity (as might 
be reflected in a prioritized listing of agency applications by sensitivity). If the greatest sensitivity 
is possessed by an operational application, it should generally be the first to be examined. Even 
here, however, there are other factors to consider. For example, certification of a low sensitivity 
application might be scheduled before certification of a high sensitivity one in order to acquire 
needed training and increase technical proficiency. The point here is that, though situational needs 
must be considered, it is usually best to initially certify and accredit applications while they are 
under development. This is in keeping with the principles of life cycle management, and ensures 
that major certification influence occurs during the “formative” period in an application’s life. 
Appendix F shows how certification and accreditation activities are interleaved with application 
development. 

1.5 Evaluation Techniques for Security Certification 

Evaluation of computer security is an activity that has slowly been growing in importance and 
is performed in four communities affected by computer security issues. These communities are 
the ones that perform: 1) risk analysis, 2) validation, verification, and testing (VV&T), 3) security 
safeguard evaluation, and 4) EDP audit. Each of these communities has many approaches to evalua- 
tion of security and performs these evaluations for different purposes. A security evaluation per- 
formed for certification is characterized by using security requirements as criteria or the baseline 
for evaluation. When any one of the above communities uses security requirements as criteria for 
evaluation, their evaluation can be used for certification. 

Evaluation for certification involves validating security requirements, examining safeguards 
or controls, and determining whether safeguards satisfy requirements. Primary emphasis is on re- 
quirements and safeguards rather than on threats, assets, and expected losses. Methods of evalua- 
tiou used in each of the four communities cited above can be adapted for use as evaluations for 
certification. The integration of these adapted methods into the certification process described in 
this Guideline is a large component of this computer security technique named “certification and 
accreditetion. ’ ’ 

A certification begins by reviewing the requirements for acceptability. In areas where threats 
and expected losses are well understood, risk analysis methods can be used. Where threats and 
expected losses are not well understood, evaluation aids for certification such as security checklists 
or control reviews can be used. The objectives of this type review are summafized in Section 2.3.1. 
Security safeguard evaluations and EDP audit methods can be used to select additional security 
requirements when the evaluation used for certification finds the application lacking in some area. 
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If no security requirements have been explicitly formulated when certification begins, the Certification 
team must come up with such a formulation in order to perform an evaluation for certification. 
Risk analysis data can be used for this purpose. 

As the application development process unfolds in the application life cycle, the certification 
process determines whether controls satisfy security requirements, and does this at different levels 
of specificity. As described in Section 2.3, the minimum level of evaluation for certification is 
a 'basic evaluation' and includes reviewing the functional specifications against Security requirements. 
For areas of the application that need in-depth security assessment, a 'detailed evaluation' is per- 
formed, as described in Section 2.4. As appropriate, the various groups of security evaluation 
methods are called upon to provide these reviews. 

During the operation and maintenance of the application, recertification and reaccreditation 
will eventually be needed. This means that an evaluation for recertification must occur. Recer- 
tification evaluation is similar to a certification evaluation but takes place more selectively since 
areas of the application that experience no changes need no action. Note that an operational ap- 
plication that has never been certified is a candidate for certification, not recertification. 

The following briefly describes and compares the four groups of,.security evaluation methods 
that can be used for certification evaluation. 

1.5.1 Risk Analysis 

1.5.1.1 Its Uses-The primary purpose of risk analysis is to understand the security problem by 
identifying security risks, determining their magnitude, and identifying areas where safeguards 
or controls are needed. It can also be used to determine how many resources to budget for security 
and where to allocate these resources. It is best performed at the beginning of the system life cycle 
and, with user inputs and policy requirements, can provide the basis for choosing system security 
requirements (Phase I in fig. 1-1). 

Risk analysis can also be useful in validating requirements (Phase ItA in fig. 1-1). If requirements 
are defined to the functional safeguards level, risk analysis can be used to determine whether the 
protection embodied in the controls reduces expected loss to an acceptable level at acceptable cost 
(Phase IIB in fig. 1 - 1). This is typically done by estimating reduced threat frequencies or damages 
based on the presumed implementation of the identified safeguards. Risk analysis thus plays a dual 
role in any certification program because it can be used both to help determine important security 
requirements (the criteria for the process of certification) and to evaluate the safeguards. 

Some further things to note about risk analysis are: (1) risk analysis is a stand-alone process 
that can be performed independently of a certification; (2) it is usually performed under the direc- 
tion of people internal to the system in question; and (3) risk analysis becomes an evaluation technique 
for certification when a particular level of loss becomes an acceptable security requirement of the 
application. Figure 1-1 shows the relation of certification and risk analysis to the application's life 
cycle. For examples of risk analysis methods see [FIPS65], [SDC79], [IST79], and [HOFSO] . For 
a discussion of risk analysis methods and brief descriptions of them see "BS831. Note that [OMB781 
requires risk analysis as well as certification for sensitive applications. 

I .  5.1.2 Its Limitations-Theoretically , risk analysis can be used to examine the effectiveness of 
any control by determining its impact on expected loss. This holds true in areas such as environmental 
security, where reliable data exist on threats such as fires and floods and the losses they might 
cause. In situations where reliable data do not exist on threat frequencies and expected losses, it 
is extremely difficult to evaluate safeguards in such terms and so accuracy of the findings diminish. 
For example, it is difficult to determine whether and to what extent the addition of a software 
safeguard will reduce the threat from a system penetrator. Similarly, although the addition of authen- 
tication safeguards reduces expected losses from unauthorized access, it is difficult to specify the 
extent of this reduction. This reduced accuracy applies not only to analyzing less understood con- 
trols but also to analyzing technically detailed safeguards such as those that are not visible above 
the level of the application specification. 
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Life Cycle 
Phase Security Concern 

Preferred Security 
Process to be Applied 

I. 
INITIATION A. Understand the security pro- 

blem: identify security risks; 
determine their magnitude; 
identify areas where 
safeguards are needed. 

.~ Risk Analysis 

B. Define security 
requirements. 

U. 

DEVELOPMENT A. Validate security 

DEFINITION 
DESIGN B. Assess recommended and 
PROGRAMMING implemented safeguards; 
TESTING determine whether they 

requirements. 

satisfy requirements. 

Risk Analysis 
W & T  

Certification 

C. Approve for operation. Accreditation 

III. 
OPERATION A. Reassess security risks. 
AND 
MAINTENANCE 

B. Reassess safeguards. 

Risk Analysis 
Safeguard Eval. 
EDP Audit 
Recertification* 

C. Approve for continued 
operation. Reaccreditation 

*If risk analysis, VV&T, certification and accreditation were not performed during development, they might be performed 
bitkdy during operation. It is far preferable to perform them during development, however. 

Figure 1-1. Life cycle phases and security processes 

The basic problem in using risk analysis to examine controls lies not in risk analysis itself, 
but in the use of expected loss as an evaluation baseline. As the impact of safeguards on expected 
losses becomes less clear, expected loss becomes a less meaningful measure of a safeguard’s ac- 
ceptability. What is needed in evaluating controls is a different baseline against which more objec- 
tive evaluations can be made. The best baseline for this is that provided by the security requirements 
themselves. That is why a certification evaluation is the technique being recommended. 

1.5.2 Validation, Verification, and Testing W&T) 

W & T  is a process of review, analysis, and testing that should be performed on a system 
throughout its life cycle but is particularly cost effective when performed during the early life cy- 
cle. Validation determines the correctness of the system with respect to its requirements; verifica- 
tion checks the internal consistency and completeness of the system as it evolves and passes through 
different levels of specification; and testing, either automated or manual, examines system behavior 
by exercising it on sample data sets. The performance of VV&T provides a powerful quality 
assurance technique for applications, and when application requirements include security, W & T  
becomes an important evaluation technique for security certification. VV&T is usually performed 
by the people responsible for developing the application; however, for critical applications it may 
be done by an independent body. 
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To save on costs, it is important to draw upon evaluation activities in the application life cycle 
process itself in order not to duplicate such efforts. Applications that are being developed or have 
been developed with quality assurance in mind will have a W & T  program interleaved in the life 
cycle process. For example, the validation activity checks the correctness of a system against its 
security requirements when such requirements are explicitly stated (Phase IIA, fig. 1-1). Evalua- 
tion for certification can also draw heavily on other W & T  evidence, when it exists, and thereby 
reduce evaluation costs considerably (Phase ILS, fig. 1-1). For further information on W & T  see 
[FIPSlOl]. 

1 S . 3  Security Safeguard Evaluation 

Security safeguard evaluation is an umbrella term being used here for security evaluations per- 
formed by people independent of the application in question but internal to the organizational divi- 
sion in which the application resides. A security officer may head such an evaluation. Security 
evaluations of this type can be the major contributors to evaluation for certification, particularly 
since it is recommended that the Accreditor or one of the Accreditors (if there is a group perform- 
ing this function) be a manager responsible for the application. The organizational proximity of 
the security evaluators and the Accreditor suggested here makes this-type evaluation an internal 
approach to managing the application and may be the most effective arrangement possible. 

These evaluation methods usually partition the problem into manageable pieces that correlate 
with the different skill areas or organizational entities involved in the application. For example, 
the security checklist used by the Department of Defense [DoD79] partitions the problem into: 
security management, physical facilities, personnel, hardware, software security, service person- 
nel, files, internal audit umtrols, time-resource sharing, contingency plan, and use of service bureaus. 
Within each area, controls are examined and assessed so that an overaH picture of the security 
posture emerges. Examples of different approaches are checklists [AFI79] [DoD79], control matrim 
m 8 ] ,  and partiaUy quantitative evaluations that assign weights and ratings to the levels of security 
achieved by the various controls [PMM80]. There are numerous such methods in use but there 
is no one method suitable for all applications. For further examples and an in-depth discussion 
of these methods see [NBS83]. Since this group of evaluation methods has comprehensive lists 
of controls to look for in evaluating the security posture of an application, it can also be used for 
determining additional security d m e n t s  as well (Phase IIIA, fig. 1-1). Just as with riskanalysis, 
these methods can serve the dual purposes of 1) helping determine security requirements and 2) 
evaluating safeguards. 

1.5.4 EDP Audit 

EDP audit, a subdiscipline within internal audit, assesses the controls in an organization’s system 
that rely on computers. It determines how well these systems are complying with management’s 
control objectives for these systems and reports its findings to upper management. When control 
objectives for security (a high-level form of security requirement) are considered, EDP audit becomes 
a form of security evaluation usable for certification. However, since EDP audit is usually located 
outside the organizational unit responsible for the application in question, and, since it usually has 
a broader scope than security, EDP audit would usually be a secondary contributor to a certifica- 
tion evaluation. Since EDP audit methods typically identify a comprehensive set of controls, they 
can be used for helping determine security requirements as well (Phase mA, fig. 1-1). There are 
numerous EDP audit methods that have been developed by auditing firms and the U. S . General 
Accounting Office. Some examples are [AAC78], lJ~lAI761, [PMM80], [CIC75], and [GAO81-2,3]. 
For further discussion of these methods see [NBS83]. 

1.5.5 Comparison Of Security Safeguard Evaluation And EDP Audit 

With respect to the technical processes themselves, security safeguard evaluation and EDP 
audit have many similarities. For example, both assess compliance with policies; both assess the 
adequacy of safeguards; both include tests to verify the presence of controls. However, since EDP 
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audits are generally broader in scope (e.g., part of a general internal review), EDP audits often 
address issues, such as cost and efficiency in achieving mission objectives, that are outside the 
purview of evaluations for certifications. 

The primary difference between security safeguard evaluation and EDP audit is that safeguard 
evaluation takes place within the bounds of application responsibility, whereas EDP audit usually 
takes place outside these bounds. EDP audit is usually not performed under the oversight of an 
application manager. Furthermore, EDP audit findings for an application are typically reported 
at a higher level than the person directly responsible for the application. It is an external evaluation 
procedure used by higher-level managers in managing the agency. 

Beyond these differences, there are others of a more subtle nature. For example, EDP audits 
in general place more emphasis on data reliability [GAOSlS] and validate the data processed by 
the application (i.e., “substantive” testing).,In a security safeguard evaluation, file inconsisten- 
cies are of interest mainly to the extent that they reveal inadequacies in the safeguards. As another 
example, EDP audits tend to be concerned with threats anticipated by application developers and 
thus tested for in the application and in audit journals. Security safeguard evaluations, while also 
concerned with anticipated threats, are often additionally concerned that safeguards counkr threats 
in which the application is used in ways not anticipated or intended by its developers. Penetration 
of an application through a design flaw is an example of an unanticipated threat. Analyses of these 
two forms of threats require different skills. 

As both EDP audit for security and security safeguard evaluation evolve, some differences 
are lessening and more overlap of concerns is occurring. For example, the historical limitation 
of EDP audits to financial concerns is diminishing, as is the historical limitation of security safeguard 
evaluation to violations associated with unauthorized disclosure. EDP audits are being broadened 
to consider the entire spectrum of computer applications that are being used to manage agency 
information resources; and security safeguard evaluations increasingly consider exposures such 
as agency embarrassment or competitive disadvantage that were formerly primarily of concern 
to auditors. Differences expected to remain, however, are that EDP audit will continue to be broader 
in scope and will remain a review external to the application whereas security safeguard evaluation 
will remain a review internal to the application location in the organization. 

2. PERFORMING CERTIFICATION AND ACCREDITATION 

This section presents guidance on performing certification and accreditation. It applies to cer- 
tifications performed during either development or operation, Recertification and reaccreditation 
are also discussed. The section is organized as follows: 

2.1 Planning. What preliminary steps are needed before the central part of the evaluation ac- 
tivity can begin? How much evaluation depth is needed? 

2.2 Data Collection. How is information gathered for evaluations? 

2.3 Basic Evaluation. What is involved in performing a basic security evaluation for certifica- 
tion? What evaluation methods are applicable? 

2.4 Detailed Evaluation. What is involved in a detailed evaluation? What methods are applicable 
to detailed evaluation? How can evaluation analysis be focused? 

2.5 Report of Findings. What does the security evaluation report contain? 

2.6 Accreditation. What issues are considered in making the accreditation decision? What does 
the accreditation statement contain? 

2.7 Recertification and Reaccreditation. When are recertification and reaccreditation needed? 
What activities are involved? How are changes controlled? 
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Figure 2-1 summarizes the certification process. It is an iterative process. That is, based on 
findings from each stage, previous stages might have to be reentered and work performed over. 
For example, basic evaluation might identify a function that is not included within evaluation boun- 
dap-ies but that is important for security. This can require revision of the boundaries defined during 
plaiming, along with additional data collection. 

Basic Report of 
Evaluation Findings 

Must Occur 

Usually Occurs --- 

Figure 2-1. The certification process 

The work is not as sequential as the figure suggests. Typically most or all of the stages are 
ongoing at the same time. The intent of the figure is to show the shift in emphasis as work progresses. 

“Basic” evaluation means “high-level” or “general” evaluation and is the minimum necessary 
for a certification to take place. In general, basic evaluation suffices for most aspects of an applica- 
tion under review. However, most certifications also require detailed work in problem areas, and 
therefore require detailed evaluation as well. 

Time and resources required to perform a certification vary widely from case to case. In all 
cases, however, a balance must be kept between potential security risks and certification costs. 
If possible loss or harm is low, certification costs must also be kept low. Risk analysis can help 
in deciding how much certification review an application can afford. Typical resources for cer- 
tification can vary from several person-days to many person-months. Minimum products required 
from certification and accreditation are a security evaluation report and an accreditation statement. 

The certification process described here takes the form of a functional description. It tells what 
must be done and presents a general functional view of how to accomplish it. It does not preeent 
a detailed step-by-step method for performing security evaluation. Detailed specifics of security 
evaluation differ widely from case to case. Any evaluation method must be adapted to meet situa- 
tional needs. There is no short cut that avoids the analysis required for this situational adaptation. 
Detailed methods and aids such as matrices, flowcharts, and checklists are helpful in the adapta- 
tion process. This Guideline identifies such aids and methods and shows where they are best ap- 
plied. However no single detailed method or aid exists that can be used universally:-The value 
of this Guideline is in organizing and focusing the adaptation process. [NBS83] presents summaries 
and analyses of numerous detailed methods and aids, and is an important complement to this 
Guideline. [NBS83] also reaffirms an important point that bears repeating, i.e., that the fundamen- 
tal requirement for successful evaluation is effective, cxperienced people. No methodology can 
offset this need. 

The certification process presented here is an example. The intent is to provide guidance, not 
to impose a specific structure. The process is complete and generally applicable to all situations, 
although the appropriate level of effort varies with each situation. 

Since the overall certification process described is at a functional level, it can be applied to 
both applications under development and those already operational. Functionally, the two situa- 
tions are similar. For example, both follow the stages of figure 2-1; both include review of similar 
application documentation such as Functional Requirements Documents and test procedures and 
reports. 
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On the other hand, detailed evaluation methods used within the certification process differ for 
the two situations due to differences in both the types of data available and the organization of 
the work. 

1. Data Available. Certifications performed in parallel with development are more apt to 
have available security-relevant products from the developers. Such products might in- 
clude vulnerability analyses and security design trade-off analyses. Certifications performed 
on operational systems have operational documents such as problem reports, audit journal 
data, availability statistics and violation reports that are not available during development. 

Applications under development might be reviewed for acceptability by several of- 
fices or by a Project Steering Committee. These reviews can be used to gather evidence 
for certification and are discussed further in Appendix F. Operational applications have 
users who can be interviewed and can provide unique forms of certification evidence based 
on their personal experience. 

2. Organization of Work. Certification activity during development is event-driven, being 
interleaved with the development process and based primarily on the availability of ap- 
plication documentation. Interim certification findings can be used to innuence the develop- 
ment process itself. Certification work assignments can thus have peaks and valleys of 
activity as the development process occurs. Appendix F describes the interleaving of cer- 
tification with development. Evaluation of an operational application can follow a more 
circumscribed, project-oriented structure and rely on a skill-based partitioning of the 
application. 

2.1 Planning 

The planning process is, in itself, a “mini” basic evaluation4. This is so because the plan must 
anticipate problem areas, needs for specialized skills, needs for support tools, and other issues 
that cannot be determined without insightful situation-specific analysis. Indeed, the planning pro- 
cess might even determine that further evaluation is not required. This might be the case, for ex- 
ample, if planning analysis revealed general controls to be so weak that further evaluation would 
be of little value. (In such cases the application still requires a security evaluation report and an 
accreditation decision.) Planning thus requires expertise in and knowledge of both the application 
and the certification process. The enlistment of external support might be required to assist in 

Some of the planning questions posed below are not answerable at the beginning of the effort. 
This is especially true of certifications of systems under development, since detailed application 
characteristics and much documentation are not available early in the development effort. The only 
approach is to consider as many issues as possible and to continue planning in parallel with evalua- 
tion activities. Planning discussion centers around four topics: 

1. Initiation (getting started) 
2. Analysis (determining what needs to be done) 
3. Resource Definition (determining what is needed to do it) 
4. Application Certification Plan (documenting the plan) 

planning. 

2.1.1 Initiation 

For operational applications, certification and accreditation activities begin at a scheduled time, 
as determined by appropriate authorities such as the Accrediting Officials or the Certification Pro- 
gram Manager. For applications in the planning stage, certification and accreditation activities begin 

4. Two examples of “mini” basic evaluation questionnaires are pM80] and [GAO82-21. 
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early in the Initiation Phase of application development. The certification and accreditation pro- 
gram must assign responsibilities for identifying sensitive applications and for deciding which ones 
require certification and accreditation. 

The individual responsible for managing the certification effort is referred to in this document 
as the Application Certification Manager. The first step upon initiation of a certification is for the 
Application Certification Manager to contact both the application sponsor (i.e., office responsible 
for the application) and the responsible Accrediting Officials. A formal introduction (e.g., via of- 
ficial points of contact and letters of introduction) might be desirable. The cooperation of these 
three individuals is crucial to the success of the effort. Together they must define the certification 
effort at a general level. Questions such as the following are answered. 

1. 

2. 

3. 

4. 

5 .  

6. 

What is the application involved; how sensitive is it; where are its major boundaries; where 
are the major anticipated problem areas; wash  security a major developmental objective; 
what major technological specialties are relevant? 

How much money and time are available and appropriate for the certification; does an 
application risk analysis exist to help in determining appropriate certification costs? 

Who are the responsible people; what are their roles? 

Are there major special objectives or concerns that influence the desired quality or level 
of detail of the certification work? 

Are there any special restrictions that might constrain the work? 

Is good documentation available that describes the application and its controls; does prior 
review evidence exist? 

. 

It is presumed that Accrediting Officials are the primary audience for the evaluation products. 
Additional potential audiences are identified if this might affect the work. 

It is important for the Application Certification Manager to document these issues so that a 
record exists of both the initiation and the initial guidance. A memorandum is suggested for this 
purpose, with copies sent to the Accrediting Officials and sponsoring office. 

2.1.2 Analysis 

This is the major planning activity. It is performed by the Application Certification Manager 
with other support as required. Analysis focuses on five major topics: 

1. Applicable Policies and Requirements 
2. Evidence Needed 
3. Bounding and Partitioning 
4. Areas of Emphasis 
5 .  Level of Detail 

Each topic is discussed below. 

2.1.2. I Applicable Policies And Requirements-Certification is the process of judging compliance 
with policies and requirements. It is important, therefore, that the Application Certification Manager 
begin by examining applicable policies and requirements since these, along with the evidential needs 
discussed below, represent the framework against which security evaluation for certification takes 
place. Applicable external policies and requirements include laws, regulations, standards, guidelines, 
and court decisions. Internal policies (e.g . , quality assurance, test, development, and auditability 
standards) are also examined. Some internal policies might be very specific, addressing accep- 
tance criteria, limits on exposures, data sensitivity, or other security-related issues. Finally, security 
requirements for the application itself are examined. 
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2.1.2.2 Evidence Needed-Evidential needs for accreditation are important in defining the specific 
certification evaluation methods and products required. Ideally, the evidence required for agency 
accreditations is standard throughout the agency and is defined in the overall agency Certification 
and Accreditation Program Manual (see Sec. 3.1.2). The agency’s evidential accreditation re- 
quirements must then be translated to the implementation level for each particular effort. Situa- 
tional variations in evidential requirements can arise for many reasons. For example, past areas 
of application weakness, violations, or problem reports can necessitate the collection of detailed 
evidence in narrow areas. Some evidence might already exist that does not need to be duplicated. 
The Accrediting Officials might have personal preferences for additional types of information. Plan- 
ning must accommodate these situational needs while at the same time ensuring some level of stan- 
dardization of certifications and accreditations within the agency. 

2.1.2.3 Bounding And Partitioning-In deciding what to do, it is also necessary to decide what 
not to do. The Application Certification Manager must establish boundaries for certification. The 
general rule of thumb is that the certification boundaries of an application must be drawn to include 
all relevant facets of an application’s environment, including the administrative, physical, and 
technical areas. Without this, certification gives an incomplete and perhaps misleading picture of 
application security. For example, technical controls might be excellent but worthless if administrative 
security is not properly defined (e.g., separation of duties) or if physical security is inadequate. 

As an example, the National Aeronautics and Space Administration (NASA)s has &termined 
that in most of its sensitive applications users employ the computer center as a service bureau, 
and control the execution of their own application software programs through remote devices. In 
these cases, NASA limits certification review to user data entry, application software, and user 
requirements and specifications for computer center support. The computer hardware, operating 
system, and data processing activities not under the control of application user management are 
not considered integral to the application and are thus not included in the application certification 
review. [For completeness, however, the relevance of the security of computer components out- 
side the application (e.g., hardware, operating system) must be discussed in the evaluation report.] 
On the other hand, for stand-alone applications that employ a dedicated computer, NASA certification 
reviews include the hardware, operating system, and associated data processing activities. 

As boundaries are formulated, it is important to explicitly record secUiity assumptions that 
are made about areas outside the boundaries. For example, if the operating system is excluded 
from certification review, it should be explicitly recorded that the operating system is assumed 
to provide a sufficiently secure base with respect to such things as process isolation, authentica- 
tion, authorization, monitoring, maintaining the integrity of security labels, and enforcing security 
decisions. These assumptions are made known to the Accrediting Official(s) via the security evalua- 
tion report. 

Once boundaries have been established, the Application Certification Manager must decide 
how to partition the work within the boundaries. Sometimes one person has the skills and experience 
to perform the full evaluation. More often a team is required, due to the range of experience need- 
ed. Figure 2-2 shows a sample partitioning; most certifications do not require evaluation in all 
of the areas shown. 

External reviews often suffice in some of these areas. For example, reviews of physical and 
personnel security might have been done for the organization as a whole. An intend control review 
for compliance with [OMBBI] might exist for administrative and accounting controls. The operating 
system and hardware might have already been evaluated by the DoD Computer Security Center, 
which provides product evaluations and an Evaluated Product Listing for computer security [DoD83]. 

When the certification is being performed in parallel with development, different skills are 
applicable to the different developmental phases. Appendix F shows which skills apply in which 

In partitioning the work, the Application Certification Manager examines sever$ characteristics 
of the application in order to estimate required numbers and skill levels of security evaluators, 

phases. 

5. NASA has developed a certification program [NASA821 in parallel with the development of this Guideline. 
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Figure 2-2. Sample partitioning of security evaluation 
responsibility areas for a sensitive application 

required evaluation time, and required evaluation activities. The major characteristics examined 
include application size, complexity, and documentation quality. 

Size is a critical planning factor. The larger the application'or partition, the greater the 
required time and number of people. 

Complexity is based on factors such as the nature of the functions being performed, the 
extent to which operating system specifics need to be examined, and the clarity and level 
of abstraction of the languages used (whether procedural or programming). Size and com- 
plexity are assessed not just for the application as a whole, but also for each of its compo- 
nent parts. 

Documentation quality is an important consideration in planning the evaluation. There are 
a number of questions to ask here. Does an application flow diagram exist? Is a listing 
of controls available or will this information have to be gathered from application documen- 
tation? Does documentation distinguish security controls from other functions? Do func- 
tional requirements documents, system specifications, test documentation, procedure 
manuals, and other documents exist? Are they up to date? Are they accurate and complete? 
Are they understandable? Especially for requirements documents, do people agree with them? 

There might be other characteristics of the application that can affect the evaluation. Examples 
are a distribution of functions over physically separate sites and anticipated resistance from ap- 
plication personnel. 

2.1.2.4 Areas OfEmphasis-An evaluation must encompass the entire application, not just its 
major security components, since it cannot be assumed that security-relevant areas are correctly 
identified. The reason for this comprehensiveness is that security deficiencies can occur almost 
anywhere, and sometimes arise in very unlikely places. This must be balanced against the facts 
that (1) evaluation resources are usually very limited, and (2) some areas (e.g., functions applicable 
only to nonsensitive assets) warrant less detailed coverage than others (e.g., password manage- 
ment). What is needed is a plan that achieves the proper blend of completeness and focused emphasis. 

In general, the greatest emphasis is placed on those assets, exposures, threats, and controls 
associated with areas of greatest expected loss or harm. Other factors are also influential. For ex- 
ample, less emphasis is placed on areas where flaws are believed to be well known and understood. 
(Nevertheless, the existence of these flaws is addressed in the evaluation findings.) 

There are many factors, in addition to the Application Certification Manager's basic experience, 
that can influence the proper placement of emphasis. Problem areas might have been identified 
by prior certifications. Audit or evaluation findings, risk analysis findings, and violation reports 
might identify areas of weakness and help set priorities. Application personnel themselves might 
point out weak areas. One method [PMM80] [NBS83] uses a group of application personnel in- 
teracting via the Delphi method to identify key areas for evaluation emphasis. 
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2.1.2.5 Level Of Detail-Probably the single most difficult question in performing an evaluation 
is: How much is enough? As difficult as it may seem to answer this question generically, there 
is in fact a useful answer. 

For most areas of an application, a “basic” (i.e., high-level overview-type) evaluation is 
sufficient for an evaluation judgment. Since a “basic” evaluation is complete at the func- 
tional level, it is also the minimum necessary if cost is a limiting factor. 

Some situations warrant “detailed” evaluations, because of their high sensitivity or because 
their fundamental security safeguards are embedded deep within the computer, out of view 
of a high-level look. 

There are a number of criteria to be taken into consideration in determining the amount of detail 
needed in an evaluation. In most cases the major criteria are application sensitivity, evaluation 
evidence, and control location. These are discussed below. Other criteria can also be influential. 
Examples include (1) the amount of evidential detail needed for Accrediting Official confidence, 
(2) application size and complexity, and (3) the amount of Application Certification Manager and 
security evaluator experience, since inexperienced people might require increased detail to gain 
acceptable confidence in the evidence they are gathering. The decision based on these criteria can 
apply to the application as a whole or to components within the application. 

1. Application Sensitivity. In general, the greater the sensitivity of an application or applica- 
tion component, the greater the desirable evaluation detail. Major expected loss areas of 
highly sensitive applications almost certainly require detailed evaluation. Similarly, basic 
evaluations should suffice for minor expected loss areas of applications that are sensitive 
but not critically so. Between these extremes there is much need for judgment. 

2. Nature of Evaluation Evidence. This is a broad criterion. It includes prior evaluation find- 
ings, prior violation/problem reports (for operational reviews), and new evidence obtain- 
ed during the evaluation (for both operational and developmental reviews). The former 
two indicate areas of past strength and weakness, suggesting the need for less or more 
evaluation detail. The latter area, evidence obtained during the evaluation, might be the 
single most important criterion, and also results in decisions for more or less detail. For 
example, the planning portion of an evaluation, via its “mini” basic evaluation (see Sec- 
tion 2.1), might determine that the application has never addressed security and is in a 
completely insecure state. In this case, the planning process itself might suffice for an 
evaluation with a basic evaluation perhaps performed later, once the major problem areas 
have been resolved. A detailed evaluation is inappropriate in the face of gross or fundamental 
security inadequacies. A detailed evaluation might also be inappropriate if the planning 
process reveals application security safeguards to be highly effective and well managed. 
Judgment is needed here, but the objective is to minimize the expenditure of certification 
resources on applications having either highly effective or highly ineffective security 
safeguards. It is usually preferable to place more certification attention on intermediate cases. 

As another example, detection of a potential problem area can necessitate more detailed 
analysis. This might be the caze if examination of the software development method finds 
it provided inadequate procedures for preventing and detecting errors. Even though the 
application security functions that were implemented seem acceptable, this finding raises 
the need for more detailed evaluation to provide confidence that the entire implementation 
can be relied upon. 

3. Control Location. The issue here is the extent to which application security safeguards 
are located within the computer, as opposed to the physical and administrative environ- 
ment that surrounds the computer. Several factors influencing this include the extent to which 

a. the application relies on programmed versus user control. 
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b. transactions are initiated externally or internally. 

c. transaction records are kept externally or internally. 

Auditors will recognize these factors as influences on whether an audit is performed 
“around” or “through” the computer [MAI76, p. 771. 

Applications in which control is external are typically evaluated at the basic level. 
Examples include externally-controlled (1) accounts-receivable or inventory applications, 
(2) message processing applications, and (3) automated teller applications. Applications 
in which control is primarily internal require a detailed evaluation. Examples include (1) 
fully automated funds-disbursement and accounting applications and (2) real-time control 
applications (e.g., air traffic control, NASA mission, automated production). 

2.1.3 Resource Definition 

Based on the above analysis of what needs to be done in the evaluation, the Application Cer- 
tification Manager plans the resources needed to accomplish the task (i.e., time, people, ad- 
ministrative support, and technical tools). Time estimates include not only the time required to 
perform the tasks, but also the time required to acquire the resources. 

General administrative support needs and technical tools (discussed in Section 3.3.3) should 
be defined in the overall agency Certification and Accreditation Program Manual. Other related 
forms of general support might include copies of documents (e.g., policies, checklists), training, 
personnel clearances, scheduling of travel. 

Typically the most difficult resource to obtain is the people. Section 1.3 discusses required 
skills and experience and Section 3.3.1 s-s several staffing difficulties. Required people 
might include, in addition to security evaluators, consultants, technical writers, and couriers. 

For all resource estimates, underlying assumptions should be listed. The assumptions consider 
contingencies that might affect the availability of people or other resources. 

2.1.4 Application Certification Plan 

Based on the analysis and resource definition that has taken place, it is important to now draw 
up and document a plan for certifying the application (the Application Certification Plan). This 
plan is typically issued by the Application Certification Manager and is coordinated with involved 
parties before its issuance. Accrediting Official approval can also be useful, depending on the ex- 
tent of any support required from the Accreditor’s organization, but this support should be kept 
to a minimum. Production of a large document should be avoided, since evaluation resources typically 
cannot afford this. The agency Certification and Accreditation Program Manual can be heavily 
referenced and generally suffices for much of the Application Certification Plan. The Plan should 
be followed closely unless and until unforeseen problems arise that indicate a need to revise or 
modify the Plan. The Plan should include scheduled opportunities for such revisions or modifica- 
tions. With more experience in planning certifications and accreditations, these revisions may become 
less frequent. 

2.1.4.1 
the outline is briefly described below. 

Contents Of The Plan-Figure 2-3 shows a sample outline of the Plan. Each section of 

1. Executive Summary. This is addressed to the Accrediting Officials, and includes all they 
need to know about the effort. 

2. Infroduction. This identifies the application (and its major boundaries), the sensitivities 
involved, the Accrediting Official(s), special objectives or restrictions, general schedule 
constraints, and other situation-specific information such as sources for specific security 
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I 
1. EXECUTIVE SUMMARY 

2. INTRODUCTION 
2.1 Application Background 
2.2 Scope of Certification 

3. RESPONSIBILITIES 
3.1 Evaluation Team 
3.2 Other Offices 

4. EVALUATION 
4.1 Security Requirements 

4.1.1 Laws, Policy, User Needs 
4.1.2 Documentation 

4.2 Evaluation Approach 
4.2.1 Basic Evaluation Tasks 
4.2.2 Detailed Evaluation Tasks 

5. SCHEDULE 

6. SUPPORT REQUIRED 
6.1 Administrative 
6.2 Technical 

7. EVALUATION PRODUCTS 

APPENDICES 
A. Accreditation Statement(s) 
B. Tools to support technical evaluation (e.g., checklists) 

Figure 2-3. Sample outline for an application certijkation plan 

policies and requirements applicable to the application, or existing security requirements 
documents. 

3.  ResponsibiZities. Orgaoization structure and responsibilities are identified for both the evalua- 
tion team and other offices. The partitioning of evaluation work is defined. Of particular 
note are any specific responsibilities of application line personnel in support of the effort. 
The relationship of the evaluation team to other agency offices is defined. 

4. Evaluation 

a. Security Requirements. This section describes the tasks necessary for obtaining a 
satisfactory listing of the application’s security requirements. If a security requirements 
document was written when the application was developed, this task is simple. If no 
such document exists, the evaluators will need to interview users and review applicable 
regulations, laws, and agency policy. A risk analysis may prove helpful for this purpose. 

b. Evaluation Approach. This section enumerates the tasks needed to accomplish the basic 
evaluation and any detailed evaluation deemed necessary. The partitioning of the evalua- 
tion work is defined. The specific tasks will probably differ for different partitions 
of the evaluation and might also differ between operational and developmental situa- 
tions, as discussed in Sec. 2.1.4.2. General topics addressed should include: (1) the 
areas of emphasis, (2) levels of detail, (3) specific evaluation tasks and techniques, 
(4) people to be interviewed, and (5 )  documents to be reviewed. 
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5 .  Schedule. The schedule includes milestones, products, assumptions, and required inputs 
(e.g., briefings, documentation). The timing of the milestones is based on the time estimates 
articulated during resource definition (see Section 2.1.3). 

6. Support Required. Both administrative and technical (i.e., hardware/software) support re- 
quirements are listed, as is any support required from other agency offices and application 
line personnel. 

7. Evaluation Products. The security evaluation report is the primary product. This section 
identifies any variance from the defined report and evidence found in the overall agency 
Certification and Accreditation Program Manual. 

8. Appendices. A sample accreditation statement is included. It is important that the Accrediting 
Officials have a clear understanding, before the effort begins, of what the statement might 
contain so that the contents of the security evaluation report do not come as a surprise. 
Also included or referenced is information on methods and tools to be used during the 
evaluation. 

2.1.4.2 Illustrative Tmk Structure For Evaluation-An illustrative high-level task stmcture is shown 
below. Differences between developmental and operational certifications will show up in the details 
of carrying out these tasks. For example, under security testing, a developmental certification will 
use test data only, but an operational certification will also have available journals and logs. 

1. Indoctrination-briefings, tutorial overviews. 

2 .  Security Requirements Review-list documents to be reviewed and commented upon and 
interviews to be performed. 

3. Security Designloperation Review-list design documents (for developmental and opera- 
tional systems) and performance documents (for operational systems) to be reviewed, com- 
mented upon, and analyzed. 

Security Testing-list documents to be reviewed and commented upon, any operational 
testing to be monitored, and security testing to be defined and performed. 

4. 

5 .  Security Support-list potential tradeoff studies, detailed analysis, and other ad hoc analysis 
and support. 

6. Report of Findings. 

2.1.4.3 Initiating m e  Evaluation-The first step in initiating evaluation proper involves obtain- 
ing and organizing resources described in the Plan. That is, people are recruited or assigned, 
resources obtained, an administrative structure established, evaluation methods and tools selected, 
and assignments made. The central part of the evaluation work then begins. 

2.2 Data Collection 

Most of the work performed during an evaluation (including the planning phase) serves the 
purpose of data collection. Often the techniques used to collect data represent building blocks in 
the construction of evaluation methods. The exact nature of the data to be collected depends on 
the evaluation methods and tools selected. This section discusses three data collection techniques 
frequently used: 

1. Provision by Application Management 
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2. Document Review 

3. Interviews 

Especially for the more general information required in basic evaluation, provision by application 
management is recommended as the best data collection technique. The reasons for this are discussed 
below, followed by a discussion of each technique in more detail. 

In performing an evaluation, the greatest expenditure of resources occurs not in forming the 
judgment but in learning the characteristics of the application. There are two major aspects of learn- 
ing about the application: (1) learning what it does and how it works; and (2) determining its security 
posture (i.e., threats, assets, exposures, controls). Both of these learning objectives can be met 
by document review and interviews, as discussed below. From the agency’s point of view, however, 
document reviews and interviews can be very time consuming and consequently less cost effective 
data collection mechanisms. 

Ideally, documentation is the best source for information about the application. Unfortunately 
much application documentation is of poor quality and in many cases does not exist. On the other 
hand, where it does exist there can be hundreds or thousands of pages of documentation associated 
with an application. This documentation might be vague or outdated, and often does not segregate 
or even explicitly identify security controls. As a learning vehicle, actual application documenta- 
tion often leaves much to be desired. 

Interviews also have major shortcomings. The primary one is that they often are time consum- 
ing for the amounts of information produced. A typical interview involves at least a person-day 
of work, including preparation and documentation time, along with the time of two interviewers 
and one interviewee. Frequently this cannot be justified for the amount of information obtained 
in a typical interview for security evaluation purposes. 

The basic problem giving rise to this inefficiency is that with document reviews and inter- 
views, the wrong people are gathering the information. The people able to gather information about 
an application most efficiently are those people most familiar with it, such as developers and users. 
The least time consuming data collection technique, then, is for application management to pro- 
vide application information by tasking application developers and users to formulate and present 
it to the evaluation team. 

Where security expertise is required, as in the preparation of security requirements, it is often 
best for application and certification personnel to work together. For developmental applications, 
the security evaluators should participate in the requirements review procedures. For operational 
applications which do not have explicitly expressed security requirements, application and cer- 
tification personnel should work together to arrive at an accurate understanding and description 
of these requirements. 

It is possible that the data collection process will detect evidence of fraud or crimes. Such 
evidence must be turned over to appropriate authorities (e.g., the OIG). Care must be taken to 
consult with the organization’s legal staff so as not to take any inappropriate action that might, 
for example, impede investigation or prosecution or open oneself to legal action. 

2.2.1 Provision By Application Management 

As noted above, there are two major areas for data collection: 

1. What does the application do and how does it work? 
2. What is its security posture with respect to threats, assets, exposures, and controls? 

Application management provision of this information involves the use of application person- 
nel to provide introductory and detailed briefings and tutorials on the application and its security 
safeguards. It also includes the provision offiur key documents. Ideally, these documents already 
exist. Typically, however, most do not and must be formulated for the certification. 
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Security Requirements-First and foremost are the application security requirements 
themselves. As discussed below in Section 2.3.1, security requirements are the fundamental 
baseline for certification and accreditation. If an acceptable statement of requirements does 
not exist, it must be formulated during the certification. This is best done through a joint 
effort of certification and application personnel. Certification personnel are needed because 
typically application personnel do not have a thorough understanding of computer security, 
especially with respect to external policies. Application personnel are needed because cer- 
tification personnel usually do not have a thorough understanding of the application, 
especially with respect to situational user needs and preferences. 

Risk Analysis-The second key document is an application risk analysis showing threats 
and assets FIpS31 and FIPs651. This is useful in validating the requirements and in defining 
the underlying problem to be solved. Again, where this does not exist, it is best prepared 
through a joint effort by certification and application personnel. 

Application Flow Diagram-Third is an application flow diagram showing inputs, pro- 
cessing steps, and outputs. Complete transaction flows must be included for important 
transaction types. This is critical for an understanding of the application. It is best prepared 
by application personnel. 

List of Application Controls-The final key document is a listing of application controls. 
Controls can be the most difficult application-specific portion of the security picture for 
an outsider to define, since they are so varied and situation-specific. On the other hand, 
this definition is not easy for insiders, either. For example, as application personnel gather 
this information, one common difficulty they face is the seemingly simple task of 
distinguishing controls (e.g., authorization mechanisms, sequence checking) from applica- 
tion activities subject to control (e.g., initiation, recording, transcription, calculation). A 
useful rule of thumb is that a control is any protective action, device, procedure, tech- 
nique, or other measure that reduces exposure(s) [MAI76, p. 341. 

Provision of this information by application personnel can have benefits beyond that of easing 
the burden of data collection. In particular, it can significantly increase the security awareness of 
application personnel. This increased awareness alone is a significant benefit. It can also draw the 
attention of certification personnel to application areas that are not well understood and that might 
thus warrant closer analysis. 

Evaluation personnel should not accept documentation provided by application management 
as absolutely accurate, since application personnel might not be objective (see both the introduc- 
tion to Section 1 and Section 3.2). Document reviews and interviews are useful in validating this 
information. Nevertheless, documentation provided by application personnel often proves to be 
an excellent source of information, and it has the added advantage of making the certification pro- 
cess as a whole less expensive for the agency. 

2.2.2 Document Review 

The second data collection technique discussed here is document review. Document review 
becomes increasingly important as evaluation attention focuses on more detailed issues. 

The potential set of documents to be reviewed varies substantially in each certification, depend- 
ing on evaluatior qbjectives and the availability and value of documentation. Appendix D presents 
an illustrative listing of documents that might be reviewed in a very large-scale certification effort. 
In general, the more detailed the document, the more reviews should concentrate on only security- 
relevant or sample portions of it. An example of this latter situation occurs when only sample source 
listings are examined to judge compliance with programming standards. 

Some of the documents listed in Appendix D such as violation reports, audit journals, and 
operational statistics are only available in operational applications. Most are subject to review whether 
the application is operational or under development. 
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Appendix D illustrates the differing purposes that can underlie a review. It defrnes two types 
of review: critical and researchheference. Critical reviews involve an analysis for security defi- 
ciencies. Research/reference reviews help evaluators to understand application functionality and 
characteristics or reported shortcomings in order to better perform critical reviews. These different 
purposes might require separate passes through the documents. If evaluation support is being ob- 
tained externally, possible deliverable item might include written comments on documents reviewed. 

2.2.3 Interviews 

Interviews, though time consuming, can sometimes produce information not available through 
other means. Some guidance already exists on the planning and conduct of interviews as well as 
on interviewing strategies (since the way in which a question is asked can be as important as the 
question itself). Appendix E contains an interview procedure developed in support of the U. S. 
Department of Agriculture (USDA) certification program. Two points about interviews are discussed 
here: planning the interview and ensuring accurate information. 

1. Planning the Interview. This must be stressed. Questions such as the following must be 
answered carefully. 

a. 

b. 

C. 

d. 

e. 

f. 

g* 

Which people should be interviewed (e.g., managers, users, developers, people from 
outside the agency)? 

What is the subject and purpose of each interview; what expertise is required of the 
interviewer? 

When, where, and under what conditions (e.g., people in attendance) do the inter- 
views take place? 

What preparatory activities and materials (e.g., questionnaires, cameras) are needed? 

What documentation of the interview is required? 

What coordination is needed to arrange the interviews? 

Which interviews are dependent on findings from others? 

Questions to be asked during the interview should be prioritized so that important ones 
are answered early. Questionnaires presented to the interviewee in advance or used dur- 
ing the interview can be useful. At the beginning of the interview, the interviewee should 
be asked whether a tape recorder may be used. Tape recorders are generally not used since 
they can dissuade people from discussing sensitive subjects, but occasionally people prefer 
the recorder because of fear of misquotes. If recorders are used, notes must stiU be taken 
since people do not always speak into the microphone properly. 

2. Ensuring Accurate Information. One purpose of a certification and accreditation program 
is to provide checks and balances. This purpose is not served if evaluators simply report 
the opinions of developers and users. Some interviewees may not know the facts and others 
may knowingly misrepresent them. Also, evaluators may misinterpret the answers. The 
issue here is information quality. The use of interviews itself, as opposed to simply re- 
quiring subjects to complete questionnaires, improves information quality since the per- 
sonal interaction involved helps in interpreting meanings behind words, counteracting bias, 
and following leads. Beyond this, there are a number of specific interview techniques in 
addition to the guidance included in Appendix E that can help to improve the quality of 
information gathered for certification. 
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a. 

b. 

C. 

d. 

e. 

f. 

g. 

h. 

i. 

Assess subject competence and bias. The subject might not be qualified to discuss 
certain topics. The subject might also have opinions or vested interests that bias hisher 
responses. 

Independently verify and document important facts. 

Repeat answers to important questions so mutual understanding is ensured. Record 
key facts immediately. rather than entrusting them to memory. Two interviewers are 
needed to help ensure accuracy and reduce misinterpretations of answers. 

Determine facts upon which subject opinions are based. The interviewer might form 
different conclusions. 

Tell subjects what will be done with the information. They might as a result be more 
open. 

Allow subjects to remain anonymous. They might provide more information as a result. 

Do not place great reliance on the confidence subjects associate with their own 
estimates. 

If the subject’s judgment appears faulty (e.g., on threat likelihood or impact), request 
the subject to construct most-likely, extreme, most-costly, or other scenarios. This 
can change and improve the subject’s opinion. The interviewer should have at hand 
as many examples of realistic scenarios as possible to counter subject bias, since sub- 
jects sometimes form judgments based on the ease with which they can fabricate plausi- 
ble scenarios. Suggest ranges, whether quantitative (e.g., 0-10, 11-50, over SO) or 
linguistic (e.g., low, medium, high), to prevent the subject having to formulate precise 
numbers (e.g-, for threat frequency, losses, error rates). 

Return draft write-up to subjects so that they can (1) correct any errors or misinter- 
pretations by the evaluators or (2) change anythmg they have said and subsequently 
learned to be in error. 

2.3 Basic Evaluation 

As described in this Guideline, the security evaluation process has two levels of detail: basic 
evaluation and detailed evaluation. This section discusses the former; Section 2.4 the latter. As 
noted in the introduction to Section 2, basic evaluation typically suffices for most aspects of an 
application under review, although most applications also require some detailed evaluation work 
in problem areas. Section 2.1.2.5 presents some criteria for helping to determine when detailed 
evaluation is warranted. 

The general distinction between basic and detailed evaluation is that basic evaluation is primarily 
concerned with the overall functional security posture, not with the specific quality of individual 
controls. For example, basic evaluation is concerned with whether access authorization at the file 
level is sufficient or whether it might be required at, say, the record level. As another example, 
it might be concerned with whether authorization subjects must include terminals or just, say, in- 
dividuals and processes. Basic evaluation is also concerned with verifying that security functions 
actually exist and that the implementation method is of sufficient quality to be relied upon. Detailed 
evaluation, on the other hand, is concerned with whether security functions work properly, satisfy 
performance criteria, and acceptably resist penetration. 

There are four tasks in a basic evaluation: 

1 . security requirements evaluation (are application security requirements acceptable?) 
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2. security function evaluation (do application security functions satisfy the requirements?) 

3. control existence determination (do the security functions exist?) 

4. methodology review (does the implementation method provide assurance that security 
functions are acceptably implemented?) 

Each task is discussed below. As noted in the introduction to Section 2, basic and detailed 
evaluations can be performed during application development or after an application has been in 
operation for a period of time. Appendix H presents a simple example of activities that might be 
involved in a basic evaluation using the above task organization. 

2.3.1 Security Requirements Evaluation 

The major purpose of certification is to determine whether application safeguards satisfy Security 
requirements. This process is only meaningful if the application has well-defined security re- 
quirements. Unfommtely, most applications do not. For certification to,be uselid, then, the security 
requirements imbedded in the application must be critically examined to determine whether they 
are reasonable and whether they comply with federal, agency, and user requirements. The re- 
quirements in question are typically those embodied in the Project Request [FIPS64], where such 
a document exists. Where these requirements are not documented, they must be formulated.6 AC- 
curate, complete, and understandable security requirements are fundamental to certification. 

In both formulating and evaluating security requirements for an application, two classes of 
needs are considered: policy needs and situational needs. Policy needs derive from the principles 
and required practices that the application is obligated to pursue, such as Federal laws, regula- 
tions, standards, and agency policies. Situational needs are those deriving from the application’s 
characteristics and environment. To determine situational needs, four primary areas are considered: 
assets, threats, exposures, and controls. 

1. Assets. What should be protected? 

2.  l%reats. What are assets being protected against? 

3. Exposures. What might happen to assets if a threat is realized? 

4. Controls. How effective are security safeguards in reducing exposures? 

These are discussed further in Section 2.4.2.1. If a risk analysis has been performed for the 
application or its environment, many situational security needs might already be well defined. 

There is a rapidly growing body of useful guidance becoming available to assist in requirements 
definition and evaluation. The most directly applicable (in lieu of a detailed agency security policy) 
are those computer security policies, standards, and guidelines now being issued by the Federal 
government, such as the internal control standards mandated in [OMB81] and the NBS guidelines, 
standards, and other NBS publications that complement this one. For example, [FIPS73] includes 
a discussion of application controls. Requirements formulated in other agencies can also be useful 
(see Appendix B for references). One promising approach to defining requirements is use of the 
set of evaluation criteria formulated by the DoD Computer Security Center [DoD83]. These criteria 
represent a categorization of security levels for computer systems based on security functions and 
system quality. Still other useful tools are computer security checklists and questionnaires (e.g., 
[AFI79, CIC75, EAF83, FAIM, FIT78, FIT81, GAO81-2, HHS78, IBM831). Several of these 
are S- ’ in [NBS83]. Risk analysis methods (e.g., [FIPS31, FIPS65, SDC791) are useful 

6. In the EDP audit field, control objectives express overall application requirements. When control objectives address 
d Q ,  the wtml objectives become security requirements. 
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for requirements pertaining to installation and especially environmental controls. Generic papers 
on formulating computer security acceptance criteria and developing security standards are 
[NEUG82] and [KONSl] . Further background material is contained in two NBS Special Publica- 
tions on audit and evaluation of computer security ([NBS77] and [NBSSO]). No single source pro- 
vides all the questions or answers for a particular situation, but they do serve as useful judgmental 
aids in the evaluation process. Note that the judgments of acceptability made here and below are 
technical judgments and do not substitute for the overall decision made by the Accrediting Official. 

2.3.2 Security Function Evaluation 

2.3.2.1 With Defined Security Requirements-Given well-defined security requirements, func- 
tion evaluation becomes the most important task in basic evaluation. It determines whether securi- 
ty functions (control te~hniques)~ such as authentication, authorization, monitoring, security manage- 
ment, and security labeling [DoD83] satisfy security requirements. The primary method is simply 
to use the stated requirements as a checklist to follow in assessing whether they are satisfied. For 
example, where called for in requirements: Is individud accountability provided? Are subjects and 
objects identified and given security labels? Is an execute-only mode of access provided? Are all 
file accesses recorded? Are functions partitioned so as to provide separation of duties? Does a con- 
tingency plan exist and has it been tested [FIPS87]? 

In some cases requirements specify only the need for a generic function such as authentica- 
tion. In other cases the requirements call for use of a specific mechanism, such as a particular 
password technique. In both situations, function evaluation identifies the defined security function 
and examines it for acceptability. 

2.3.2.2 Without Defined Security Requirements-Situations arise in which a reliable requirements 
baseline does not exist and it is not possible or appropriate to formulate one. These situations call 
for a more elaborate method for function evaluation. Most of the guidance sources discussed above 
under requirements evaluation are helpful in these situations. Several (e.g., [CIC75, GA081-2, 
IBM801) are structured in such a way that they might be termed as “methods” for doing this. 
Without a reliable requirements baseline to work from, however, it is difficult to assess control 
acceptability. Some controls are more important than others. Some are redundant or complemen- 
tary. Some are effective while others may also be efficient. Some look effective but are not. Most 
are only effective if properly situated. Different controls have different purposes and are of differ- 

One suitable “method” for those situations in which requirements are not well-defined is that 
in [MAI76], as s- ’ in NS831. It examines how effectively controls counter specific threats 
and thereby reduce the resultant exposures. It also emphasizes the differing purposes and reliabil- 
ity of controls (e. g . , computerized controls are more reliable) and incorporates analysis of control 
quality and placement. It emphasizes analysis of key controls. The emphasis on threats and ex- 
posures (though not on assets) makes the method similar to risk analysis. This is appropriate since, 
in lieu of well-defined requirements, a baseline is still needed against which to assess controls. 
Whereas risk analysis uses expected loss as a baseline, however, [MAT761 uses reduction of 
exposures. 

ing quality. 

2.3.2.3 Level of Detail-An important concern for function evaluation is the appropriate level 
of detail. The recommendation is that basic evaluations be complete (for all applicable control 
features) down through the functional level, where “functiod level” is the logical level represented 
by functions as defined in (or appropriate for definition in) the Functional Requirements Docu- 
ment. This notion applies to both controls within the computer and physical/administrative con- 
trols external to it (although the latter might not actually be defined in a Functional Requirements 
Document). 

7. At the functional level, application controls would be described ideally in terms of control techniques or standards. 
The actual control mechanisms selected would appear at the implementation level. However, in practice, these distinctions 
are often blurred. 
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This function evaluation approach is suggested in full realization of the difficulty sometimes 
confronted in determining which functions to include in a Functional Requirements Document. 
It is also recognized that many applications do not have such documents associated with them. 
Furthermore, where such documents exist, they are often incomplete, forcing an evaluator to ex- 
amine operating procedures, specifications, and other documents, in search of functional control 
techniques that should have been identified in the Functional Requirements Documents. Never- 
theless, the functional level (1) is the level best suited to serve as a “security specification” in 
compliance with OMB A-71 TM1 (as noted in [FIPS73, p. 281); (2) is a legitimate, commonly- 
used level (e.g., see [FIPS38]); and (3) can, when done with care, represent a comp2ete picture 
of security functions and services, with respect to the environment surrounding the application. 
Completeness is necessary to ensure that major problem areas are not overlooked. The functional 
level does not include evaluation of individual mechanisms used to implement the security func- 
tions. This is not a problem, however, because even though implementation mechanisms can cer- 
tainly influence security, they represent a level of detail not needed in a basic evaluation. 

2.3.2.4 Securify Requirements Docwnents-At this point it is useful to discuss security requirements 
documents in more depth. Typically the user’s initial statement of requirements are contained in 
the Project Request F1pS64J. The Functioml Requirements Document is produced during the Defini- 
tion Phase of development (see Appendix F). It identifies application modules at the functional 
level and includes inputs, outputs, processing requirements, and system perfonnance requirements. 
Controls identified are also in terms of application modules and needs. Examples of such functions 
include authentication (e.g., passwords), authorization (e.g., subjedobject definition and 
capabilities), and security monitoring as well as proper operation, performance, and (ideally) penefra- 
tion resistance of these functions. FIPS PUB 73 provides guidance in preparing a “security specifica- 
tion” at this level [FIPS73, pp 29-30]. 

In contrast, controls at the System/Subsystem Specification level are the specific mechanisms 
required in providing the functions defined in the Functional Requirements Document (i.e., the 
“how it works” as opposed to the “what it does”). Examples include internal password encryp 
tion and software-module checksums. Program Specification controls typically include control counts, 
balancing, and checks for format, sequence, completeness, and validity. Some of these are also 
introduced at the code level along with typical code-level controls such as ch&ks for inputloutput 
device errors. 

In many cases, a Data Requirements Document [FWS38] is produced during the Definition 
Phase, along with the Functional Requirements Document. Information in the Data Requirements 
Document is also assessed during function evaluation. This information might reveal such things 
as unacceptable flow, backup, manipulation, or aggregation of data, where these were not detected 
during requirements evaluation as discussed in the preceding section. While this examination of 
the Data Requirements Document is important, primary attention is usually focused on the Func- 
tional Requirements Document because it defines required security functions of the application. 
The Data Requirements Document is more concerned with the data to be processed by the func- 
tions. This is important, but usually not as important as whether the functions provide adequate 
security. For evaluations where the Data Requirements Document plays a major role, this task 
name can be changed from functional evaluation to functional and data requirements evaluation. 

2.3.3 Control Existence Determination 

The fact that functions are described in a document or discussed in an interview does not prove 
that they have been implemented. Basic evaluations require assurance that security function con- 
trols exist. The existence of most physical and administrative controls can be determined via visual 
inspection. For controls internal to the computer, testing is needed. Such testing does not gather 
significant evidence towards determining how well controls work since that is beyond the scope 
of a basic evaluation. The intent is simply to verify that the functions exist. On the other hand, 
quality must be kept in mind in the event there are fundamental shortcomings that call into question 
the overall effectiveness of the functions. A particularly vulnerable area here is the susceptibility 
of procedural controls to human errors. 
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Tests for control existence determination are straightforward. In many cases, a short opera- 
tional demonstration suffices as shown in Appendix H. For example, the existence of a password 
function can be determined by attempting to use the application and verifying that a valid password 
is required. The existence of a grant access function can be determined by verifying that access 
is not allowed unless explicitly granted (e.g., by the f i e  owner). Black box (external) testing is 
generally sufficient for control existence determination. 

2.3.4 Methodology Review 

Control existence determination provides assurance that controls exist. It says nothing about 
their quality. Even though this is a high-level overview-type evaluation, it is still desirable to gain 
some assurance that controls are acceptably implemented. The best way to do this without becom- 
ing immersed in testing or detailed analysis is to examine the methodology used to develop the 
application. This step applies regardless of whether the application is currently under development 
or has long been operational. 

Methodology review contributes to a confidence judgment on the extent to which controls are 
reliably implemented and on the susceptibility of the application to flaws. This review is important 
since an unreliable development process can create flaws in the product. If review findings suggest 
that the implementation cannot be relied upon, detailed evaluation is typically required in order 
to find specific flaws. Specific flaws are far preferable as certification evidence than a simple judg- 
ment of low confidence. 

Appendix F shows how security-relevant products and reviews are integrated into the develop- 
ment process. More extensive guidance is found in [FIPS73], which is also concerned specifically 
with the security of sensitive Federal government applications. Many other sources also provide 
guidance in proper development and reviews [FIPSIOI] [NBSSI] [NBS82-31. Software evaluation 
methods can embody and support effective development practices in addition to providing analytic 
support [NBSS2-2]. One such methodology, software quality metrics [NBS83], might eventually 
be useful in automating portions of the methodology review. The areas of concern in reviewing 
a development methodology for certification are summarized below. Several of the areas also apply 
to security products obtained from vendors. 

1. Documentation. Is there current, complete, and acceptable-quality documentation? This 
applies to both development and operational documentation. 

2. Objectives. Was security explicitly stated and treated as an objective, with an appropriate 
amount of emphasis for the situation? Were security requirements defined? 

3. Project Control. Was development well controlled? Were independent reviews and testing 
performed and did they consider security? Was an effective change control program used? 

4. Tools and Techniques. Were structured design techniques used (e.g., modularization, for- 
mal specifications)? Were established programming practices and standards used (e.g., 
high order languages, structured walk-throughs)? 

5 .  Resources. How experienced in security were the people who developed the application? 
What were the sensitivity levels or clearances associated with their positions? 

2.4 Detailed Evaluation 

In many cases a basic evaluation does not provide sufficient evidence for certification. Ex- 
amples are cases where (1) basic evaluation reveals problems that require further analysis (2) the 
application has a high degree of sensitivity, or (3) primary security safeguards are embodied in 
detailed internal functions that are not visible or suitable for examination at the basic evaluation 
level. These situations require detailed evaluations to obtain additional evidence and increased con- 
fidence in evaluation judgments. 
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Detailed evaluations involve analysis of the quality of security safeguards. Primary tasks are 
examinations of the application from three points of view: 

1. Functional Operation (Do controls function properly?) 

2. Performance (Do controls satisfy performance criteria?) 

3. Penetration Resistance (How readily can controls be broken or circumvented?) 

These points of view are discussed at length below in Section 2.4.1. They apply to the evalua- 
tion of controls at a deeper level than appropriate for basic evaluation. Whereas the tasks in a basic 
evaluation are necessary for all certifications, those in detailed evaluation are performed as needed. 
Detailed evaluation consists of a collection of approaches. Selection of which to use depends primarily 
on the threats and exposures of concern, rather than on the general characteristics or overall sen- 
sitivity of the application. To illustrate, if the primary concern is to protect secrets from an exter- 
nal penetrator, penetration resistance is stressed. Agencies providing a critical service might stress 
system availability (a performance attribute) rather than functional operational or penetration 
resistance. An accounts-receivable application might place emphasis on functional operation. Ideally 
each of these “points of view” has a corresponding set of requirements or acceptance criteria against 
which to perform the evaluation [NEUG82]. 

If several points of view are to be employed, it may not be necessary to complete analysis 
in one area before beginning the next. In many cases, however, these points of view are not mutually 
exclusive and form a hierarchy that needs to be done sequentially (i.e., functional operation, per- 
formance, and penetration resistance-in that order). In all cases, each can be pursued to varying 
depths of thoroughness, depending on the perceived security problems. The utility of the three 
points of view is in organizing detailed evaluation work. 

The final topic covered in this section is detailed focusing. Unlike basic evaluations, which 
need to be complete for all security safeguards down through the functional level, detailed evalua- 
tions can rarely be complete. There are simply too many controls and combinations of controls 
to examine every one in detail, except in extreme cases. Detailed evaluations need to be focused. 
Decisions of where to focus detailed evaluation attention can be among the most important deci- 
sions associated with an evaluation. Two strategies for such focusing are discussed below in Sec- 
tion 2.4.2. 

2.4.1 Three Points of View 

2.4. I. I Functional Operation-Functional operation is the point of view most often emphasized 
in detailed evaluation since it assesses protection against human errors and casual attempts to misuse 
the application. Evaluations of functional operation assess whether controls acceptably perfom 
their required functions. Although testing is the primary technique used in evaluating functional 
operation, other validation and verification techniques [NBSSl] [FIPSlOl] must also be used, par- 
ticularly to provide adequate analysis and review in early phases of the application life cycle. To 
the extent possible, certification requirements for testing are satisfied by the testing and verifica- 
tion performed routinely during development and operation. It is not practical for certification to 
duplicate these activities. On the other hand, it is desirable for certification needs to influence them. 
Where routine testing and verification does not provide sufficient assurance for certification, addi- 
tional testing, focusing on security control function operation, must be added to satisfy certifica- 
tion needs. Tests for functional operation examine areas such as the following. 

1. Control operation (e.g., do controls work?). 

2. Parameter checking (e-g., are invalid or improbable parameters detected and properly 
handled?). 
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3. Common error conditions (e.g., are invalid or out-of-sequence commands detected and 
properly handled?). 

4. Control monitoring (e.g., are security events such as errors and f i e  accesses properly 
recorded; are performance measurements of characteristics such as resource utilization 
and response time properly recorded?) 

5 .  Control management (e.g., do procedures for changing security tables work?). 

To illustrate this testing, consider several of the tests needed to examine control operation of 
a password function: 

1 .  

2. 

Test whether access without a password is disallowed. 

Test whether valid passwords are accepted and invalid passwords are rejected. 

3. Test the interface between the password function and the access authorization function 
by testing whether access is properly allowed or disallowed. For example, verify that valid 
passwords allow proper access and do not allow improper access, and that invalid passwords 
result in proper access restriction. 

4. Test whether the system responds correctly to multiple invalid passwords 

5 .  Test whether system-initiated reauthentication functions correctly. 

Note that these tests are illustrative. Actual tests depend on the detailed characteristics of the specific 
function involved, and cannot be fully derived from a generic list such as this. 

Functional operation includes the application’s resistance to external errors. Therefore the test 
areas of primary interest include those interfaces across which errors might propagate: 

1. man-man (e.g., operator messages) 

2. man-system (e.g., commands, procedures) 

3. system-system (e.g., intersystem dialogue) 

4. process-system (e.g., calls) 

5 .  process-process (e.g., interprocess calls) 

Most test tools and methods are of use here, since functional operation is the application 
characteristic most often tested. Testing can be either external (“black box” or acceptance testing) 
or internal (“white box,” program testing, integration testing) depending upon the interfaces of 
concern. Testing can be performed by the evaluation team (see Section 1.3.4), by an agency test 
and evaluation group, by the developer, by the user, or by combinations of these groups. As noted 
above, to the extent possible, certification personnel rely on the evidence from normal develop- 
ment testing for certification evidence. One promising approach to internal testing for certification 
is the establishment of test “measures of coverage” criteria and the use of automated tools to measure 
actual test coverage. This is discussed in [NBS83], together with other aspects of security testing, 
and in [FIPSlOl]. 

When performed independently of the development team, internal testing can present major 
logistic problems. It can require stub and call routines, test data collection instrumentation, test 
data itself, and many other forms of support software. It can also require a full software develop- 
ment capability, tailored to the specific operating system and the particular application. The ideal 

40 



FIPS PUB 102 

solution is use of the facilities on which the application was originally developed. If this is not 
possible, careful planning is needed if major difficulties with internal testing are to be avoided. 

Several “through the computer” audit techniques are applicable to functional operation testing. 
For example, the Test Deck method and Base Case System Evaluation, both of which are common 
forms of testing, are clearly applicable. Integrated Test Facility or Parallel Simulation techniques 
might also be of use in operational applications. Where financial controls are of concern, EDP 
audit experience can be particularly useful. 

Some audit techniques are applicable to integrity issues rather than function operation. Tech- 
niques used to monitor production activity such as Transaction Selection or use of a System Con- 
trol Audit Review File (SCARF) are applicable to operational audits or security monitoring. Data 
reliability assessment techniques (e.g., those contained in some Generalized Audit Software that 
foot and balance files) play an additional role in certification. As noted in Section 1.5.5, certifica- 
tion is, however, primarily focused on examining the procedures, not verifying the data (“substan- 
tive” testing). AU of the audit techniques mentioned here are described in D 7 7 - 1 1 .  

Besides testing, there are other security evaluation tools and techniques that can be of use in 
examining functional operation. For example, software” tools for program analysis [NBS83] 
[GAO81-2, p. 2551 can be helpful in documentation analysis. Matrices as in [MAI76] can suggest 
ideas for test cases and scenarios. Checklists have utility in providing quick training as well as 
suggesting ideas for tests. This value will increase as more varied checklists become available to 
meet particular needs. For example, it can be useful, for purposes of reference and to ensure com- 
pleteness, to have checklists of assets, exposures, policies, policy alternatives and issues, environmen- 
tal characteristics, threats, threat and asset characteristics, factors influencing threat frequency, 
controls, control interactions, flaw categories, penetration approaches, tests, and so forth. 

Formal verification is a technique that may be used during a detailed evaluation. Formal verifica- 
tion offers the hope of being able to mathematically “prove” that a functional design abides by 
a few simple security rules, and that lower levels of abstraction are consistent with the proven 
higher-level design. Formal verification is still primarily a research area, and is not widely used 
outside of some specialized DoD projects. Nevertheless, formal techniques are being used to develop 
and to verify the functional operation of weapons control, space-vehicle control, and other extremely 
critical applications. Such techniques might soon play a wider role. More research is needed, 
however, before formal verification can play a major role in a typical evaluation. 

2.4.1.2 Peg+-ormunce-There is much more to the quality of safeguards than proper functional 
operation. A number of qualitative factors are listed under the general heading of performance, 
which is the second area of concern in detailed evaluation. These are availability, survivability, 
accuracy, response time, and throughput. They can be applied either to individual controls or to 
entire applications. Each is illustrated with an example. 

1. Availability. What proportion of time is the application or control available to perform 
critical or full services? Availability incorporates many aspects of reliability, redundancy, 
and maintainability. It is often more important than accuracy. It is especially relevant to 
applications with denial of service exposures as primary concerns (e.g., air traffic con- 
trol, automatic funds disbursement, production control). Security controls usually require 
higher availability than other portions of an application. 

Survivability. How well does the application or control withstand major failures or natural 
disasters? “Withstand” includes the support of emergency operations during the failure, 
backup operations afterwards, and recovery actions to return to normal operation F1pS871. 
Major failures are those more severe than the minor or transient failures associated with 
availability. Survivability and availability overlap where failures are irreparable, as in space 
systems. 

2. 

3. Accuracy. How accurate is the application or control? Accuracy encompasses the number, 
frequency, and significance of errors. Controls for which accuracy measures are especially 
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applicable are identity verification techniques (e.g., using signature, voice) and communica- 
tion line error handling techniques [FIPS83]. Research in software quality metrics is ap- 
plicable here. 

4. Response Time. Are response times acceptable? Slow control response time can entice 
users to bypass the control. Examples of controls for which response time is critical are 
passwords (especially in distributed networks) and identity verification techniques. Response 
time can also be critical for control management, as in the dynamic modification of security 
tables. It is useful in evaluating response time to assess the impact of varying levels of 
degradation. 

5 .  Throughput. Does the application or control support required usage capacities? Capacity 
includes the peak and average loading of such things as users and service requests. This 
can involve the analysis of performance ratios such as total users versus response time. 

Testing is the best way to evaluate performance, with specific tests needed for each of the 
above factors that are of concern. A useful technique here is “stress” testing. This can involve 
using large numbers of users and requests, using large amounts of background activity, or employ- 
h g  - . resources to attain conditions of operational stress. Functional operation might also 
be examined under these conditions, since stress loading often interferes with normal processing. 

Stress testing is also used in a more directed fashion by attempting to exhaust quota limits 
for specific resources such as buffers, queues, tables, and ports. These resources might be external 
or internal to the application and might support application functions such as jobs, transactions, 
and sessions. This directed stress testing is especially useful in evaluating protection against denial 
of service threats. 

2.4.1.3 Penetration Resistance-The final area of concern in detailed evaluation is penetration 
resistance. The task here is to assess resistance against the breaking or circumventing of controls, 
where resistance is the extent to which the application and controls must block or delay attacks. 
Cryptanalysis is an example of a technique for breaking a particular control, encryption. Creating 
and using a fraudulent log-on utility to discover passwords is an example of control circumvention. 
The nature of the evaluation activity here differs widely depending on whether the penetrators of 
concern are users, operators, application programmers, system programmers, managers, or exter- 
nal personnel. In addition, the notion of penetration resistance applies not only to attacks against 
data, but also to attacks against physical assets and performance. 

Assessment of penetration resistance can be the most technically complex of the detailed evalua- 
tion categories. It is best done to establish confidence in security safeguards. It can also be done 
to find and correct flaws, although recent history has shown the inadequacy of “find and fix” 
as an approach for achieving security. In both cases it: 

1. provides an assessment of an application’s penetration resistance; 

2. helps to determine the difficulties involved in actually exploiting flaws; and 

3. provides a clear demonstration of flaw exploitability (since it might not be clear from analysis 
whether, say, an asynchronous timing flaw can be exploited). 

It should not be inferred that this Guideline is recommending penetration testing as a standard tech- 
nique. It is presented here as an optional subtask. Nevertheless, penetration resistance evaluation 
is different in kind from other forms of evaluation and can play an important role in certification. 

The objective of penetration-resistance evaluation is to identify externally exploitable flaws 
in internal security functions and the interfaces to them. Following are illustrative areas for this 
detailed examination (taken primarily from DM76, p. 1061): 

1. complex interfaces 

2. change control process 
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3. limits and prohibitions 

4. error handling 

5 .  side effects 

6. dependencies 

7. design modifications/extensions 

8. control of security descriptors 

9. execution chain of security services 

10. access to residual information 

There are several approaches to structure software penetration resistance evaluation. These 
involve (1) searching for flaws that fall into certain categories or patterns mOL74, LIN75, NEU78, 
WEBB761; or (2) hypothesizing generic flaws and then determining if they exist [LIN75, WE1731. 
Although these methods apply to the evaluation of software, similar approaches are available to 
evaluate hardware [AKE80] and physical and administrative controls. 

When employed to assess complex objects such as large software operating systems, penetration- 
resistance evaluation can typically employ a team of two or three people for from two to four months. 
Beyond this time frame, there is a point of diminishing returns, since the object of the effort is 
not to find all flaws but to provide an assessment of the application’s penetration resistance. 

2.4.2 Detailed Focusing Strategies 

It is rarely feasible or desirable, even in a detailed evaluation, to examine‘everythmg. Two 
strategies are presented for focusing on small  portions of the security picture when evaluating from 
some or all of the three points of view discussed above. One is based on security relevant com- 
ponents and the other on situational analysis. 

2.4.2. I Security Components-This focusing strategy is based on four components relevant to 
ADP security: assets, exposures, threats, and controls. All of the components will have already 
been considered in the basic evaluation or in a risk analysis. The current activity involves a detailed 
view. It can use basic evaluation or risk analysis data where suitable, and extensions of such data, 
as needed, for the analysis reports. 

The list of sample analysis reports discussed below for each component could be expanded. 
It illustrates that a variety of reports might be needed. The questions of how many and which types 
depends upon evaluation findings. 

1. Assets. Assets are the tangible and intangible resources of an entity. The evaluation issue 
here is: What should be protected? It might be useful to examine assets (data, files, physical 
resources) in detail along with their relevant attributes (amount, value, use, charactenstics). 
Most-likely targets can be identifed in this way. A variety of specific tasks might be needed. 
For example, an asset value analysis determines how the value differs among users and 
potential attackers; an asset exploitation analysis examines different ways to use an asset 
for illicit gain (e.g., as “insider” stock information). 

2. Threats. Threats are possible events with the potential to cause loss or harm. “What are 
assets being protected against?” is the evaluation issue. In examining threats, it is impor- 
tant to distinguish among accidental, intentional, and natural threats. Intentional threats 
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can be the most complex. An example of an analysis task for intentional threats is to iden- 
tify perpetrator classes (programmers, operators, users) based on knowledge, skills, and 
access privileges. The Relative Impact Measure (RIM) approach to security evaluation 
can be used for this purpose [NIESO]. Perpetrator motivation, resources, opportunity, and 
organization are all considered in such a process. An extensive list of generic threats is 
in [FIPS65, Appendix A]. 

Another useful analysis examines the factors affecting threat frequency. Threat fre- 
quency depends on such factors as (1) threat magnitudes, (2) assets and whether their loss 
is full or partial, (3) relevant exposures, (4) existing controls, and (5)  expected gain on 
the part of the perpetrator. 

The nature of the threats can influence evaluation methods used. For example, a stan- 
dard evaluation technique is to review samples of source code to determine compliance 
with established programming practices and to look for security flaws. If the threat is a 
malicious developer, however, and the intent is to find “malicious” software, the assembled 
object code is reviewed rather than the source code or specifications, since the malicious 
steps will not be documented at the higher levels. 

3. Exposures. Exposures are forms of possible loss or harm. Here the evaluation issue is: 
What might happen to assets if a threat (internal failure, human error, attack, natural disaster) 
is realized? Examples of exposures are disclosure violations, erroneous decisions, and fraud. 
[NBS83] discusses different exposure categories. An example of an exposure analysis is 
the examination of the impact of a particular exposure (e.g., greatly increased response 
time for a service, caused by the malicious actions of a competitor or disgruntled user). 
Much exposure analysis focuses on identifying areas where exposures are greatest. The 
question of which exposure types represent the areas of greatest loss or harm can have 
a major influence on detailed evaluation activities. For example, if integrity or accuracy 
is the primary concern, evaluation emphasis focuses on the basic application processing; 
if disclosure is the primary concern, evaluation emphasis falls on those functions and 
interfaces associated with disclosure protection. 

4. Cunfrols. Controls are m-ures that protect against loss or harm. The evaluation issue 
here is: How effective are security safeguards in reducing exposures? Evaluation tasks 
here often focus on controls embodied in specific application functions and procedures. 
Examples of evaluation tasks include control analysis (to examine a particular control in 
depth and determine its vulnerabilities and severity); work-factor analysis (to determine 
actual difficulties in exploiting control weaknesses) ; and countermeasure tradeoff analysis 
(to examine alternative ways to implement a control-this is often necessary in order to 
recommend corrective actions). 

2.4.2.2 Situutioml Analysis-One forbidding and constraining aspect of computer security evalua- 
tion is the complexity of an application and its protective safeguards. This limits not only the per- 
centage of the application that can be examined but also the degree of understanding attainable 
for those portions that are examined. These limitations represent an important and fundamental 
problem of security evaluation: How does one make a confident judgment based on incomplete 
information and partial understanding? A solution to this dilemma is the use of situational analysis. 
Two forms of situational analysis are discussed: the analysis of attack scenarios and the analysis 
of transaction flows. Both are used to complement the high-level “completeness” of a basic evalua- 
tion with detailed, well-understood examples and can focus on particular aspects of the application 
that are of concern (functional operation, performance, and/or penetration resistance). 

An attack scenario is a synopsis of a projected course of events associated with the realization 
of a threat. It encompasses the four security components discussed above-threat, control, asset, 
and exposure-interwoven with the specific functions, procedures, and products of the applica- 
tion. An example of an attack scenario is a step-by-step description of a penetration, describing 
penetrator planning and activities, the vulnerability exploited, the asset involved, and the resulting 
exposure. 
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A transaction flow is a sequence of events involved in the processing of a transaction, where 
a transaction is typically an event or task of significance to and visible to the user. Transaction 
flow analysis is commonly used in EDP auditing [AAC78, IIA77-11 and is discussed in l?’JBSt33]. 
If the application as a whole contains only a small  set of transactions, transaction flow analysis 
might be a sufficient vehicle in itself for the detailed evaluation. A basic evaluation is still needed, 
however. 

The idea underlying situational analysis is to focus attention on a manageable set of individual 
situations that can be carefuuy examined and thoroughly understood. This makes the resulting analysis 
more meaningful for several reasons. 

1. It places threats, controls, assets, and exposures in context with respect both to each other 
and to application functions. This allows the evaluation to properly consider interdependen- 
cies, such as those among controls, and presents a balanced, realistic picture. If a detailed 
evaluation decomposes security components into constituent parts, a situational analysis 
pieces these together again into a coherent whole. 

2. It emphasizes the objectives being served by control(s), and allows safeguards to be. evaluated 
based on these objectives. 

The increased understanding that can result from use of situational analysis, as well as its illustrative 
value, make it an important tool for use in conducting and presenting detailed evaluations. 

2.5 Report of Findings 

This section is concerned with the security evaluation report that is prepared for the Accrediting 
Official. The security evaluation report is the primary product of certification. It contains technical 
security recommendations for the application and is the main basis for the accreditation decision. 

2.5.1 Integrating the Report 

Figure 2-4 shows an example of how evaluation findings might be integrated into the security 
evaluation report. The evaluation work is partitioned into three areas, (1) application software and 
administrative and procedural safeguards, (2) physical security, and (3) operating systems and hard- 
ware. (Section 2.1.2.3 includes discussion of partitioning.) Evaluation needs in the operating system 
and hardware area are satisfied externally, as might be the case if using a product evaluation from 
the DoD Computer Security Center [DoDt33]. Most of the internal work is in the area of applica- 
tion software and administrative and procedural safeguards. Here there could be detailed evalua- 
tions of several partition areas that might have problems or high sensitivity. The detailed findings 
are combined with basic evaluation fmdings, and all of the findings are integrated into the security 
evaluation report. It is preferable to integrate findings from different evaluation areas into one final 
report rather than to deliver several security evaluation reports to the Accreditor, since the safeguards 
in each area can have complex interrelationships that require a technical interpretation. 

2.5.2 Transmitting the Report 

The security evaluation report is prepared under the direction of the Application Certification 
Manager, signed, dated, and delivered to the Accrediting Official(s). It might also be reviewed 
and approved by the overall agency Certification Program Manager to ensure compliance with 
agency standards. Typically there is a formal transmittal letter to the Accrediting Official(s) that 
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Figure 2-4. Sample documentation flow for certification findings 

describes the contents of the report and recommends signing of the accreditation statement. Figure 
2-5 shows a sample transmittal letter. It includes an official certification statement in order to com- 
ply with [OMB78]. 

2.5.3 Sample Outline of Report 

A sample outline of the security evaluation report is shown in Figure 2-6. Each section of 
the outline is briefly described below. 

1. 

2. 

3. 

Introduction and Summary. This section briefly describes the application and summarizes 
evaluation findings and recommendations. 

Background. This section provides contextual information for the Accrediting Official. 
One important item is the security standards or policies that were applied. Another is a 
list of the general functional characteristics of the application that generically influence 
its certifiability (e.g., the presence or absence of user programming). Application bound- 
aries are defined, along with security assumptions about areas outside the boundaries. 

Major Findings. The first portion of this section summarizes the controls that are in place 
and their general roles in protecting assets against threats and preventing exposures. This 
is important in maintaining perspective, and emphasizes those areas where safeguards are 
acceptable. 
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Subject: Certification of ~ [I1 -. 
Reference computer security policies P I  . This Certification has been performed because 

[31 

. The security evaluation 
report summarizCs findings and presents recommendations. Aaached to the report is a proposed accreditation statement 
for your review and signature. 

Based on the report and my judgment, I hereby certify (with the exceptions or clarifications noted below) [4] “that 
meets the documented and approved security specifications, meets all applicable Federal 

policies, regulations, and standards, and that the results of [testing] demonstrate that the security provisions are ade- 
quate.” [5] 

Attached are the findings from security certification evaluation of H I  

111 

(exceptions or clarifications) 

In addition, weighing the remaining residual r isks against operational requirements, I recommend that you authorize 
(continued) operation of r11 (under the following restrictions): 

(restrictions) 

Q further recommend that you authorize initiation of the following corrective actions.) 

(corrective actions) 

Signature and Date 

111 Name of the application being certified. 

[2] OMB A-71, TM1 and other applicable policies. 

[3] Reasons include the following: (1) initial development has been completed, (2) changes have 
been made, (3) requirements have changed, (4) a required threshold of time has been reached, 
(5 )  a major violation has occurred, and (6) audit or evaluation findings question a previous 
certification. 

[4] Parentheses indicate portions of the letter that are not required in some situations. 

[5] Quotation from OMl3 A-71, TM1. The quotation marks are explanatory and, along with the 
editorial brackets, are not included in the actual letter. 

Figure 2-5. Sample transmittal letter for security evaluation report 

The second portion summarizes major vulnerabilities. Vulnerabilities described in the 
report are divided into two categories: proposed residual vulnerabilities and proposed 
vulnerabilities requiring correction. This format serves as both a summary of findings and 
a recommendation of which vulnerabilities to accept and which to correct. Authority to 
approve the recommendations resides with the Accrediting Official. 

4. Recommended Corrective Actions. Here corrective actions, together with anticipated costs 
and impacts, are recommended and prioritized. Responsibility for making the corrections 
might be proposed. Also criteria must be established for evaluating the corrections. This 
Section must be sufficiently complete to give the Accrediting Official a clear understanding 
of the implications of either accepting or correcting vulnerabilities. 

Since sensitive applications are typically important to agency operations, most flaws 
will not be severe enough to remove an operational application from service although some 
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1. INTRODUCTION AND SUMMARY 

2. BACKGROUND 

3. MAJORFTNDINGS 

3.1 General Control Posture 

3.2 Vulnerabilities 

4. RECOMMENDED CORRECTIVE ACTIONS 

5 .  CERTIFICATION PROCESS 

Attachment A Proposed Accreditation Statement 

Attachment B (etc.) Detailed Evaluation Report(s) 

Figure 2-6. Sample outline for a security evaluation report 

restrictions may need to be implemented immediately. It is likely that a serious flaw will 
be severe enough to delay implementation of a change or an application under development. 

Other than removing an application from service or delaying its implementation, there 
are many intermediate accreditation alternatives available. The most common is to withhold 
accreditation pending completion of corrections. Many types of operational restrictions 
are also possible. Examples follow. 

a. Adding procedural security controls. Restricting use of the application to sites that 
have compensating controls. 

b. Restricting the application to process only nonsensitive or minimally-sensitive data. 

c. Removing especially vulnerable application functions or components. In a network 
environment a particularly weak node mi&t be excluded from the network. 

d. Restricting users to only those with approved access to all data being processed or 
to those with a sufficient “clearance” based on an investigation. 

e. Restricting use of the application to non-critical situations where errors or failures 
are less severe. 

f. Removing dial-up access (thus relying more on physical security). 

g. Granting conditional accreditaton for a “shakedown” period before full trust is granted. 

5 .  Cemjication Process. This section summarizes the work performed in the certification 
process. purpose is to enable the Accrediting Official to determine the confidence that 
can be placed in the findings. It might also be useful to include the Application Certifica- 
tion Plan as an attachment to the report. 

Attachment A. Proposed Accreditation Statement. This is a critical part of the report. 
It surmnarizeS recommended actions and is prepared for the Accrediting Official’s signature. 
A sample statement is shown and discussed in Section 2.6. Judgments and recommenda- 
tions embodied in the statement are subject to approval by the Accrediting Official. 
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Attachment B. Evaluation Repon(s). These describe the full set of findings, not just 
major ones. It can be useful, especially if separate evaluation teams are participating, to 
use standard forms to present basic and detailed findings. An example of such a standard 
form is shown in Figure 2-7. Most columns are self-explanatory. The threat classification 
column permits distinction between flaws that exist and those which are suspected but for 
which no positive evidence can be found (e.g., malicious software, unknown operating 
system loopholes). Columns are available to reference applicable protection features and 
requirements. 

Level of Risk and Type are 
summarized by i r  VH-Very High L-LOW C-Correct 

Statement of Impact 
(C-Compromise. I-Dat8 Integrity. D-Dental Service) 

Probability of Threat - H-High VL-Very Low 
M-Moderate I-lndetermlnate 

Threat Classification 

+ * v  * v  

ACTIVITY 1 DESCRIPTIONS/THREATS-FLAWS I T C t R I  COUNTERMEASURES 
C I D  

An activity (e.g. 
operations. computer, 
network) in a major 
group of functions 
This column Mentifies 
the function (e.g. 
system initialization, 
CRC calculation) 
associated with the 
flaw. 

This column contains a description 
of the system flaw along with a 
Scenario for exploitation by a threat 
that materializes. 

This column discusses 
countermeasures to 
address the threat-flaw 

r Protection 
Feature 

Reauirement 

L 
IEO 

- 

Adapted from work done by System Development Corporation 
for the Defense Commun,cations Agency 

Figure 2-7. Sample vulnerability chart 

2.5.4 Characteristics Of The Report 

Since the Accrediting Official is a high-level official, usually with a busy schedule, the secu- 
rity evaluation report is kept brief. The report must be accurate, meaningful, and constructive, 
as follows: 

1. 

2. 

3. 

Accurate. All judgments must be supported. Quantitative ratings are to be avoided unless 
founded on demonstrably accurate data. Ratings that have a large uncertainty are often 
interpreted the same as accurate ones and this leads to a high potential for misunderstanding. 
Where ratings of some form are used, they must explicitly reflect assumptions, condi- 
tions, and variances. 

Meaningfirl. The content and form must be understandable to the Accrediting Official. 
For example, it is common to separate exposures into categories (e.g., disclosure, modifica- 
tion, denial of service, and destruction). This breakdown might not be meaningful to a 
high-level manager such as the Accreditor. It might be preferable instead to orient the 
presentation around exposures such as fraud, competitive disadvantage, agency embar- 
rassment, statutory sanctions, and so forth. 

Constructive. Positive evidence must be s u r n m a m d  * . Most applications are doing much 
more right than they are wrong. The evidence as a whole must be kept in balance. Security 
evaluations often report only those things that are wrong. That does not present a fair picture 
of all the available evidence. Similarly, recommendations must be realistic. It is not realistic 
to suggest that a critical application that has been running for years be shut down because 
of a single flaw. A more CoIlStrcctive suggestion is to adop added precautionary procedures, 
and to begin planning on upgrades or a new version of the application. 
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