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ABSTRACT 

1 

The Uni ted States Navy's forces a f l o a t  do no t  have a 

s i n g l e  source document t h a t  addresses an t i - t e r ro r i sm and 

counter terror ism. The increase i n  t e r r o r i s m  world-wide has 

stimulat.ed t h e  concern t h a t  vu lnerab le  mar i t ime vessels w i  11 

become t e r r o r i s t  targets .  U. S. Navy sh ips  i n  a r e s t r i c t e d  

maneuvering s i t u a t i o n ,  a t  anchor i n  a harbor, or moored 

p i e r s i d e  may o f f e r  an a t t r a c t i v e  t a rge t  to a t e r r o r i s t  

group. To deal w i t h  t h i s  p o t s n t i a l  t e r r o r i s t  th rea t ,  p r r -

sonnel manning U. S. Navy sh ips must be educated i n  the 

fundamentals o+ te r ro r i sm;  the sh ips '  s e c u r i t y  program m u s t  

be evaluated and modi f ied accordingly; var ious watches, 

sen t r ies ,  and teams must be t r a i n e d  i n  new a n t i - and counter- 

t e r r o r i s t  procedltres; and contingency plans must be devel-

oped t o  deal w i t h  p o t e n t i a l  t e r r o r i s t  inc idents .  T h i s  study 

provides a guide f o r  t h e  development of e f f e c t i v e  a n t i -

t e r r o r i s t  and c o u n t e r t e r r o r i s t  programs f o r  any sh ip  type i n  

tne  U. S. Navy.
P 
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INTRODUCTION
1 = ------------

Th@ term te r ro r i sm i s  commonly used i n  today's vocabu- 

la ry .  However, an understanding of the  term, i t s  impl ica-

t ions,  and i t s  complexi t ies eludes most people. It seems 

tha t  the  4merican people are becoming more and more in rens i -  

t i v e  t o  t e r ro r i sm from having been exposed to repor ts  an 

t e r r o r i s t  a c t i v i t i e s  on an almost d a i l y  basis. also, be-

cause t e r r o r i s t  incidentas seldom occur i n  the  United States 

and, thus, few Americans are d i r e c t l y  afCected by such 

a c t i v i t i e s ,  there i s  l i t t l e  genuine concern o r  i n t e r e s t  i n  

te r ro r i sm i n  t h i s  country. Therefore, even though te r ro r i sm 

i s  a commonly used term i n  t he  Uni ted States, not  very m a n y  

people r e a l  1 y understand a1 1 t h a t  i t  represents. 

The e a r l y  l i t e r a t u r e  on t e r ro r i sm appears t o  be l i m i t e d  

t o  more accounts o f  var ious t e r r o r i s t  inc idents.  The l a t e r  

l i t e r a t u r e ,  however, attempts t o  understand the p a r t i c u l a r s  

surrounding such acts. Countless a r t i c l e s  and books on the  

psychological, ph i  iosophical  , and soc ia log ica l  aspects o f  

te r ro r i sm have been published, r e s u l t i n g  i n  ongoing debates 

on the subject.  Even so, i t  has c ? l y  been recen t l y  t h a t  the  

students 0 5  te r ro r i sm have begun t o  u t i l i z e  t h i s  wealth o f  

informat ion i n  an e f f o r t  t o  formulate an a c t i v e  s t ra tegy 

aimed a t  de te r r ing  t e r r o r i s t  attacks. 



Governments and indus t r i es  have launched programs t o  

+ a c i l i t a t e  and improve a n t i - t e r r o r i s t  and coun te r te r ro r i s t  

techniques. I n  a s i m i l a r  manner, the United States Navy's 

forces a f l o a t  must a.lsa seek measures t o  deter terror-ism. 

Countless and var ied accounts of  v i o l e n t  t e r r o r i s t  acts  have 

shown t h a t  nothing and no one i s  immune. 

The increase i n  te r ro r ism world-wide h a s  st imulated the 

concern t h a t  marit ime vessels may become the ta rge ts  of 

t e r r o r i s t  attacks. Th~e marine environment, by i t s  na tura l  

design, exposes ships t.o many vulnerable s i t u a t i o n s  t h a t  are 

very conducive t o  t e r r o r i s t  attacks. Some esamples o f  these 

s i t u a t i o n s  are: when a ship i s  i n  a r e s t r i c t e d  maneuvering 

s i t u a t i o n  such as enter ing a harbor, t r a n s i t i n g  s t r a i t s ,  

narrow channels, or canals; when a ship i s  a t  anchor; o r  

when a ship i s  moored p ie rs ide  o r  i n  s nest. The s ink ing  o f  

a ship r e s u l t i n g  i n  the  blocking of  a harbor entrance would 

have h igh p o l i t i c a l  value. f o r  t he  t e r r o r i s t .  The vulnera-

b i l i t y  of many ships i n  such s i t u a t i o n s  can be diminished o r  

avoided by an a l e r t ,  knowledgeable, and o f fens ive  (as op-

posed t o  react ionary)  secur i ty  force. A n  over t  p ro tec t i ve  

program may,  i n  and of  i t s e l f ,  ac t  as a deterrent  against  

the occurrence o f  a  t e r r o r i s t  act. 

Simply stated, t he  problem i s  t h a t  there c u r r e n t l y  i s  na 

cansol i dated guide reqard i  ng a n t i  - t e r r o r i  s m  and countsr ter -  

r o r i s t  planning f o r  the  United States Navy's forces afloat. 

The e n t i r e  chain of  command, f r o m  theater commanders t o  



b a t t l e  group commanders, promulgate statements and p o l i c i e s  

i n  a  var ie ty  of  operation orders tha t  address terrorism. 

Likewise, the Department of  Defense and a1 1 the services 

have issued various i ns t ruc t i ons  f o r  the protect ion of per-

sonnel abroad and the secur i ty  of  i ns ta l l a t i ons .  But there 

i s  no s ing le  t o o l  avai lab le t h a t  addresses education, 

t ra in ing,  secur i ty,  int.el l igence, or repar t ing procedures 

f o r  t e r r o r i s t s  incidents. Therefore, a guide incorparat ing 

the necessary information on te r ro r ism wi th  suggestions as 

t o  h o w  t o  deter and combat i t  must be developed f o r  the  

safety of  personnel and the pro tec t ion  of  property aboard 

a l l  U. S. Navy ships. 

The i n t e n t  of  t h i s  guide is twofold. F i r s t ,  the funda- 

mentals of ter ror ism must be +ormulated and presented t o  

U. S. Naval personnel through a systematic education program. 

Secondly, once the fundamentals of  ter ror ism are f u l l y  un-

darstmd, secur i ty  programs on U. S. Navy vessels must be 

analyzed and improved according1 y  t o  harden them against 

t e r r o r i s t  action. Both elements of such an a n t i - t e r r o r i s t  

e f f o r t  must be un iversa l l y  implemented by U. S. naval farces 

a f loa t  i n  such a way tha t  the the development of counterter-

r o r i s t  techniques t a i l o r e d  to each ship type w i l l  na tu ra l l y  

+ollow. 

The current physical secur i ty  program f o r  U. S. naval 

forces a f l o a t  w i l i  provide the  p r inc ipa l  guidel inoa on how 

t o  combat threats  t o  a ship. What w i l l  enhance thim program 



i s  the t r a i n i n g  and mental condi t ion ing required t o  recog- 

n ize  and deal w i th  te r ro r ism as a new menace employing 

unconventional techniques. E f f o r t s  must be made t o  maintain 

a h igh degree o f  alertness which w i l l  strengthen the physi- 

ca l  secur i ty  program and deter t e r r o r i s t  attacks. 

I n  keeping w i th  these concepts, t h i s  study w i l l  f i r s t  

take  advantage of the avai 1 able knowledge on te r ro r i sm and 

present the fundamental s t ruc tu re  of  revolut ionary move-
;+:+...\ .. 

ments, which represents the core of an educational program 

f o r  personnel assigned t o  forces a f loa t .  Than, some sugges-

ted areas fo r  improvement of  shipboard physical  secu r i t y  

w i l l  be addressed t o  s t imulate a command's analys is  o f  i t s  

own in te rna l  secur i ty.  Hopeful ly, the discussion w i l l  en-

courage the analysis of po r t  secur i ty  plans fo r  ships and 

the contingency plan apparatus both on board and i n  the  

chain of command. The discussion should a lso  s t imu la te  an 

inves t iga t ion  i n t o  the agreements or  t r e a t i e s  w i th  host 

countr ies i n  the fleet of operations and a close examination 

of the l i m i t a t i o n s  provided by the chain of command i n  the 

Rules o f  Engagement (ROE). 

A s  an example, a cursory glance a t  the  fo l low ing m u t i n e  

shipbaard evolut ion m a y  provide one instance t ha t  exposes 

some inherent weaknesses i n  the current secur i ty  mindret: 

United States Navy ships have been p u l l i n g  i n t o  a 
ce r t a i n  I t a l i a n  po r t  f o r  years and any casual abservor may 
eas i l y  no t i ce  the rou t ine  times of the  c h a n ~ i n g  of  the  
w a t c h ,  not  just tho quarterdeck watch, but  all t he  watches 
( the  armed rover, same i n t e r i o r  watches t ha t  report  t o  the  



Of#icer  of  the D e c k ,  and the topside secur i ty ) .  fit 0345 
( the  standard t ime t o  t u r n  over the watch) an a misty 
morning, t i r e d  men are going o f f  watch, not f u l l y  a l e r t  
men are coming on watch, and most o f  these personnel are 
gathered on the quarterdeck conducting a turpover. This 
may be a very pregnable opportuni ty i n  the  eyes of a 
casual observer, despi te  the  secur i ty  program. 

figdin, the ob jec t ive  uf t h i s  guide i s  not t o  en te r ta in  

the  idea tha t  the  Navy's sh ips have inadequate secur i t y  

plans, but ra ther  t o  improve the ex i s t i ng  program by stimu- 

l a t i n g  and encouraging ind iv idua l  commands t o  exercise t h e i r  

prerogat ive and f l e x i b i l i t y .  E f f o r t s  t o  tap  the ingenuity 

of t he  crew and t o  focus enthusiasm on personnel awareness 

and target  hardening w i l l  deter t e r r o r i s t  ac ts  against U. S. 

naval u n i t s  and ships'  companion and w i l l  lend more c r r d i -  

b i l i  t y  t o  a n t i - t e r r o r i s t  measurer. 



Finding t he  so lu t i on  t o  a problem i s  much eas ier  when 

the problem i s  approached w i t h  a p r i o r  knowledge of i t s  

p a r t i c u l a r  s t ruc ture .  Likewise, the  m i l i t a r y  planner should 

have a thorough understanding o f  the  t h rea t  he is fac ing  

before deciding what t a c t i c s  should be used t o  cambat i t .  

This same approach i s  a l so  very useful  itithe  formula t ion of  

a so lu t i on  t o  the p rob lem of p ro tec t ing  ships against  

p o t e n t i a l  t e r r o r i s t  inc idents.  A s  suggested i n  t he  &grg= 

dgcgig~t o  t h i s  paper, a systematic program must be estab-

l i shed  t o  acquaint sh ips '  personnel w i t h  t he  bas ics  of 

te r ro r i sm so t h a t  they may became more + a m i l i a - with t h e  

threat.  

A wide spectrum of  pro fess iona ls  from the  academic and 

medical worlds have explored and invest igated t e r ro r i sm  i n  

great d e t a i l .  However, on ly  recent1 y has a concerted e f f o r t  

been made by governments and i ndus t r i es  t o  apply t h i s  i n f o r -  

mation i n  a p r a c t i c a l  way f o r  the  purpose of  combating 

terror ism. 

A fundamental t e r r o r i s t  s t ra tegy  i s  t he  exp lo i  t a t l o n  o f  

the element of surpr ise.  The t e r r o r i s t  decides when and 

where an at tack w i l l  occur. The use o+ surpr ise ,  together 

w i t h  imaginat ion and concentrated e f f o r t ,  have thus f a r  made 

i t  pass ib le  f o r  most t e r r o r i s t s  t o  evade t h e  e f f o r t s  made t o  



neu t ra l i ze  o r  e l im i t la te  them. The u n p r e d i c t a b i l i t y  and 

ingenui ty  employed by t e r r o r i s t s  has made i t  imperative 

f o r  commands t h a t  are developing e f f e c t i v e  a n t i -  and counter- 

t e r r o r i s t  measures t a  view te r ro r i sm through t h e  eyes of  the  

t e r r o r i s t .  

The foundation f o r  the  discussion of the  fundamentals o f  

te r ro r ism w i l l  be Paid by using the o l d  f a m i l i a r  s t ra tegy a+ 

pursuing the what, who, how, why, where, and when o f  the 

issue. 

A. THE DEFINITION (WHAT) 

The f i ~ s t  step i n  analyzing the problem i s  t o  attempt t o  

def ine contemporary terror ism: what i s  i t ?  Tbere i s  no 

wide1 y  accepted or prec ise d e f i n i t i o n  and, as has been 

al luded t o  earlier, there is a divergence of opinion and 

continual debate  concerning exact ly  what te r ro r i sm en ta i l s .  

The fo l l ow ing  probe f o r  a su i tab le  concept of  t e r ro r i sm w i l l  

demonstrate some o f  t h i s  cantroversy. 

The establishment of a usefu l  d e + i n i t i o n  o f  te r ro r ism i s  

great1 y  helped by using a chronolagical approach. A 1939 

study CRe3. I: pp. 383-3963 found t h a t  the  w o r d  " ter ror ism" 

i s  derived f r o m  the L a t i n  " t e r r a r "  w h i c h  o r i q i n a l l y  meant 

physical  trembling. Later  " t e r r o r "  came t o  inc lude the  

e n o t i o ~ ~ a lstate of fear,. Thus " ter ror ism" 1i t e r a l ly means 

"system of te r ro r . "  That same study concluded t h a t  " te r -

ror ism is a method o f  ac t ion  by which an agent tends t o  



produce t e r r o r  i n  order t a  impose h i s  domination." [Ref. 2: 

p. 3831 

Sciences de+ines te r ro r ism "as a term used t o  describe the  

method or  the theory behind the  method whereby an organized 

group o r  par ty  seeks t o  achieve i t s  avowed aims c h i e f l y  

through the systematic use of violence." [Ref. 3: p. 3831 

The 1960's produced some va r ia t i ans  on the  l a s t  theme, 

descr ib ing te r ro r i sm as " the th rea t  o r  the  use of v io lence 

+or p o l i t i c a l  ends," [ R e f .  4: p. 3841 "a s y m b ~ l i c  act  de-

signed t o  i n f  luence p o l i t i c a l  behavior by extranormal means, 

e n t a i l i n g  the  use at- t h rea t  of violence," [Ref. 5: p. 3841 

and descr ib ing a siege o f  t e r r o r  as " the attempt t o  destroy 

an au tho r i t y  system by c rea t ing  extreme fea r  through sys- 

tematic violence." [Ref. 6: p. 3843 

The o rde r l y  analys is  of these and many other d e f i n i t i o n s  

br ings t o  l i g h t  c e r t a i n  consis tent  p roper t ies  of terrarism: 

"(I) Terrorism i s  p a r t  a+ a revo lu t ionary  C p o l i t i c a l l  
strategy--a method used by insurgents t o  se ize po- 
l i t i c a l  power from an e x i s t i n g  government. 

" ( 2 )  Terrorism is manifested i n  ac ts  o f  s o c i a l l y  and 
po lit i c a l  1y unacceptable violence. 

" (3) There is a consistent pa t te rn  of symbolic o r  
representat ive se lec t ion  o f  t he  v i c t ims  or  ob jects  
o f  the  act  o f  terror ism. 

" (4) The revolut ionary movement de l  i b e r a t e l  y intends 
those ac t ions  t o ' c r e a t e  a psychological e f f e c t  on 
spec i f i c  groups and thereby t o  change t h e i r  
p o l i t i c a l  behavior and a t t i tudes . "  [Ref. I :  p. 3833 

I n  summary, the cammsn denominator ob t e r ro r i sm i s  v io-

lence f o r  which there are some i d e n t i f i a b l e  cha ra r to r i s t i cs r  



Use o f  i l l e g a l  v io lence i n  a systematic campaign. 
Symbolic representat ion i n  ta rge t  select ion.  
Acts conducted $or maximum p u b l i c i t y  value. 
Nonrecognition o f  neu t ra l s  o r  noncombatants. 
Often d i rec ted  a t  c i v i l i a n s .  
Waged outside normal r u l e s  of  c o n f l i c t .  
Usual ly waged by  aon-government groups. 
Fear used as a persuasive weapon. 
Committed f o r  p o l i t i c a l  goals." KRef .  7: pp. 3 - 4 3  

I n  the  context o+ a U. S. Naval ship baing a t e r r o r i s t  

ta rge t ,  m o s t  o f  the  above cha rac te r i s t i cs  are cause +or  

concern. 

The U. S. Department of  Defense def ines te r ro r ism as 

" . . . the unlawful use or  threatened use of f o rce  o r  

v io lence by a revolut ionary organizat ion against  i n d i v i d u a l s  

o r  property w i th  the  i n t e n t i o n  of coercing o r  i n t i m i d a t i n g  

governments o r  soc iet ies,  of ten f o r  ideo log ica l  purposes. " 

The search f o r  a niche f o r  te r ro r ism w i t h i n  the  

spectrum of conf l i c t  is the  subject of wide debate today. 

The character t h a t  contemporary i n te rna t i ona l  t e r ro r i sm has 

developed i n  recent years suggests t h a t  i t  may belong a t  t he  

low end of t he  spectrum of non-nuclear armed c o n f l i c t .  For 

the purposes o f  t h i s  discussion, non-nuclear armed c o n f l i c t  

cons is ts  of  conventianal war+are, g u e r r i l l a  warf are, and 

'Concepts were barrowed from Br ian Michael Jcnkins' "New 
Modes of C o n f l i c t "  (Rand Corporation, June 19831. See t h i s  
study f a r  de ta i l ed  development of the concept o f  t e r r o r i s m  
as a mode o f  conbl i c t .  



The present d iscord  i n  Lebanon serves as a good 

example o f  t he  coexistence o f  t h e  th ree  elements of armed 

con+ l i c t .  G u e r r i l l a s  and t e r r o r i s t s  as we l l  as p a r t i c i p a n t s  

from regu la r  armies and p r i v a t e  m i l i t i a s  a re  engaged i n  

Lebanon's c i v i l  war. The t e r r o r i s t s  may be sponsored by 

states, p o l i t i c a l  organizat ions,  r e 1  i g i o u s  fac t ions ,  o r  

o ther  t e r r o r i s t  graups. Conventional warfare, g u e r r i l l a  

war+ are, and t e r r o r i s m  are  i n t e r r e l a t e d  and can be employed 

i n  vary ing degrees w i t h  vary ing combinations. The op t ions  

inc lude  employing a l l  t h ree  elements concurrent ly ,  separate-

1y, o r  interchangeably. 

O f  t he  t h ree  elements o f  armed c o n f l i c t ,  t e r r o r i s m  

has become more p reva len t  i n  t h e  e i g h t i e s  due, p r i m a r i l y ,  to 

t he  f a c t  t h a t  t e r r o r i s t s  a re  m i l i t a r i l y  w e a k  and, secondari-

ly, t o  t he  p r o h i b i t i v e  cos t  a+ conventional warfare. Many 

coun t r ies  l ack ing  m i l i t a r y  s t reng th  may a l so  engage i n  some 

form of  t e r r o r i s m  because they are u n w i l l i n g ,  as w e l l  as 

unable, to chal lenge a m i l i t a r i l y  super ior  nat ion,  such as 

the Uni ted States, i n  open armed c o n f l i c t .  I n  a d d i t i o n  t o  

t h e  mere expense of  modern weaponry, t h e  s o p h i s t i c a t i o n  of 

todays weapons requ i res  c o s t l y  personnel t r a i n i n g  and t h e  

impact of p u b l i c  op in ion  on armaments a l so  con t r i bu tes  t o  

the  h igh  cos t  i n  many instances. Because o f  i t s  r e l a t i v e  

inexpensiveness, many na t ion-s ta tes  r e s o r t  t o  t u r r o r i s m  as a 

cheap means o f  waging war. Thus, modern ter ror ism,  as an 



instrument of c o n f l i c t ,  has emerged as an e f f e c t i v e  a l terna-  

t ive t o  conventional warf are. 

While Lebanon serves as an example o f  the use of  

t e r ro r i sm as we l l  as conventional and g u e r r i l l a  warfare i n  

an armed c o n f l i c t  w i t h i n  a country, i t  i s  important t o  note 

t h a t  t e r ro r i sm a l so  s p i l l s  over the  boundarics o f  nat ions. 

I t  is not  ron+ined t o  na t iona l  f ront iers. '  According t o  

B r i m  Jenkins " t e r r o r i s t  a c t i v i t y  cannot be i s o l a t e d  from 

other modes o f  armed c o n f l i c r  among nat ions or w i t h i n  other 

nat ions, b u t  can be seen as another dimension o f  warfare." 

CRef. 10: p. 511 I n  counterpoint,  even though te r ro r i sm may 

be colbsidered another dimension of warf are, i t  h a s  been 

e f f e c t i v e l y  handled by p o l i c e  and c r im ina l  j u s t i c e  systems 

i n  many countr ies, West Germany, f o r  example. 

I n  view of  the above conclusion t ha t  t e r ro r i sm i s  

"another dimension of warfare," i t  becomes necessary f o r  

U. S. fo rces a f l o a t  t o  devise a n e w  se t  o f  m i l i t a r y  requ i re-  

ments. A naval ship represents an investment made by t h e  

United States designed f a r  m i l i t a r y  ac t i on  a t  one end a+ the  

c o n f l i c t  spectrum, conventional warfare. The investment 

manifests i t s e l f  i n  expensive, sophis t ica ted technology and 

"Taking i n t o  account the  r h a r r c t e r  o f  the  w a r  i n  
Lebanon, i n  which state-sponsored te r ro r i sm coex is ts  w i t h  
conventional and g u e r r i l l a  warfare, t he  Long Commission 
(which invest igated t he  1983 bombing of  the  Marinm barracks 
i n  Be i ru t )  concluded t h a t  t he  Department o f  Defense's. 
d e i i n i t i a n  oS te r ro r i sm w a s  inadequate and "should be 
expanded t o  inc lude stakes." CRef. 9: p. 1251 



high1y t ra ined  personnel geared t o  missions of varying dimen- 

s ions o f  modern warfare, such as an t i - a i r  (AAW) or a n t i -

submarine war9at-e (CISW). The challenge t o  the-commanding 

o f f i c e r  o f  a U. S. sh ip  i s  t o  mold these assets, both 

personnel and equipment, t o  conform with,  and thus be more 

e f f e c t i v e  against, the  p o t e n t i a l  t h rea t  a t  the  ether end of 

the c o n f l i c t  spectrum, modern contemporary terror ism. 

Whether deployed i n  a t h i r d  world c o n f l i c t  o r  making 

a p o r t  c a l l  i n  a Western European country, the  commanding 

o f f i c e r  and crew o f  a naval u n i t  must mental ly and physical-  

l y  adapt t o  the  new breadth of  the  spectrum ob c o n f l i c t .  I n  

t h i s  regard, fo rces  a f l o a t  must develop and maintain the  

capab i l i t y  t o  deal w i th  te r ro r i sm as wa l l  as conventional -
and quer r i  11 a warfare. 

2. Cateaories gf I e r r o r i gm  

Terrorism i s  d iv ided i n t o  categor ies based on the  

loca t ion  and t h e  perpet ra tors  o f  the act. These categor ies 

are intarnat iona l , transnat ional ,  domestic, and s t a t e  t e r -  

rorism. " In te rnat iona l  t e r ro r i sm i s  an ac t ion  i n i t i a t e d  by 

an ind iv idua l  o r  group con t ra l l ed  by a nat ion-state t h a t  

occurs outside t ha t  state. Transnational te r ro r i sm is an 

ac t ion  i n  the in te rna t iona l  arena i n i t i a t e d  by an i nd i v i dua l  

or group that i s  no t  ron t ro lLed by a nation-%take. Domestie 

te r ro r ism i s  an ac t ion  i n i t i a t e d  by an ind iv idua l  o r  group 

of na t iona ls  w i t h i n  i t s  own nation-mtate. F i na l l y ,  s t a t e  



terror ism consists o f  act ions conducted by a nat ion-state 

w i th in  i t s  own borders." CRef. 11: p. 21 

7 Ihp Legal Aseq~4g 

Many members of  the world community have f ~ rsome 

time recognized tho lack of  a lega l  framework f o r  dealing 

w i t h  in ternat iona l  t e r ro r i s t s .  I n  1937, the Convention f o r  

the Prevention and Punishment af Terrorism convened t o  ad-

dress terror ism o+ an in ts rna t iana l  character. "The aims of 

the Convention were t o  create mandatary ru l es  of municipal 

cr iminal  l a w  against te r ror ism and t o  make ter ror ism an 

ex t rad i tab le  crime." CRef.  12: p .  2641 Only one country 

r a t i f i e d  the Convention and i t  never came i n t o  farce. 

The 1937 Convention and other attempts t o  cod i fy  

terror ism have encountered two major obstacles: " f i r s t ,  the 

dubious states of  wars 09 nat ional  l i b e r a t i o n  and secondly, 

the h igh ly  treasured r i g h t  o f  s tates t o  grant asylum t o  

p o l i t i c a l  offenders." CRef. 13: p. 961 Both of these items 

are enmeshed i n  the lack of  consensus regarding an accept-

able d e f i n i t i o n  o f  terrorism, which w a s  discussed ear l i e r .  

Although there has been no succeeo i n  o b t a i ~ i n g  a 

universal agreement concerning the lega l  cont ro ls  of i n t e r -

nat ional terrorism, many nat ions have adopted a po l i c y  which 

deals with par t i cu la r  types 03 t e r r o r i s t  incidents. B i l a t -

eral and mu l t i l a t e ra l  agreements have been made t o  prevent 

spec i f i c  kinds of t e r r o r i s t  acts without addressing a de+i-

n i t i o n  of terrorism. The Hague convention against h i jack ing 



and the  Montreal convention against a i r c r a f t  sabotage are 

the  most notable and wide1 y  accepted o f  such agreements. 

Conventions o f  t h i s  nature deal wi th  spec i f i c  t e r r o r i s t  

t a c t i c s  t ha t  endanger human r i g h t s  and the  i n t e res t s  o f  the 

in te rna t iona l  community as a  whole and requ i re  "s ignatory 

s ta tes  t o  e i t he r  prosecute o r  ex t rad i te  of fenders found i n  

t h e i r  t e r r i t o r y . "  [Ref. 14: p.  931 While these e f f o r t s  are 

not  universal  i n  nature, they do provide a  s t a r t i n g  po in t  

f o r  fu r the r  l ega l  stops. 

Whereas in te rna t iona l  ter ror ism does not yet f a l l  

under any world-wide lega l  author i ty ,  there i s  a legal  

precedent f o r  war. The laws o f  war are based on the theory 

t ha t  m a n  can come together and work together i n  a  r a t i ona l  

manner. War i 5 general 1  y  viewed as an armed conf 1i c t  be-

tween regular  forces attached t o  the apparatus o f  states. 

The laws of war go t o  great lengths t o  i d e n t i f y  the  forces 

or  combatants, l i m i t  the  scope o+ violence, and pro tec t  

nuncombatants. During a  w a r  violence is permissible and the 

k i l l i n g  of the  enemy i s  re fe r red  t o  as excusable homicide. 

The laws ob war seek t o  measure the  appropriaten 5s and 

p ropo r t i ona l i t y  of v io lence i n  an e f f o r t  t o  reduce it. The 

c lass i ca l  view of war involves conventional forces geared t o  

a  ce r ta in  concept o f  c o n f l i c t  among r a t i o n a l  men, as 

sketched above, and a l so  i n t e rp re t s  an aet o f  violence as an 

ac t  of was. Thur, even though they a re  acts o f  violence, 

t e r r o r i s t  ac ts  are not  c lear1  y coverod by the  laws o? w a r  



because they do not  f i t  the  c l ass i ca l  concept o f  war i n  t ha t  

they are no t  considered t o  be r a t i o n a l  o r  conventional by 

governments. 

How do the ideas pe r ta in ing  t o  the  lega l  aspects o f  

war and in te rna t iona l  t e r ro r i sm r e l a t e  t o  a naval ship? 

Without de lv ing i n t o  the h i s t o r i c a l  development o f  t h  ? 

app l ica t ion  o f  i n t e rna t i ona l  law t o  a na t i on ' s  armed vos- 

sels, the  fo l l ow ing  simply sketches the  accepted conclu- 

sions. Sovereignty i s  associated w i th  naval vessels. A 

sovereign's pub1 ic i ns t rumen ta l i t i es  (naval vessels) a re  

immune t o  fo re ign  con t ro l  wi thout  the sovereign's consent 

CRef. 15: p. 731. 

The po in t  t o  be made here i s  t h a t  t he  nature of  the  

in te rna t iona l  environment has changed and the  concept of war 

i s  i n  a  stage of metamorphosis. A f resh look a t  armed 

c o n f l i c t  and i t s  p a r t i c i p a n t s  is i n  order w i t h  respect t o  

the laws of war. I n  t h i s  l i g h t ,  t e r ro r i sm h a s  entered the 

gray area between an unlawfu l  c r im ina l  ac t  and an unlawful 

ac t  o+ war CRef. 16: p.  421. In te rna t innd l  fo rces  are  

deal ing w i th  the  matter but r e s u l t s  are f a r  over the  ho r i -  

zon. The f i r s t  hurd le  t o  overeome i s  a d e f i n i t i o n  agreed on 

by a l l  p a r t i e s  which appropr ia te ly  incorporates a11 ob the 

categor ies sf te r ro r i sm discussed ea r l i e r .  I n  the  in ter im,  

support i s  l e n t  t o  the  hqgg g&mmilgi~nB ~ R Q E ~t ha t  " the  DBD 

d e f i n i t i o n  needs t o  incorporate the r e a l i t y  t h a t  sovereign 



s ta tes  may use te r ro r ism u i r e c t l y  o r  through surrogates." 

CRef. 13: p. 431 

B. A TERROR1ST PROFILE (WHO) 

Thus f a r  i t  has been observed t ha t  coun te r te r ro r i s t  

e f f o r t s  are dealing w i th  revolut ionary groups tha t  conduct 

ac ts  of  violence on symbolic ta rge ts  t o  change p o l i t i c a l  

behavior and a t t i tudes .  This inves t iga t ion  w i l l  continue by 

analyzing the  perpetrators. 

1. Indi v i  clyals 

What is the makeup of a t e r r o r i s t ?  One study eon-

ducted i n  the  l a t e  seventies by Russell and M i l l e r  CHsC. 17: 

pp. 21-343 turned away from the trend of focusing on the 

mechanics of  te r ro r ism and researched ~ i g h t e o n  t e r r a r l s t  

groups i n  an attempt t o  examine the ind iv idua ls  involved i n  

t e r r o r i s t  a c t i v i t i e s .  Factors motivat ing the  t e r r o r i s t s '  

act ions were analyzed t o  see i+there were any common charac-

t e r i s t i c s .  While t h e i r  research only  skimmed the surface o f  

a new approach t o  studying t e r r o r i s t s ,  i t  i s  genera l ly  

consistent w i th  more recent inves t iga t ions  and provides some 

in te res t ing  ins igh ts  i n t o  terror ism. 

The f 01 lowing prof  i l e  addresses the physical makeup 

and backgrounds o f  t e r r o r i s t  ind iv iduals .  The cadre o f  

membership consis ts  p r ima r i l y  of s ing le  men between the  ages 

of twenty-two and twenty-four. The leadership age bracket 

i s  around t h i r t y - f i v o  t o  f i f t y .  Women are used 



predominantly i n  support r o l e s  such as i n t e l l i g e n c e  c o l l e c -  

to rs ,  cour iers,  nurses, and i n  the maintenance o f  safe 

houses. There have been exceptions t o  the l a s t  qeneral iza-

t i o n  bu t  p r a c t i c a l  experience has proven t h a t  women are more 

e f f e c t i v e  i n  a support ive ro le .  The t e r r o r i s t  i nd i v idua l  

tends t o  be wel l  educated, having some u n i v e r s i t y  t r a i n i n g  

o r  holding an undergraduate or  graduate degree. This would 

account f o r  the primary place o f  recrui tment being the 

un ive rs i t y  campus. The leadership as wel l  tends t o  be 

h igh l y  educated. The t e r r o r i s t  i nd i v idua l  general 1y comes 

from an a f f l u e n t  middle t o  upper middle c lass  fami ly.  H i s  

p o l i t i c a l  philosophy tends t o  be one of  anarchism, Marxism-

Leninism, or  national ism. [ R e f .  17: p. 321 

While some of the above trends vary s l i g h t l y  between 

geographical a- c u l t u r a l  areas o f  the  world, the  generalisa- 

t i o n s  f o r  these ideo log ica l  and social reva lu t ianary  groups 

seem t o  be accurate: s i n g l e  men between the  ages of  twenty-

t w o  and twenty-four coming from a f f l uen t  middle t o  upper 

c lass fami l i e s  w i th  some u n i v e r s i t y  education. "They are 

not  usua l ly  the  l u n a t i c  f r i n g e  o f  soma r a d i c a l  movement, 

wantonly throwing bombs and committing random ac ts  of v io-

lence against some ill def ined establishment. Nor are they 

from the  downtrodden, deprived, and uneducated socioeconomic 

classes." [ R e f .  18: p.  1933 

One study d i d  note t h a t  there was a d i s t i n c t i o n  

between the member>  of n a t i o n a l i s t  separa t is t  groups 



compared t o  ideo log ica l  and soci  a1 revo lu t ionary  groups. 

The formers' membership, espec ia l l y  the rank and f i l e ,  

tended t o  he young people but  from lower class-backgrounds. 

[ R e f .  19: p. 1241 Nevertheless, the  higher education o f  the  

leaders gave them the "confidence and s k i l l s  t o  ca r ry  out 

t h e i r  a c t i v i t i e s . "  CRef. 20: p. 3181 

2. Q r ~ a n i z a t i o f i  

There i s  a cha rac te r i s t i c  compartmentalized s t ruc-  

t u r e  w i th in  the t e r r o r i s t  organizat ion t h a t  is employed by 

the vast ma jor i t y  of current1 y a c t i v e  t e r r o r i s t  movements. 

"The optimum s ize  Caf a p o l i t i c a l  movement1 appears t o  be 

between 1500 and 2500 operatives, and the minimum f o r  a 

v iab le  t e r r o r i s t  c e l l  i s  four  o r  f i v e  members." CRef.  21: 

p. 1121 A cascading e f f e c t  i n  a l l  d i rec t i ons  from the 

t e r r o r i s t  h ierarchy t o  the  c e l l  through branches, regions, 

d i s t r i c t s ,  o r  columns compliments the nature of t e r r o r i s t  

s t ra tegy and tac t i cs .  Generally, on ly  one member o f  each 

c e l l  is assigned as leader and l i n k  man w i th  the higher 

echelon or w i th  other c e l l s  [Ref. 20: p. 3123. The s ingu la r  

l i n k  m a n  enhances secur i ty  by ensuring t h a t  few members are 

f u l l y  aware o f  the  scope of  tho l i n k s  or  the  i d e n t i t y  of 

d i f f e r e n t  c e l l  members. Often the members w i t h i n  a c e l l  are 

long t ime f r iends.  

I n  order t o  preserve the  i n t e g r i t y  of  t h e  organisa-

t i o n  and maintain t i g h t  secur i ty ,  the  t e r r o r i s t  group uses 

several cautious techniques t o  r e l a y  in format ion w i t h i n  the 



qraup. The use of dead drops is one such method. I n  a dead 

drop, a l o c a t i c n  such as an a i r p o r t  locker is selected f o r  

the purpose of exchanging a message without the sender or  

receiver  meeting. Another method uses cut-outs, members of 

t he  organizat ion whose on ly  job i s  t o  de l i ve r  o r  c o l l e c t  

messages. [Ref. 22: p. 1343 

Such con t ro l l ed  organizat ion and communirations 

makes i t  easier t o  achieve secrecy and surpr ise and t u  evadz 

capture and surve i l lance by secu r i t y  forces. Tho  members o f  

the c e l l  i t s e l f  are given the minimum necessary informat ion 

about the  organizat ion t o  help prevent i n f i l t r a t i o n  and t o  

ensure t h a t  i f  captured, they are o f  l i t t l e  value dur ing 

in ter rogat ion.  

C. TECHNIQUE (HOW) 

The "how" question i s  the  most s t ra ight forward and deals 

wath the  t e r r o r i s t  ac t  i t s e l f .  There are countless examples 

of these acts--assassinations, h i jack inqs,  bombings, and 

kidnapping§, t o  name a few. The s i g n i f  icanco i s  t h a t  t he  

act is the heart  of  the  matter. Terrorism i s  the technique 

employed i n  p u r s u i t  of t ho  u l t i m a t e  goal 09 the t e r r o r i s t  

and must be challenged. I n  order t o  determine the  poss ib le  

th rea ts  t o  ships i t  i e  necessary t o  focus on the  spectrum o f  

t e r r o r i s t  act ions. 

There are several computer data bases of  t e r r o r i s t  i n c i -

dents compiled by various agencies of the government and 



mrvwral p r i v a t e  f i r m m . "  These data bases conmist of  various 

the t e r r o r i s t  group, the  act committed, tho date, the loca-

t ion ,  t he  target,  and the success status. The- fo l l ow ing  i s  

a common l i s t  of inc idents  monitored [ R e f .  11: p. 71: 

f issassination Armed a t tack 
L e t t e r  bombs H i jacking 
Incendi ary bombs Sniping 
Explosive bombs Barricade and hostage 
Kidnapping Break-in/thef t 

Other (eg., shootout 1 

The f 01 lowing discussion is provided t o  demonstrate 

var ious means of analyzing the  data. The data being re -  

viewed are an example from Shultz tabulated from 1968 t o  

1978. An analys is  of the geographical d i s t r i b u t i o n  of  inci-

dents shows tha t  western Europe s u f f e r s  the  greatest  number 

of inc idents  and the Middle East/North R f r i c a  the  t h i r d  

most. Their combined t o t a l  i s  s l i g h t l y  more than f i f t y  per 

cent. 

Another i n te res t i ng  analys is  is t o  ascer ta in  i f  c e r t a i n  

inc idents  are more prevalent i n  c e r t a i n  geographical areas. 

The breakdown shows t h a t  assassination, barricade-hestage 

incidents,  and a1 1 th ree  categor ies of bombings Ii s t e d  above 

are dominant i n  Western Europa. Armed attacks and h i j ack -  

i n g ~are  dominant i n  tha Middle East/North Af r ica.  I n  t h e  

incendiary m d  explosive bombs catrgory Western Europe ranks 

=For rxample, Edward Miekolus' data base, I n te rna t i ona l  
Terrorism: A t t r i bu tes  of T e r r o r i s t  Events (ITERthTE). 



they account f o r  more than f i f t y  per cent of  a l l  the bomb- 

ings world-wide. A review of  the L i s t  of incidents by 

geographical area shows'that e i ther  Western Europe or the 

Middle East/North 4f  r i c a  dominate a11 but one category, 

kidnapping (La t i n  America dominates t h i s  category). 

"The spec i f i c  types of people targeted are usual ly  those 

a t  the top o-f i ndus t r i a l ,  governmental, o r  m i i i t a r y / p o l i c e  

hierarchies (judges, p o l i t i c i a n s ,  m i  1i ta ry /po l  i c e  personnel, 

corporate executives). " [Re+. 23: p. 121 I n  view of  t h i s ,  

it would be useful  t o  analyze t e r r o r i s t  targets,  spec i f i ca l -

l y  U. S. c i t i z e n s  o r  property. U. S. m i l i t a r y  o f f i c i a l s  or 

property account f o r  only about sixteen per cent of the 

attacks. Qther categories o f  U. S. targets  analyzed ware 

U. S. diplamatic o f f i c i a l s ,  other government c f f i c i a l s ,  U. S. 

bueinese executives, U. S. p r i va te  c i t izens,  and t h e i r  res-

pect ive properties. 

O f  a11 the types o f  at tacks on U. S. c i t i zens ,  i n c m d i -

ary and explosive bombings were the most prc 4al ent , account-

i ng  f o r  aver seventy per cent of the incidents. Western 

Europe and the Middle East/North A f r i ca  were the predominant 

locat ions f o r  these bombings. The manner i n  which the 

bombings are executed may consist  of  a car bomb, a truck- 

load o f  dynamite, a suitcase bomb, or  r va r ie t y  oS other 

imaginative methods. 

"What tho above evidence suggests i s  t h a t  over the l a s t  

decade the in te rna t iona l  system has experienced C: 



s i gn i f i can t  p r o l i f e r a t i o n  o f  t e r r o r i s t  inc idents.  " [Ref. 

1 p. 1 One study conducted i n  1978 s ta ted  " tha t  t e r -

r o r i s t s ,  w i th  minor exceptions . . . have not  been ' t e r -

r i b l y '  c rea t i ve  t o  date. The po ten t ia l ,  ye t  untapped, f o r  

t h i s  operat ional  c r a a t i v i t y  l i e s  i n  modern technology." 

[Ref. 23: p. 131 The common technology sf communications 

and t ranspor ta t ion  alone o+fer  the  t e r r o r i s t  increased in -

te l l i gence  gathering c a p a b i l i t y  and mobi l izat ion.  

1. Use 9f Wsmms Zechn&xx 

Examples o f  the  use of  modern technology coupled 

wi th  t e r r o r i s t  ingenui ty  against  marit ime t a rge t s  i s  p ro-

vided below. Some o f  the  ac t ions  recorded t o  date inc lude 

hi jackings, ships destroyed by mines and bombs, and at tacks 

w i  t h  bazookas. Further irrstances invalve l impet mines at -  

tached by scuba divers,  rockets  f i r e d  from small speed 

boats, and an explos ives-b i l led f r e i g h t e r  armed w i th  122 mm 

rockets [Ref. 21: p. 41. 

One j ou rna l i s t  repor ted t ha t  Colonel Qadaff i of 

Libya had obtained some remotely con t ro l l ed  boats from Swe- 

den 6Ref. 25: p. 2371.  These boats are capable o f  speeds up 

t o  t h i r t y  knots and o f  ccmtrol from distances o f  twenty 

naut ica l  miles. A unique t h rea t  t o  a sh i p ' s  sa fe ty  i s  

d e f i n i t e l y  presented i f  one or mere o f  these boats were t o  

be configured u i t h  explosives and targeted against  a ship i n  

open water e r  kn confined s t r a i t s .  A precedent f o r  t h i s  

techni qua has been s u c c ~ s s ful 1 y employed against  the  Spani nh 



navy. The Basques "used an explos ives- f i l led,  radio-

cont ro l led  model boat t o  damage" L R e F .  24: p. 51 a  destroyer 

while i t  w a s  moored i n  Santander, Spain. 

The example of the attack wi th bazookas occurred i n  

the S t r a i t  o f  Bab el Mandeb when Fa les t in ian t e r r o r i s t s  

attacked an o i l  tanker from a speed boat f i r i n g  ten bazooka 

she l l s  C R e f .  24: p. 91. Deta i ls  of  the type of  bazooka and 

the type  0 9  speed boat employed were not enumerated. Haw-

ever, i t  is assumed tha t  the bazooka was an RPG-7. 

The m i  1itary- indust r ia l  complex worldwide is making 

advances i n  weaponry a t  an alarming sate. Because of t h i s  

procress " large numbers of those new weapons w i  11 quick ly  

become obsolete and disposed o f  through arms dealers and 

other avenues." [Ref. 22: p. 271 Man-portable weaponry, 

other than personal weapons such as r i f l e s  and p i s to l s ,  has 

expanded the scope o f  t h e  threat.  " O f  pa r t i cu la r  concern 

are  precision-guided munitions (PGM's ) . "  [Ref. 26: p. 121 

The SA-7 and RPG-7 are t w o  examples. 

The SA-7 i s  a shoulder launched surface t o  a i r  

miss i le  wi th a range of nearly two naut ica l  mi les and an 

inf rared heat  seeking guidance system CRef.  27: p. 1511. It 

has been employed i n  several locations. One example in -  

volved t e r r o r i s t s  posi t ioned on a balcony near Rome's fn ter -

nat ional a i r p o r t  wi th an SA-7 ta rget ing an I s r a e l i  a i r l i n e r  

CRef. 28: p. 1421. 



The RPG-7 is a por tab le  rocket/grenade launcher , 

produced by the  Soviets. It has a range of about 1000 yards 

and can p ie rce  armor up t o  12.6 inches i n  thickness CRef. 

27: p. 1511. Two examples serve t o  describe the po ten t ia l  

use o f  t h i s  weapon by t e r r o r i s t s .  The f i r s t  involved an 

attack on an a i r l i n e r  a t  a Par is  i n te rna t iona l  a i r p o r t  [ R e f .  

17: p. 3161. The second involved an at tack on a U. S. Army 

general i n  Germany whi le  t r ave l i ng  i n  h i s  automobile. 

These types o f  weapons are abundant and many a re  

shut t led i n t o  Europe through a p i pe l i ne  from the  Middle East 

[ R e f .  29: p. 641. Presumably, more sophist icated weapons 

already i n  the hands of some organizat ions i n  the Middle 

East could be supplied i n  the future. The arsenal ava i lab le  

t o  these groups may even include mines. The 1984 mining of 

the Red Ssa serves as a grim reminder. 

Fram Ju l y  t o  SepLember 1984 t h e  world 's i n t e res t  w a s  

captivated by a ser ies  o f  mining inc idents  i n  the Red Sea. 

A mul t inat ional  mine countermeasures fo rce  responded t o  the  

c r i s i s  a t  the  request of Egypt and Saudi Arabia and assisted 

them by sweeping pa r t i on r  o f  the Red Sea f o r  mines t o  ensure 

the safe navigat ion a+ in te rna t iona l  maritime t r a f f i c .  Nine-

t e e n  merchant ships suffered varying degrees of  damage from 

the mines. The mine t ha t  was recovered w a s  found t o  be 

Soviet-made and, whi le  there  is no conclusive 'evidence as t o  

whom the c u l p r i t  was,  the  circumotanees po in t  t o  L ibya 's  

involvement [Ref. 30: pp. 99-1163. 



2. &dgs OeerandL 

Training camps have been establ ished i n  many coun- 

t r i e s  of  the Middle East and North A f r i ca  such.as Syria, 

Iraq, and Libya. Te r ro r i s t  groups from Germany, I t a l y ,  

Spain, and many other countr ies throughout the world have 

received t r a i n i n g  i n  these ramps. Tra in ing i s  provided by 

Soviet, Cuban, and East German i ns t r uc to r s  as wel l  as expe-

r ienced members o f  such groups as the Palest ine L ibe ra t ion  

Organization (PLO). [ R e f .  31: p. 431 The t r a i n i n g  includes 

the handling o f  explosives, the use of  i n f a n t r y  we&,ms, 

br idge demo1 it i o n  and minelaying, the arranging a f  ambushes, 

and informat ion gathering CRef. 29: p. 685. 

An analys is  o f  each group's a c t i v i t i e s  shows t ha t  i n  

most cases a pa r t i cu l a r  f ac t i on  pre fers  ce r t a i n  techniques 

over others. For example, t h e  Red Brigade (RBI i n  I t a l y  

prefers  kidnapping and sabotage whi le  the Popular Front f o r  

the L ibera t ion  of Palest ine (PFLP) invo lves i t s e l f  p r i m a r i l y  

i n  hi jackings. This suggests tha t  an analys is  of  a c t i v i t i e s  

indigenous t o  the  area o f  operations may enable the command 

t o  focus on ce r ta in  aspects of  secur i ty  and ta rget  hardening 

p r i o r  t o  a r r i v i n g  i n  port .  Sources of t h i s  type of  informa-

t ion w i  ll be addressed l a t e r .  

3. E ~ e c u t i o n  

The type of  operation t o  be mounted w i l l  d i c t a t e  the  

amount of preparat ian required. The placement of a su i tcase 

bomb i n  a t r a i n  s t a t i on  may not requ i re  the d@ta i led  



planning necessary f o r  a kidnapping. However, r e l a t i v e  t o  the  

theme o f  t h i s  study, i t  i s  assumed t ha t  the p ~ o v i s i o n s  f o r  

an at tack against a naval u n i t  would e n t a i l  some deta i led  

preparation. 

A s  w i th  any m i l i t a r y  operation, the leve l  af  compe-

tency o f  the  ind i v idua l  i s  a key fac to r  i n  the  operat ion's 

success. For t h i s  reason, t e r r o r i s t  groups and t h e i r  spon- 

sors place a l o t  of  emphasis on the t r a i n i n g  o f  the i n d i v i -  

dual. The t r a i n i n g  of  t e r r o r i s t s  generalized e a r l i e r  w i l l  

be  elaborated on a t  t h i s  point .  The personal account o f  the 

t r a i n i n g  o f  a Japanese Red Wmy member i n  Lebanon w i l l  be 

used as an example. 

The t r a i n i n g  was described as t ha t  expected i n  any 

m i l i t a r y  organization. The i n i t i a l  phase consisted G? a 

course of  physical  f i tness .  Further ins t ruc t ion ,  l a s t i n g  

e igh t  weeks, included bomb construction, detonator handling, 

p i s t o l  and r i f l e  t ra in ing ,  and grenade usage. [Ref. 27: p. 

I . Other courses such as hew t o  use disguises were a lso  

provided. More sophist icated ins t ruc t i on ,  inc lud ing the  

employment of  a n t i - a i r c r a f t  missi les,  naval t ra in ing ,  and 

f l i g h t  i ns t ruc t i on ,  is ava i lab le  a t  some Libyan camps [Ref .  

31: p. 423. Special t r a i n i n g  f o r  pa r t i cu l a r  operations is 

also avai lable.  

The t e r r o r i s t  operation f r o m  conception t o  execution 

resembles a m i l i t a r y  campaign. There i s  strong evidence of 

de ta i led  planning i n  the  ea r l y  stages supported by extanaive 



i n t e l l i gence  gathering. A balance among object ives,  s k i l l s ,  

and ava i l ab le  resources is sought. A search for- the  t a r -  

ge t ' s  weak po in ts  i s  conducted. F i n a l l y ,  an assessment o f  

the r i s k  involved i s  calculated. Once a p lan  has been 

adopted, a d ry  run  may be enacted t o  co r rec t  any flaws. 

One element o f  contemporary te r ro r i sm t h a t  tends t o  

complicate anti- and counter t e r r o r i s t  measures i s  the  co-

operation t h a t  e x i s t s  among many d i fbe ren t  t e r r o r i s t  groups. 

Such cooperation i s  evident in t he  t r a i n i n g  discussed ear- 

l i e r - as we l l  as i n  the t rans fe r  o f  weapons. There i s  a l so  a 

technology t rans fe r  among t e r r o r i s t s .  One t a c t i c  ~mployed 

by one group may s h o w  up employed by another group geograph- 

i c a l l y  removed. The techniques t ha t  have proven successful 

have been emulated by others, tRef. 26: p. 6 3  

Cooperation can inc lude j o i n t  operat ions such as the 

Carlos-led at tack on the OPEC min is te rs  i n  Vienna, which 

included Palest in ian,  West German, and Venezuelan operat ives 

[Ref. 28: p.  1453. Another example ad cooperation are  

attacks by proxy where one group ca r r i es  out a t tacks  f o r  

another group's cause [Re f .  10: p. 3171. Here i t  can be 

surmised t h a t  groups whose a c t i v i t i e s  have never included 

U. S. m i l i t a r y  ta rge ts  may i n i t i a t e  an at tack by proxy o r  as 

a payment t o  a benefactor t h a t  provides support i n  t he  way 

of  t r a i n i n g  and arms. 

I n  summary, the ef fect iveness o f  a t e r r o r i s t  a t tack  

re1ies an the fundamental element of surpr ise.  T e r r o r i s t  



operations can be characterized as being r e l a t i v e l y  simple 

but wel l  planned and orchestrated. Ter ro r i s t  acts are d is-  

t i ngu i  shed by ingenuity and resourcef ulness. The time and 

place of  an attack are decided upon by the t e r r o r i s t s  i n -

volved and a tremendous amount of e f f o r t  i s  concentrated on 

making t h i s  t a c t i c  successful. Thus, a t e r r o r i s t  at tack 

w i l l  usual ly  be care fu l l y  planned, rehearsed t o  per#ection, 

and executed f 1awlessl y. 

The above discussion i s  intended t o  g i v e  the com- 

manding o f f i c e r  of a naval vessel an appreciatian of  the 

nature a+ t e r r o r i s t  attacks. He i s  encouraged t o  sc ru t in i ze  

h i s  sh ip 's  secur i ty  measures through the eyes of  a te r ro r -

i s t .  F i r s t ,  the commanding o f f i c e r  i s  urged t o  look a t  h i s  

s h i p ' s  secur i ty  measures from the ins ide and, then, t o  stand 

back and look a t  the secur i ty  plan drom the outside, being 

constantly a l e r t  f o r  w e a k  spots. 

9. MOTIVATION (WHY) 

The four th  area of analysis addresses the why question: 

what are the goals, motivations, and s t ra teg ies  of te r ro r -

i n .  According t o  the d e f i n i t i o n  a9 te r ror ism accepted +or 

the i n ten t  o+ t h i s  study, the motivation behind a t e r r o r i s t  

act  is considered t o  be p r imar i l y  oriented towards p o l i t i c a l  

goals as par t  of a revolut ionary strategy. I n  this regard, 

p o l i t i c a l  t e r r o r i s t s  can be divided i n t o  f i v e  categories. 



The f i r s t  category cons is ts  of a group of people w i t h i n  

a country who consider themselves t o  be an e thn ic  m ino r i t y  

and seek t o  es tab l ish  a separate state.  Such groups are  

common1 y r e f  erred t o  as separa t i s t  movements. The second 

category of p o l i t i c a l  t e r r o r i s t s ,  t he  na t i ona l i s t s ,  a re  

s im i l a r  t o  the  separa t is ts  bu t  enjoy a la rge r  fo l low ing and 

have more resources a t  t h e i r  disposal. The t h i r d  category 

i s  ideologica l  and may be made up of  e i t he r  r i g h t  ar l e f t  

wing fact ions. The f o u r t h  i s  the  issue-oriented group that 

seeks changes i n  the e x i s t i n g  government. f7 f i f t h  category 

uses te r ro r ism t o  a p o l i t i c a l  end as a p re tex t  f o r  socio-

path ic  behavior. This l a s t  group i s  very uncommon. [Ref. 

11: p. 4; Ref. 20: p. 312; Ref. 23: p .  311 

The or ien ta t ions  enumerated above may a l so  be looked 

upon as u l t ima te  goals .  I n  pursuing these goals,  interme-

d i a t e  goals arc  establ ished as stepping stones t o  the  u l t i -

mate object ive.  One example o f  an intermediate goal is 

estab l ish ing  rezogni t i o n  o f  the  movement. 

I n  pursuing the in termediate goals, subgoals a re  estab- 

l i shed  t ha t  are af  a t a c t i c a l  (shor t  term) o r  s t r a t eg i c  

( long term) nature. Subqoals a f  a t a c t i c a l  character may be 

pub l i c i t y ,  funding, pr isoner  exchange, o r  damage. A s t ra te -

g i c  subgoal may be undermining t he  w i l l  o f  the government 

which erodes over t ime due t o  the  successful achievement of 

the t e r r o r i s t s '  short  term subgoals. 



The methods (kidnapping, h i jack ing,  assassination, et r .1  

used by t e r r o r i s t s  t o  achieve t a c t i c a l ,  o r  short-term, sub-

goals have the greatest impact on the publ ic.  - A c lass i c  

example i s  the  hostage and barr icade inc ident  a t  the 1972 

Olympic Games i n  Munich. The Black September t e r r o r i s t  

group took and held eleven I s r a e l i  a th le tes  hostage i n  a 

dormitory of  the 01 ympic V i  1 lage. The t e r r o r i s t s  demanded 

the release of 200 Palest in ians imprisoned i n  I s rae l  i n  

exchange fo r  t h e  eleven athletes.  Their demands w e r e  not 

m e t  and a rescue attempt w a s  made r e s u l t i n g  i n  the massacre 

of the  eleven I s r a e l i  a th le tes  by the Black September t e r -  

r o r i s t s .  Even though one t a c t i c a l  subgoal, the release o+ 

the 200 Palest in ian pr isoners i n  Is rae l ,  w a s  not  rea l ized,  a 

second t a c t i c a l  subgoal, the focusing o f  pub l i c  a t ten t ion  on 

the  Palest in ian cause, succeeded tremendously. 

I n  pursuing an object ive,  a t e r r o r i s t  organizat ion must 

decide what w i  11 best siuit the aim--destructi on or d i  srup-

t ian.  For example, if the  goal is mcney, then kidnapping 

f o r  ransom may be selected. I f  the goal is t o  obta in the  

release of  prisoners, then a h i j ack ing  may be planned. If 

the goal i s  t o  get pub l i c i t y ,  then a bombing, assassination, 

o r  at tack on a ship may be chosen. Once the  t e r r o r i s t  group 

has determined the nature o f  the  goal and the  method t o  be 

used t o  reach t ha t  goal, i t  then begins a search fo r  m 

appropriate target.  I n  the  mind of a t e r r o r i s t  these 



act ions are a means t o  an end. The "ca lcu lated t a c t i c s  are 

t o  r i v e t  a t ten t ion  and create alarm." CRaf.  26: p. 53 

From the po in t  o f  view o f  the  ta rge t  group, the  funda- 

mental purpose behind t e r r o r i s t  a t tacks may be generalized 

as fear. Te r ro r i s t  a c t i v i t i e s  create a psychological e f fec t .  

on the ta rget  group w i t h  poss ib le  i n t en t i ons  o f  changing 

t h e i r  p o l i t i c a l  behavior and a t t i tudes .  "Terror ism's value 

t o  revo lu t ionary  movements i s  not  p ropor t iona l  t o  i t s  ex- 

pense, but t o  i t s  psychological  ef fect iveness. " [Ref. 1: p. 

3873 The psychological cond i t ion  has been termed extreme 

fear  or  anxiety and i s  created l a r g e l y  by t h e  unpredict- 

a b i l i t y  of t e r r o r i s t  ac ts  [Ref. 1: p. 3891. The fear  and 

anxiety  are generated by the  f a c t  " tha t  t e r r o r i s t s  may 

recognize no e th i ca l  o r  humanitarian l i m i t s  ta t h e i r  use o f  

violence: any means are permiss ib le  and everyone ( inc lud ing  

c i v i l i a n s ,  women, ch i ldren,  and neut ra ls )  i s  expendable i n  

the  i n t e res t s  o f  ' revo lu t ion ,  ' ' j us t i ce ,  or  ' l i be ra t i on .  ' "  

[Re f .  21: p. 1003 

The p r i nc i p l es  of operat ion i n  the s t r a t e g i c  framework 

o+ modern te r ro r ism may be sa id  t o  hava ds?veloped w i th  the  

growth o f  nodern revolut ion.  Targets are  h i t  w i th  the 

i n t e n t  o f  producing 'maximum psychological  impact. To  t h i s  

end the element of  su rp r i se  and a concentrat ion o f  fo rce  are  

the fundamental advantages possessed by the weak, developing 

revolut ionary movement. The ef+ectivenees f o r  the t e r r o r i s t  

r e s t s  i n  the symbolism o f  the ac t  and the publicity 



received, both o f  which are enhanced by the element o f  

surpr i r e .  

The st rategy involves a method of  f i g h t i n g - t h a t  w i l l  

stalemate the opponent's superior forces and raise h i s  ex-

pense t o  an unacceptable levtsl. ThereCore, methods o f  

exp lo i t i ng  teeh~o logy  are devised, such as h i j ack ing  a i r -  

c r a f t  and tak ing advantage o f  the e lec t ron ic  news media. 

f i n t i - t e r r o r i s t  e f f o r t s  must focus on the techniques used 

i n  the execution of a t e r r o r i s t  operation. Ifthe designer 

of  a sh ip 's  secur i t y  sh ie ld  against a t e r r o r i s t  inc ident  

possesses a good understanding of the var ious techniques 

employed by t e r r o r i s t s ,  then the ef fect iveness o f  t ha t  

sh ie ld  w i l l  be g rea t l y  enhanced. Again, i t  must be empha-

s i t ed  tha t  the designer of  the a n t i - t s - r o r i s t  sh ie ld  analyze 

the  secur i ty  scheme through the eyes of  the t e r r o r i s t .  

E. THE REMRINING QUESTIONS (WHERE AND WHEN) 

Studies have analyzed where and when t e r r o r i s t  inc idents  

have occurred and have attempted t o  p red ic t  where and when 

they w i l l  happen next. For the  most par t ,  these attempts 

have been unsat is factory because of the  random nature o f  

t e r r o r i s t  inc idents  as p a r t  of a st rategy t o  induce general 

fear and uneasiness. A l l  is not l o s t  though. Studies have 

proven holpf  u l  by compi.1 i ng  valuable i n+  ormation regarding 

what types of events t o  guard against, what s t y l e  particular 

groups employ, and what ta rge ts  arm attacked. 



Secur i ty  s p e c i a l i s t s  have used t h i s  informat ion t o  de- 

v ise variaus methods f o r  p ro tec t i on  a f  establishments and 

personnel. Some corporat ions t rack t e r r o r i s t  a c t i v i t i e s  and 

provide businesses w i t h  reg iona l  t h rea t  assessments. E f -

f o r t s  have been made i n  the  psycholagical community t o  

provide t r a i n i n g  i n  hostage incidents.  People a r e  taught 

how t o  behave as hostages i f  abducted and negot ia tors  are 

t ra ined t o  deal w i t h  the  abductors. 

The s i n g l e  most important ingred ient  f a r  p red i c t i ng  

t e r r o r i s t  i nc iden ts  i s  information. This v i t a l  in format ion 

i s ,  however, extreme1y hard t o  get because of the c e l l u l a r  

organizat ion o f  t e r r o r i s t  groups which l i m i t s  informat ion 

f l o w  w i t h i n  the group, t h e  covert  nature of t h e  operat ions 

which are  shrouded i n  secrecy, and the t a c t i c s  employed 

which are usua l l y  executed by surprise. Thus e::traordinary 

measures are being taken t o  expand the  human i n t e l l i g e n c e  

capacity of today 's  countermeasure e f f o r t s .  

Another way of neu t ra l  i z i n g  t e r r o r i s t  e f f o r t s  i s  t o  

close1 y  monitor the a c t i v i t i e s  of  groups world-wide and 

maintain a f i nge r  on the  pu lse o f  the  p o l i t i c a l  c l imate i n  

each country. Th is  can prov ide a t h rea t  assessment f o r  a 

p a r t i c u l a r  area and lend support t o  a command's an t i -  

t e r r o r i s t  posture. One such e f f o r t  i s  being achieved by the  

Navy A n t i - t e r r o r i s t  a l e r t  Center (ATAC).  

The ATAC has r e c e n t l y  been organized w i t h i n  t he  Naval 

Inves t iga t i ve  Service Headquarters t o  prov ide a fus ion  



-------------------- 

center +or  worldwide " a l l  sources" i n t e l l i g e n c e  regarding 

t e r r o r i s t  a c t i v i t i e s .  A t h rea t  ana lys is  branch uses the 

in format ion t o  prov ide th rea t  assessments. 

The "a11 sources" i n t a l l  igence i s  co l l ec ted  f ram var ious 

sources i nc lud ing  na t iona l  and serv ice  i n t e l  l i gence ar m c i e r  

and fo re ign  news searches. The volume o f  informat ion being 

reviewed o f ten  exceeds 1600 messages i n  a twenty-four hour 

period. Watch teams are in communication w i t h  other agen- 

c i e s  v i a  computer link t o  compare analyses and evaluat ions 

o f  key in format ion and sens i t i ve  data. The pr imary world- 

wide f i e l d  network associated w i th  ATAC i s  the  Naval Inves-

t i g a t i v e  Service (NIS). 
The r e s u l t s  of the  analys is  and assessment are several 

products d i s t r i b u t e d  by message: summaries, advisor ies,  

warning repor ts ,  supplements, and t a i l o r e d  repor ts .  A11 

products are  ava i l ab le  t o  the  f l e e t  as required. Table 1 

shows the p e r i o d i c i t y  o f  promulgation o f  these products.* 

TABLE 1 PERIODICITY OF ATAC PRODUCTS 

Summaries Dai1y 
havi  sor ies A s  requ i red  
Warning repo r t s  A s  requ i red  
Supplements Cls requ i red  
Tai lored repo r t s  On request 

41nformation provided by ATAC, Washington, D. C. 



How does one get an ATAC message? There are two methods 

dependent on the  f l e e t  o f  operation. For Mediterranean 

operat ions CINCUSNAVEUR w i l l  request ATAC support f o r  a sh ip  

based on t h e  sh ip ' s  schedule. I n  WESTPAC u n i t s  must request 

a t h rea t  assessment in the LOGREQ. I n  e i t h e r  case, ATAC 

support w i l l  be or iented from the  grass roo t s  l eve l ,  t h a t  

i s ,  the  c losest  NIS o f f i c e  w i l l  i n i t i a t e  t h e  support as they 

are more f a m i l i a r  w i t h  the  l o c a l  condit ions. F i n a l l y ,  t a i -

l o red  support can be requested f a r  shor t  no t i ce  schedule 

changes ar major f l e e t  exerc ises requ i r i ng  t h rea t  assess-

ments. Requests should be submitted t o  DIRNAVINVSERV, Wash-

ington, D. C. o r  through the  l o c a l  N I S  o f f i ce .  

The ATAC products w i l l  p rov ide a t h rea t  assessment based 

on r i s k  i nd i ca to rs  from low t o  h igh i n  f i v e  increments: 

low, low/medium, medium, medium/high, and h igh as shown i n  

Table 2.- The question then ra ised  i s ,  what should r sh ip  

do f o r  any one o f  the above ind ica to rs?  

The choices ava i lab le  cover a wide spectrum from busi- 

ness as usual t o  g e t t i n g  underway. The sh ip ' s  cur rent  

condi t ions,  whether a t  sea, a t  anchor, or  alongside a p ie r ,  

w i l l  a l so  he lp  determine the best  s t ra tegy f o r  dealing wi th  

t he  threat .  Table 3 i s  a h ie ra rch i ca l  spectrum of poss ib le  

act ions t o  be taken w i t h  each th rea t  leve l ,  w i t h  the  
.................... 


'In+ ormation provided by A T K ,  Washicgton, D. C. 



TABLE 2 NAVY ANTI-TERRORIST RLERT CENTER 
TERRORISM THREAT LEVELS 

LOW Te r ro r i s t  group capab i l i t y  does not 
@ x i s t  o r  e x i s t s  without any known i n t e n t  
t o  ta rge t  DON. No c red ib le  repar t ing  o f  
planned operations. Local secu r i t y  
forces have any th rea t  under control .  

LOW-TO- Te r ro r i s t  group capab i l i t y  t o  s t r i k e  s o f t  
MODERATE targets  exists--none against hard targets. 

No recent anti-DON a c t i v i t y .  
Unsubstantiated repor ts  o f  planned 
at tacks i n  near future. Local secur i ty  
have general cont ro l  sf s i t u a t i o n  bu t  
group s t i  1 1  capable. 

Capab i l i t y  ex i s t s  t o  s t r i k e  s o f t  and 
possib ly  hard targets. Stated i n t e n t  t o  
at tack U. S./DBN/N&TO assets w i th  some 
demonstrated capab i l i t y  i n  past. 

MODERATE- Capab i l i t y  e x i s t s  t o  h i t  s o f t  and 
TO-HIGH probably hard targets. s tated i n t e n t  to 

attack U. S./DUN/NATO targets wi th  
recent successful OPS. H is to ry  of  an t i -
U. S. actions. Credible repor t i ng  o+ 
planned at tacks i n  near futupe. L o c a l  
secur i ty  no t  able t o  prevent or detect 
planned attacks. 

HIGH Capab i l i t y  e x i s t s  t o  h i t  any 
U. S./DON/N&TO target  i n  area. Stated 
and recen t l y  demonstrated th rea t  t o  
at tack these ta rgets  ex i s t s *  Re l iab le  
repor t ing  ind ica tes  th rea t  i s  imminent. 
No f u r t he r  warning expected. Local 
secu r i t y  not  able t o  prevent or detect 
planned attacks. 

understanding tha t  each command must es tab l ish  i t s  own doc-

t r i n e  and incorporate it i n t o  watch t ra in ing .  

P r i o r  t o  making a po r t  v i s i t ,  a p o r t  secu r i t y  p lan 

should  be drawn up tak ing i n t o  cansideration the  threat  

assessment and other fac tors  sue* as the  ber th ing  



assiqnmsnt. The f l e e t  commander may ask f o r  such a p lan  by 

message p r i o r  t o  enter ing por t .  

One nay t o  ascer ta in  the current  s ta tus  of .  t e r r o r i s t  

a c t i v i t i e s  and d r a w  up t a i l o r e d  p o r t  secu r i t y  p l a n s  i s  by 

developing an a n t i - t e r r o r i s t  b i l l e t .  A suqge t i o n  toward 

t h i s  end would be t o  couple t h e  dut ies  09 an c n t i - t e r r o r i s t  

o f f i c e r "  wi th  thase 04 the  i n t e l l i g e n c e  o f f i c e r  on board. 

I n  t h i s  capaci ty the  o f f i c e r  can a id  i n  p o r t  secu r i t y  

planning and work w i t h  t he  secu r i t y  o f f i c e r  t o  ensure tha t  

the proper precautions are taken i n  each p o r t  commensurate 

wi th  the type o f  th rea t .  

TABLE 3 THREAT LEVEL--RESPONSE 

Business as usual LOW 
Not idy chain of command LOW/MEDIUM 
C a l l  N I S  f o r  update MEDIUM 
No uniforms ashore 
Upgrade mater ia l  condi t ions 
No large p a r t i e s  ashore 
A 11 v isit o r s  removed 
Cancel v i s i t  ship 
Set steaming watch 
Cars removed from p i e r  
P ie r  sentry doubled 
Topside secu r i t y  re in fo rced  
Request bomb sn i f f i ng  dogs t o  check 

d e liver i es 
Sand- f i l led dump trucks placed on p i e r  
Armed watches 1oad weapons HIGH 
Small boats recovered 
Ships engines made ready 
Hotel services broken 
Secure 1 i b e r t y  
Execute r e c a l l  

- Get underw a y  



Post v i s i t  r epo r t s  cou ld  prove b e n e f i c i a l  t o  t h e  ATAC i f  

in format ion regarding quest ionable a c t i v i t i e s  o r  people has 

been observed. The crew's t r a i n i n g  i n  t e r r o r i s t  p r o f i l e s  

and a c t i v i t i e s  may produce use fu l  i n t e l l i g e n c e  i f  a feedback 

program i s  used and in format ion i s  s o l i c i t e d  on a d a i l y  

bas is  o r  immediately f o l l o w i n g  a p o r t  v i s i t .  A review o f  

pest v i s i t  r s p o r t s  p r i o r  t o  transmission w i t h  t h i s  i n  mind 

may add valuable in format ion t o  the  ATAC data base. I f  

appropriate, add PIRNAVINVSERV as an in format ion addressee. 

Another valuable source o f  in format ion  a t  t h e  command's 

f i nge r  t i p s  i s  the  p o r t  d i r e c t o r y  c l a s s i f i e d  supplement 

issued by the  f l e e t  i n t e l l i g e n c e  centers. Th is  pub l i ca t ian ,  

updated regu lar ly ,  prov:des desc r ip t ions  o f  groups, a c t i v i -

t i e s ,  and a qeneral assessment o f  capab i l i t i e s .  It will 

prove t o  be a  benef i e i a l  t o o l  f o r  crew b r i e f i n g s  p r i o r  t o  

enter ing  por t .  

A t  t h i s  po in t ,  t he  fundamentals o f  design and execution 

of  t e r r o r i s t  operat ions have been presented. Such informa- 

t i o n  should prov ide personnel w i t h  t he  f i r s t  step Lo t a i l o -

r i n g  a secu r i t y  program against  t e r r o r i s t  attacks. The core 

o f  the a n t i - t e r r o r i s t  p lan  i s  understanding the throat .  The 

nucleus of the  command's secu r i t y  e f f o r t s  i s  its personnel. 

"No hardware, however expensive, can r i v a l  t h e  eyes, ears, 

hands, and b ra ins  of  man." (Ref. 32: p. 1441 To t h i s  end 

t h e  challenge i s  t o  mainta in a h i ~ hdegree o f  a lor tness m d  

an t i c i pa t i on  among t h e  personnel. 



The increase i n  te r ro r ism world-wide has l ed  sonte author- 

ities on the subject  t a  speculate t ha t  t e r r o r i s t s  may at tack 

marit ime targets. T h i s  includes of  +-shore o i  1 r i g s ,  mer-

chant vessels, l uxury  l i ne r s ,  and naval un i ts .  

The research conducted on t h i s  thes is  has not  uncovered 

any t e r r o r i s t  at tacks an U. S. naval vessels. The reason 

f o r  t h i s  i s  perhaps due t o  the deterrence exempl i f ied by a 

warship's formidable presence. With the  increase i n  technol- 

ogy avai lab le t o  the t e r r o r i s t  and the imagination demon- 

s t ra ted  by many t e r r o r i s t  incidents,  however, i t  would 

d e f i n i t e l y  be advantageous Cor t h e  U. S. Navy t o  hone the 

s k i l l s  of i t ' s  secu r i t y  forces and a l e r t  i t ' s  crews t o  the 

po ten t ia l  t e r r o r i s t  threat.  Other navies have not  had the 

same good for tune as the  U. S. and have experienced t e r r o r -  

i s t  a t tacks f o r  common t e r r a r i s t  reasons: t o  make a po in t ,  

g a i n  pub l i c i t y ,  symSolical ly achieve a v i c to ry ,  etc. 

Te r ro r i s t  a t tacks against U. S. personnel and proper t ies  are 

increaoing and t h i s  type of embarrassing inc ident  success-

9 u l l y  car r ied  out against a U. S. Navy ship would c e r t a i n l y  

be a v i c to ry  f o r  a t e r r o r i s t  group. 

What follows are some suggestions f o r  t a i l o r i n g  the  

Navy's secur i t y  p rac t ices  already i n  qorce i n  order t a  

decrease t h e  v u l n e r a b i l i t y  o+ a naval ship. The sugg~s t i ons  
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are not all-encompassing but are intended t o  po in t  out some 

areas t ha t  could use improvement. Hopeful ly these ideas 

w i l l  help t o  generate a thorough analys is  o f  in-house proce-

dures f o r  each ship. 

The suggestions o f fe red  are based on a seruance class 

destroyer h u l l  design and crew manning.b For other ship 

types, the s p i r i t  o f  the suggestion should be considered and 

the techniques appl ied as appropriate. For a l l  ship types 

the desire is t o  encourage analysis '  of current secur i ty  

procedures and t o  tap the ingenui ty  inherent i n  a l l  

commands. 

The in ten t ,  restated, i s  not t o  suggest tha t  the U. S. 

Navy does not have a good secur i t y  system f o r  forces a f l o a t  

or t ha t  it needs a new one, bu t  ra ther  t o  review current 

secur i ty  design, evaluate vulnerable po in ts  i n  the defensive 

shield, and t o  suggest ways o f  improving it. One s t a r t i n g  

po in t  i s  w i th  a review of current secur i ty  guidance i n  

force. 

I n  the armed forces, i t  i s  t r a d i t i o n a l  f o r  the percola- 

t i o n  and expansion o f  guidance t o  be disseminated by means 

of  inst ruct ions.  I n  keeping w i th  t h i s  t r ad i t i on ,  the  

Department o f  Defense a t  the top echelon of  the hierarchy 

-4 ~ R C Y ~ ~ S $class destroyer ie a 563 foot, 7300 ton s h i p  
w i t h  a manning 04 approximately 300 c r e w  and o f f i ce rs .  The 
same basic h u l l  design and propulsion conf igurat ion i s  used 

.. .
i n  the Y&gg c lass guided missile destroyer and the 
Ticondgpgg Aegis cru iser .  



has provided broad guidance regarding secur i ty .  4s t h i s  

guidance cascades down the pyramid o f  the chain o f  command, 

the secur i ty  concepts involved became more detai1ed and . 
i 
f
R 

expansive. 

The Department o f  Defense has provided p o l i c y  f o r  t he  

secur i ty  of  property and given ce r t a i n  m i l i t a r y  commanders 

au thor i ty  t o  promulgate regulat ions based on the I n te rna l  

Secur i ty Act o f  1950. This d i r e c t i v e  s p e c i f i c a l l y  c i t e s  the 

commanding 09f icers  of  a l l  naval ships as Raving au tho r i t y  

t o  prepare, p o s t ,  and enforce secur i ty  orders and regula- ii 
t ions  t o  safeguard property from lass, destruct ion, o r  sabo-

tage [Ref. 33: p. 11. The Secretary o f  the Navy has 

endorsed this policy and issued t h e  appl icable i ns t r uc t i ons  

f o r  aet ien by commanding a f f i c e r s  [ R e f .  341. 

The spec i f i cs  o f  secur i ty  are contained i n  the  Standard 

Organization and Regulations Manual od the U. S. Navy (SORM) 

[ R e f .  353. These d e t a i l s  are p a r t  of  every naval u n i t ' s  

rou t ine  secur i t y  program. More spec i f i c  i n s t r uc t i ons  f o r  

nuclear capable ships are contained i n  the Naval Nuclear 

Weapons Securi t y  Manual CRef. 381. 

A. INPORT SECURITY 

The universal  appl icat ion o f  i npo r t  secu r i t y  measures 

proviaes f o r  a sounding and secur i t y  pa t r o l  (tasked t o  

monitor the water l eve l  i n  ce r t a i n  unmanned spaces), an 

anti-sneak/anti-swimmer at tack watch, a quarterdeck watch, a 



gangway watch (when requi red) ,  secur i ty  pa t ro ls ,  a co ld  i r o n  

w a t c h  :tasked t o  monitor the  s ta tus  o f  main machinery spaces 

when the engineering p lan t  i s  secured), p i e r  'security, +ore-

cas t le  and f a n t a i l  sentr ies,  and a s ignal  watch. Addit ion-

a l l y ,  i n s t r uc t i ons  es tab l ish  prov is ions f o r  a s e l f -defense 

force. The s p e c i f i c  requirements f o r  a nuclear capable ship 

are i n  add i t ion  t o  those mentioned above and addressed i n  a 

separate and more detailed i ns t ruc t ion .  

B. THE QUARTERDECK 

I n  a h i s t o r i c a l  sense, physica l  secur i t y  s t a r t s  a t  the  

quarterdeck. The  Of f icer  of the Deck (OQD) i n  po r t  is 

charged wi th  carry ing out the rou t i ne  o f  the  ship and at-

tending t o  the  gangway(s1. The ODD'S watch monitors t h e  

movement of personnel across t he  b-ow and authorizes access 

t o  or permission t o  depart t he  ship. Likewise, the  contents 

of a l l  items ca r r ied  aboard must be inspected. The OOD 

general ly has a pe t t y  o f f i c e r  of the watch (armed) and a 

messenger as a minimum fo r  assistance. He nay a lso  be 

assisted by a jun ior  o f+ i ce r  of the deck o r  others under 

ins t ruc t ion .  The task of  i d e n t i f y i n g  a l l  personnel and 

checking everything coming on board can prove t o  be an 

unmanageable task, espec ia l l y  when the  quarterdeck is over-

whelmed by a la rge crowd Csomo of which requ i re  escorts). 

This s i t u a t i o n  i s  aggravated by the  l i m i t e d  s i z e  of  moot 



quarterdecks and can lead t o  confusion, d i s t r a c t  the OOD 

from h i s  dut ies,  and d u l l  h i s  alertness. 

Suggestion: Set the gangway watch and conduct i d e n t i f i -

cat ion checks, issue appropr iate access badges, organize 

escorts, and inspect items being ca r r i ed  aboard from the  

p i e r  ra the r  than on the quarterdeck. During times 0 9  heavy 

t r a f f i c ,  t h i s  gangway watch can be augmented by the  messen-

ger. Overal l ,  t h i s  w i l l  reduce confusion and congestion on 

the quarterdeck, al low ?or another layer  a? secur i ty ,  and 

maintain a ler tness on the quarterdeck. 

Recording t o  the SORM, the remaining pa t ro l ,  watches, 

and sentr ies are charged w i th  the  fo l low ing r e s p o n s i b i l i t i e s  

i n  discharging t h e i r  duties: 

Maintaining continuous patro ls .  
Checking c l ass i f i ed  storage. 
Being a l e r t  For evidence o? sabotage, th ievery,  and 
f i r e  hazards. 
Check i ng secur i t y  of  weapons maqazinec. 
Obtaining per iod ic  soundings of designated t a n k s  and 
spaces. 
Per iod ica l1y inspect ing damage con t ro l  closurer. 
Reporting t o  the OOD a t  prescr ibed in te rva ls .  

C .  SOUNDING AND SECURITY PATROLS 

Specif i c a l  l y ,  the  sounding and secur i t y  p a t r o l  (unarmed) 

f u l + i l l s  t w o  important jobs. F i r s t ,  t he  pa t ro l ,  which i s  

continuous, fo l lows i r r egu la r  routes throughout the sh ip  t o  

sound spec i f i c  tanks and voids t o  ensure they are "dry." 

Secondly, the pa t r o l  is charged w i th  being constant ly alert 

fo r  any i r r e g u l a r i t i e s  e?+ecting the physica l  secu r i t y  of 



the  ship. The pa t r o l  i s  usua l ly  confined t o  the i n t e r i o r  o f  

the  sh ip and must repor t  t o  the  OOD hourly. 

Suggestion: This job i s  usua l ly  considered a tedious 

task and i s  a t  the bottom o f  ce r t a i n  r a t e  q u a l i f i c a t i o n  

processes. Consequently, i t  is many times given t o  an 

inexperienced, new ind iv idua l  whi le  "more important" posi-  

t i ons  are f i l l e d  b y  more senior personnel. I n  the  process 

of ship and job i ndoc t r ina t ion ,  the importance of  the  p a t r o l  

must be emphasized wi th  a genuine regard f o r  understanding 

the impact t h e  i nd iv idua l  has over many peoples's l i v e s  and 

m i  11 ions  of d o l l a r s  of equipment. The development o f  an 

acute sense f o r  spot t ing  i r r e g u l a r i t i e s ,  calmly reac t ing  t o  

them, and repor t ing  them t o  the  OOD i n  a t imely  f a s h i o n  may,  

i n  par t ,  b e  accomplished through the f i r s t  pa r t  o f  t h i s  

D. ANTI-SNEAK/ANTI-SWIMMER ATTACK BILL 

The anti-sneak/anti-swimmer at tack watch i s  posted a t  

the d i sc re t i on  of the commanding o f f i ce r .  The number of 

topside watches and pos i t i ons  are recommended by the opera-

t i ons  and executive o f f i ce r s .  The anti-meak/anti-swimmer 

w a t c h  i s  charged w i th  watching f o r  swimmors and, ifdeemed 

necessary, discharging hand grenades i n  the water against 

swimmers. The watch can be supplemented by a p i cke t  boat  

crew and sonar can be manned ( i f  the ship i s  so configured) 

and activated random1y. Both techniques have proven very 



e f f e c t i v e  i n  discouraging swimmers from approaching the  

ship. Other measures call f o r  tu rn ing  over the  screws and 

cyc l i ng  the rudder as a deter ren t  against swimmers. A l l  of 

these defenses could prove expedient given adequate i n t e l l i -  

gence to coordinate and execute them. 

E. FORECASTLE AND FANTAIL WATCH/PIER SENTRY 

One watch, requi red overseas, t ha t  would f a c i l i t a t e  the 

detect ion o f  an at tack by swimmers is the fo recas t le  and 

f a n t a i l  watch. This watch, when required i n  the  cont inenta l  

United States (CONUS), i s  normally.posted from dusk t o  dawn 

but is continuous when in p o r t  overseas. The watch standers 

are armed w i th  a r i f l e  and t h i r t y  rounds and issued a p o l i c e  

wh is t l e  and f l a sh l i gh t .  The watch is pasted on t he  fore-

cas t l e  and the f a n t a i l  and charged w i th  prevent ing unauthor- 

ized persons from approaching or  coming aboard. I n  the 

event un iden t i f i ed  personnel do approach, the  appropr iate 

chal  lenge would be issued and assistance cal l e d  f o r  by using 

the  whist le. 

I n  add i t ion  t o  the forocastPe and f a n t a i l  watch, a p i e r  

secu r i t y  pa t ro l ,  s i m i l a r l y  armed, i s  charged w i th  pat ro l -

l i n g  the  po r t i on  ob the  p i e r  between the  bow and stern of 

the  ship. Besides prevent ing unauthorized access, the pa-

trolman sha l l  a lso  prevent l o i t e r i n g  en the  pier  near the 

ship. 



Suggestion: A more e f f e c t i v e  pos i t i on  from which the  

fo recas t le  and f a n t a i l  watch could perform t h e i r  du t ies  

against a th rea t  f r o m  sea or  from the  p i e r  is from the  04 

l e v e l  forward and a f t .  When moored p ie rs ide  t h i s  would 

increase the height  of eye f o r  searching seaward and prov ide 

a be t te r  f i e l d  of  f i r e  both t o  seaward and towards the  p ie r .  

The inspect ion of  the stem and s tern  of t he  sh ip would then 

be provided by the p i e r  sentry  since the view from the  04 

l e v e l  is obstructed. 

F l ex i b l e  modi f icat ions t o  the watch manning proposed 

above can be eas i l y  undertaken f o r  other mooring conf igura- 

t ions .  For example: 

1. If a t  anchor, t he  p i e r  sentry  should be reassigned to 
p a t r o l  the  weatherdecks whi le  the +orecast le  and fan- 
t a i l  watch remain on the  04 leve l .  

2. I f  i n  a Med moor (s te rn  t o  the p i e r  w i th  the  bow 
secured by anchors), an armed gangway watch can sub-
s t i t u t e  f o r  the p i e r  sentry  a l lowing the p i e r  sent ry  
t o  p a t r o l  the  weatherdecks and the 04 l e v e l  watches t o  
remain topside. 

If i n  a Med moor w i th  two or more sh ips i n  a nest, t he  
senior o f f i c e r  present should coordinate a combination 
of the pa t r o l s  and sen t r i es  among the  nested sh ips t o  
provide the same coverage. For example, i f  th ree  
ships are  moored i n  a nest, one p i e r  sent ry  can cover 
a1l three. The outboard ships can prov ide t h e  04 
l e v e l  watches and the  middle ship i n  the nest .can 
provide the main deck p a t r o l  which inspects a l l  anchor 
chains. 

The 04 l e v e l  also has other advantages. For example, 

the  04 l e v e l  forward provides s ignal  l i g h t s  t h a t  can be uaod 

t o  i l l um ina te  t h e  area. There i s  a l so  r o o m  f o r  the  place- 

ment of  a n i gh t  observation device t o  improvr i n ves t i ga t i ng  



capab i l i t ies .  Both watches should be o u t f i t t e d  wi th  par t -  

able radios so t ha t  they can communicate w i th  the OOD and 

between themselves t o  v e r i f y  or check po ten t i a l  targets. 

The roving pat! a1 can check on each man every ha l f  hour 

whi le  making tiis rounds and repor t  the  s ta tus  to. the OOD. 

Suggestir.n: When "Ned l i g h t s "  or other l i g h t i n g  decora- 

t i ons  are i n s t a l l e d  on the l i f e l i n e s ,  they should be lowered 

t o  appro:cim.itely one f o o t  below the main deck t o  prevent 

b l i nd ing  or  r u i n i ng  of n igh t  v is ion. This placement of  the  

l i g h t s  would a lso  improve v i s i b i l i t y  on the surface of the 

water i n  the immediate v i c i n i t y  o f  the ship. &nother a l t e r -  

na t i ve  t h a t  could be used w i th  "Ned l i g h t s "  i s  t o  sh ie ld  the 

l i g h t s  from the ship. This a l te rnat ive ,  however, may prove 

ine+fec t ive  and be more t roub le  than i t  i s  worth. 

F. FIRE FIGHTING TEAMS 

I n  the event the  ship i s  the focus o f  demonstrations 

which might escalate t o  r i o t  proport ions, f i r e  f i gh t i ng  

teams could be ca l l ed  out t o  help a l l a y  the violence. The 

f i r e f i g h t i n g  teams could use water j e t s  t o  discourage the 

mob's advancement. High pressure and co ld  water may h a l t  

the  at tackers or, a t  leas t ,  cause c ~ n fusion among them and 

slow t h e i r  advancement. I n  t h i s  capacity, hose teams f r o m  

the f i r e  f i gh t i ng  squads must be t ra ined t o  repor t  t o  cer-

t a i n  loca t ions  topside t o  f l ake  and charge hares and t o  use 

them as a daterrent  against poor ly  armed attackers. There 



may be s i t u a t i o n s  where t h e  use o f  f i r ehoses  would be more 

p ropor t iona l  t o  t h e  c o n t r o l  of poo r l y  armed a t t acke rs  than 

more f o r c e f u l  means. 

6. SECURITY PATROL/SEL.F-DEFENSE FORCE 

The p rov is ions  f o r  an armed, coving s e c u r i t y  p a t r o l  on 

non-nuclear capable sh ips  should be i n  e f f e c t  t o  augment t h e  

sounding and s e c u r i t y  p a t r o l .  S p e c i f i c a l l y ,  t h e  patrolman 

i s  charged w i t h  concent ra t ing on the  s e c u r i t y  o f  c l a s s i f i e d  

stowage, r e s t r i c t e d  spaces, small  arms, and ammunition sto- 

wage. During h i s  random p a t r o l s  he r e p o r t s  t o  the  OOD a t  

l e a s t  every h a l f  hour. I n  t he  event o f  an a l e r t ,  he i s  

ava i l ab le  t o  prov ide an armed escor t  f o r  t h e  command duty  

o f f i c e r .  

The self-defense f o r c e  is a v a i l a b l e  t o  be c a l l e d  away t o  

augment the  normal watch and other  s e c u r i t y  personnel. The 

r e s p o n s i b i l i t y  o f  the  self-defense f o r c e  i s  t o  p rov ide  a 

surge c a p a b i l i t y  f o r  r e a c t i n g  t o  emergency s e c u r i t y  situa-

t i o n s  on board sh ip  and p ie rs ide .  Its argan iza t ion  i s  based 

on the  s i z e  o f  t he  s h i p ' s  complement, us ing a r a t i o  o f  one 

thirteen-man squad (squad leader p l u s  t h ree  four-man teams) 

per two hundred crew members. 

Suggestion: The s e l f  -defense f o r c e  squads could beneOi t 

s ign i - f i can t l y  from t r a i n i n g  a t  a Marine Corps or Army + a c i l -  

it y .  Methods f o r  advancing towards the th rea t ,  des ignat ing 

targets ,  and coord ina t ing  9 i r i n q  on t a r g e t  cou ld  be valuable 



lessons. Likewise, the use of  ammunitions r e l a t i v e  t o  the 

circumstances can be learned. 

H. NUCLEAR CAPABLE SHIPS' SECURITY 

On nuclear capable ships; a secur i ty  a l e r t  team (SAT),  

back-up a i e r t  force (BAF), and a reserve force are provided 

t o  augment the roving pa t ro l  f o r  secur i ty  v io la t i ons  CRef. 

36: pp. 1-81. 

The rov ing pa t ro l  i s  assigned s imi la r  duties t o  those on 

non-nuclear capable ships and -7ddit ional ly must inspect 

magazines, launchers, and designated equipment whi le on 

pat ro l .  He a lso repor ts  t o  the OOD a t  leas t  every h a l f  

hour. 

The SAT consists of  a minimum of two secur i ty  +orce 

personnel , i n  addi t ion t o  those on watch a t  established 

seeuri t y  posts, capable of immediate response t o  any i r regu-

l a r i t y  as a re in fo rc ing  element i n  a minimum of f i v e  min- 

utes. They are assigned spec i f i c  stat ions. 

The B4hF consists of a minimum of three security force 

members i n  addi t ion t o  those on watch, those a t  establ ished 

sentry posts, aiid the SAT. The BAF must be capable of 

responding i n  a minimum of  ten minutes and are also assigned 

spec i f i c  stat ions.  

The reserve force consists of a minimum ad ten members 

of the secu r i t y  force capable of responding i n  a minimum of 



f i f t e e n  minutes t o  support o ther  on-duty secu r i t y  f o r r e  

personnel. 

A t ime ly  response t o  a su rp r i se  t e r r o r i s t  a t tack i s  

c r i t i c a l .  "Timely" i n  the t e r r o r i s t  scenario i s  defined i n  

terms af seconds. The f i v e  minute response t ime allawed the  

SAY would probably be inadequate i n  a t e r r o r i s t  s i t u a t i o n  

' 5 . ,'. :' 
but is s i g n i f i c a n t  f o r  re inSorcing secu r i t y  personnel on ! '. !) . :;; '. I. . 

watch. The f i r s t  l i n e  of defense aboard a ship l i e s  w i t h  

t h e  personnel on watch. Because of the  very r e a l  p o s s i b i i i -  

t y  of an armed at tack against  a naval vessel, i t  i s  impor- 
- 

t a n t  t e  a l low personnel on watch t o  car ry  loaded weapons u 
whenever the ship i s  i s  i n  a h igh  th rea t  o r  p o t e n t i a l l y  

h o s t i l e  environment. I t  may a l so  be prudent t o  consider 

assigning armed men ( i n  a re laxed posture i n  a designated 

space anboard ship) capable of  responding t o  an alarm i n  one 

minute o r  l ess  t o  support t he  personnel on watch. 

I. DURESS SYSTEPI 

Onbeard ship, a duress system al lows an i n d i v i d u a l  under 

duress t o  cove r t l y  make h i s  predicament known t o  others on 

the ship. I n  the event sf a t e r r o r i s t  a t tack the  duress 

system w i l l  ac t i va te  a s e c u r i t y  a l e r t  without reveal ing t o  

the at tacker  t h a t  h i s  presence i s  known. For example, i f  

the  rov ing  p a t r o l  does not  check in with the  OOb i n  person 

prec ise ly  t h i r t y  minutes a f t e r  h i s  prmvious repor t ,  t he  000, 

as a matter of  course, w i l l  sound a rmcur i ty  a l w t  using t h e  



announcing system and w i l l  a c t i va te  the  appropr iate alarms. 

I f  the  rov ing  pa t r o l  can convince h i s  assa i lan t  t ha t  he m u s t  

c a l l  i n  t o  the  OOD t o  avoid an a l e r t ,  he can t i p  t he  OOD 

t h a t  a l l  i s  not  secure. The f a c t  t ha t  t h e  rov ing  p a t r o l  

ca l l ed  i n  and d i d  no t  repor t  t o  the OOD i n  person would 

immediately i nd i ca te  t o  the  OOD t ha t  there  was a  problem. 

I n  response t o  the  t i p ,  the  OOD can a l e r t  the  sh ip t o  a  

secur i t y  breach by using a code word over the announcing 

system ra ther  than the secu r i t y  alarm system which o v e r t l y  

s igna ls  a  breach of  secur i ty .  

Under the circumstances where an 00D observes suspicious 

a c t i v i t y  i n  t h e  v i c i n i t y  o f  a sh ip and wants t o  a l e r t  the  

s h i p  and ac t i va te  the secu r i t y  team o f f  watch, he could use 

a duress system. By simply using a code word on the  an-

nouncing system the  sh ip and secur i t y  teams could be a le r ted  

unaware t o  the  t e r r o r i s t .  

J. ARMED WATCHES, POTRBLS, AND SENTRIES 

The SORM spec i f i es  t ha t  p i s t o l s  s h a l l  be ca r r i ed  un-

loaded a t  a l l  t imes by the  quarterdeck watch and t h a t  the  

fo recas t le  and f a n t a i l  secu r i t y  watches a r d i n a r i l y  shall no t  

have t h e i r  weapons loaded [Ref. 35: pp. 6-49, 6-50] .  There 

are  s i tua t ions ,  however, i n  which car ry ing  an unloaded wea-

pon could prove t o  be a f a t a l  mistake. For t h i s  reason, 

mod i f i ca t ion  o f  the  above orders s h ~ u l dbe given st rong 

cansi de ra t i  on. 



The t e r r o r i s t  advantage o f  surpr ise i s  notorious. The 

s p l i t  second react ion t o  a surpr ise  at tack requi red by a 

naval watchstander d i c ta tes  t ha t  h i s  weapon must be loaded. 

Suggestion: When the  th rea t  l e ve l  o f  a sh ip ' s  environ-

ment approaches the h igh mark, armed watchstanders should 

car ry  t h e i r  weapons loaded. Small arms and secur i ty  t r a i n -  

i ng  must emphasize when the condi t ions d i c t a t e  the  loading 

of weapons and under whose order i t  i s  t o  be done. The 

element of  safety  af forded by carry ing unloaded weapnns must 

be sac r i f i ced  i n  the  i n t e r e s t  o f  p ro tec t ing  personnel and 

property +ram a surpr ise  t e r r o r i s t  attack. A n  extensive 

t r a i n i ng  program i n  the  use o f  various weapons can g rea t l y  

diminish the chance a3 an accident occurr ing w i th  loaded 

weapons. 

To preclude an inc ident  s im i l a r  t o  the bombing o f  the 

Marine barracks i n  Be i ru t  (October o f  1983) from happening 

against a ship i n  po r t ,  the commanding o f f i ce r s  oS U. S. 

Navy ahips must have " e x p l i c i t  au tho r i t y  t o  respond quick ly  

t o  acts  derined as hos t i l e . "  CRef. 9: p. 473 The on-scene 

commander must have the  "guidance and the  f l e x i b i l i t y  he 

requi res t o  defend his force. " CRef. 9: p. 471 The f i r s t  

step toward t h i s  end i s  t o  author ize sent r ies  t o  carry  

loaded Neapons when the  environment d i c ta tes  t ha t  i t  i s  

nccessary. 



IV. SliLiS' VULNERABILITIES 

When considering t e r r o r i s t  attacks, a sh ip  i s  c e r t a i n l y  

more vulnerable i n  r e s t r i c t e d  water than an the  h igh seas. 

But.even i n  open water u n i t s  may be exposed t o  remotely 

cont ro l1ed explosi  ves-1 aden boats, armed and manned speed 

boats, u l t r a -1  i g h t  a i r c r a f t  w i th  explosives, o r  mini-subs. 

These s i tua t ions  are  m o r e  appropr ia te ly  handled by the com-

bat  systems doctr ine. 

A s  a ship approaches shore, i t  becomes more vulnerable 

because ctf the r e s t r i c t i o n s  on i t s  maneuvering capab i l i t i es .  

Th? condit iont i  presented below are l i m i t e d  t o  enter ing pa r t  

and e i t he r  moc-ring p i e r s i d e  (or i n  a nest )  ur g o i n g  t o  an 

anchorage. 

A. ENTERING FORT 

The fo l low ing hypothet ica l  scenario can be used to il-

lustrate a t  l eas t  one se t  o f  poss ib le t e r r o r i s t  actions: 

Well i n  advance o f  enter ing por t ,  the  specia l  sea and 
anchor d e t a i l  i s  set. During t h i s  pracess, systems are 
checked and a l l  i s  made ready t o  moor alongside a p ie r .  
Meanwhile, the  excitement of going on l i b e r t y  spreads 
among t b a  crew. The l i n e  handlers man t h e i r  s t a t i ons  on 
deck and cent ra l i zed communications are  establ ished w i t h  
the bridge. The men fa11 i n t o  ranks as the  sh ip  nears the 
breakwater. Several small boats are around and one speed 
boat w i th  an a t t r a c t i v e  female i n  the  bow, wel l  tanned and 
wearing a skimpy whi te  b i k i n i ,  passes s lowly  down the  p o r t  
s ide  close aboard j u s t  p r i o r  t o  the sh ip makinq the break-
water. Most o f  the men's a t t en t i on  i s  focused an her. 4s 
the bow c lea rs  the  breakwater, a loud explosion is heard 



and + e l t  j u s t  forward o f  amidships on the  starboard side. 
A small boat laden w i th  explosives j us t  rammed the ship. 

This is one scenario, melodramatic, bu t  nonetheless 

possible. The pre l im inary  condi t ions are r ea l  i s t i c  and have 

undodbtedly been experienced by many. There are countless 

other po ten t i a l  scenarios which arc  l e f t  up t o  the  imagina- 

t i o n  o f  the t e r r o r i s t  who i s  planning them and the  ship t ha t  

i s  defending against  them. 

Suggestians: 

1. During the  s e t t i n g  of  the  special  sea and anchor 
d e t a i l ,  increase the  mater ia l  cond i t ion  b e l ~ wdecks by 
se t t i ng  modif ied zebra. 

2. Have H-60 machine gun s ta t i ons  on each br idge wing 
armed and p lace  gunners' mates j u s t  i n s i de  the sk i n  of  
the ship ready t o  man them. 

3. Request t h a t  a p i l o t  ar m i l i t a r y  l i a i s o n  s- f f icer  meet 
the ship p r i o r  t o  enter ing conf in ing  waters. These 
men can be ava i l ab le  t o  warn o f f  suspected small boats 
i n  the na t i ve  language e i t he r  w i t h  a b u l l  horn o r  v i a  
t h e  announcing system. 

4. Launch the  motor whale boat or g i g  and have i t  proceed 
i n t o  p o r t  ahead o f  the  ship, a l e r t  f o r  po ten t i a l  
problems. Consideration may be given t o  using a h e l i -
copter, i f  embarked, f o r  survei 1 lance. 

5. Ensure t h a t  each deck s t a t i a n  has assigned designated 
personnel who are  constant ly  a l e r t  f o r  suspicious 
a c t i v i t i e s .  The gunners mate assigned forward and a f t  
should be armed t o  prov ide support from the  weather 
decks. 

6. Call away a squad o f  a t  l eas t  f i v e  seeur i ty  fo rce  
personnel armed w i t h  shotguns, r i f l e s ,  and p i s t o l s ,  
and protected w i th  helmets and f l a c k  jackets, t o  stand-
by on the  main deck just i ns ide  the  sk i n  of  the  s h i p .  

7. Nan a t  l e a s t  one r epa i r  par ty ,  pre9erably the eentra l -  
l y  located r e p a i r  f i v e  s tat ion,  ready t o  respond t o  
damage o r  ac t  as a repe l  border team w i t h  a hose 
tops i  de . 





-- 
-- 

TABLE 4 M A I L  BOMB RECOGNITION CHECKLIST 


WEIGHT 

-- Weight unevenly 
d i s t r i bu ted .  

-- Heavier than usual 
f o r  i t s  s i r e .  

-- Heavier than usual 
f o r  its class.  

THICKNESS 


-- For medium s i z e  
envelopes, the thickness 
of a smal l  book. 

-- Not uniform or  w i th  
bulges. 

-- For l a r g e  envelopes, 
bulk iness, an inch  o r  
more i n  thickness. 

-- No r e t u r n  address. 

-- Pcor ly  typed at-
handwri t ten address. 

-- Handprinted. 

-- T i t l e  f o r  t h e  executive 
incor rec t .  

-- hddressed t o  a h igh  
rank ing execut ive by name, 
t i t l e ,  or  department. 

RIGIDITY 

-- Greater than normal, 
p a r t i c u l a r l y  along i t s  
center  length. 

-- More than enough postage. 

POSTMCIRK 

-- Foreign. 

-- From an unusual c i t y  or 
town. 

WRITING 

-- Foreign writing s t y l e  

-- M i s s p e l 1ed words. 

-- Marked a i r  mai 1, 
reg is tered,  c e r t i f i e d ,  
o r  speci a1 del  ivery. 

-- Marked personal, 
c o n f i d e n t i a l ,  p r i va te ,  

-- Pecul iar  odor. 

-- Inner sealed encloser. 

-- Excessive sealing 
matsr ia1 . 

-- O i  1 stains. 

Springiness. 

Wires, s t r i n g ,  a r  f o i l  
s t i c k i n g  out or  
a t t a c h ~ d .  

---Ink sta ins.  



t ra ined t o  recognize bombs and how t o  conduct a search f o r  

them. It would be easy t a  conceal a bomb i n  a head of 

le t tuce ,  f o r  example, and get i t  aboard. L ikev ise,  a 

la rger  bomb could be eas i l y  hidden i n  a c ra te  of  vegetables. 

A1 1 items, no t  j u s t  produce, should be inspected f o r  s igns 

of tampering and then loaded on board. The use o f  a po r t -  

able metal detector would ass i s t  in ensuring a thorough 

invest igat ion.  

3. Ghana i nq &he Watgh 

Another po ten t ia l  area of v u l n e r a b i l i t y  e x i s t s  when 

watches are changed. Normally, a l l  watches are  turned over 

w i th in  a ten t o  f i f t e e n  minute per iod  and the watch standers 

are not i n  the  frame of mind t o  devote one hundred per cent 

a t ten t ion  t o  the  task. There i s  somewhat o+ a s e t t l i n g - i n  

and a gearing-up per iod t o  t ack l e  t h e  chore a t  hand. In  

order t o  diminish t h i s  vulnerable per iod, the  command's 

watch turnover could be done i n  a cyc l e  covering fo r t y -+ i ve  

minutes t o  one hour. For e x a m p l e ,  the  topside sen t r i es  

could change the  watch a t  a quarter past the hour, the  

rov ing p a t r o l s  and p e t t y  o f f i c e r  o f  t he  watch could r e l i e v e  

a t  h a l f  past the  hour, and the  0OD.and other watches could 

r e l i e v e  a t  a quarter t o  the  hour. Furthermore, t h i s  cyc le  

could be s h i f t e d  every other day o r  every t h i r d  day, as i t  

too can r e f l e c t  an observable pa t te rn  o r  rout ine.  



4. Bombs 

One f i n a l  suggestion addresses the common technique 

of "suitcase bombs." A bomb could be placed i n  a br ie fcase ,  

suitcase,  small box. garbage receptacle ,  car ,  t ruck,  or  many 

other p o t e n t i a l  containers, and l e f t  unattended on t h e  p i e r  

i n  the  proximity of  a s h i p .  A l l  personnel should be aware 

of t h e  technique, especial1y the watch standers. When zpot- 

ted,  every e f f o r t  should be made t o  i d e n t i f y  the  container 

and have it removed. 



There are ce r ta in  circumstances surrounding an event 

which character ize t ha t  event as a c r i s i s .  A c r i s i s  may be 

described as a s i t ua t i on  i n  which reac t ion  t ime t o  the 

s i t ua t i on  is short, the stakes invalved are high, and there 

i s  no previausly prepared p lan  t o  deal w i th  the  s i tua t ion .  

A casual ty i n  the engineering spaces on a ship wauld invoke, 

f o r  example, a c r i s i s  i f  casual ty  cont ro l  procedures had not 

been developed t o  deal w i th  the  incident.  The consequence 

of such a c r i s i s  would most probably be over-reacti  ve leader-

ship t o  remedy the cause of  the  pa ten t ia l  c r i s i s  s i t u a t i o n  

throughout the f l ee t .  A primary goal of  t h i s  paper is t o  

s t imulate the development of shipboard contingency plans 

dealing w i th  t e r r o r i s t  i nc iden ts  and, i n  doing so, avoid the 

aver-reactive leadership s t y l e  associated w i th  a c r i s i s .  

This study encourages the  t r a i n i n g  and education o f  a 

sh ip ' s  crew regarding the fundamentals of te r ro r i sm and t h e  

analysis of the secur i ty  pr~Cedut€?s i n  the  face of  a 

t e r r o r i s t  threat.  The adjustment of t l ,=secur i ty  system and 

t r a i n i n g  of personnel t o  deter  a t e r r o r i s t  t h rea t  are also 

emphasized and represent a l a r g e  pa r t  of  e f f e c t i v e  countar- 

t e r r o r i s t  techniques. A11 of  the  above e f f o r t s  are re la ted  

t o  the in te rna l  shipboard p a r t  o f  a contingency plan. 

Contingency planning must a l so  consider the actors and 



forces external  t o  the ship t h a t  are se t  i n  motion by a 

t e r r o r i s t  inc ident .  A11 i n  a l l ,  a contingency p lan  should 

prevent a s i t u a t i o n  from being elevated t o  a c r i s i s  l e v e l  

and provide a t oo l  t o  help deal e f f e c t i v e l y  w i th  the circum-

stances. The fo l low ing are  some items external  t o  the  sh ip 

t ha t  the  commanding o f f i c e r  should be aware of  when formu- 

l a t i n g  contingency plans deal ing w i th  t e r r o r i s t  inc idents.  

A. U. S. POLICY 

One pre-requis i te  t o  coun te r te r ro r i s t  contingency plan- 

ning i s  a f u l l  understanding of  U. S. p o l i c y  regarding 

t e r r o r i s t  incidents.  F i r s t  i s  the no-concessions p o l i c y  o f  

the U. S. government, "meaning t ha t  the  United States w i l l  

oSfer no ransom nor release pr isoners i n  r e t u r n  f o r  the  

l i v e s  09 hostages held by t e r r o r i s t s . "  [Ref. 38: p. 51 

Secondly, the  government w i  11 "take a1 1 poss ib le  lawf u l  

measures t o  resolve the  inc iden t  and t o  b r i ng  t o  j u s t i c e  the  

perpetrators o f  the crime." [Ref. 39: p. 23 To t h i s  end 

the United States has obtained a number o f  b i l a t e r a l  i n t e r -  

na t iona l  agreements t h a t  address ex t r ad i t i on  o f  t e r r o r i s t s .  

Thi rd and key t o  the second resolve, i s  the  p o l i c y  t h a t  " the 

host na t ion  i s  responsible f o r  the pro tec t ion  of U. S. 
. . 

personnel and i n s t a l l a t i o n s  against t e r r o r i s t  attacks." 



B. TRE6TIES 4ND LAW 

The commanding o f f i c e r  o f  a U. S. Navy ship bears the 

r espons ib i l i t y  f o r  p ro tec t i on  o+ personnel and-property 

aboard h i s  ship L R e f .  34: p. 21. He must, therebore, have a 

complete understanding o f  the  au tho r i t y  vested i n  him t o  

take the appropriate coun te r te r ro r i s t  measures i n  keeping 

with U. S. po l i cy ,  t r e a t i e s  of  cooperation w i th  other 

nations, and both domestic and in te rnat iona l  law, 

I n  add i t ion  t o  U. S. po l i cy ,  another area t ha t  may 

influance the coun te r te r ro r i s t  contingency p lan developed by 

a U. S. naval command concerns agreements w i th  the host 

government f o r  deal  i ng  w i th  t e r r o r i s t  inc idents  against 

U. S. c i t i zens  t ha t  occur w i t h i n  the host nation. Status of  

Forces Rgreements (SOFA) have been reached w i th  many govern-

ments. Supplementary Agreements have been reached w i th  some 

countr ies which expand the  allowances provided f o r  i n  the 

SOFA. The specidics of these agreements should be obtained 

through the chain of  command from the  un i f i ed  commander. 

The fo l iow ing discussion concerns a U. S. Navy warship 

i npo r t  i n  a fo re ign  country. "While i n  a fo re ign  po r t  a 

warship is not subject  t o  any in ter ference by the author i -  

t i e s  of  the receiv ing state.  " [Red. 41: p. 1071. The 

commanding o f f i c e r  has the r espons ib i l i t y  and au tho r i t y  t o  

protect  tho ship and i t s  personnel from a t e r r o r i s t  attack. 

Countering a t e r r o r i s t  a t tack onboard the ship w i t h  the use 



o f  fo rce  t o  p ro tec t  t h e  sh ip and personnel i s  c l e a r l y  lega l ,  

as war discussed i n  Chapter 11. 

Engaging a t e r r o r i s t  i n  t h e  v i c i n i t y  of a sh ip i s  a lso 

l ega l  but  wi th  two s t ipu la t ions .  F i r s t ,  according t o  U. S. 

p o l i c y  the  host na t ion  i s  responsible f o r  t h e  p ro tec t i on  of 

U. S. personnel and proper ty  against t e r r o r i s t  attacks. I f  

the  host na t ion 's  a u t h o r i t i e s  are not  present, or  i f  they 

are present but are, i n  the  judgement of  t h e  commanding 

o f f i c e r  o f  the  ship involved, not responding adequately t o  

the th rea t ,  then the commanding o f f i c e r  can i n s t r u c t  the 

sh ip ' s  personnel t o  engage t h e  t e r r o r i s t ( 5 ) .  Secondly, the  

t e r r o r i s t  th rea t  m u s t  present a l i fe-endangering s i t u a t i o n  

before the cornmandinq o f f i c e r  of  the sh ip tan  order the  use 

of fo rce  t o  engage the  t e r r o r i s t  (s) and even then, it m u s t  

be ordered only  as a l a s t  resor t .  

The fo l low ing  example w i l l  help c l a r i f y  t he  po in ts  made 

above. 

A U. S. Navy sh ip i s  i n p o r t  i n  a fo re ign  country. The 
t e r r o r i s t  t h rea t  l e v e l s  i n  t h i s  p a r t i c u l a r  p o r t  have been 
r i s i n g  and are now considered t o  be high. A veh ic le  
breaks through a b a r r i e r  checkpoint on the p i e r  and i s  
heading a t  h igh speed toward the ship which is moored 
pierside. There are no b a r r i e r s  o r  other obstacles ava i l -  
able t o  stop the veh ic le  before it reaches the ship. Host 
country a u t h o r i t i e s  are not  present. The capta in  of the  
ship judges the vehic le  t o  represent a l i fe-endangering 
th rea t  t o  the ship, s ince by breaking through the b a r r i e r  
checkpoint an the p i e r  i t  has committed a h o s t i l e  act, 
The cornmandinq of-Ficer, therefore, i n s t r u c t s  tha ship's 
personnel t o  use the  minimum force requi red t o  p ro tec t  
themselves and the  ship. 



C. CHfiIN OF COMMAND 

Today's m i l i t a r y  chain o f  command is st ra ight forward but  

can be complicated as naval u n i t s  switch operational comman-

ders. For example, when u n i t s  deploy overseas they "chop" 

from one f l e e t  commander t o  another when they cross theater 

boundaries on deployment. The maintenance of  many adminis- 

t r a t i v e  t i e s  w i th  the "parent" command ( the squadron o r  

group commander i n  home p o r t )  whi le  deployed i s  rout ine. 

The s i t u a t i o n  a f  a t e r r o r i s t  i nc iden t  should be viewed as an 

o p e r a t i ~ n a l  concern. Inc lud ing the "parent" command i n  

operational message t r a f f i c  whi le  deployed, however, i s  a 

touchy subject  and, as a ru le ,  is not usua l ly  done. The 

i nc lus ion  of "parent" cammands ir;  a l l  message t r a f f i c  rr-

l a ted  t o  a t e r r o r i s t  inc ident  sheuld, hcwever, hs! viewed as 

an exception t o  the " ru le "  o f  sxclusion from operational 

t r a f f i c .  The primary reason f o r  t h i s  break from tho r u l e  i s  

tha t  no command i n  the  United States i s  going t o  be m o r e  

f ami1 i a r  w i th  the  physical  s ta tus  of a u n i t  thLn the 

"parent" command and no command i s  i n  a be t te r  pos i t i on  t a  

provide that  t ime -c r i t i ca l  informat ion t o  decision makers i n  

Washington, D. C. than the "parent" cammand. Hence, the  

"parent" command should be included i n  a l l  t e r r o r i s t  r e l a t ed  

message t r a f f i c  invo lv ing  a naval un$t. 



D. REPORTING 

I n  the  event of  a t e r r o r i s t  i nc iden t  i nvo lv ing  U. S. 

m i 1it a r y  personnel o r  proper ty  overseas, three. channels of  

communic~~ionsare ac t iva ted  t o  deal w i t h  such an inc ident .  

These three channels are the  m i l i t a r y ,  the  diplomat ic,  and 

the host na t ion  systems. These channels are most probably 

act ivated w i th  the submission of an OPREP-3 PINNACLE message 

(an operat ional  repor t  p rov id ing  informat ion on an inc iden t  

of  nat ional  i n t e res t )  by the  command. Prov is ions f o r  w r i t -

i ng  such messages are found i n  t he  J o i n t  Reporting St ruc ture  

SRefs. 42 and 431. Spec i f i c  d e t a i l s  f o r  p a r t i c u l a r  r epo r t s  

should be invest igated through the  chain o f  command f o r  tho 

area o f  operations. A working knowledge o f  how repor t s  and 

responses t r ave l  through the chain of  command, both m i l i t a r y  

and diplomatic, i s  necessary i n  order t o  Rave an e f f e c t i v e  

contingency p lan fo r  a t e r r o r i s t  inc ident .  

Overseas the un i+ ied  commander, f c r  example USCINCEUR 

(United States Commander i n Chief Eurspe) , i s  tasked w i t h  

the "coordinat ion 09 a l l  l o c a l  p o l i c i e s  and measures to 

pro tec t  DOD personnel abroad from t e r r o r i s t  attacks." The 

u n i f i e d  commander w i l l  also "serve as the ROD po i n t  o f  

contact w i th  U- S. Embassies and host country o f f i c i a l s  on 

matters regarding such p o l i c i e s  and measures." This system 

is the m i l i t a r y  channel fa r  dea l ing  w i th  t e r r o r i s t  

incidents.  [ R e f .  8: p. 31 



The diplomatic channel l i n k s  the u n i f i e d  commander with 

the State Department v i a  t he  U. S. ambassador. I n  the 

na t iona l  c r i s i s  management process, the  State Department i s  

a5si gned as the "lead agency" 9 0 r  overseas t e r r o r i s t  i n c i -

dents [Ref.  38: p. 6 3 .  This remains the case unless a 

m i l i t a r y  opt ion i s  adopted i n  which case the DOD will take 

the lead. When an inc ident  is reported a task fo rce  i s  

convened i n  the operations center of the State Department 

and remains act ivated twenty-four hours a day u n t i l  tho  

s i t ua t i on  is resolved. :.. . I' ...*. . 
b'. .' 

Concurrently, a t h i r d  system is activated. This i s  t he  

host na t ion  system which l i n k s  Washington and the h o s t  

nat ion government v i a  t he  representat ive ambassador. 

While a l l  avenues are being pursued ta reaolva the 

problem a t  hand, informat ion f low t o  the l oca l  m i l i t a r y  

commander or ig ina tes  w i th  the  National Command Author i ty,  

and i s  passed throucjla the State Department, t o  the  l o c a l  

ambassador, t o  the un i f i ed  commander, and u l t ima te l y  t o  the  

commanding o f f i ce r .  

E. PUBLIC  AFFaIRS 

One area of  caution i n  the  dwelopment of  contingency 

plans f o r  handling t e r r o r i s t  incidents,  addresses the  news 

media. 0s discussed ea r l  irr, the p u b l i e i  t y  associated w i th  

t e r r o r i s t  inc idents  can be staggering and i s  of ten a s i ze -

able p a r t  o f  the reason f o r  the act. Onboard ship, the 



----- 

public affairs officer (PAO) must be thoroughly familiar 


with the theater guidelines on any release of information. 


Since the position of P A 0  is usually a collateral duty 

onboard ship, assistance from a larger command with a dedi-


cated PA0 (one whose primary duty is public affairs) shauld 

be solicited as quickly as possible as U. S. national inter- 

ests and host nation sensitivities could be placed in a 


precarious balance under the conditions of a terrorist inci- 


dent. The events that followed the hijacking of the &k~jlHz 
Laura cruise ship in October 1985 serves as an example of a 


terrorist incident that greatly strained U. S. relations 


with other nations, in this case, Egypt and Italy. 


F. INITIAL RESPONSE 


In the event the preventive anti-terrorist measures 


employed by a naval unit fail and a terrorist incident 


occurs, the contingency plan should be activated. The suc-


cess of the initial response to a terrorist inciderat will be 


measured b y  the quality of the contingency plan and will be 

dependent on the amount of training devoted to that plan. 


G. RULES OF ENGAGEMENT 

Rules of Engagement (ROE) are defined in The Dictionary 

of Mil itdry and flssaciated Terms as "directives issued by 


competent authority which delineate the circumstances and 

limitations under which United States G O ~ C R S  will initiate 

* 



and/or continue combat engagement w i th  other fo rces  

encountered." [Ref. 44: p. 2983 

I n  most peacetime scenarios where conf 1i c t -  i s  possible, 

t he  use of  fo rce  i s  contro l led.  The use of  f o r ce  i s  nor-

mal ly  l i m i t e d  t o  self-defense against a h o s t i l e  th rea t  i n  

response t o  a h o s t i l e  act. The RaE will also spec i f y  which 

command has au tho r i t y  t o  declare a fa rce  hos t i l e .  Because 

there  i s  such a shor t  t ime ava i l ab le  t o  respond t o  a t e r -

r o r i s t  a t tack and because there  are so many d i f f e r e n t  i n t e r -

p re ta t i ons  given t o  the  ROE throughout the chain o f  command, 

the  subject o f  t h e  ROE should be viewed w i th  concern by 

commanding o f f i ce r s .  

Whether i npo r t  o r  a t  sea, i f  a r i s i n g  tension s i t u a t i o n  

e x i s t s  the environment must be c l c se l y  monitored f o r  

changes. I f  a th rea t  cannot be avoided, f o r  example by 

ge t t i ng  underway, then improving self-defense must be i n i  ti-

ated. This means t ha t  small arms weapons are  loaded, gun 

ammunition is brought up t o  the  loader drum, and/or m iss i l es  

are  placed i n  assembly; the  appropr iate upgrade i n  readiness 

i s  essent ia l  because when the  t e r r o r i s t  s t r i k e s  there  i s  no 

t ime t o  load weapons, l e t  alone request tha t  a fo rce  be 

declared h o s t i l e  by higher au thor i ty .  Armed forces must 

reac t  i n  self-defense w i th  sp l  i t-second t im ing t o  protect 

the  ship and i t s  personnpl. 



VI. SUMMARY fiNQ CONCLUSIONS. 

The commanding o9 f i ce rs  o f  the ships i n  todays U. S. 

Navy are not  provided w i t h  a guide f o r  t he  development o f  

a n t i - and coun te r te r ro r i s t  programs. This paper represents 

a  t oo l  t ha t  can be used i n  the  preparat ion o f  such programs 

and which i s  f l e x i b l e  f o r  adaptat ion t o  a l l  ship types. 

Central t o  the  success o f  bath a n t i - t e r r o r i s t  and 

coun te r te r ro r i s t  e f f o r t s  i s  a we l l  informed s a i l o r .  The 

education o f  the crew i n  t he  fundamentals of t e r ro r i sm i s  

therefore emphasized as the i n i t i a l  s tep t o  handl ing ter-

rorism. The fo l l ow ing  quote stresses the importance of  

understanding the t e r r a r i s t  as the foundation f o r  dez l ing 

wi th  t e r r o r i s t s .  "The f i r s t  essent ia l  +or l i v i n g  w i t h  t e r -  

ror ism i s  t o  understand it; t o  understand how t e r r o r i s t s  

work, and why; t o  understand the anatomy o f  t h e i r  operat ions 

and t h e i r  weapons and techniques; t o  understand the  techni- 

c a l  and t a c t i c a l  methods ava i l ab le  f OF- the  defense against 

them." ref. 32: p.  153 

The fundamentals of t e r ro r i sm are set f o r t h  i n  t h i s  

study i n  such a way t h a t  they may be extracted +rom the  t e x t  

and presented to the crew i n  a ser ies  o f  lesson plans. Two 

praposed schedules f o r  educating the crew in the  fundamen- 

t a l s  of terrorism are del ineated i n  Appendix h.  These 

schedules suggest two approaches t o  t r a i n i n g  the crew: 



f i r s t ,  during normal working hours and, second, by duty 

section. 

Af ter  becoming f a m i l i a r  w i th  the id iosyncras ies o f  t he  

t e r r o r i s t ,  the commanding o f f i c e r  i s  now armed w i th  the  

requi red inSormation necessary f o r  developing a secu r i t y  

p lan  t a i l o r e d  f o r  h i s  ship t o  deter t h e  t e r r o r i s t  threat.  

Suggestions f o r  the improvement of secu r i t y  procedures, such 

as re loca t i ng  the fo recas t le  and f a n t a i l  watch t o  the  04 

l e v e l  on a destroyer, are given i n  the  t e x t .  a lso  broug; 

out i n  t h i s  paper are i n s i g h t s  i n t o  several vulnerable 

s i t u a t i o n s  encountered by a ship t h a t  are conducive t 

t e r r o r i s t  attacks, inc lud ing,  f o r  example r e s t r i c t e d  4, 

v e r a b i l i t y  when enter ing port .  The proposals se t  f 0rth f o r  

modi f icat ions t o  secu r i t y  procedures and t h e  examination o f  

vulnerable s i t u a t i o n s  should be usefu l  but  are no t  a1 1-

inc lus ive.  The modi f icat ion o f  secu r i t y  systems t h a t  apply 

t o  a destroyer i n  cambatting te r ro r ism do no t  necessar i ly  

apply t o  an a i r c r a f t  c a r r i e r .  The i n t e n t  i s  f o r  each ship 

t o  expand on the  above ideas and develop improvements i n  

secu r i t y  t h a t  are best su i ted  t o  the sh ip ' s  p a r t i c u l a r  type 

and mission. 

In add i t ion  t o  education and security adjustments, t h e  

commanding o f f i c e r  m u s t  a l so  consider what steps t o  f o l l o w  

i n  the event of  a t e r r o r i s t  attack. The commander's prepa-

r a t i o n  of cantingcncy plans i s  essent ia l  t o  upgrade the  

readiness posture o f  a ship as the  t e r r o r i s t  t h rea t  l e v e l  



increases. Pre-pl anned responses t o  r is ing tension sce-

nar ios  must be delineated, f o r  example, securing l i b e r t y  and 

making preparations f o r  ge t t i ng  underway i n  a high th reat  

l e v e l  environment. The au tho r i t y  and respons ib i l i t y  of  the 

commanding o f f i c e r  , United States pol  i c y  towards terrorism, 

t h e  ru les  of engagement i n  e f fec t ,  and repor t ing  require- 

ments i n  the event of at tack are some o f  the  considerations 

addressed i n  the t e x t  tha t  are intended t o  ass is t  the corn- 

manding o f f i c e r  i n  developing contingency plans. 

Te r ro r i s t  inc idents  have become a s i g n i f i c a n t  past of  

the contemporary threat environment f o r  U. S. armed f o ~ c e s  

overseas and the p o s s i b i l i t y  a f  a t e r r o r i s t  ac t  against a 

U. S. naval vessel seems f a r  more l i k e l y  today than i n  the 

past. It has been a long-standing t r a d i t i o n  i n  the U. S. 

S u r f  ace Navy t ha t  the  commanding o f f i c e r s  of naval ships 

t r a i n  t h e i r  o f f i c e r s  and crew t o  an t i c ipa te  adverse s i tua-  

t ions ,  t o  expect the  unexpected. F i r e f i g h t i n g  teams are, 

f a r  example, exercised d a i l y  and the s e l f  defense fo rce  i s  

exercised pe r i od i ca l l y  so t h a t  i f  an adverse and unexpected 

s i t ~ a t i o nar ises  they w i l l  be f u l l y  prepared t o  dea l  wi th  

i t .  I n  today's Navy, however, they must a lso  th ink  the  

unthinkable. A whole new set  of questions must be added t o  

the mental check l i s t  of a watchstander i n  order f a r  him t o  

an t i c ipa te  a b i za r re  t e r r o r i s t  inc ident  and reac t  i n  a 

t ime1y and deci e i  ve manner. 



I n  order t o  develop any kind o+ e f f e c t i v e  an t i - t e r ro r i s t -  

and counter ter ror is t  programs f o r  U. S. Navy ships, the 

fundamentals of terror ism must be learned by a l l  members o f  

ships'  company. There are a va r ie ty  o f  w a y s  i n  which the 

information can be presented. 

The U. S. Navy could develop a presentation on video 

cassette tha t  could b e  d is t r ibu ted  t o  the f l e e t  and pre- 

sented over each shig 's  closed c i r c u i t  te lev is ion  (CCTV) 

system. A less expensive, but s imi la r ,  approach m i g h t  be t o  

d i s t r i bu te  the video cassette presentat ion t o  a l l  destroyer 

squadron commanders, group commanders, and farward deployed 

u n i t s  f o r  loaning t o  ships as required. 

I +  a formal Navy presentation on video cassette i s  not 

available, the CCTV system on each ship could be used t o  

pre-record lesson plans f o r  l a t e r  presentation or t o  present 

lesson plans l i ve .  

Whether a CCTV system i s  i n s t a l l e d  on a ship o r  not, the 

command may pre fer  t o  present the mater ial  i n  person. I n  

e i ther  case, using the CCTV or l i v e  presentations, there are 

several approaches tha t  could be used t o  accomplish the 

ant i - and counter ter ror is t  t r a i n i ng  program. 



The d i v e r s i t y  i n  s i r e  of  the sh ips and crews w i t h i n  t he  

U. S. Navy d i c t a t e s  t h a t  several d i f f e r e n t  approaches t o  

a n t i - t e r r o r i s t  t r a i n i n g  are required, The number of  duty 

sect ions and the  di f - ferent s i t e s  o f  d i v i s i ons  and depart- 

ments on a naval  u n i t  vary widely from a small f r i g a t e  t o  an-

a i r c r a f t  ca r r i e r .  Consequently, there  are  many d i f f e r e n t  

schemes t ha t  could be used i n  the develoyment o f  an an t i -  

t e r r o r i s t  t r a i n i n g  program on board a ship. Each commanding 

o f f i c e r  must decide which t r a i n i n g  scheme i s  best su i ted  t o  

h i s  ship's charac ter is t i cs .  This appendis discusses two of  

the many possib le a n t i - t e r r o r i s t  t r a i n i n g  schemes: f i r s t ,  

t r a i n i n g  the e n t i r e  crew dur ing normal working hours and, 

second, t r a i n i n g  by  duty sectian. 

P r io r  to commencing any type o+ t r a i n i a g  rsgimen, one or  

two assigned o f f i c e r s  must review the  t r a i n i n g  mater ia l  and 

then prepare a one week course of i n s t r u c t i o n  t o  the ward- 

room and ch ie f  pe t t y  o f f i c e r s '  mess. The basic in format ion 

can be del ivered i n  f i v e  twenty t o  f o r t y  minute sessions. 

The short per iod o f  t ime a l l o t t e d  t o  each t r a i n i n g  session 

is designed t o  maintain the a t t en t i on  span o f  those at-

tending and t o  a l low t ime f o r  questions and discussion. 

The decis ion must then be made on who w i l l  present t h e  

mater ia l  and how he w i l l  make t ha t  p rese i~ ta t ion .  One way,  as 

mentioned, i s  t o  present the mater ia l  dur ing normal t r a i n i n g  

hours by d i v i s i o n  or department. Ea=h d i v i s i o n  o f f i c e r  or 



leading ch ie f  p e t t y  o f f i c e r  i s  pecommended t o  present the  

mater ia l  t o  h i s  respect ive d i v i s ion .  

A second way of  implementing the  t r a i n i n g  is t o  teach 

the crew by duty section. In t h i s  method, the  c~mmand duty 

o f i i c e r ,  duty weapons department o f f i c e r ,  o r  leading ch ie f  

i n  the duty sect ion may be selected t o  present the  mater ia l .  

Another poss ib le candidate who may be selected f o r  pre- 

senting the mater ia l  t o  a duty  sec t ion  i s  the i nd i v i dua l  

designated f o r  seeur i ty  t r a i n i n g  of  t h a t  duty section. The 

actual  t r a i n i n g  of each duty sec t ion  might be conducted j u s t  

p r i o r  t o  e igh t  o 'c lock r epo r t s  and before movie c a l l .  No 

matter what a n t i - t e r r o r i s t  t r a i n i n g  scheme i s  chosen, the  

f i v e  lesson fundamental i ndoc t r i na t i on  i s  scheduled a t  one 

lesson per week so as not  t o  unduly ta:: the regular  t r a i n i n g  

schedule. 

While the t r a i n i n g  of the  crew i n  a n t i - t e r r a r i o t  and 

coun te r te r ro r i s t  techniques i s  i n  progress, an analys is  of 

current secu r i t y  measures by the  executive o f f i c e r ,  senior 

watch o f f i c e r ,  secu r i t y  manager, and other designated per-

sonnel must be conducted.  This analys is  should i nvo lve  the  

examination of  current secu r i t y  procedures i n  the i n t e r e s t  

oS in t roducing modi f icat ions t h a t  w i l l  deter t e r r o r i s t  a t -  

tacks. This review should no t  be l i m i t e d  on ly  t o  tho  areas 

exemplif ied i n  Chapter I V  but  should s t imu la te  the  i nves t i -  

gat ion of a l l  areas of concern dependent on ship type and 

m i s s ion. 



Af te r  the  education of  t he  crew and the  concurrent 

r e v i  ew of s e ~ u r it y  procedures, suggested changes should be 

c l ose l y  examined, experimented with,  re f ined,  implemented, 

and, i f  proven successful, incarporated i n t o  both i ns t ruc -  

t i o n s  and secu r i t y  t ra in ing .  One must remember t h a t  i n p a r t  

watches, such as the quarterdeck watch and the  fore-  

c a s t l e / f a n t a i l  watch, are not  the  only areas of concern. 

Yeomen and posta l  c l e r ks  m u s t  have separate t r a i n i n g  i n  

mail-bomb recogni t ion.  The master-at-arms fo rce  must have 

t r a i n i n g  i n  bomb recogn i t ion  f o r  inspect ing stores. If the  

command e l e c t s  t o  make changes t o  the sea and anchor d e t a i l  

manning f o r  enter ing por t ,  then the  appropriate b i l l  must be 

changed and t r a i n i n g  conducted. Other areas r e q u i r i n g  new 

t r a i n i n g  may surface as a r e s u l t  of the  command's review o f  

the sh ip ' s  a n t i - t e r r o r i s t  posture. Consequently, t h e  pro-

posed t r a i n i n g  programs may very wel l  take longer than t he  

suggested ten weeks. Avoiding over-react ive c r i s i s  managa- 

ment, exerc is ing a command's f l e x i b i l i t y ,  and respect ing t he  

commanding o f f i c e r ' s  prerogat ive are b u i l t  i n t o  the proposed 

t r a i n i n g  schemes. The t r a i n i n g  schedules ou t l i ned  i n  th is  

appendix merely serve as examples t h a t  m a y  help each i n d i v i -  

dual sh ip  get s ta r ted  on i t s  own t r a i n i n g  system. 

The a n t i -  and csun te r te r ro r i s t  education program should 

a lso  be incorporated i n t o  the i ndoc t r i na t i on  of  new crew 

members. Watches should be exercised p e r i o d i c a l l y  i n  coun-

t e r t e r r o r i s t  procedures as part of the daily d r i l l  



program. Reviews should be scheduled annually f o r  the  crew 

and w i t h i n  a t  l e a s t  th ree  months p r i o r  t o  deployment. 

Fol lowing i s  the suggested order f o r  t he  f i v e  lesson 

t r a i n i n g  program i n  a n t i -  and counterterror ism and the page 

numbers f o r  l oca t i ng  the mater ia l  w i t h i n  t h i s  thesis. 

Lesson 1: In t roduc t ion  t o  and D e f i n i t i o n  of 
Terrorism . . . (pp. 6-21). 

Lesson 2: A T e r r o r i s t ' s  P r o f i l e  and How T e r r o r i s t s  are 
Motivated . . . (pp. 21-24, 33-37). 

Lesson 3: T e r r a r i s t  Techniques and Ships' 
V u l n ~ r a b i l i t i e s. . . (pp. 24-33, 58-63). 

Lesson 4: I nd i v idua l  Pro tec t ion  and Hostage Survival  . . . (pp.  82-86]. 
Lesson 5: Review. 

Tabie 5 i s  a suggested schedule f o r  t r a i n i n g  a destroyer 

t y p e  ship by department dur ing normal working hours. Table 

6 i s  a suggested schedule +or t r a i n i n g  a destroyer type ship 

i n  f i v e  duty sections. No lessons are scheduled on Saturday 

or  Sunday f o r  e i t h e r  t r a i n i n g  proposal. The t c ta l  t r a i n i n g  

p lan which includes the  i ndoc t r i na t i on  of  the  o f f i c e r s  and 

crew, the review and modi f icat ion of  secu r i t y  prov is ions,  

TABLE 5 PROPOSED TRAINING SCHEDULE 

DURING NORMRL WORKING HOURS 


1 WardroomJCPO's in t roduc t ion  t o  program 

Crew t r a i n i n g  and concurrent security 
review 

7-10 Secur i ty  team t r a i n i n g  



---- ------- 
---- 

and the  implementation af the  secu r i t y  d i r e c t i v e s  i s  

designed t o  l a s t  ten weeks. 

TABLE 4 PROPOSED SCHEDULE FOR TRAINING 

BY DUTY SECTION 
-------------------------------.-----------------------------

1 Wardroom/CPO's in t roduc t ion  t o  prcgram 

Duty sect ion t r a i n i n g  and cancurrent 
secur i t y  review 

9-10 Secur i ty  team t r a i n i n g  

Example Schedule f o r  F i ve  Duty Sections: 

DUTY SECTION 


-I
WEEK I 1 2 ;I 4 

I 


1 c , (Wardroom and CPO t r a i n i n g )  
I 


I 


I
8 W Th F S SI 


I 


I
9 , (Duty sect ion secur i t y  team t r a i n i n g )  
I
I 

I
10 (Duty sect ion secur i t y  team t r a i n i n n )I 


Explanation: Train ing would be conducted each day of 
the  week l i s t e d  v e r t i c a l l y  f o r  Duty Section 1. No 
t r a i n i n g  would be conducted f o r  Duty Section I i n  t h e  
t h i r d  a r  s i x t h  week as those duty days f a l l  on a weekend. 

5 



The elements o f  personal p ro tec t i on  should be incorpo-

rated i n t o  the  educational presentat ions on the  fundamentals 

of terror ism. A f te r  each person has a grasp o f  how t e r r o r -  

i s t s  operate, th ink ,  and plan, he can apply the  knowledge to 

a personal p ro tec t i on  plan, p a r t i c u l a r l y  when ashore. Before 

addressing the  p r i n c i p l e s  oS personal p ro tec t ion ,  two psy-

chological  f a c t c r s  must be ait-ed t o  make the  reader aware of 

the  i n +  lcence CImericarl c u l t u r e  has on how he may perceive 

the e f f e c t s  of a v i o l e n t  s i tua t ion .  Douglas Derrer has 

c i t e d  these tb~o f a c t o r s  as denial  a ~ dorganizat ional  

dependency CRef. 18: p .  1953. 

A. DENIN-

Two expressions a+ denial  are cammon: " I t ' l l  never 

happen t o  me" and "I'm not important enough. " Regarding t h e  

f i r s t ,  remember t h a t  na one i s  immune t o  t e r r o r i s t  acts. 

Avoiding the issue makes one m a r e  vulnerable. This app l ies  

t o  both :he i n d i v i d u a l  and the command. The ef-Fects 09 such 

an a t t i t u d e  not on ly  endanger a n t i - t e r r o r i s t  e f f o r t s  but 

a lso avoids t he  c r u c i a l  issue af contingency planning. 

The secand misconception, "1 'm not  lapor tan t  enough," is 

a ser ious fa l l acy .  T e r r o r i s t  do not  l i m i t  t h e i r  a t tacks  t o  



high ranking people. En l is ted  persannel have been the  v ic -  

t ims oS t e r r o r i s t  a t tacks i n  Puerto Rico, Turkey, Greece, 

and Germany. Overcoming denial  and learn ing  everything ane 

can t o  avoid t e r r o r i s t s  i s  an important step t o  survival .  

B. ORGANIZATIONAL DEPENDENCY 

The p ro tec t i ve  umbrella of the sh ip  cannot provide secur-

i t y  f o r  the ind i v idua l  when faced ~ i t ha t e r r o r i s t  inc ident  

while on l i b e r t y .  I f  confranted w i th  a t e r r o r i s t  inc ident  

whi le ashore on l i b e r t y ,  the ind i v idua l  must r e l y  on his own 

knowledge and resources t o  counter the  threat.  

C. THE PRINCIPLES O F  PERSONflL PROTECTION 

The st rategy of personal p ro tec t i on  i s  avoidance. The 

p r inc ip les  o f  t h i s  s t rategy are: be a l e r t ,  be unpredict-

able, and keep a law p r o f i l e .  These p r i n c i p l e s  are b u i l t  on 

the understanding and knowledge o f  t e r r o r i s t  methods. The 

fo l lowing l i s t  provides many suggestions f o r  the app l ica t ion  

9; these three p r i nc i p l es  o f  pratert i=n CR&, 19; pp. 195-

198; R e f .  45: p.  3-13. 

1. When going on l i b e r t y ,  avoid going alone. Travel i n  
small groups--there i s  sa9ety i n  numbers. 

2. Attempt t o  blend i n t o  your surroundings. Don't be 
conspicuous. Do nut wear uniforms on l i b e r t f .  Leave 
c lo th ing  t ha t  is c l e a r l y  American at  horn=, f o r  
example, cowboy hats, cowboy b e l t  buckles, and boots. 

3. Avoid r ou t i ne  and b= unpredictable. : d i+fmrrnt  
routas and times oC movement. Travel ,,I busy, -11 
l t t ,  wmll-traveled streets.  Avoid dmgcwous wers  
placed o f f  limits t o  the c r e w .  



flvoid showing off material wealth. Remember  to blend 
with the local people. 

The cammand should provide the crew with cards listing 
emergency telephone numbers: the quarterdeek, 
military police, fire department, hospital, and local 

pol ice.  

Avoid civll disturbances and disputes with 1acal 

citi tans. 


Be sensitive to the possibility of surveillance. Do 
not hesitate to report suspicious activities to the 

chain of command or to authorities. 


Rgain, a1 1 of the suggestions 1isted above can be  summa-

rized i n  three short  phrases and applied to most situations: 

be alert, be unpredictable, and keep a low profile. 




A s  mentioned i n  tho  discussion of personal protect ion,  

knowing what can happen i n  a hostage s i t u a t i o n  and how t o  

best survive such an experience i s  something a l l  m i l i t a r y  

persannel should be exposed to.  Likewise, as wi th  personal 

protect ion,  the  psychological f ac to r  o f  denial must be over-

come. Host people simply ignore the po ten t ia l  problem. A l l  

personnel must face the problem and p lan accordingly. 

Specific guidance f o r  a1P s i t ua t i ons  i s  impossible. The 

fo l lowing l i s t  of some spec i f i c  "do's and don'ts" t o  be 

complied w i th  i n  a hostage situation were consolidated from 

several sources and w i l l  be of assistance i n  most s i t u a t i o n  

11: p. 112; Ref. 37: p. 1 - 1 2 .  

Do be correct  and p o l i t e  t o  the  t e r r o r i s t s .  

Do b u i l d  human re lat ionships.  I d e n t i f y  those captors 
w i th  whom you can cammunicato and a t t e m p t  t o  ootab-
l i s h  a re la t i onsh ip  w i t h  one o r  more of  them. Do not  
debate o r  argue but t r y  to discuss neut ra l  issues. 

Do t a l k  i n  a normal voice. avoid whispering when 
tarking t o  other hostages, o r  r a i s i n g  your voice when 
t a l k i ng  t o  a t e r r o r i s t .  

Control yourself,  your time, and your environment. 
Hai n t a i n  pereanal hygiene and exerc iso regular ly ,  i f  
you can. Try t o  es tab l i sh  a d a i l y  r ou t i ne  and keep 
your mind occupiad. Par t  a f  your d a i l y  r ou t i ne  
shoul d be kousokmeping. 

Do remember t ha t  negot ia t ions and rescue plans arm i n  
progress f o r  your benef i t .  



Do obey t e r r o r i s t  orders or  commands. 

Do be a l e r t  f o r  s igns o r  s igna ls  from outside rescue 
attempts. 

Do be a r o l e  model. I f  the v i c t i m  i s  calm, t he  
t e r r o r i s t s  w i l l  a l so  be calm. 

Do ask f o r  permission t o  communicate w i t h  the  l o c a l  
U. S. Embassy or other U. S. government representa-
t i ves ,  your commander, o r  fami ly ,  preSerably 
i n  the order stated. 

Do not  attempt escape unless the  oppor tun i ty  presents 
i t s e l f  during the i n i t i a l  abduction stage. Thereaf -
t e r ,  escape should on ly  be attempted as a l a s t  re-
sor t .  

Do not  an t i c ipa te  e a r l y  release. Many t e r r o r i s t  
abduetions l a s t  f o r  months. Prepare yourse l f  men-
t a l l y  f o r  an extended c a p t i v i t y .  

Do not  complain, act b e l l i g e r e n t l y ,  or be uncoopera-
t i v e  when dealing w i th  the  t e r r o r i s t s  or  other 
hostages. 

Do not de l i be ra te l y  t u r n  your back t o  a t e r r o r i s t .  

Do not  reCuse any f avorc o f fe red  by the  t e r r o r i s t s .  

Do not worry about yaur family. 

Do not hes i ta te  t o  ans ger questions about yourself.  
M i 1itary members are authorized and encouraged t o  
g ive  name, rank, serv ice  number, date of  b i r t h ,  and 
those circumstances leading t o  t h e i r  detention. 



---- 
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