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ABSTRACT (C)

\

This report presents a discussion of the possible effects of chemical,
biological and radiological warfare on the equipment comprising the
Vigilante fire control system. The feasibility of testing the system
urder actual CBR conditions is discussed and some precautions which should
be taken to make the system less vulnerable to CBR attack are suggested.

A test of the system under actual CBR conditions at tbhiet time appears to
be imprrct: cal, cousidering the extreme J34f'iculty of decontamination and
the probability that little nev information would be gained. However, it
is recommended that the situation be reviewed in six months to a year.
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1. (C) INTRODUCTION

The touls of modern warfare include some weapons which have naver been
used and s.ne which have Leen used only to a limited extent. Some of the
potentially most powerful of these weapons are the CBR (i.e., chemical,
bioclogical and radiological warfare) agente. Many of these agents are new,
but some are as old as man.

The use of chemicals in warfare nas been practiced since the beginning
of warfare itself. The use of fire and smoke was an early form of chemical
warfare. During the First world War chemical gases were used for the 1'irst
time in large quantitics to produ.e casualties. The Second World War found
only one or two isolated cases of clicmical casualty agents being used; they
were not more widely used chiefly because of fear of reprisal in kind against
largely uwnprotected civilian populations. But incendiary bombs were frequently
used on civilian areas.

Biologicel warfare has never been practiced formally as such, although
in the Middle Ages besiegers of cities occasionally dropped plague-infested
corpses over city walls. Military biologists have now isnlated many disease
germs and are wvorking on ways to disseminate these effectively.

Radiological warfare agents were first suggested as practical after
the atomic blasts of 1945. They have never been used in combat situations,
and their manufacture requires facilities now being used for the production
of atomic explosive devices. |

The VIGILANTE is a modern antiaircraft weapons system. It is possible
that in any future war it would be subjected to an enemy CBR or atomic-device
environment. A question has arisen as to what effects such an enviromment
would have on the VIGILANTE and whether it would still be operable after a
CBR attack.

—— e ———-

Preliminary design specifications for VIGILARTE state that "maximum |
practicable prctection will be provided the equipment . . . from CBR and :
atomic devices." The information contained in this report was compiled
and will be discussed to illustrate in general the CBR- and atomic-device-
created environment to which the VIGILANTE system might be exposed, and the
effects of this environmment on the equipment. Conclusions will be drawn to
isolate the most critical factors of CBR and atomic-device attack. Against
these factors, certain features of any modern antiaircraft wearons system
might be analysed with fruitful results.

The objective of this report, therefore, is to determine the possible
effects of a CBR atmosphere on the VIGILANTE fire control system, to determine
the feasibility of testing the fire control system under actual CBR wvarfare
conditions, and to suggest any precautions wvhich might be taken to make the
system less vulnerable to CBR attacks.
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The discussion will be conducted on four major topics: chemical warfare
and its effeots; biological warfare &nd its effects; rediologiocal warfare
and iis effects; and atomic devices and their effects. The last two topics
will be considered together since rediological warfare, for the present, is
most likely to be the product of atomic devioces.

Since personnel are gensrelly far more vulnerable to CBR attack than
oquipment, most o the available literature deals with the effects of CER war-
fare on persommel. However, it is believed that enough pertinent information
has been reviewed to allow a determimation of what the effects of a CER attack
on the VIGILANTE might be, and to enable a decision to be made on the feasi-
bdlity of tecting the system under actual CBR conditions.

2. (C) DESCRIPTION OF MATERIEL

VIGILANTE is a modern antiaircraft weapons system. It consists of an
analogus computer, radar range finder, optioal tracker, and a set of guns
capable of firing in bursts at the rate of about 3000 rounds per mimute., The
system is to be operated by one man, The operator's coxpartment will be
protected with an MR2-Al collective mrotective filter. Either of two models
of the systea will be highly mobile. One model will be towed. the other self-

propelled, For & more camplste desoription of the system see References 2
and 3.

3. (c) pIscussion

3.1 Chemioal Warfars

Chemical werfare consists of the uvse of chemicels for stretegic and
tactical purposes in combat situations, The chemiocal agents used may be

divided into five basic groups according to their tactiocal use in the field.
These five groupe are as follows:

a, Casualty agents.
be Soreening smokes.
c. Sigmaling smokes.

d, Incendiary agents.

e. Treining and riot-=control gases.
These agents may be introduced in either solid, liquid, or gaseous state
depending on the tempereture and pressure at which they are employed, They

are classed as persistent or nonpersistent, depending on the length of time
they remain in an area.

4
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3.1,1 The Casualty Agents. Commonly known as "war gsses," the casualty
agents primarily act on personnel. There are four classifications: nerve
gases, blister agents, choking agents, and blood poisons.

The nerve gases, “G-agents,” are more lethal in lower concentration
than any other war gas., Without protection, & man may die within 15 seconds
of inditial attack, "GB" is the standard agent, It is usually introduced as a
vapor, and is nonpersistent. The "G" type gases are noncorrosive and would be
hamless to equimment dwring the time they are in contact.

The common blister agents are the following:
a, "V" agents.

b, "H," Levinstein mustard.

¢, "“HD," distilled mustard.

d. "HN," nitrogen mustards.

e. "HT," toxic agent plus mustard (toxic agent my be arsenic
compound) .

f. "L," lewisite, an arsenic compound,

'H" or "V" agents are most likely to be used, They are dissemimated in liquid
form or as an aerosol sprey, Evaporation will keep the agents in the area for
several days, All the other blister agents are eithsr unstable at ordimry
temperetures or in the presence of wmater, or are relatively ineffective against
personnel, "H" is absorbed by rubber and will penetrets leather and textile
fatrics without harmful effects to these materials, There are apparently no
harmful effects to materials fram any of the common blisier agents,

The choking agents oause the formation of liquid in the lungs and
espiretory tract, and produce suffocation, The coammon choking agents are as
follows:

a. "CG," phosgene, a vapor at ordinary temperatures. When moisture
is present it forms hydrochloric &cid.

b. "PS," chloropicrin, a liquid at ordinaxy temperatures.

c. "CL," chlorine, a gas at o:dinary tempsratures.

"CG" is a standard choking agent. It would be corrosive in the
presence of water because of the hydrochloric acid formed. In the absence of
vater it is noncorrosive. "PS" will tarnish unprotected ateel. "CL" will
corrode metals when wet tut is harmless vhen dry. Metals not protected by

painting or other msans from the acid might be harmed as the result of a con-
centrated "CG" or "CL" attack.

5
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The blood poisons are cyanide compounds. They are:
a. "CK," cyanogen chlorids.
b. "AD," hydrocyanic acid, a weak, very volatile acid.

"CK" is corrosive vhen wet. "AD" is too volatile to be used in
almost any situation. The blood poisons are classed as substitute standards
for the nerve gases, usable under certain conditions because of their heavier-

than-air characteristics.

3.1.2 Screening Smokes. These smokes are used as cover during strategic
movements. They are:

a. "WP," vhite phosphorus. This is used if secondary personnel
casualty effects and limited inceudiary effects to readily com-
bustible material (i.e., paper, wood) are desired.

b. 'FS," sulfur trioxide-chlorosulfonic acid solution. This is
corrosive to most metals in solution and as smoke and will have
damaging =ction on textiles, ircluding nylon.

c. "M," titanium tetrachloride. The smoke is corrosive.

"FS" and "FMN" are liquids usually spread and ignited by spray planes.

3.1.3 Signaling Smokes. These smokes are usually mede of harmless screen-
ing smoke with colored dyes added.

3.1.4 Incendiary Agents. These agents are intended to start fires, destroy
equipmsat or cause casualties by fire. Thermite is used for the destruction of
equipment during withdrawals. It is hot enough to fuse a gun tu.,e and breech-
block on an artillery piece. Fuel thickeners (napalm), magnesium, fire bombs,
fire mines, and plane drop tanks may also be used to set fire to combustible
mterials. There does not appsar to be any practical defense against such
chemicals.

3.1.5 Train and Riot-Control GCeses. These gases include tear gas and
vomiting gases. These appannm have no effect on materials and may be used
simply for harrassment of enemy troops.

3.1.6 Summary of Chemical Warfare. Chemical warfare agents are intended
for use primarily against personnel, e.ccept for the incendiaries. Ideally, all

6
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chemical wvarfare agents should be completely noncorrosive so that they may he
stored in metal containers and delivered in metal bombs or shells without
deteriorating the containers during storage or delivery. One of their greaest
attributes is that in most cases the agents can disable enemy personnel, if
standard gas preventive measures are not followed, without seriously damaging
the enemy's equipment, so that this equipment when captured may be turned
against the enemy. A perfect chemical-warfare agent, therefore, would be com-
pletely harmless to equipment.

Today's chemical warfare agents, however, may inflict some harm to
the equipment under attack. Some of the choking agents (phosgene in particu-
lar) are corrosive because of the acids they form in the presence of water.
Some of the blood poisons would also be corrosive because of the acids
formed. These latter types are obsoleted by the "G", "V" and "H" agents.

It is highly improbable that they would be used. Neither nerve gases nor
blister agents are apparently harmful to materials. These two types are most
likely to be used in combat situations because they are most effective and
economical.

Of the screening smokes, "WP'" will ignite easily flammable materials.
"FS" and "FM" are both corrosive. If aerosol-type air filters are used,
neither "FS" nor "FM" would enter the interior of the equipment.

The incendiary agents may cause severe damage, but no preventative
appears practical.

Training and riot-control gases are apparently harmless to
materials.

Decontamination processes which will enable personnel to use the
equipment after contamination are, in most cases, harmless to equipment.
Rain, sunshine, wind, and the passage of time are the best decontamination
agents. CI soap and water, or DANC (decontaminating agent, noncorrosive),
are also very good. A slurry of chloride of lime is often used. This would
be corrosive in the presence of moisture because of the chlorine released.

It should not be left in contact with metals any longer than is absolutely
necessary. Also, controlled heat or burning will oxidize the agents, making
them harmless. For fire control equipment, gasoline, kerosene and oil may be
used to dissolve some contaminates. However, a thin film of contaminate will
still remain. Decontaminating with DARC, chloride of lime, or oil is very
"messy” and except in extreme emergencies it is doubtful if these decontami-
nants would be used.

3.2 Biological Warfare

Biological warfare is defined as the dissemination of biological
agents (i.e., disease-producing microorganisms, the toxins or poisons
released by microorganisms, and the chemical anticrop compounds. Its
purpose is to incapacitate the enemy by weakening hix through disease, or to

7
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strike at the source of his food supply by spreading disease among his live-
stock population or causing failure of his cereal or other food crops. Biologi-
cal wvarfare is chiefly a strategic rather than a tactical weapon because of the
slow speed with which it affects the enemy due to its dependence in most cases
on the propagation of living organisms. It may be used as a powerful psycho-
logical weapon against the enemy's home cities.

Sunlight kills the majority of living biological agents, making their
dissemination a difficult task, The viruses, rickettsiae, bacteria and protozoa
grow only on living substances and so would be harmless to equipment. Fungi
will live on materials derived from other plants or animals. The fungi that
might be used against personnel are apparently harmless to equipment. There
are somc molds and mildews which will grow on equipment, given the proper
conditions of heat and humidity. These are ordinarily found in tropical cli-
mates, and MIL specifications already cover the protection of equipment from
them. The toxins released by microorganism, such as those causing botulism
and anthrax, are apparently harmless to materiel.

The chemical anticrop compourds include the contact herbicides or
weed-killers, the plant-growth regulators, and the defoliants. The contact
herbicides would probably not be used because the plant-growth regulators are
rmore potent. The regulators include 2, 4-D and IPC. 2, 4-D is an organic
acid, but would be introduced in its solid salt or solid ester form. Neither
of these 18 very soluble, and consequently they would be harmless to materiel.
The other plant-growth regulators also appear to be harmless to materiel. The
contact-herbicides include one or two solid organic acids which would be harm-
less to materials because of their low concentrations and poor solubility.

The defoliants would be more likely to come into contact with fighting equip-
ment than would the weed-killers because they may be used to remove natural
cover from front-line areas, making camoflage difficult, whereas the weed
killers would be used on the rear wureas against the food crops. The defoliants
include ammonium thiocyanate and zinc chloride, which are harmless to corrosion-
proof’ed materials.

The biological warfare agents will not corrode metals or short-circuit
electrical apparatus. They are therefore completely harmless to the type of
equipment under study.

3.3 Radiological Warfare

Radiological warfare is the use in wer of materials or methods which
result in the release of radioactivity against the enemy. This type of warfare
is not limited to an atomic burst, although an atomic burst is the most common
means for generating and disseminating radiological agents.

3.3.1 8 of Radiation. There are four tsypes of nuclear radiation:
aivha particles, Leta particles, gamma rays, and neutrons. Alpea particles
present 1o hazard to materials because of their very poor penetration character-
istics. Belta particies have better penetration power bu:’ are stopped by such
thin material as ordinary cottou fiber clothing, and so are also harmless to
materials. Gamma rays are high-energy electromagnetic waves of extremely high

8
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frequency, which are able to penetrate large thicknesses of material. (One
and one-half inches of steel reduces the intensity by only 50%.) These gamma
rays are much more harmful to personnel than alpha or beta particles because
of their greater penetration ability. Neutrons are particles from atomic
nuclei which can penetrate even more material than gamma rays and are more
damaging than gamma rays. Neutron radiation, vhich occurs within the first
fraction of a second of a nuclear explosion, is harmful because of the ability
of neutrons to make materials surrounding ground zero racdioactive.

3.3.2 Damage to Equipment. Large doses of nuclear ridiation will affect
nearly all. materials. Light- and heat- sensitive photoyraphic materials and
certain electronic¢ components and plastics, are highly subject to damage.
Electronic equipment using transistors also may be ser;ously damaged by neutron
radiation. The only means of producing a neutron flur of damaging magnitude
on a battlefield is with a nuclear blast. However, aiy electronic equipment
exposed to a damaging flux of neutrons from & nuclear explosion is likely to
be more seriously damaged, or entirely destroyed, by the effects of heat and
blast. Massive quantities of gamma radiation are required to produce any
damage to materials, except for_certain plastics (e.g., teflon and bakelite),
which are affected by 104 to 105 roentgens of gamma radiation. Damage by other
phenomena of an atomic explosion is nearly always more significant than damage
by radiation.

3.3.3 Demage to Electronic Components. In one test of electronic com-
ponents under an actual atom-bomb blast (see reference 13, dated August 1957),
three groups of components were subjected to up to $2,000 roentgen (r) of
gama radiation. This gamma radiation should be compared with the 5000 r
necessary to incapacitate a man inmediately, and the smaller amount (450 r)
considc;red to be the median lethal dose {although at this level death is

slower ).

Various types of electron tubes were investigaled for decreased
envelope resistance due to radiation effects on glass, and cathode poisoning
from radiation. Crystal units were investigated for radiation effects on
resonant frequency, "Q" and impedance characteristics. The components were
partially shieided from mechanical and thermal effects by 1/16-inch aluminum
containers. The crystals were in holders and the electron tubes were in
compercial packing material. The resonant frequency and resistance of the
crystals and the transconductance, emissivity, envelope resistance and bresk-
down voltages of the electron tube: were measured before and after the test.

There were no appreciable¢ effects on the electron tubes due to
exposure. Two months after the exrosure, the electron tubes were examined
in the laboratory. Gemms activity was two to three times ag grecat as the
normal background level. But there is no health hazard associated with this
low level of induced activity, nor is there any interference with the normal
functioning of the electron tubes.

9
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Most of the damage to the quartz crystals was mechanical and could be
blamed on the blast. There was a very small change in frequency due to
radiation-induce¢ changes in the elastic constants of quartz. The amount of
change depended on the cut of the crystal. The test conditions of overpressure,
heat and nuclear radiation were felt to be approximately the maximum at which
smivival of the test components could be expected in use or storage.

3.3.% Dust Contamination. When an area is contaminated by radioactive
dust or other radiocactive material, most of the dust or mmterial lies on the
outer surfaces of equipment. Without gocd duest filters, the cocling blowers
would suck some of the dust into the interior of the consoles. Filters would
prevent the larger particles frcm entering, and would cut down considerably
on the radiocactivity available for damage to components. Although radioactive
dust may take days to present a hazard to equipment, the level of radiocactivity
it produces would seriously impair the operator's capabilities within hours
unless shielding and a pure air supply were provided. Operator shielding is

not feasible because of weight limitations. Air for the operator will be supplied

by an MPA1l collective protective filter, and should be pure and harmless.

There are serious problems in mapnufactwring and storing radiocectives
which an enemy must overcome before it becomes practical to contaminate an
area with radioactive dust without an atomiz burst.

3.3.5 Effects of Explosion. There are three primary effects of an atomic
or thermonuclear explosion. Blast from an atomic explosion differs from a
regular high-explosive blast only in the magnitude of the force and the extent
of coverage. Heat from an atomic explosioa, like blast, differs only in the
megnitude of the heat propagation. The radiation from a nuclear explosion
can be divided into two categories: prompt radiation is produced by the ex-
plosion within the first 90 seconds; residual radiation is produced by the
interaction of radioactive materials with normsl constituents of soil, water,
etc. This second category may also resuit from direct application of radio-
active materials.

In an atomic turst, intense radiocactivity is present for the first
few seconds. This radiation, outside of the firebali, is chiefly gamma rays.
Neutrons are also released at this time. After the initial burst, gamme
activity in materials near ground zero, caused by the interaction of initial
neutrons with these materials, crestes a problem similar to that created by
radioactive dusting. Neutrons have high penetration characteristics and may
induce zamma activity within the system, but this activity will be slight com-
pered with that produced by the initial burst and with the amount which would
cause serious damage to equipment.

3.3.6 Summary of Radiation Effects. From this discussion it should be
clear that radiological warfare precents little danger to equipment, and that
its effect is chiefly on operating personnel. A nuclear blast (for the

10
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purpose of estimating its effects on equipment) may be considered as a
trepmendously powerful high-explosive blast. Any effect that the released
radiation might have on equipment is insignificant at ranges from the blast
point where blast and heat effects do not cause considerable damage or
complete destruction. ,

3.4 Summary of Discussion on CBR Warfare

To summarize, some of the older casualty agents (e.g., "CG," "CL,"
"CK," "AD,") are corrosive or break down into corrosive components. However,
these casualty agents have been largely outmoded by the "G" agents, "V" agents,
and "H" agents, which are apparently harmless to materials. Some of the
smokes are highly corrosive. The incendiary agents definitely present a
danger, but this danger must be classed as unavoidable, just as high-explosive
blast 1s. The training and riot-control gases are harmless to material.

In biological warfare, none of the living microorganisms are harmful
to materiel except for certain fungi (mildew), against which the equipment is
alrecady protected according to MIL specifications. Some of the anticrop
compounds are acids or salts in solid form. These are not particularly
soluble and would present little hazard to materials.

Radiological warfare and atomic-device damege effects are negli-
gible except to the most susceptible plastics. Blast or heat (to be counted
as inevitable in warfare) would cause significantly greater damage. There
are at present only limited testing Pfacilities capable of ylelding the high
neutron dose rates which are necessary to cause possible equipment damege,
the Godiva II reactor at Los Alamos being the only one approaching this
capability. This reactor could not possibly test an entire system.

Since one of the deciding elements in a CBR attack is surprise,
nevw CBR agents may be introduced from time to tipe in an attempt to catch
the opposition forces off balance. The effacts of these agents cannot be
predetermined, although it would seem that any new agents would be likely
to be closer to the perfect CBR weapon; i.e., one wkich would disable
parsonnel without harming equipment.

In order to prevent any adverse effects from exposure to an im-
perfect CBR atmosphere, equipment should be protected. Since the equipment
wvill be in a CBR atmosphere for only relatively short periods of time,
painting and anodizing would slow down corrosion until the metals could be
freed of the damaging agents, after vhich new paint or &nodizing could bde
applied. Aerosol filters on the intakes would prevent any harmful liquids,
sprays, or dusts from entering the interior of the system, thus protecting
the inside chassis. In an atomic btlast it would be expected that the peint
and other heat-sensitive materials oa the outer surfaces wouw.d be charred
or othervise damaged ( the extent depending on the range frcm the blast),
but no heat damage would be evident in the interior. Blast would not
seriously affect the operation of the system until it was strong enough to
overturn this item, just as is the care in ordinary high-explosive blasts.

11
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It appears thut a test plan for CBR effects need not be written for
the following reasons: If tests were mede of the equipment under CBR
atmospheres, difficulties might be encountered in recovering the equipment
for further tests withir a reasonable length of time. The blister agents
and nerve gases can be neutralized, but the process is unsatisfactory for
delicate parts, involving a slurry of chloride of lime which is about as
hard to remove ar is the original agent, although it is not as dangerous to
personnel. Under cherical attack by the newe: chemical agents (which are the
agents most likely to be used), no corrosion effects or other harmful effects
would be noted on the system. Neither biological-warfare attacks nor radio-
logical attacks would have any effect on the system. Atomic attack would
cause damage to the equipment mainly through the effects of blast.

L. (C) CONCLUSIONS
From the above discussion the following muy be concluded:

a. Casualty agents, biological agents and radiological agents are
relatively harmless to fire control system materials, as compared
with their effects on personnel.

b. OGcreening smokes, incendiary agents and atomic-device effects
would be equally hexmful to both fire control materiel and
personnel.

c. Actual testirg of the VIGILANTE fire control system in CBR
atmospheres appears at this time to be impractical, considering the
ext.oeme difficulties of decontaminstion and the probability that
little new information would be gained.

d. The use of certain plestics (in particular teflon and bakelite)
should be avoided in any equipment that might be subjected to a
CBR atmosphere.

e. If practical, aerosol rilters should be used to keep screening
smckes and radioactive dust from entering the equipment.

f. MIL specifications on sand and dust protecticn, fungus (mildew)
resistance, and salt-spray corrosion resistance should be
strictly adhered to.

g. Possible improvement of CBR varfare aper sz
for a future re-evaluation of Al -

5. (\C) m:x*omarmm ons
It 1is recommended that:

a. If it is possible, aeroscl filters be placed in all the

12
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air inlets of the VIGILANTE.

b. Manufacturers strictly adhere to MIL specifications concerning
preventatives against corrosion and fungus damage.

c. The use of certain plastics (e.g., tetlon and bakelite), be
avoided if posesible when a high radiocactivity resistance for the
system is desired.

d. The practicability of testing the VIGILANTE fire control system for
CBR warfare effects be reviewed after a period of six months *to a

year.
SUBMITTFD:
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