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OFFICE OF THE SECRETARY OF DEFENSE

3140 DEFENSE PENTAGON
WASHINGTON, DC 20301-3140

FEFENSE SCIENCE

BOARD 9 Dec 97

Honorable Jacques S. Gansler
Under Secretary of Defense Acquisition and Technology

3010 Defense Pentagon
Washington, DC 20301-3010

Dear Mr. Secretary:

In response to joint tasking from the Under Secretary of Defense for Acquisition and
Technology and the Chairman, Joint Chiefs of Staff, the 1997 DSB Summer Study Task
Force addressed the Department’s Responses to Transnational Threats. In the study,
the Task Force concludes that the Department should treat transnational threats as a
major Department of Defense mission.

Transnational actors have three advantages: 1) they can have ready access to
weapons of mass destruction; 2) we cannot easily deter them because they have no
homeland; and 3) they respect no boundaries, whether political, organizational, legal or
moral. Further, warning may be short and attribution may be slow or ambiguous. Since
the United States is now the dominant military force in the world, potential adversaries
will be driven to asymmetric strategies to meet their objectives. As such, transnational
threats represent an important national security probiem.

Notably, the Department of Defense has the capacity to mitigate these threats with
its extensive capabilities, training and experience. In the attached report, the Task
Force suggests a multi-faceted strategy for the DoD to address this increasingly
important class of threats. This strategy involves the development of an end-to-end
systems concept, investment in critical technology areas, and the leveraging of
similarities between civil protection and force protection. The Task Force concludes
that the Department also needs to increase its emphasis on responding to this threat by
more clearly assigning responsibilities and by providing mechanisms for measuring its
readiness to respond.

We hope this Summer Study provides insights on how to mitigate transnational
threats to the Nation. It stops short, however, of providing a plan. We strongly
encourage the Department to take on the task of developing an implementation plan
that identifies the appropriate allocation of resources and areas for emphasis.
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Memorandum for the Chairman, Defense Science Board

Subject: Final Report of the 1997 Defense Science Board Summer Study Task
Force on DoD Responses to Transnational Threats

The final report of the 1997 Defense Science Board Summer Study Task Force
on DoD Responses to Transnational Threats is attached. This report consists of
three volumes: Volume | which presents the major findings and recommendations of
the Task Force, Volume Il which focuses on force protection and is written expressly
for the Chairman, Joint Chiefs of Staff, and Volume Il which includes eight
supporting reports.

After focusing on this study topic for a period of six months, we concluded that
threats posed by transnational forces are an important and under-appreciated
element of DoD's core mission. We found a new and ominous trend -- a
transnational threat with a proclivity towards much greater levels of violence.
Transnational groups now have the means, through access to weapons of mass
destruction and other instruments of terror and disruption, and the motives to cause
great harm to our society. Since the United States remains the dominant military
force in the world now, potential adversaries will be driven to asymmetric strategies in
order to meet their objectives.

The Department of Defense has the capacity to mitigate these threats with its
extensive capabilities, training and experience. We suggest that the DoD address
this increasingly important class of threats through a response strategy that includes
six elements:

Treat transnational threats as a major DoD mission

Use the existing national security structure and processes

Define an end-to-end operational concept and system-of-systems structure
Provide an interactive global information system on transnational threats
Address needs that have long been viewed as “too hard”

Leverage worldwide force protection and civil protection
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Together these principles will help the Department deal with transnational
threats today and in the future. Notably, the task force holds that DoD can respond
without a change to national roles and missions, and without change in its own
organization. However, the DoD does need to increase its emphasis on this threat,
clearly assign responsibilities and measure its readiness to respond. I[n addition, the




Department should focus more attention on strategies, architectures and plans that
address the end-to-end set of capabilities needed.

We thank the Task Force members and the talented group of government

advisors for their hard work and valuable insights. Their dedication reflects their
belief in the importance of this challenge to the Department.

MWW/ —Z., #2024

Rober(—Hérmann, Chairman Larry Welch, Vice Chairman




1997 DSB SUMMER STUDY

DoD Responses to Transnational Threats

“The dangers we face are unprecedented in their
complexity. Ethnic conflict and outlaw states
threaten regional stability. Terrorism, drugs,
organized crime, and proliferation of weapons of
mass destruction are global concerns that transcend
national boundaries and undermine economic
stability and political stability in many countries.”

PRESIDENT WILLIAM J. CLINTON

“As the new millennium approaches, the United
States faces a heightened prospect that regional
aggressors, third-rate armies, terrorist cells, and
even religious cults will wield disproportionate
power by using — or even threatening to use —
nuclear, biological, or chemical weapons against
our troops in the field and our people at home.”

SECRETARY OF DEFENSE, WILLIAM S. COHEN
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PREFACE

The Defense Science Board has examined new national security missions in the post Cold
War period through a series of studies that began in 1995. In Technology for 21° Century Military
Superiority, a task force examined Department of Defense (DoD) missions with an eye toward
identifying where new investments would be appropriate to ensure military superiority. The
1996 Summer Study Task Force, in its report Tactics and Technology for 21° Century Military
Superiority, examined ways to achieve substantial increases in the effectiveness of rapidly
deployable forces and took a more comprehensive look at the missions identified in the 1995
report. This year’s study continues the theme by looking at a new class of threats facing the
United States in the 21 century.

Since the demise of the Soviet Union, the United States has been modernizing forces to
address a wider range of missions and adversaries, to include some that are very different from
those faced in the four decades following the end of World War II.

Perhaps less well appreciated, as highlighted in the 1995 study, these adversaries have also
been modernizing their forces to discourage the United States and its coalition allies from
influencing their foreign policy. They have lessons learned from Desert Storm. Their military
modernization has included the purchase of large numbers of missiles and mines; some
submarines with high speed torpedoes; the construction of underground facilities; and
development of capabilities for weapons of mass destruction to include biological and chemical
weapons. Coupled with their high tolerance for the loss of human life — both theirs and ours —
their initiatives present a formidable challenge to long-term national security.

Even a small nation with a modest defense budget can afford such modernization. Last-
generation weapons are still effective, particularly in large numbers. And last-generation weapons
are much less costly than the more modern weapons. Coupling that with US requirements to be
able to rapidly project force to unpredicted locations worldwide results in real problems to global
security.

Further, potential adversaries employing inexpensive and much more readily available
weapons of mass destruction can now use the global information infrastructure, along with the
Global Positioning System and commercial imagery satellites, as their C31 system; and use the
worldwide, robust commercial transportation infrastructure to project “force” anywhere,
anytime. This can present a military capability as deadly as large conventional forces, and
available — now — to very small adversaries, in terms of population, defense budget, and land area.
In fact, it is available to adversaries with no claimed homeland — the transnational threat.

The transnational threat lies on a continuum ranging from violent domestic groups to

belligerent nation states. It threatens the United States, US forces abroad, and allies. Such
transnational threats, with political and economic agendas, and the willingness and ability to use
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force and inflict mass casualties if necessary to achieve their goals, are better thought of as
countries without land than as traditional terrorists.

For them, all war is global war. They can wage campaigns extending over years. Without
fixed assets that we can hold at risk in their homeland, deterrence is difficult. Warning may be
short. Attribution may be slow, ambiguous, or not achievable.

Transnational threats do not represent a new mission for DoD, but a different and difficult
challenge to the traditional mission. In summary, transnational adversaries have three advantages:
1) they are willing to employ weapons of mass destruction; 2) they cannot easily be deterred;

and 3) they respect no boundaries, whether political, organizational, legal, or moral.

This Summer Study suggests ways to help blunt this threat.

Viil




o

EXECUTIVE SUMMARY

With the change in the geopolitical structure of the Cold War, we are facing increased threats
to the United States and its interests by organizations and individuals with motives and methods
quite different than those posed to the nation during its confrontation with the Soviet Union.
Among such threats are transnational threats: any transnational activity that threatens the
national security of the United States — including international terrorism, narcotics trafficking, the
proliferation of weapons of mass destruction and the delivery systems for such weapons, and
organized crime — or any individual or group that engages in any such activity.

There is a new and ominous trend to these threats: a proclivity towards much greater levels
of violence. Transnational groups have the means, through access to weapons of mass destruction
and other instruments of terror and disruption, and the motives to cause great harm to our
society. For example, the perpetrators of the World Trade Center bombing and the Tokyo
Subway nerve gas attack were aiming for tens of thousands of fatalities.

While the task force clearly recognized the broader US government and coalition partner
aspects of meeting the transnational threat, the scope of the subject was too large to include the
full range of national and international issues in this single effort. Hence, the task force generally
limited its focus to DoD’s capabilities and responsibilities — a large enough set of issues.

Threats posed by transnational forces can interfere with DoD’s ability to perform its
mission, to protect its forces, and to carry out its responsibilities to protect the civilian
population. Defense against transnational threats is part of DoD’s core business. The
Department has the capacity to contribute to the mitigation of these threats with its extensive
capabilities, training, and experience. And the Department of Defense has been called out in law
to participate in the response to transnational threats.

This Defense Science Board study principally addresses DoD' capabilities, options, and
responses to transnational threats. It recommends a long-term strategy for DoD’s response that
leverages the Department’s resources and strengths. That strategy is provided in this report. The
task force recommends that DoD take on the challenge of developing plans and allocating
resources to implement the strategy outlined in the chapters to follow.

The task force addressed the DoD response strategy using six elements:

Treat transnational threats as a major DoD mission

Use the existing national security structure and processes

Define an end-to-end operational concept and system-of-systems structure
Provide an interactive global information system on transnational threats
Address needs that have long been viewed as “too hard”

Leverage worldwide force protection and civil protection
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Together, these principles form the structure to help position DoD to meet its
responsibilities in dealing with transnational threats of today and the future. Notably, the task
force holds that DoD can respond without a change to national roles and missions and without
change in its own organization. The discussion which follows expands on these six elements.

Organizing a DoD Response

A Major DoD Mission

Examples of the transnational threat are familiar to us all. Events such as the 1983 attack on
the US Marine Corps barracks in Beirut, Lebanon, and the 1996 bombing of Khobar Towers in
Saudi Arabia are recent cases of significant consequence. The task force believes that the
transnational threat will escalate in the future and be increasingly characterized by planned
campaigns designed to inflict maximum damage and casualties.

US presence, policies, and leadership must remain a major stabilizing force in the world, and
as such, overseas US military operations will continue to be the norm. The Department of
Defense must recognize and deal with an escalating and more dangerous threat environment and
its impact on missions overseas as well as within the United States. While the task force focused
on DoD responsibilities, the national leadership — to include the President — will need to provide
vigorous leadership in preparing for this set of threats.

The increased DoD attention needs to include transnational threats in departmental guidance
and strategy, in the planning and budgeting processes, and in training and exercises. This is not a
new mission for DoD, but the capabilities and motives of these transnational adversaries raise the
challenge to a far higher level.

Existing Structures and Processes

The transnational threat challenge requires a “three-tiered” response: global, regional, and
force level. This response should capitalize on the parallelism between domestic preparedness,
global force protection, force projection, and a major theater war. There is strong synergy
between the demands of each. A robust force protection capability is critical to meet US security
needs and maintain the nation’s ability to project its forces abroad. The requirements,
procedures, and technology for protecting military facilities against attacks by transnational
forces have much in common with protecting civilian facilities in metropolitan areas. Thus, the
United States can leverage DoD capabilities and expertise for both force protection and to
contribute more effectively to civil protection.

Force protection is a major responsibility for the Department of Defense, for its forces at
home and abroad. The Department has taken steps to improve its force protection programs as
the new threat emerged. DoD deserves high marks for these efforts to date, but there is still much
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to accomplish. An enhanced force protection program demands an end-to-end mission
orientation, expanded vulnerability assessments, patching the “seams” created by diverse
responsibilities, focusing intelligence programs and capabilities, and exploiting promising
technologies.

Civilian protection begins with the local and state first responder community — law
enforcement, fire and rescue, medical, and emergency management personnel. Both the
Department of Defense and civilian communities can benefit from improving the integration
between the local, state, and federal agencies. Improvements in communication, training,
information sharing, operations, and resource transfers would help to streamline emergency
response operations and interfaces across all levels of responders. This will involve developing a
plan to expand the scope of the Nunn-Lugar-Domenici program and institutionalizing it within
the Department.

Also, utilizing state-level assets such as the National Guard more effectively can serve to
strengthen the linkages between civil protection and force protection with benefit to all
participants. Specifically, the Guard should establish a national consequence management
capability to support state and local agency responses to domestic incidents, particularly those
involving chemical or biological agents, and to support sustainment training and exercises with
first responders.

DoD can and should respond to the escalating transnational threat challenge using the
existing national security structure and processes. But within this structure, the Secretary of
Defense should clarify responsibilities throughout the organization for policy coordination,
operations, and research and development. Today, multiple offices within the Department are
involved in each mission area, with no one effectively positioned to ensure the most effective
DoD posture against the threat.

Structuring the Operational and Technical Architectures

The elements necessary to respond to the transnational threat exist within the Department
of Defense, as does the expertise. But DoD needs a more comprehensive plan — an end-to-end
operational architecture — to refocus varied and diverse elements throughout the Department and
to prepare a cohesive, strategic response to the transnational threat.

This planning activity is to define the interfaces between crisis management (pre-event) and
consequence management (post-event) to ensure there is no gap. It must identify technology
needs and requirements and must identify priorities for research and development, acquisition,
exercises, training, and “red teaming” to provide a sound basis for an investment strategy, while
effectively leveraging available resources within DoD.
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Technical Challenges

An important part of improving DoD’s capability to respond to the transnational threat
includes drawing on and incorporating technological advances into the Department’s response
arsenal. In the case of this unique threat, this may mean taking on problems that have long been
viewed as too difficult — either bureaucratically or technically.

A Global Information Infrastructure

The United States must get smarter about the transnational threat. The task force sees a need
for an interactive, two-way global information system that would expand the available sources of
information. This information system would support gathering more data from the bottom up,
exploit international information sources, and facilitate the sharing and analysis of information
collected by different organizations. This would mean global distributed data bases, held at
numerous security levels, and accessible by a global information sharing community focused on
deterring and dealing with the wide spectrum of potential transnational threats.

The United States can exploit the information technology available today to develop a global
information system that would permit real-time, collaborative analysis and correlation of
information. Such a system — which the task force termed the Secure, Transnational Threat
Information Infrastructure — can be developed based on the technology and infrastructure
available today from the World Wide Web, and into which many agencies and organizations are
already connected.

Addressing the “Too Hard” Problems

There are a number of challenges that have historically been regarded as “too hard” to solve:
the nuclear terrorism challenge, defense against the biological and chemical warfare threat, and
defense against the information warfare threat. This task force believes that these challenges
should be addressed and that doing so will make a substantive difference in the nation’s ability to
respond to these distinctly different and serious threats.

In addressing these challenges, the United States must avoid being trapped into inaction
because the problems are difficult. Measuring the effectiveness of actions against only the most
stressful threat or embracing only the “perfect” solution can stand in the way of important
progress. An incremental approach for improving America’s capabilities to deal with the nuclear,
chemical, and biological transnational threats is prudent and is ardently needed to reduce the
enormous potential consequences from such attacks.

The Nuclear Challenge. 1f the required fissile material is available, it is not difficult to
design and build a primitive nuclear explosive device. Knowledge about the design and use of
nuclear weapons is available in the public domain to an ever-widening clientele. Insuring the
security of nuclear weapons and materials in Russia and the states of the Former Soviet Union is
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crucial and thus the task force endorses the aggressive continuation of the Nunn-Lugar nuclear
safeguard initiatives begun several years ago.

The task force believes that with a continued, comprehensive long-term program, capabilities
can be developed — jointly with the Department of Energy — to deal effectively with this threat
over a wide range of possible scenarios. Throughout the process of building and transporting a
nuclear device, there are signatures which can be exploited by improved intelligence, law
enforcement operations, and enhanced detection capabilities. An improved posture to defend
against the nuclear transnational threat includes many elements: information and intelligence,
security, detection, disablement, mitigation, and attribution. A comprehensive program,
developed within the overall architecture for responding to transnational threats, should integrate
each of these elements.

The Chemical and Biological Warfare Threat. Chemical and biological warfare agents share
characteristics that make them an especially grave threat. They are relatively easy to obtain, can
be developed and produced with modest facilities and equipment, can be lethal even in small
quantities, and can be delivered by a variety of means. But they also have substantial differences
which must be taken into account when devising strategies and postures to deal with the threat.
For example, biological agents can be far more toxic while the lethal effects of chemical agents
typically occur more rapidly than biological warfare agents. A focus on incremental steps to
mitigate this threat and raise the price to potential attackers will require a sustainable and
productive defense effort for the long term. While there are many promising steps to take, there
is no silver bullet.

The task force endorses the Secretary of Defense’s intent to add $1 billion to the chemical
and biological defense program as recommended in the Quadrennial Defense Review. Areas where
immediate action might be taken with such an increase include: augmenting the Technical Escort
Unit to expand readiness, enhancing medical teams in the Army, conducting more exercises and
instituting red-team testing for chemical and biological warfare defense, developing operational
decontamination standards, supporting the Technical Support Working Group emphasis on
chemical and biological warfare defense and force protection, engaging the biotechnology industry
via a direct Presidential appeal, and establishing a threat reduction program with the Russian
biological warfare community — in effect extending Nunn-Lugar beyond nuclear materials and
weapons into biological materials, processes and weapons. In addition, the effort on the biological
warfare threat in the intelligence community should be greatly increased.

Information Warfare Threat. The transnational information warfare threat also poses
significant technical challenges. Tools and techniques for penetrating networks illicitly are rapidly
becoming more sophisticated and varied, the associated software tools are available, and there is a
community eager to share and exploit these tools. The intended effects of an information warfare
attack probably will not be subtle, particularly in the context of a carefully orchestrated
information warfare campaign. Such a campaign will become increasingly likely. Probable
scenarios could couple an attack using chemical or biological weapons with information
disruption of the warning and response processes.
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DoD’s current network security posture is inadequate and the Department’s unclassified
networks have been compromised on a number of occasions over the last decade. The
Department must build the capability to improve its information protection abilities faster than
the threat can create new methods for attack. This requires that processes for continuous
improvement and organizational learning — training, exercises, and red teaming — be an integral
part of any DoD information assurance program. Because DoD cannot function in isolation,
these concerns must be addressed in a way that enables the Department to cooperate and share
information with other government agencies, the private sector, and allied governments.

In summary, the task force concludes that transnational threats can be as serious as those
of a major military conflict. Combating transnational threats is part of the Department of
Defense’s core business, and DoD can meet these challenges using existing policies and
organizations. An effective national response to the transnational threat and implementation of
the six-element strategy requires a dedicated effort on the part of the national leadership to
include senior leadership in the Department of Defense. Such an integrated, focused, and
committed response will prepare the Department and the Nation to blunt the transnational
threat.
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CHAPTER 1.
Setting the Stage

“This isn't a new problem, it is simply an old problem
getting worse. Those out to do us harm are no longer
Jjust political zealots with a few sticks of dynamite.
These are determined operatives, with access to very
sophisticated information and technology. Unable to
confront or compete with the United States militarily,
they try to achieve their policy objectives by exploiting
small groups to do the dirty work for them.”

CHAIRMAN, JOINT CHIEFS OF STAFF,
GEN JOHN M. SHALIKASHVILI, USA




CHAPTER 1. SETTING THE STAGE

Introduction

As the geopolitical structure of the Cold War collapsed, the environment fostered the rise of
radically new threats to the United States and its interests by organizations and individuals with
motives and methods quite different than those posed to the nation during its confrontation with
the Soviet Union. These threats, referred to throughout this report as fransnational threats,
comprise any transnational activity that threatens the national security of the United States —
including international terrorism, narcotics trafficking, the proliferation of weapons of mass
destruction and the delivery systems for such weapons, and organized crime — or any individual
or group that engages in any such activity.!

The motives and methods of the transnational threat are different from those of traditional
nation states.? The technology of today, and that which is emerging, allows a small number of
people to threaten others with consequences heretofore achievable only by nation states. The
United States’ homeland, allies, and interests are vulnerable. In the judgment of this task force,
the likelihood and consequences of attacks from transnational threats can be as serious, if not
more serious, than those of a major military conflict. Defense against transnational threats is part
of DoD’s core business, and must command the attention of the nation’s leaders.

A component of what makes these threats different is that they are difficult to deter, detect,
and control. The difficulty of attribution that arises with transnational threats allows attacks
against the United States and its allies that nation states would not risk directly for fear of
retaliation. As such, national boundaries are not effective barriers, and are used to the adversary’s .
advantage. This situation results in the denial of an entire arsenal of traditional and well-
developed political, diplomatic, and military strategies for addressing threats to our nation.

An effective response to these threats requires the interaction of the federal, state, and local
law enforcement and emergency response agencies; the broader national security community; and
the international community — agencies and parts of society that have had little history of
integrated planning, strategy, or action. The collective efforts of these organizations will play an
important role in increasing the nation’s security against transnational threats. This study
includes some recommendations on how to formulate this collective response.

' This definition of transnational threats is taken from Public Law 104-293, 1996 HR 3259, Section 804.
? The Threats and Scenarios Chapter in Volume III contains an expanded discussion of the future threat.




At the request of the Chairman, Joint Chiefs of Staff and the Under Secretary of Defense for
Acquisition and Technology, this task force assessed the DoD posture in response to
transnational threats and recommended actions to improve this posture.® Specifically, the task
force was asked to:

e Review the legislation, executive orders, prior studies, and current activities of the

government;

Identify the variety of threats which should be addressed by the Department;

Assess the nation’s vulnerability to these threats;

Examine the DoD capabilities for playing its proper role in response;

Identify available and potential technologies that may be applicable for enhancing the

protection of US Armed Forces; and

e Recommend actions by the Department to position itself properly for this set of
problems.

This study addresses DoD capabilities, options, and responses to transnational threats. It
recommends a long-term strategy for DoD’s response that leverages the Department’s resources
and strengths. This task force has focused its recommendations on issues concerning the
Department of Defense and has not attempted to address Government-wide issues. Also beyond
the scope of this effort is a detailed analysis of information operations, the topic of a 1996
Defense Science Board study Information Warfare-Defense, the recommendations of which are
supported by this task force.

The expansive scope of this year’s study called for an unusually large task force, with
expertise drawn from a wide range of disciplines. Participants included experts in intelligence,
weapons of mass destruction, information warfare, policy, science and technology, and force
protection and included a sizable group of government advisors drawn from across the national
security community. In addition, the task force had representatives from the civilian first
responder, law enforcement, and emergency management communities to provide their unique
perspective on this important topic, which bridges the military and civilian communities.*

In this study, the task force set out to develop a strategy for the Department of Defense to
respond to the transnational threat and to raise the level of emphasis devoted to this important
national problem. That strategy is provided in this report. The task force recommends that DoD
take on the challenge of developing a responsive, end-to-end operational and technical
architecture and associated plans to implement the strategy outlined in the chapters to follow.

* Annex A contains the complete Terms of Reference for the Defense Science Board 1997 Summer Study.
* A list of task force members is in Annex B.
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Role and Capabilities

So, why should the Department of Defense be engaged?

1) It is part of DoD’s core business. The nature and seriousness of this threat make
countering transnational adversaries itself a DoD mission. Further, threats posed by
transnational adversaries can interfere with DoD’s ability to perform other missions,
to protect its forces, and to carry out its responsibilities to protect the civilian
population.

2) DoD has the capacity to contribute extensively to the mitigation of these threats,
whether the response involves circumstances where DoD is in the lead, or where the
Department is in a supporting role.

3) DoD has unique capabilities including: widely distributed assets such as intelligence,
equipment, and standing forces — active and reserve — and assets such as the National
Guard and state militia; experience with organizing, equipping, training and operating
forces in high stress, life-threatening environments that can be brought to bear in both
domestic and international situations; and extensive capability-building potential on a
global level.

4) DoD has unique expertise in weapons of mass destruction.

The Department of Defense has also been called out in law to be a participant in the
response to transnational threats.” The Nunn-Lugar-Domenici law, PL104-293, identifies the
Secretary of Defense as a member of a national-level committee on transnational threats and lays
out other specific responsibilities for the Department of Defense. The task force strongly
endorses the Nunn-Lugar-Domenici initiative and recommends that DoD retain stewardship of
this important program in the years ahead.

Today’s Capabilities

DoD has many resources that can support both crisis management (pre-event) and
consequence management (post-event) in responding to the transnational threat. For DoD, crisis
management encompasses tasks necessary to interdict, isolate, move, or destroy a weapon of
mass destruction and collect evidence for legal prosecution. Consequence management includes
those DoD assets that can assist with protecting emergency responders, identification of agents,
decontamination of casualties, medical triage and stabilization, and perception management.

During the past few years, the Department has undertaken many activities to improve these
capabilities. A number of these initiatives enhance DoD’s ability to respond to and mitigate
incidents involving weapons of mass destruction, with particular emphasis on chemical and

* A summary of relevant legislation and executive branch guidance documents is included in Annex D.




biological agents. Others involve changes in the Department’s organizational responsibilities that
focus attention and action on the transnational threat. DoD participation in interagency activities
and interagency forums is another area with ongoing initiatives. Some examples are highlighted
below.

In 1996, the US Marine Corps Chemical Biological Incident Response Force (CBIRF) was
created. This group of over 300 Marines is based on the East Coast and has been used on several
occasions to respond to incidents, or to stand ready at events such at the Atlanta Olympics and
the Denver G-8 conference. The Army has significantly increased the operations of its Technical
Escort Units — the Army’s chemical and biological response units — which support hazardous
materials spills or chemical/biological incidents of one kind or another.

An advanced concept technology demonstration, known as 911-BIO, involves the Army and
Marines, and is examining improved capabilities in detecting and responding to biological agents.
The demonstration is a two-part effort to help accelerate the fielding of bio detectors and related
technologies. The program also seeks to provide a venue to allow the Marine Corps Chemical
Biological Incident Response Force and the Army’s Technical Escort Unit to develop and refine
operational procedures.

The Air Base/Port Detector Biological Defense Program, another advanced concept
technology demonstration, seeks to provide and demonstrate important bio detection capability
for force protection. In this demonstration, an air base in South Korea and a base in Southwest
Asia will be surrounded by a ring of integrated monitors that have the capability of providing
sufficient warning of an approaching biological agent to allow base personnel to take shelter or
don protective equipment. Both of these technology demonstrations, and others like them, will
be important in accelerating the fielding of detectors, protective equipment, and decontamination
capability to support both protection of US military forces and the domestic first responder
community.

Other efforts include DARPA’s $50-60 million per year research and development program
on biological warfare defense. The Defense Department has established a cooperative agreement
with the Department of Energy covering research and development activities for chemical and
biological warfare defense. And the Secretary of Defense supports a $1 billion increase in the
budget for chemical and biological warfare defense, a recommendation from the Quadrennial
Defense Review.

The Department has also made some explicit assignments of responsibility for addressing
transnational threats. The regional Commanders-in-Chief are now involved with the Joint Special
Operations Task Force, which is focused on crisis management, and the Response Task Force,
which focuses on consequence management, both of which were deployed for the first time at the
Denver G-8. The J-34, a new division within the Joint Staff, was created to focus on the mission
of combating terrorism. Among their activities are assessments of the vulnerability of military
installations to transnational threats. These assessments, conducted on behalf of the Joint Staff




by the Defense Special Weapons Agency, involve physically visiting facilities and evaluating all
aspects of vulnerability. Written assessments with recommendations for mitigating risk and
reducing vulnerabilities are provided to local commanders.

Interagency activities include an active and growing role for the Technical Support Working
Group (TSWG), with representation that cuts across many agencies and is drawn from
throughout the Department of Defense. This group sponsors near-term research, development,
and rapid prototyping of technologies to counter transnational threats.

The Nunn-Lugar-Domenici legislation established a series of initiatives to involve DoD and
other federal agencies in responding to transnational threats, with focus on an actual crisis and in
dealing with the consequence of a crisis were one to occur. Details of this legislation are discussed
further in Chapter 2.

Despite the activity represented by the many initiatives discussed above, the task force is
concerned about the erosion of the structure underlying many of DoD’s critical capabilities to
deter and defend against transnational threats. For example, nuclear capabilities are a less valued
specialty in the military services, but are an important aspect of dealing with this problem. While
the operations of the Technical Escort Unit have substantially increased, staffing of the unit has
not. This unit has been deployed over 200 days a year, further personnel reductions are planned,
and the increasing mix of civilians in the unit detracts from its ability to quickly respond in a
crisis.

Chemical and biological capabilities in the Department are stretched thin. In the area of
chemical warfare, the pressure on existing capability is significant. The Marine Chemical
Biological Incident Response Force now employs about 60 percent of the nuclear, biological, and
chemical specialists of the Corps. In the active units of the Army, research and development and
medical reductions are ongoing as part of the overall downsizing in DoD, diminishing capabilities
available to support requirements of the regional Commanders-in-Chief. In the Defense
Intelligence Agency, an increase of 50 people to focus on the counterterrorism problem included
only one specialist dedicated to the chemical and biological area. The closing within the next
decade of eight chemical storage sites will reduce response capabilities to chemical incidents,
including accidents, and will have a concomitant impact on civilian protection capabilities. These
sites have emergency response plans that have been created with involvement of the local
community, and there is a large body of knowledge resident there. It will be critical to begin
transferring such knowledge to other DoD installations and local organizations, less it be lost.

The task force believes that DoD’s biological capability is especially vulnerable. This small
base of expertise cannot withstand a “fair share” of the cuts. Only six professionals in the United
States Army Medical Research Institute of Infectious Diseases (USAMRIID) support the
operational medical needs of the regional Commanders-in-Chief. In this environment, recruiting
and retaining world class people is very difficult.




In summary, DoD has many unique capabilities to help thwart or reduce the consequences
of attacks from transnational forces. There are many activities ongoing that are relevant to dealing
with this threat, but the Department is on a steep learning curve. The current level of effort falls
short of what is needed and some critical capabilities are eroding. The Department’s role will
vary, with DoD most often playing a supporting role on US soil, but in charge of force
protection abroad. In any scenario, DoD will logically be a major player. As such, the
Department should be committed for the long term.

Tomorrow’s Challenge: Six Organizing Principles

The US response to transnational threats involves both an offensive and defensive
component. The nation’s goal is to use whatever tools it can to shape the environment, to deter
transnational threats, to detect and interdict activities, to protect its forces and civilian
population, and if an incident does occur, to mitigate its consequences. Different types of threat
require a different response, drawing on the nation’s wide range of capabilities, including those of
DoD.

This DSB task force sees a need for strengthening DoD’s response capabilities and has
identified six elements of a DoD response strategy, each of which will be discussed in detail in
subsequent chapters. They are listed here:

Treat transnational threats as a major DoD mission

Use the existing national security structure and processes

Define an end-to-end operational concept and system-of-systems structure
Provide an interactive global information system on transnational threats
Address needs that have long been viewed as “too hard”

Leverage worldwide force protection and civil protection
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Together, these principles form the structure for effectively positioning DoD against the
transnational threats of the future. Notably, the task force holds that DoD can respond without
change to national roles and missions and without change in its own organization.

The following chapters discuss the six elements of a DoD response strategy. Chapter 2
examines the first three elements which focus on organizing for a DoD response: prioritizing the
threat, assigning roles and responsibilities, and developing a concept of operations and
architecture to guide the Department’s actions in the future. This chapter also examines the
parallelism between force protection and civil protection. In Chapter 3, key technical challenges
are discusse