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The INL-developed
Transmission Line Security
Monitor can remotely
detect abnormal vibrations
and faults on high-voltage
transmission lines.
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Transmission Line Security Monitor

H

igh-voltage transmission lines strung
from support towers
sprawl for thousands of miles
across the United States and
form the backbone of the
nation’s electric power grid.
The grid carries power from
generating sources to industrial complexes, urban areas
and rural communities across
America. On its march from
power generators to consumers much of the high-voltage
transmission corridor passes
through remote areas where
security is scant or not available. Authorities recognize
that our power grid is vulnerable to terrorist attacks, van-

dalism and extreme natural
conditions including weather,
fire and seismic activity.
These conditions can bring
lines and towers down and
disrupt service to wide areas
of the country. Until recently,
there was no cost-effective
way to comprehensively
monitor the grid, optimize
performance and protect it
from catastrophic failures.
Engineers at Idaho National
Laboratory are working on
an advanced transmission
monitoring systems that is
providing an effective and
inexpensive way to monitor
the physical security of towers

and transmission lines. The
Transmission Line Security
monitor senses and identifies threats, then alerts power
system operators to protect
these valuable assets and take
action to prevent damage. The
TLS monitors mount directly
on high-voltage lines ranging
from 230 kV to 500 kV near
each support tower. Using
wireless communications to
monitor and relay real-time
threat information from tower
to tower, these advanced
sensors can detect tampering
from sources such as unbolting tower support structures,
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The Transmission Line Security Monitor uses wireless communication to relay the status of high-voltage
transmission lines to command and control centers.
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the TLS monitor will continue
to operate for several minutes
to provide post-interruption
information.
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