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CHAPTER ONE!
INTRODUCTION

On March 9, 2007, the Department of Justice (Department or DOJ)
Office of the Inspector General (OIG) issued its first report on the Federal
Bureau of Investigation’s (FBI) use of national security letters (NSL). Issued
in response to the requirements in the USA PATRIOT Improvement and
Reauthorization Act of 2005 (Patriot Reauthorization Act), the first report
described the use and effectiveness of NSLs, including “any illegal and
improper use,” in calendar years 2003 through 2005.2

On March 13, 2008, the OIG issued its second report on NSLs, which
assessed the corrective actions the FBI and the Department had taken in
response to the OIG’s first NSL report. The second report also described
NSL usage in calendar year 2006.3

In this third report, we describe the results of our investigation of the
FBI’s use of exigent letters and other informal requests, instead of NSLs or
other legal process, to obtain the production of non-content telephone
records from employees of three communications service providers
(Companies A, B, and C).4 The OIG conducted this investigation to examine
in greater detail the extent of the FBI’s use of exigent letters and other
informal requests for such information, as well as to assess the
accountability of FBI employees and supervisors who were responsible for
these practices. We examined the conduct of the FBI personnel who signed

1 The Office of the Inspector General (OIG) has redacted (blacked out) from the
public version of this report information that the FBI and the Intelligence Community
considered to be classified. We have provided full versions of our classified reports — a
Secret version and a Top Secret/Secure Compartmented Information (SCI) version — to the
Department of Justice, the Intelligence Community, and Congressional committees.

2 U.S. Department of Justice Office of the Inspector General, A Review of the
Federal Bureau of Investigation’s Use of National Security Letters (March 9, 2007} (NSL I),
available at www.usdoj.gov/oig. We refer to this report as the first NSL report, or NSL 1. All
references to this report are to the unclassified version that was publicly released. We
provided a separate classified version of the report to the Department and Congress.

3 U.S. Department of Justice Office of the Inspector General, A Review of the FBI’s
Use of National Security Letters: Assessment of Corrective Actions and Examination of NSL
Usage in 2006 (March 13, 2008) (NSL II), available at www.usdoj.gov/oig. We refer to this
report as the second NSL report, or NSL II.

4 In this report, we do not identify the specific companies because the identities of
the specific providers who were under contract with the FBI for specified services are
classified.



these letters or made these informal requests, their supervisors, and the
FBI’s senior leadership.

I Findings in the OIG’s Previous Reports

In our first NSL report, we described how the FBI issued at least 739
so-called “exigent letters” between March 11, 2003, and December 16, 2005.
These letters were signed by personnel in the FBI Counterterrorism
Division’s (CTD) Communications Exploitation Section (CXS) who were not
authorized to sign NSLs, including two Assistant Section Chiefs, Unit Chiefs
assigned to the CXS’s Communications Analysis Unit (CAU), Supervisory
Special Agents (SSA), Intelligence Analysts, and an Intelligence Operations
Specialist. We determined that the 739 exigent letters requested
information relating to approximately 3,000 telephone numbers. The
overwhelming majority of the letters requested production of telephone
records, allegedly “due to exigent circumstances,” and also stated that
subpoenas requesting the information had been submitted to a U.S.
Attorney’s Office for processing and would be served formally as
expeditiously as possible.

We concluded that by using exigent letters to acquire information
from three communications service providers prior to serving NSLs or other
legal process, the FBI circumvented the requirements of the Electronic
Communications Privacy Act (ECPA) NSL statute and violated the Attorney
General’s Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection (NSI Guidelines), and internal FBI policy. We also
found that there were factual misstatements in the letters. While almost all
exigent letters stated that subpoenas requesting the information had been
submitted to a U.S. Attorney’s Office and would be served on the providers,
in fact subpoenas were not issued in many instances and in other instances
had not been requested. Moreover, we developed information that exigent
letters sometimes were used in non-exigent circumstances. We also found
that the FBI was unable to later establish that some of the exigent letter
requests were made in connection with the required open preliminary or full
investigations conducted pursuant to the Attorney General’s NSI Guidelines
or that the records requested were relevant to those investigations.

In our first NSL report we also described the circumstances in which
attorneys in the FBI Office of General Counsel’s (FBI OGC) National Security
Law Branch (NSLB) became aware of the exigent letters practice in late 2004
and the efforts NSLB attorneys made to limit the practice, and the fact that
the FBI did not direct that the practice stop for over two years, until after
the OIG provided its first NSL report to the FBI in February 2007.



While we recognized the significant challenges the FBI faced during
the period covered by our first review, we concluded that these
circumstances did not excuse the FBI’s circumvention of the requirements
of the ECPA NSL statute, the inaccurate statements in the exigent letters,
and the violations of the Attorney General’s NSI Guidelines and internal FBI
policy governing the use of NSLs.

In our second NSL report, we assessed the FBI’s response to the
findings on the misuse of NSLs in our first NSL report. In particular, we
examined the status of the FBI’s implementation of our recommendations
from our first NSL report and additional corrective actions by the FBI and
other Department components. We concluded that the FBI and the
Department had made significant progress in implementing our
recommendations and had taken other significant corrective actions in
response to the serious problems we identified in the use of NSLs. However,
we concluded that it was too early to definitively state whether the new
systems and controls developed by the FBI and the Department would
eliminate fully the problems identified with the FBI’s use of NSLs.

As required by the Patriot Reauthorization Act, our second NSL report
also described the FBI’s use of NSLs in 2006. We found similar misuses of
NSLs to those we identified in our first NSL report and a continuation of the
upward trend in NSL usage.

Finally, in our second NSL report we made 17 additional
recommendations designed to help the FBI further improve its oversight and
use of NSLs.

Our first and second NSL reviews were limited to the FBI’s use of
NSLs and exigent letters and did not investigate other ways in which the FBI
initiated requests for records or other calling activity information from the
three communications service providers, such as by e-mail, face-to-face, or
telephone requests. Our reviews also did not investigate other ways in
which the providers’ employees gave information to the FBI without legal
process, such as by providing calling activity information through what CAU
personnel and the three providers called “sneak peeks” or “quick peeks,” or
by [l FBI personnel to calling activity information by H “hot
numbers.”> Similarly, our first and second NSL reviews did not investigate
ways in which the resources available from the on-site communications

5 As discussed in more detail in Chapter Three of this report, a hot number is a

telephone number identified by the FBI to either Company A or Company C for purposes of
having the providers h to identify calling activity by that

number.



service providers were used in connection with other FBI or Department
activities, such as FBI administrative subpoenas, applications for electronic
surveillance orders filed with the Foreign Intelligence Surveillance Court
(FISA Court), or grand jury subpoenas in media leak investigations.

Moreover, in our previous NSL reviews we did not assess the
individual accountability of the signers of the exigent letters, their
supervisors, or attorneys in the FBI OGC. In addition, we did not address
the training, guidance, supervision, or legal oversight provided to the CAU
employees who signed the exigent letters, or the role of FBI supervisors and
senior FBI management in the use of exigent letters.

In this investigation, as described in this report, we cover these and
related subjects.

II. Methodology of the OIG Investigation

The OIG team that conducted this investigation was composed of
attorneys, special agents, program analysts, auditors, and paralegals from
the OIG’s Oversight & Review, Investigations, and Audit Divisions. The OIG
team led this investigation and wrote this report. Personnel from the FBI’s
Inspection Division participated with the OIG team on parts of this
investigation.6

In this investigation, we interviewed over 100 FBI employees and
former employees, as well as employees of Company A, Company B, and
Company C, each of which co-located employees in FBI offices beginning in
2003 and continuing through late 2007. We interviewed 31 of the 32
current or former FBI employees who signed the exigent letters. We also

6 After we issued our first NSL report, we initially referred our findings regarding
exigent letters to the FBI for it to conduct an investigation to determine whether
disciplinary action should be taken against any FBI employees involved in the exigent
letters practice. However, after further consideration and discussion with the FBI, we
determined that the OIG should lead the investigation. As a result, the OIG determined the
scope of the investigation, the witnesses to interview, and the content of this report.
Initially, FBI Inspection Division personnel assisted us in interviews of FBI employees and
employees of the communications service providers. However, we determined that they
should not participate in all aspects of the investigation. For example, the Inspection
Division did not participate in the review of CAU Unit Chief Bassem Youssef or his conduct.
In addition, after our first interview made clear the scope of the issue, the FBI was not
involved in further interviews relating to the leak investigations in which the FBI sought or
obtained toll billing records or other calling activity information of members of the news
media. Finally, no FBI personnel participated in the writing of this report, and this report
reflects the conclusions of the OIG only.



interviewed all 4 of the officials in the FBI Counterterrorism Division (CTD)
who signed a total of 11 after-the-fact “blanket” NSLs in 2006 that were
issued in an attempt to “cover” or “validate” records previously obtained in
response to exigent letters or other improper requests.

We also interviewed FBI supervisory personnel who oversaw the CTD’s
CXS and one of its units, the CAU, from 2003 to the present; current and
former Deputy Assistant Directors (DAD) and Assistant Directors in the
CTD; the former Executive Assistant Director of the FBI’s National Security
Branch; the FBI’'s Deputy General Counsel for the FBI OGC NSLB; an
Assistant General Counsel assigned to the NSLB and other NSLB attorneys;
several retired or former FBI officials; and the FBI General Counsel, Deputy
Director, and Director.

In addition, we examined thousands of FBI documents and electronic
records from FBI Headquarters and field divisions, as well as additional
documents obtained through OIG administrative subpoenas served on the
three communications service providers.

Our investigation also sought to determine whether any FBI personnel
who signed or had supervisory responsibility for those who signed the
exigent letters and made other informal requests violated any criminal laws
or engaged in administrative misconduct or improper performance of official
duties. To this end, we consulted with the Public Integrity Section of the
Department’s Criminal Division for a decision on whether the evidence
warranted criminal prosecution. We provided to the prosecutor the evidence
we gathered in our investigation, including transcripts of interviews,
relevant documents, and e-mails. The Public Integrity Section declined
prosecution of any individuals relating to the exigent letters matter.

With the assistance of the Department’s National Security Division we
also examined applications for pen register/trap and trace orders or
electronic surveillance orders filed with the Foreign Intelligence Surveillance
Court (FISA Court) that referred to telephone numbers listed in exigent
letters or some of the blanket NSLs signed by CTD officials in 2006.7 We
examined these applications to determine if the supporting documents
accurately characterized the means by which the FBI had obtained the
subscriber or calling activity information it relied upon in seeking the
orders.

7 A “pen register” is a device that records the numbers that a target telephone is
dialing. A “trap and trace” device captures the telephone numbers that dial a target
telephone. See 18 U.S.C. § 3127 (2000).



We also served OIG administrative subpoenas on the three
communications service providers to obtain copies of exigent letters, NSLs,
administrative subpoenas, and other documents relevant to our
investigation.

III. Organization of this Report

This report is divided into six chapters. Chapter Two describes in
detail the circumstances in which the FBI used exigent letters and other
informal requests to obtain telephone records from the three on-site
communications service providers. This chapter also contains our analysis
of each of these methods for obtaining telephone records and other calling
activity information.

Chapter Three contains additional findings and analysis concerning
how the use of exigent letters and other informal requests led to additional
improper practices, including the acquisition of calling activity information
regarding “hot numbers” without legal process; improper and the
acquisition of reporters’ and news organizations’ telephone toll billing
records and other calling activity information; inaccurate statements to the
FISA Court about the source of subscriber and calling activity information
supporting applications for FISA Court pen register/trap and trace and
electronic surveillance orders; and the improper use of FBI administrative
subpoenas to cover records acquired from exigent letters or other informal
requests.

Chapter Four contains our findings and analysis regarding the
various corrective actions attempted by the FBI to address the use of exigent
letters, including the issuance of 11 improper blanket NSLs. This chapter
also describes steps taken by the FBI after the OIG’s first NSL report was
issued in March 2007 to address the use of exigent letters and other
informal requests for telephone records. This chapter also contains our
findings on the FBI’s analysis of whether it will retain telephone records it
acquired after issuing exigent letters or that were listed in the 11 blanket
NSLs.

Chapter Five examines the FBI’s management failures that led to
these improper practices. It also evaluates the actions of individual FBI
employees, including the CAU personnel who signed exigent letters; the CAU
Unit Chiefs who supervised the unit; the senior CTD officials who signed 11
improper blanket NSLs; and attorneys in the FBI’s Office of the General
Counsel who provided legal advice relating to the exigent letters. In
addition, this chapter examines the conduct of FBI and Department
personnel who sought or acquired reporters’ telephone toll billing records or
other calling activity information without proper authority or approvals.



Chapter Six contains our conclusions and recommendations.

The appendix to the report provides examples of exigent letters signed
by CAU personnel.
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CHAPTER TWO
THE FBI’S USE OF EXIGENT LETTERS AND OTHER
INFORMAL REQUESTS FOR TELEPHONE RECORDS

This chapter details the FBI’s use of exigent letters and other types of
informal requests for telephone records. First, it provides background on
the FBI’s initial use of exigent letters in 2002 in connection with its criminal
investigations of the September 11 hijackers, the migration of the practice to
FBI Headquarters in 2003, and the FBI’s contracts with Company A,
Company B, and Company C to provide on-site support to FBI
investigations. It describes the FBI’s establishment of the Communications
Analysis Unit (CAU), and the FBI’s process for issuing exigent letters; the
CAU personnel who signed them; and how the requests were initiated,
drafted, approved, and documented.

This chapter also describes other practices by which CAU personnel
requested and received telephone records from the on-site communications
service providers without prior issuance of legal process or even exigent
letters. These other informal methods included e-mail requests or oral
requests. These informal requests also included what CAU personnel called
“sneak peeks,” which were requests without legal process to obtain
information about whether calling activity existed for particular telephone
numbers or subscribers, to obtain details about the calling activities, or to
view records on the on-site providers’ computer screens without obtaining
the records themselves.

In addition, this chapter describes how the telephone records were
analyzed by the FBI and uploaded into FBI databases. The chapter also
describes FBI requests for a “community of interest” or “calling circle”

| The Electronic Communications Privacy Act (ECPA)

To protect the confidentiality of telephone and e-mail subscriber
information and telephone toll billing records information, the Electronic
Communications Privacy Act (ECPA) states that communications service
providers “shall not knowingly divulge a record or other information
pertaining to a subscriber or customer of such service . . . to any



government entity.”8 The ECPA contains an exception to maintaining the
confidentiality of such records by imposing a “duty to provide” responsive
records if the Director of the FBI or his designee certifies in writing that the
records sought are

relevant to an authorized investigation to protect against
international terrorism or clandestine intelligence activities,
provided that such an investigation of a United States person is
not conducted solely upon the basis of activities protected by
the first amendment to the Constitution of the United States.®

During the period covered by our review, the ECPA and Attorney
General’s Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection (NSI Guidelines) authorized the use of national
security letters (NSL) only during investigations of international terrorism or
espionage upon the written request of a Special Agent in Charge or other
specially delegated senior FBI official.l0 In order to open such
investigations, the FBI must satisfy certain evidentiary thresholds, which
are documented in FBI case files and approved by supervisors. If case
agents want to issue NSLs, FBI policies require a 4-step approval process.
Case agents must secure the approval of the case agent’s supervisor, an
Assistant Special Agent in Charge, the field office’s Chief Division Counsel,
and the Special Agent in Charge (or equivalent supervisors and attorneys at
FBI Headquarters) who signs the NSL. FBI personnel authorized to sign
NSLs are all members of the Senior Executive Service.

We concluded in our first NSL report that the CAU’s use of exigent
letters circumvented the ECPA NSL statute.ll We found that neither the
ECPA, the Attorney General’s NSI Guidelines, nor FBI policy authorize the

8 18 U.S.C. § 2702(a)(3) (2000). In this report we refer to entities that provide
electronic communication services to the public as “communications service providers” or
the “providers.”

9 18 U.S.C. §§ 2709(a) and 2709(b)(2) (2000 & Supp. IV 2005).

10 The Attorney General’s NSI Guidelines were consolidated with other Attorney
General Guidelines into a new set of Attorney General Guidelines, referred to as the
Attorney General’s Consolidated Guidelines, which became effective on December 1, 2008.
The new guidelines now govern the FBI’s criminal investigations, national security
investigations, and foreign intelligence investigations. However, these new guidelines did
not alter the requirements for NSLs issued in national security investigations, which
include investigations of international terrorism and espionage.

11 OIG, NSL I, 95-98.
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FBI to obtain ECPA-protected records by serving this type of informal letter
prior to getting the records, with “legal process to follow.”

In our first report, we noted that in limited circumstances, a separate
provision of the ECPA authorizes the FBI to obtain non-content telephone
records from communications service providers. From April 2003 through
March 2006 - the period when most of the exigent letters were issued — the
ECPA provision authorized a provider to voluntarily release toll records
information to a governmental entity if the provider “reasonably believe[d]
that an emergency involving immediate danger of death or serious physical
injury to any person justifie[d] disclosure of the information.”12 However, for
several reasons we did not agree with the FBI’s after-the-fact argument that
the exigent letters could be justified under this provision. In fact, senior
CAU officials and FBI attorneys told us they did not rely at the time on the
emergency voluntary disclosure provision to authorize the exigent letters,
and we also found that the letters were sometimes used in non-emergency
circumstances.13

I1. Background on the FBI’s Use of Exigent Letters

A, Origins of Exigent Letters in the FBI’s New York Field
Division

As described in our first NSL report, the FBI initiated a criminal
investigation, referred to as PENTTBOM, immediately after the
September 11, 2001, terrorist attacks. As a part of that investigation, the
FBI arranged to have a Company A fraud detection analyst located on-site at
the FBI’s New York Field Division to assist in providing and analyzing
telephone records associated with the September 11 hijackers and their
associates.

12 18 U.S.C. § 2702(c)(4) (Supp. 2002). In March 2006, the provision was amended
by the USA PATRIOT Improvement and Reauthorization Act of 2005 (Patriot Reauthorization
Act) to allow voluntary disclosure “if the provider, in good faith, believes that an emergency
involving danger of death or serious physical injury to any person requires disclosure
without delay of information relating to the emergency.” USA PATRIOT Improvement and
Reauthorization Act of 2005, Pub. L. No. 109-177, § 119(a), 120 Stat. 192 (2006).

13 QOIG, NSL I, 96-97.
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1. The FBI’s New York Field Division Contract with
Company A

The analysis of telephone records associated with the September 11
hijackers and their associates became the primary responsibility of a newly
created squad in the FBI’s New York Field Division known as Domestic
Terrorism 6, or DT-6. DT-6 developed close working relationships with
several communications service providers due to the heavy volume of FBI
requests for telephone records.

In early 2002, the New York Field Division, with the approval of FBI
Headquarters, entered into a contract with Company A that provided for a
Company A fraud detection analyst to be co-located with DT-6 to respond to
the FBI’s increased need for telephone records. To provide this support, the
Company A analyst accessed Company A’s telephone records databases
from a computer work station installed for his use at the New York Field
Division. The Company A analyst was able to respond immediately to FBI
telephone records requests and also was available to respond to requests
after normal business hours. According to an FBI Supervisory Special
Agent (SSA) who worked in the New York Field Division, this arrangement
proved to be highly beneficial to the FBI’s ability to investigate terrorist
threats and was soon used to support a wide variety of FBI counterterrorism
investigations.

2. The New York Field Division’s First Use of
Exigent Letters

At first, the FBI obtained records from the on-site Company A analyst
solely through grand jury subpoenas issued in the PENTTBOM
investigation.1* An SSA assigned to the DT-6 squad said this process was
also facilitated by the co-location of several Assistant United States
Attorneys (AUSA) at the FBI's New York Field Division’s offices. As a result,
FBI agents were able to quickly obtain grand jury subpoenas from the
co-located AUSAS to serve on the Company A analyst prior to obtaining
responsive records.

Eventually, the AUSAs left the New York Field Division’s office space,

14 Since the PENTTBOM investigation was a criminal investigation, grand jury
subpoenas were appropriate legal process by which to obtain non-content records from a
communications service provider.
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I hc on-site Company A analyst told us that he

therefore began to provide records in response to a letter from the FBI -
called an “exigent letter” — which stated that exigent circumstances had
prompted the request and that

subpoenas requesting this information have been submitted to
the U.S. Attorney’s Office who will process and serve them
formally to Company A as expeditiously as possible.

According to the SSA who signed the first of these exigent letters in
November 2002, the exigent letters were issued as “placeholders” to enable
the FBI to secure the records promptly. However, the letters still committed
the FBI to serve grand jury subpoenas on Company A after the records were
provided, which the FBI did.

We identified a total of 37 exigent letters issued by the New York Field
Division between November 2002 and April 2003.15 The SSA who signed the
first exigent letter and 11 other exigent letters issued on New York Field
Division letterhead said that he signed these letters because he understood
that the concept had been approved by Company A attorneys and he never
thought about the legal authority for the letters. A Company A analyst told
us that the exigent letter was drafted by someone in the FBI, and that
Company A thereafter accepted the letters. However, we were not able to
determine who initially drafted or approved the New York Field Division’s
use of these first exigent letters.

In 2002, the FBI reassigned several SSAs who had been working in
the New York Field Division to temporary duty assignments at FBI
Headquarters to help set up the CAU as a new unit in the FBI Headquarters
Counterterrorism Division (CTD). In 2003, one of the Company A analysts
who had worked at the FBI’'s New York Field Division’s offices was also
reassigned to work in the CAU. The overlap in Company A personnel who
worked in the New York Field Division and later at FBI Headquarters
contributed to the migration of the exigent letter practice to FBI
Headquarters in 2003.

?

15 New York Field Division personnel issued at least 20 additional exigent letters
from October 2004 to September 2006. Although an SSA assigned to work in the New York
Field Division estimated that he signed at least 50 to 60 exigent letters, the OIG identified
only 19 exigent letters signed by this SSA. Based on this statement and other information
developed in our investigation, we believe more exigent letters than the 798 we identified in
our investigation were issued by the FBI. However, because of the FBI’s inadequate record
keeping practices, we could not determine how many more were issued.

13



B. The Work of the Communications Analysis Unit (CAU) and
the FBI’s Contracts with the Three Communications
Service Providers

As part of a reorganization of the CTD following the September 11
attacks, the FBI created the Communications Exploitation Section (CXS) in
2002. The mission of the CXS was to support the FBI’s investigative and
intelligence missions by analyzing terrorist communications. As noted in
Chart 2.1, one of the four units created within the CXS was the CAU.

14



CHART 2.1

Organizational Chart of Communications Exploitation Section

Executive Assistant
Director for
Counterterrorism and
Counterintelligence

I
Counterterrorism
Division
(CTD)

-

Operations II
(OPS 1II)

I

Communications
Exploitation Section
(CXS)

Document - Electronic Electronic Surveillance
Exploitation Unit Ar?a(;n:snglrlgs EE);:U) Communication Operations & Sharing
(DocEx) Y Analysis Unit (ECAU) Unit (EOPS)

*The Document Exploitation Unit became the Digital Media Exploitation Unit (DMX) on March 26, 2006.
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In 2003, the FBI entered into a contract with Company A pursuant to
which a Company A analyst was located in the CAU’s office space. The FBI
also entered into separate contracts in 2003 with Company C and in 2004
with Company B to locate one of their analysts in the CAU’s office space.

We determined that a CAU SSA issued the CAU’s first exigent letter to
the Company A analyst, then still located at the New York Field Division, on
March 14, 2003. When the three communications service providers’
employees were located in the CAU, CAU personnel issued similar exigent
letters to these individuals. These exigent letters issued by CAU personnel
were for the most part identical to the exigent letters issued by the New York
Field Division in its criminal investigations after the September 11 attacks.
As described below, we determined that from March 14, 2003, through
November 13, 2006, CAU personnel issued a total of 722 exigent letters to
the 3 on-site communications service providers.

1. The CAU’s Mission and Organizational Structure

The CAU’s mission is to analyze telephone communications and
provide actionable intelligence to the appropriate operational units in the
FBI.16 The CAU was established as an “operational support unit” rather
than an operational unit. Under FBI internal policy, as operational support
components, neither the CXS nor CAU personnel could initiate national
security investigations or sign NSLs.

From 2003 through 2006, the CAU was organized into teams, each of
which was led by an SSA and included other SSAs, Supervisory Intelligence
Analysts, Intelligence Analysts, and Technical Information Specialists. Each
team supported specific FBI field and Headquarters operational divisions,
legal attachés, and classified special projects.

Following its establishment in late 2002, the CAU initially was
supervised by Acting Unit Chiefs. Two SSAs served as the Acting Unit
Chiefs from September 2002 to March 2003. In March 2003, Glenn Rogers
was appointed as the first permanent CAU Unit Chief.

16 The CAU’s mission was described in a January 6, 2003, FBI Electronic
Communication (EC). This EC, which was drafted by the CAU’s Acting Unit Chief and sent
to all FBI divisions, described the CAU’s mission:

CAU facilitates the prevention and prosecution of international and domestic
terrorism activities through the relevant collation, incisive analysis, and
timely dissemination of high-quality intelligence identified through telephone
calling activity.

16



In November 2004, Rogers was promoted to Assistant Section Chief
for the CXS.17 Bassem Youssef succeeded Rogers as the CAU Unit Chief
and remained the CAU’s Unit Chief throughout the period covered by our
review.

Chart 2.2 shows the personnel who held key positions in the FBI’s
senior leadership, the FBI Office of the General Counsel (FBI OGC), and the
Counterterrorism Division during the period covered by our review.

17 Rogers retired from the FBI in November 2006.
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CHART 2.2

FBI OGC, Senior Leadership, and Counterterrorism Division Officials Management
(2003 through 2007)

Counterterrorism
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We interviewed 15 SSAs and 10 Intelligence Analysts who were
assigned to the CAU beginning in March 2003. They stated that their duties
consisted chiefly of responding to requests from field divisions, legal
attachés, and operational Headquarters units. These requests included
asking the CAU to obtain and analyze telephone numbers related to ongoing
FBI investigations and to report back to the requester with telephone
records and analysis.

CAU personnel analyzed the telephone numbers by obtaining
information from numerous databases and other resources, including
information from the three on-site communications service providers. One
SSA from a CTD operational unit who frequently requested CAU support
characterized the CAU'’s role as having “a phone database on steroids; to
identify ‘good’ versus ‘bad’ numbers; to provide [JJ] charts and analysis;
and to get numbers in a usable format for the field.”

Nearly all of the 15 SSAs we interviewed who worked in the CAU told
us that when they arrived at the CAU they had little or no experience in
national security investigations.18 In addition, all but 2 of the 29 FBI
employees we interviewed who were assigned to work in the CAU said they
had limited or no prior experience working with NSLs. None of the SSAs we
interviewed said that the FBI provided them training on the legal and
internal FBI requirements for issuing NSLs until after the OIG’s first NSL
report was issued in March 2007.19

2. Terminology Used in this Report for Non-Content
Telephone Transactional Records

As described above, the ECPA generally prohibits communications
service providers from divulging “a record or other information pertaining to
a subscriber to or a customer of” their services.20 However, in authorized

18 Virtually all of these SSAs had extensive experience in conducting or supporting
criminal investigations, which were governed by a different set of Attorney General
Guidelines than the Attorney General’s Guidelines for FBI National Security Investigations
and Foreign Intelligence Collection (NSI Guidelines), which applied to the conduct of
national security investigations.

19 In response to the OIG’s recommendations in our first NSL report, the FBI is now
providing mandatory NSL training to FBI employees involved in the use of NSLs. This
training, as well as the NSL guidance and other corrective actions implemented by the FBI
and the Department in response to our first NSL report, is described in Chapter Four of our
second NSL report.

20 18 U.S.C. § 2702(a)(3).
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international terrorism and espionage investigations, the ECPA created an
exception to this general prohibition, which allows the FBI to request “the
name, address, length of service, and local and long distance toll billing
records of a person or entity” upon written certification by the FBI Director
or his designee that the records sought are relevant to an authorized
international terrorism investigation, provided that any investigation of a
United States person “is not conducted solely on the basis of activities
protected by the first amendment.”21

In this report we generally use the term “toll records” to refer to the
non-content records of telephone calls that the three communications
service providers provided to the FBI in response to exigent letters and other
informal requests.22

Toll records in this context are the date, time, duration, and the
originating and terminating numbers to a telephone call. These records are
also sometimes referred to as “transactional” records, as distinguished from
the content of telephone calls. The FBI is not authorized to collect the
content of any telephone calls through NSLs.

3. FBI Contracts with the Three Communications
Service Providers

In 2003 and 2004 the FBI entered into contracts with three
communications service providers requiring the communications service
providers to place their employees in the CAU’s office space and to give
these employees access to their companies’ databases so they could
immediately service FBI requests for telephone records.23 These employees
were also on call to the FBI after business hours. The contracts required

21 18 U.S.C. § 2709(b)(1).

22 FBI personnel and employees of the on-site communications service providers
sometimes referred to these records by using other industry terms such as “¢all records,”
“call detail records,” “calling activity information,” or “tolls.” In addition, the terminology
used in the contract documents to describe records provided to the FBI by the
communications service providers varied, and there were some differences among the three
providers as to the types of records available to the FBI. Accordingly, while we generally
use the term “toll records,” we use other terminology when quoting from contract
documents or witness interviews.

23 During the period covered by our review, Company B and Company C each
assigned one full-time employee to service their respective contracts with the FBI.
Company A rotated four analysts through two full-time positions.
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the providers to deliver the toll records to the FBI in a specific electronic
format that was compatible with the FBI’s databases.?4

CTD officials told us that the ability to have requests for toll records
serviced immediately by the communications service providers and to
receive the records in an electronic format that could be immediately
uploaded into FBI databases improved the CAU'’s ability to support FBI
counterterrorism investigations in a timely fashion. A CTD memorandum
requesting approval to obligate funds for the contract with Company A
described the contract as providing for “near real-time servicing” of legal
process by Company A analysts.

In 2003, the FBI entered into a contract with Company A. Pursuant
to its contract, Compan

Company A documents also stated that

In addition to providing toll records, the Company A analysts could
I (1 tclephone toll data for the FBI.26 According to the Company A

24 A May 28, 2003, EC from the CAU described problematic delays with toll records
received through conventional channels that were “often via hard copy reports that had to
be retyped into FBI databases.”

25

26 Company B and Company C did not perform [l of the records they
provided to the CAU.
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employees, the types of [} that Company A analysts performed for the
FBI were: (S)

@ _ community of interest - (described later in
this chapter), when requested,;

e alerting CAU requesters if the Company A analysts noticed that

the data reflected indicators that might make it a priority (such
as calls to or from a _?,

e evaluating telephone data to eliminate unnecessary follow-up
on telephone numbers that were of no investigative value;

and

e preparing visual presentations such as - charts showing
communication between telephone numbers of
interest.

The FBI’s contract with Company A significantly exceeded the scope of
the services that were provided to the FBI by Company B and Company C.
From 2003 to March 2007, the FBI paid Company A more than
under this contract.

In 2003, the FBI entered into a contract with Company C under which
an on-site Company C employee assigned exclusively to service the CAU’s
requests provided toll records to the FBI on an expedited basis. From April
2004 to September 2008, the FBI has paid Company C over d
under this contract. Similar to the Company A contract, the Company C

addition, the on-site Company C employee told us that he could provide to
the FBI subscriber data, which consisted of names and addresses of
Company C customers. Company C’s contract proposal stated that it would
maintain of telephone data storage.2’

In 2004, the FBI entered into a contract with Company B, under
which Company B agreed to provide the CAU with the same types of records
it would provide to the FBI in response to an NSL. These records included:
(1) subscriber and billing information, which included telephone numbers

27 The on-site Company C employee told us in 2007 that in some instances
Company C could provide records NG
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and subscriber names and addresses for both listed and non-published
numbers; and (2) calling records for numbers dialed long distance, collect,
or third party and, if available, local calls and calling card information. The
Company B contract provided for making records available q

As of March 2007, the FBI had paid Company B more than

under this contract.

In most instances, the toll records delivered by the three
communications service providers to the FBI consisted of the originating
and terminating telephone numbers and the date, time, and duration of the
telephone calls. In addition, Company A and Company C could provide the

Company A did not provide subscriber data as part of its services
under its contract with the CAU.28 Companies B and C were able to, and
sometimes did, provide the CAU with subscriber data for their customers.
However, the FBI typically did not obtain subscriber data from Companies B
and C.

Glenn Rogers, the CAU’s Unit Chief from March 2003 to November
2004, told us that a significant reason for the three contracts was the speed
with which the on-site employees of the three communications service
providers could respond to the CAU’s requests.

Documents associated with the Company A and Company C contracts
described additional resources and capabilities of the on-site providers,
some of which were relevant to our review. For example, Company A’s
description of its capabilities in a March 2004 contract proposal stated that
its database could “be customized specifically for the FBI based upon input
data such as hot target list, significant numbers, secure data, etc.” This

contract proposal also referred [
i“Community of Interest.” Company C’s cost assessment proposal,
dated May 23, 2003, stated that Company C

The FBI’s Electronic
Communication (EC) seeking approval to obligate funds for the Company C

28 The on-site Company A employees told us that they referred FBI personnel
seeking subscriber information to a Company A subpoena management centers.
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contract in 2003 noted that the statement of work for the contract would

allow for
9

As described in Chapters Three, Four, and Five of this report, we
found that the only FBI attorneys who reviewed the three contracts prior to
late 2006 were FBI OGC attorneys who specialized in procurement law.
Marion Bowman, who served as Deputy General Counsel for the FBI OGC
National Security Law Branch (NSLB) when the contracts were executed,
told us that he was unaware of and never reviewed the contracts. Julie
Thomas, who was the NSLB Deputy General Counsel from October 2004
until December 2008, told us that she first reviewed the contracts in late
2006 after she reviewed a draft of the OIG’s first NSL report.

4, Location of the Three Communications Service
Providers

From April 2003 through January 2008, employees of one or more of
the three communications service providers were located in the CAU’s office
space. The CAU’s office space was arranged in an open manner, with no
walls or partitions to set these employees apart from CAU personnel. The
work stations for the providers’ employees consisted of a desk, at which the
employee had access to an FBI computer, an FBI telephone, and a
separately networked computer that provided access to the records of the
communications service provider. These work stations were located nearest
the entry door to the CAU and were immediately adjacent to the CAU Unit
Chief’s office. The work stations of CAU’s SSAs and Intelligence Analysts
were located further inside the CAU’s suite. All of the work stations in the
CAU'’s suite, including the work stations for the three communications
service providers, were integrated in one common area.

The FBI issued FBI e-mail accounts to employees of the three
communications service providers for their use at the FBI. The providers’
employees also had access to the CAU computer share drive.30¢ The FBI
e-mail accounts enabled them to communicate with FBI employees inside

29 As described later in this chapter, we believe that the FBI’'s community of interest
- practices were inappropriate under the ECPA and FBI policy. Further, as described
in Chapter Three of this report, we found that, pursuant to the FBI’s contracts with
Company A and Company C, the FBI improperly obtained ECPA-protected calling activity
information through the use of hot numberh

30 Employees from Company A and Company B told us that they accessed the
CAU'’s share drive to review the exigent letter template because they were often asked about
the template by FBI personnel who wanted to request records.

24



and outside the CAU. The providers’ employees also communicated -
* As

described below, many requests for telephone records were conveyed to the
communications service providers through e-mails sent on the FBI e-mail
accounts.

5. Relationship between CAU Personnel and the
Providers’ Employees

We found that the on-site providers’ employees regularly attended
CAU unit meetings and were treated by CAU personnel as “team” members.
This team identification also was evidenced by the on-site employees’ e-mail
communications. When the FBI established FBI e-mail accounts for the
providers’ employees, one of the Company A analysts created a folder
entitled “TEAM USA,” and many of his outgoing e-mails began with a
greeting to “Team,” or “Team CAU.”31 CAU personnel and the on-site
providers also socialized outside the office such as at “happy hour”
celebrations for CAU SSAs who were transferring out of the unit.

To some degree, the collegial relationship between the providers’
employees and CAU personnel fostered a productive working relationship. If
the FBI had properly trained its personnel on the lawful methods for
obtaining telephone records from the on-site providers and if the
interactions between CAU personnel and the providers’ employees were
properly supervised, our observations about the team identity and informal
social interactions would not be remarkable. However, we found that the
proximity of the on-site providers’ employees to CAU personnel, combined
with the lack of guidance, supervision, and oversight of their interactions
with FBI employees (which we discuss in Chapters Three and Four of this
report), contributed to some of the serious abuses identified in this review.

III. Exigent Letters Issued by CAU Personnel

We determined that CAU personnel issued at least 722 exigent letters
to the 3 on-site communications service providers from March 14, 2003,

31 One on-site Company A analyst signed his e-mails with the following signature
block: [Name], CTD/FBIHQ, Communications Analysis Unit.
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through November 13, 2006, the date of the last exigent letter that we
found.32

Table 2.1 shows the number of exigent letters we identified as issued
by the CAU from 2003 through 2006.

TABLE 2.1
Exigent Letters Issued by CAU Personnel by Calendar Year
(2003 through 2006)
CALENDAR NUMBER OF

YEAR EXIGENT LETTERS

2003 70

2004 323

2005 294

2006 35

TOTAL 722

Source: Company A, Company B, and Company C

Most of these letters were identical to the exigent letters that were first
issued by the New York Field Division beginning in November 2002,
discussed above.

Table 2.2 shows the number of exigent letters CAU personnel issued
to each of the three communications service providers during the 4-year
period. '

TABLE 2.2

Exigent Letters Issued by CAU Personnel to the
Three On-Site Communications Service Providers
(2003 through 2006)

COMMUNICATIONS NUMBER OF
PROVIDER EXIGENT LETTERS
Company A 514
Company B 146
Company C 62

TOTAL 722

Source: Company A, Company B, and Company C

32 As described below, the use of exigent letters that promised future legal process
was formally barred (in a directive issued by the FBI’s Deputy Director) in March 2007,
when the OIG issued our first NSL report.
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In addition to the CAU personnel who signed these 722 exigent
letters, from 2002 to 2006, 76 other exigent letters were signed by FBI
personnel not assigned to the CAU. Fifty-eight of these exigent letters were
signed by FBI personnel assigned to the FBI’s New York Field Division. The
remaining 18 exigent letters were signed by FBI personnel in FBI
Headquarters and field divisions who told us they learned about CAU’s
resources either through briefings, previous assignment in the CAU, or their
own initiative. Because exigent letters were primarily issued by the CAU,
however, our review focused on the CAU’s use of the 722 exigent letters and
other informal methods of obtaining non-content telephone records from the
on-site providers, rather than the use of exigent letters by other FBI
offices.

A. Text of the CAU Exigent Letters

The 722 CAU exigent letters were all drafted on official FBI letterhead.
All but 17 of the 722 exigent letters signed by CAU personnel contained the
following two sentences:

Due to exigent circumstances, it is requested that records for
the attached list of telephone numbers be provided. Subpoenas
requesting this information have been submitted to the U.S.
Attorney’s Office who will process and serve them formally to
[the communications service provider] as expeditiously as
possible.

Of the 17 exigent letters that did not contain this language, 11 promised a
follow-up NSL rather than a subpoena, 2 promised to follow up with either a
subpoena or an NSL, and 4 did not mention any follow-up legal process.
The appendix to this report includes examples of two exigent letters issued
by CAU personnel during the period covered by our review.

Of the 722 exigent letters, 75 specified in either the body of the letter
or in an attachment to the letter the types of records sought — either toll
billing or subscriber records, or both. Most of the other exigent letter
requests included only the generic request for “records” quoted above.

Some of the 722 exigent letters also instructed the recipient to
conduct a “community of interest” or “calling circle” A community
of interest
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Some of the 722 exigent letters also had an attachment listing various
categories of records requested, such as subscriber information, h
data, and community of interest reports. However, we found that, as with
the case with NSLs that had similar attachments, the FBI did not
consistently obtain all records listed on the attachments to the exigent
letters.

Of the 722 exigent letters issued by the CAU, only 77 letters included
the date range for the request, which ranged _
Several CAU SSAs and intelligence analysts told us that they
sometimes requested whatever records the communications service provider

had on a particular telephone number, regardless of the time
period.

In addition, employees of the on-site communications service
providers told us that CAU requesters would often come to their work
stations and tell them the specific records they needed and the date
parameters for their requests. When they did so, CAU personnel sometimes
provided exigent letters to cover the request at that time or at a later time if
responsive records were located. For example, we reviewed entries in the
on-site Company C employee’s log in which he noted references to
requested. However, the log also noted that the Company C employee only
needed an exigent letter for those instances in which he located responsive
records, not for all [ he

B. Counterterrorism Division’s and CAU’s Recognition of the
Use of Exigent Letters

The first document we identified relating to the FBI’s ability to obtain
telephone records from the three on-site communications service providers
without first serving legal process was a January 6, 2003, EC from the
Acting Unit Chief of the CAU that was distributed to all FBI divisions.34 [t
described the CAU’s mission and processes, and stated that the CAU could
obtain telephone records in “exigent circumstances” and that “[a]ppropriate
legal authority (Grand Jury subpoena or NSL) must follow these requests.”

33 We describe community of interest requests in more detail below.

34 This EC predated the contracts between the FBI and the three communications
service providers.
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This EC was approved by the CXS’s Section Chief, the CTD’s Deputy
Assistant Director, and the CTD’s Assistant Director. The EC made no
explicit reference to exigent letters.

The first EC we identified that mentioned exigent letters was an EC to
CAU personnel dated November 18, 2003, approved by CAU Unit Chief
Glenn Rogers. The EC described how CAU personnel processed records
received from the on-site Company A analyst in response to exigent letters.
The EC stated:

Neither the CTD nor the CAU EC provided guidance regarding the
circumstances in which these exigent letters were appropriate.

C. CAU'’s Exigent Letters Practice

This section provides further details on the exigent letters used by
CAU personnel and their explanations for issuing these letters.

Of the 722 exigent letters issued by CAU personnel from March 14,
2003, through November 13, 2006, 1 was signed by an Assistant Section
Chief, 12 were signed by 2 CAU Unit Chiefs, 706 were signed by 15 SSAs,
and 3 were signed by 3 Intelligence Analysts.
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CHART 2.3

Exigent Letters Issued by CAU Personnel to the Three On-Site Communications Service Providers
(2003 through 2006)

| 2003 (70) | 2004 (323) | 2005 (294) | 2006 (35)
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Rogers, the CAU’s first permanent Unit Chief, acknowledged to us
that he was aware of and approved the use of exigent letters. He said that
before he became the CAU Unit Chief in March 2003 he did not know about
exigent letters. He said he first learned about exigent letters from an on-site
Company A analyst on May 27, 2003, while the CAU was working on an
investigation of a bomb threat.35 Rogers said that the Company A analyst
told him that exigent letters had been previously approved by Company A
and government attorneys for use in the New York Field Division for
emergency situations. Rogers said he was not sure whether the attorneys
referred to by the Company A analyst were from the FBI’s New York Field
Division or possibly from the U.S. Attorney’s Office. Rogers said he did not
seek any further details about the identity of any FBI attorneys who may
have approved the use of exigent letters.

Rogers said that based on what the Company A analyst told him
about the prior use of exigent letters by the New York Field Division, he
signed the exigent letter that requested records for four telephone numbers
in the bomb threat matter. We determined that Rogers personally signed 10
more exigent letters while serving as the CAU’s Unit Chief and 1 exigent
letter after he was promoted to Assistant Section Chief for the CXS in
November 2004. In addition, we identified a total of 355 other exigent
letters that were issued by CAU personnel, listing 1,375 telephone numbers,
while Rogers was the CAU Unit Chief.36

Rogers acknowledged that he was responsible for the use of exigent
letters at the CAU. He said that he never established any unit policy for the
use of exigent letters, and he provided only very general verbal guidance to
CAU employees. Rogers stated that he told CAU personnel that if requesters
“state that it’s exigent,” or “have circumstances they describe as ‘exigent’
and they promise the grand jury subpoena or NSL,” then the exigent letter
was authorized. Rogers said that incoming CAU employees usually learned
about exigent letters when they received on-the-job training from more
senior CAU employees.

35 We determined that after Rogers became the Unit Chief in March 2003, CAU
personnel issued eight exigent letters, dated between May 14 and May 27, 2003, that had
Rogers’s name typed in the signature block. The first exigent letter Rogers signed was
dated May 27, 2003.

36 The 1,375 total includes some duplicate telephone numbers. We identified 15
telephone numbers that were listed on exigent letters sent to more than one of the on-site
providers.

31



Rogers distinguished exigent letters from the FBI’s so-called “Patriot
Act” letters requesting voluntary disclosure pursuant to the ECPA
emergency voluntary disclosure provision.37 Rogers told the OIG that he
had used “Patriot Act letters” to obtain voluntary disclosures in other
circumstances, and that the exigent letters used by the CAU were not
Patriot Act letters. He said that exigent letters were used for “something
that was not routine and needed immediate attention. When asked whether
he was referring to instances in which there was an emergency that involved
a threat of immediate death or serious injury, he responded, “No, no it just
meant . . . that these were rapidly moving events . . . that required
immediate attention.”

Rogers told us that he was aware from the time he first learned about
exigent letters from the on-site Company A analyst that follow-up legal
process would be required whenever exigent letters were used. Rogers told
us that he regularly reminded CAU personnel who issued exigent letters to
stay current on securing the after-the-fact legal process owed to the
providers. He also said he sometimes spoke with personnel assigned to CTD
operational units and at least one field division about the importance of
issuing after-the-fact legal process. Rogers asserted that he regularly
checked with CAU personnel and with the on-site providers’ employees to
ensure that the after-the-fact legal process was being provided.

In November 2004, Rogers was promoted to be Assistant Section Chief
of the CTD’s Communications Exploitation Section (CXS), and Bassem
Youssef was appointed as the CAU Unit Chief replacing Rogers. Youssef
signed 1 exigent letter, and, while he was the CAU Unit Chief, 367 exigent
letters listing 2,046 telephone numbers were issued under his name.38

37 “Patriot Act letters” was the name FBI personnel used to refer to letters
requesting emergency disclosure pursuant to the ECPA. As noted previously, from
April 20, 2003, to March 8, 2006, 18 U.S.C. § 2702(c)(4) authorized a provider to
voluntarily release customers’ records to a governmental entity if the provider “reasonably
believe[d] that an emergency involving immediate danger of death or serious physical injury
to any person justifie[d] disclosure of the information.” As discussed in Chapter Four, the
FBI issued detailed guidance in August 2005 concerning the FBI’s authority to request
emergency voluntary disclosures.

38 Company A records show that the CAU issued 11 exigent letters to Company A in
2006 and a total of 239 exigent letters to Company A during Youssef’s tenure as CAU Unit
Chief. We identified 367 exigent letters issued under Youssef’s name as CAU Unit Chief
and 1 signed by him.

The total of 2,046 telephone numbers in the 367 exigent letters includes some
duplicate telephone numbers. We identified 97 telephone numbers that were listed on
exigent letters sent to more than one of the on-site providers. We also identified 224
{Cont’d.)
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Youssef told us that when he became the CAU Unit Chief he inherited
the exigent letter practice from Rogers and that since Rogers was still his
immediate supervisor as the Assistant Section Chief of CXS, Youssef felt he
was not in a position to change the exigent letters practices then in
place.

We asked Youssef about the one exigent letter he personally signed in
November 2005. He stated that when he signed the letter he was unaware
that the exigent letter he signed referred to an after-the-fact grand jury
subpoena instead of an NSL, and he told us that it was not until April 2006
that he closely reviewed any exigent letter and learned of the reference to
subpoenas.

CAU SSAs told us that most of the exigent letters signed by CAU
personnel related to international terrorism investigations.39 As discussed
in Chapter Four of this report, the FBI has determined that a majority of
these record requests were covered by NSLs, not by grand jury
subpoenas.

The on-site providers’ employees told us they were concerned only
that the requests were followed up by some legal process — subpoenas or
NSLs - and did not care about what type of process the letter promised.

The on-site providers’ employees also told us that they sometimes
generated the exigent letters themselves and gave them to CAU personnel to
sign and provide back to them. One of the Company A on-site analysts told
us that to facilitate his preparation of exigent letters for the FBI to use, he
established a short-cut in the form of an icon on his FBI-issued computer
desktop that enabled him to quickly generate exigent letters, which he gave
to the CAU employees to sign.40

additional telephone numbers that were submitted to the same provider on multiple exigent
letters.

39 These statements by CAU SSAs were confirmed by the FBI’s review team that
researched, under the direction of the FBI OGC, all of the telephone numbers in exigent
letters and 11 blanket NSLs in order to determine whether the FBI will retain records. As
described in detail in Chapter Four of this report, the review team determined that nearly
all of the 4,379 telephone numbers were relevant to national security investigations, while
266 were relevant to criminal or domestic terrorism investigations.

40 None of the employees of the three on-site communications service providers or
any FBI employees we interviewed said they could estimate the total number of exigent
letters prepared by the three providers.
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For much of the period when exigent letters were used, we found that
there was no written guidance for CAU personnel regarding the
circumstances under which exigent letters could be used. We found that
there was only a general understanding among CAU employees that there
had to be “exigent” or emergency circumstances for them to use an exigent
letter. We also found that there was no process whereby a supervisor
reviewed and approved the issuance of the exigent letters. Further, there
was no requirement to document the circumstances under which the
exigent letters were issued or the investigation to which the requested
telephone number was related. In fact, CAU personnel were not even
required to retain copies of the exigent letters and, as described below and
in Chapter Four, for the most part were not required to track or otherwise
account for the exigent letters issued to the on-site communications service
providers.

1. Signers of Exigent Letters in the CAU

We determined that three SSAs assigned to the CAU from 2003 to
2005 signed nearly S0 percent of the 722 exigent letters issued by CAU
personnel. One of these 3, an SSA who signed 139 exigent letters, told us
that the communications service providers’ employees often gave him
exigent letters to sign after he had already been given the requested records
— and he simply signed the letters. This SSA also said that while he realized
the exigent letters inaccurately stated that grand jury subpoenas had been
submitted, he signed the letters because he “thought it was all part of the
program coming from the phone companies themselves,” and he assumed
the letters were approved by the communications service providers’
attorneys. This SSA said that each time he issued an exigent letter, it was
in response to a request from a field division or headquarters unit for
records, and he believed that exigent circumstances were present.

Another SSA, who signed 115 exigent letters, said he learned about
the letters from the same Company A analyst who initially had told Rogers
about the letters. This SSA said the Company A analyst told him that the
letter had been approved for use by both Company A and FBI OGC
attorneys. The SSA said he went to Rogers and asked about the exigent
letters, and Rogers told him that they were “standard operating procedure.”
This SSA also said that he knew that subpoenas had not been requested
but signed the exigent letters anyway, based on the assurances of the
Company A analyst and Rogers as well as his awareness that the letters
were a standard practice in the CAU when he began his assignment there in
September 2003. The SSA said that while most of the exigent letters he
signed related to counterterrorism investigations, some were related to
criminal and counterintelligence investigations. He also told us that in
some instances, due to the exigent nature of the request, he did not believe
there were open investigations when he issued an exigent letter.
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A third SSA, who signed 98 exigent letters, said he learned of exigent
letters from the Company A analyst shortly after he arrived at the CAU in
September 2003. The SSA said he read the exigent letter but was not
concerned with the reference to a subpoena being requested from the
U.S. Attorney’s Office. He said he assumed that the letter was a legitimate
document because he saw other CAU personnel using exigent letters. The
SSA also said that at one point either Rogers or a Company A analyst told
him not to change the language in the exigent letter because attorneys for
both Company A and the FBI had already agreed to the wording. This SSA
told us that exigent letters were typically prepared by employees of the
on-site communications service providers, who would forward the exigent
letters to him by e-mail for his signature at the same time they furnished
him the requested telephone data.#! He said that on other occasions one of
the intelligence analysts on his team would prepare the exigent letters. The
SSA told us that he was not concerned with whether an incoming request
was made pursuant to an open FBI investigation, because a case would
eventually be opened even if it lagged behind the exigent letter process.

This SSA also told us that he used exigent letters only under exigent
circumstances and that he would not sign his name to letters containing
false statements. When we asked him about the inaccurate statements in
the exigent letters that subpoenas had been submitted to the U.S.
Attorney’s Office, he said the language “did not make sense” since that
language did not reflect how the process to obtain records and to issue
after-the-fact legal process actually worked in the CAU. Yet, although he
said he thought at the time that the language in the exigent letters did not
make sense, he said he nevertheless signed the letters because he thought
the letter was accepted by the providers and was an established practice in
the CAU. He said his overriding concern was the fear that “something
would blow up in the U.S.” if he did not aggressively respond to requests for
telephone data in support of FBI terrorism investigations.

While most SSAs told us they believed exigent circumstances were
present when they signed the letters, we found contrary evidence regarding
some of these letters. For example, an SSA who signed 34 exigent letters
told us that he was “pretty sure” that some of the exigent letters he signed
when he first joined the CAU “could be questionable” in terms of whether
there were exigent circumstances. Another SSA who signed 61 exigent
letters said that Intelligence Analysts on this team would sometimes
describe the situations prompting the requests, but if he was busy, “they’ll

41 Other CAU personnel, documents, and e-mails confirmed that telephone records
were often provided to the FBI before exigent letters were issued.
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just hand me the letter, and . . . I'll sign it.” We also identified an e-mail
dated April 26, 2005, in which an FBI OGC National Security Law Branch
(NSLB) Assistant General Counsel (the Assistant General Counsel) who was
the NSLB point of contact for NSL-related policies and issues, expressed to
Youssef that “on occasion, CAU is presuming that someone who comes to
them [seeking records from the on-site providers] has an emergency.”

The CAU SSAs who signed exigent letters gave us various descriptions
about the matters for which exigent letters were used. Some said an exigent
circumstance involved a life-threatening matter. Others described it as an
important, pressing, or high-priority matter. Others said it was a matter
related to an important case or one in which a high-level FBI official
demanded the information.

Most of the CAU SSAs and Intelligence Analysts who signed exigent
letters also said they were unconcerned about the letters’ reference to
subpoenas. Some SSAs asserted that they broadly read the reference of
subpoenas in the exigent letters to include grand jury subpoenas,
administrative subpoenas, or NSLs. One SSA stated that “for me everything
was a subpoena.” Other SSAs stated that they were unaware of the type of
legal process that would follow because it was the responsibility of the FBI
requester, not CAU personnel, to follow up with appropriate process. A few
signers, including Youssef, told us that they did not closely read the exigent
letters when they signed them.

Almost all of the SSAs who signed exigent letters told us that they did
not give much thought to the underlying legal authority for the exigent
letters. Rather, they said that they assumed the exigent letter was a legal
instrument that had been reviewed by the appropriate authorities, including
CTD management and attorneys from both the FBI and from the
communications service providers. They stated that they used the exigent
letters because they assumed that the letter was an authorized tool for
requesting records from the on-site communications service providers. For
example, one SSA stated that exigent letters were the “business process” in
place when he came to the CAU.

CAU Unit Chief Glenn Rogers (who later served as Assistant Section
Chief of the Communications Exploitation Section (CXS), which supervised
the CAU) told us that he signed exigent letters even though he recognized at
the time that subpoenas requesting the records had not been submitted to
the U.S. Attorney’s Office, as the letters stated. When we asked Rogers to
explain this statement in the exigent letters, Rogers said that the exigent
letter was “poorly worded” and should have been revised earlier to state that
NSLs would be the after-the-fact legal process to be served on the providers.
Rogers also stated that nothing was done “to hide the fact that we were
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getting stuff in advance of NSLs” and that “nobody ever told me to cease”
using exigent letters.

We found that the practice of obtaining records and providing
after-the-fact legal process was so common in the FBI that it was mentioned
in a CTD training video created in 2004. In the video, a CAU SSA speaks
with a field agent by telephone and makes arrangements to provide
telephone records that the SSA had already received from a communications
service provider. The SSA says to the field agent, “I’ll just need you to send
me an NSL to cover the books.”

As discussed in Chapter Three of this report, we found other irregular
practices concerning the CAU’s interaction with the on-site providers. One
of our findings in that chapter has a bearing on the issue whether signers of
exigent letters knew that exigent circumstances were present. In one of
three instances involving subpoenas or other requests for the toll billing
records of news reporters, a CAU SSA signed an exigent letter seeking toll
billing records for reporters for the Washington Post and The New York
Times. Yet, the case agent told us he did not inform either the CAU SSA
who signed the exigent letter or anyone in his management chain that
exigent circumstances existed. Similarly, the CAU SSA said he did not
recall anyone informing him that exigent circumstances were present.

None of the CAU SSAs or Intelligence Analysts who signed the exigent
letters received training on NSLs upon entering the CAU. In addition, these
SSAs did not have prior national security investigation experience. Many
told us that in their prior experience in criminal investigations field-based
SSAs were authorized to sign administrative subpoenas for telephone toll
billing records, and they therefore did not believe the exigent letter practice
to be extraordinary.

Three of the SSAs who together signed 114 of the 722 exigent letters
issued by the CAU told us that they were concerned with the use of exigent
letters and separately brought their concerns to Rogers when he was the
CAU Unit Chief.42 Two of these SSAs said that Rogers assured them that
the exigent letters were proper and had been approved by “lawyers.” The
three SSAs told us they were directed by Rogers to continue using the
exigent letters. One SSA said he had also expressed concern to Rogers
about the reference in the exigent letters to follow-up subpoenas when he
became aware that after-the-fact process was more often NSLs than

42 These SSAs are not the same SSAs described above who together had signed
nearly 50 percent of the exigent letters signed by CAU personnel.
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subpoenas. This SSA said Rogers told him not to change “a single word” in
the letter because it had previously been reviewed and approved.43

Rogers told us that he did not recall any of the SSAs in the CAU
coming to him with concerns about the wording of the exigent letter. Rogers
also said that he never spoke to any attorneys from either the FBI or the
communications service providers about the use of exigent letters. Rogers
said that he accepted the validity of the exigent letter based on the briefing
he received from the Company A analyst who told him in May 2003 that the
letter had previously been approved for use in the New York Field Division
in 2002. Rogers, who signed 12 exigent letters, told us that he took “full
responsibility for that letter — that it wasn’t worded properly, [and] that it
took so long to change the wording” to refer to NSLs rather than
subpoenas.

2. CTD Supervisors

In addition to our interviews of CAU personnel and supervisors, we
also interviewed supervisors in the CTD who served during the 2003
through 2006 time period about the use of exigent letters. These officials
included FBI Assistant Section Chiefs, Section Chiefs, Deputy Assistant
Directors, and Assistant Directors who had responsibility either for
oversight of the CAU or the other CTD units whose frequent requests for
telephone records resulted in the CAU’s issuance of the exigent letters. All
but one of them told us they were unaware before the OIG’s first NSL
investigation that the CAU was using exigent letters to obtain telephone
records from the three on-site communications service providers.

The one FBI official who told us that he knew about exigent letters at
the time they were used was John Chaddic, the Assistant Section Chief of
CXS from June 2003 to October 2004.44 Chaddic told us that in
approximately June 2003 Rogers briefed him about exigent letters and
described them as a “placeholder so that we could get the toll records and
analyze them while we waited on the NSL.” Chaddic said he never saw an
exigent letter but “wasn’t surprised” when he learned about the exigent
letter process because the FBI could not afford to wait for the appropriate
legal process in emergency situations when lives might be at risk. Chaddic
also told us that he had assumed the use of exigent letters was addressed in
the FBI’s contracts with the communications service providers. He also said

43 None of the other SSAs we interviewed who signed exigent letters said they
brought concerns about the use of exigent letters to either Rogers or Youssef.

44 Chaddic is currently a Unit Chief in the FBI’s Counterintelligence Division.
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that the concept seemed consistent with at least one classified FBI program
ongoing at the time. Chaddic added that since Rogers and most of the SSAs
assigned to the CAU had previous experience with FBI drug investigations
for which SSAs were authorized to obtain telephone records by signing
administrative subpoenas, the exigent letter tool would not be a departure
from their prior FBI experience in securing telephone records.

Other CTD officials told us they were not aware of the use of exigent
letters until the OIG’s investigation. For example, Laurie Bennett and
Jennifer Smith Love, two of the FBI officials who served as the Section Chief
of the CXS from 2004 through 2006, told us that they did not know about
the letters until the details of the practice emerged during the OIG’s first
NSL investigation in 2006.45 Bennett, who was the CXS Section Chief from
August 2004 to April 2006, told us that she expected that information from
the communications service providers was obtained legally and that the
CAU would have informed her if they could not obtain the information
legally. Love, who was the CXS Section Chief from April 2006 to December
2006, told us that she did not know about exigent letters, although she was
aware that the CAU had obtained records from the providers prior to issuing
legal process, and that the CAU had ongoing problems obtaining NSLs to
cover telephone records that the FBI had previously received from the
on-site providers.

Similarly, former CTD Deputy Assistant Directors John Lewis,
Thomas Harrington, and Arthur Cummings III told us that they did not
know about the exigent letters practice.#¢ However, Lewis said he was “not
surprised that [the FBI] [was] dealing with the phone companies in as
aggressive a manner as possible.” Cummings told us that he believed the
use of the letters must have been approved by the FBI.

Former Assistant Directors in charge of the CTD also told us they
were unaware of the exigent letter practice. Larry Mefford served as
Assistant Director of the CTD from July 2002 until July 2003 and as
Executive Assistant Director of the FBI National Security Branch from July
2003 until his retirement in October 2003. Mefford said that he was

45 The official who served as the first Section Chief of CXS from 2002 until April
2004 has retired from the FBI and declined our request for an interview.

4 Lewis served as a Deputy Assistant Director in the CTD from April 2004 to June
2006, and retired from the FBI in February 2009. Harrington served as a Deputy Assistant
Director in the CTD from December 2002 until March 2008. Harrington currently serves as
the Executive Assistant Director of the FBI’s Cyber Division. Cummings, who served as a
Deputy Assistant Director in the CTD from August 2006 to November 2007, is currently the
FBI's Executive Assistant Director for the National Security Branch.
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unaware of exigent letters until he read press accounts in 2007 about the
OIG’s first NSL report. Similarly, Willie Hulon, who served as Assistant
Director of the CTD from December 2004 to June 2006, and as Executive
Assistant Director for the FBI’s National Security Branch from June 2006 to
January 2008, told us that he did not know about exigent letters. Hulon
said he “assumed that we were using the NSL legal process.” Joseph Billy,
Jr., who served as one of the CTD’s Deputy Assistant Directors from April
2005 to October 2006, as its acting Assistant Director from June 2005 to
October 2006, and as its Assistant Director from October 2006 until his
retirement from the FBI in March 2008, also told us that he did not know
about the CAU'’s use of exigent letters until the OIG’s first NSL investigation
discovered the practice in 2006.

D. The FBI’s Senior Leadership

The FBI’s senior leadership also told us they were unaware of the
CAU'’s use of exigent letters until the OIG’s first NSL investigation.

We determined that in July 2006, shortly after OIG investigators
conducted the first interviews in our first NSL review, FBI General Counsel
Valerie Caproni was informed by the Assistant General Counsel that in
emergency circumstances the CAU was using letters that promised future
legal process to obtain records from the on-site providers. The Assistant
General Counsel also advised Caproni that there had been problems with
identifying preliminary investigations to which after-the-fact NSLs could be
tied, but that NSLs were being issued within 2 or 3 days. However, Caproni
told us that she did not actually see an exigent letter until December 2006
when the OIG showed her some sample exigent letters during an interview
in connection with our first NSL report.

FBI Deputy Director John Pistole served as Deputy Assistant Director
and then Assistant Director of the CTD from May 2002 to October 2004,
and as Executive Assistant Director of the National Security Branch from
December 2003 to October 2004. Pistole told us that he did not know
specifically about the use of exigent letters. He said he understood that if
something was “hot, you could get the information right away and then
follow up with paper,” which was the “normal course of business” in
counterterrorism investigations.

FBI Director Mueller told us that he was unaware of the CAU’s use of
exigent letters until at or about the time the FBI received the draft of the
OIG’s first NSL report, which was in late 2006. Mueller stated that, until
then, he was unaware that the CAU was receiving telephone records without
the appropriate legal process.
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E. Employees of On-site Communications Service
Providers

We also interviewed employees of the communications service
providers who were assigned to the FBI about the use of exigent letters.

The first Company A analyst who arrived at the CAU in April 2003
told us that he was acquainted with the use of exigent letters from his
previous experience as an on-site analyst at the FBI’s New York Field
Division, where, as noted above, exigent letters had been in use since 2002.
Rogers and other CAU personnel who signed exigent letters said that this
Company A analyst told them that exigent letters were a method for
requesting telephone records from Company A. This analyst defined exigent
circumstances as “needing of the records immediately.” The Company A
analyst confirmed that he often informally briefed CAU and other FBI
personnel on the use of exigent letters, and said he told them that they
could use an exigent letter when “they needed the records quicker.”

The on-site Company C employee, who arrived at the CAU in April
2004, told us that neither his company supervisors nor FBI officials
described exigent letters to him before he began working at the CAU. He
said that he was first presented with an exigent letter soon after his arrival
at the CAU and that he accepted the legitimacy of the letter based on the
“credibility” of both the SSA who signed the exigent letter and “the whole
unit.”#?” The Company C employee, who did not have prior experience in
subpoena or NSL compliance, told us that he accepted exigent letters at
“face value” as indicating that the FBI needed the data as soon as possible
and would subsequently provide legal process. The Company C employee
stated that he honored exigent letters without consulting his Company C
SUpervisors.

The on-site Company B employee arrived at the CAU in early
September 2004. This employee had extensive prior experience with
subpoena compliance. He said he had not been told prior to his arrival
about the CAU’s use of exigent letters, and that on the second day of his
assignment, September 8, 2004, a CAU intelligence analyst presented him
with an exigent letter. The Company B employee said he initially declined to
honor the exigent letter, telling the CAU analyst that she would need to
provide an NSL before Company B would process the request. The
Company B employee stated that the analyst was “stunned” by his refusal

47 The first exigent letter we found that was issued to the on-site Company C
employee was dated April 14, 2004.
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and took the matter to a CAU SSA. The Company B employee said the CAU
SSA then explained to him the concept of exigent letters and told him the
NSL was “not written or not going to be written right now or today.” The
Company B employee told us that he conferred with his Company B
supervisor, who told him to honor the requests but to be sure to get the
after-the-fact legal process. Thereafter, the Company B employee regularly
accepted exigent letters and provided responsive records to the CAU. The
Company B employee told us that “the majority of the time” he “did not
know what the [exigent] circumstance was.” He said he “pretty much
assumed . . . that it was an exigent circumstance” because he was
supporting counterterrorism investigations in the CAU.

We determined that the providers’ on-site employees often received
exigent letters from CAU personnel — and responded to them - without
receiving any information about the FBI investigations for which the records
were needed. The providers’ employees told us that they accepted exigent
letters without question and assumed that the circumstances were exigent.
For example, the Company C employee told us, “most of the time I know
nothing about the case personally” and that he sometimes relied on CAU
personnel saying the matter was “hot.” The Company B employee said that
he only received case details related to exigent letter requests less than 25
percent of the time, but he reasoned each time that, “it is an emergency
situation and they need my assistance. | am taking their word.” A
Company A analyst told us that the CAU requesters “did not always tell me
the circumstances of why they needed the records” and said he accepted the
FBI’s representation in the exigent letters, observing, “personally, it wasn’t
my place to police the police.”

The Company B employee told us that although he “assumed” CAU’s
requests were emergencies, he had concerns about whether the exigent
letter requests were truly emergencies, and these concerns led in part to
Company B’s decision to change its procedures. Beginning on October 10,
2006, the on-site Company B employee placed a stamp on the exigent
letters for which he provided responsive records. The stamped text stated,
“An emergency involving danger of death or serious physical injury to a
person requires disclosure without delay of information relating to the
emergency.”#8 The Company B employee told us that he added the stamped
text to the exigent letters at the direction of Company B’s legal counsel and
he also required FBI requesters to certify by initialing and dating the
stamped declaration that the circumstances of the request comported with

48 The stamp appeared on the final 13 exigent letters served on the on-site
Company B employee between October 10, 2006, and November 6, 2006.
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the legal standard for an emergency voluntary disclosure pursuant to 18
U.S.C. § 2702(c)(4).42 The Company B employee stated that he did not
provide responsive records unless requesters signed or initialed this
certification.

The Company B employee told us that he also followed his
supervisor’s instruction to be sure to get after-the-fact legal process, and he:
(1) created a spreadsheet to track the outstanding legal process; (2)
reminded CAU personnel and sometimes requesters in the field via either
face-to-face conversations, telephone calls, or e-mails that he was still
awaiting process; (3) brought the issue of exigent letters to the attention of
CAU Unit Chief Glenn Rogers and later Unit Chief Bassem Youssef; and (4)
provided a list of telephone numbers still awaiting process to a CAU SSA so
that the numbers could be incorporated into the Company B May 12, 2006,
“blanket NSL” described in Chapter Four.

F. Types of Cases in which Exigent Letters were Used

CAU agents, analysts, and Unit Chiefs told us that they used exigent
letters and other informal requests to the on-site communications service
providers to quickly obtain telephone records and analyze them in
connection with many urgent, high priority counterterrorism investigations.

They said that many of the requests that came to the CAU involved
telephone numbers from I

49 18 U.S.C. § 2702(c)(4) provides:
Voluntary disclosure of customer communications or records.

* % *

(c) Exceptions for disclosure of customer records. — A provider described in
subsection (a) may divulge a record or other information pertaining to a
subscriber to or customer of such service (not including the contents of
communications covered by subsection (a)(1) or (a)(2)) . . . .

* * *

(4) to a governmental entity, if the provider, in good faith, believes that an
emergency involving danger of death or serious physical injury to any person
requires disclosure without delay of information relating to the

emergency; . .

An earlier version of this provision that was in effect between 2003 and
March 8, 2006 - the period when most of the exigent letters were issued —
authorized a provider to voluntarily release toll records information to a
governmental entity if the provider “reasonably believes that an emergency involving
immediate danger of death or serious physical injury to any person justifies
disclosure of the information.”
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Large groups of
and the FBI

telephone numbers were
moved quickly to exploit the numbers,

and that might reveal links to

possible terrorist activities

According to FBI officials, on some occasions the CAU sought
telephone records in connection with international terrorism investigations
involving terrorist plots that were believed to pose an imminent threat to the
United States or its citizens abroad. For example, in a [JJJj case that
received widespread media attention, the FBI investigated a terrorist plot
to detonate explosives

CAU personnel
sought calling records for thousands of telephone numbers in support of
this investigation, which we refer to as Operation Y in this report. CAU
personnel also said they used exigent letters to obtain calling information to
help the FBI address numerous bomb threats. FBI officials said that in
these and other cases the CAU enabled the FBI to quickly address serious
threats through its ready access to the on-site communications service
providers.

The CAU also used the on-site communications service providers to
obtain telephone records in support of criminal investigations, such as
organized crime and kidnapping cases. For example, the CAU issued

exigent letters in the kidnapping investigations regarding
who disappeared in 2005

, a U.S. citizen from

who was kidnapped in Iraq

However, as described in Chapters Four and Six, FBI officials told us
that the investigations for which exigent letters were used, although urgent
and important, did not necessarily involve imminent threats or life-
threatening circumstances. For example, we discuss in Chapter Four a
high-profile FBI operation we call “Operation Z” for which CAU personnel
used exigent letters and other informal requests to request records for
hundreds of telephone numbers associated with a dead terrorist. According
to the FBI supervisors responsible for the operation, the circumstances in
which the records were obtained for exploitation were not exigent. In
addition, we found that exigent letters were issued in cases such as media
leak investigations, fugitive investigations, and other investigations that did
not include exigent or life-threatening circumstances.
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IV. Other Informal Methods for Requesting Records without Prior
Service of Legal Process

In addition to the use of exigent letters, we determined that CAU
personnel regularly requested and received from the three on-site
communications service providers toll records and other information related
to _ telephone numbers without issuing any legal
process or even providing exigent letters. We could not determine the full
scope of this practice since the CAU had no systematic tracking system to
document the requests, and the telephone providers did not consistently
document these requests. However, based on our interviews of CAU
personnel and the providers’ employees, as well as our review of documents,
we concluded that CAU personnel requested [l for records of more
than 3,500 telephone numbers without prior service of legal process or even
exigent letters.

A. E-mail, Face-to-Face or Telephone Requests, and Informal
Notes

In most of the instances described in this section, CAU personnel
conveyed their record requests to the on-site providers by FBI e-mail.
However, employees of the providers also told us that CAU personnel
sometimes conveyed their i requests by giving target telephone
numbers to the providers’ employees verbally during telephone calls or visits
to the providers’ CAU work stations, or on pieces of paper, such as post-it

notes. CAU iersonnel also sometimes sent reiuests to the iroviders’

A CAU Intelligence Analyst told us that one of the Company A
analysts routinely provided toll records to him without first receiving legal
process or an exigent letter. The CAU Intelligence Analyst stated that this
was the process he used “close to 100 percent of the time.” The Intelligence
Analyst said he would usually fax an exigent letter to the Company A
analyst several days after he received responsive records pursuant to his
informal requests. We also found several FBI documents indicating that
on-site Company A employees [l and in many cases provided
telephone toll billing records to the FBI without any prior legal process or
even exigent letters.

Exigent letters were never provided to Company A for many of these
requests, either before or after the fact. Indeed, as we describe in Chapter
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Four of this report, the FBI was able to locate exigent letters for only 235 of
the 700 telephone numbers listed on one of the so-called “blanket” NSLs
issued by the FBI to cover or validate records previously obtained by the
FBI.50

We did not have similar data for Company B and Company C, but
employees of both carriers told us they also H and
provided telephone records to the FBI in response to e-mails and verbal
requests and without legal process or exigent letters. The Company B and

Company C employees stated that they believed such [ usually
related to major FBI counterterrorism investigations.

We also determined that in connection with at least three major FBI
counterterrorism investigations in 2005 and 2006, CAU personnel requested
telephone records for hundreds of telephone numbers from the three on-site
communications service providers. While we identified some exigent letters
associated with these operations, the majority of the requests in these
operations were initiated without legal process or exigent letters. In a
majority of these instances, even when records were turned over to the FBI,
exigent letters were not subsequently provided to cover the requests and
records provided for these major operations. Moreover, in most instances
the FBI issued legal process to cover these requests well after the records
had been provided to the FBI, from 20 days later to 6 months later.

The on-site Company C employee also told us that apart from major
FBI operations, he occasionally provided records to CAU personnel prior to
receiving legal process or an exigent letter. We also reviewed an e-mail
message the Company C employee sent in January 2006 to Unit Chief
Youssef and a CAU Intelligence Analyst in which the Company C employee
stated that he would give priority to requests which did not have
accompanying legal process or an exigent letter if the CAU provided him a
reason to do so. In response to this e-mail, the CAU Intelligence Analyst
stated that “[w]e are working with hundreds of numbers and it’s not
practical to give the [exigent letter] for every number that comes in.”

We also reviewed the on-site Company C employee’s log and identified
numerous instances apart from major FBI operations where telephone
records were provided to the CAU without legal process or exigent letters.5!?

50 This was the Company A September 21, 2006, blanket NSL, described in Chapter
Four.

51 The Company C on-site employee kept a contemporaneous log of requests made
by CAU personnel. He said he used the log to record requests for ﬂ, including
requests pursuant to legal process, exigent letters, sneak peek requests, and, in some
(Cont’d.)
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In some instances the FBI issued exigent letters after receiving the records.
In other instances, exigent letters were never provided or the FBI did not
issue any after-the-fact legal process for up to 20 months.

The on-site Company B employee told us that he gave telephone
records to the FBI without legal process or exigent letters more often in
connection with major FBI operations than in other matters. However, we
reviewed e-mails from September 2005 to November 2005 indicating that on
at least three occasions the Company B employee provided records to CAU
personnel prior to receiving legal process or exigent letters, and none of
these three instances related to major operations.

B. “Sneak Peeks” or “Quick Peeks”

Many CAU SSAs and Intelligence Analysts we interviewed, and
employees of the three on-site communications service providers, also told
us about a practice that became known in the CAU as “sneak peeks” or
“quick peeks.” At the request of CAU personnel, the providers’ employees
routinely d of their databases to determine whether they
had any responsive records, without receiving legal process or exigent
letters. The providers’ employees would then describe for the CAU
personnel the information contained in the databases without providing the
records to CAU personnel. We reviewed documents showing that employees
of all of the on-site providers communicated this type of information to CAU
personnel either verbally, by e-mail, or telephonically. At times, the
providers’ employees even invited CAU personnel to view records on their
computer screens. If the providers’ databases contained requested records,
CAU personnel would then decide whether to issue exigent letters or obtain
legal process from the field division or Headquarters’ operating unit in order
to obtain the actual records.

Glenn Rogers, the CAU’s first permanent Unit Chief, acknowledged to
us that he knew about this practice of sneak peeks. He stated that he
believed the practice was first used in the FBI’'s New York Field Division
before it was used by CAU personnel. He said he did not see any legal
problem with the practice and stated it was his understanding that there
was no expectation of privacy in telephone records because the “numbers
belong to the phone companies.” He said he therefore did not think there
was anything wrong with requesting sneak peeks, and he did not believe

instances, post-it notes or a “sticky.” Neither Company A nor Company B maintained

similar logs. However, both Company A and Company B are able to retrieve records of the
* by their on-site employees.
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that NSLs or other legal processes were required prior to such sneak peeks.
Bassem Youssef, who succeeded Rogers as the CAU Unit Chief, told us that
he had no “first-hand knowledge” of the sneak peek practice in the CAU
during his tenure. However, Youssef stated that the concept, as he came to
learn in 2007, was to indicate only whether the on-site providers had
responsive records on a telephone number.52

We also reviewed the Company C employee’s log and identified many
entries of database [JJJJJl] for which the employee noted that there was
“no paper.” The log identified CAU requests such as “any calls between
these numbers in past month,” “any h calls during Dec 22-25, 2005
[for three domestic telephone numbers],” and “any [telephone calling]
activity [for three domestic telephone numbers].” The Company C employee
told us that “sometimes there was nothing said” by FBI personnel about the
reasons for sneak peek requests. The requesters sometimes just said, “here
is a sticky with numbers” and they would specify a date range.

E-mail records we examined from employees of the three on-site
communications service providers also showed that in response to sneak
peek requests, they confirmed whether the provider had records on an
identified telephone number. These e-mails also showed that the providers’
employees sometimes responded to these requests with additional
information about the calling activity by the identified telephone numbers.
For example, e-mail messages from the providers to CAU personnel often
included whether the telephone number belonged to a particular subscriber
or a synopsis of the call records, such as the number of calls to and from a
specific telephone number within certain date parameters, the area codes ]
h called, and call duration.53

The on-site Company C employee told us that he responded to
requests for sneak peeks “fairly frequently,” estimating that he responded to
such requests approximately 300 times (which represented nearly one-half
of all the requests he received from CAU personnel from April 2004 until
June 2007). The on-site Company B employee stated that sneak peeks

52 We asked Youssef about an August 8, 2006, entry in the Company C employee’s
log which listed Youssef as the CAU requester for a sneak peek involving four telephone
numbers. Youssef told us that he had no recollection of making such a request to the
Company C employee.

53 As described in Chapter Three of this report, sneak peeks were used by the FBI
in connection with a media leak matter in which the three on-site providers i their
databases for calling activity of a reporter.
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“could have been 1, 2, or 3 times a week.” An on-site Company A analyst
told us that sneak peeks occurred daily.

We also reviewed e-mails from CAU personnel to employees of the
three on-site providers with requests to their databases for specific
calling activity. For example, in September 2005 an on-site Company A
analyst received an e-mail request from a CAU Intelligence Analyst that
listed four domestic telephone numbers and asked:

Could you take a look at these numbers, below, and let me
know if you have any calls to il or Oregon in the past six
months? If so, [FBI case agent] has indicated he will be able to
provide us with a subpoena.

Similarly, in a March 2006 e-mail exchange between a CAU
Intelligence Analyst and the on-site Company B employee with the subject
line “quick peek,” the Intelligence Analyst requested a “quick peek to see if
[Company B has] any data” for a specific h cellular phone number.
The Company B employee responded to the request, “I ran the number for
the past days and picked up some calls. Stop by my desk if you’d like
to see the calls.”

We also reviewed a series of e-mails between CAU personnel and a
Company A analyst related to a major counterterrorism investigation that
was underway in [l 2006. In one of the e-mails, Unit Chief Youssef
provided a list of four telephone numbers that were determined by a prior
Company A il to be in contact with a particular telephone number that
had been a target number in an NSL. In response, the Company A analyst
wrote to Youssef, a CAU Intelligence Analyst, and a CAU SSA that, based on
Youssef’s request, Company A took a “quick peek” at the calling activity of
the four telephone numbers identified in the earlier e-mail. The Company A
analyst wrote, “very interesting calling patterns and we strongly suggest that
these numbers are added to the NSL for exploitation.”

The evidence indicates that the FBI OGC first learned about sneak
peeks in February 2007 when a CAU SSA, at Youssef’s direction, sent an
e-mail to FBI General Counsel Valerie Caproni, NSLB Deputy General
Counsel Julie Thomas, and the Assistant General Counsel in which the SSA
addressed various statistics related to the CAU’s use of exigent letters such
as the total number of exigent letters issued by the CAU, the total number
of telephone numbers included in the exigent letters, the number of
telephone numbers for which records had been obtained from the providers
without legal process or an exigent letter, and the number of telephone
numbers for which legal process was required. In this e-mail, the CAU SSA,
for no apparent reason, referred to the sneak peek practice. He described
the practice as “a process wherein the telecom provider would glance at the
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network to check if it was meritorious to draft a subpoena and/or NSL to
officially request the records.” The e-mail stated that if there were no
records, an NSL would not be drafted.

Caproni told us that she did not recall the SSA’s e-mail. When we
asked her if she was aware that the FBI at times received more information
than just whether the provider had records on a particular number, she
said she was not.

As discussed in the analysis section at the end of this chapter, we
concluded that the FBI’s use of these sneak peeks in many cases violated
the ECPA.

V. Records Obtained in Response to Exigent Letters and Other
Informal Requests

In this section, we describe the types of records obtained by the FBI
from the on-site communications service providers in response to exigent
letters and other informal requests. We also discuss how these records were
analyzed and uploaded into FBI databases. In addition, we describe

«

of interest” or “calling circle” (often called a
community of interest”), through which Company A

A, Types of Records Collected by the Providers

Each of the three on-site communications service providers had
different capabilities to respond to the CAU’s requests for telephone
records.

The amount of information available to the FBI under its contract with
Company A was substantial. PowerPoint slides prepared by Company A
explaining its resources, which were incorporated into a CAU presentation
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for other FBI divisions and units, stated that Company A

The slides stated that

« domestic NG

local and long distance calls;

- I

cellular calls, |
]

- P —

Of the three providers, Company A had the greatest volume of records
available to the FBI. The key features of Company A’s on-site support were
the availability of of telephone records, &

These features were not
available to FBI field agents or Headquarters personnel who served NSLs on
Company A through its more formal procedures.

The on-site Company C emplovee also had access to calling records of
telephone

, the Company B on-site employee could only provide
calling records These were the same types of telephone

records that FBI agents outside of the CAU obtained from Company B’s
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subpoena compliance office. The records available to Company B’s on-site
employee dated back [l Nevertheless, like the advantage offered
by the Company A and Company C on-site employees, the advantage offered
by the on-site Company B employee was the speed with which requests to
Company B were processed and records provided to the CAU.

Employees of the three on-site communications service providers told
us that they believed that they could release any information in their
databases to the FBI without regard to whether the request was
documented in exigent letters, NSLs, or grand jury subpoenas.

B. How Records were Uploaded and Analyzed by the FBI

CAU personnel told us that the three on-site communications service
providers delivered telephone records to the CAU in an electronic format
that was compatible with FBI databases and a

database used by the FBI primarily for analysis of telephone toll
billing records. The records provided in electronic format could be directly
uploaded without being re-formatted. The on-site communications service
providers’ employees told us that during normal business hours they
usually hand-delivered to CAU employees the requested electronic records
on a compact disk (CD). In many instances the on-site providers’ employees
would also contemporaneously forward an electronic copy of the records to
the CAU requesters as e-mail attachments.

We found that in i the on-site providers

sometimes forwarded telephone records to CAU requesters

Some of these records sent to CAU requesters
were associated with high-value terrorists.55

54 Although the FBI’s requirements for the Company B contract stated that
Company B “would deliver at least of historical records,” the on-site Company B
employee told us that in some instances he was able to obtain records for up to ﬂ

55 The OIG informed the FBI Inspection Division about this practice and raised

concerns about possible breaches of FBI internal policies, as well as security concerns
raised by the The Inspection Division
informed us that the telephone did not contain any classified

information and that the CTD did not consider the matter to be a security issue. We
disagree, and believe that does raise security
concerns.
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We also determined that the telephone records received by the CAU
were routinely uploaded into the _ database
without being compared to the FBI’s original request. The CAU employee in
charge of the CAU team that uploaded the records told us that there was no
mechanism in place to verify that the records were for the target telephone
numbers and within the date ranges specified in the original request. He
also stated that his team did not receive a copy of the FBI’s original request.
The team therefore was not in position to check whether any information
had been mistakenly supplied to the FBI or had been mistakenly requested
due to FBI errors. Several CAU SSAs and Intelligence Analysts told us that
they sometimes informally checked the records to see whether the records
matched the requests, but none of these individuals said there was any
formal protocol requiring such a review.56

After the CAU team uploaded the records to the || GGG

B i:tabase, a CAU employee would deliver the CD to the CAU
requester, who was responsible for forwarding the CD to the FBI field or
Headquarters’ operating unit that had initiated the request. The CD
containing records was considered by the CAU to be the “original”
evidence.

The results of the CAU’s analysis are used to create documents called
“trace reports” or ‘] reports” that were normally forwarded to requesters
as attachments to an EC. However, field office requesters sometimes
preferred to conduct their own analysis and would specify that the CAU not
perform any analytical work. In these instances, the CAU sent requesters a

56 In response to our first NSL report, the FBI OGC directed that FBI case agents
ensure that, in the future, the records obtained in response to NSLs match the NSL
requests. The CAU’s policy now requires CAU requesters to certify to the database manager
by e-mail that responsive records have been verified as accurately encompassing both the
target telephone numbers and date ranges specified in the NSLs.
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summary report from the database of all the data related to a particular
telephone number.

C. Community of Interest/Calling Circle [ Gz

In addition, we found that the FBI often asked Company A’s on-site
employees what were termed “community of interest” or “calling
circle” These requests were conveyed to Company A in NSLs,
grand jury subpoenas, exigent letters, and e-mails. We determined that as
part of its contract with the FBI, on-site
Company A analysts used Company A’s community of interest _
on records that were not identified in FBI
requests. However, the FBI did not maintain documentation of how often
these community of interest requests were made, and we could not
determine how often the FBI acquired records in response to these

|

1. Community of Interest ||| ]
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DIAGRAM 2.1
Calling Circle or “Community of Interest” [N




2. Community of Interest || for the

FBI

We found that FBI requests for records often included requests for
community of interest We identified 52 exigent letters (of the 514
signed by CAU personnel) served on the on-site Company A analysts that
included requests for community of interest °7 We also identified
more than 250 NSLs and over 350 grand jury subpoenas served on the 3
on-site providers that requested community of interest

Prior to mid-May 2006, the FBI issued to the 3 on-site providers 107
NSLs that included in the body of the letters community of interest
requests. After May 2006, the community of interest requests appeared in
“boilerplate” attachments appended to over 150 NSLs. The standard
attachment listed 18 types of records, including a “‘calling circle’. . . based

57 Even though Company B and Company C did not [l community of interest

B v identified 25 exigent letters to Company B and 20 exigent letters to Company
C that requested such i
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on a I community of interest” that the attachment stated “may
be considered by you to be toll billing records pursuant to § 2709.” The FBI
‘Assistant General Counsel had drafted this attachment for the CAU. It was
retained on the CAU’s share drive and accessible by all CAU personnel and
the on-site providers.58

We determined that community of interest [l generally were

after the Company A analyst confirmed with CAU personnel that
was needed. In addition, in some instances, prior to
, CAU personnel asked that the communi

interest

In other instances, the

59 Thus, it appears that community of interest

requests often were included as boilerplate language in NSLs served on the

on-site Company A analysts, although Company A did not necessarily
such h in each instance.

We found evidence that some FBI officials who signed NSLs that
contained community of interest [l requests were not even aware that
they were making such requests. For example, NSLB Deputy General
Counsel Julie Thomas, who signed at least four NSLs dated from February
2005 to August 2005 requesting in the body of the letters community of
interest ﬁ, told us that she was not aware of Company A’s
community of interest capability until June 2006, when Company A
representatives briefed her and other FBI OGC attorneys on Company A’s
capabilities under its contract with the FBI. Thomas said that if she had
signed NSLs prior to June 2006 containing a community of interest ||}
request, the request would “probably not” have meant anything to her

58 This NSL attachment was similar to a model standard NSL attachment the FBI’s
National Security Law Branch (NSLB) in FBI OGC had previously circulated to FBI
personnel and posted on its Intranet website. The previous standard NSL attachment listed
all of the records identified in the post-May 2006 attachment except calling circle records.

59 We reviewed exigent letters and NSLs that contained the following text: “In
addition, please provide a ‘calling circle’ for the foregoing telephone number(s
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because she had not yet had the briefing from Company A.60 The approval

ECs we obtained that accompanied these NSLs did not mention community
of interest NN o IMNRNN -ors.

Similarly, two NSLs signed by then Acting CTD Deputy Assistant
Director Arthur Cummings III in October 2006 and an NSL signed by then
CTD Assistant Director Joseph Billy, Jr., in January 2006 contained
community of interest i requests, although the corresponding approval
ECs did not address that community of interest [JJJJJ ] were to be

or the predication for these [l requests under the ECPA 61
Thomas told us that there “appears to be the strong potential” that other
FBI personnel made community of interest |l requests without
“understanding what it means” and that “the appropriate relevance inquiry
is not being done.”

We requested the approval ECs for 28 NSLs issued between July 28,
2004, and May 2, 2006, to the 3 on-site providers that included requests for
community of interest records in the body of the NSLs. The FBI located
approval ECs for only 21 of these NSLs. Of these 21 approval ECs, only 4
stated that community of interest records were being requested and only 2
described the relevance of _ records to the
investigation.

We also requested the approval ECs for 25 NSLs issued between
May 22, 2006, and December 21, 2006, to the 3 on-site providers that
included standard attachments requesting community of interest records.
The FBI located approval ECs for only 17 of these NSLs. Of these 17
approval ECs, none stated that community of interest records were being
requested or described the relevance of h records to the
investigation. This indicates that officials who signed NSLs containing

community of interest requests in the letters or attachments often were
unaware that they were making such requests.

Senior CTD officials we interviewed said they did not know how often
community of interest [l had been i by Company A.
Although most CAU SSAs and Intelligence Analysts said they knew about

60 In contrast, Thomas said she performed a relevancy analysis when she signed
NSLs that included community of interest - requests in late 2006 in connection with a
major FBI counterterrorism operation.

61 Cummings told us that he did not understand the concept of Company A’s
community of interest - until after release of the OIG’s first NSL report in March
2007. Billy said that he knew about Company A’s community of interest _
by 2004 or 2005.
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Company A’s ability to [l community of interest |}, none told
us that they had ever personally requested community of interest

from the on-site Company A employees.
The CAU Intelligence Analyst responsible for the team that uploaded
toll billing records into the [N .- bosc told

us that when the responsive data was delivered to his team for uploading,
the team could not distinguish
numbers provided by

Company A in response to community of interest requests. He said he
would only be able to identify the records derived from the community of
interest requests by analyzing the information accompanying the original
request and other background information. This CAU Intelligence Analyst
told us that no one in the FBI had ever asked him to segregate records
obtained in response to community of interest [l requests or asked any
questions about the practice.

Based on our review, we believe that in most instances when CAU
personnel asked the on-site Company A analysts to - community of
interest _, Company A initially provided toll billing records for only
the target numbers (h records). We found some e-mails
showing that the CAU or other FBI requesters reviewed these records and

identified telephone numbers for which they requested
records. However, in responding to these requests for

records, the on-site Company A analysts did not request
and the FBI did not provide separate legal process for the *

records.%2 For example, we found e-mails showing that Company A analysts
interpreted community of interest requests as authority to ru#
Htelephone numbers without requiring legal
process.53 Similarly, a CAU Intelligence Analyst told us that community of
interest requests “could be used to obtain the ||| I [toll records]

without a new NSL or grand jury subpoena.”

63 In a September 2006 e-mail to CAU personnel, an on-site Company A analyst
wrote that “the [community of interest| lanﬁaie in the [attachment] will allow [Company A]

to provide call detail records without authority.”
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Thus, while the NSLs containing the community of interest [l
request language were signed by FBI officials who were delegated the
authority to sign NSLs, the actual decisions about which _
records were i were made by CAU Intelligence Analysts, Supervisory
Special Agents, and Special Agents who were not among those to whom the
FBI Director delegated authority to sign NSLs.®4 As a result, in cases where
the NSL signer was unaware that the NSL or attachment contained a
community of interest request, the decisions to [ the IEGNG
i’records were made without the appropriate official having made
the determination required by the ECPA that the
telephone numbers were relevant to authorized national security
investigations.

As we describe in the analysis at the end of this chapter, if the FBI
was able to establish before issuing the NSL that the h
telephone numbers were relevant to an authorized national security

investigation, we believe a separate NSL for the telephone
numbers was not required before requesting or obtaining records on the

B (ccphone numbers. However, if the FBI did not establish
the relevance of the _ telephone numbers prior to the
initial i}, reliance on the original NSL to obtain h

telephone records violated the ECPA, the Attorney General’s NSI Guidelines,
and FBI policy.

NSLB attorneys told us that prior to the FBI’s implementation of an
automated system to facilitate the issuance of NSLs and collection of data

on NSL usage for required reports to Congress, the FBI had not determined
whether it had acquired any H records on U.S. persons that

should have been reported to Congress.5 The FBI’s automated NSL system

64 Prior to the Patriot Act, approximately 10 FBI Headquarters officials were
authorized to sign national security letters, including the FBI Director, Deputy Director,
and the Assistant Directors and Deputy Assistant Directors of the Counterterrorism and
Counterintelligence Divisions. However, the Patriot Act also authorized the heads of the
FBI’s 56 field offices (Assistant Directors in Charge or Special Agents in Charge) to issue
NSLs. Since enactment of the Patriot Act, approval to sign NSLs has been delegated to the
Deputy Director, Executive Assistant Director (EAD), and Assistant EAD for the National
Security Branch; Assistant Directors and all Deputy Assistant Directors for the
Counterterrorism, Counterintelligence, and Cyber Divisions; all Special Agents in Charge of
the New York, Washington, D.C., and Los Angeles field offices, which are headed by
Assistant Directors in Charge; the General Counsel; and the Deputy General Counsel for
the National Security Law Branch in the Office of the General Counsel.

65 The FBI’s new NSL “subsystem” for creating NSLs is described in the OIG’s
second NSL report. OIG, NSLII, 21.
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implemented in January 2008 requires the user to enter the total number of
telephone numbers for which toll billing records are requested in each

NSL.66
3. Comiani A’s Use of Community of Interest _

Based on information provided by the on-site Company A analysts

and other information from Company A, we found that Company A’s on-site
analysts used the community of interest ﬂ
ﬁ services Company A provided to the FBI. One Company A analyst
estimated he may have used the community of interest ﬂ for up to
25 percent of the [ | | I < IEGNE Company A records show that
from 2004 to 2007, Company A analysts used its community of interest
B (o rcview records in its database for 10,070 *
telephone numbers. We believe that most of these numbers were
by Company A analysts without community of interest requests from the
FBI but did not generate records that were provided to the FBI. A Company
A attorney told us, based on information provided to him, that the majority
of the community of interest * by the on-site Company A
analysts did not result in disclosure of any data to the FBI. However, we
found that Company A did not request and the FBI did not provide legal
process or exigent letters in connection with Company A’s use of its
=

community of interest as part of its
services.

66 After reviewing a draft of this report, FBI officials told us that they expect
to add a feature to the automated system to capture data on ﬂ

numbers.
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4. FBI Guidance on Community of Interest [
Requests

Glenn Rogers, who was the CAU’s first permanent Unit Chief
beginning in March 2003, told us that the NSLB had approved the use of
community of interest [l 21though he said he could not recall the
name of the NSLB attorney who had approved their use. Bassem Youssef,
who succeeded Rogers as the CAU Unit Chief in November 2004, told us
that he was present at a June 2006 briefing by Company A representatives
for FBI OGC attorneys and DOJ personnel on Company A’s capabilities,
which included a reference to the community of interest ] Youssef said
that no one in the FBI OGC raised any questions about community of
interest [l at the time and that he never heard from FBI OGC
attorneys about the issue until it was raised during the OIG’s first NSL
review.

We determined that in November 2004 and December 2004, the NSLB
Assistant General Counsel first exchanged e-mails with several CAU
employees regarding the use of language such as “a ‘calling circle’ based on
a “ community of interest” in the body of NSLs or the
accompanying attachments to NSLs.67 After reviewing the language used in
the CAU’s community of interest requests, the Assistant General Counsel
expressed concern to a CAU SSA that the information
may be “running a little far a field.” The Assistant General Counsel
thereafter checked with then NSLB Senior Counsel for National Security
Affairs Marion Bowman about the CAU’s practice of obtaining

telephone records using NSLs. Bowman replied that he
thought the FBI’s acquisition of records on numbers was

authorized if the records “related” to an investigation, but stated that
I o< IR crcafrer, by c-mail
dated March 7, 2005, the Assistant General Counsel told Rogers and
Youssef that NSLB could “make an argument” that *
records are relevant, but that & records would require

additional information supporting the position that the records were
relevant.

67 Although the first e-mail exchanges we found on this topic were in November
2004, we found that community of interest [JJJJll requests were contained in exigent
letters, grand jury subpoenas, and NSLs as early as February 2003.
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While no formal legal review of community of interest |l was
undertaken by the FBI, the Assistant General Counsel stated that, “we had
generally allowed the CAU to do it because, as we understood it, their cases
are often more serious and involve immediate threats.” However, she said
she believed the community of interest feature was used by the CAU only in
urgent circumstances “where you don’t have time to do an investigation
kind of piece by piece.” The Assistant General Counsel stated, “The only
reason you do a _ in the very beginning is because you
don’t really have the time and you think the situation is serious enough that
you need to get that information right away.” She explained that NSLB had
approved the community of interest attachment for NSLs served on the

on-site providers based on a relevancy analysis that took into account the
immediacy and seriousness of the underlying threats for which the CAU

rovided operational support, rather than on a relevancy analysis of the
h telephone numbers that would [Jj H
FBI General Counsel Caproni and NSLB Deputy General Counsel
Thomas told us that while the FBI has not issued written guidance on

community of interest - requests, they concluded based on their own
legalanalysis that community of interest I
records could satisfy the ECPA relevance standard. Caproni stated that the
ECPA relevance requirement does not necessarily mean that only
I ccords are relevant to an investigation. Thomas also stated
that any relevance assessment of the ﬂ telephone numbers
would be “vei fact sieciﬁc” and that, based on the nature of the [JJJjj target,

the records could be relevant under the ECPA.

In March 2007, after the OIG raised questions about community of

interest [l requests in connection with our ongoing exigent letters
investigation, the FBI directed its employees
“ In

April 2007, the Assistant General Counsel instructed all Chief Division
Counsels (CDC) in FBI field divisions to contact NSLB if they saw any
community of interest requests.68

68 CDCs in all 56 FBI field divisions report to the Special Agents in Charge of the
field division and are responsible for reviewing all NSLs prepared for the signature of the
Special Agent in Charge. The Assistant General Counsel stated in her April 9, 2007, e-mail
to the CDCs that NSLB had “opined to CAU that in certain situations, they can ask for and
obtain from the embedded carriers information on a of calls, i.e.,
- She stated that such requests must be made in the NSL attachment (which lists
the type of information the provider “may consider to be ‘toll billing records’,” not the body
(Cont’d.)
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Beginning in May 2007, several draft policies on community of
interest requests were circulated between the CTD and the FBI OGC.
The latest draft dated November 23, 2007, addressed circumstances in
which community of interest would be authorized using NSLs or
subpoenas. The draft policy stated that

On December 16, 2008, the FBI issued the FBI’s Domestic
Investigations and Operations Guide (DIOG), which provides specific
guidance for requesting community of interest records. The DIOG requires
that NSLs requesting community of interest records must be approved b
the NSLB Deputy General Counsel and served on the CAU, and that ﬁ

telephone numbers for which information is obtained must be
reported to the NSLB for congressional reporting purposes.69

The DIOG further provides that “if an NSL is seeking 5

records, the NSL [approval] EC must clearly state that
information is being sought and must demonstrate the relevance
of the information to the national security

investigation.””’® We agree with this requirement and concluded that in
order to satisfy the ECPA this relevance assessment must be made before

issuance of NSLs seeking || NN rccords.

VI. OIG Analysis

A, Requests for Telephone Records through Exigent Letters
and Other Informal Requests

To protect the confidentiality of telephone and e-mail subscriber
information and telephone toll billing records information, the ECPA states
that wire or electronic communications service providers “shall not

of the NSL, and that the attachment required legal sign-off on the relevancy of the
information sought to the investigation.

69 Federal Bureau of Investigation, Domestic Investigations and Operations Guide
(FBI DIOG), §8 11.9.3(E) & (E)(3).

70 FBI DIOG, § 11.9.3(E)(3).
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knowingly divulge a record or other information pertaining to a subscriber
or customer of such service . . . to any government entity.””! The ECPA NSL
statute contains an exception to the confidentiality of such records by
requiring communications service providers to provide covered records to
the FBI if the FBI Director or his designee certifies in writing that the
records sought are

relevant to an authorized investigation to protect against
international terrorism or clandestine intelligence activities,
provided that such an investigation of a United States person is
not conducted solely upon the basis of activities protected by
the first amendment to the constitution of the United

States.72

During the period covered by our review, the Attorney General’s NSI
Guidelines authorized the use of NSLs only during investigations of
international terrorism or espionage, upon the signature of a Special Agent
in Charge or other designated senior FBI official.7?3 In order to open such
investigations, the FBI must satisfy certain evidentiary thresholds, which
must be documented in FBI case files and approved by supervisors.74 If
case agents want to issue NSLs, FBI policies require a 4-step approval
process. Case agents must secure the approval of their supervisors, the
Chief Division Counsel, an Assistant Special Agent in Charge, and the
Special Agent in Charge (or equivalent supervisors and attorneys at FBI
Headquarters), who signs the NSL.

We concluded in our first NSL report that the CAU’s use of exigent
letters was a circumvention of the ECPA NSL statute.’”S We found that
neither the ECPA, the Attorney General’s NSI Guidelines, nor FBI policy
authorize the FBI to obtain ECPA-protected records by serving this type of
informal letter prior to obtaining the records, with “legal process to follow.”
In limited circumstances a separate provision of the ECPA authorizes the
FBI to obtain non-content telephone records from communications service

71 18 U.S.C. § 2702(a)(3).
72 18 U.S.C. §§ 2709(a) and 2709(c).

73 The Attorney General’s NSI Guidelines were replaced by a new set of Attorney
General Guidelines, the Attorney General Guidelines for Domestic Operations, which
became effective on December 1, 2008. The new guidelines do not alter the requirement for
NSLs issued in national security investigations.

74 QOIG, NSL1I, 17-18.
75 OIG, NSL1, 95-98.
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providers. During 2003 through March 8, 2006 — the period when most of
the exigent letters were issued - that provision authorized a provider to
voluntarily release toll records information to a governmental entity if the
provider “reasonably believe[d] that an emergency involving immediate
danger of death or serious physical injury to any person justifie[d]
disclosure of the information.””® However, we did not agree with the FBI’s
after-the-fact rationale that the letters could be justified under this
provision for several reasons, including that the letters were sometimes
used in non-emergency circumstances and that senior CAU officials and FBI
attorneys told us they did not rely on the emergency voluntary disclosure
provision to authorize the exigent letters at the time.”7 We discuss the
potential application of the emergency voluntary disclosure provision to
exigent letters and other informal requests in greater detail in Chapter
Six.

In this review, we found that many FBI supervisors and employees
issued or approved these exigent letters even though the letters on their face
contained statements that were inaccurate, such as that a grand jury
subpoena had already been submitted to the U.S. Attorney’s Office and
would be served as expeditiously as possible. Yet, when we asked these FBI
supervisors and employees why they issued such letters stating that
subpoenas were forthcoming, no one could satisfactorily explain their
actions. Instead, they gave a variety of unpersuasive excuses, contending
either that they thought someone else had reviewed or approved the letters,
or that they had inherited the practice and were not in a position to change
it, or that the communications service provider accepted the letters. But
with few exceptions, no one objected to the inaccurate statements in the
letter. Moreover, we found instances in which the signers of exigent letters
did not know whether there were exigent circumstances.

In Chapter Five of this report, we assess the accountability of
individual FBI supervisors and employees for these improper practices.
However, we believe it is important to note here the widespread failure to
object to letters that contained inaccurate statements on their face. For FBI
officials and employees to unquestioningly issue hundreds of these improper

76 18 U.S.C. § 2702(c)(4) (Supp. 2002). In March 2006, the provision was amended
by the PATRIOT Improvement and Reauthorization Act of 2005 to allow voluntary disclosure
“if the provider, in good faith, believes that an emergency involving danger of death or
serious physical injury to any person requires disclosure without delay of information
relating to the emergency.” USA PATRIOT Improvement and Reauthorization Act of 2005,
Pub. L. No. 109-177, § 119(a), 120 Stat. 192 (2006).

77 QOIG, NSL I, 96-97.

66



and inaccurate letters over a 3-and-a-half-year period is both surprising and
troubling.

Moreover, not only did the FBI issue exigent letters to obtain records
from the three on-site communications service providers, the FBI used even
less formal means to request or obtain telephone toll billing records or other
information. We found that the FBI obtained records or information from
each of the on-site communications service providers in response to e-mail,
face-to-face requests, requests on pieces of paper (including post-it notes),
and telephonic requests without first providing legal process or even exigent
letters. These informal requests were made in connection with major
operations as well as other international terrorism, domestic terrorism, and
criminal investigations. As described in Chapter Six, like exigent letters,
these other types of informal requests did not constitute legal process under
the ECPA and FBI policy.

We noted in our first NSL report that FBI personnel were required by
FBI policy to document information demonstrating the FBI’s authority to
use NSLs in national security investigations. The predication for an NSL
request was supposed to be documented in NSL approval memoranda,
known as approval ECs. These approval ECs, which were routinely
uploaded into the FBI’s Automated Case Support System, identified the
underlying national security investigation, summarized the facts
establishing the predication for the requests, and described the relevance of
the information requested to the investigation.”® The steps required to
complete these approval ECs and the chain of command required to approve
each NSL request were designed to ensure that the FBI satisfied statutory
and Attorney General Guidelines’ requirements for using NSLs.

In contrast, when CAU personnel issued exigent letters or made other
types of informal requests for records and information from the on-site
providers, they did not document the authority for their requests or explain
the investigative reasons why the records were needed. The exigent letter
requests also were not subject to any supervisory or legal review.
Specifically, exigent letters and other informal requests were not. (1)
accompanied by approval ECs documenting the predication for the requests,
specifying the date range of the records requested, and certifying the
relevance of the information sought to pending national security
investigations; (2) reviewed and approved by FBI attorneys; (3) approved by
FBI supervisors; or (4) signed by one of the limited number of senior FBI

78 QOIG, NSL I, 23-25.
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personnel authorized to sign NSLs.”® Similarly, the exigent letters did not
meet the legal requirements in the Patriot Act and Patriot Reauthorization
Act that senior FBI officials certify in writing the relevance of the records
sought to authorized national security investigations and that any
investigations of U.S. persons are not based solely on activities protected by
the First Amendment. We illustrate in Diagram 2.2 (next page) the
differences between the 4-step approval process required for issuing NSLs
and the 1-step process used by CAU personnel to issue exigent letters to
obtain the same information:

79 Prior to June 1, 2007, a legal review and approval by an FBI attorney was not
required. However, guidance issued by the FBI OGC in November 2001 recommended such
a review. Office of the General Counsel, Federal Bureau of Investigation, electronic
communication to All Field Offices, Counterterrorism, and National Security, November 28,
2001.
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DIAGRAM 2.2
Comparison of NSL Approval Process with Exigent Letters
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In fact, the procedure for preparing and issuing exigent letters was so lax
that employees of the on-site providers told us that they frequently prepared
the exigent letters themselves. Indeed, a Company A analyst told us that to
facilitate his preparation of exigent letters he created an icon on his computer
desktop so he could easily retrieve and generate the form letter. We believe this
is an egregious breakdown in the responsibility assigned to the FBI to obtain
ECPA-protected records, and it further illustrates the lack of appropriate
controls by the FBI on this important and intrusive investigative tool.

Another result of the abbreviated, unsupervised procedures for issuing
exigent letters and other types of informal requests was that FBI requesters did
not document whether there was an open national security investigation to
which the request was relevant — a key certification required to issue an NSL
for toll billing records or subscriber information under Section 2709 of the
ECPA. Indeed, as the FBI’s analysis of whether it will retain records acquired
through exigent letters and other informal requests has shown (which we
describe in Chapter Four of this report), the FBI has concluded that records for
hundreds of telephone numbers must be purged from FBI databases because
there was no open national security investigation at the time of the request and
no open national security investigation to which the request could be tied when
the retention issue was analyzed years later.

Also troubling was that most of the exigent letters and other informal
requests did not include date ranges for the records requested. Of the 722
exigent letters signed by CAU personnel from 2003 through 2006, only 77 (11
percent) specified a date range for the records requested. Similarly, the CAU’s
other informal requests to the on-site communications service providers (such
as those communicated by e-mail, in person, on pieces of paper, or by
telephone) frequently did not have date parameters. As further described in
Chapter Four of this report, the absence of date restrictions in many exigent
letters and other types of informal requests had significant consequences.
First, it meant that the FBI often obtained substantially more telephone
records, covering longer periods of time, than FBI agents typically obtain when
serving NSLs with date restrictions. Second, in cases where the date range
established the relevance of the information sought to the investigation, its
omission violated the ECPA’s relevance requirement.80

80 The ECPA NSL statute requires a certification that “the information sought is
relevant to an authorized investigation to protect against international terrorism or clandestine
intelligence activities . . . .” See 18 U.S.C. § 2709(b)(1). Similarly, the emergency voluntary
disclosure provision requires, since March 2006, that the information disclosed be “relat[ed] to
the emergency.” 18 U.S.C. § 2702(c)(4).
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Moreover, by not reviewing records obtained in response to exigent letters
and other types of informal requests, CAU personnel compounded problems
arising from the lax procedures at the front end of these requests. CAU
personnel told us, and documents we reviewed confirmed, that records
obtained in response to exigent letters and other informal requests were
routinely uploaded into a _ database when
received from the on-site communications service providers. However, this
uploading normally occurred without verification that the records obtained
matched the requests. Further, the original FBI requesters often did not have
access to this database or know that CAU personnel were uploading records
into the database.

We found in our first NSL review that the FBI did not always examine
records obtained in response to NSLs prior to uploading the records into FBI
databases.81 However, in those instances where the communications service
providers responded to routine NSLs issued by FBI field offices, the case agents
or Intelligence Analysts who had initiated these requests would sometimes
review the records before they were uploaded into FBI databases. Because of
their familiarity with the underlying investigations, these case agents or
Intelligence Analysts could identify records the FBI did not request, or had
requested by mistake, and take corrective action before the records were
uploaded or placed in investigative case files.

In contrast, CAU personnel routinely uploaded records obtained in
response to exigent letters and other informal processes into the |||
b database upon receipt, without any review. The CAU
SSAs and Intelligence Analysts said they were for the most part unaware of the
facts of the investigations and were acting merely as conduits between the
requesters and the on-site communications services providers. Indeed, CAU
personnel did not even retain copies of the exigent letters or documentation of
the other types of informal requests and therefore were unable to confirm that

they received responsive records. This meant that neither CAU personnel nor
anyone else in the FBI determined whether the FBI had received unauthorized

81 FBI personnel were not required until June 1, 2007, after the OIG’s first NSL report
was issued, to confirm that records obtained in response to NSLs matched the requests in the
NSLs before uploading them into FBI databases. We found in our first and second NSL reports
that the FBI obtained unauthorized collections in response to many NSLs, findings confirmed
by the FBI’s review of a statistical sample of NSLs issued from 2003 through 2006. The
unauthorized collections included records not requested in the NSLs. See OIG, NSL I, 73-84;
OIG, NSL II, 26-28, 82-99.
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collections, handled the overcollected materials appropriately, and made
required reports to the President’s Intelligence Oversight Board (I0OB).82

B. “Sneak Peeks”

We also identified the FBI’s practice of obtaining “sneak peeks” for
telephone toll records in the providers’ databases, a practice that we concluded
violated the ECPA statute (18 U.S.C. § 2702(a)(3)). There is no provision in the
ECPA allowing the FBI to obtain information about these records without either
issuing legal process or making requests for voluntary disclosure in qualifying
emergencies, pursuant to 18 U.S.C. § 2702(c)(4).

Because CAU personnel failed to keep records of sneak peek requests, we
were unable to determine how often such requests were made during the
period covered by our review, whether the requests were pertinent to FBI
investigations, in what circumstances they were made, and what, if anything,
the providers were told about the reasons for these requests. However, we
found that these requests were routine. One Company A analyst told us he
responded to these requests on a daily basis, a Company C employee told us
that these requests were approximately one-half of the requests he received
from the CAU, and a Company B employee told us that he responded to these
requests up to three times per week. The on-site Company C employee’s log
and e-mails of the employees of all three on-site providers also demonstrate
that such requests were routine.

Although CAU Unit Chief Rogers was aware of and approved sneak peek
requests, we found that he issued no guidance and failed to require
supervisory review or establish internal controls regarding their use. Rogers
said he understood sneak peeks to be requests to see if the providers “even had

82 Executive Order 12863, which has since been modified, requires the Department to
report intelligence violations to the President’s Intelligence Oversight Board. According to
Executive Order 12863, possible intelligence violations include any activities that “may be
unlawful or contrary to Executive Order or Presidential Directive.”

“Unauthorized collections” is a phrase used to describe several circumstances in which
the FBI receives information in response to NSLs that was not requested or was mistakenly
requested. For example, many unauthorized collections occur due to errors on the part of NSL
recipients when they provide more information than was requested (such as records for a
longer period of time or records on additional persons). The FBI refers to these matters as
“over collections” or “overproductions.” We refer to these as “initial third party errors” because,
while the NSL recipient may initially have provided more information than requested, the FBI
may or may not have compounded the initial error by using or uploading the information.
Other unauthorized collections can result from FBI errors, such as when a typographical error
in the telephone number or e-mail address results in the acquisition of data on the wrong
person. See NSLII at 141.
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data at all” and whether it was worthwhile pursuing an NSL. Youssef said he
had no “first-hand knowledge” that CAU personnel requested sneak peeks from
the on-site providers and did “not know for a specific fact . . . that it actually
happened.” However, Youssef added that “maybe someone [in the CAU] has
used it.”

We found that FBI supervisors in the CTD’s chain of command, above
the CAU Unit Chief, either did not know about the practice, did not have an
accurate understanding of the practice, or did not understand the legal
implications of providing responsive information without legal process. For
example, former CXS Assistant Section Chief John Chaddic believed,
incorrectly, that in response to sneak peek requests, the providers only
informed the FBI whether the number was or was not a valid telephone
number, but no further details. Former CTD Deputy Assistant Director John
Lewis said it was his understanding that the FBI could use sneak peeks to “get
records that would be of interest to us” without legal process, stating, “it’s also
why I think the phone company was there.”

On August 28, 2007, the FBI OGC requested a legal opinion from the
Department’s Office of Legal Counsel (OLC) regarding three questions relating
to the FBI’s authority under the ECPA, including sneak peeks. One question
stated that, “on occasion, FBI employees may orally ask an electronic
communications provider if it has records regarding a particular facility (e.g., a
telephone number) or person.” The request asked whether under the ECPA the
FBI can lawfully “obtain information regarding the existence of an account in
connection with a given phone number or person,” by asking a
communications service provider, “Do you provide service to 555-555-5555?’
or Is John Doe your subscriber?”

However, based on information we developed in our investigation, we
determined that the hypothetical example used by the FBI OGC in the question
it posed to the OLC did not accurately describe the type of information the FBI
often obtained in response to sneak peek requests. As described above the FBI
sometimes obtained more detailed information about calling activity by target
numbers, such as whether the telephone number belonged to a particular
subscriber, the number of calls to and from the telephone number within
certain date parameters, the area codes * called, and call
duration.

On November 5, 2008, the OLC issued its legal opinion on the three
questions posed by the FBI. In evaluating if a provider could tell the FBI
consistent with the ECPA “whether a provider serves a particular subscriber or
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a particular telephone number,” the OLC concluded that the ECPA “bars
providers from complying with such requests.”83 In reaching its conclusion,
the OLC opined that the “phrase ‘record or other information pertaining to a
subscriber’ [in 18 U.S.C. § 2702(a)(3)] is broad” and that since the “information
[requested by the FBI] is associated with a particular subscriber, even if that
subscriber’s name is unknown” it cannot be disclosed under the ECPA unless
the disclosure falls within one of the ECPA exceptions.

As described in Chapter Two, the information the on-site providers gave
to CAU personnel in response to their sneak peek requests often included more
detailed information about the subscribers or customers than simply whether
the provider had records regarding particular telephone numbers or persons.
Therefore, we concluded that this information also was information “associated
with a particular subscriber” within the meaning of 18 U.S.C. § 2702(a)(3).

As described above, the ECPA prohibits the disclosure to the government
of toll records or information related to a subscriber except in certain limited
circumstances set forth in the statute. The relevant exceptions require
providers to disclose such information in response to compulsory legal process,
such as national security letters, and also permit voluntary disclosures based
upon the providers’ good faith belief of a qualifying emergency.8* We found
that the FBI did not serve legal process under the ECPA for the information it
received pursuant to sneak peeks.

In addition, we do not believe that the FBI’s sneak peek practice
complied with the ECPA’s emergency voluntary disclosure provision for several
reasons. First, the practice was described to us as a routine occurrence in the
CAU, not limited to “exigent” circumstances. Second, some of the specific
instances where the sneak peek practice was used included media leak and
fugitive investigations, which clearly did not meet the emergency voluntary
disclosure provision. Third, the FBI’s lack of internal controls over the sneak
peek practice made it impossible for us — or the FBI - to reliably determine how
many or in what circumstances sneak peek requests were made, and what the
providers were told or believed about the reasons for these requests. Therefore,

83 The OLC identified a very narrow exception under 18 U.S.C. § 2702(a)(3) for
disclosure of whether a particular telephone number was among those assigned or belonging to
the provider but not “whether the provider has given [the number] to a subscriber.”

84 As described previously, prior to March 2006, this exception required the provider to
have a “reasonable belief” that a qualifying emergency existed.
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we found that the FBI’s sneak peek practice violated the ECPA in many
cases.85

C. Calling Circle/Community of Interest ||| Gz

In addition, we believe that the community of interest [} practices
used by the FBI were improper.

First, the FBI’s lack of documentation made it difficult to determine
under what circumstances and how often community of interest [l were
conducted. We identified 52 exigent letters and over 250 NSLs and 350 grand
jury subpoenas containing requests for community of interest
However, we could not determine whether Company A in fact such

in response to all these requests and, if so, whether the were
limited on an ad hoc basis, for example,

Nor
could we determine how often records or information about the telephone
numbers other than the numbers listed in the legal process or exigent letters
were provided to the FBI. Similarly, while Company A records show that from
2004 through 2007 the on-site Company A analysts used the Company A

community of interest |||l to review records for 10,070
* telephone numbers, Company A could not distinguish
whether these numbers were [JJJJJ]lI 2s part of Company A’s &
service or in response to FBI requests. Company A also could not tell us
whether these H records were actually provided to the
FBI.86

Second, when FBI personnel issued NSLs that included requests for
community of interest , they did not consistently assess the relevance
of the numbers before making the request. Instead,

community of interest requests were often included in the boilerplate
attachments to NSLs. The FBI issued NSLs that requested community of
interest [l without conducting, or documenting in the approval ECs, any

85 In a draft of this report given to the FBI in April 2009, the OIG recommended that
the FBI issue guidance specifically prohibiting the use of sneak peeks. In June 2009, the FBI
posted guidance on its Corporate Policy Intranet prohibiting sneak peek practices. The
guidance referred to the OLC legal opinion and also stated that FBI employees “may not
informally seek statutorily protected information prior to the issuance of process.” The FBI told
us that this guidance will be incorporated into the next revision of its Domestic Investigations
and Operations Guide.

86 As noted above, we believe that most of Company A’s community of interest |||
without requests from the FBI as part of Company A’s service, and
records were not provided to the FBI. (S//NF)
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assessment of the possible relevance of _ telephone numbers
to the underlying investigation. Absent such an assessment, we believe the
FBI did not satisfy the ECPA requirement to issue NSLs in national security
investigations only upon certification by those authorized to sign NSLs that the
records are relevant to authorized national security investigations.87 Moreover,

although we identified instances in which some community of interest ||l
requests were limited to telephone numbers with or from
_, we do not believe these limitations necessarily

satisfied the ECPA certification requirement or corresponding provisions of the
Attorney General’s NSI Guidelines and FBI policy.88

Third, FBI personnel who made the decisions to request community of

interest [ after reviewing | rccords were not among the
officials to whom the FBI Director delegated authority under the ECPA to sign
NSLs. CAU Intelligence Analysts and SSAs are subordinate to the FBI officials
who are authorized to sign NSLs. Yet, after reviewing the

records, these subordinate FBI employees sometimes asked the on-site
Company A analysts to provide h records. We believe that if
the signers of the NSLs did not themselves determine that the
WWere relevant to an authorized counterterrorism
investigation, the of the _ records would violate the
ECPA, even if the community of interest request was included in the NSL
attachment.

Fourth, when the FBI received digital records from Company A in
response to its community of interest ﬁ requests, the records did not
identify or otherwise distinguish toll billing records

in

legal process or exigent letters. Moreover, the FBI uploaded responsive records
into a h database, and the FBI did not separate
records on the target numbers listed in legal process from the records h
and provided in response to community of interest requests. Itis

therefore likely that the records of thousands of calls to and from
telephone numbers were uploaded into the ||| R
database without the required relevance assessment

by an authorized FBI official. Without additional research on these telephone

87 See 18 U.S.C. § 2709(b).

88 Limiting a community of interest il request to calls to or from || Gz
* numbers by itself is not necessarily a relevance assessment.
Similarly, limiting community of interest _ requests to the — calls from a
H would not necessarily satisfy the ECPA relevancy requirement.
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numbers, the FBI is unable to identify which records are associated with
numbers and whether those numbers were relevant to the
underlying investigations for which they were requested.

Fifth, when Company A - its community of intere' to
review telephone numbers as part of its services
in the absence of specific i requests from the FBI, the on-site Company A
analysts sometime provided to the FBI information pertaining to a subscriber
or a customer of its service. This also appears to violate the ECPA statute,
which prohibits communications service providers from divulging “a record or
other information pertaining to a subscriber to or customer of such service . . .

to any governmental entity.” See 18 U.S.C. § 2702(a)(3).

Finally, FBI e-mails indicate that in late 2004 FBI OGC attorneys became
aware of but did not object to community of interest ] requests for
B tccphone numbers. In May 2006, these attorneys also
approved use of a boilerplate attachment for NSLs served on the on-site
providers. This attachment listed community of interest records and 17 other
types of information that “may be considered by [the providers] to be toll billing
records.” Although FBI General Counsel Caproni and NSLB Deputy General
Counsel Thomas concluded that community of interest ] requests for
B < Icphone numbers could satisfy the ECPA relevance
standard such that the FBI would not have to issue separate NSLs for the
B <cords, the FBI did not issue written guidance on when
such requests were appropriate. In March 2007, on the advice of the FBI OGC,
the CTD directed that such requests

In November 2007, the FBI OGC and the CTD generated draft
that incorporates the principle that the

Although this
guidance has not yet been finalized, current FBI policy as stated in the
Domestic Investigations and Operations Guide (DIOG) requires that the NSLB
Deputy General Counsel approve community of interest requests and that
k telephone numbers for which information has been obtained
be reported to NSLB for congressional reporting purposes. In addition, the

DIOG requires that the NSL approval EC demonstrate the relevance of
i information to the national security investigation.
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We agree with the principles articulated in the November 2007 draft
idance and the DIOG,
We concluded that in

order to satisfy the requirements of the ECPA, relevance must be determined
before the request is made.89 We also agree that senior FBI officials and a
Department attorney should approve such requests and that the record of
telephone numbers h pursuant to these requests should be created for
purposes of congressional reporting on NSL usage by the Department.
However, CTD’s guidance still has not been issued.

In sum, we concluded that the FBI’s community of interest [}

practices were inappropriate and likely resulted in the FBI obtaining and
uploading into a database thousands of
telephone records for telephone numbers without the

required certifications of relevance to an authorized international terrorism
investigation by an authorized FBI official. In addition, we found that the FBI
is unable to identify with certainty today which records in the database are
associated with H numbers and whether those numbers were
relevant to the underlying investigations for which they were requested. We
also concluded that the FBI failed to review the implications of Company A’s
community of interest [JJi] capability when Company A first posted its
analysts on-site at the CAU; failed to issue written guidance in coordination
with the FBI OGC about the circumstances in which such requests were
appropriate under the ECPA; failed to establish an approval process for such
requests or ensure that the predication for these requests was properly
documented in approval ECs; and failed to ensure that records sought in
community of interest [l requests were included in required reports to
Congress on NSL usage.

8 After reviewing a draft of this report, the FBI identified for us another draft policy,
dated February 2008, that did not require approval by a Department attorney. We believe that
the approach in the November 2007 draft guidance is superior. No final guidance has yet been
issued by the FBI.
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CHAPTER THREE
ADDITIONAL USES OF EXIGENT LETTERS AND OTHER
INFORMAL REQUESTS FOR TELEPHONE RECORDS

We found other irregularities in the way the FBI obtained telephone
records and used the on-site communications services providers located in the
Counterterrorism Division’s (CTD) Communications Analysis Unit (CAU). As
described in this chapter, we determined that the FBI obtained calling activity
information from Company A and Company C on pre-determined “hot
numbers” without legal process. In addition, in three media leak
investigations, the FBI requested _ and in two instances obtained
reporters’ toll billing records or calling activity information without prior
approval by the Attorney General, in violation of federal regulation and
Department policy.

We also determined that FBI Supervisory Special Agents (SSA) made
inaccurate statements to the Foreign Intelligence Surveillance Court (FISA
Court) in characterizing the source of records that the Department of Justice
relied upon to support applications for electronic surveillance or pen register
and trap and trace orders. In addition, an SSA assigned to the CAU signed
administrative subpoenas to cover the FBI’s earlier acquisition of telephone toll
billing records through exigent letters or other informal requests in violation of
the ECPA and the statute authorizing the use of administrative subpoenas in
narcotics investigations (21 U.S.C. § 876). This CAU SSA and an SSA assigned
to the FBI’s Field Division together signed 5 administrative subpoenas
for telephone records that were dated from 7 to 44 days after the FBI had
obtained the records without legal process, in violation of the ECPA.90

L Obtaining Calling Activity Information on “Hot Numbers”

From 2004 through 2006 the FBI used a service offered by Company A
and Company C referred to as “hot number [JJJJll]l> When using this
service, the FBI asked Company A or Company C to provide calling activity
information for telephone numbers that CAU or other FBI personnel had
identified as “hot numbers.” As described below, the FBI sometimes included
specific parameters in its requests — such as whether there were calls to or
from a particular area code h After the ]l were set on the hot
numbers, and without receiving court orders or any type of legal process

90 As described below, some of these problems occurred in combination with the use of
exigent letters or other informal requests.
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authorizing release of this information, the on-site Company A and Company C
employees informed CAU personnel when the hot numbersH
h In addition, the providers sometimes gave the FBI
more information than just the fact that calling activity existed, such as call
originating and terminating information. Based on records we examined from
Company A, Company C, and the [}, we determined that the FBI requested
calling activity information on at least 152 telephone numbers and obtained

calling activity information for at least 42 hot numbers from 2004 through
2006.91

A. Legal Authority for Obtaining Calling Activity
Information

The Stored Communications Act, 18 U.S.C. § 2701 et.seq., a subtitle of the
ECPA which includes the ECPA NSL statute, authorizes the FBI to obtain
historical, stored data from communications service providers. However, the
case law is unsettled whether legal process issued under the Stored
Communications Act can also be used prospectively to obtain records that come
into existence after the issuance of the legal process.%2

91 As described below, Company A told us that 87 telephone numbers were placed on a
“hot” list by Company A for the FBI, but only 42 telephone numbers i We
found documentation indicating that Company C placed at least 65 telephone numbers on a
list for and we found evidence that at least some of these numbers

92 This issue has arisen in the context of government requests to obtain prospective cell
site location information. Courts are divided on whether the government can obtain such
information through legal process issued pursuant to the Stored Communications Act (and the
Pen Register Act), or whether the government must obtain a warrant based on probable cause.
See, e.g., In the Matter of the Application, 534 F. Supp. 2d 585, 599-600 (W.D. Pa. 2008)(W.D.
Pennsylvania decision), aff’d, 2008 WL 4191511 (W.D. Pa. 2008). Several cases denying the
government’s requests for prospective cell cite location information pursuant to the Stored
Communications Act rely in part on the fact that the Act does not authorize collections of
prospective information. See, e.g., In re U.S. for Orders Authorizing Installation and Use of Pen
Registers and Caller Identification Devices on Telephone Numbers, 416 F. Supp. 2d 390, 395 (D.
Md. 2006); In re Application of the U.S. for an Order (1) Authorizing the Use of Pen Register and a
Trap and Trace Device and (2) Authorizing Release of Subscriber Information and/or Cell Site
Information, 396 F. Supp. 2d 294, 311-14 (E.D.N.Y. 2005); In re Application for Pen Register and
Trap/ Trace Device with Cell Site Location Authority, 396 F. Supp. 2d 747, 760-62 (S.D. Tex.
2005). But see, In re: Application of the United States for an Order for Prospective Cell Site
Location Information on a Certain Cellular Telephone, 460 F.Supp2d 448, 452-459 (S.D.N.Y.
2006)(holding that the Stored Communications Act contains no explicit limitation on the
disclosure of prospective data, while acknowledging that a majority of courts to have addressed
the government’s theory that the Pen Register Act, in combination with the Stored
Communications Act, supports disclosure of prospective cell site location information have
denied the government’s applications); and In re U.S. for an Order Authorizing the Use of Two
(Cont’d.)
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The Pen Register Act, which authorizes court-ordered electronic
monitoring of non-content telephone calling activity, can be used to obtain
prospective calling activity information.93 The Pen Register Act authorizes the
installation of pen register and trap and trace devices in both criminal
investigations and also in national security investigations pursuant to the
Foreign Intelligence Surveillance Act (FISA).94 Pen registers identify outgoing
dialed telephone numbers, while trap and trace devices identify incoming
telephone numbers. Pen registers and trap and trace devices require court
orders (pen/trap orders) and are issued for a fixed period of time, not to exceed
60 days.

B. Hot Number [N

We found that Company A and Company C

During the period covered by our review, the FBI
identified 87 “hot numbers” for Company A to and at least 65 hot
numbers for Company C to |JJJJlll. The FBI did not provide legal process to
Company A or Company C either before or after it identified the numbers and
received calling activity information.

We describe below details about the FBI’s acquisition of this information,
what the CAU Unit Chiefs and attorneys in the FBI Office of the General

Pen Register and Trap and Trace Devices, 632 F. Supp. 2d 202, 207 (E.D.N.Y. 2008) (granting
prospective cell site location information and stating the Stored Communications Act does not
preclude the ongoing disclosure of records to the government once they are created.

Recent cases have questioned whether any cell site location information — historical or
prospective — is available under the Stored Communications Act, or whether cell site location
information is excluded because the cell phone is then a “tracking device’ excluded under the
Act. The W.D. Pa. decision has been appealed, and the 3rd Circuit’s ruling will be the first
appellate decision on the issue. Prior to the appeal to the 3rd Circuit, the Department of
Justice concluded that prospective cell site location information was encompassed within the
terms of the FISA pen register provision, as amended by the Patriot Reauthorization Act.
However, the Department is awaiting the 3rd Circuit’s decision before pursuing this position
with the FISA Court.

93 The Pen Register Act, which is part of the ECPA, authorizes the FBI to obtain court
orders for the real-time interception of outgoing or incoming telephone numbers to a target
telephone. See Electronic Communications Privacy Act of 1986, Title III (“Pen Register Act”),
Pub. L. No. 99-508, codified as amended at 18 U.S.C. §§ 3121 - 27 (2000 & Supp. 2002). In
criminal cases, the courts are authorized to enter ex parte orders for pen registers or trap and
trace devices upon certification that the information likely to be obtained “is relevant to an
ongoing criminal investigation.” 18 U.S.C. § 3122(b)(2).

94 See 18 U.S.C. §§ 3121 - 27; 50 U.S.C. § 1842(e).
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Counsel (FBI OGC) knew about the practice, and our analysis of this
practice.

1. Company C

Company C’s hot number [l feature was described in a
May 23, 2003, proposal of work that led to a contract between the FBI and
Company C for the provision of Company C’s on-site services in the CAU. A
CTD Electronic Communication (EC) dated May 28, 2003, that requested
funding for this contract stated that the “statement of work also allows for the
‘!95 However, we found that the FBI did not establish any
procedures, guidance, oversight, or training for CAU personnel regarding the
use of hot number [l We also found no evidence that NSLB attorneys
conducted any legal review of the proposed Company C contract in 2003,
including the legal implications of hot number Further, we found no
evidence that FBI attorneys evaluated the legal implications of hot number

B 2ftcr Company C posted its on-site employee in the CAU in April
2004, or thereafter, until 2007.96

A CAU SSA told us that to obtain information on targeted numbers he
provided a list of telephone numbers to Company C h Company C
would then notify him of calling activity by the targeted numbers. The on-site
Company C’s employee’s log indicates that in some instances the Company C
employee provided more information than just the fact of calling activity, such
as call originating and terminating information.

A Company C representative confirmed for us that Company C did not
receive legal process from the FBI to initiate any hot number and also
did not receive legal process after it had provided information to the FBI about
the hot numbers. The Company C representative also said that Company C
could not determine how often the feature was used or ﬂ
B -t the request of the FBI during the 4-year period covered by our
review. However, based on information provided to us by a CAU SSA who used
the Company C service and our review of Company C documents, we estimated

that the FBI asked Company C to [ for at least 65 telephone numbers
between May 2004 and September 2006.

95 The EC was initiated by the CAU and was approved by Thomas Harrington, the
Deputy Assistant Director of the CTD.

9 As described below, we found that based on inaccurate information provided to her
in April 2007, FBI General Counsel Caproni came to the erroneous conclusion that hot number
ﬁ had not been used by the CAU.
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Company C records also show that the FBI was billed for and paid a
separate fee to Company C for this hot number We found that the
FBI paid Company C h for hot number during the period from
2002 through 2006.97

2. Company A

Documents that Company A provided to the FBI as part of Company A’s
2004 contract proposal for on-site services in the CAU described Company A’s

capability to “track, follow, and capture fugitives, terrorists and other
criminals’ and [N o corch for known fugitives (i.c.
B -’ Onc of Company A’s stated goals in the proposal was to

create a report “to be customized specifically for the FBI based upon input data
such as hot target list, significant numbers, secure data, etc.”

An on-site Company A analyst told us that Company A’s

capability was [SSSSESSN Cornpany A BB He said he
could not recall when information on “hot numbers” was requested by the
CAU.%8 Use of this capability enabled the FBI to learn in H that
there was calling activity by the hot numbers. Additionally, if specified by the
FBI requesters, Company A would [JJJJj the requesters only to calling activi
within certain parameters, such as calls to or from a particular area code i,

The on-site Company A analyst said that while he received details of
the calling activity by the hot numbers — including the date, time, and duration
of the calls — he informed the FBI requesters only that there had been calling
activity. The Company A analyst told us that he typically notified the CAU or
other FBI requesters of the calling activity verbally.

The on-site Company A analyst who set many of the Company A hot
number Il told us that he did not discuss with anyone in the FBI or
Company A whether legal process would be served before he provided calling
activity information. He also said that he did not receive any type of legal

97 Company C’s schedule of payments shows that Company C billed the FBI at a rate of
per month in fiscal year (FY) 2006 for | for 2 maximum of 1,000
telephone numbers. A Company C representative told us that Company C also billed the FBI
at a flat rate in FY 2002 and FY 2004.

98 Company A’s | was different from another Company A capability called
“hot number .” Hot number - permits Company A to collect all toll billin,
records at set intervals, such as every 4, 8, or 12 hours, while [ ]I provided
information about calling activity on particular telephone numbers. Company A told
us that the FBI never received information or records from Company A in connection with its
“hot number -’ service, and we found no contrary evidence.
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process or exigent letters for the calling activity information that he provided to
the FBI.

Based on information we obtained from Company A, we found that from
June 2005 until December 2006, FBI personnel asked Company A to [JJj
for at least 87 telephone numbers. A Company A representative told us
that of the 87 telephone numbers, 42 telephone numbers generated
activity information. The attorney stated that information
was conveyed to the Company A analyst
calling activity. A CAU SSA who used the

callinf

of the
feature told us that
typically he did not receive notification of the calling activity generated on his
hot numbers || . usually through an e-mail from the on-site
Company A analyst.

Unlike Company C, Company A provided its hot number [l service
as part of its overall contract for services to the FBI, and Company A did not
impose separate charges for setting hot number

A CAU SSA told us that CAU Unit Chief Rogers told him to use Company
A’s and Company C’s hot number |l service in connection with the
d fugitive investigation being conducted by the FBI’s |l Field
Division and in connection with another fugitive investigation being conducted
by the FBI’s | Ficld Division.9° Related to the -
investigation, the SSA recalled attending a “meet and greet” session with a
-gField Division supervisor in the CAU that was also attended by CAU
Unit Chief Bassem Youssef. The SSA said that the purpose of the meeting was
for the CAU to describe its resources and how the CAU could support the

fugitive investigation.100 Several months after this meeting, the FBI

began identifying hot numbers associated with the [} investigation and
giving them to the on-site Company A analyst. The Company A analyst

thereafter notified both the CAU SSA and the Field Division case agent
by e-mail of the telephone

numbers.

99 The CAU SSA told us that several other CAU personnel used the hot number
I ic2ture in other FBI investigations. We received independent information that
corroborated the CAU SSA’s statement regarding other CAU personnel using the hot number
for other CAU cases.

100
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The CAU SSA said that if the case agent was interested in obtaining toll
billing records or subscriber information on the hot numbers, the FBI would
issue administrative subpoenas or exigent letters for those records.101 The
CAU SSA estimated that he gave Company A a total of 20 telephone numbers
in connection with both the and the other fugitive investigation.102

In our investigation, we found no evidence that the FBI established
procedures, guidance, oversight, or training to ensure that CAU personnel
sought appropriate legal authority when they asked Company A or Company C
to provide calling activity information in response to the FBI’s requests
ﬁ on hot numbers.

C. FBI OGC and CAU’s Unit Chiefs’ Knowledge of Hot Number

In this section we examine what CAU Unit Chiefs and FBI OGC attorneys
knew about hot number

CAU Unit Chiefs and FBI OGC attorneys told us they were unaware of
the use of hot number |l by CAU personnel. CAU’s first Unit Chief,
Glenn Rogers, said he thought Company A offered a hot number
capabili

However, Rogers said he was not certain whether
Company A’s hot number was ever utilized by the FBI and also was
not certain what authority the FBI would use to acquire the calling activity
information.

101 The CAU SSA told us that before notifying FBI requesters of calling activity by the

hot numbers, Company A used “sneak peeks” to first determine whether the calling activity
was associated with, [N . investigative
value. After the Company A analyst made this determination, he notified the FBI of calling
activity by telephone numbers that might be of investigative interest.

102 The CAU SSA said he recalled first learning about hot number [ at 2
meeting in 2004 he attended with CTD Section Chief Michael Fedarcyk, CAU Unit Chief Rogers,
and a female NSLB attorney whose name he could not recall. He stated that they discussed

the use of “forward-looking subpoenas” or “anticipatory search warrants” that would request
information [N Thc CAU SSA told us that the
NSLB attorney said that she approved of forward-looking subpoenas. He said he was not
certain whether the legal processes discussed at the meeting were grand jury subpoenas or
NSLs, but that the NSLB attorney said that there was no legal problem with forward-looking
subpoenas. He also said that no FBI attorneys ever told him that they had legal reservations
about hot number [l We could not identify any NSLB attorney at this meeting, and the
FBI could not locate documentation of any legal review by the NSLB of hot number h or
other features of the Company A contract from 2003 through 2007.
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Roiers’s successor as CAU Unit Chief, Bassem Youssef, told us that hot

number was a feature offered by Company C whereby the FBI “would
have authority on a particular target number”
However, Youssef said

he did not know what the authority was for hot number |l He said that
after making inquiries with an FBI field division in 2006 and 2007, he believed
that the FBI had never used Company C’s hot number |||
capabilities.

On September 12, 2006, a CTD Contracting Officer’s Technical
Representative (COTR) sent an e-mail to Youssef asking him whether the CAU
still needed Company C’s hot number [l service for which the FBI was
then paying ﬂper month.103 Youssef responded that he no longer
needed the hot number [l feature and, in the event it were needed in the
future, “we would ask for it on a month to month basis.” The COTR asked
Youssef to contact Company C and let it know that the FBI was cancelling the
service.

On September 18, 2006, Youssef informed the Company C on-site
employee by e-mail that “we no longer need the hot # ﬂ feature and we’ll
re-institute it in the future if we need it again.” The Company C employee
replied by e-mail that Company C was then using the feature for two FBI
investigations: the [} fugitive investigation being conducted by the FBI’s
1 Field Division and a second fugitive investigation being conducted by
the Field Division. The Company C emﬁloiee asked Youssef to

confirm that he wanted to terminate hot number for both
investigations, which Youssef confirmed.

Marion Bowman, who was the National Security Law Branch (NSLB)
Deputy General Counsel when the contracts were executed, told us that he was
unaware of and did not review the contracts with Company A, Company B, or
Company C to provide on-site services at the CAU and did not know the
specifications for the contracts. Bowman’s successor as NSLB Deputy General
Counsel, Julie Thomas, told us that she recalled reviewing the contracts with
the on-site providers for the first time in late 2006, after receiving a draft of the
OIG’s first NSL report. She stated that she recalled identifying the provision of
the contract discussing hot number [l and concluding that the FBI
could obtain this type of information only through a pen register. She said that

103 Youssef had co-signed the Company C monthly invoices that included charges for
this feature for 12 consecutive months prior to the COTR asking him whether Company C’s hot
number feature was needed. However, the invoices only referenced a lump sum amount and
did not itemize the particular services provided for the charges.
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she also recalled learning in April 2007 that Caproni had been informed at that
time that the service had never been used. Thomas said she did not learn until
shortly before her final OIG interview for this report in August 2008 that the
FBI had paid Company C for hot number ﬂ

Caproni told us that based on information she had received from FBI
personnel in April 2007, she believed that hot number [l had never been
used by the FBI. In an April 2007 e-mail to CTD Assistant Director Joseph
Billy, Jr., and other CTD personnel, Caproni instructed that if the CTD sought
to use hot number ﬁ CTD must first contact the FBI OGC. She added
that the FBI OGC needed to understand the technical aspects of the feature
before providing a legal opinion about its use. In 2008, Caproni told us that
her concern at the time was that the feature “might be an unlawful pen
register.”104

D. OIG Analysis

We found that the FBI sought calling activity information on 152 “hot”
telephone numbers from Company A and Company C and was provided
information on at least 42 of those numbers. Company A provided information
that there had been calls made to or from the numbers identified by the FBI,
sometimes in response to specific inquiries from the FBI about whether calling
activity existed to or from a particular area code ||l We aiso found
evidence that Company C also may have provided more information than just
the existence of calling activity, such as call originating and termination
information.

We believe that the calling activity information requested by and
conveyed to the FBI about these hot numbers required legal process. Although
the information given to the FBI by Company A and Company C on these hot
numbers was less extensive than the type of information typically provided in
response to NSLs or pen register/trap and trace orders, it constituted “a record
or other information pertaining to a subscriber or a customer” under the
ECPA.105

As discussed in Chapter Two of this report in connection with our
analysis of “sneak peeks,” the Department’s Office of Legal Counsel concluded,
and we agree, that the ECPA ordinarily bars communications service providers

104 After reviewing a draft of this report, the FBI stated that, subsequent to her OIG
interview, Caproni concluded that as a matter of law, hot number i did not implicate
the Pen Register Act.

105 18 U.S.C. § 2702(a)(3).
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from telling the FBI, prior to service of legal process, whether a particular
account exists. We also concluded that if that type of information falls within
the ambit of “a record or other information pertaining to a subscriber to or
customer of such service” under 18 U.S.C. § 2702(a)(3), so does the existence of
calling activity by particular hot telephone numbers, absent a qualifying
emergency under 18 U.S.C. § 2702(c)(4).

We found no evidence that the FBI requested or the providers gave the
FBI this information pursuant to the emergency voluntary disclosure provision
of the ECPA. Instead, it appears that the information was disclosed as part of
the contractual arrangement between the providers and the FBI, and was
primarily used in connection with fugitive matters that did not qualify as
emergency situations under 18 U.S.C. § 2702. Therefore, we believe that the
practice of obtaining calling activity information about hot numbers in these
matters without service of legal process violated the ECPA.

We also found it both surprising and troubling that Rogers, as Unit Chief
of the CAU and the official responsible for knowing and assessing the tools
used by his subordinates to obtain information from the on-site providers, said
he was not certain whether Company A’s hot number [l feature was
ever utilized by the FBI. We likewise were troubled that Youssef, Roger’s
successor as CAU Unit Chief, told us that he did not believe that hot number

was used.

In addition, from the inception of the FBI’s contractual relationship with
the three providers beginning in 2003, senior FBI officials knew that the CAU
would be handling telephone transactional records which the FBI could
lawfully obtain pursuant to the ECPA. However, the FBI failed to ensure that
responsible officials in the CTD and the FBI OGC’s NSLB reviewed the
proposed and final contracts with the providers to ensure that the agreements
conformed to the requirements of the ECPA and other relevant laws and
policies. The General Counsel and the NSLB Deputy General Counsel did not
review the contracts or associated documents with the on-site providers until
late 2006 or early 2007. We believe that the absence of timely legal review was
a significant management failure by the FBI. In part because NSLB attorneys
did not review the contract proposals with the on-site providers, they were
unaware of the specific services provided, including the hot number
service.

In Chapter Six of this report we provide recommendations to address our
findings from this portion of our review. We believe the FBI should carefully
review the circumstances in which FBI personnel asked the on-site
communications service providers — “hot numbers” to
enable the Department to determine if the FBI obtained calling activity

information under circumstances that trigger discovery or other obligations in
any criminal investigations or prosecutions. Our recommendations also are
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designed to ensure that FBI personnel receive periodic training on the FBI’s
authorities to obtain telephone records from communications service providers
and that FBI OGC attorneys and program managers, including successor
officials serving in these positions, are fully familiar with any FBI contracts
with communications service providers.

II. Seeking Reporters’ Telephone Records Without Required
Approvals

We determined that in three media leak investigations the FBI requested,
and in two of these instances obtained from the on-site communications
service providers, telephone records or other calling activity information for
telephone numbers assigned to reporters. However, the FBI did not comply
with the federal regulation and Department policy that requires Attorney
General approval and a balancing of First Amendment interests and the
interests of law enforcement before issuing subpoenas for the production of
reporters’ telephone toll billing records.106

In the sections that follow, we describe the federal regulation and
Department policies governing the issuance of subpoenas for the telephone toll
billing records of members of the news media, the facts we found regarding
each of these three leak investigations, and our analysis of each of these three
cases.

A, Federal Regulations and Department Policies

Because of the First Amendment interests implicated by compulsory
process to obtain reporter’s testimony or their telephone records, 28 C.F.R.
§ 50.10 (2004) requires special approvals and other advance steps before
Department employees are permitted to issue subpoenas for reporters’
testimony or the production of their telephone records.

Specifically, this regulation requires that before issuance of such
subpoenas, “all reasonable attempts should be made to obtain information
from alternative sources.”107 This regulation also requires the Department to
attempt to negotiate the voluntary appearance of the news media personnel or
the voluntary acquisition of their records. If the records are needed for a
criminal investigation, the regulation requires “reasonable grounds to believe,
based on information obtained from non-media sources, that a crime has

106 See 28 C.F.R. § 50.10.
107 28 C.F.R. § 50.10(b).
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occurred, and that the information sought is essential to a successful
investigation . . . .”108 Any requests for such subpoenas must be approved by
the Attorney General in accordance with principles specified in the
regulations.109

The regulation also requires that if the telephone toll records of members
of the news media are subpoenaed without the required notice, the affected
member of the news media must be notified “as soon thereafter as it is
determined that such notification will no longer pose a . . . substantial threat to
the integrity of the investigation” and, in any event, within 45 days of any
return in response to the subpoena.l10 Finally, the regulations state that
failure to obtain the prior approval of the Attorney General “may constitute
grounds for an administrative reprimand or other appropriate disciplinary
action.”111

Department policies supplement this regulation by specifying the
information required to be included in requests seeking Attorney General
approval for issuance of such subpoenas.112

At the time of the investigations at issue, the FBI’s media leak
investigations were governed by the Attorney General’s Guidelines on General
Crimes, Racketeering Enterprise and Terrorism Enterprise Investigations.113 In
addition, at the time of these investigations, leak investigations involving

108 28 C.F.R. § 50.10(f)(1).
109 28 C.F.R. § 50.10(g).
110 Section 50.10(g)(3) of 28 C.F.R. states:

When the telephone toll records of a member of the news media have been
subpoenaed without the notice provided for in paragraph (e)(2) of this section,
notification of the subpoena shall be given to the member of the news media as
soon thereafter as it is determined that such notification will no longer pose a
clear and substantial threat to the integrity of the investigation. In any event,
such notification shall occur within 45 days of any return made pursuant to the
subpoena, except that the responsible Assistant Attorney General may authorize
delay of notification for no more than an additional 45 days.

111 28 C.F.R. § 50.10(n)(2004).

112 See United States Attorneys’ Manual § 9-13.400, “News Media Subpoenas;
Subpoenas for Telephone Toll Records of News Media; Interrogation, Arrest, or Criminal
Charging of Members of the News Media.”

113 As noted previously, several sets of Attorney General Guidelines were revised and
consolidated into the Attorney General’s Consolidated Guidelines, which took effect in
December 2008.
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classified information were categorized by the FBI as espionage investigations
because they potentially involved violations of the Espionage Act.

B. First Matter

1. Background

An FBI squad

supervisor told us that in response the FBI CTD opened a counterterrorism
investigation into i

the Washington Post and The New
York Times published articles

Washington Post article referred to
indicating that,

The New
given to

York Times article referred to information from a

FBI investiiators about

2. The Investigation of the Leak of Information to the
Media

The FBI's | Ficld Office initiated a leak investigation [k
determine whether U.S. government employees or others had violated criminal

laws prohibiting the release of classified information in connection with the
Washington Post and The New York Times articles. The investigation was
assigned to a || Ficld Office counterintelligence squad, and a case
agent was assigned to the matter. The U.S. Attorney’s office in ||| [ GzGN&
ﬁ assigned an Assistant United States Attorney (AUSA) to the investigation
on or about October
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According to our interviews and review of FBI documents, in November
Il the AUSA assigned to the investigation discussed with the FBI case agent
the possibility of seeking Department approval to subpoena the telephone toll
billing records of the reporters who wrote the two articles in the Post and the
Times. The case agent and the AUSA told us that they were both aware at that
time of the Department’s regulation that requires Attorney General approval for
obtaining reporters’ telephone toll records, and they recalled discussing the
possibility of seeking such approval. They both stated that before taking this
step they believed they should determine whether the toll billing records of
i calls made by the reporters and others _gcould be
obtained from the on-site communications service providers located in the
CAU.

a. The I Ficld Office Requests CAU
Assistance

On November 5, , the case agent sent an e-mail asking another
Special Agent in the Field Office to inquire, in the other agent’s

capacity as his squad’s liaison to the CAU, whether the on-site
communications service providers could obtain telephone toll records of U.S.
persons makin calls . The case agent’s November 5 e-mail
listed 12 telephone numbers, 8 of which were identified in the

e-mail as belonging to Washington Post reporters
I 21.d Washington Post researcher and New York
Times reporters The e-mail identified a

7-month time period — a few months before and a few months after the
published articles — as the time period of interest for the leak
investigation.

Three days later, the Special Agent who had received the e-mail from the
case agent forwarded the e-mail to a CAU SSA - also copying the case agent.
The Special Agent asked the CAU SSA in his forwarding e-mail whether, as a
general matter, - calls generated by the identified telephone numbers
originating would be captured by the on-site providers’
systems.

The CAU SSA replied by e-mail on November 10, [}, asking whether
the Special Agent wanted him “to start pulling these tolls” and, if so, “what is
the source of the request . . . NSL or FGJ subpoena?” The CAU SSA’s e-mail
was copied to the case agent’s supervisor, but not to the case agent.

We found no e-mail response to the CAU SSA’s questions, either from the
Special Agent or anyone else. When we asked the Special Agent about this
e-mail, he told us that he did not recall it.
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In September and December , @ CAU SSA and other CAU personnel
provided briefings to the Field Office’s d squads,
including the case agent assigned to the leak investigation (who attended one of

the briefings), about the resources available to support FBI investigations from
the on-site communications service providers.

Five days after the December ] briefing, the case agent on the leak
investigation sent an e-mail to a CAU Intelligence Analyst who had participated
in the briefing, asking the same questions that had been previously posed to

the CAU SSA by the Special Agent: could the on-site providers obtain toll
records on calls originating ||| |} ]I tclcphone numbers ]
The case agent stated in his December 14

e-mail to the CAU Intelligence Analyst, “You suggested that we run this past
you before we send the subpoena.” The e-mail also stated, “We likely will
proceed with a federal grand jury subpoena, with the AUSA requesting DOJ
approval before issuing the subpoena.” The case agent also noted in the e-mail
that the Special Agent who had originally forwarded this request to the CAU
had already “touched base with [the CAU SSA] preliminarily on this

matter.”

In response, on December 14, i}, the CAU Intelligence Analyst sent
the case agent a sample NSL for toll billing records. The Intelligence Analyst
also stated in his e-mail that he would check with the CAU SSA “to make sure
he hasn’t already pulled the tolls.” We found no evidence indicating that the
CAU SSA received this e-mail or that he was informed about any planned
request for DOJ approval.

However, in the absence of any request from the case agent or anyone in
the FBI, the CAU SSA issued an exigent letter dated December 17, i,, to
Company A for telephone records of the reporters and others listed in the case
agent’s November 5, ], e-mail. We determined that the SSA did this
without further discussion with the case agent or the Special Agent who had
asked only whether such records could be obtained through the on-site
providers, not that the records should be obtained.115

The CAU SSA’s exigent letter sought records on nine telephone numbers,
seven of which were identified in the e-mail exchanges described above as
belonging to Washington Post and New York Times reporters or their news
organizations’ bureaus in ||l The other two numbers were associated

115 We determined that this SSA had issued a total of 115 exigent letters, the second
highest number of exigent letters signed by any CAU personnel.
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with persons suspected of leaking classified information to the
reporters.

The exigent letter did not specify the 7-month interval noted in the case
agent’s November 5 e-mail, or contain any date restrictions. The exigent letter
also stated that the request was made “due to exigent circumstances” and that
“subpoenas requesting this information have been submitted to the U.S.
Attorney’s office who will process and serve them formally on [Company A] as
expeditiously as possible.” However, this statement was not accurate. A
subpoena request had not been sent to the U.S. Attorney’s Office at the time
the exigent letter was served, or at any time thereafter.

The CAU SSA told us he could not recall why he sent this exigent letter
and acknowledged that the case agent had not asked him to do so. He also
acknowledged that he knew at the time he signed the letter, based on
information previously given to him, that the request included reporters’
numbers. He stated that he “had never even read the content of these [exigent]
letters,” but was “just using the standard forms . ...” The CAU SSA told us
that he used exigent letters based on the guidance he had received from a
Company A analyst who told him “explicitly that this was the approved process
between the attorneys for [Company A], as well as, you know, . . . the attorneys
for the Bureau.” He said that when he was assigned to the CAU, his prior
experience had been working on Columbian drug trafficking and money
laundering and Asian organized crime under the FBI’s criminal programs, and
he was not aware of any special policies or approval levels needed to obtain
reporters’ toll billing records.

The CAU SSA also said he did not recall the case agent making any
representations about exigent circumstances underlying his inquiry about the
availability of the toll billing records. The CAU SSA told us that he could
imagine circumstances in which the leak of classified information could
present exigent circumstances.!16 He also told us that the case agent’s squad
supervisor, who was on the initiating e-mail to the CAU for this request, would
have known from CAU briefings she attended at the |||l Ficld Office
that the CAU would be obtaining telephone records before legal process in a
request of this type. However, the case agent told us that he did not tell the
CAU SSA who signed the exigent letter that there were any exigent
circumstances associated with his inquiry. Similarly, the squad supervisor
told us that no one had told her of any exigent circumstances being presented
to the CAU SSA in connection with this request.

116 The SSA stated that he considered the leak of “national defense information” to be
the type of circumstance for which an exigent letter would be appropriate.
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The CAU Intelligence Analyst who had sent the case agent a sample NSL
for toll billing records said he did not recall any conversations with the CAU
SSA about the exigent letter, but he speculated that he probably discussed it
with the CAU SSA. The Intelligence Analyst also told us that he was not aware
in December i} about any special approval requirements for obtaining
reporters’ toll billing records and that the case agent’s e-mail reference to
obtaining DOJ approval “went over my head.” The Intelligence Analyst said
that, in hindsight, he thought he and others in the CAU would have proceeded
differently had they noticed the case agent’s reference to getting DOJ approval.
He said he did not recall any discussions at the time about special
requirements for obtaining DOJ approval, although he said that he understood
that the case agent was working with the AUSA and a subpoena was “in the
works.”

On December 20, ], the case agent, not aware that an exigent letter
had been issued by the CAU SSA and following up on his earlier question
whether Company A had the capacity to retrieve the records, sent an e-mail to
the CAU Intelligence Analyst asking if there was “any word on whether calling
activity for the below listed numbers is retrievable? I will advise you as soon as
I get the GJ subpoena from the AUSA on the case.” The “below-listed
numbers” was a reference to the 12 numbers contained in the agent’s
November 5, [}, e-mail request to the analyst, which was included in the
December 20 e-mail chain.

b. FBI Obtains Reporters’ Toll Billing Records

On approximately December 22, [}, the on-site Company A analyst
provided to the CAU the toll billing records requested in the December 17
exigent letter. The analyst provided records for seven of the eight telephone

numbers associated with reporters or their news organizations’ bureaus in
117

We determined that the Company A analyst gave the FBI 22 months of
records for Washington Post reporter H telephone number, of which
only 38 days fell within the 7-month period of interest initially identified by the
case agent as relevant to the leak investigation. In addition, 22 months of
records were provided to the FBI for the telephone number assigned to the
Washington Post’s [l bureau, of which only 20 days fell within the

117 The Company A analyst advised the CAU that Company A had no toll billing records

for the eighth of the reporters’ telephone numbers identified in the e-mail, which the FBI
believed to be used by_

Company A also produced records for two other telephone numbers specified in the
e-mail that were not associated with reporters.
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7-month period of interest. For the remaining five numbers, none of the
retrieved records provided to the FBI fell within the 7-month period of
interest.

In total, Company A provided the FBI with toll billing records for 1,627
telephone calls. Of this total, only three calls (.2 percent) fell within the
7-month period of interest identified by the case agent as relevant to the
investigation (two calls in iecords and one call in records of the
Washington Post’s bureau in

We determined that CAU personnel uploaded all of the reporters’ and
news organizations’ records for the 1,627 telephone calls provided by
Company A into a database on
December 22, , where they were available for searching by authorized FBI
and other personnel.118

We also determined that on January 5, mhe CAU Intelligence
Analyst replied to the case agent’s December 20, , e-mail asking whether
the toll billing records of interest were retrievable. In his January 5 response,
the Intelligence Analyst forwarded to the case agent two CAU “trace reports for
the calling activities associated with your ﬁ target numbers.”119 One
of the files attached to the e-mail was titled, “CAU3983FBItollsonly.xls.” The
analyst also stated in the e-mail, “We didn't have any [Company A] data” for
three of the target numbers. The January 5 e-mail also stated that the analyst
would send the “raw data” to the agent when he received the grand jury
subpoena.

We found that both trace reports attached to the CAU analyst’s January
5 e-mail contained all of the telephone data acquired by Company A concerning
seven telephone numbers the case agent had identified as belonging to
reporters or media organizations in his original e-mail request of November 5,

118 Qur investigation found that prior to June 2008 the only FBI personnel who queried
these records in the h database were the CAU Intelligence Analyst and two FBI
employees who were assigned to the FBI OGC'’s review team that in 2007 was charged, in
response to the OIG’s first NSL report, with analyzing the FBI’s basis for acquiring records
through exigent letters and blanket NSLs. As discussed below, the prosecutor, CTD
management, and the FBI OGC were not aware that the FBI had acquired reporters’ records
until the OIG informed the FBI General Counsel in June 2008. The administrator of the
B iatabase also told us that there is no evidence that non-FBI personnel who have
access to the [l database queried these records.

119 “Trace reports” contain the results of CAU Intelligence Analysts’ research on
telephone data.
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. 21d three other numbers.120 The second trace report contained all of the

telephone data acquired on the 10 telephone numbers, as well as available
information in theq* database related to 11 of
the 12 telephone numbers listed in the case agent’s November 5, [},
e-mail.

We also found that no grand jury subpoena was issued for these
reporters’ records, either before or after the records were produced. In
addition, no Department personnel sought Attorney General approval for
subpoenaing these reporters’ records, as required by federal regulations and
Department policy.

c. AUSA and FBI Field Division Personnel Knowledge
that Reporters’ Records Were Obtained

When we interviewed the case agent, his squad supervisor, and the
I ricld Office Assistant Special Agent in Charge who supervised the
squad conducting the leak investigation, they told us that they were unaware
that CAU personnel had asked Company A to provide the reporters’ and news
bureaus’ telephone records or that anyone had sent an exigent letter to
Company A for these records.

We asked the case agent about the January 5 e-mail from the CAU
Intelligence Analyst to him forwarding the toll billing records from Company A
and the trace reports on the records. He said that he had not opened the
attachments to this e-mail and had not recognized from the e-mail that the
attachments might have included toll billing records.12! He told us that he “did
not know exactly what trace reports meant,” and that he interpreted another
portion of the e-mail as meaning that the analyst had run the numbers against
previously established databases.

The case agent also told us that he did not open the attachments,
because he “just wanted to make sure that we did not proceed until we had
sent the subpoena,” adding, “there is no exigency so I was just content to wait
and see what my deliberations with [the AUSA] would yield.” The agent said
that if he had “perceived it at the time as violating DOJ regulations or the law,
[he] would have notified appropriate parties.”

120 Nine of these 10 numbers also appeared on the December 17, |, exigent letter to
Company A.

121 The Intelligence Analyst said that the only difference between what he sent with his
January 5 e-mail and the raw data he received from Company A was the formatting of the data.
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The case agent also told us that he never told the CAU SSA or anyone in
his management chain that exigent circumstances existed regarding the need
to obtain the telephone records listed in his November 5 e-mail. He also said
that he had no idea where the CAU SSA obtained the language in the exigent
letter stating that requests for subpoenas had already been submitted to the
U.S. Attorney’s Office. He further stated that the only representations he made
to the CAU regarding a subpoena were contained in his e-mails, which stated
that a subpoena was contemplated and would be provided in the future.

The AUSA who directed the leak investigation told us that he did not
know anything about the FBI having obtained any reporters’ records in the
investigation until the OIG identified this issue and interviewed him in 2008.
The AUSA also said he did not recall if the case agent had ever sent the
reporters’ telephone numbers to the CAU to determine if their records were
available. The AUSA said he did not know that the CAU SSA had sent an
exigent letter to Company A seeking the reporters’ and news organizations’ toll
billing records, that Company A had provided responsive records, that a CAU
Intelligence Analyst had sent the records and his analysis to the case agent in
an e-mail, or that the reporters’ records had been uploaded into a ﬁ
database.

The final e-mail we found relating to the reporters’ telephone records was
sent by the case agent to the CAU Intelligence Analyst on March 24, . The
subject line of the e-mail stated, “Important question.” The e-mail referenced
the CAU Intelligence Analyst’s January 5, , e-mail and stated:

I am working closely with the United States Attorney’s Office . . .
and we are contemplating getting a grand jury subpoena for
certain telephone toll records (“ telephone numbers)
that will require special approval from the Department of Justice
before issuance. Before we undertake getting the approval for the
subpoena, the AUSA wants to know with certainty whether

telephone toll records for
telephone calls can be obtained.

This is a key question for us going forward. [Emphasis in original.]

The Intelligence Analyst replied by e-mail on the same day, stating, “Back
in January I sent you two products which reflected [Company A] toll records on
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several of the |l numbers you had targeted, so we can get the data if
the calls were carried on [Company A] lines.” The e-mail also stated that one of
the two reports “was only the [Company A] tolls.”122 The Intelligence Analyst
added, “So, basically, you already have the records that we

have.”

When we asked the case agent about this e-mail, he told us he did not
recall what his reaction to the e-mail was at the time. When we asked him at
the time of his OIG interview whether, looking at the e-mail, he understood
that the e-mail stated that the analyst had previously sent the agent two
products that reflected Company A toll records, as distinguished from
value-added analysis of existing databases, the agent acknowledged, “that is
what this e-mail says, yeah.”

d.  FBI Conducts I
]
In — after the CAU Intelligence Analyst had provided

the reporters’ telephone records and accompanying trace reports to the case
agent — the FBI sent the case agent

The FBI squad
supervisor who supervised the leak investigation told us that the agents h
— the leak investigation

The squad supervisor told us that she instructed the case agent to

information that would assist

122 The e-mail stated that “one of the reports was only [Company A] tolls, which you
could use in court, and the other one was an intelligence product with [sic] encompassed
everything in [an [N dt2base].
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the FBI in identifying the leaker or leakers and

The squad supervisor told us that the plan for conducting ||| Gl
was discussed with her Division’s chain of command and probably
with a Unit Chief in the FBI's Counterintelligence Division at FBI Headquarters.

An e-mail from the Unit Chief to the case agent and the squad supervisor on
, noted that the

We determined that on the case agent and

According to the Field Office squad
supervisor and documentation of

article was a classified U.S.

the case agent and

oints” of [N

was successful, noting

The case agent’s e-mail summarizing
stated that he believed the

The e-mail also stated that the

classified information.

that the

article was U.S. government

The squad supervisor told us that even though

classified U.S. government information.
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—, this media leak case was transferred from the original
case agent to another FBI Special Agent in the Field Office.123
According to the U.S. Attorney’s Office in , the leak
investigation is still open.

3. FBI Notifies the Reporters That Their Records Were
Obtained

In April 2008, during our investigation of the use of exigent letters, we
discovered the e-mail exchanges described above concerning the reporters’ toll
billing records. The following month we determined that the FBI had acquired
the reporters’ and news bureaus’ toll billing records without any legal process
or Attorney General approval.

In June 2008, the OIG informed the FBI General Counsel and the Acting
Assistant Attorney General in charge of the Department’s National Security
Division (NSD) that we had determined that the FBI had requested and
obtained the toll billing records of members of the news media in this leak
investigation without legal process or the required Attorney General approval.
As discussed above, federal regulations also require that the FBI notify
reporters if their toll billing records are subpoenaed without providing required
advance notice.124

In response to our notifications of these violations, on August 8, 2008,
FBI General Counsel Valerie Caproni wrote letters to the editors of the
Washington Post and The New York Times, and to the reporters whose records
were acquired, stating that the FBI, as part of an authorized FBI investigation,
had obtained the telephone records of reporters and of their bureaus in
I 25 The letters stated that the OIG had informed the FBI in the course
of its investigation that the FBI had acquired the telephone records in response
to an exigent letter. Additionally, the letter stated that, based on currently
available information, the FBI had made no investigative use of the reporters’
telephone records. The letter noted that while the exigent letter stated that

123 The case agent was later assigned to a second leak investigation described

below.

124 See 28 C.F.R. § 50.10(g)(3).

125 See Valerie Caproni, General Counsel, Federal Bureau of Investigation, letters to
Leonard Downie, Executive Editor, Washington Post, and
Bill Keller, Executive Editor, The New York Times, August 8, 2008.

Because our investigation of this issue was on-going, the OIG asked the FBI to briefly
defer notification to the reporters and news organizations, from June until August 2008, until
all significant OIG interviews related to this matter had been completed.
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subpoenas had been requested for the records and would be forthcoming, no
subpoena was ever issued for the reporters’ telephone toll billing records. The
letters also stated (and the FBI confirmed to us) that the FBI has purged these
records from FBI databases.126

However, the FBI did not disclose to the reporters or their editors that

4. OIG Analysis

As discussed above, federal regulation and Department policy requires a
balancing of First Amendment interests and the interests of law enforcement
before issuance of subpoenas for the production of reporters’ telephone toll
billing records. The regulation also requires the Department to take reasonable
alternative steps to obtain the records, and if those efforts fail, to request
Attorney General approval before issuing any such subpoena.127

We determined that the FBI did not comply with these legal
requirements. As detailed above, without any request from the FBI case agent
or anyone in his chain of command and without the knowledge of any
prosecutor, a CAU SSA issued an exigent letter to an on-site Company A
analyst for the telephone toll billing records of Washington Post and New York

Times reporters and their bureaus in ||l Company A irovided the

records to the FBI, and the FBI uploaded the records into a
_ database without complying with these requirements.
The records remained in that database for over 3 years, unbeknownst to the
prosecutor, CTD management, and FBI OGC attorneys, until OIG investigators
determined that the records had been acquired and notified the FBI General
Counsel. The FBI subsequently purged the records from the

databases and notified the reporters and their news
organizations that their records had been acquired without following required
procedures.

We believe that the actions of the FBI personnel involved in this matter
were negligent in various respects. Moreover, the manner in which the

126 In addition to the letter, Director Mueller called the editors of the two newspapers to

express regret that the FBI agents had not followed proper procedures when they sought the
reporters’ telephone records.

127 See 28 C.F.R. § 50.10 (2004).
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reporters’ telephone toll records were acquired by the FBI illustrated the
absence of internal controls in the CAU for requesting records from the on-site
communications service providers, the lack of training and guidelines at the
CAU as to what constituted an emergency request, and the use of exigent
letters that contained inaccurate statements.

First, we found that for the purpose of obtaining reporters records, the
CAU SSA issued a factually inaccurate exigent letter without the knowledge or
approval of the case agent or the AUSA. This was a complete breakdown in the
required Department procedures for approving the issuance of grand jury
subpoenas for reporters’ toll billing records. Apparently on his own initiative,
the CAU SSA requested these records even though he was not asked to obtain
them - he was only asked to find out if ] calls - were captured
by the on-site communications providers’ systems.

Second, we were troubled by the two inaccurate statements in the
exigent letter, which stated that there were exigent circumstances and that a
request for a grand jury subpoena had been submitted to the U.S. Attorney’s
Office. Notwithstanding these assertions of fact, the CAU SSA told us he did
not recall the case agent making any representations about any exigent
circumstances underlying his inquiry about the availability of records, and the
case agent said he made no such representations. The CAU SSA speculated
that he could imagine circumstances in which the leak of classified information
could present exigent circumstances. Such speculation cannot justify
requesting telephone records protected by the ECPA without the required
Attorney General approval and compliance with federal regulation.

Third, we concluded that the case agent should have exercised greater
attention to detail when he received the e-mail from the CAU Intelligence
Analyst that included the toll records of the reporters and U.S. media
organizations. The January 5, |l e-mail sent by the CAU Intelligence
Analyst to the case agent referred to “two trace reports for the calling activities
associated with yourh target numbers.” These were references to the
B (c!cphone numbers the case agent had inquired about in his
November 5, e-mail. The attachments to the e-mail contained all of the
telephone data acquired by Company A concerning several of the telephone
numbers the case agent had identified as belonging to reporters or media
organizations in his original e-mail request of November 5,

The case agent told us that he did not open the attachments to the
January 5 e-mail or realize then that they contained reporters’ toll billing
records. He also stated that he interpreted the e-mail as meaning that the
analyst had run the numbers against pre-existing databases. However, the
CAU Intelligence Analyst sent another e-mail to the case agent on March 24,
Il stating that the January 5 e-mail contained “two products which
reflected [Company A] toll records on several of the i numbers that
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you have targeted.” The agent acknowledged to us that this e-mail stated that
the analyst had sent him toll records, as opposed to a value-added analysis,
but he said he did not realize that at the time. We believe that had the agent
exercised more care at the time he received the March 24 e-mail, he would have
realized then that the analyst had sent him reporters’ toll records without a
subpoena and without obtaining the required Attorney General approval.

Fourth, in addition to the individual FBI agents’ failings in this case, we
believe that this matter demonstrated how the CAU’s lax and sloppy practices
led to serious abuse of the FBI’s authority to obtain information from the
on-site communications service providers. For example, the exigent letter
issued by the CAU SSA failed to specify any time period for the records
requested. As a result, although the case agent had identified a 7-month
period as being relevant to the investigation, Company A provided the FBI 22
months of records for a Washington Post reporter, only 38 days of which fell
within the 7-month period. Similarly, Company A provided the FBI 22 months
of records for the Washington Post’s bureau in “, only 20 days of
which fell within the 7-month period. For the remaining five telephone
numbers, none of the records given to the FBI included calls made during the
7-month period. Yet, neither the CAU Intelligence Analyst who received the
records from Company A, the case agent who received the records by e-mail,
nor anyone else in the FBI recognized that the FBI had acquired and uploaded
records far outside the time period considered to be relevant to the
investigation.

Furthermore, both the CAU Intelligence Analyst who received the records
and the CAU SSA who signed the exigent letter told us they did not know about
the federal regulation and special approval requirements for obtaining
reporters’ toll billing records. This suggests a lack of training and oversight of
the operational support personnel responsible for interacting directly with the
on-site communications service providers.128

C. Second Matter
1. Background

In connection with another media leak investigation a U.S. Attorney’s
Office issued grand jury subpoenas to one of the on-site providers for telephone

128 We discuss these training and oversight failures further in Chapter Five of this
report.
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toll billing records. The subpoena listed various target telephone numbers. As

we describe below, attachments to the subpoenas contained ||| Gz
language NS 1.2 ol have

resulted in the production of reporters’ toll billing records in violation of federal
regulation and Department policy. However, after service of the subpoenas,
and before looking at the records, the prosecutors realized the error and
impounded the records. Our investigation revealed that reporters’ records were
not included in the records that were produced in response to the

subpoenas.

The following sections describe the circumstances surrounding the
request for a _ and the actions taken by the
Department after it realized that this request may have resulted in the receipt
of telephone records of reporters.

2. The Leak Investigation

Believing that someone may have illegally disclosed information to
reporters, the Department opened a media leak investigation into the matter.
It assigned two federal prosecutors (who we refer to as Prosecutor 1 and
Prosecutor 2) to lead the investigation. These attorneys were assisted by an
AUSA (who we refer to as the local AUSA) from the judicial district where a
grand jury was convened to pursue the investigation, and FBI agents and
Intelligence Analysts.129

After the leak investigation was opened, the investigative team sought to
obtain records related to various telephone numbers. The FBI case agent
assigned to the investigation told us that he spoke with a CAU SSA about the

investigative team’s interest in obtaining “to-and-from [JJJjj calis ||}
I o paricular telephone numbers. The case
agent told us that the CAU SSA had advised him to contact the on-site
employees of Company A and Company B to obtain the language for the

subpoenas necessary to obtain those calls.
The case agent went to the CAU and met one of the on-site Company A

analysts. The case agent told us that he explained to the Company A analyst
that “we were focused on to-and-from [l czlls TSN

I for a single target.” The case agent said he believed that they “also

129 Pursuant to Rule 6(e) of the Federal Rules of Criminal Procedure, we have excluded
grand jury information, including any identifying details about the leak under investigation,
from this summary of the matter.
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discussed the fact that there is a media leak case and that . . . we are not
getting at reporters’ numbers. . . .”

Following the meeting, the case agent sent an e-mail to the Company A
analyst seeking “boiler plate” language he could use in forthcoming subpoenas
related to the leak investigation. Specifically, the case agent’s e-mail asked for
“language you like to see in the subpoena to insure that it is as encompassing
as possible.”

The case agent told us, and e-mail records confirm, that he received
suggested text for the subpoenas from an on-site Company A analyst. The
suggested text requested, among other things, a &
“ The case agent told us that he recalled
“maybe a quick perusal” of Company A’s suggested language, but he said that

there was “nothing about the specific language that I would have remembered
reading.”130

The case agent told us that he merely forwarded the suggested text to
Prosecutor 1 for his consideration and was not “prescribing that that text be
used.” However, Prosecutor 1 told us he used that text in typing attachments
to subpoenas to Company A seeking the target telephone numbers’ records.
The facsimile cover sheet the case agent used to transmit the suggested
language to Prosecutor 1 stated, “more boiler plate language per discussion
Friday.”

Our investigation determined that the case agent, his supervisor, and
Prosecutor 1 knew at the time the subpoenas were issued that the target
numbers had been in telephonic contact during the period specified in the
subpoenas with a reporter who had obtained the leaked information.

Moreover,

would cover

130 The case agent stressed that Prosecutors 1 and 2 made it clear to the investigative
team that they were the legal advisors on the investigative team. Therefore, he said, “we never
reviewed draft subpoenas” and “we were not asked to review any language for sufficiency or
adequacy from a legal or investigative perspective. We were merely advised when the subpoena
was ready to be served.”
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I hic records of reporters who may have

contacted the target numbers.131

Shortly after receiving the facsimile from the case agent with
Company A’s suggested language, Prosecutor 1 drafted grand jury subpoena
attachments. Each subpoena attachment requested

The subpoenas themselves were initialed by the local AUSA.132 The
subpoenas both stated, “please see attachment,” and Prosecutor 1 had notified
the local AUSA by e-mail that Prosecutor 1 would draft the “riders” and add
them after the subpoenas were drafted.133 The local AUSA stated that these
were the first subpoenas he had signed in the investigation. He said at the
time, he did “not know anything” about the reasons for the subpoenas. He told
us that he did not draft the attachments to the subpoenas and that the
attachments were added without his knowledge (after he had initialed the
subpoenas). Prosecutor 1, who drafted the attachments, confirmed that he did
not think the local AUSA would have seen the attachments.

The case agent served the subpoenas, with the attachments, on the
on-site Company A analyst. The case agent told us that he had no discussion

with the on-site Company A analyst about the meaning of Company A’s
suggested langyage S
before the subpoenas were served.

We received conflicting information about whether the case agent and
Prosecutor 1 discussed the meaning of the d

132 During this leak investigation, the local AUSA was not involved in the day-to-day
work of the investigative team other than being asked to initial grand jury subpoenas.

133 We reviewed two e-mails that the local AUSA received from Prosecutor 1 concerning
procedures to be followed for grand jury subpoenas issued by the media leak investigative
team. Both e-mails stated that Prosecutor 1 would draft and add “riders” or attachments to
the subpoenas after the subpoenas were drafted.

107



I 12nguage used in the attachment before

the subpoenas were issued.

When we first interviewed Prosecutor 1, he told us that his only
conversation with the case agent about the language in the subpoena
attachment was when he received from the case agent a “muddled” explanation
of what the language meant. Prosecutor 1 told us that the case agent’s
explanation was unclear and that, as a result of this confusing explanation, he
only later realized that he did not accurately understand what a _

meant.134

In our second interview of Prosecutor 1, he told us that after he had been
interviewed by the OIG and reviewed relevant handwritten notes, he recalled
more details of his conversation with the case agent, and that this conversation
occurred before the subpoenas were issued. He said he recalled the case agent
informing him that use of the suggested language would obtain the “incoming
and outgoing calls to and from the target number.” Prosecutor 1 said he
specifically asked the case agent

whether [Company A’s suggested language] would get [ GG

phone records and I recall him specifically assuring me that he had

spoken to people about this language h
and that it was the language . . . that

was just necessary to get local incoming and outgoing calls
between the target number and anyone that they called . . .

During this second interview, Prosecutor 1 also produced an undated
document, which Prosecutor 1 said was the subpoena attachment he had
typed based on the facsimile he had received from the case agent with the
suggested language from the on-site Company A analyst.135 The document
contained handwritten notes of Prosecutor 1 stating, “[Case agent] says — it
wouldn’t include [l phone record.” Prosecutor 1 said he made these
notes shortly after a conversation with the case agent before the subpoenas
were issued and that these notes refreshed his recollection of the conversation
with the case agent.

134 The first interview of Prosecutor 1 was not recorded.

135 Prosecutor 1 was only told in general terms the nature of the first interview and was
not asked to bring relevant documents to the interview. Prosecutor 1 volunteered the
document at the second interview, which was recorded.
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Prosecutor 1’s notes seem to corroborate his assertion that the case

agent had told him, erroneously, that the language in the subpoena referring to
a would not
generate records, which would have included the records of

reporters.

The case agent told us that he did not recall any discussion with
Prosecutor 1 or Prosecutor 2 before the subpoenas were issued about the
meaning of the text suggested by the on-site analyst. He said that he never
told any of the prosecutors assigned to this case that the language in the
subpoenas or the attachments would not request telephone records of
reporters.13¢6 The case agent also said he did not recall ever telling the
prosecutors that Company A told him it was necessary to add the suggested
language to ensure that the FBI obtained the local and long distance calling
activity. He stated that he had forwarded the language provided by an on-site
Company A analyst to Prosecutor 1 “merely for [the attorneys’] consideration”
and was “not prescribing that the text be used.”

Prosecutor 1 said that, after the subpoenas had been served on
Company A, he had a conversation with an FBI Special Agent assigned to
another counterintelligence squad in the division who explained the resources
available from the CAU to support the servicing of subpoenas for telephone
records. Prosecutor 1 said that it was only during this conversation (not in the
earlier conversation with the case agent) that he realized that if Company A

as had been requested in the subpoena, Company A
could have produced the toll billing records of reporters H

Prosecutor 1 said that the Special
Company A

Agent told him that by requestin
could provide the

Prosecutor 1 said that as a result of this conversation, “I now knew that [the
case agent’s] explanation [that the subpoena needed to request
in order to get the

136 The case agent told us that he was unaware of any other member of the leak team
telling the prosecutors that the language in the subpoenas and accompanying attachments
would not request reporters’ records. He also said that he thought it was “very unlikely” that
such a conversation occurred.
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was incorrect.”137 The Special Agent also told us that she recalled describing
to Prosecutor 1 at about this same time.138

Prosecutor 1 told us that subsequent to this conversation with the
Special Agent, he met with several DOJ attorneys and supervisors in the
Criminal Division to discuss what steps should be taken to address his concern
that reporters’ records may have been obtained by the subpoenas. Prosecutor
1 said that all participants agreed that any records obtained in response to the
grand jury subpoenas should be sealed and that the Criminal Division’s Office
of Enforcement Operations (OEO) should be consulted on the matter.

Prosecutor 1 and another federal prosecutor spoke to the Criminal
Division’s OEO Director about the circumstances surrounding issuance of the
subpoenas. Prosecutor 1 said that the OEO Director concurred that they
should take certain actions (described below) to address the records obtained
in response to the subpoenas.

Prosecutor 1 told us that he went to the case agent and directed the
agent to copy from his computer the telephone records obtained from the
subpoenas and save them to CDs, then delete from his computer’s in-box the
e-mail from the on-site Company A analyst to which the records were attached.
The case agent and Prosecutor 1 told us that the case agent deleted the records
from his computer in the presence of Prosecutor 1 and also deleted the items
from his “deleted items” folder. Prosecutor 1 placed the CDs in an envelope
and sealed it. Prosecutor 1 and the case agent each signed and dated the
envelope, and Prosecutor 1 then placed the envelope in a safe at the Criminal
Division. The case agent told us that he did not recall reviewing the records
before they were deleted from his computer. Prosecutor 1 said that the case
agent had assured him that no one had looked at the records.

However, the case agent told us that neither he nor anyone else had
asked the Company A analyst who had sent the records to the case agent to
delete his “sent” e-mail (attaching the records), and they did not know what
CAU personnel had done with the records. They also said they did not inquire
whether the responsive records had been uploaded by CAU personnel into any
FBI or other databases to which FBI personnel had access, as typically occurs
when such records are received by the CAU.

137 After the meeting, the Special Agent sent Prosecutor 1 by facsimile the
d language they had discussed at the meeting.

138 The Special Agent told us that she had learned about Company A’s special
resources from an employee of another member of the ﬂ
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Based on advice from the OEO Director, the Criminal Division did not
notify the reporters about the subpoenas. According to Prosecutor 1, the OEO
Director told Prosecutor 1 and other Criminal Division attorneys that the
regulation requiring notification to the reporter was not triggered because any
possible collection of the reporters’ records was inadvertent and the records
received from Company A were sealed and not reviewed. The OEO Director
also opined that the Attorney General did not have to be notified about the
matter since the records had been impounded and would not be used unless
Attorney General approval was sought.

Prosecutor 1 briefed members of the investigative team that
were prohibited from being used in connection
with the leak investigation. The Assistant Special Agent in Charge of the
Division’s counterintelligence squads also sent an e-mail to all FBI personnel

assigned to the investigation directing that the language suggested by the
on-site Company A analyst referring to %

not be used in the leak investigation because it could capture records
of reporters.139

3. OIG Investigation

During our investigation of exigent letters, the OIG interviewed

Prosecutor 1 about another media leak investigation that we describe in the
next section, and we learned about the _
grand subpoenas issued to Company A in this case.

We then informed Criminal Division officials that we believed that it
should be determined whether the records Company A had provided to the FBI
actually included any reporters’ records. However, Criminal Division officials
did not believe that any of the responsive records they had sequestered should
be unsealed or reviewed.

We therefore suggested that, without examining the electronic or hard
copy records that the Criminal Division had sequestered, the OIG and the

Criminal Division should jointly determine whether Company A had provided
any 1¢ords in response to the subpoenas
because if all the records were provided, they would contain

the records of reporters.

139 Prosecutor 1 told us that he and others also reviewed all grand jury subpoenas

issued by the investigative team and determined that they had issued no other subpoenas
requesting NN
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We then determined that Company A gave CAU personnel responsive
records within approximately 1 week of service of the subpoenas and that an
on-site Company A analyst e-mailed the records to the case agent. We asked
the administrator of the database to identify
any records uploaded in response to the subpoenas. With the database
administrator’s assistance, we determined that toll billing records on the target
numbers listed in the subpoenas were uploaded into the database. However,
we found no evidence that the FBI received or uploaded an
telephone records

We also found no evidence that reporters’ records were ever provided to the FBI
in response to the (NSNS <. -pocnas. 1%
Because of the
during the time period specified in the subioenas and

the fact that the Department had issued subpoenas for

records for this time period that would have included reporters’ records,
the OIG also raised with the Criminal Division and other Department officials
the question whether notification of the reporters was required under 28 C.F.R.
§ 50.10(g)(3). As described above, that regulation requires that if telephone toll
billing records of reporters are subpoenaed without the required advance
notice, the affected reporter must be notified “as soon thereafter as it is
determined that such notification will no longer pose a . . . substantial threat to
the integrity of the investigation” and, in any event, within 45 days of any
return in response to the subpoena.141

The Criminal Division and the OIG asked the Department’s Office of
Legal Counsel (OLC) to opine on the question when the notification provision in
the regulation would be triggered. OLC concluded in an informal written
opinion dated January 15, 2009, that the notification requirement would be
triggered if, using an “objective” standard and

based on the totality of the circumstances, a reasonable
Department of Justice official responsible for reviewing and
approving such subpoenas would understand the language of the
subpoenas to call for the production of the reporters’ telephone toll

141 28 C.F.R. § 50.10(g)(3).
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numbers, the subpoenas would be subject to the notification
requirement of subsection (g)(3), regardless of the subjective intent
of the individuals who prepared them.

The OLC opinion also concluded that the notification requirement would be
triggered even if reporters’ toll billing records were not in fact collected in
response to such a subpoena.

Based on the OLC opinion, the Criminal Division concluded that it was
not required to notify the reporters because it believed that neither Prosecutor
1 nor the case agent understood at the time the subpoenas were issued that
the subpoenas called for reporters’ records.

4. OIG Analysis

If Company A had in fact produced the _

records as requested in the grand jury subpoenas, responsive records would
have included reporters’ toll billing records. Because Company A did not
produce all records requested by the subpoenas, the reporters’ records were
not provided. However, we believe that the way in which the Department
drafted and issued the subpoenas was deficient and troubling for several
reasons.

First, the FBI agent provided, and Prosecutor 1 drafted and approved,
language in the subpoena attachments that neither the FBI agent nor
Prosecutor 1 correctly understood. Prosecutor 1 said he relied on the case

agent’s explanation of the phrase [
h The case agent told us he did not recall having a

conversation with any prosecutor about what the language meant, and that he
did not tell any of the prosecutors that the language would not request
reporters’ telephone records. The case agent also said that he expected
Prosecutor 1 to perform any legal analysis of the language.

In addition, the local AUSA initialed the grand jury subpoenas without
reviewing the attachments, which were prepared by Prosecutor 1 and attached
after the local AUSA initialed the subpoenas. We believe the Department
should ensure that the reviews by prosecutors who are asked to approve grand
jury subpoenas are meaningful and complete. That did not happen with
respect to these grand jury subpoenas and their attachments.

Second, our investigation found that but for the conversation about
Company A’s capabilities between a field division Special Agent assigned to a
counterintelligence squad and an ﬁ employee, FBI and
Criminal Division attorneys would likely not have learned about the problems

with the language in the grand jury subpoenas. Once the Special Agent
explained to Prosecutor 1 what h meant, Prosecutor 1

took several appropriate steps in alerting Criminal Division supervisors to the
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potential problem with the subpoenas. We believe that the actions
subsequently taken by the Criminal Division in consulting with the OEO
Director and sequestering the responsive records were reasonable corrective
measures.

However, the Criminal Division did not evaluate what steps should be
taken to address the e-mail sent by the on-site Company A analyst to the
Intelligence Analyst or others, attaching the records. We believe that in
addition to the steps described above, the Criminal Division should have
ensured that all copies of the records were permanently deleted from FBI
e-mails, share drives, servers, or other electronic records.

Our investigation did not find that FBI personnel or Department
attorneys intended to obtain reporters’ records. Nonetheless, had Company A’s
analyst provided all the records requested in the subpoenas, the records would
have included reporters’ toll billing records since there was telephonic contact
between the target telephone numbers and reporters during the period
specified in the subpoenas.

Applying the standard articulated by the OLC for when reporters must be
notified that their records were subpoenaed, we concluded that the Criminal
Division’s decision not to notify the reporters was reasonable. Given the
technical terms used in the subpoenas, we did not find that a reasonable
Department of Justice official would understand the language of the subpoenas
to call for the production of reporters’ toll billing records. We therefore agree,
based on the objective standard articulated by the OLC, that the Department
was not required to notify the reporters pursuant to 28 C.F.R. § 50.10(g)(3) that
they were not afforded advance notice of the subpoenas. We also note that the
Criminal Division informed the Court that had empanelled the grand jury of
the subpoenas and the corrective actions it had taken, which we believe was an
appropriate step to take.

As discussed further in Chapter Six of this report, we recommend that
the FBI provide periodic guidance to FBI personnel on the special regulations
and policies governing subpoenas for reporter’s toll billing records.

D. Third Matter
1. Background

In an investigation of a third media leak matter, a U.S. Attorney’s Office
issued a grand jury subpoena to Company A for telephone records. In addition
to providing records in response to the subpoena, an on-site Company A
analyst, without any request from the FBI (or any legal process), for
records of telephone calls of a cellular phone used by a reporter, and provided
information about his [l of the reporter’s records to the FBI in the absence
of legal authority to do so. Also, at the request of a CAU supervisor but
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without legal process, Company B and Company C employees [ their
databases for the telephone records of the reporter’s cellular phone calling
activity.142

2. The Leak Investigation (U)

An FBI Special Agent participated in an interview of a witness relating to
the potential leak of information to a reporter. Based on information that was
provided by the witness, the Special Agent sought additional information from
the on-site analyst from Company A.

a. The Subpoena for G

The Special Agent served a grand jury subpoena on an on-site
Company A analyst for the toll billing records of h To
generate the subpoena, the Special Agent had faxed a subpoena request form
to an administrative support employee in a U.S. Attorney’s Office who was
responsible for preparing subpoenas for a related investigation.143 The Special
Agent’s subpoena request stated that a prosecutor assigned to the investigation

would draft the attachment to the subpoena. The Special Agent noted on the

facsimile cover sheet accompanying the subpoena request form, “We need
Company A I

As a result of the request, the subpoena, on its face, requested _
* The subpoena contained no limiting

date range.

The Special Agent served the subpoena by facsimile on an on-site
Company A analyst. A cover letter addressed to Company A that accompanied
the subpoena was signed by a prosecutor in the U.S. Attorney’s Office, but the
subpoena itself did not bear his signature or initials.

The Special Agent told us that he was “probably directed” to request the
subpoena by his supervisor or one of the prosecutors associated with the
related investigation. However, the prosecutors and the Special Agent’s
supervisor told us they did not recall approving the subpoena or discussing it
with the Special Agent. The prosecutors said they did not know how the
subpoena came to be issued.

142 As with the second matter, pursuant to Rule 6(e) we have excluded grand jury
information, including any identifying details about the leak under investigation, from this
summary.

143 The Special Agent who made the subpoena request was not assigned to the related
investigation.
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The copy of the subpoena and related documents provided to us by
Company A contained an attachment requesting, among other information, a

This request, if filled, would result in the

rovision to the FBI of the telephone records of
H However, we do not believe the attachment

to the subpoena was included in the material faxed to the Company A
employee. We noted that the subpoena, the cover letter, and the return of
service all included header information listing the date, time, and telephone
number from which they were faxed. The attachment did not include any
corresponding information indicating that it had been faxed. In addition, the
subpoena itself did not indicate it contained an attachment.144 Further, copies
of the subpoena maintained in the files of the prosecutors and the U.S.
Attorney’s Office did not contain this attachment.

When we showed the prosecutors the attachment that was in the on-site
provider’s files, they said they did not recall ever seeing this type of attachment
in their grand jury investigation or any other investigations. Moreover, the
Special Agent told us that he would not have prepared the attachment and that
he did not recall previously seeing the attachment. We believe that the
Company A employee may have obtained the attachment from CAU personnel
or from the CAU share drive. The CAU share drive, which was accessible by all
CAU personnel and the on-site providers, included a boilerplate attachment
that was nearly identical to the one Company A provided to us with the
subpoena. The attachment on the share drive had been approved by the FBI
OGC National Security Law Branch and included with numerous NSLs and
grand jury subpoenas.

b. Company A [ Cellular Phone Calling
Activity

After the subpoena was served, the Special Agent sent an e-mail to t<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>