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Foreword

(U) The publication in 1995 ofBooks I and II of American Cryptology during the Cold
War by Dr. Thomas Johnson created the NSA equivalent ofa "best seller," Books I and II
were distributed widely to offices and individuals arid hav~ been used as textbooks in
courses at the National Cryptologic School. These two volumes filled a great need in the
U.S. intelligence communityfor a comprehensive treatment ofcryptologic history.

(U) The first book in the projected four-volum~ series dealt with the origins of modern
American ,cryptology, particularly its organizational struggles in the 1940s and the great
debates over centralization. The second book resumed th~ narrative in ~960, showing how.

,.the great strides in communications and overhead technology changed, renewed, and
energized the cryptologic organizations. In both volumes, Dr. Johnson analyzed the
successes and 'failures of cryptologic activities as well as support to national decision
mak~rs. Book II also gave an overview ofcryptologic ~perations during the Vietnam War.

(U) Book III, which discusses and analyzes cryptologic operations from the fali of
Vietnam through 1980, promises to have an impact on our knowledge and cryptologic
education equal to its predecessors. This was a period of retrenchment in budgets and
personnel, a period of shocking public revelation of improper Intelligence activities, the
beginnings of declassification abou~ intelligen<;e activities, and a period of technology
changes .that rivaled those ofthe previous eras.

(U) This is to say, Book III deals with the period ofcryptologic history that, as much or
more than previous tiines, determined the shape an,d capabilities of the cryptologic
organizations of our own day. For this reason, the Cen~er. for Cryptologic History
recommends Book III, American Cryptology in the Cold War: Retrenchment and Reform,
1972.1980, as especially important profess~onalreading for all members ofthe intelligence
community today. Plus, it'~ a darn good story. .

DAVIDA. HATCH
Director,

Center for Cryptologic History

IOP·SECRET tlM8M vi
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Preface

ff&OOO} Expansion and centralization dominated American cryptologic history from
the end ofWorld War II to the end ofthe first Nixon administration. From 1945 through at
least 1970, cryptolo.gy forged ahead in a virtually unbroken expansion ofpeople, facilities
and influence in the halls ofgovernment. ,

L.- .....I1The paradox (true in general but not in particular
instances) resulted ftom the exploitation of everything else that was important about
adversary communications, and from the enforced centralization and modernization of the
cryptologic system to milk everything possible from that which was exPloitable. Successes
were most pronounced on the SIGINT side but were also noteworthy in COMSEC.

. ~ The decade of the 1970s is remembered by most cryptologists as a scarcely
mitigated disaster. Expansion came to a halt, beginning with the withdrawal from
Vietnam from 1970 to 1975. The cryptologic system contracted in every way possible:
peOple, facilities and money. Through.the administration· of three presidents - Nixon,
Ford and Carter - the downsizing continued.

(U) Nixon's resignation in August of 1974'was followed only five months. later by
exposure of CIA.operations by journalist Seymour Hersh. The result was a thorough
airing of intelligence 'operations, inchtding some by NSA, before two congressional
committees, and further ignominy and public suspicion. of intelligence and cryptology.
Jimmy Carter came to the White House with a mandate to clean out the intelligence closet
and a predisposition to do so. He set to it with a will.

Even with decreased money, cryptology was yielding the best information
&....,,--=--:--=----'

that it had produced since World War II. Two str.ong directors, Lew Allen and Bobby
. Inman, ably steered NSA through the post-Watergate mire. In the end~ Jimmy Carter
became a believer in intelligence, especially what was called in the White House
"technical intelligence." It wa~ he, rather than Ronald Reagan, who l1l'st arrested the
decline in the fortunes ofAmerican intelligence.

(U) Reagan, who never understood intelligence as well as Jimmy Carter came to
understand it, 'still had his heart in the right place. He directed an intelligence rebirth
that resulted in a bonanza of money. The new 'dollars were shpveled into highly
sophisticated technical systems rather than into more people (although cryptology did add

vii l:QP "'RET I:JMBRA
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some billets). By the end of the Cold War in 1989 the cryptologic system had lots of shiny
new toys, and was using them to very telling effect. The decade of the 1980s marked the
high-water mar:k ofa eryptologic system that had been in evolution since 1945. And it had

..a presidential administration that believed in it.

THOMAS R.JOHNSON .

fIAlfBtlB Tfflt 'fAtJ!lIU' ftETiH6CE e6MfN'l' e6Iftft6LM M'EM!dOnUt i
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(U)Chapter 14
Cryptologic Retreat from Southeast Asia

~DirectAmerican involvement in Vietnam ended with the' cease-frre of Februar'
1973. The Vietnamese were left to struggle on alone.

..~ .,.-" _.._..__ __•......_.__ ~ .

EO
1.4. (c) .

"'><::<>.... (U)::A:IS~=e-:::::k effect in February of 1973 required that all U$.
.......:::.:::........ military people be out of the country. The cryptologic infrastructure was already safely in

·······..:---···.rhailand. but the NSA office in Saigon had to remain to provide support to the ambassador
"'t. ..... I Moreover. NSA was committed to advising the South

Vi~tnl;lmese SIGJNT service, renamed the DGTS (Directorate General ot Technical
Se~W-iiyl. There were NSA advisors at each of the major DGTS field sites and as DoD
peopl~·Ah~y.wete technically illegal according to the peace 'accords

'(S=ee~\\s ·~bo.n as Americans were out of South Vietnam. support for the military
budget was redu~ed>'~he 1974 cryptologic budget almost dropped off the edge of the table.
as major field site'sl . (took huge decrements. The Air Force
EC-47 operation was discon..t!nued in May of 1974. replaced by the much smaller remnants
of the ASA U-21 program. AqRP programs declined by 50 percent, as many programs
were either canceled or re~uced>l Iwas

. closed in April. and the huge ASA station at Ramasun was ratcheted down by about 40
percent.2

(&000) The actual effect of the cryptologic drawdown varied by entity. It was most
severe on North Vietnamese civil traffic. which could no longer be heard by reduced RC­
135 operations forced to fly south of the 17th parall~l. NSA also reported substantial
reductions in its capability to monitor GDRS (General Directorate of Rear Services. and
thus infiltration) traffic. On the other hand. the ability to report on North Vietnamese air
defense traffic suffered little or no decline.s

(U) In Vietnam. South Vietnamese military capability did not toughen up as fast as
the Nixon administration had hoped. but the picture was not entirely dark. With only
partial U.S. support (mostly from the air). the 1972 Easter Offensive had been. blunted.
Once American troops had left Vietnamcompletely. American arms and supplies bolstered
ARVN capabilities. Vast quantities of military hardware arrived at South Vietnamese
ports. So many trucks and jeeps sat on the wharves at Cam Ranh and Vung Tau that one

1 1'e' 5!eItI!T t'JMIItA



. congressman wondered whether the objective of Vietnamization was to "put every South
Vietnamese soldier behind the wheel." " The ARVN became, by the end of 1974, one of the
largest and best equipped armies in the world, and its air force was the world's fourth
largest.

,....\.\
'..'\

......

EO
1.4. (el
EO

. .
~The SIGINT situation was very complex. Although confronted with major

deficiencies in manpower and equipmen.t;1 IDGTS had developed at least
the rudiments of what NSA had hop~~.for when the Vietnamization program began. ~t did
a good job of conectin~·1 I

J IIts perfor~~ilce in tr.~c analysis was spotty, mainly because the DGTS often did
,// not see the v~lUe. It 9ad"'an outstanding ARDF capability on 'paper, although that

./ program w~.s·l1inde~~tosome degree by the reluctance ofVietnamese pilots to fly in areas·
, ofhostil.e·fire. 1'he"'EC-47 fleet that NSA bequeathed to Vietnam was aging and prone to

, mec~aiiical.fa:ilure, which drove aircraft downtime to unacceptable lev~ls. The DGTS used
,.... AJtDF reslilts primarily for order-of-battle rather than for tactical targeting.5

/ .// ..'//<// . •

........

.../ .

,;~.;:><//

<U>I lat NSA ~jth John Harney, then
commandant of the National Cryptologic School

"Fe' SEERE'f tJ MIJItA 2
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EO 1. 4. (d)

(SoCCq11 ~ad picked his SIGINTers carefully, and DOTS dedication was
very hig}t:' It was hindered·by a corrupt and inefficient government and by declining
Amer~canfinancial support. Moreover, NSA had been very slow to recognize the need to
giv~ ...OGTS first-class SIGINT training. The philosophy in the 'early years had been to "buy
o.ff; the government in order' to develop political support in Saigon for the build~up of

/·American cryptologic capabilities. NSA never permitted a level of SIGINT exchange with
..../ the ARVN SIGINT organi~tion that the wartime situation demanded, and its lack of

........// technical expertise was consequently low. When the Americans left, DGTS had a long way

. to gO.6
.,/'

.,/ (U) The improvements in overall ARVN capabilities' had resulted in at least a
..../ marginal improvement in the' situation in the countryside. Vil1ag~ security was better in

......./ many areas, and the government, still cm'rupt and oppressive, had nonetheless announced
....../ a new land reform program. At year's end, a shaky stalemate existed between ~he ARVN

.....///. (Army of the Republic of Vietnam) and the NVA (North Vietnamese Army). Little had
changed in the government's ability to control geographical areas since the cease-fire.7

-Q;etBut trouble was afoot. NSA reporting since the cease-fire documented huge NVAP.L. 86-36
'. shipments to the South. Unhindered by American bombing, they brought in engineers

........... and road-builders, and turned the Ho Chi Minh Trail into the 'tHo Chi Minh Road," an aU-
........... weather highway suitable for heavy transport. By early 1975, NVA forces were better

............... equipped than at any time in the past.8 They were obviously waiting for the opportunity to
.......... renew conventional warfare.

•..•....

(~;··~HF.; FALL OF SAIGON
".

(U) Hano;;~··F;~alCampaign

(U) The f~:i'to1;1ndof the Vietnam War was apparently planned by Hanoi as early as
August of 1974. With"Ame~ican support for the government in South Vietnam beginning
to weaken, victory appe'a:r~d to be just a matter of time. But the timetable was not 1975 ­
it was 1976. No one in Han6h'eally envisioned the hnminent collapse of the opposition.9

~ Through the fall, NSA>w~s reporting infiltration figures unheard of except prior
to the 1972 Easter Offensive. The 'NvA launched the fll'St attack shortly after the frrst of
the year against Phuoc Long Provinc~''i~ 'MR 3. After the seizure of the province, Hanoi
sat back to judge the American reactiori:···.. There was none, so the NVA renewed the
offensive in MR 1 and 2 in March. ...>.: .
~ About the first ofMarch, SIGINT indicato~s.pointed to a strong.NVA attack on Ban

. Me Thout in the Central Highlands. The NSA office··in.Saigon, however, believed that the
\ real objective was Pleiku, and that Ban Me Thout was a"diyersion, albeit a significant one.
1 I the NSA representative, acco~panied by'" Ithe DGTS

commander, briefed the ARVN MR 2 commander, who refused to believe them. The

I1*MBLE '..fA TAUJMT K~ fftOUJ COMIN r CON rftOL S i SIEMSJOIN IL yo
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The Final pays

(U> Vietnam .
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commander reinforced Ban Me Thout, but it wasn't enough, and he still lost it.
Meanwhile, just as SIGINT had indicated, NVA forces fell on Pleiku.10

(U) On March 15, President Thieu made the "tactical" decisiori to abandon the Central
Highlands. ARVN troops at Pleiku abruptly abandoned the city, and it was in NVA hands
within two days.

(U) This began one of the most awesome and tragic civilian evacuations -in modern
times. Spurred by the military abandonment and the advancing NVA forces, hundreds of .
thousands of refugees jammed the single road from Pleiku to the sea, Route 14. About a
third of the way to their objective ofTuy Hoa, Route 14 met with Route 7B at a town called
Cheo Reo. There, streams ofrefugees from other towns intermixed, creating gridlock. In
the vicinity of the town, NVA forces attacked retreating ARVN forces, creating a
bloodbath in which thousands of refugees andsoldiers·were.k,illed. NVA harassment
continued the length ofthe road, but Cheo Reo was the worst. 11 . .

(6 eeO) The DGTS center in Pleiku kept operating until the final day, arid then the
center's people joined the fleeing refugees. Of the 87 men and 120 dependents who .took to .
Route 14, no more than half ever reached the coast. The rest remained unaccounted for. 12

-ffl€tNSA was picking up indications that the North Vietnamese were moving reserv~

divisions south. The 968th, which had remained in Laos for its entire existence, showed up
in the Kontum~Pleiku area, and there were indicators that divisIons in the Hanoi area,
which had never done more than train men for combat in other organizations,might be
moving out. Still, CIA predicted that th~ South wouid hold through the dry season.1S

(U) But military analysts in the Pacific were not so optimistic. USSAG (United States
Support Activities Group), which was really MACV in Thailand under a different name,
pointed ominously to the movement of reserve divisions, and predicted an all-out effort to
take Saigon during the dry season. IPAC (Intelligence Center Pacific) hinted on March 17
that the entire country could fail. 14

(U) There was no let-up: Quang Tri City, defended with such high casualties in 1968,
fell to the NVA on March 20. At the same time, NVA units were besieging Hue. On
March 22 they severed the coastal road between Hue and Da Nang. The old imperial
capital was a captive. 15

(U) The Fall ofDa Nang

(U) With Hue cut off and withering, refugees poured into Da Nang, the last important
city in MR 1 still held by the government. By March 25 the city was choked with
pedestrian and cart traffic. ARVN units' had turned into an armed mob and were
commandeering any form of transportation available to get out of the city. Mobs swarmed

HAUBer; YIA 'fAhBN''f IEB'lIISLB eSMIU'f eSU'i'RSL BYB'fEMSJSm'i'LY
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across the airport runway, and each successiv~..worid Airways 727 laMing there found it.
more difficult to take off.IS .. ' ,

."t$.On the 26th~· ~he"~SAadvisor to the DGTS un~iat ·Da Nang, received
I a call from the CIA station chief. It was time to get out. 1 ~rove his jeep to the air
strip, leaving his personal goods behind, and squeezed aboard a jammed 727. He rode the
overloaded plane to Saigon with a Vietnamese child on his lap.17

(U) The next day the Shell Oil personnel departed, closing the airfield refueling
operation. Mobs on the runway made it impossible to land, and that morning an American
embassy cargo flight was completely stripped by the mob after it landed. At that point
World Airways ceased service to Da Nang.Is

(U) The next day the last Americans got out of Da Nang via ships in the harbor. On
March 29 the owner of World Airways took three 7275 from Saigon to Da Nang without
authorization from either the Americans or Vietnamese. According to the CIA
description:

. At Da Nang one 727 landed and was immediately mobbed" surrounded by trucks and was
forceably boarded by GVN military on the airstrip. The plane made emergency takeoff
procedures and was rammed by a truck at the left wing or hit a truck on takeoff. The plane was
unable to take off from the normal runway as the VN military had it completely blocked with
trucks or other vehicles. Accordingly, the plane took offon a taxiway. The pilot stat~d that once
airborne he was unable to retract the wheels and assumed he had major hydraulic casualty.
However. one of the other planes that took off (from Saigon) after him came alongside and
reported that he had a body in the left wheel well that wasjamming the wheel doors.19

The World Airways flight (the only one of the three that was actually able to land) arrived
in Saigon with 385 passengers (about the right complement for a 747), ofwhom four were
women, three were children, and the rest were ARVN soldiers.

(S-CeO) The Da Nang DGTS station, at 429 people, was one of the largest in the
country. The DGTS managed to evacuate two planeloads of equipment and dependents
before the city fell. The operators continued operating until the site was overrun. The day
before the end, the Da Nang communications operator told Saigon:

Only workers are left at the signal center and we wiil not be able to get out. We are just waiting
to die. We will wait for the VC to come in, hold our hands over our heads for them to cut. We will
be here until the last, but the government doesn't think about the workers. Please say something
to ease our final hours.20

Photos of Da Nang on March 30 (the day the NVAentered the city) showed only a smoking
shell ofa building where the Da Nang center ·had been. All the operators were reportedly
either killed or captured.21
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(U) FleeingDaNang

(U) The FallofPhnom Penh

(U) NVi\ forces raced pell mell down the coast, gobbling up city after city. The
advance was dizzying to hunters and hunted alike. Within a week of the fall of Da Nang,
all of MR 2 was in NVA hands except for Nha Trang, which was abandoned to the enemy
on April 7, but no~actually entered until the 9th.211

(D) Then a brief quiet descended on the land. NVA forces had outrun their supplies
and their military plans. Hanoi began collecting assault forces for the final push to
Saigon, and the Saigon government began steeling itself for what had clearly becoDle
inevitable.

(U) At that point, American attention refocused on Cambodia. As the NVA advanced
down the Vietnamese coast, the Khmer Rouge organization in Cambodia had quietly but
effectively .squeezed the Lon Nol government into a trap. All that the government held by.
January of 1975 was a narrow water alley through the center of the country. The
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(U) Cambodia- the Khmer Rouge tighten their grip.on Phnom Penh'\ ......•.....

\\ communist forces held all the countryside, and began pinching off the Mekong waterway
\...... through whieh the capital obtained almost ~ll its supplies. Each year the KC (Khmer

.>................ Rouge) had done the same thing, but like a bulldog tightening its grip, each year they
choked the river closer to the city..

. \.\. ~The American mission there was very small, only 140 people. It was well
\.....\ organized under an experienced ambassador, John Gunther Dean. Moreover it had

\\ outstanding intelligence support, almost all of it SlGlNT

Moreover, the small1- ---1
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ASA ARDF effort out of Thailand showed the tightening of the vise as the various KC
headquarters moved closer to the city. But without American commanders to act on the
information, there was little the U.S. could do

L... --I But, as it was New Year's Eve, they were all at
parties, and, the army made no preparations whatever. Gas tanks weren't filled, guns
weren't even loaded.23

\Set On April 11, ,the AFSS,'!pitIL-..,..- 1
intercepted KC plans J9r",art'all-out assault on the city. Admiral Gayler, by then
CINCPAC, ~a.JledAmbassador Dean to say it was time to leave, Dean agreed with him,
an4, ,,Gayler implemented Eagle Pull" the dramatic rescue of embassy personnel by

,0" ", ,,""'-nelicopter from a sport field ~n downtown Phnom Penh. By the end of the day on April 12
the entire operation was over, and Phnom Penh waited for the KC to march in. Most of the
cabinet refused evacuation and waited for the doom that would befall them. They were all
executed. 24

(U) The Fall ofSaigon

~As the NVA repositioned and refurbished for the fmal assault, an air of unreality
,sett~ed on the American embassy. Ambassador Graham Martin believed that the

" go~ermnent could somehow hold out until the rains began in June. SIGINT, both from the
DGTS station in Saigon and from the U.S. SIGINT system, showed the NVA massing
\a.rou~d ~he'dty. Thieu, who knew the end was near, resigned. In Washirigton, the White
House unQerstoo~ what was happening. But Martin refused to heed the signs. He and his
CIAchief o"f,statioIl, Thomas Polgar, believed that the SIGINT was NVA deception. A bill
was Pending"ilJ. Congr.ess to send an additional $700 million in military aid to the
governril~ntin SaJgon, '~n<;l they held o'ut the hope that this would pass and that it would
come in ti~e. Th"e",regim~'i~Hanoi, Martin thought, was really getting in position to
impose a co~lition go~ernment;not a military victory.25

ierNSA '~t~tion c~~~ " Imain concern was his people. When the country
began falling apart, he had forty-thr'e~ employees and twenty-two'dependents. The
dependents he begap evacuating on civili'all commercial flights, along with the thousands
of Vietnamese fleeing the country. Ambas,sador Martin put the evacuation of the
government employe~s,pnhold. He feared that 'th~ SIGINT system would not support him if
they left, and that the DarS would not work without NSA assistance.26

teTThe signs of collapie,became more ominous, a~dDmade almost daily trips to
the ambassador's office, Pleadrg for IPermiSSion to get people out of the country. The
exchanges became angry, and' went to the director of NSA, Lieutenant "General
Allen, for help, In mid-April, Allen sent a distressed cable to the DCI:
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86-36

,

----,the lastNSA representative in Saigon .

I am fully aware oftha complex political issues involved in any withdrawal of U.S. Government
personnel from the RVN. I wish to reiterate, however, that the safety of the cryptologic
personnel in the RVN is my paramountconcern. 27 .

Not even this ~as sufficient to _ _ _ _ _ :·::.::~:~:::::::::>r .L.

change minds in the ..e.mbassy;·······_·······-
D~!sm:tiggled»"i;~pi~ out of the
country by buying· them
commercial tickets. and his staff
gradually shrank to just a few..
Those who .remained sPent almost
all their time at work, often
sleeping in the office 'rather than

.returning to the hotel. where t4ey"
were billeted.28 .,/.

.""t$ The final·as.sa'iiit:·~:·~anon
April 26 wit.h····{he attack and
IcaPtU~Cn?f.Bl~~ Hoa. On the 28th,

..' ade a imal visit to Martin,
with a message from Allen
directing him to secure his
communications and depart; Still,
Martin refused.. The next morning,
the NVA began rocketing Tan Son
Nhut. and the airfield was closed to
even military aircraft. The
embassy and its people were now
caught in a trap, and the only
escape possible was by helicopter.29

~s OeO) The evacuation plan was called Talon Vise (later changed to Frequent Wind).
It envisioned the evacuation of ~ll Americans and almost 200,000 of their Vietnamese
·allies. Evacuees .would be airlifted by ilXed-wing transport from Tan Son Nhut or picked
up at the port ofVung Tau on the coast. Helicopters would be employed to ferry pockets of
people from exposed locations to Tan Son Nhut. Politically sensitive Vietnamese. such as
those who had participated in the Phoenix program, or SIGINT transcribers (the Dancers),
and their families would be afforded special evacuation priority.~o

(U) But with the ambassador bewitched by clouds of intelligence opiates, there was no
time left to implement such an orderly departure. All that was left was to use the
helicopter option to try to get the Americans out. Martin. debilitated further by walking
pneumonia, stood alone. With shells landing on Tan Son Nhut, the president gave the
order, and Admiral Noel Gayler directed the evacuation. Martin was obdurate to the end.

ItMiBbB VtA 'f}d:d3lPf IiBYiiIeJoB eeMI!FI' Se!'Pl'ReJo S\I:SlJ?BMS ieUPl'rB
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(U) Graham Martin

(U) Gayler had been assembling a vast armada in the South China'Sea. It contained
seventy-seven vessels', including five aircraft carriers. On the morning of the 29th, the
principal carrier to be involved in the operation, the.Hancock, downloaded fighters and
uploaded choppers.81

(S-CCQ? At NSA, ~ector Lew Allen had been putting together a SIGINT support effort
since mid-April. Most important was the monitoring of North Vietnamese
communications to provide warning to the evacuation ait:craft, since the NVA had brought
SAMs into the vicinity oC Saigon. A special AFSS SIGINT support team was flown to Clark
Air Base to brief MAC (Military Airlift Command) crews on warning measures, should
they be targeted by NVA antiaircraft units. As it turned out; MAC aircraft were not used
in Talon Vis~, although they did continue to fly into Tan Son Nhut until the mor~jI..9.f..t~",,···EO
29th.82 _ _ _ __ ::::: _ ,....... 1.4. (c)

. 1S-ee01Th~ 1u~2-~oilection·1 Iserv~d·~~ the primary
monitoring system for NVA communications, and also monitored U.S. communications to
keep tabs on the progress oCtheevacuation, This information was passed to Gayler and on
to the White House.' In addition, RC-135 missions. were tasked with both NVA and U.S.
communications.ss
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(U) When, on April 29, President Ford directed the implementation of the evacuation
plan, military planes had already evacuated almost 40,000 Americans and South
Vietnamese over the preceding eight days. But since the plan called for over 200,000 to be
evacuated, this was just a start.34

.

(U) The helicopters began flying from the deck of the Hancock on the afternoon ofApril
29. All through the night, the heavy thump of chopper blades was heard above the
embassy. The operators a~monitoredthe voice frequencies used by the chopper
pilots, and sent their reports to Gayler in Hawaii.

. /

(U) Americans and Vietnamese rush for a waiting helicopter at the DAO compound,
29 April

P.L.
••• •••••••A •••••••••••••••••••••~ ".

86-36 .

................ ~The··remain.J~':! ..~~A(Ontin~nt found itselfm~~oonedat their offices in th~ DAO.
....... compound at Tan Son NnU:k ound that no prOVlSlon had been -made to get hIm and

·······hi.~.rPleo~t. H~ contacted General Smith, the military attache, ~ho arranged for cars to
18k' nd hls people to the embassy. There they boarded hehcopters late on the 29th
for the ride to the waiting ships.35 .

TOP 5fCRET l:IMBRA 12
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tet At about midnight, Pineapple 6-1, a chopper pilot in the embassy compou~d,

reported that he was in contact with the 0 ambassador, who still refused to leave until the
last Americans were out. Four hours later, intercept operators heard chopper pilot Lady
Ace 9 tell Martin that the president had directed Martin to leaveforthwith. The chopper
hovered above the embassy rooftop as smoke from fires in the building made his landing
tem~rarily impossible. Six minutes later an RC-135 operator heard the pilot broadcast:
"Lady Ace 9 this is Tiger Tiger Tiger." This was the codeword indicating that the
ambassador was on board.

c

(U) Vietnamese waitoutside the gates ofthe American embassy as °a
helicopter approaches the compound.

l8P SECRET !:IMBRA 14
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(U) The choppers continued to pluck people off the roof of the burning embassy for
another three hours. The last to leave was not the ambassador - it was the ground security
force. 36

t6-0eO} It had been the largest helicopter evacuation in history. Seventy Marine
helicopters had airlifted more than 7,000 Americans and Vietnamese from the embassy
and the DAO compound. Among those who did not get out, however, were the DGTS
operators. Saigon c..e.. nter 0rrated to the end, and CIA evacuated only about a dozen high­
ranking officers, ~.l,lc!.yding I The Dancers, DGTS linguists on duty in
Thailand,.wefl~··E;vacuatedfrom Thailand to the United States. Their families in Saigon
·h~d ~lreadY left South Vietnam and were waiting for them ort Guam.37

.

(U) THE SUMMING UP

-fSTNot having time for an orderly departure, the Americans .left behind vast stockpiles
of military equipment: .Along with the runways full of planes and parking lots full of
trucks, there were large amounts of crypto gear.. Deputy Director Benson BufTham

··.estimated that it was the largest loss of COMSEC equipment ever. In practical terms,
however, it was not as great a blow as the capture of the Pueblo. The crypto principles of
m~st. of the equipment had been comptomised earlier, and very little actual. key was
known.to be in Vietnamese hands. Spare parts would be almost unobtainable, and
BufTham.E(xpected that the U.S. would intercept very few NVA transmissions.38

tS GOO) The DGTS organization was captured virtually intact. At the time it
consisted of m<)J::e than 100 manual Morse positions, 2,700 people, and seventeen ARDF
aircraft. Many oithe South Vietnamese SIGINTers undoubtedly perished; others wound up
in reeducation camps.: . In later years a few began trickling into the United States under
the orderly departure pr~gram. Their story is yet untold.

(6 OOO) Their leade~:1 I· made his way to Washington, D.C., and was
hired as a linguist by NSA. He lived a <Iuiet life in suburban Washington until his
retirement in 1994. He now lives with his family in rural Virginia.

(U) THE; MAYAGUEZ

(U) As if Southeast Asia had no·t caused America enough heartache, one last chapter
remained to.be written. The seizure of the Mayaguez had a murky beginning and to the
end remained unsatisfying. It also had a cryptologic component which remains confused to
this day.

~The Khmer Rouge regime which rolled into Phnom Penh in mid-March 1975
quickly turned vicious. By early May, the White House was receiving SIGINT reports of
widespread exe2utions, offorced exodus to grim countryside reeducation camps, offamilies
separated and ofretribution on an unbelievable scale. Secretary ofState Henry Kissinger,
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commenting. on one suchl 1]{6';:::~g~, wrote to President "Ford,. ''The
magnitude of the KC liquidation effort has heretofore been unclear. It would appear that
if similar efforts are being carried out in other parts of the country, this would involve a
slaughter ofimmense proportions." 89

~The Cambodian governmen,t ofPol Pot took a very aggressive approach to foreign
relations, too. Among the territories whichXC forces invaded were several small offshore
islands which Vietnam and Cam,bodia: ·both claimed. Among those islands was one named
Poulo Wai. SIGINT intercepts of KC communications revealed a determination to hold
Poulo Wai and to spread out farther f~to the offshore waters.

(U) u.s.destroyer offKoh Tang Isl!Uld

--tSet-Beginning on May 5, NSA began" publishing reports of the KC seizure of Thai
fishing vessels and attacks on Panamanian and Korean mercha~tmen plying the waters
in the Gulf ofThailand. But the intelligence community focused not on these co~mercial

depredations, but on communist attempts to intercept Vietnamese refugees escaping after
the fall ofSaigon. Moreover, the U.S. government organization charged with issuing notes
to commercial shipping had no links to the intelligence community. No notes were
issued.4o

(U) Into thls nest of small-time raiders steamed an American flag container ship, the
Mayaguez, plying a regt,llar route between Hong Kong, Thailand, and Singapore. The Irrst
maydays from the vessel, on May 12, indicated that they were being boarded by
Cambodians, and later that they were being ~owed to an unknown Cambodian port. An

HANDLE vIA iALEN 1 KE i HOLE COM~lCi i eONYlteL Sf8ftlflStJ6ilftlfI

MP SECRET I::JMBftA 16 "



EO 1. 4. (e)

\.\.•.... , TfIP 5EERE'f11MBRA

······\..exploration company based in Jakarta received the broadcasts and notified the American
~~bassy. The embassy issued the initial critic at 0503 EDT on May 12.' .

·····tV) The president was briefed on the seizure ~hat morning. 'It was not a military
challeri~eand was scarcely an impediment to commerce. But the Mayaguez seizure cle~ly
represent~d a. political challenge. The evacuation ofSaigon had been a profound American
defeat in .So~theastAsia. Here was a chanc~ to 'prevent the tiny Cambodian navy' from
tweaking Am:e.rica's nose. Coming. only two weeks aner the fall of Saigon, it was an event
which found Art".erican military forces still in place in Southeast Asia. The president
directed that a re'~nse force be assembled and the crew recovered. The discussions with
the president hark~4. back to the disastrous"PUeblo seizure. Ford was determined to
prevent that scenario li:t..~ny c~st. 41

(U) Initial Navy aerial reconnaissance ordered by the Pentagon established that the
Mayaguez itself was ancho~d a mile off Koh Tang Island, thirty miles ofT the c()ast of.
C~mbodia. The central con~~rn of the Ford admi~istration became the location of the
crew. Ifit remained on Koh Tarig..(where it was, presumably), one sort of rescue opera,tion

. would be mounted. If the crew wa~···~ransferred to th~ mainland, a very different operation
would be called for..42 . \'"

ts=eeO) Here was where good ~~~IJigenCe was required. NSA still had in place
virtually all its intelligence asse'ts fromt'h.ewar in Vietnam, and the Agency directed a

. total focus on Cambodian communication~>1 . INSA declared a
SIGINT alert. Meanwhile, aerial reconnaissance continued to blanket the area. In the
early morning of May 14 (Cambodian time). an American patrol craft spotted a thirty-foot
~at,.accompanied by escort vessels, making a'run for the mainland, with eight or nine
Caucasians on the deck. Since the least desirable option was for a mainland rescue, a
tactical air strike was .called in, and the escort .vessels were sunk. But the main vessel
.contin'\led on, and the att~ckingA-7s held their fire. 43

"iSStAn early intercepted message indicated that the crew was'to be taken to Koh
Tang. This caused.the administration to focus on the island. But that was it. There were
no subsequent messages about the location of the crew,' their destination or the intentions
ofthe Cambodian government, until the very end:" .

-1:s=eeOJ' The fragmentary SIGINT, and the lack ofanything more defInitive, caused the
administration' to focus on Koh Tang. A complex rescue operation was hastily arranged,
arid' o~ the morning of May 14, only three days after the initial seizure, 200 Marines
assaulted the island. They were met by heavy resistance. The 150 Cambodians on the
island were armed with 75-mm recoilless rifles, claymore mines, and rockets, in 'addition
to small arms. Marine helicopters were cut down on the beach, and eighteen Americans
were killed. The Marines were pinnedd()wn on the island, and they themselves had to be
rescued the next morning.45 .

-ESerMeanwhile, Navy F-4s struck Ream, Airfield inside Cambodia, based on SIGINT

intercepted by the USAFSS unit at Ramasun Station that the' KC planned to move
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Cambodian combat aircraft there. They destroyed seventeen aircraft on ~he ground. and
put the airfield out ofcommission.46

iSS) On May 14, as the Marine assault was going on, there w~s a flurry of messages
from various KC entities referencing response to the American attacks. Early on the 15th
(in C~mbodia) a message (probably from Phnom Penh) ordered a KC operational authority
to let the Americans "take the ship and leave" and to "let the Americans go." Soon
thereafter a KC gunboat appeared near the north end of Koh Tang showing a white flag.
Four minutes later the destroyer USS Wilson scooped up the entire crew, and l'affaire
Mayaguez was over, except for the extraction of the Marines on the beach, 'which was
difficult and dangerous to the end.47

(U) The Ford administration claimed credit for a win. The crew was back safe and
sound, although at the cost ofeighteen Marines dead. President Ford went on television to
explain the American response, and a Gallup poll taken shortly after showed the approval
rating for the operation at 51 percent. To an administration which had been badly
battered by its handling ofthe pardon ofPresident Nixon, this wa~good news.

-tserA month later the Vietnamese completed what the Americans had started.
Intercepts reve~led that ~he Vietnamese had wiped out the Cambodian garrison on·Poulo
Wai.48

(s=eeo) Although the crew was recovered and the vessel released, the Mayaguez
incident llas been counted as an intelligence failure. DIA and IPAC intelligence estimates
of KC str.ength on Koh Tang were accurate but did not reach the deployed forces.
Although this defiCiency was cited in report after report, no one seemed to know why the
information did not reach the users.49 But since the only reliable information.on Cambodia
at the time was SIGINT, classification difficfulties are readiiy suspect.

'is>60~There were other problems relating to the affair. The response ofintelligence
agencies in Washington was slow, and the NOIWON.system was not used. While SIGINT

classification undoubtedly hampered the dissemination of critical intellIgence, in the
opposite direction tactical commanders refused to share details of the military operation
with NSA - details which would have improved intelligence responsiveness. 50

'tS€t-Why didn't SIGINT reveal the location·of the crew? Reviewing the action some .
weeks later, an NSA analyst came up with the answer. Simply put, the operation· was
carried out by a local commander, without checking with higher authority. Khmer Rouge
lOCal commanders had long exercised such authority, and it is reasonable to suppose that it
did not halt simply because peace had broken out in Southeast Asia. The first high-level
SIGINT came from Phnom Penh on the 15th and was passed to Ta Mok, the regional.
commander, directing that the crew be released. There was no prior direction from higher
headquarters because headquarters had not,directed the action in the first place, and it got
involved only when the military consequences had become serious. In a radio broadcast
the foliowing September. leng Sary, the' Cambodian deputy premier, admitted as much.51

So in the end SIGINT, the only good source on Cambodia, came up short.
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(U) Chapter 15

Downsizing

~Cryptologyhad waxed fat during the war years. It did not seem so to those who
struggled for dollars and manpower to help fight the. war in Vietnam, nor to those in other
parts of the cr.yptologic system who desperately tried to maintain their hold on resources .
that seemed 'inexorably to slip into the pit of Vietnam. But in fact, the peak of the
cryp~ologic system was reached in the late war·years. After that, there came the
reckoning.

i$ The peak years in overall field deployment came from 1967 to 1970. After that, it
looked like the cryptologic system was going oft a ski jump (see. Table 1). The d,ownslide
las~d for a decade - field site deployment did not finally level out until 1981 - and the loss
of field sites was matched. by an overall decline in manpower. The cryptologic system.
began the 1970s at approximately 89,000 people; it ended at about 50,000, a drop of 44
Percent. The funding profile, unlike that of personnel and field sites, remained fairly
steady over the ~riod and was actually higher in 19751 Ithan it
had been in 19691 . l··...gut.the...d...~~~..~e was one of runaway inflation, soja steady
stream ofdollars did not equate to the same leve'fof"reso·urce&·as..befo..r!=l.l /. .........•........•..•......_/

EO
1. 4. (e)

(U) THE GREAT RIF SCARE

~AtNSA, the work force shrank from 19,290 in fiscal year 1970 to 16,542 in fiscal
year 1979, a reduction of 14 percent.2 Looking back, this doesn't seem so drastic, but in
1971 no one knew how far the cutbacks would go, just that Congress h~d de~reed a huge
cutback in the federal work: force, calle~ the General Austerity in GoV'ernment
Expenditures Act; and that the Depart~ent of Defense would absorb the brunt. To
maintain some sort offairness,' cuts would be across the board, and NSA would give up its
';fair share" ofmanpower, regardless ofmission'or need.

~ Soon after Congress levied the cuts, in September of 1971 Admiral Gayler, the
DIRNSA, issued a memorandum to the work force confronting the rumors swii-ling
through the halls. Yes, a RIF (reduction in force) might be necessary, and it was certain
that promotions would get scarce. But a RIF would be an absolute last-gasp measure. He
hoped that retirements and attrition would turn the trick. This was suspect, however,
because NSA's attrition was notoriously low - about one-third of the federal average. With
a closed-loop personnel system and unique, nontransferrable skil~, NSA employees could
not go out and look for other federal jobs. (By the same token, employees ofother agencies
could not come looking for jobs at NSA.) What {"mally forestalled the RIF, however, was a
device called "discontinued service retkements." NSA began offering these immediately,
and they were hugely successful. In 1972 the retirement rate doubled that of the previous

. Ib\'PfBbfJ VIA 'fA-bEl.'Pff H:fJYU8D6 S8MUf'f S8'Pi':F~r"SY~'HlMS.JQIN'fMr
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year. In June of1973, moreover, the Civil Service Commission authorized DoD to offer
immediate annuities to individuals w~th twenty-five years ofexperience, regardless ofage,
or who were at least fUty years'old with twenty years of service. In addition, a 6.1 percent
cost-of-living increase was offered to those retiring before July 1. This did it - retirements
in 1973 increased by 45 percent over the already-high level of the previous year. In the
end, the RIF was never necessary.3

"'iCl NSA's manpower bottomed out in 1975, as Table 2 shows, and remained s~ady

through the remainder of the decade, except for the military component, which continued
to shrink slightly. It began its upward swoop in 1981 and toPPe<l out in 1989, the nominal
end ofthe Cold War.

~Table2 4

NSA's Manpower History, 1973·1993

Thousands
30-1'-------------------------1
25.1:-------------....;....---

73

EO 1. 4. (c) (U) However, promotions were difficult to get throughout the decade. The problem
...::::::::::~;::::::::::::::::::::::::::........ was, the grade structure. NSA's average grade had marched upward from 8.96 in 1965 to .

..<:::::::::::........ ·······:::::::lQ~2.iP.:.1972 (see Table 3). NSA was advancing faster than the federal average. In 1965 its
....<::--...::::........... ave;~::tj:~d ..it..for ninth place, while in 1972 it was iri fourth. The grade problem led to a

................... ·····}»:5>motion ·freeze:;·····'Pho.pgh it lasted only a few months, it damaged work force morale

·····.....~.::::··a.!~ost~~. much a~..the.tai~~~~:~Ilr~7............... .

....... ~ While NSA experiencei:l·a...:!Ilodest..dQwnsizing, the Service Cryptologic Agencies
(SCA) ~er:e d~:y.~.tated. Of the 39,0l)"O"ci'yptpl~fiic'billet;;llost,almost 36,000 were military.
Som~·c::J~i1itary..~illets associated with·ditect...~upport ..an<l...?'a~ng were transferred
into non-CCP (CQnsolidated Cryptologic Program) areasf"~~ the net"loBS...to the cryptologic
system was "onlyii 1····T4~ Army was hardest hit, lo~ingDbi1l~ts··fronl..!ts CCP
structure. Security Service lostDpercent of its billets, while NSG lost more th:mD
~~ .

ImMl'LE \1'11\ TkLEI~T KEYHOLE eOMlMTeONTft6L S·.t:'8tEl\ifS tf6lNftf.r
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(U) Table 3 6

NSA's Average Gra,de, 1965-1972

Year
NSA's All-Federal

Average Average

1965 8.96 8.3
"

1966 8.67 8.3

1967 9.0
-

8.4

1968 9.2 8.5

1969 9.7 8.8

1970 .9.9 8.9

1971 10.07 8.9

1972 . 10.2 8.9

(U) THE CLEMENTS CUTS

-tet NSA was in the middle of a desperate downsizing effort when, in 1973, it was hit
with a round of·budge·t cuts which became known as the "Clements cuts." The real author
of the directive was one James Vance, who worked for Dr. Albert. Hall, assistant secretary
of defense for intelligence and DIRNSA's i~mediate boss. Vance contended that
cryptology was overfed and underworked, and he embarked on' a detailed study of the
cry.ptologic system. The upshot was a recommendation to Hall that cryptology be hit with
an additional three percent cut. The Vance recommendation wound up' in the office of
Assistant Secretary of Defense William P. Clements. Clements imposed'a total CCP billet
reduction of 12,999 to be completed by fiscal year 1978.7 (Since the cryptologic budget
already showed a large reduction during that period, the real additional manpower cut

, . '

'was "only" 5,1l0jobs.) .

-E€l1 Clements specified that reductions were to come from

1. Management efficiencies. The crux of the problem, as viewed from the Dol) level,
was a bloated management system with ov.erlapping authorities - basically, "too many'
bureaucrats." The answer would be to squeeze out the fat, without cutting into bone: .

2. Technological efficiencies. As will be seen later, NSA was looking at a raft of
modernization proposals,. chief of which was remoting (see p. 38), that would 'reduce
manpower without substantial mission reductions.

HANDLE vIA lALE~TKZ fKOLE e6MfIff e6M'fft6hB"i"Sft]MSaefN'fb¥
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3. Mission reductions. This was'a last option. At Clements's level, people felt that
NSA could cut without reducing the mission.

EO 1. 4. (c)
P. L. 86-36

-teHJeutenant General Sam Phillips, who would soon b~ leaving NSA, answered that
NSA recognized the "bureaucracy problem" and h~d just completed an internal
reorganization that cut 649 spaces. Phillips felt that further efficiencies could be
accomplished, especially through technology, but he cautioned Clements not to be too
hopeful that NSA could do it without any mission cuts. He convened a panel to work
through the reductions and come up with a plan.8

(U) The study group had tough sledding. The first reaction was a decree from the
prOduction side of NSA that it would not take a reduction until all support billets
worldwide had been cut, whereupon the support organizations replied that they could not
cut support Until they saw the operational reductions. The SCA representatives were
simil~r1yobdurate.9 Itwas enough to make a budgeteer tear his hair out.

ES eGO) They slugged away during the summer and fall of 1973. When, in October,
the results were due to Clements, Lieutenant General Lew Allen had become director. By
this time the committee had forged SOIl.1e numbers which sounded a little like a .
congressional budget-cutting exercise, but which were plausible on paper. Allen told
Clements that

\\. ..····..············ 1. Managerial efficiencies could absorb some ofthe needed reductions. The committee
\\.. . :::............ rec~mn'i'endg.d cutting all deputy jobs below division level, consolidating s~me

'\'\"<'~':':~:=:.:=;;;~-.=:.~:s~~:;';tro~l::~i::~.to~::i:'::~
\. \\ ····f~ncti()nt~, and slimming down NSA··bV-er.!?eas liaison offices. Overseas, support and
\. \.\ ~~~geri~l'binets could be deleted by forci~g..closer.J.ntegration of collocated SIGINT sites

"\ \..\................ under"'tlJ:~ Singl~ ..~rvice Executive Agent concept. ·A..·new...~.Q~cept in position tasking
\ called Cdp~S (ColiEi'ct!on Operations Position Evaluation Standardl,.cQ.,:!ld theoretically

...... reduce mam:i'al.. Morse pdsitions by 25 percent. Since there were more than·L:tMorse
\\... positions viorld~4e, this w~u14. have amounted to a significant savings. The SIGINT

'\ \.... system would have·to..rely more ~il:·S.!:lcond and Third Parties. Worldwide logistics would 0­

\'Qe shaped into a mor~""etncient me~hanjsm, and some logistics operations would be
\ c6~tracted out. Some sit~'S~ Icould be staffed by contractors.

, ArIny Security Agency and USAFSS had botfi"'Quilt up theater-level administrative
\.. headquarters that could kle eliminated without effe~ton..~he mission. -'

\.. 2.··\\~eChnologiCal in~ov~tions represented a hig~·~r···'r.~~k option. The remoting
Pfograni1 Iwas still unproven, but Allen banked heavi!! on its success to save
cryptology from the worst of the Clements cuts. Only the fll'st sit~l . Iwas far
enh~gh along to count on. Other new. programs with interesting and obfuscatory names
likel loffered potent~al savings, but their
contributions remained to be seen.

HANDLE vlli IA:L$lfY KZ 1MOL!) eOMlI4"r ee!f'fR6b 5\"'i3ftIMBwJ9lN'PIs¥
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........................

... ... ../ ..'fhe<Air Force site at
//.J Iwould be cut, the operators moved ..WI l.and··Single Service Executive'

l! // Ag~iit management would be applied to the"newtri!:lerVice station.
:<~:..::// .../ .' Back at ~.ort··Mead~,..NSA would sto doin

3. Despite opposition from Vance~ Hall, and Clements, Allen relied on mission
reductions to make the mythical Clements's manpower ceilings. Some stations, like the
Navy site a~ would be closed outright. The'ASA tri~.~re=I

would be closed and the mission transf.erred

· (U) Some economies··w~;~·lOgicai";~t unattainable. The creat~on of Central Security
.. Service (CSS) ~e,·ye~ ...befor~ had created duplicate s~afTs at the NSA level. General
Phillips had··-qUie.tly"s~otchedthe operational effect of CSS, and the vestigial staffs had
qUiet~'y"~en"or;'dualfunctions for the sake of economy, but the whole CSS exercise had
JD.a4.~..it··"~ore difficult to slim down because of the perceived need to keep up the

....·····::::::::::a:IiP'earance of a functioning CSS. The most far-reaching CSS proposal had been to bring
...:::::::::::::......... the SCA headquarters' to Fort Meade and collocate them with NSA~ where, it was

.....;:::::::::::.... assumed, economies in the billet structure would be easier to effect. It had not happened
E'~'" and was not likely to happen in the ·futur~. The SCAs had successfully fended off
1 . 4 . (c) collocation with «Mother NSA." 11

.......

.........: ~eo~ Lew Allen had replied with some well-thought-out ptanning options. Some,

another budget category while yielding only minor savings.\ \\ \'"
\ \." "i&:eG~While NSA struggled to protect its resources from the budget axe, its mission

"'\, \\ ........ emphasis changed dramatically.

'" \\..... real cuts had come at the expense of other production elements.

\ ..,.... while'G Group positions were down from 15
percent to only 8 percent.12

(U) THE FIE:J,.n SITES

ieTIn 1970 the collection site'system stood at its highest level ever.
'-- ---1 . But the impending

withdrawal from Southeast Asia, and the budgetary: pressures that were moving DoD
toward contraction, were about to hit. .
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~The collection site posture went into sudden freefall, and by the end of the decade
onl~ Isites remained. ASA was particularly hard hit, contracting f~9~ I

il . .1 The Air F~rce .l?.sL . Iwhile the Navy, with.~.smail-site posture
../ ..~ndemphaslson worldwl~~ ..DF, l~.!?~ I

.""/ .,/,/ (Swe09f le~~~ ...ser:;;ice lost sites to a b.'l.~e..con;~lidation moyement. By 1975
./ ../ all Southeast ~.ia:" si~s"were closed except..for·"Clark Air Base in the Philippines. In

./'// ThaU~~d,th~.cl~sJJl't{~fRamasunSta~ion"fe'~ultedfrom a political forceout by the nervous

.ii'.."""" 'J;~a"i gOV:13r"~erit:i ..

/~::~<:" ;;;::,:/,///' 10 massive bas. consolidation movement, which hit eryplolooie

,//."';/~:>:::::::······'''''''''''·''''··''·~d noncryptologic units with equal fervor, resulted in the'closure 0

.j,~~~i~:~~':~::~~~~:~~:::::::::::::::····"···"""·· .--------.-----------------'
EO
1.4. (e)
EO
1. 4. (d)

-t01-The closures resulted from a complex of budgetary pressures from Congress and
difficulties with the host countries. The period after the Vietnam War was one of
exceptional instability in the: Third World, and cryptologic sites, long held hostage to
foreign aid by.host governments, were battered abou~ quite unmercifully. Ifthey survived
at all, it was usuaUy in an altered, and less favorable, condition.

IfMfBI:lB Vi1\ ,,!.hlm' KB¥JI8bB e8MHff 681ffft8cB"iS'f'I!lMSd'8Jtft'tN
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(U) Thailand

, ,

(u) During the years of war in Southeast Asia, NSA had used Thailand as a principal
base of cryptologie operations. The original ceiling of tooo cryptologists, while being a
nice round number, soon ceased having any relationship to reality, and over the years
NSA had brought more SIGINTers into Thailand, taking care of the increases with post­
facto authorizations by the Thai government..After the 1973 Vietnam cease-fire, a large
slu ofdis laced SIGI.trrers'entered the count

(U) With the fall of Saigon in April of 1975, the end of the American presence in
Southeast Asia was o~ly a matter' or time. U.R rorces began leaving the country soon '
after, and the formidable base structure that had come into being during,wartime quickly
imploded. So where did that leave thecryptologists?

TOP SECRET tJMBM 34
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(U) Negotiations with the Thais consumed the whole of 1975, but with no resoluti!>n.
The Royal Thai Government would clearly have been relieved to see the last of American
forces, which by late in the year was made up of the cryptologists and virtually no one else.
The American embassy was on the side of the Thais, since the loss of the last American
military forces would remove a thorn in the side ofAmerican-Thai relations.

(U) But in the end it wasn't enough. .The Thai government was getting fierce
diplomatic pressure from the PRe,. with whom they were negotiating an improved
relationship. Moreover, the Thai military-run government was being squeezed ~y an
internal communist insurgency in the bush and an urban leftist student movement .
emanating from the universities. With the communists victorious all across Southeast
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Asia, everyone, it seemed, wanted to be on the winning side. America did not appear to be
the winning side.

(U) Udorn, the nearest large town to Ramasun Station, had a university, and it was
full ofrestive students. In 1975 they got a cause, the infamous Leuchai incident. Leuchai,
who managed the officer's dub accounts, got into trouble with the base commander over
the disposition of some monies and was summarily fired. But Leuchai had friends, and
they brought out the students from the university. The base commander at Rama,sun was

.confronted with daily demonstrations at the main gate. One day the military police,
apparently thinking that the base area was sovereign American territory, arrested
Leuchai, and the demonstrations got larger. In'the end, Leuchai was released, the
American ambassador was upset, and the Thai government, with newly. stiffened spine,
was ready to order the Americans out ofRamas~.28
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(U) Closures andConsolidations

(o-OOffl I~·I Ibase' closures all resulted from budget cuts. The
A hn'1solidation plan had actually originated from a study in 1967 which showed

..// the econO,nlies that could be achieved by clos~gl . I
// ..I :Jand moving the people a~~i...niission to a single location. ASA organized the

// .../ or~gii1a.I.c=J:adre in 19~'~'T·ariathe station was officially up and running in January
/ ....'" ~9·7~·;""Two years later ttie'8ecurity Service ~itel Iwas closed, and the people

/.i · ····:l;iria missionjoi.n.~d..tlie..triservice..9peratioii\ .,

,i4f~:~~:: -:::: _:~~_/ .---/'
EO
1.4'. {el
EO
1.4. (dl

......
....

(U) The Airborne Communications Reconnaissance Program (ACRP) also slimmed
down. In the 1960s it had consisted of a welter of strategic and tactical programs under
various jurisdictions and controls. An Air Staff study in 1971 showed clearly that the
program could be more economically managed if it were consolidated as a single program
under a single manager. The outcome ofthe study was the RIVET JOINT program. Under it,
the worldwide ACRP programs were consolidated into a single airframe, the RC-135.
Twelve airframes were modified for both COMINTand EUNT collection by E-Systems in
Greenville, Texas. The Air Staff recommended that the new Airborne SIGINT Collection
Program - ASRP - be jointly managed by SAC and USAFSS. Moreover, the new program
operated under the Air Force's MOB-FOB concept. That is, there would be a main
operating 'base - in this case Offutt in Omaha, SAC headquarters'- and forward operating
bases in each theater. The crews and airframes would be based at Offutt and would 'deploy
to the forward bases on TDY for missions. The new RIVET JOINT marked the first successful
attempt to rationalize and centralize a large number of programs that had grown like
weeds during the Cold War.34

JltrNl'LE \PiA T1l:LEl'ff K~ tlI6LE e6:Mllft' e6Nl'ft6L STS'f~MStf6IN'fLY
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(U) Tactical Systems

(U) The war in Vietnam had displayed the inadequacies of the tactical SIGINT systems
that had rusted away during the era of nuclear dominance. Vietnam produced' a spate of
development programs to (IX the problem.

-tet The A~my came up with several entries....~ lwas an airborne
communications intercept, DF, and jamming system aboard .RU-21 dual-engine aircraft

that had proved so useful to the ARDF p..I'o;P-am...• ··1 ~upported ~actical
command~rs at bri~ade,division, an~..~orP·s ~.ey.els:A second pro~IJl.1 ]was
a moderDlzed versIon of the AR~f.,,·pro~r~:IJlJ . IThe
Army, beingdecentralized, fr.~giiieI}tl:'!~fitsSIGINT effor.t}~·· ..·<·

~ The Air Force•...bei~~:.:faff~~·st behiI!d.·-tIi~··~~ve. had to develop a system from
scra~h. Their er;.~rt·~~~ '. la"~ompletet8cti~al SIGINT support system based

in mobile sh.~~te~~r;;Jrh:ecoll~.~9on·SYS~Pl;1 Iwas mostly airborne - two
mobile shel~,'I!:s;stU:ffedi~to"a sligntl:finodified C-130. Processing and reporting were done
in ~nt~:;~n~f~he~t.ers··l~ated"·V;ellback of' the eombat ~ne. As with Air Foree doctrine

.,g ..:/ ··:illY,..this··s.Ysterii··;'as highly centraI!~e(LI I
.......:............ .... ···iOrThe..N~~ was..·l.east·affect;ib;·~he commotion in Vietnam. What was needed was

....:;;;:::::;;':'::'::.::::::.::::::Si'nl'ply a.:n..llpd~tirig"~f shipboard SIGINT support that had existed since World War II. The

..::;:;;;::~~;:;:::;:::::::::::~~~::::~:: n~w"p;~~.~.~ ~~§! called·r Ian automated system designed to w<?rk

..,'!iH:!l~lm~;;;;::.;=.~~::;;:::;:;::=::::::::::::::::~~::::gg!illj:~t.:mQbile.nav.al..emitter.S;l I .
~~L~ • : 6~~~ ---..·~·E:;en ..·Ni3A..caiiie·..up..witli"a ~ctical"-..syStem;-"'The'! !program, an ELINT

...<:::.... ...---::::::::::::::::::: innovation. permitted NSA to deploy ELINT intercept equipment(

'«:~<>,~~~::~;::--- '-,
-,.."----i.·..··.· ..

[ .•...•.... . .

'. "'(~ '~bQ~ The origins of cryptologic remo~~··;;;e..in..1.~62 and stemmed from an -idea

attribci~ ~ Ian NSA engin~er. The first co~~imic~!Jons.satellite,Telstar,
had just"~en lau~ched and. with ii, a new era in communicatioM~···t=Jina paper
entitled nA'P-roposal for Utilization of Satellite Relays to Provide an Early Warning and
Extended SIGI~.Capability within the ZI," proposed that NSA look into the possibility of
remoting signals"4J,tercepted in one location to another. The technology, he felt, could be
developed to send l~1'ge chunks.of the RF spectrum from an overseas location to a location
in the United States'-"'Dustified the effort that would be required on the basis of
improved tim~liness,reduction ofSIGINT people overseas. and cost-cutting.39

Tep SEeRE:r YMBAA 38



TOP S!Cftft tJMBItA

......

~ The proposal generated interest,
and in 1964 NSA conducted experiments to
see if what..[::Jproposedwas really

/1 ~O"i:~~: r I
..'. It .worked, and everyone was ecstatic. But

.... ! /6r several years, that was it. The idea
......."languished, awaitingsponsorship.40 ....- ..

.....

..../..... ffioGG9) f Iidea ..)Yas"·re·;i~ed in
....."" 1967.when K Groq,p.·(which at ·that time

EO 1. 4. (c) ....._..

. P. L'<~~~~i;~~:~~~J::i~;:f:~:~t---------roi I
...................::':',,,\.. ~were small,·;~(fthel Igr:oup simply discarded them from the study

....:.... ·······~eta.use the expense of installing.the operational and communications equipment for such
.......... a··~~ll-.~ite would not be feasible. The group took it as a given that the technology was

.....

his O\vIl, Md)le set out to g~·t·sponsors. He created an "Industrial Advisory Board" to study

\,\" \,~'\,.,. the .issue and"~listed importa:nt..~ople from private industry to help him. His :f'1rst any
outside ofNSA w~sWilliam Perry of...E'SD, w.ho would later.become secretary of defense.

\ \ \ \ Within NSA. he h~d. the support of Ollv:~r Kirby, the assistant director for production.
\ \ \ \ With this level ofsupPort, Hermann emba~kedon a major feasibility study.42

\\\\ (lllJlJQl: The or! .~ tudy, ub~~~':'c=:';:':dState,

\ \\ Candidate locations were _----..-......:..... ...- -1

\. \. The follow-on"'-system development plan
\ \. produced the following year planned for an initial system. call~d which

L- ---1in the U.S. The

\ presumed success of the pilot would result in ~ wave ofsupport, and by 197

The savings would be staggering. Overall CCP1.- .......

39 leP 5EERa tJMBR1<
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economies would rang9 ould be
eliminated. Som~ ryptologists oversea~ would come back. But the
up-front costs )~~I'e equally hu~~. or the system through 1978.~dD

J Ito ¢q6ire dedicate.~···communicationssatellites that were pr~.sunied to be

,/ req;d;~/ ~ro<!"";;;:ments oIore. 'rhe biggest !Jisp1ir.;-;:::::~ I
i======:tlipproache~,. had origin~J.ly.·enVi~ioned}:~motfng"large portions of

')::;:.==::;::==::!.lto=;t.::~e:::.St:.:-a:.:.·te:.:s.:J' .. -
..- ." .

....
...... ..... .....•.•

.... ...............•.... -.... ..' .............•..... ..,
f .....•...... .

..
..../ ......•.

.......
............•..... . .

....... .......•....... ........•....

....

...................: ::::: ..
....... .•.............

.........:::::::: - ~ The competing technology came to be called the long screwdriver approach. In this
method, the operator sitting in the U.S. would remotely tune a receiver in an overseas
location. IEO 1.4. (c) --..--.....--........,..;;.;;.;;.,;,;,=~

P. L. 86-36

'::::~~:::~~:;~:e!ill~". ·Ialso produced arguments over management. Theoretically, every

......... ·····41te~~ep~d·sigrial-in ..~he·world could be collected into a single facility, ifnot a single room.
......... .where ~(;u14..such...a facility be? Was there enough room at Fort Meade? How would it be

.......... man~~!i? Wha:~ ..~oUld ..th~--·r·elatio~ship be between' collection and processing? Would
\)perato~~"a9cept lj:eil)g j~rke4 out···or··tb~ir overseas bases and du~ped in the high-cost
Wa~hington···i!r.~a? vjfiat:::~(i'·6f..~oral~···prob!ems would result? Many elements of the
Produ~.tion org~~tion lobtij~:<!...ro~··al IslinuI~~on facility to test out all these
proble~. - a fly-befOJ;.~-buy appi-Q~c.~. The engineering'--.~~~e rtural~ focused on the
technicarh~rdlesand ign~red the ma-n~g~ment implications. 'A- simulation center
was planned•.. but was rie,;ei:'...~mpleinent'ed~::::.~SA bought the technology without testing .
the managemen.t problems rlfst~~ ..:::::: .
~Ultima;~ly:, NSA suc~U~Be4 to cost ~~~~d~r@-tions and went for the lon,g

screwdriver technoldgy. Even under th'el lP~o-gr~·IQ.! however, communications
re uirements were 'stu endous. For instance, remotin "'th~:J I

........ Tfiis,was why NSA became
the largest single user ofDoD. communications satellite capacity.45 .

(80eO) Dr. Hall conti~~e.~ to hold onto monies that NSA wa~~~d"1 J

Hermann's approach was radicaf~ rather than scale back on the program to reduce the
threat, he sent Hall a new proposal) I
vjrtually wiping out the SCE component of the cryptologic system.. All CONUS operator
billets could be civilianized, less a 25 percent residual for tactical support. Financial
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savings from pulling people out of overseas locations 'ana putting them' in a single
colle~tion facility would be huge, both in direct operational costs and in logis~cs and
overhead. Hermann's forceful approach (mally got a tentative go-ahead from Hall.46

(~~~ When the Clements cuts hit NSAm ~:::'~~I""'}o~seemed. heaven-
sent solution to the budget crisis. Lew Allen b~came thedirecoor in'Apgust 1973, and he
barely had time to put his hat down before confronting the issue. Rem~tiQg seemed to be
the answer, and he promptly convened a panel to consider it. He called it the' I
TaskForce.

(U) Allen came from the high-tech side.of the Air Force, and he was well connected
with private industry, which he considered an essential partner in solving big problems.
The task force was composed of only fout NSApeople, plus representatives from fourteen
companies, including such industry giants as Lockheed, Hughes, and IBM. Lew Allen
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understood that the cryptologic community could not work its way out of this jam without
: help.48 . .

(0 000) He instru~ted the 'group to consider ory.~ ITh~y had two options:
modernize...1 lor use remoting. (Stan~j.n~fpat was not an option.) The objective
was clear..:.... they were to devise a SIGINT syst.ert(that was much less costly than the one that
exis~~t" . . .

/ (SeOOO) The task force cas~..asi'd~ casual tinkering and recommended radical surgery.
Mthough they did conside.f..·m~ernizing the overseas sites, they ended up recommending

//that the whole lot be ~em~te~A ITask
....//. Force recommen..decft~at·~~ery site rem~.ingl ~e remoted to Fort Meade.

// 1 r"
....... / / -teT··~vfu~ unde~ the..·m:~~rnization option would be significant, but using the

...."/ ..../.. ...re~'m"g co~~ept' ..tli~y would far exceed the 3 percent cut mandated by Clements (see
......"'/.'" ··:::::::···T~bl~ ...5); 6r course, DoD would have to wait afew years for the return. The entire

...(>··:..:::::::::::::::::::::::: ·..tem:~ting sche~~ ...~IJ..1~ld ..cos~. Ito be spread over a period of years from fiscal
..(::;,,::::::::::::.............. _ ,.y.ear....l-976 ..to....flscal year 1981. Although each year's personnel savings would be

.,jjt;~::::::::::: -- -- ·.. significant, the procurement costs would not be completely amortized until fiscal year
EO -- ..
1 . 4. (c) "'" ·..t9aS·-·fully...t.~~..Y.:~~s down the road.

. '\~~:~~~';;- ~Fun remotin-;~;~;;;;;MreqWr.nhat--b.;d,-;;, Forfllleaae;L.- .....

....:\.. .... .... 1'Q..remote such huge volumes of data, the panel recommended that NSA
'\\" purchase·.i~s o~'''sa~llites rather t~an rent from the Defense Communications Satellite

":::::'::" System (DCSSl, Purrih:~ ...~ouid be· more expensive, of course, but the amortization
"':dU'ference woul(i"on-ly amount·iQ"less. than a year.5O

"':::::::::::~.:... (s·..~·;~)··T8:bl~ 5 51

....::::::::.... .Tb:~ Ipl~D:·Co.~.~
~~ "

Number~q
positions ' .

Personnel ....,...,..

AnnualCCP
cost

Estimated cost
ofremoting

Current Remoting

.•.•...
·..·......·1 I
modernization

-

(Soee6) The organization at Fort Meade would be a nightmare. Here, the panel only
hinted at soluti~ns, but did originate the concept of the "problem center," which was to
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be moved baek to "the collection operation center at NSA, and the billet savings would be
onl~ The plan allowed for some modernization at the 'residual ov~rseas sites, but
ot'f~red specifics in only one case- the Navy si~ IWhich would stay largely
~touched by remotin~" At Fort Meade, the "problem center"

!.()rganizational sche:ry.lwas adopted from ,t~-e Ian.

1/ -tat-While t~9:1'/ l:Pla:~:';~mained through ~he end of the decade, harsh
, realities soon..i,ntruded. Remotipg'would incur very high initial costs, and the ever-present
Dr. Hail W:~~\~'iIling to pr9l;e:6~finitially with only one site.'
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......
.'

,/.//1

..../ ..../ ....

.'
EO
1.4. (e)::::: ....

EO ::::::;;;;;~:;~~~:;~~::~:::: ::::::::::::::: .

1.4. (d) . :::: :: ::~::: .
'. ". ....•....................•..............

p. L. . :::::::::......... . .

86-3 6 .~\ ••·(ulllem:~;~5pJa1l ~:;;:::=~".,

\\\\~ ~~~~Hn~nded :;'U;;,<;:;;~".j IIt had
, bet~me a truism early ilt··tlte···pr:~dect that the cosl··of..earth terminals and ancillary
\\..... equi~~ent would make such"'a"'l';oPosition uneconomi~·;t··fl·

.., \.... ~ll presupposed tha:~ .Iwould become can~dates for remoting.

(0 Od'E)) The implementation of remotin;"stoQd this assumpti~n on its head. As it
turned'out, th~ big payoft'was in small-site remoting>Part ofthis resulted from the decline
in earth termi'n~lcosts, but mostly it related to the impo~tan~~of the mission. The small
sites, with their"j lhighly selective focusi I
became the high value items in the system.

('l'S OOOJfl() The first step was data linking, in which operators at overseas sites
intercepted signals and plugged the receiver outputs into communications channels.

.Iitd~titE T(b\ T'ltLI!:NT Xl'; fHOLE eomm eONTltOL!ffSftMStfOlM'fL:t
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('fs-oeo~ The advantage of data· linking was speed - critical signals could be
intercepted, forwarded and processed in something approaching near real time. Itdid not .
remove the oPerator at the distant end, nor did it reduce the number of people in the

, system. The operational payofl'could be signif!:~~n~ lbut
/ these operations did not help with ov~r.sea~rvisibility, inter~ational };lalance of payments,

,I .. or CCP reductions. ....:.., ; .

..........
,..
/ . ~) The ne~~..system\;~ a true remoting op~!.ation;·1 Ian Army-sponsored

. project.,.sprang from the disxn..aLbtid-gee:cutti~gdays of the late 1960s. when ASA was
.. . sttapp~d ~~'::.~<:ash an:d..look~g f9r. a way to· ~~!!~.~ e.xpenses., Th~ Isites,

/ .. .., --:-..:..·:::: -althoti'gh..top.producers.·had·been.-a'fiiianeia:l'drain for years. They were expensive to keep
~'o""",:;.:~::::::~~:::::=:=.~~:=::~······operai~i:·1

1.4. (c)· · : .

\'" .reniotin~ wa~'£ar 'i!reater than ASA realized. I

.~•.......

'. .. _ .

\ ", .

"\ . ..~..-•.....•.............
.\ L···..:;..,···~~~ ......;;;__~::::::::---;::===

\
\~

\
\

\
\,
\

P.L.
86-36

,

'\ ~'FS eOO) 'In a 'lengthy me~o i~"la~e f971, Maj~~··Ge.ner;i'JobnMorrison. jSA'S ADP

\ ..,. (as~istant director for production, Le., Dp.!?),laid out th~'tQ~~eci~~i collection
had to be data linked back to NSA. ABA's'l . _ was-"a: good idea, but it got the

\, material only part of the way home. NSA n~eded a data link to g~t·' - I
'1 Ito Fort ~eade.:9 .
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.........
....•........................

............•...•........•...•...

................- .
......•........•.•

. .

'-- ---1 Although NSA and Harris became ensnared in the almost
inevitable cost overrun disputes, the system succeeded technically 'and operationally.81

For NSA the a off was the data .link.

P.L.
86-36

EO
1.4. (c)··· .

...... ........
..•... .•.............

...........................
.......•...........

................................ . .
..........•....'-- ..;;;;.,....... ..1

~····~SNs....~ngineers beca~: ..~:;~ivedJ . Ifrom it~ inception, and in
October of1970'the ASA project manager, Colonel Vernon Robbins, formally invited NSA
into the developme~t·'Process. ASA resources were strapped, and only NSA could provide
the expertise to steer s~ch.~.largeproject. NSA's Richard Bernard was named the deputy
project manager.80 .

""'(S:eeQ1-The combined AS~SA-P!'oject planning committee selected Radiation (later
called Harris) Corporation as the prime'co~tractorand let a contract for $25 million. The
committee had to scale back an early ro o~ii
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(U) Guardrail

\,
,
,
\.,,

P.L.
86-36

-tSrQnce remoting was aV!1i1able, everybody wanted it. The earliest field applications
were in Southeast Asia, where NSA. began remoting signals from isolated mountaintops
during the later stages ofthe~arin Vietnam. C~l1edEXPLORER, this program got people
out of danger zones and back into defensible base areas, while leaving the 'equipment
(antennas, receivers, and communications) in exposed locations... The aptly named Black
Widow Mountain along the Cambodian border was the most famou's of the remoting
operations.

iSTRemoting was next employed to fix serious SlGINT support p:robl~.~~ IThe
problem~ larose from the disparity between tactical syste~s available to field

. comm~hders and strategic systems tailored for.national-Ie.y.elsupport. By the early 1970s,
stra~gic SlGINT hJld far outrun what waS availaQJe··-ta~tieally. In September of 1970,

...1 ~omplained to Admiral Gayler
..../ lthen DIRNSA) that his SIGINT suppor..t..assets were not what they should be.'

......<>1 .' IHis mobile collection
../../ equipment was antiqu~.~1 I

>../ Moreover, the i~t~r.ce:P(;~;l ,
......:/ ....I·l\!ere···too.. slow to get out of the way in. ease oLBttack! I

..<:/ :::.... 'Con;~unicationswere clearly

.../:/ ::::::::::::::::::::::;;::'::':::!~~~!9!i~te _"':":.._--=--------------------......
.J ::::::::::::::::::::::::::::::::::> ::: ~ Umew about the systems that had been devised for Southeast Asia, and

.i~\~Hl~:;i~~~~i.~~~~=.:::=::=:::::=::::::::::::::~:~.-he-.wanteduthem~ . IHe wanted airborne systems that did not have to retreat over

~~4. (c) ~::~:::.::····_·_··--·······~o.a.4s....~~~ ...~~re vulnerable to interdiction. He wanted communications to get the
................... mtercept bacI{"'t<nafe··ar.eas.....~!.here they could .be processed. And most of all, he wanted

···A:RDF. 83 -- _.._._ .

~~~..NSA:;··Gay.!er instigated a Plannin~·::;~:~~:·..·;{;···~;~t ..~·N'SA'~ant I
to look at the situati~n:······T.h~ team devised a radical solution - an airborne remoting
operation similar in concept t~"th~ lin Southeast Asia. When the matter'
came to a head in a JCS meeting in January ofthe following year, NSA was ready with the
solution. The Agency called it GUARDRAIL.84

~GUARDRAILWouldr-'---------------------,

'. ,

L.....- ...I1NSA, ASA, and USAFSS jointly

\

\
'. put up the money to run the GUARDRAIL I test.

"II-__<_S_.O_O_O_'_T_h_e_fi_lr_s_t_te_s_t_w_a_s_o_n_l_y_p_a_rt_l_y_s_u_cc_e_s_Sfi_u_l._I .,.- _

HANDLE YIA IALEIU K1!:!!!OU:COMfNTCO~LS\"8ftJM8tfOfN'ft:ol'
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(U) Guardrail aircraft

Es-ee~ GUARDRAIL II was a ectacular success.

EO
1.4. (c)

'.
'.

............

.•........•...•.

'I
~~-:----------:=============:

~EarIy GUARDRAIL was an Army-specific asset. Despite the fact that air-related
intelligence'dominated the collection "take," the Air Force participated reluctaJ:1tly, and
then only after considerable prodding at the JCS level. One Air Force problem was
survivability. ·The U-21 was a propeller-driven utilit airel'

L.. --1 The U-2 would be a far better platform. 88 It may also have been

UJdUH.E ViA'f1tL'glft M¥UeLE eeMUf'fe6fftft6L B"f~'fEMSd6UffL''''
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that the Air Force feared Army dominance and wanted to use Air Force money to fund its
own systems.

I
-ret Gl{ARDRAIL II became the final system. Even prior to its deployment, the Army,

.... , trod NSA had all agreed that it would be left behind to provide' tactical support.
/,/ There were no plans to fund a production system. 89 .

, (8-0eO) While GUARDRAIL I was b~irig tesJ~ a separate SIGINT operation
was being deploye ..... .f

...........
......,

, ·•......
.'.'

: .', .

il~::/~/,-- .•...................

.............•.

..........

. .
.......•.............

:::: (c)~~;c~~~~~~~::~!~;~~~::tGenerr~~gu¥in~~w';;=d::J.
86-36 '.. At a stroke, NSA ;oula·..be sati.~.f.ying the constant demands of American

....... commanders! Ito improve SIGINT suppo~t"analtdd.a.DF ..~~pability. 91

.................... (8 eeO) The final system, called GUARDRAIL IV, looked a lot {~~~"~UARDkAI ...-----.
...... but it did not solve the strategic-tactical interface problem. It used U-21s

It
remained an integral part of the strategic SIGINT system.. Once again, the Air Force
entered the system reluctantly. Its concerns probably related to a fear that GUARDRAIL IV

threate~ed the continued viability.of the RIVET JOINT fleet, rather than to any criticism of
.the way the program operated technically or conceptually.92

(U) REORGANIZATION

(U) The war in Vietnam produced wide dissatisfaction with the performance of
intelligence. This was in some ways unwarranted.. It had performed better than in Korea,
and the problems that beset intelligence early in the war were on the way toward solution '.
by the time Richard Nixon became president in 1969. But the perceptions persisted and
led to deman~s for change.

(U) The Fitzhugh Panel.

lIld(5LE ViA 'fAI:lBN'f' ffl!J\Tff6Lfl e6MfNf e6N'fft6LS"i'SftJMSJ6J:N'.f'b\'

(U) When Nixon assumed office, he called for a reexamination of the total Defense
effort, appointing a blue ribbon defense panel to recommend changes. The panel conducted
the broadest review of the Defepse Department since the Hoover Commission of the mid­
1950s. Part of that effort was a Panel on Command Control and Defense Intelligence
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chaired by Gilbert W. Fitzhugh. This committee consisted primarily or industry figures
and lawyers and was clearly intended to represent a tOtally dispassionate view of Defense
intelligence.93 .

(U) The committee discovered that m~agementwas fragmented (not the first time
someone had discovered that salient fact), uncoordinated, and not well focused. There
appeared to be rio effective control of intelligence requirements, a great deal more
information was eol1~cted than was required, and consumers were overwhelmed by a
welter of disjointed reports from all corners of the intelligence structure. DoD had never
developed a substantial corps of intelligence professionals. (The only exception appeared
to be NSA, which had obtained special legislatiori.)

(U) Fitzhugh recommended that the Office of the Secretat:y of Defense focus
intelligence management under a single deputy, called the assistant secretary of defense
for intelligence. (At the time, intelligence was loaded' onto the assistant secretary 'of
defense for administration as an additional duty.) Under him there would be a Defense
Security Command (consciously modeled after the NSA structure), which would enjoy
broad authority to supervise DIA, NSA, and all other Defense intelligence.94 Such changes
might have been logical but politically feU very wide ofthe mark. The Fitzhugh'Panel had
little ultimate influence over the course ofactual events.

(U) The Schlesinger Study

(U) The Fitzhugh Panel had no .sooner
submitted its report than the president
commissioned another study. But there
were differences. This new study, chaired
by James Schlesinger, head ofOMB, dealt
exclusively with intelligence, while
Fitzhugh had also looked at command and
control. More important, Schlesinger
examined all of intelligence, while
Fitzhugh had looked only at the Defense
Department.95

(U) Not surprisingly (considering what
job he held), Schlesinger concluded that
intelligence centralization could best be
effected by giving the DCI broader budget
authority. Ni,xon invested then-DCI
Richard Helms with .a broad grant of
~uthority to review all governmental
intelligence activities in order to
rationalize programs and priorities within

TOP !E(:REf l::JMBRA
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. the budgetary structure. ~ut Nixon and Helms did not get on, and the president never
followed this up with specific authorities for' his DCI. Helms was left to study, to
coordinate, to cajole, but he was no closer to reigning in the disparate parts ofintelligence,
particularly ·those in Defense. He never did get what the Schlesinger study promised
hi

00" .
m.

(U) Helms did accomplish one thing, how-ever, that had long-range effects. He created
a small staff, composed of a cross-section of the intelligence community, to look at the
budgets of the respective (and disrespectful) agencies. 'l'his staff still existed at Langley in
1973 when Schlesinger became DCI. The new intelligence chiefs intentions went awry as
he struggled to contain the damage from Watergate by reorganizing CIA, but he defmitely
intended to grant that staff more power. William Colby, his successor hi the job, pushed
the status 'and authority of Schlesinger's small staff, which had become known as the Ie
(Intelligence Community) Staff. At the ljme, President Ford issued a new executive order
putting teeth in the IC Staff's authority to control the budgets of the warring intelligence
agencies, and in 1978 President Carter issued the executive order which gave the DCI "full
and exclusive authority for approval of the National Foreign Intelligence Program
budget." By then the IC Staff had moved into its own quarters in downtown Washington,
and thus attained its own facility, with its own identity.97

{U)CSS

(U) The cryptologic reorganization that occurred in the early 19705 was the
. culmination oftwo decades ofconflict between NSA and the JCS over co~trol ofcryptologic
assets and ·operations. As NSA gained more authority and as the cryptologic system
became more centralized, Pentagon officials became less and less pleased. A decade of war
in Vietnam had produced, among other things, an internal war over cryptology. NSA's
attempts in the 1960s to further centralize the business were bitterly.opposed withintl;l.e
JCS, which had embarked on ~fforts to fragment SIGINT by shaving off small areas that
they could call by different names (electronic warfare - EW, electronic support measures ­
ESM, ete.) and rid itself of the codewords that controlled dissemination. By the time
James Schlesinger looked at the organization of intelligence, the deep fissures between
NSA and the armed services had become almost unbridgeable.

(U) Schlesinger intended to solve the problem for all time, in NSA's favor. Clearly
driven by budgetary concerns, he proposed to stamp out any JCS control over, and even
involvement in, the SIGINT business. The dispute· over the control of cryptology that had
continued since the end 'oeW-orId War~I would come to an abrupt end.

(U) The "end of the war" came on November 5, 1971, when Richard Nixon announced
the conclusions of the Schlesinger Study. Buried in the text of this "Nixon letter" was the
announcement that, by the flI'St day of the' following year, there would be a. "'unified
National Cryptologic Command" under the director, NSA, f()r the conduct ofUnited States
government communications intelligence and electronic intelligence ac~ivities. 98

HANDLE vLA IALl:N 1 KE J: ROLE COMIMT C6Mtft6b SY~EMStf6JN'fif""
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(U) And then controversy erupted. What was a National Cryptologie Command
(NCC)? What did the president intend it to do, and what were its autho~ti~s? Was this
'really the end of SCA independen~e? What .would the new organizatio~ control? What
was meant by "command"?

(U) Many, both within NSA a~d without, felt that it meant the death ofthe SCAs, and
a new organization chart was even prepared showing all service collection activities
directly under DIRNSA. One view was that the .chief of the NeC would also serve as
DIRNSA. In one role he would control the national cryptologic system as before; in the
other, he would command the SCAs through the JCS chain of command. Most agreed that
the SCA theater headquarters would expire and that their functions would be effectiv~ly

assumed by existing NSA theater organizations, The opinion of ~dmiralGayler counted
the most, and, Gayler vi~wed his role as akiri to that of a Unified & Specified (U&S)
commander, with total control over assets within his purview.

is=eG~n the Pentagon, near panic ensued. Theoretically, the NeC would control all
SIGINTcollection. This'could include the Navy's VQ squadrons,· the Air Force's EC-47, and

- _._ _ _ _~!!~ Ar.I.!!Y'~ U:21..ARDF..eapabiIity·;1 Ithe overhead
E·6····..··..········ :::~·····_··············· .._.._.m.issioD..ground stations, tactical ELINT (including the Third Party programs that the Air·
1.4. (c) Force had-;~;de·iffor..so·-many..years·~ . IUnder its NCC

hat, NSA might begin managing Army and Air Force tactical SI<~INTprograms rendering'
support to field commanders. At the very least, the struggle to control EW and ESM
programs would be resolved in NSA's favor.

(U) DIA predicted. that NSA .would swing hard toward satisfying national
requirements and would cease payin~ any attention to the satisfaction of the SIGINT
requirements of tactical commanders. The independence of the SCAs would end, and, .
worst of all, tactical ELINT units would find themselves answering to NSA through the
NCC.99

~WithinNSA a .certain smugness settled in. The w~ was.over, the battle was won,
and to the victor belonged the spoils. The spoils cOI!sisted of those SIGINT assets th~t had
formerly been controlled by rival factions: primarily the armed services and CIA. As
November faded into December, plans were being laid to a~sume control of the outlying
assets that NSA had never owned. This was a big win - a major revolution in the wa~

cryptology was handled.

·(U) But things began to go awry even before the end of the year. On December 23,
Secretary of Defense Melvin Laird info~med Gayler that the new organization would not
.be a command - it would be called the Central Security Service. Implicit in the new
name was a diminished world view. "Servic!ils," after all, could not exactly "command."
Laird instructed Gayler to come up with an org~nizationalplan and to create the new
organization by February 1, 1972, a slippage ~f one month from Nixon's or~ginal

deadline.loo
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(U) Concurrently, a new NSCID 6 was being written. Issued in February of 1972, it
gave NSA significant new powers - and failed to give it others that, in the heady days of
November 1971, folks at Fort Meade assumed they would get.

-tet The directive officially established CSS, which would be collection oriented, and
would "include SIG~NT functions previously performe4 by ·various Military Departments
and other United States governmental elements engaged in SiGINT activities." It did not
detIne these functions, nor did it refer to CIA, which by omission managed to hang onto its
SIGINT system. The mobile SIGINT system remained under military control, thus
answering one of the biggest questions which had arisen from the Nixon Letter. But in
NSA's favor, NSCID 6 resolved the EW issue by placing it under NSA control. And on the
administrative front, NSCID 6 gave the director auth~rityover tasking, logistics, research
and development, security, and career management ofpersonne1.101

(U) Following Laird's decision on December 23, Gayler created a series of internal
. panels to flesh' out the CSS plan. Progress was uneven because no one"seemed to agree

what it should. be or how it should function. Gayler gave the task of managing the
disputatious committees 'to ;PaUl Neff, a World War II cryptologic veteran who had held
key positions in NSA's policy councils for many years. Neff's most vital assistants were
Major General John Morrison for operations and Frank Austin for training. Much of the
~ctionfell into their bailiwicks.102

.

(U) Under s~vere time constraints (the plan was due to Laird by February 1), the
committees solved the easy problems and left the tough ones for later. The new cryptologic .
system would be unitary, with centralized control and decentralized execution (hardly a

.new or controversial concept). It would be composed of NSA and the SCAs as they then
existed, thus puttiD.g off the question of the system acquiring assets then controlled by the
JCS and CIA. The SCAs would provide men, equipment, and facilities - CSS would
operate the systeIIl'

(U) CSS would be headfld by DIRNSA in a dual-hat role. and it would be assisted by a
staff of its own. Composed of some 205 billets (75 from operations), it looked just like the
NSA staff (see Table 7). All the staff heads.were dual-hatted with their respective NSA
jobs - thus John Morrison' was both head of NSA production and chief of CSS operations,
while Frank Austin headed NSA's training school and CSS's training organization.loa

(U).The CSS plan produced serious fissures between Gayler and the SCAcommanders,
who viewed the new organization as the the death knell of.the independent SCAs. So they
fought back, and the struggle spilled over into almost every aspect of cryptologic
organization. They fought the training plan because the role of training and equipping
servicemen for .cryptologicduty had always been central to their being. They fought NSA's
encroachment into R&D and logistics in direct proportion to the size of their respective
staffs in those functions.1M .
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(FOUO, A struggle ensued over
cryptologic organization in the theaters.
Gayler wanted SCA theater offices to
collocate with the senior NSA/CSS
headquarters, but eventually agreed that
they could collocate instead with the
component command headquarters. The
senior SCA commander would be
responsible for the SCA and CSS functions,
and most of his people would do the same.
Gayler also wanted component command
level CSGs to be NSA elements, and went
toe to toe with Major General Carl
Stapleton of USAFSS over this issue.
Stapleton won, and all component
command CSGs became part of their
parent SCA. The chief was the senior SCA
representative in the theater.105

(U) They enlisted U&S commanders to defend their interests. Admiral McCain,
CINCPAC (which would soon become Adn;J.iraIGayler's. own command), predicted the
beginning ofthe end of responsive SIGINT support:

In summary, the proposed plan is viewed as placing in concrete the ster.i1e, inherently
unresponsive centralization philosophy to which field commanders have so long been opposed.
The centraliiation of SIGINT has not been tested in a major conflict. The concentration of
analytical functions at the national level will soon cause a decline in the ability ofthe uniformed
cryptoJogic activities to function responsibly in a support role in combat operations especially
when access to a national database is denied and integration with other intelligence data is vital.
The proposal is a long step backward in the Armed Services quest for more responsive
intelligence....106

i€TThe most contentious issues related to resources, and it was here that NSA had
eyes bigger 'than its stomach. In the first heady days ofCSS planning, many in the Agency

·..· e.:flyisioned swallowing every SIGINT collection asset worldwide, the theater ELINT centers,
and evenscitmtific.1ilnd technical centers like the Air Force's Foreign Technology Division.

···....~l.n April of l~;~:..Ad~i;aJGaYler.cony~ned a panel (which he himself chaired) to
survey th-e''field, The most cursory study reveai~~fa very·wide..field indeed. For instance,
NSA discovered that . had ELINT coii~~tiori'gearJ I

L.- ..I The list of CIA sites was very long, and the theater ELINT

centers were very well-entrenched tactical assets.

~When the smoke cleared from the battiefield, NSA had won operational control
over some of the assets under contention, most notably Air Force SIGINT platforms doing
national jobs. But th,eater "ELINT centers remained under theater control; programs
designed for purely tactical jobs stayed with their parent services; the Navy held onto its
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entire fleet of airborne' SIGINT reconnaissance aircraft; and the Army kept its electronic
warfare companies. CIA assets were not even filtered into the mix, and NSA's relationship
with Langley remained on hold. lo7 When' confronted with determined service opposition,
Gayler had elected to smooth the waters. .

(U) One of the key aspects of the CSS reorganization was to collocate the headquarters
at Fort Meade, and a new.DIRNSA, General Samuel Phillips, began looking at this in the
fall of 1972. The move was superficialiy attractive because of the money that could be
saved, and it would certainly permit further dual-hatting ofS~A and NSA staffs. The idea
did not begin to burn itselfout until a study group quantified the amount of space needed:
550,000 square feet, to be exact, at a cost of $30 million. NSA, chronically short of space,
was busy expanding into the Baltimore suburbs and could offer no space to the SCEs. It
might be possible to get some office space on Fort Meade from 1st Army, but it was 'still
inadequate, even if it could have been converted into cryptologic work space (a very
doubtful pr9position indeed). So the idea was virtually dead anyway when Major General
Stapleton confronted P~illips with the most determined opposition that any aspect of CSS
had faced. It was obvious that the Air Force would never agree, and the plan was
dropped.lo~ As Phillips later said, rather laconically, in a message to the theater
cryptologic chiefs, ". .' . there is specific and determined opposit.ion by the SCA chiefs to
such collocation. It is the expressed view of the SCA chiefs that proximity to their service
headquarters is more important than collocation with· NSA/CSS." lO~ It was the
'understatement ofthe year.

(U) At the. Defense Department, Dr. Albert Hall told his chief of resources
management,. Lieutenant General Phillip Davidson, to keep watch over the
implementation of CSS. By January of 1973, Davidson's w.atchdog, Robert E. "Red"
Morrison, was ready to throw in the towel. Morrison wrote to Hall that the CSS staff
concept had not worked. Agency employees had not accepted the dual-hat idea and were
not ready to relinquish their carefully garnered authority. According to Morrison, "... the
~dual-hat' concept has sefved mainly as a way to keep the status quo." NSA had never
transferred authority over tactical SIGINT assets ~o CSS" and field commanders had
reciprocated with suspicion and mistrust of the CSS mechanism. CSS had cost NSA over
200 billets and had produced nothing in return.

(U) At NSA, Sam Phillips had seen enough. Lacking any sembl~ceof DoD support,
and unwilling to make. the drastic changes in CSS authority that would be necessary to
keep the concept functioning, Phillips killed it. The date of death was listed as April 16,
1973. On that date, Phillips eliminated the CSS staff, transferring authority instead to a
new deputy director for field management and evaluation (DDF), who also became deputy
chief, CSS. He drop~d the idea.ofdual-hatting and instead transferred authority for CSS
activities to existing NSA positions, elevating them at the same time ·to deputy director
status. Thus assistant director f€!r production became deputy director for opera~ions.

communications security became ruled by a deputy director. and Phillips created the post
of deputy director for research and engineering, with authority over both NSA and SCA
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research efforts. Other staffchiefs were elevatedto assistant directors; all had additional
responsibilities for CSS management. ltO

.

(U) In 1976, when a new director, Lew Allen, went looking for CSS, he found only a.
paper organization. Associated with CSS, his resource people could fmd only General
Allen himself (he was named on paper as chiefofCSS); the DDF incumbent, who served as
the deputy CSS; and a military staffoffewer than ten People.11l

. (U) The CSS exercise benefited the cr;vptologic system by further centralizing such
functions as research and development, personnel administration, and certain.aspects of
logistics. In these areas, NSA's staff authority expanded into areas that were of common
concern to NSA and the services. The biggest changes were in training, where Frank.
Austin, the dynamic leader of the National Cryptologic School, presided over a long-term
centralization of training functions, and a rationalization of the system to the point where
the individual SCAs served ~s executive agents to separate aspects ofanow-joint training
system. And, though the meetings were often stormy, the SCA chiefs were brought into
closer contact with Gayler and his staff. Gayler institutionalized this into 'Yednesday
morning breakfasts with his SCA chiefs, and thus brought a more direct and personal
atmosphere into what had been a remote and long-distance relationship.~12

(U) So in certain respects, the addition of «CSS" to the NSA logo marked a permanent·
change in the way business was done. But the larger changes that had been so keenly
anticipated in the fall of 1971 would have required steamroller tactics worthy ofBrownell
at his best. The JCS had been bested by Brownell in 1952 because he had the backing of
the president. Twenty years l~ter the president was not engaged, and the JCS won.l13

(U) The Murphy Commission

(U) The period following ~he Vietnam War was extraordinarily fruitful with
reorganizatio~ studies. Those which touched cryptology bent. the process in a new

.direction. One such was the Murphy Commission.

(U) The Murphy Commission was set up.by Congress'rather than by the president. Its
main purpose was to examine the process by which American foreign policy was set. The
chairman, former ambassador Robert D. Murphy (then chairman ofComing Glass), was to
report back to Congress.by June 1975. Murphy was looking at for~ign policy at a time
when Henry Kissinger occupied positions as both secretary of state and national security
advisor, and perhaps this was the reason that Murphy concentrated on national security
and intelligence issues.' Of the four subcommittees, the one on national security and
intelligence, chaired by Murphy himself, dealt with NSA.

(U) It was hardly surprising that Murphy should echo the climate of the times.
Following Schlesinger (and a host ofothers before him), he recommended splitting the job
ofDCI into two people - the political advisor to the p~esident should work downtown, while
the administrator of CIA, who would be his deputy, would manage the agency itself. He
advocated giving the DCI further control over the intelligence budget (meaning, in
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essence, authority over the Defense component thereof). And he predictably proclaimed
that the secretary of state and national security advisor roles should never again reside in

the same person. -

(U) As for NSA, Murphy remarked rather quizzically that NSA was the·only national
cryptologic agency in the West that reported through the defense rather than the foreign
affairs institution. This tended to bias the satisfaction of requirements·in favor ofmilitary
needs. But,' having examined the pros and cons of that arrangement, Murphy opted to
leave cryptology within Defense. He recommended, however, that the Agency report to ~n

executive committee composed of the DCI and the assistant secretary of defense for
intelligence, to broadenits responsiveness. Moreover, he favored changing the rule by
which the director be strictly a military omc~r. The rule, he felt, should be the same as at
CIA - civilian or military did not matter as long as the director and his or her deputy were
not both rilllitaIjr officers.

(U) The key thrust of the Murphy report, however, was in the direction of further
centralization of the process. The SCAs'should be abolished, and NSA should take on the
job ofcryptology unhindered 'and unassisted. This would at once simplify the process and
eliminate the bickering that had characterized NSA-SCA relationships since the day NSA
was established. ll4

(U) The Hermann Study

(U) In the long run, the most influential siudywas one that was not even completed,
let alone published. and promulgated. In 1975 Dr. Robert Hermann asked Lew Allen for
the opportunity to study SIGINT support to military commanders. Hermann formed a
committee ofjust three people: himself,1 land..William--Black;-··TO"gether;··they··---...·...··..P •L • 86-3 6

formulated an e~egantand timeless statement of the proble~ that confronted cryptologic .
organization.

(U) To Herniann, the central dilemma emanated froIn the abortive establishment of
.CSS. NSA had been given theoretical control of the complete cryptologic process by wJiich
military commanders obtained cryptologic support, but thee~orcementmechanism had
never been implemented.

The most recent NSCID-6 ... provided for very broad NSA responsibilities and authorities well
beyond present practices.••. the 1971 Presidential Memorandum from which the directive was
written specifically includes 'tactical intelligence' within the scope of the national level
responsibility. However, the PresideTltiaI memorandum andNSCID-6 are not being enforced-and
are probably not enforceable. • .• The political rorce~'which generated NSCID·6 did not develop
the near term enforcement means necessary to persuade an unwillingmanagementstructure.. ,.
This has been a major cause of stagnation in the development of adequate SIGINT support to
military operations as well as inhibiting the general development of SIGINT support for other
purposes.... [Emphasis added] 115
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(FOUO) Hermann pointed to a. cascade of changes to the SIGINT system which had
irreversibly altered the way business was done. He referred to an "electronic explosion" in
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the signals environment which tactical commanders were increlllsingly occupied with and
were exploiting to their own advantage. Electronic warfare, electronic support mea!i'ures,
and other terms were being applied to signals in order to get them out from behind the'
codewords that restrained their dissemination and exploitation. According to Hermann,
"The notion that all 'SIGINT' activity is naturally a part of a coherent SIGINT system
organized separately to support all national interests and organizations at every echelon is
probably unsound. SIGINT is clearly not the most natural primary management dimension
for an increasing number ofactivities." While NSA held to the rigid codeword pro~ection

mechanisms that had been built up since 1952, these barriers were becoming increasingly
anachronistic. The SCAs, confront~dwith a two-way tug on th.eir loyalties, increasingly
opted for allegiance to their own services. They no longer.hungered to expand the large
field site system, no longer viewed their future as lying within a national cryptologic
structure. According to the study, ft••• the traditional role ofthe·SCA as the field collection
arm ofthe national SIGINT system is eroding and is even now, not a viable mission."

(£'6U6' To solve the dilemma, Hermann recommended a revolutionary strategy. The
SCAs should ce.aSe being cryptologic agencies and should become what he called Service
Signal Warfare Agencies (SSWAs). They should be integrated with the commands they
supported, and their main job would be to provide signal warfare fUnctions such as ECM,
ECCM, tactical SIGINTfelectronic support measures, MIJI (meaconing, intrusion, jamming,
or interference), and radar surveillance. Except in unusual cases, they would no longer
stafflarge fixed sites.

-ESt The existing classification system should be completely scrapped. Accordingto
Hermann, ft••• we now provide SI, TK, or EARPOP protection for so~ces that we no longer
hold to be sufficiently sensitive to require these caveats. The reason for protection is

\ historical not deliberate." Cryptologists had cast aside the fme gradations which had
evolved during World War II to permit wider disse~ationof less-sensitive SIGINT and
more restrictive handling of the products. of cryptanalysis. In' effect, everything was
handled at a minimum Category II level, and the advantages of the World War II Y
Service system had been lost. He pointed. to the handling of clear text speech intercept
(then normally protected as Category II material) as an example of how not to protect
information. Other so,:!:~cesl . lwere sCarcely more sensitive.
Signals externa,ls..·should not be held in COMINT channels unless clear justification was
provi~.¢•._..--_·"·"""·· '. . .

...... ....... ........ .....~Even more radical was his proposal for the handling ofTK information. According
..................../ ...... to the study, "There is very little justification today for providing SI access without TK.

E·o.... There is no justification for providing TK SIGINT access without Byeman access." (The
1 . 4. (c )........... Byeman compartment was created to protect technical and contractual details ofoverhead

................... systems.) The study proposed that overhead SIGINT should be completely removed from the
"TK"compartment and should be handled as ordinary SIGINT information and that Byeman.
should ~'elimiQ8tedexcept as it related to the relationship with contractors.

(8-000) He;;:~n"l'eco.P..1mendednew initiatives for ~IGINT support to NATO, long a

cryptologic planning backw~ter~"1 I
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EO (S-CC8} The planning group was keenly aware of the developing gulf between SIGINT
1 . 4. (c )::~:::::~:-<·· o••••••_. available in the field and that available at NS

0........ Bec!luse of processing mechanisms and dissemination restrictions,...........

·····information of vital concern to the field commander piled up at NSA:- This was being
co~powl.!ieeJby. the accelerating dominance ofoverhead SIGINT: Even large field sites were
beco.ming·incre.~singly irrelevant unless the information they produced was combined (at
NSA) with ove~h~'adl IIn most.cases the tactical
comman~erwas not even aware ofthe existence ofthis information.

~ Though he had no solutions, Hermann did articulate the dilemma and
recommended that a mechanism be established to provide field commanders with support
from national systems. That mechanism would necessarily involve more direct NSA
control of overhead SIGINT resources, and Hermarin recommended that Ute director take
full control ofSIGINT satellites in order to facilitate support to field commanders. This was
an issue ofhot dispute, and Hermann himselfopposed this proposal when NSA placed it on
his desk in the 1980s, when he was then director ofthe National Reconnaissance Office.

(U) According to IJermann, NSA should develop a strong planning office for support to
military operations. Not only should. ~t be centralized, but it should begin directing the
entire process, rathert~ simply reviewing work already done by the SCAs.

-t$-FolIowing the study, Hermiinn himself went off to NATO to serve as a special
assistant to SACEUR for intelligence support planning. The rudiments of the existing
system ofSIGINT support to NATO owe much to his planning. Although he never returned
to NSA, his ideas lived on, and most were eventually implemented. N$A soon had· an
office that did support military operations, as Herma'.ln·had recommended. The idea of
establishing a planning function to improve national support to tactical commanders got
otrthe ground the next year, officially initiated by a memo from George Bush (then the
DCI) to the secretary of defense. It became known as TENCAP. The SCAs eventually
evolv~ into organizations more akin to what Hermann had recommended -. more attuned
to tactical support in all modes ofthe signals spectrum, less inclined to stafflarge fieldsites
at NSA's bidding. The boundaries between SI and TK'crumbled, and eventually, though.
the TK compartment held up, everyone involved in national-level cryptol?gy had the
clearance. The SIGINT compartment system was not changed significantly; Though
proPQsal followed proposal, especially relating to eliminating the codeword protection for
reports based on plaintext voice intercept, the Cold War ended with the restrictions still in
place.u6
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(U) The Unano Study

(U) Robert Hermann's thinking dovetailed nicely with the direction that the Army
was moving. That ,direction came out 41 very stark terms in 1975 as a result of the
Intelligence Organization and StationingStudy (lOSS).

(U) lOSS re'suIted from a memo from the secretary of the army, Howard Callaway, to
Army chiefofstaff Frec:ierick Weyand in late 1974. Commenting about Army intelligence,
Callaway said, "We maintain considerable information which is ofquestionable value and

,seldom used," a fact that "really makes me wonder about how much money we are wa,sting
~d raises serious questions as to the cost-effectiveness ofour intelligence system." What
was on Callaway's mind was apparently money. The Army was continuing to take
monstrous post-Vietnam cuts, and Callaway "'{as looking at intelligence as a place to save
money.117

(U) The man Weyand appointed to study the issue, Major General James J. UrsanQ,
, was unencum~ered by any experience with, or knowledge of, the intelligence function. At'
the time, he was Weyand's director for management. His study group was not very high
Powered, nor did it contain much expertise in the discipline. l1!l It was a completely
outsider's look.

(U> Major General James'J. Ursano
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(U) It did not take long for the Ursano group to find out how fragmented and
overlapping Army intelligence really ·was. Intelligence production was being carried out
by a vast welter ofrival organizations with competing agendas. The Army expended much
effort toward HUMINT and comparatively little on SIGINT, which was found to be isolated
and neglected. ASA came under severe criticism. Since the creation of CSS, ASA
amounted only to another bureaucratic layer. The elimination of its field headquarters in

. both the Pacific"and Europe gave it an unmanageable span ofcontrol. It devoted too much
of its effort to field station operations, too little to tactical support. It had monopolized
electronic warfare and held everything under a cloak of secrecy which i~hibited real
tactical support. In the field, the Army G2 had to manage two separate int~l1igence

systems, SIGINT and everything else, and staff.to integrate the two sides was in short
supply.119

"Ep....l.., 4. (c)

"'\" (U) Ursano looked at t!:te vertical cryptologic.command line which had been instituted
":'::::--. ···....···:··:......Jollowing World War II and which had been reinforced with eve~y subsequent study 0'

....::::::.... . Army..in.~elligence. For once, someone took the opposite tack. Verticality must end, and
......::::::...... ASA mu~t·rejoitt~heArmy.120

.......:.::::::........ (U) Ursano's '~~~tralandmost important recommendation was to dismantle ASA. A

.................... new organization would be c~;ated·;.c.!111ed INSCOM (Intelligence and'Security Command),

"'\.. \vltich would integrate all Army int~iHgencl!.. functions. Combining SIGINT and HUMINT,

····'l!~sa~o recommended the amalgamation of USAIN·T.A (U.S. Army Intelligence Agency)
~t~ ~tt:~tegic SIGINT.· INSCOM would continue to m~-nagL::lfieldstations, to supply
bilh~t~.to'N:~Aand other centralized cryptologic activities, and to provide SIGINT support to
echeloris..abriv~ corps. Tac;tical assets (corps and below) would join the supported command
echelon.···:..... . .

(S-eee) ·lNS·CQM would be an interesting mix of SIGINT, HUMINT, and
counterinteUig~'n~eoig~nizations. Joining the new command would be the military
intelligence group~ . .... ·1 and to this were added groups in
CONUS (CONUS. MI Group~ ITAREX, which had existed as a SIGINT-related
effort since the waning days ofWorld War II, would join the intelligence groups. There
would be a unified Intelligence and Threat Analysis Center.(ITAC) for all-source analysis.
But, in sum, the new organization would be considerably smaller than ASA had been,
primarily because ofthe loss ofthe tactical units. Training functions would be absorbed by
other commands, and the training school at Fort Devens would belong to the Army
Intelligence Center and School at Fort Huachuca, Arizona.121

(U) To virtually no one's surprise, Major General George Godding, the incumbent
ASA commander, opposed the dissolution of his agency. Godding's reasoning, however,
should have sounded bells somewhere in the Army staff. ASA should be retained because
ofthe unique cryptologic expertise which had been developed and nurtured over a period of
many years. Ursano's solution ignored that aspect ofthe problem.l22
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(U) Major General George Godding

(U) The proposals caught NSA seemingly by surprise. When routed for comments, the
Ursano proposals elicited little reaction. Each staff element viewed the problem from its
own very narrow perspective, and each concluded that the matter was an Army problem,
not one which ,should interest NSA. At the Directorate level, Norman Boardman of the
director's policy staff understood the implications: "It is our general feeling that the
loading of all army intelligence, security, and EW functions onto ASA, with a new name,
and the stripping of specialized support functions ... can do nothing but downgrade the
quality and timeliness of SIGINT support to the army and army tactical
commanders...." 123 But 'NSA did not take a hard line, and its response to the
Ursano 'proposals was less than warlike. And so INSeOM officially came into existence on
'January 1, 1977, withoutNSA having taken a strong stand one way or the other.

"1S seQ) When Vice Admiral Bobby Inman became director in July of 1977, he hit the
roof. Noting that the eBS concept assumed central control of cryptologic assets, and that
ASA was the organization that was to control the Army's component to that structure, he
pointed out acerbically that divestiture of cryptologic assets at corps and below abrogated
that agreement and fragmented the system. Moreover, cryptologic training, conside~edan
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essential aspect of maintaining a skilled cryptologic work force, had been removed from
INSCOM's authority. TAREX, formerly an exclusive cryptologic preserve.. now apPeared to
be a SIGINT-HuMINT amalgam. "Throughout the plan SIGINT operational relationships and
functions are described that impact directly on NSAlCSS. These relationships and
functions have not been coordinated with this Agency." 124 In fact, they had been
coordinated - but with Lew Allen, not with Innian. And'that train was much too far down
the track for one angry admiral to turn it around.

(U) The central problem of theINSCOM decision was one of expertise. The Army no
longer had a unique cryptologic organization. It had been diluted by other disciplines and
other interests. The cryptologic focus was lost and was replaced'by a picture gone all dim
and mushy. To participate in cryptology, the Army would have had to increase its
emphasis on technical specialization. It chose to go the other direction.

(U) The Creation ofESC

~ In its own 'way, the Air Force chose the same path, but 'at a slower rate. The Air
Force Security Service had begup to lose its SIGINT focus in the late 1960s. When the Air
Force Special Communications Center (AFSCC) SIGINT mission was moved to NSA in
1968, the organization survived by acquiring a new role. The mission, straight out of
Vietnam, was to do electronic warfar~ analysis of tactical combat. Such analysis involved
a variety of analytic skills, of which SIGINT was the largest component and was thus a
natural fOJ;" USAFSS. AFSCC could employ all the SIGINT and COMSEC skills of a seasoned
work force in a new role ofdirect concern to Air Force commanders.

(U) As the command shrank in size during the 19705, the electronic warfare analysis
being done in AFSCC grew proportionately larger. Like ASA, USAFSS slowly eased out of
the.business of providing manpower to large fixed sites. .Security Service sites which· .
survived became smaller, and the command began shedding its management of air bases
around the world. In 1978, USAFSS gave away its last remaining bases to other Air Force
commands: Goodfellow AFB went to Air Trainin Command

were turned over to USAFE, and PACAF began managing -,W~th .......
'-:i:-ts~in-t-er-m-e~d:":"ia"":'t-'e headquarters in Germany and Hawaii closed, 'the command ended the'-''''\'EO
decade with just under 12,000 people, down from a peak size ofover 28,000.125

, 1 . 4. (c)

~ General Lew Allen, who had become 'Air Force chief of staff, was intensely
unhappy with the Air Force approach to, and use of, electronic warfare. His experience as
DIRNSA had taught him how SIGINT could affect the modem battlefield. He had an
especially keen appreCiation for TEABALL, the command and control facility that had
operated so effectively in Southeast Asia based on SIGINT support, and he wanted the new
organization to create other such mechanisms. So he formed a high-level steering group to
look at the problem.l28 .

(U) In April of 1978 the Air Force announced that i~ would disestablish Security
Service and consolidate intelligence functions within a new intelligence center at.Kelly
Air Force Base. This would invoive USAFSS, the Foreign Technology Division at Wright-
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Patterson Air Force Base in Ohio, AFTAC(which monitored nuclear testing around the
world), and Air Force Intelligence Service. The concept was clear, but the details were
fuzzy; ~~e affected organizations s~ent the summer thrash~gout the i~plementation:126

(U) The grand Air Force Intelligence Center stud~ became subsumed under two other
high priority Air Force concerns: how to organize electronic .warfare and wh~t to do with a
growing responsibility.called CaCM (command, control, and communications
countermeasures). All three functions were closely related, and Allen wanted an

_. org~nization that combined all three. As it happened, USAFSS had·the majority role in
intelligence and C3CM and was a major player in electronic warfare. So whatever
happened would surely center on the USAFSS complex at Kelly AFB.

(U) In January of 1979 a
general officers hoard
recommended to Allen that, not
surprisingly, a new electronic
warfare command be created, and
that it be composed of all three
USAFSS missions. Like ASA,.
USAFSS would continue as a
major command. Unlike ASA,
however, it would not swallow the
other intelligence disciplines, at
least not yet. USAFSS reopened
its doors in August of 1979 under a
new name, Electronic Security
Command. Its commander, Major
General Doyle Larson, was known
to be a Lew Allen confidant. When
he appointed Larson, Allen told
him not to emulate INSCOM, but
to insure that all elements of electr~nic combat were integrated into a single structure. .
Together, they were moving the Air Force away from a major role in cryptology, toward a
closer tie with Air Force tactical combat.121
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(U) Chapt~r 16

Cryptology and the Watergate Era

(U) BACKGROUND TO SCANDAL

(U) The greatest political scandal i~ American history originated with an obscure note'
in the Metro section of the Washington Post on Sunday, June 18, 1972. In it, two ~etro,

section reporters, Bob Woodward and Carl Bernstein, cove~ed what appeared to be an
amateurish breilk-in at the Democratic National Headquarters in. the Watergate Hotel in
downtown Washington.

(U) The Nixon administration
managed to cover over the political effects
of the break-in until after the elections. in
Novemb~r. But when Congress returned
in January, it was ready to investigate.
In February. 1973, the Senate voted to
establish a Select ,Committee, commonly
referred to as the Ervin Committee after
Senator Sam Ervin, Democratic senator
from North Carolina, to hold hearings.
At the ti~e, no one associated with the
committee knew where they would get
information, since the administration
was keeping a tight . lip, and the

. Watergate burglars weren't talking. But
on March 23, one of the burglars, James
McCord, turned state's evidence. ~he

federal judge, John Sirica, had been
pressuring the defendants by threatening
lengthy prison terms if they did not
cooperate. Now McCord was cooperating,
and the entire thing began to unravel.
The president, concerned with getting on
with his second term, tried to shush the
whole thing.

(U) The scandal, ofcourse, would'IlOt shush. Instead, it mushroomed, swallowing fIrSt
Nixon's White House staff, then much ofhis cabinet, and finally the president himself. On
August 8, 1974, Nixon resigned and Ger~ldFord moved into the White House.

(U) In a real sense, Watergate resulted from Vietnam. President Nixon was obsessed
with the disorder and demonstrations that hurled the Johnson administration down and
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played a large role in the defeat ofHupert Hu~phreyin 1968. One of the central incidents
ofthe disorderly 1960s was paniel Ellsberg's decision to publish a collection ofthe Johnson
administration's papers on the war, which came to be known as the 'pentagon Papers.
Nixon ordered an investigation of Ellsberg, and two of his White House confidants, Egil
"Bud" Krogh and Dayid'Young!' put together a clandestine unit, which they called the
"Plumbers" because the objective was to plug leaks. The group obtained the assistance of
White House Special Counsel Charles Colson, who brought in some experts in clandestine.
surveillance formerly from CIA and FBI, among the~Howard Hunt and G. Gordon Liddy.
The Plumbers broke into the office of Ellsberg's psychiatrist, Lewis Fielding. The unit
itself was eventually disbanded, but the individuals were retained by the Committee to
Re-Elect the Presiden~ (CREEP), and they eventually bugged the office of Lawrence
O'Brien, chairman ofthe Democratic National Committee, in the Watergate complex. 1

t'f'S-'fK) For a time, cryptology was a bystander in this turmoil, but the antiwar
demonstrations eventually touched NSA's business. In 1966, Stanford Unive~sity
students picketed Stanford Electronic Laboratories, where Lockheed Missile and Space

·..···:::::= ··..· ··..··..·....··..···GoFporation··{LMSC}··was··designingl lsatellite payloads. When studentsEO .
1 . 4. (c) ·······..h...... ·...·..······o~cupied ..the..b..!:!!!ding, James DeBroekert of LMSC smuggled one of the payloads out of the

···················..bu.!~ding, throughji~ffett·Naval·Ail'.Statio.n ..~~d over to Building 190 where the rest of the
Lockhe'Eldl . leffort resided. Thi~..;ery··Close...cal~ . I
had a happy ending only because the students never really knew what they were

.' picketing.2 . .

~Next year disorder hit the Princeton University campus. The radical group
Students for a Democratic Society (SDS) discovered the existence on campus of the
Communications Research Division of the Institutes for Defense. Analyses (IDNCRD),
which had been set up in the late 1950s to help NSA with difficult cryptanalytic problems.
Unclassified CaD publications appeared to link the organization with the Defense
Department, and'SDS set out to force a campus eviction. After several months ofsporadic .
demonstrations, on May 4, 1970, students broke through police lines and vandalized the
inside of the building. A few days later a student was arrested as he attempted to set the
building on fire. CRD built an eight-root-high fence around the building and occupied it in
a permanent siege mode. But the students had already achieved their objective. The
atmosphere was no longer good for defense contractors, and Princeton asked CRD to move.
CRD found' other quarters offcampus and mov~dout in 1975..9

(U) In June 1971, amid the hysteria over the American invasion o.f Cambodia, the
New York Times began publishing a series of documents relating to the war effort.. The
papers had originally been given to journalist Neil Sheehan of the Times by one Daniel
EIlsberg, a former defense·analyst during the Johnson administration. Two days later a
federal judge issued a restraining order, but that did not stop the presses. Ellsberg sent
copies to seventeen more'newspapers, and the revelations continued. On June 30, the
court lifted its restraining order, and the Times published the rest of the batch.
Journalists quickly labeled them the Pentagon Papers.
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(U) Daniel Ellsberg

(U) Ellsberg had been hired into the
Pentagon as one of Robert McNamara's
"whiz kids." In 1967 Ellsberg was assigned
to a project under Lawrence Oelb to
undertake a study of U.S. involvement in
Vietnam. Brilliant and dogmatic, Ellsberg
.turned against the war. He felt that the
documents could be damaging to the war
effort, so when he left the Pentagon to take
a job with the Rand Corporation, he
reproduced a copy and carried it with him.

(u) It was a very large document
indeed - over 7,000 pages - and Ellsberg.
spent thousands of dollars making copies.
For several years he tried to use the papers
to convince policy makers (Henry
Kissinger and William Fullbright, among
others) to change U.S. policy in Southeast
Asia, but in vain. As a last resort,' then, in
1971 he turned the documents over to'the
newspapers.4'I;lQ 1.4. (c)

aO···.l. 4. (d)

\'", a•..:.:ii,~=med that the Penta on Pa Ne__:

\ \ L...~:---:---:,__~-:--=-_~_-:--~~-:---:~_":,,:,,,"--:~~~::--__-J

\\ did not release the information in 1971, but journalist Jack Anderson got the last four
\ \ volumes and released them in 1972.'
\ \

\\
\ ;

\\
\\

\ \

\ \
\ \\,\

\ \

.(U) The Pentagon Papers and subsequent Anderson columns began a trend. The trend
was to tell all. It started small but became a tidal wave of re~elations. I

': \.

\, \--------------------------'----'-----------
\

\
\,

\
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The previous insider-tells-all account, Herbert Yardley's ';h;··A1net.~.~an Black Chamber,
had been written in a.fit of greed (Yardley needed money). People 'Iiltel ~ould
apparently be bought by id~logy. It echoed the climate of the 19305, when the Soviets got
their spies for free (or at the very least, for expense money). .

(U) Ideology-based publie revelations became fashionable with the ublication in 1975
of ex-CIA a ent Phim A ee's Inside the Com' an - A CIA Dia .
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EO 1. 4. (c)
EO 1. 4. (d) ......................

.•........•.....• :.-•.............., .....•

•................-

(U) Using the in~~f~tigiiblel las ~ key source, the Canadian Broadcasting
Corporation did a 1974 series entitled "The Fifth Estate· - the Espionage Establishment,"
which made a wide-ranging exPOsure of inteUi2ence oreanizations in the United States.
andCanada~

(U) NSA AND CLANDESTINE ACTIVITIES

. (U) Over the years, cryptologists had participated in two activities whose lega1it~ was
eventually called into question. One, codenamed 'Shamrock, was a way to intercept
messages without setting up intercept sites. The other, Minaret, became enmeshed with
an illegal use ofinformation for domestic law enforcement.

(U) Shamrock

(U) The easiest way to get acce.ss to telegrams was to get them from the cable
companies which transmitted them. This method actually dated back to World War I,
when the federal government, using the implied war powers'of the president, set up cable
and postal censorship offices. A copy of every cable arriving and departing from the
United states was routinely sent to MI-8, which thus had a steady flow of traffic to
analyze. After the war, the Army closed all intercept stations. Yardley's Black Chamber
continued to use messages provided by the obliging cable companies until 1927, when the .
Radio Act of 1927 appeared to make this illegal, and the Communications Act of 1934
reinforced this. Lack of traffic forced Friedman's SIS to set up intercept stations in the
1930s.13

(U) In 1938, the Army's chief signal officer, General Joseph Mauborgne, approached
David Sarnoft, president of RCA, with a request from the secretary of war to renew the
arrangement whereby the Army received drop copies of cable traffic. Sarnoffwas willing,
and during the war the major cable companies (RCA, AT&T, and Western Union) once
agafu. provided cables to the cryptologists. Signal Intelligence Service set up Radio
Intelligence Companies to collect cables through censors installed at the cable company
offices. Following the surrender of Japan, military officials approached the companies to
request their continued cooperation, as they had after World War I.. This time, however,
they met considerable resistance. Cable company officials argued that the Federal
Communications Act of 1934 appeared to make ~si11egal in peacetime. They wanted
legislation. .
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(U) What they got was, a promise from the attorney general, Tom Clark, that they
would be protected from lawsuits while the Justice Department sought authorizing
legislation. (Opinions differ as to whether or not President Truman put this in writing.)
But the legislation was not f<lrthcoming, and in 1947 the company executives contacted
Secretary of Defense James Forrestal, who had to renew Tom Clark's assurance that they
would not be prosecuted, and that the operations would not be exposed. Two years later,
stiIllacking legislation, they approached the new secretary ofdefense, Louis Johnson. He
advised them again that Clark and Truman had been consulted" and had once again
approved the practice. Somewhat mollified, they finally dropped the subject.14

. .
(U) At NSA the cable drop operation was treated as a compartmented matt~r,and only

a few ~mployees knew where the traffic came from. Couriers carried cabled messages to
NSA, but there was no direct contact with the cable companies themselves. NSA selected
about 150,000 cables per month for further analysis - the rest were destroyed. Although
not technically ilIegal,-Lew Allen, who was director in the mid-1970s, said it did not pass
the"smell test" very well. Stopping it was not a difficl,1lt decision for hi~.15

(U)Minaret

Ih'diB:bf:l YiA 'fltbBU'f flEl....':ff8Dfl e8MHffe6Zftft6L 81 S'fPJM! J61NTtY

(U) There is no stark line between "foreign intelligence" and domestic law
enforcement. The phrases, which appear to be watertight, actually leak into each 9ther at
many points. But this never became an issue until the Watergate period.

(U) In the collection offoreign intelligence, cryptologists often came across unrelated
communications, whiCh were routinely destroyed because of their irrelevance. But when
items of importance to the FBI came available, they were normally passed on. This was
done without much thought given to the boundaries between foreign intelligence and law
enforcement, which were by law to_be kept separate. The practice began in the 1930s and·
c~ntinuedthrough the war years and into ·the 1950s.16

(U) In '1962, following the Cuban Missil~Crisis, the WlP-te House wanted to know who
was traveling to Cuba (which had been made illegal but for exceptional cases). This
involved passing on American names and violated customary SIGINT rules by which
information on American citizens was to be ignored. It was clearly related to la,w
enf-orcement, however, and it was the origins of the so-called "Watch List" which became
known as the Minaret program.17

(S-CeS) The idea proved to be irresistible. In 1965, as a result of the conclusions ofthe
Warren Commission, the Secret Service asked NSA to be on the lookout for certain people,
who might be a threat to the president. The lust list was composed almost entirely of '
Americans, but NSA complied because of the obvious implications of not providing such
important information. In 1973 the Agency asked that the Americans be removed from

,the list and hung onto that position despite anguished protests from the Secret Service.18
. .

(U) The Watch List expanded in the 1960s to .include people suspected of narcotics
.trafficking, and at one point most of the names on the list were individu~ls suspected of
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narcotics-related activity..The list was formally documented by USIB in 1971.19 But by
far the most controversial expansion ofthe list occurred in 1967, and it involved domestic
terrorism.

(S ~Oe) In 1967 the country appeared to be going up in flames. Vietnam War protests
were becoming common, and "ghetto. riots'; in America's urban centers had virtually
destroyed sections of Detroit and Los Angeles. President Johnson wanted to know if the
domestic antiwar movement was receiving help from abroad, and he commissioned

. Richard Helms at CIA to find out. CIA came up'with very little, but in the proceSl:i of
mobilizing the intelligence commUllity, the Army was tasked with monitoring
communications for th~ purpose of answering JohnsOn's question.<?n October 20, Major
General William P. Yarborough, the Army chiefofstaff for intelligence; informed NSA of
the effort, in which ASA was involved, and asked for help.20

(&eeQi With·FBI as the prime source ofnames, NSA began expanding the watch list
to include domestic terrorist and' foreign radical suspects. Thewatch list eventually
contained over 1600 names I

,,
,

. ~S GGO~ The project, which became· known officfally as Minaret in 1969, employed
un~sual procedures. NSA distributed reports without the usual serialization. They were
designed to look like HUMINT reports rather than SIGINT, and readers could find no
originating agency. Years later the NSA lawyer who first looked at the procedural aspects

.stated that the people involved seemed to understand that the operation was disreputable'
ifnot outright illegaI,22 .

(U) ASA's monitoring of domestic radical communications was almost certainly
illegal, .according to the legal opinions of two different groups of government lawyers.
Even worse, it had come to public notice in 1970 when NBC aired a program alleging that
ASA had monitored civilian radios during the Demotratic Convention of 1968. ASA
quickly dosed it down and went out ofthe civil disturbance monitoring business.28

(fa CC~ Minaret w~s quite another matter, and it did not depend on ASA for its
existence. Lew Allen had been director for less than two weeks'when his chieflawyer, Roy
Banner, informed him of Minaret - it was the first the new director had known of the
pr0/p"am. Banner noted a recent court decision on wiretaps that might affect the Watch
List. A federal judge had ruled in a case involving leading Weathermen '(SDS radical
wing) that all federal agencies, including NSA, must dis~loseany illegal wiretaps of the
defendants. NSA's communications monitoring, although hot technically a wiretap, could
be construed as such by recent court decision~. Althou'gh the Weathermen in question
might not be on the Watch List, the time was not far offwhen a court case would expose the
list. .

lEO 1.4. (c)
!P.L. 86-36

/

IWiBhl!l Ylk TkcBlff KB1'U6J:;1!l e6MUfte6M'llt6L S i M'EMS JOIN XL i

85 lOP SEERET YMBRA



TOP SI!CIt!T tJMIIM CRYPTOLOGlCQUARTERLY

ES-eee~ This operation did not pass the "smell test" either. According to Allen, it
appeared to be a possible violation of constitutional guarantees. He promptly wrote to
Attorney General Elliot Richardson to r~quest t~at Richardson himself authorize the
retention ofall individuals by name on·the list.24

(U) This was in September 197.3. The Watergate hearings in Congress had just
wrapped up, and the special prosecutor, Archibald Cox, had subpoenaed the presidential
tapes. The· executive department was in chaos. Richardson's predecessor. Richard
Kleindeinst, had been forced out under pressure, and his predecessor, John Mitchell. was
almost sure to go to jail. In that atmosphere, the attorney general was not going to permit
the continuation ofan operation ofsuch doubtful legality. He requested that NSA stop the
operation until he had had a chance to review it. With that, Min~et came to a well- .
deserved end.25

(U) Clandestine Methods

(U) Ifyou can't break a cOde, the time-honored method is to steal it. Two ofNSA's most
cherished secrets, the black bag job anq the wiretap, became public knowledge during the
Watergate period.

(U) Black bag jobs referred to the art of breaking, entering. and theft of codes and
cipher equipment. The Office of Naval Intelligence (ONI). an unlikely leader in the field.
became the fIrst practitioner.. In 1922 ONI picked the lock of the safe in the Japanese
consulate in New York and filched a Japanese naval code; This theft .led to the
establish~entof the first permanent American naval cryptologic effort. OP-20-G, in
1924.26

(U) ONI continued to be the main practitioner or-the art. Prior to World. War II the
Navy pilfered a diplomatic code .which was used at embassies which lacked a Purple
machine. Joseph Mauborgne, the head of the Army Signal Corps, hit the overhead when
he found out. Mauborgne reasoned that if the Japanese .ever discovered the loss, they
might change all their systems. including Purple. and extracted from the Navy an
agreement that all such break-ins in the future would be coordinated with the Signal
COrpS.27 .
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(U) J. Edgar Hoover

(U)'The Huston Plan

(U) Richard Nixon had been president just over a year' when he initiated a string of
actions which ultimately brought down his presidency. The White House-ordered invasion
of Cambodia, a militarily ineffective foray, unleashed a wave of domestic protests,
culminatmg in the shootings at Kent State in May of 1970. Stung by the reaction, the
president called the heads of the intelligence agencies, and on June 5 he told Richard
Helms of CIA, J. Edgar Hoover of the FBI, Lieutenant General Donald Bennett of DIA,
and Admiral Noel Gayler of NSA that he wanted to know what steps they and their
agencies could take to get a better handle on domestic radicalism. According to journalist
Theodore White, who later reconstructed the meeting:

He was dissatisfied with them all ••• they were overstaffed, they weren't gettingthe story, they

were spending too much money. there was no production, they had to get together. In sum, he

wanted a thorough coordination ofall American intelligence agencies; he wanted to know what .

. the links were between foreign groups:,," al·Fatah; the Arab terrorists; the Algerian subsidy

center - and domestic street turbulence. They would form a committee, J. Edgar Hoover would

be the chairman, Tom Huston ofthe White House would be' the staffman. 31

(U) Thomas Charles Huston, the evident object of the president's displeasure, was a
young right-Wing lawyer who had been hired as an assistant to White House speech writer
Patrick Buchanan. His only qualifications were politicaJ - he had 'been president of the
Young Americans for Freedom, a conservative campus or~ization nationwide. And
Huston wasn't even the key player. Hoover was named chair of the committee, in order to
place him in a position in which the FBI would finally be forced to confront domestic .
radicalism.32
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-
(U) The committee report confronted the issue, all right, a~d it laid out a nUDJ.ber of

"further steps," many of which were illegal. The report recommended increasing
wiretapping and microphone surveillance of radica1s~ relaxing restrictions on mail covers
and mail.intercepts; carrying out selective break-ins against domestic radicals and
organizations; lifting !1ge restrictions on FBI campus informants; and broadening NSA's
intercepts of the international communications of American citizens. But Hoover knew
the score, and he attached footn9tes to each of the techniques which he did not want the
FBI involved in. When it went to the president, it was carefully qualified by the FB~, the
one organizations that would be the most involved.ss

(U) The president sent word back to Huston, through Haldeman, of his approval, but
did not initiate any paperwork. So when the committee was tasked to implement the

. recommendations,' it was tasked by Tom Charles Huston, not the president. Hoov~r

informed John Mitchell, the attorney general, that he would not participate without a
written order from Miteh~l1. Mitchell discussed this with Nixon, and both agreed that it

. would be too dangerous. Ultimately, the president voided the plan, but not before NSA
had become directly involved in the seamier side oflite.34

(8-CC6) NSA was ambivalent. On the one hand~ Gayler and his committee
representative, Benson Buftham, viewed it as a way to get Hoover torelax his damaging
restrictions on break-ins and wiretaps. Gayler had personally pleaded with Hoover, to no
avail; now the committee mechanism might force the stubborn director into a corner. But
that was a iegal matter for the Fin to sort out. When asked about intercepting the
communications of Americans involved in domestic radicalism, Gayler and Buffham
became more pensive. Th~y informed the committee that "NSA currently interprets its
jurisdictional mandate as precluding the production and dissemination of. intelligence
from communications between U.S. citizens, and as precluding specific targeting against
communications of U.S. nationals;" Of course American names occasionally appeared in
intercepted traffic, but use ofeven this incidental intercept needed to be regularized by a
change to NSCID 6.35 As with the FBI, NSA wanted a legal leg to stand on.

. .
(Ii GOetWhat.stand did NSA take? Gayler genuinely wanted to be helpful, especially

when the president so insisted on getting help. In meetings he seemed ready to turn NSA's
legendary collection capability to the services of the Huston mandate. But his lawyers
advised caution, and. according to Huston himself, NSA was more nervous than any of the
other intelligence agencies. Gayler clearly wanted a legal mandate.s6

(u) The White Hous.e Tapes

HANDLE ym :tALENT KE ItmLEe6~MTe6lftlt6LSYMNs"em'ft?l

~s OOffl General Lew Allen, General Phillips's successor, came to the job with a strong
admonition from his bo~s, Secretary of Defense James Schlesinger: stay as far away from
Watergate as possible. He was aghast~ then, when he learned on a F~day in January 1974
that a virtual army of lawyers was on its way to Fort Meade with the White House tapes.
Howard Rosenblum, the. director of research and engineering, had madE! it known that
NSA might be able to analyze the infamous White House tapes which had been
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subpoenaed by the special prosecutor. They aU arrived in staffcars on a Friday with boxes
of tapes. NSA's experts went through the tapes for hours, then gav:e them back' to. the
lawyers. They had found an eighteen-minute gap on one of the tapes. It appeared to be a .
deliberate erasure, as the tape had been gone over multiple times in a manner that did not
support the president's contention that the erasure had been accidental.87

(U) THE ALLEN ERA AT NSA

(U) Occasionally a person's impact on events demands that the period be named after
him or her. General Lew Allen was such a man. But the "Allen Era" did not actually
begin with Allen.

(U) In July 1972 Noel Gayler departed the Agency. He got a fourth star and became
CINCPAC. Gayler, an upwardly mobile officer with high ambitions, was the first director

. to move up. NSA had always been a dead end, where mavericks could end their careers at
an agency where mavericks were appreciated, even required. He was not to be the last ­
rathert Noel Gayler was the first offour officers in succession who gained their fourth star
and moved on. The second was his successor, Air Force li~utenant general Sam Phillips.

te7 Phillips came from a highly technical background. A fighter pilot in World War II,
.. he came to NSA from the Apollo program, where he had ~een the director. The visibility
ofthe program, and the accolades that had been heaped on his management 'ofit, indicated
that he was destined for bigger things. According to one source, he knew before he arrived
that he would stay only one year, and would move on to command the Air Force Systems
Command as a four-star. general. However, his successor, Lew Allen, believed that
Phillips became aware of NSA's vulnerability to the Watergate mess once he was
ensconced and that this influenced his determination to move on.38

(U) Lew Allen came from the same sort ofbackgz:ound; but more so. He had a doctorate
in nuclear physics~ .had worked at .Lawrence Livermore' Laboratories, ~orked in the
satellite collection business for the Air Force, and when nominated'to be DlRNSA, was de
facto director ofthe Intelligence Community (IC) Staff.

(U) He had become a protege of James Schlesinger, who had brought him onto the IC
Staff. But owin"g to a temporary feud between Schlesinger and Congress over whether the
job should be civilian'or military, Allen had not been.confirmed. So when Schlesinger
became secretary of defen_$e, he asked Allen to become DIRNSA, a position that did not
require congression!il conflrmation.89

.

(U) Lew Allen was easy to like. His. quick mind was covered over by a kindly
demeanor and a slowness to anger. Even Stansfield Turner, who feuded endlessly with
Allen's successor, Bobby Inman, wrote that Allen "particularly impressed me with a ilrm
statement that the NSA took its direction on what information to collect from the Director
ofCentral Intelligence. All I needed, he said, was to teil him what I wanted." 40
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(U) Lieutenant General Sam Phillips (U) Lieutenant General Lew ADen

EO
1.4. (c)

. E'l'S eOS-'f1{) Lew Allen once described candidly the baggage that ·he brought. with
him to NSA. Schlesinger was convinced that NSA was too large and too expensive. and he
told Allen to look into the charge. (He found it to beuDSubstantiated.) He had always been
impressed with the technical competence resident at NSA. but he felt that "NSA. like
many large bureaucraCies, had a lot of turf... :' Having come from the NRO side of the
satellite business, he knew fIrsthand of NSA's desire to control SIGINT satellites and
ground stations, and he felt that NSA harbored "ambitions for responsibilities that
s,?mewhat exceeded the grasp." He had heard that NSA had enormous warehouses of
undecipherable tapes. (This too he found tobe exaggerated.)'u

..........._.................... -reTHis focus on the technical side of life was perfect for NSA, a technical age~cy.

illeifhad..n..Q. patience with bureaucratic turf battles, and he did not think that constant
reorganizatio~s··were-.a_..good use of time. But he did .bring over from the Air Foree'a
penchant for systems design~···and..for.. that. one needed a designer. So one of his ill'st acts
was to appoint an architectural pla~~iiig··staff..~ design the various components of the
cryptologic system. He had an architect for eve~Ythirtg;.~. IThird Party,
overhead, support to military operations, high-frequency systems, line-of-sight systems,
signals search, and so on. One of Lew Allen's most important legacies was,to institute a
planning mentality where one had not existed.

(POUO) In 1977, in the last year of his tenure, he confronted a congressional proposal
to pull NSA out.of the Defense Department. To a man as fIrmly grounded in the military

HANDLE viA IALEN 1 It!:l MOt:IE eOMIN'f eeli'fR81:J 8'18lPJY,1Si~
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as Allen, this was a nonstarter. Pointing out that 75 to 80 percent of NSA's material
supported the military, he came down firmly on the side of staying in the Defense
Department. As to the concurrent proposal to civilianize the director's job, the continued
credibility with military commanders was too important a qualification to lose.42

" .

(U) THE CHURCH COMMITTEE

(U) When John Dean, the president's
legal counsel, began unburdening himself
to the Ervin Committee in the spring of
1973, the testimony implicated the CIA in
aspects of the Watergate scandal. So
William Colby, the deputy for operations,
decided to do a survey.43

. (U) The "Family Jewels" was a 693­
,page report of possibly illegal CIA
activities through the years. Colby, who
had become DCI by the time the report was
fmished, informed the four chairmen of the
House and Senate committees which had
oversight of the CIA and succeeded in
convincing aU of them thatthe matter was
over with, and that CIA would clean up its
own house. But br then so many people
·within the CIA knew about the report that
its eventual exposure became almost
inevitable.

(U) William Colby

~

(U) On December 22, 1974, journalist Seymour Hersh published a story in the New
York Times !;lased on the "Family Jewels," charging that the CIA had been involved in
Chaos, an operation to monitor domestic radical groups during the Nixon administration.44

The next day, President Ford detailed Henry Kissinger to look into Hersh's allegations.
(Although informing Congress, Colby had never told. the White House about the report.)
Colby comlI'llled the general outlines of the story to Kissinger, and the president knew
that he would have to investigate.45 So on January 4, Ford appointed a President's
Commission on CIA Activities'within the United States. It was headed 'by Vice President
Rockefeller, and the press promptly dubbed it the Rockefeller Commission.46

(U) While the commission was deliberating" the president himself revealed, on
January 16, that some of the allegations of wrongdoing included plots to assassinate
foreign heads of state. As ifenough controversy did not already surround the commission,
this new charge served to scuttle its effectiveness. In the end it issued a very reasonable
and workmanlike report which recommended certain structural reforms to guard against
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(U) Nelson Rockefeller

fuiure transgressions, and it set forth specific prohibitions ofcertajn activities like illegal
wiretaps and participation in domestic intelligence operations. (It declined to rule on
assassinations, pleading lack oftime to get to the bottom ofthese allegations.) But by then
no one was lis,tening. 47

(U) Senators were clamoring for an investigation, and on January 27 the Senate
established the Senate Select Committee on Intelligence, Philip Hart of Michigan was
originally approached to chair the committee, but he was gravely ill with cancer, and so
the j~b was offered to Frank Church of Idaho. Unlike Hart, Church harbored presidential
ambitions, and some feared that he would use the committee as a pulpit to advance his
ambitions. Like the Rockefeller Commission before it, this investigative body came to be
known after its chair and has gone down in history as the Church ~ommittee.

(U) Some, like Church himself, were suspicious of the intelligence community and
sought to expose as much as possible. Into this camp fell Democrats Gary Hart ofColorado
and Walter Mondale of Minnesota, along with Republicans Charles McMathias of
Maryland and Richard Schweicker of Pennsylvania. Many were moderates (Warren
Huddleston of Kentucky.and Howard Baker of Tennessee being examples) while two
senators, Barry Goldwater ofArizona and John Tower ofTexas, did not believe in exposing
intelligence secrets no matter what the provocation.48

.

a; 660) To begin with, NSA was ~ot even on the target list. But in the course of
preliminary investigation, two Senate staffers discovered in the National Archives files
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(U) Frank Church

some Defense paperwork relating to domestic wiretaps which referred to NSA as the
source ofthe request. The committee was not inclined to make use of this material, but the
two staffers leaked the documents to Representative Bella Abzug of New York, who was
starting her own investigation. Church terminated the two staffers, but the damage had
been done, and the committee somewhat reluctantly broadened its investigation to include
the National Security Agency.4\) .

t8=Ceot-What the committee had found was the new Shamrock operation. It had
become easier to use wiretaps than to get traffic from cable companies, and NSA was using.
this technique with increasing frequency. But the Church staffers quickly uncovered the
older Shamrock operation, and this became the focus of its early investigation of NSA.
Knowing the ramifications, Allen terminated the portion of Shamrock that dealt with the
cable companies on May 15, in the middle of the preliminary hearings.50

(FOUD) NSA's official relationship with the Church,Committee began on May 20 with
a v.isit from the committee staffi five days later Church himself came to ,Fort Meade for
briefings and tours. This began a close association which extended over the entire summer
and through October 1975. In the beginning it was a rough road, with eomlnittee staffers
trying to dig deep, while NSA officials tried to protect. But with a few choice words from
Allen, NSA's responsiveness improved and, with it, the cooperation of the committee. By
the time it was all over it had become a model ofhow an intelligence agency should relate
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to Congress, and it enhanced NSA's reputation on Capitol Hilt But it had been tough
slogging.51

(U) In September, the committee decided to request open testimony by Allen. They
discussed two operations, Shamrock and Minaret, and in the end decided to question him
about only Minaret. The committee discussions on 'the question were among the most
rancorous of all, and Goldwater and Tower openly dissented from the proposition of
requiring anyone at NSA to testify on any subject. But they were outvoted, and Allen was
subpoenaed, despite a phone call from President Ford to Frank Church.52

ts=eOC»-Never had NSA been forced into such a position, and Lew Allen was very
nervous. In a preliminary letter to Chureh he stated:

As we prepare for open hearings, I am. struck even more forcibly by the risks involved in this

method oCreporting to th" American people••.• Despite the honest and painstaking efforts of .

your Committee and Staft'to work with us to limit damage. I.remain concerned that the open .

hearing presents significant and unnecessary risks.53

Allen pleaded that the cost ofexposure ofMinaret could be very.high. The Watch List was

,:'::=::n:JN5A's opOratlo. to mo.ltor ILC (i.tornationa! commerciaI'\/EO 1.4. {eJ

(U) The Chureh Committee conducted its open hearing on NSA on October 29, after
two days of meticulous closed-door rehearsals. The director began with a prepared
statement describing NSA's mission in very general terms and used historical examples
(the Battle of Midway and the decryption of the Japanese Purple machine being two) to
depict the value ofsuch operations. He detailed the Agency's legal authoriti~s and defined
what NSA thought was meant by "foreign intelligence" and "foreign communication."
Conceding the murky nature of the definitions, he then launched into a discussion of the
Watch List, placing it in ~istorical context and discussing how ~SA interpreted the
tasking and executed the support to requesting agencies. He stated that he himself had
closed down Minaret two years before.55 .

$OUO) Lew Allen's performance was a triumph. Future vice president Walter'
Mandale noted to the director 'that "the performance of your staff and yourself before the
eommittee is perhaps the most impressiv~ presentation that we have had. And I consider
your agency and your work to be possibly the single most important source of intelligence
for this nation."Despite the accolades, however, when the committee in closed session
discussed how much to tell about NSA, the majority voted to include Shamrock., which
Allen had opposed because of the embarrassment to t~e cable companies. Goldwater,
Tower, and Howard Baker were set in bitter opposition, but 'Church contended that
legislation wo~d·be necessary to insure that abuses would not be repeated, and both
Shamrock and Minaret constituted important material to back up the request for
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legislation. When asked, Secretary of Defense James Schlesinger and the DCI, William
Colby, viewed the release ofthese two projects to be affordable.56

(U) When the Church Committee issued its final r,eport in FebrU:~ry 1976, the
discussion ofNSA was brief. FOcusing on what NSA could potentially do, rather than what
it was doing, CI:~urch concluded:

The capabilities that NSA now possess[es] to, intercept and analyze communications are

awesome. Future' breakthroughs in technology will undoubtedly increase that capability. As

the technological barriers to the interception of aU forms ofcommunication are being eroded,

'there must be a strengthening ofthe legal and operationalsafeguards that protectAmericans.

NSA's existence should be based on a congressional statute which, established the
limitations, rather than on an executive order then twenty-three years old. And so ended
the discussion ofNSA, just seven pages in a report comprising seven volumes ofhearings.57

(U) THE PIKE COMMITTEE

(u) Otis Pike

(U) But it did not begin that way. The
irrstchairman was to be Lucien Nedzi, who
chaired the Intelligence Subcommittee of
the Armed Services committee. But this
effort, dissolved in controversy when
Democrats on the committee discovered
that Colby had taken Nedzi into his
confidence over the original Fanuly Jewels
report and had convinced him not to
investigate. Fatally compromised, Nedzi
resigned, and the task fell to Pike.58

(U) While the Church Committee focused on CIA, the Pike Committee had a much
broader charter. It was to review the entire intelligence apparatus and to focus on
operational effectiveness, coordination procedures, the protection of individual liberties,
possible need for more congressio~al oversight, and on planning, programming, and
budgeting. Pike promised to evaluate the performance of the intelligence community

(U) The backwash of Hersh's Family,
Jewels article also infected the House of
Representatives ,and produced the

.predictable clamor to investigate. So the
House held its own investigation, under
Representative Otis Pike of New York.
Not surprisingly, it became known as the
Pike Committee.
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against its budget. But the membership was liberal (somewhat more so than that of the
Church Committee) and the staff intrusive. The focus quickly swung to the topic ofabuses
ofindividualliberties, and stayed there.59

. fF'eUOr~SA had already had one experience with Pike, when he had chaired a
subcommittee investigating the Pueblo capture of 1968. It had not been a happy
encounter. The committee had leaked in. camera testimony of the director, Lieutenant
General Carter, to the press, and Carter was furious. Once'burned, the NSA staff was
wary (see American Cryptology during the Cold War, 1945-1989, 'Book II: Centralization
Wins, 1960-1972, p. 449).

-WEH:f~The House charter gave the committee the power to determine its own rules
concerning classification, handling, and release of executive department documents.
Burned during the Pueblo investigation, NSA lawyers were anxious to nail down an
agreed-upon set of pI:ocedures, but preliminary meetings yieldef;! no agreement on the
procedures for handling SIGINT documents. Lew Allen, who later characterized the Pike
Committee staffers as "irresponsible," issued instructions to "limit our discussions with
the full House committee and staffto administrative, fiscal and management matters." 60

ES-OOO) Relationships quickly deteriorated. NSA officials described the committee
staff as "hostile," the procedures for handling classified material as questionable, their
willingness to learn about NSA as nonexistent. One NS~ 'official noted that only one Pike
staffer ever visited NSA, in contrast to the Church Committee, whose entire membership

................ and staff visited Fort Meade in May 1975. Pike staffers objected to having NSA officials in
............ the room when NSA employees were.being· questioned, and the staff interrogation of

······i . ~egenerated into a shoving match.61

(FOUO~ In August, the committee called Lew Allen to testify. The letter requesting
his presence stated that the budget policies and procedures would be the topic, but
questioning soon turned to supposed monitoring ofAmericans. Allen objected to covering
this ground in open session, ~and after a long committee wrangle and Allen's adamant
refusal to go further, the committee voted to go into executive session. Summarizing
NSA's objections, he said: "I know ofno way to preserve secrecy for an agency such as NSA
other than to be as anonymous as possible, and to abide by the statutory restrictions which
the Congress instructed us to, and those are that we do not discuss our operations; we do
not discuss our organization; we do not discuss o.ur budget in public." 62 Throughout
Allen's appearance, Pike and Congressman Ron Dellums of California seemed suspicious

. and disbelieving. At one point Pike interrupted the interrogation to say: .

Now why don't you just tell us and be forthcoming, without my having to drag it out ofyou, or

any other member having to drag it out of you. what sort of communications of American

citizens you are inte'rcepting, how you are intercepting them, what you are doing with them,

and why you feel it is necessary~ keep on doitig it.63

The presumption ofguilt was palpable.
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\\ \\, \s=ee~ The imal report criticized NSA's reporting policy, which amounted to irre-
" \, hosing the intelligence community.
\

L.- ..,.. --1!l;noted
\ that NSA frequently had the right answers, but that customers probably did not fully

understand what NSA was reall sa in .

Like Church, Pike recommended that NSA's existence, be authorized
through congressional legislation and that "further, it is recommended that such
legislation specifically define the role of NSA with reference to the monitoring of
communications ofAmericans." 65

(U) The Pike Committee ended awash in controversy. On January 19, the committee
distributed its final report. The Ford administration protested that it contained classified
information, including several sections with codeword material. The committee voted, 8-4,
not' to delete the classified sections, and it sent the 340~page report to the House. Faced
with anguished protests from the Ford administration, the House Rules Committee on
January 29 voted 9-7 to reverse the Pike Committee dec~sion. (Pike condemned this as
"the biggest coverup since Watergate.") 66 But it was already too late. On January 22 the
New York Times reported that it had knowledge of details of the report. On January 25,
CBS,correspondent Daniel Schorr stated triumphantly on national television, '~I have the
Pike Report." Four days later the House secured all copies of the report except the one in
Schorr's possession. Fearing a Ford administration backlash ~d possible prosecution,
CBS refused to publish. Schorr then contracted with the Village Voice, and the report
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appeared in entirety in that publication in February, an event which led CBS to terminate
his employment.67

(D) Despite protestatIons by Pike that the executive' department was doing all the
leaking, his own committee appears to have been the source. The,draft report was
distributed to committee members the morning of January 19, and by four o'clock that
afternoon a New York Times reporter was already on the phone with the staff director
asking questions based on the report. Versions ofthe report would appear in the press, the
committee would make wording changes, and the next day the new wording would be in
the newspapers.68

(U) Pike apparently began the investigation detetmined to produce a fair ~nd balanced
evaluation of American intelligence. He focused at Ill"st on job performance measured
against funds eXpended. But the. committee was top-heavy with liberal Democrats, and
things quickly got out of hand ideologically. The committee and its staff refused to agree
to commonly accepted z:ules for handling classified material, and when the executive
department thwarted its desire to release classified material, it leaked like a sieve. The
dispute with the administration over the release of NSA material produced an impasse,
and diverted the committee from its orIginal ta,sk. The House committee that was
appointed to investigate the investigators turned up a shabby performance by the Pike
Committee. In the end, 'it did Pike and Congress more damage than it did the Ford
administration. All in all, it was a poor start for cOllgressional oversight.

(U) THE ABZUG COMMITIEE

(U) Serious (if ideologically polarized)
inquiry descended into opera boufie with
the charter of yet a third ,investigation.
The leader was Bella Abzug, who had been
elected to Congress in 1972 from a liberal
district in New York City amid the early
voter reactions to Watergate.

(5 000) Abzug chaired the
Government Information and Individual
Rights Subcommittee of the Committee on
Government Operations. In mid-1975,
with the Church Committee holding
preliminary investigations in executive
session, Abzug got hold ofsome of the more
sensational information relating to
Shamrock and Minaret. (The information
was apparently leaked by Church
Committee staffers.) 69 The climate for a

(U)BeUa Abzug
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full investigation of NSA was right. The press had picked up some of the themes
resonating in the Church and Pike. hearings. An article in the September 8 edition of
Newsweek described the "vacuum cleaner" approach to ILC collection and referred to NSA
as "Orwellian." This .was counterbalanced by a statement that "the NSA intends nothing
like tyranny - it is pro~ably the most apolitical agency in Washington." But the fo~th

estate had clearly discovered the technological advances that permitted NSA to cast a very
broad net, and characterized it as a potential threat to individualliberty.7o

(S=CeOl NSA relationships with the Abzug Committee staff were poisonous·. At their
very first session, Abzug staffers refused to sign the normal indoctrination oath, and .
further discussions proceeded at the noncodeword level. Despite the refusal to accept
executive department rules on clearances, the committee subpoenaed huge amounts of.
material. One subpoena,for instance, demanded every record, including tape recordings,
ofevery scrap ofinformation pertaining to the Agency's COMINT mission since 1947: (Tape
recordings alone comprised in excess of a million ~eels.) 71 Fearful of leaks that might
dwarf those of the Pike Committee, the Ford administration decided to deny these
requests.

-tCHn October, Abzug began maneuvering to get Lew Allen to 'testify in open session.
The sparring sessions (Allen had no inte~tion of complying) ended on October 29 when
Allen appeared before the considerably less hostile Church Committee. Preempted, Abzug
pressed for lower level NSA officials, and subpoenas began arriving at NSA. With the
climate of mutual suspicion that existed, NSA resisted. Allen went to Jack Brooks,
chairman of the full committee, to protest, and extracted a promise that Abzug could
subpoena, but Brooks would refuse to enforce the subpoenas. In the end, Abzug got her
hands on one unfortunate NSA official, Joseph Tomba, who appeared in open session and
refused, at the request of DoD lawyers, to answer most questions put to him. The
committee held Tomba incontempt, but Jack Brooks was good to his promise, and the
citation was not enforced.72

.-reT In the process of dealing with Abzug, Lew Allen and his staff were subjected to
fearful browbeati~g, but they held fast, defended by not only the full executive
department, but by Congressman Jack Brooks himself. Hearings dragged on into 1976,
making Abzug the longest running of.the investigative committees. Then, in September of
1976 they began to fade, as Abzug became .involved in a campaign for the Senate, and
hearings ceased. (She ultimately lost.) The committee .eventually issued a draft report
(February 1977) whichpr.edictably concluded tha.t there were sti11loopholes which would
allow NSA to intercept U.8. communications for foreign intelligence purposes and that
these loopholes should be closed. But the importance was secondary. Chlirch had already
exposed the loopholes and had made the same recommendations. Moreover, by then
President Ford had issued his new executive order, 11905, which forbade many of the
"abuses" that Abzug had in mind. The committee faded into irrelevance.78

(U) With that, the investigative process had run its course. It had. been a pretty
thorough public housecleaning for all intelligence agencies. Eor CIA (and to a lesser
extent FBI) it had been traumatic and damaging. For NSA, the trauma had been much

frANBf:J!l VrA 'f:M:JEN'f IeilTliletB eeMl!ff e9!ffRe1:i 8\'fJHMS1f9fN'ffJY. .

99 'f9P SECRET I::IMBRA



----------------
TOP S!CR!T tlMBR"A CRYPTOLOGIC QUARTERLY

less. The principal reason was the director. Lew Allen - kindly, thoughtful, intelIectual,
and forthright - was just the right person at just the right time. He disarmed most of
NSA's more reasoned critics with the 'way he directed his staff to respond to Congress, He
headed off controversy before it got well started. Most o~ all, his five;star performance
before the Church Committee convinced many'that NSA had not gone seriously off track
and that it should be preserved at all cost. A glimpse under the cryptologic curtain'
convinced most senators and congressmen that NSA was the true gem of the intelligence
world.

(U) THE BACKWASH

(U) The Watergate era changed cryptology. The tell-aU atmosphere resulted in a flood
ofreveiations unprecedented then and now. It also resulted in new executive department
restrictions on cryptologic operations find ushered in a new era ofcongressional oversight.

(U) The Revelations

1.4. (c}

1.4. (d)

(U) The investigatioDs- were conducted amid an absolute fury of press revelatioDs,
many apparently stemming from the committee staffs.\

(U) More serious still were articles on American cryptologic relationshi s with,Second
Parties.
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(U) Glomar Explorer

"is! I·... In
1968 a Soviet Golf-class nuclear submarine on patrol in the Pacific mysteriously went"'~

the bottom with all hands. The .Soviets could not locate the wreck, but the U.S. NavY· .
could, and the U.S. 'began to study the feasibility of capturing it. I \..\.....
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(U) Glomar Explorer
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(U) Koreagate
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(U) Newspapers were. ofcourse, following the Fraser investigation. and rumors began
appearing that the indictment was based on NSA information. On September 4. 1977, the
New York Times published an article alleging that Henry KJssinger. Melvin Laird~ and
other top officials had been aware of the South Korean bribery ring at least as early as
1972. In discussing the source of this information, the Times said: "While the
investigators did not identify the documents precisely, other sources said that the
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documents came &om the Central Intelligence Agency, wlllch was earlierre~ to have
agents in the presidential 'executive mansion in Seoul, and from the Natio$1 '$ecurity
Agency, which has been reported to have i~tercepted South Korean cable traffic between
Seoul and Washington."I \

\
\
\
\
\
,

(U) On September 6, two days after the Times story, a federal grand jury irl~cted

Tong-Sun Park on thirty-six felony counts of bribery, conspiracy, mail fraud, i\legal
campaign contributions, and other charges. A California eongressman and several f6rmer
Korean intelligence officials were listed ·as "unindicted co-conspirators." This place~ the
issue in the realm ofthe courts.83

\

(U) But the Koreagate affair was l)ardly dead. In October 1977, the New York Ti~es
reported the bizarre case of Sohn Young Ho; Sohn, the top KCIA agent in New York Ci~y,

was in the process of asking the United States for political asylum when Edward ~.

Derwinski, a member of the Fraser Co~mittee,allegedly tipped off the KCIA, which weri~
looking for Sohn, possibly intending to mailbag him back to Seoul for safekeepingl;
Fortunately, the FBI got to him first, but the source of the information about the\
.Derwinski leak, according to the Times, was NSA.84

\

.~ ..,...----I\ Congressional

oversight was fine as long it was kept within a narrow range and subjected to the greatest
restrictions. As a test of providing SIGINT support to law enforcement, however, it had a
much shorter influence. The Reagan administration began reversing that course in 1981,
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insisting that SIGINT be expanded to provide more, rather than less, support to domestic
law enforcement. "

(U) Executive Order 11905

(U) If the president did not act to restrict the intelligence community, it was clear that .
Congress would. So during the fall of1975, with the Church hearings in full throttle,
President Ford appointed an Intelligence Coordinating Group, chaired by White House
counselor Jack Marsh, to draft a comprehensive order, at once organizing the intelligence
community and placingchecks on it.a6 The result was Executive Order 11905. '

(U) Organizationally, the president gave the DCImore authority'to supervise the
intelligence cOlIlmunity, including the critical budget review "club" that Nixon had
tentatively proferred to Richard Helms in 1971. The DCI became chairman of a new
Council on Foreign .Intelligence, which included the assistant secretary of defense for
intelligence (a newly 'created position which would supervise NSA's director), Ford
abolished the 40 Committee, which had ruled on all covert operations

and replaced it wit an Operations Advisory Group.
~----::--~~~~~~~-:-I

....................... He continued the President's Foreign Intelligence Advisory Board and directed that three
of its members constitute a special Intelligence Oversight Board to keep track of possibly
iliegal activities by intelligence organizations. The executive order attempted to draw a
clear line between"foreign intelligence" and "domesti-c law enforcement." 87 '

(U) The organizational aspects were of less concern to NSA than were the specific
prohibitions. The order prohibited the intercept of communications made from, or
intended by,the sender to be received in, the United States, or directed' against U.S.
persons abroad, except "under lawful electronic surveillance under procedures approved
by the Attorney General." 88 '

"'(s=eeOt The"new executive order resulted in the termination of many NSA activities
in su rt of law enforcement.

'(El-GGO) The crisp wording of the order obscured the resident subtleties. How did an
analyst know ifa person was ,an American citizen, a resident alien, or just a person with an
American-sounding name? How would NSA segregate, within its database those
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individuals against whom collection was legal. from those against whom collection was
auth~rized only in specific i~stances? In fast moving crises such as the Mayaguez affair.
how could NSA determine if collection was authorized? If it was not, but lives were in
danger. who would rule on permissibility? And how much easier it was to Monday
morning quarterback the situation than to operate during crisis in the dim, floating world
ofpossible prosecutability. In mid-1976 the NSA DOD. Robert Drake, noted to the Ie staff
that "To the question of whether or not day-to-day SIGINT production can continue under
the provisions of the Executive Order, the ans·wer is yes. In other words, although the
guidance is annoying, at times conflicting, and necessarily subject to interpretations at the
desk level, I can cope with it.... On Monday morning, ofcourse, we all can judge that that
incident [Mayaguezl was reportable but in ~ases such as this Monday may be too late."
Despite such uncertainty, NSA drafted the general wording of the executive order into a
new regulation, USSID 18, which stood the test of time for many year~. As with the
executive order, it was an attempt to pr~empt more restrictive congressional legislation.
Lew Allen considered the matter to be extremely important and got White House
approval..90

U One result of the Water ate eriod was to com licate NSA's lUi
The matter ofl ,~.~ law enforcement had been\

contentious since the first Supreme Court decision in 192.7, which gave the federal \
government broad latitude to do electronic surveillance. Cou;ts··gr:adually narrowed this \
down, and by the 1970s the new climate of concern for individual iibet'.t!es had basically· \
made warrantless electronic surveillance inadmissible liS evidence. Bil~ 1\ \
foreign intelligence did not fall within this rule, and in the early 1970s federal colii'tl:!..ruled \ \
that foreign intelligenc~ ~were.1egal..~~.._........................................................ . \.~

.. ew Shamrock" 0 rations involved . ::::::::::::::::::::::: :::::~~iji:tEO

Begun in the 1950s, those had..continued···"for ye;~s desll~~;;~:~::':?
"---p-e-n:-'o-::d":"'ic-r-e-s":"'is"":'t-an-c....le by J. Edg~J.::..Hoover-;··-Thiough the decade of the 19608, the nugtber,::i)t>i
suc~ ~ul:tuate(f~··the sixty to seventy range. But in December 1~J..4--;A~~~o~:n:~~,/
General Levi instituted new and cumbersome approval procedures whichJlOth. l~p~hEm~a
the time needed for approval and broadened the exposure ofspecific gper~tiop:~:f;o.th jU;;it a
few people to a nu~ber spread around the intelligence and nat~!>Iiai secqrity· c~hlm~bity.
At the top of the heap, the attorney general maintained....pe;sonal..c~ritrgr ...and ,began
disapproving requests that sported justifications that ..h1{~egard~d··~~(wE!.ak. Le~ Allen
tried to divest Levi of control of domestic fOl;':~ig~ intellige~~~ . but was
unsuccessful. But, though EO 11905 specifi~.allY· stated tha.. oreign intelligence
would be treated differently froni ~c)mestklaw .~~9rcement, successive attorneys
general continued to control foreign intelligencDl),rough the Carter administration.
To NSA, it was a cost ofdoing business that had not ~.~sted before Watergate.92

(U) The last act in ·the play occurred in 1978.wh~n Congress passed, and the president
signed. the Foreign Int~l1igence Surveil1anc~.·..Act (FISA). This added another approval
layer, consisting of a special court of seve9-:iudges which would rule on requests- from the
attorney genera~ I-Although this lengthened further the process of
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(U) Congressional Oversight

(D) Congressional oversight of the intelligence community sprang fJ;om the Watergate
period. Prior to the Church and Pike committees, oversight was more or less nominal and
was confined to just four committees: the Armed Services and' Appropriations committees
in both houses of Congress. Had Congress no budget to approve, oversight probably would
have been even more sketchy than it actually was.

(U) Each of the four committees set up special intelligence subcommittees, comprising
the full committee chairman and three or four trusted members from both sides of the
aisle. Their examination of funding requests was cursory, and they never asked
embarrassing questions about operations. The president controlled the requests, and if
someone's intelligence budget were to be shaved down, the executive department would
have to do the shaving - congressmen did not get into those details. Thus, inclusion in the
president's budget was tantamount to approval.

(D) In the Senate. one man dominated oversight - Richard Russell ofGeorgia. Serving
from 1933 to 1971. Russell, chaired both the Armed Services Committee and the
'Intelligence Subcommittee of the Appropriations Committee. In the House, a succession of
chairmen, almost all from conservative southern states with strong national defense
leanings, dominated the proceedings. Mendel Rivers. Carl Vinson. and F. Edward Hebern
strongly supported intelligence projects and insured that the information was held as

, ,
tightly as possible in Congress. Lawrence Houston. the CIA general counsel, once said
'that "Security was impeccable. We never had the slightest breach." 94 Summing up the
dealings with Congress, Clarl~ Clifford said. "Congress chose not to be involved and
preferred to be uninformed." 95 This situation lasted as long as bipartisan consensus
continued.

(D) Special intelligence clearances remained mysterious and obscure. In 1968, at the
time of the Tonkin Gulf hearings in the Senate Foreign Relations Committee, no
committee members, not even the chairman, WilHam Fulbright, had even heard of
clearances above top secret. This problem tied the committee in knots during the
testimony ofRobert McNamara relating to the August 4. 1964, attack (see Book II, p. 518) :

Senator Gore: Mr. Chairman, could we know what particular classification that is? I had not

heard ofthis particular classification.

Senator Fulbright: The staff, Mr. Marcy, and Mr. Hold are cleare,d for top secret information. This

is something I never heard of before either. It is something special with regard to intelligence

information. However, Mr. Baderwas cleared for that.
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Secretary McNamara: If the staff would wish to request clearance, I am sure the Government

would do it.

Mr. Marcy: All of the members who are here submitted re~ewal requests for top secret clearance

recently and, so far as 1know, allofthose requests have been granted.

Secretary McNamara: But that is not the ~ssue. Clearance is above top secret for the particular

information involved in this situation.96

(U) By the time the congressional hearings had ended in 197~, the culture had
completely changed. Church had termed CIA a "rogue elephant," and closer congressional
scrutiny was inevitable. The first thought of Congress was to set up a joint House-Senate
committee, but the House fell behind and, unwilling to wait, the Senate established the
Senate Select Committee on Intelligence (SSCI) on May 19,.1976. The tardy House,
consumed 'with procedural wrangling over the, release of the Pike Report, delayed until
July 17, 1977, more'than a year later, when,it established the House Permanent Select
Committee on Intelligence (HPSCI). 97

(POUO)-Ultimately, all members of Congress were to be presumed cleared, and all
staff members from the two oversight committees had SI- and other seeurity elearances to
allow them to do their job. Clearances were also granted to select staffmembers ofeertain
other eommittees (like Appropriations) to permit them to do their jobs. Though there were
some rough spots at flI'st, NSA-congressional liaison came to be a more or less routine
function bedeviled only oceasionally by security problems. Certainly there were no
repeats of the maverick Pike Committee performanCe. NSA senior Walter Deeley summed
up the matter ten years later: "... I think one,ofthe best things that ever happened to this
country is the fact of the establishment of the House Committee on Intelligence and the
Senate Committee on Intelligence, and they have total, absolute total, scrutiny over what
NSA does." 98

(U) The Enabling Legislation

(U) The same Congress that decreed congressional oversight also wanted enabling
legislation for the intelligence agencies that had not been established by law, as ~ell as
specific limiting legislation for CIA (which had already been established by the National
Security Act of1947). NSA was the most visible of the agencies that had come into being
by exe~utiveorder, and the Agency was one of the main targets of the draft legislation. All
the drafts took the same basic form. NSA would have the same authorities as under the
Truman Memor8.l\dum and would remain within the Department of Defense. The director
and deputy direCtor would be appointed by the president and comumed by the $enate. As
with the CIA, the director could be either civilian or military, but if military, the deputy
must be a career civilian. What distinguished these drafts from the T".uman
Memorandum was ~he heavy emphasis on civil liberties, to be guaranteed through an
overlay of oversight bodies - checkers and people to cheek the checkers. The driving foree
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behind the legislation seemed to be the final report ofthe Church Committee, in which the
committee promised to end the abuses ofthe past.99

~Initial1y the enabling legislation was pushed along by the strong breeze of reform
dominating the Carter White House. But as the president settled into the business of
governing, he found this focus on' supposed abuses of previous administrations to be
increasingly irrelevan~. Moreover, the intelligence agencies, and especially NSA, yielded
a cornucopia ofinformation. He became less and less interestoo in pushing legislation that
would remove NSA from his total control and give part of that control. to Congress. The
Carter White House allowed the breezes of reform to bl9W themselves out, and lNSA
remained firmly tied to the president's authorities. The Truman Memorandum stood.lOG

(U) The Enigma Revelations

(U) In England, far away from Watergate's tumultuous effects on government, a storin
was brewing that was to help NSA, even as it stripped away the gauze of anonymity that
remained. Itbecame known as the Enigma revelations.

(0) The story of cryptology's role in World War II had been kept secret since 1945.
Only the Americans, who had' publicly investigated the surprise attack on Pearl Harbor,
had uncapped th~t bottle, and even they had managed to comme the story to 1940 and
1941, and to limit the disclosures to the breaking ofJapanese diplomatic codes and ciphers.
The other 95 percent had remained hidden.

(U) The story began to trickle out in 1972, with the publication ofJohn Masterman's
book The Double Cross System, which covered the capture and· turning of German human
agents in Britain during the war. How they were captured was another story and went to
the heart ofthe Enigma story, but Masterman kept that part a secret.101

(U) The first break to the Enigma story itself occurred in France in 1973, when
Gustave Bertrand, the head of French intelligence before the war, published his memoirs
revealing the Polish break into Enigma and the conference in 1939, just before the
Ger~anBlitzkrieg swept over the country. Bertrand detailed his key role in obtaining
information on Enigma for the Poles, and he desc~ibed France's attack against Enigma in
the final months preceding the German invasion of 1940. He also described what the"
British knew about the system.102

(U) For a time the British remained silent. But within the ranks of World War II
veterans there was a movement to tell their own story, largely to set right what they felt
'were distortions in the Bertrand account. Leading this effort was Frederick
Winterbotham"a former RAF lieu.tenant colonel who had devised the system for protecting
SIGINT during World War II. Winterbotham began working on his own book, published in

, ~974as The Ultra Secret. He'did not speak with a grant of authority from his government
and had in fact been warned not to publish. But since the publication of Bertrand's book a
year earlier, references to the ~ritish attack on Enigma had appeared in nooks and
crevices of 'articles and book. reviews, nianyof them authored by people who had
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participated in the operation during the war. Winterbotham knew that it was only a
matter of time. and he determined to beat the rush. His book laid out the entire story of
Bletchley Park. albeit with certain inaccuracies which came with the fading ofmem9ry, 103

(U) Following Winterbotham, many participants told their stories. For some. like
Peter Calvocorresi. editor-in-chief of Penguin Books. revelation became eloquent
literature. For others, like Gordon Welchman, it became a detailed technical description
that caused the government to blanch (and NSA to pull his accesses).l04

(U) But none exceeded in scope and detail Harry Hinsley's book on British intelligence
during World War II, which was largely a detailed history of Bietchley and the Enigma
project. Alone among the writers and historians, Hinsley was given access to the still­
classified documents, so that a well-documented story would emerge from among the
welter of revelations and memoirs. Hinsley was given permission to use classified
doc1,lments largely to correct misimpressions stemming from the memory-based a,ccounts
ofWinterbotham. Calvocoressi, and others. lOS\. .

(U) The story ofAmerican codebreaking successes was later in coming. Ronald Clark's
The Man who Broke Purple, a somewhat breathless (and not entirely accurate) biography
of William Friedman. came out in 1977. and was followed by less memorable personal
accounts by two Navy men. Edward Van Der Rhoer's Deadly Magic in 1978 and Jasper
Holmes's Double-Edged Secrets in 1979. These could not compete in drama and
readability with the stories churning out of the British press, and it took an Englishman.
Ronald Lewin, to begin to tell the American story in his book The American Magic. 1OO The
British story captured the moment. while accounts of similarly significant American
COMINT successes bobbed unhappily in their wake.

(U) Memoirs. biographies. and selective leaks of information would not. of cours'e
satisfy either the public or' the historians. The only realistic alternative was to begin
declassifying and releasing documents. Here. national security came to loggerheads with
the public's right to know, and the issue was resolved only during the post-Watergate
sorting out. The declassification effort resulted from two post-Watergate initiatives. FOIA
and EO.

(U)' Congress passed a new Freedom of Information Act (FOIA) in 1974. In it the
congressmen took an old law relating to government documents, which required .the
requester to prove the need 'for the documents. and reversed it, instead requiring the.
government to prove the need to maintain secrecy.l07 Under this new law each
government agency set up special arrangements to process FOIA requests. .For several
years NSA's FOIA team routinely denied every request based on national security. This
worked under President Ford. but the new Carter administration in 1977 took the side of
the plaintiffs o~ FOIA. Releasing significant numbers ofdocuments became only ~ matter
oftime.

(FOUO~ Executive Order 11652. issued in 1972. dealt with openness in government,
and decreed that government documents be automatically declassifi~dand released to the
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(U) World Warn SIGINT histories

National Archives after thirty years. lOB The order actually preceded FOIA, but it did not
have a major effect on NSA until after the Church and Pike hearings. By then, Lew Allen
had become director, and Winterbotham'had begun the Enigma revelations. Seeing that it
was only a matter of time, Allen's staff began negotiating with GCHQ for a coordinated
bilateral policy on release. They agreed to concentrate on World War II records (those
most in demand) and to restrict their declassification initially to the COMINT effort against
German, Japallese, and Italian armed forces. In Britain, declassified records would go to
the Public Records Office - in the United St~tes, to the National Archives in Washin on.
NSA would also look at selected Korean War and Vietnam era records,

(U) NSA began the Herculean task ofreviewing millions ofpages ofWorld War II (an~
prior) records in 1976, with four reemployed annuitants hired on a temporary, sixty-day
basis. The program expanded as more and more files were discovered. Admiral Inn;tan
decided to set up a classified NSA archives to hold the records which had been saved l::!ut
were not yet ready' for declassification, and the new "Cryptologic Archival Holding Area"
was set uP in SAB-2, which had been built in the early 1970s as a warehouse to hold
material being transported to a records destruction facility. (At the time NSA did not have
its own facility.)110
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. (POUO) FOIA ran parallel to the systematic declassification effort, a~d the two
threads beCame frequently intertwined.. In 1978 a researcher named Earnest Bell, who
had worked in the Army's wartime COMINT office in London, submitted a FOIA request for
all German and Japanese COMINT material for the entire war. NSA's legal counsel, Roy
Banner, advised Inman that NSA would likely lose a lawsuit, and the Bell FOIA request
greatly expanded the volume of material that the reemployed annuitants had to review.
Ultimately twenty-one REAs were hired under Inman to plow through the enormous pile
ofraw COMINT reports to satisfy Bell's request.!ll

(U) THE IMPACT OFWATERGAT~

(U) The Watergate. period resulted in a massive change in the way the cryptologic
system related to the American public. Congressional oversight, which sprang from the
Church and Pike Committees, fundamentally altered the way NSA related to the
legislative branch of government. In a real sense, NSA had to answer to two masters, and
the relatively simple life of prior decades became more complex. The new arrangements
took some getting used to, but in many ways accountability worked to the advant~geofan
agency thatworked within the law, and within a decade few could imagine going back to
the old way ofdoing business.

(U) If congressional oversight ultimately worked to NSA's b~nefit, the public
exposures accompanying the Watergate period did not. Too many sensitive operations
were exposed; too many exposes were splashed across the newspapers. The deleterious
effects of the Watergate period stayed with the cryptologic community for many years to
come.
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