Incident Reporting Criteria and Rationale

I. What type of activity should | report?

What type of activity you should report, and the |level of detail included in
your report, depends on to whom you are reporting. Your |ocal policies and
procedures may have detailed information about what types of activity should be
reported, and the appropriate person to whom you should report.

A. The FedCIRC's “Incident” definition

The Federal Conputer I|ncident Response Capability (FedCIRC) is interested
in receiving reports of security incidents involving information

technol ogy resources operated by or on behalf of the Federal government.
FedCl RC defines an incident as:

“An event violating an explicit or inplied security policy”.

This definition assunes the existence of a security policy that, while
general |y understood, may vary between organi zations. The follow ng types
of events or activities are widely recogni zed as being in violation of a

typi cal security policy. These activities include but are not necessarily
[imted to:

= attenpts (either failed or successful) to gain unauthorized access
to a systemor it's data

= unwanted disruption or denial of service

= the unauthorized use of a systemfor the transm ssion, processing or
storage of data

= changes to system hardware, firmmvare, or software characteristics
wi t hout the owner’s know edge, instruction, or consent

You should report any activity that you feel neets the criteria for an
incident or is suspicious in nature. FedClIRC policy dictates that any
i nformati on specific to organization will remain confidential unless

perm ssion fromthe affected agency or departnent is received authorizing
its rel ease.

B. The FedCIRC’s incident priorities

Due to resource limtations and the growi ng nunber of incident reports, it
may not be possible to immediately respond to every reported incident.
I ncidents nust be prioritized according to their inpact or severity. The

following incident types receive the highest priority and are processed
accordi ngly:

= possible life-threatening activity

= attacks on the information infrastructure, such as:
root nane servers, dommin nane servers, nmmjor archive sites or
network access points

= Wi despread automated attacks

= new types of attacks or new vul nerabilities



ll. Why should | report an incident?

There are several reasons to report an incident to the FedCIRC. W nay be able
to provide technical assistance in responding to the incident, or put you in
touch with others dealing with simlar activity. Incident reports allow us to
collect and distribute better information about nalicious activities by
provi di ng a broader baseline for analysis. Reporting incidents to the FedClI RC
hel ps to pronpte greater security awareness and inprove overall infornmation
assurance practices. Organizational policies or legislation my require you to
report the activity to FedCl RC or another Conputer Security |ncident Response
Team (CSIRT). Since nost all of governnment is interconnected through the
Internet, it is easy to see that vulnerabilities or risks accepted by one are
ultimately shared by all. Information pertaining to security related incidents
or weaknesses that is collected in isolation, fails to provide any value to
government as a whole. Collaboration and correlation on such information is the
foundation for establishing a strong defense strategy for the protection of the
entire information infrastructure.

A. A primary part of our mssion is to provide a reliable, trusted, 24-
hour, single point of contact for conputer security related energencies.
We facilitate communi cati on anpbng experts working to solve security
probl ems and serve as the central point for identifying and correcting
vul nerabilities in conputer systens. Wen you report an incident to
FedCl RC, we can provide advice and reference to technical docunments, offer
suggestions for containing and recovering fromthe event and share

i nformati on about recent intruder activity. In our role as the incident
response and coordi nation center, we may have access to information that
is not yet widely avail able and may have consi derable value to you for
countering the incident.

Resource limtations and the rapidly grow ng nunmber of reported incidents
may prevent FedClRC fromimredi ately responding to reported event. Each
must be prioritized according to its inpact and severity.

B. w may be able to associate activity with other incidents. The
FedCl RC recei ves reports of security incidents from various sources al
over the world. In many cases, these incidents have simlar
characteristics or involve the same intruders. By reporting your incident,
you help us collect information about recent activity in the intruder
comunity as it relates to your incident. W may al so be able to put you
in touch with other sites that may be pursuing | egal actions against the

i ntruder.

C. vyour report will allow us to provide better incident statistics. The
FedCl RC col l ects statistics on the incidents reported to us. Your reports
help identify vulnerabilities that are being actively exploited by
perpetrators, provide information about the frequency of these attacks,
and identify areas where greater community awareness i s needed. These
statistics are made publicly avail able via our web page, FedCl RC periodic
reports, newsletters, bulletins and formal presentations.

D. Col | aborating and sharing general information with others raises
security awareness. \When you report an incident to the FedCIRC, we

suggest that you contact the other sites known to be involved in the
activity, and that you include us in any rel ated conmuni cations. This



benefits the other sites by alerting themto possible intruder activity on
their systems. In nany cases, unsuccessful probes you report may identify
nore serious security issues at the originating site. Additionally,
contacting other sites may hel p you respond to your security concerns by
providing nore information, a different perspective, or even by

i dentifying the intruder

E. vyour report helps us to provide you with better docunents. The
comments and suggestions that you provide while involved in the handling
of an incident enables FedCIRC to inprove on the content and delivery of
alerts, advisories, and other conputer security publications. Your
questions help us to understand what subjects require greater attention in
future docunents. And taken as a whole, your reports inprove our

under standi ng of the current state of the conputer security practice in
gover nment .

F. Your organi zation’s policies may dictate incident reporting criteria
Your organization’s policies may require that you report suspicious
activity to the FedCIRC or your internal CSIRT. If policy calls for
reporting to your local CSIRT or simlar activity, observe your policy

gui dance. Civilian agencies and departnments of the Federal governnent are
encouraged to participate in a formal relationship with FedCIRC. The
relationship is bound with a Letter of Agreenent detailing procedures for
reporting, sharing and protecting sensitive vulnerability and incident
data. It also identifies agency or department points-of-contact to insure
recei pt of critical information, alerts and vulnerability notices.
Reporting of incidents effecting classified systens and resources should
be handl ed according to organi zati onal guidelines. Wen in doubt, contact
your |l ocal security manager for assistance. Depending on the sensitivity
of the information processed on the affected system incident rel ated

i nformati on m ght require special handling. |In such cases, program or
system speci fic gui dance will prevail.

G. Reporting incidents is a crucial elenent of responsible network
managenent. There is a strong historical precedent for communicating with
ot her sites about security incidents. The Request for Coments docunent
“Gui delines for the Secure Operation of the Internet” (RFC1281) states:

“The Internet is a cooperative venture. The culture
and practice in the Internet is to render
assistance in security matters to other sites and
networks. Each site is expected to notify other
sites if it detects a penetration in progress at
the other sites, and all sites are expected to help
one another respond to security violations. This

assi st ance may i ncl ude tracing connecti ons,
tracking violators and assisting |aw enforcenent
efforts.”

lIl. Who should | report an incident to?

Consul t your organi zational security policies and procedures for specific agency
gui dance on incident reporting and to determ ne to whom such reports will be
sent. |f procedures do not explicitly identify to whomincident reports should



be sent, you should discuss incident reporting with your managenent and | ega
counsel before proceeding.

A. Your site security coordinator

Many security procedures identify a site security manager who serves as a
central resource for handling violations of your security policies. This
person may coordi nate and handl e all comunicati ons with FedCl RC, other

i nci dent response teans, |aw enforcenent or other activity as appropriate.

B. Your organizational CSIRT

Many agenci es and departnments have an CSIRT dedi cated to handling

i ncidents involving their constituency. FedCIRC is the coordinating
organi zati on through whi ch cross-agency incident response coordination
shoul d be facilitated. More information about FedClRC may be found on
their web page at:

http://ww. fedcirc. gov

To determine if your organization is a participating FedCl RC partner or
regi stered information recipient, you my request a roster for your
respective agency by submitting an e-nmail information request to fedcirc-
info@edcirc.gov. Due to the volune of information handl ed by the
managenment staff, please allow 5 working days for processing.

SPECI AL NOTE: FedCl RC can only guarantee delivery of
notices and bulletins if agencies and departnents
provi de periodic updates to their contact information.
Changes in e-mail address nam ng conventions such as:

john_qg_citizen@gencynane. gov
to
john.q.citizen@gencynane. gov)

may al so i npede delivery if not aliased in the mail
dat abase. | nform FedCl RC when changes occur in
personnel or enmil addresses.

C. Reports to FedCIRC

FedCl RC wel cones reports fromany site experiencing a computer security
probl em W encourage you to include the FedCl RC on any messages you send
to other sites or CSIRTs (within the limts of your site’ s security
policies and procedures). This information will enable us to better neet
our incident coordination objectives. Contact information is available on
the FedCl RC web site.

D. Other sites involved in the incident

Si nce perpetrators frequently use conpronm sed hosts or accounts to attack
ot her systens, we encourage you to report any intruder activity directly
to the registered point of contact(s) of the originating host. They nay be
unaware of the activity involving their systems, and your note will
provi de the incentive to check for signs of intrusion. Please “copy”
FedCl RC on any such comuni cati ons.



E. Law enforcement

FedCIRC is not a | aw enforcenent organi zati on. W do not conduct crimna

i nvestigations. Qur activities focus on providing technical assistance and
facilitating comunications in response to conputer security incidents

i nvol ving information technol ogy resources under cogni zance of civilian
agenci es and departments of the United States CGovernnent.

However, attacks or other malicious activities against Federal governnent
systens constitute crinmnal action requiring mandatory | aw enforcenent
intervention. In such cases, |aw enforcenent officials nmay request

assi stance from FedCl RC observi ng standard investigative procedures that
ensure the preservation of Constitutional Law. If you are interested in
contacting | aw enforcenent to conduct a | egal investigation, we encourage
you to review your |local policies and procedures for guidance. W also
encourage you to discuss the intruder’s activity with your management and
| egal counsel before contacting |aw enforcenent. Your |egal counsel can
provi de you with | egal options and courses of action based on your

organi zation’s requirenents. W do not have | egal expertise and cannot

of fer legal advice or opinions. Agencies or departnents that wish to
instigate investigation actions of crines involving the Federal conputer
resources nmay contact their organization's Ofice of the Inspector
General , Federal Bureau of Investigation (FBI) field office or the
National Infrastructure Protection Center (NIPC). To find contact

i nformati on for your local FBI field office, consult your |ocal telephone
directory or see the FBI's contact web page, avail able at:

http://ww. fbi.gov/contact. htm
Information for the NI PC may be found at:

http://ww. ni pc. gov

IV. What should I include in my incident report?

When reporting intruder activity, it is inmportant to ensure that you provide
enough information for the other site or CSIRT to be able to understand and
respond to your report.

A. When reporting an incident to the FedCIRC, follow the guidance
detailed in attachnent (1). The detail in your report will have a direct
beari ng on the accurate understanding of the intruder’s activity, the
resulting inpact and will also contribute to devel opment of appropriate
count erneasures. Thorough reports enable FedClRC to provide the best
assistance. Detailed information reported to FedCIRC is not intended for
redi stribution to other organizations. Sone of the supplied information
may be sensitive in nature and is requested for the FedCIRC s internal use
only. FedCIRC policy dictates that any information specific to your site
will remain confidential unless permssion to release it is received.

B. when reporting information to FedClRC, the reporting agency should
protect the information at the | evel appropriate with its sensitivity.
PGP encrypted e-mail, secure voice (STU-111) and secure facsinle are
avail able to receive sensitive information relative to an incident or for
t he exchange of sensitive information. Each reported incident wll
receive a uniquely assigned FedClI RC i nci dent tracking nunber. Follow up



i nformati on requests or other related information will always contain the
respective reference nunber. These nunbers aid in the tracking of
correspondence and identify related activity. Ensure the appropriate
reference nunber is included in all related correspondence. Wen required
to correspond with another affected site, include the FedClRC reference
nunber for clarity. FedClIRC requests that the incident reference nunber
be clearly displayed in the “Subject:” line of any e-mail nessages
regardi ng the incident.

Provi de conpl ete contact information when filing an incident report.
I nclude e-mmil, phone, cellular, pager, FAX and after-hours contact
information as appropriate. It is also inportant that an alternate
contact point be identified at the tine of filing.

C. FedCIRC s policy for disclosing informati on precludes the rel ease any
i nformati on about an agencies involvenent in an incident, wthout the
explicit perm ssion to do so. Wiile this policy ensures that you can
report intruder activity to FedCIRC in confidence, it also inhibits the
process of putting you in contact with other sites involved in the
incident or to share details with elenents of |aw enforcenment that nay be
involved in a related investigation. |f permi ssion to collaborate with
ot her organi zations is authorized, FedClRC requests that such
authorization be clearly stated in the incident report.

V. How should | report an incident to the FedCIRC?

You can report intruder activity to the FedCIRC via electronic nmail, tel ephone
hotline, or FAX machi ne. W encourage you to encrypt your reports to ensure your
privacy, and to authenticate your identity.

A. Electronic Mail

The FedCIRC s preferred nmechani smfor receiving incident reports is

t hrough electronic mail. Electronic mail permits rapid prioritization for
response actions and enables FedCIRC to reply to those messages quickly
and efficiently. Electronic mail also provides an accurate and efficient
medi um for exchanging information too conplex to discuss over the

t el ephone, such as packet dunps, or large log files. Finally, electronic
mai | provides a reliable | og of conmmunications that we may refer to in the
process of responding to an incident. The FedClRC e-mai| address for
reporting incidents is: fedcirc@edcirc.gov. For all other inquiries and
correspondence, the e-mail address is: fedcirc-info@ edcirc. gov.

B. Telephone Hotline

I f you have disconnected fromthe Internet to recover froma conprom se

or if your agency is unable to send nail due to a denial of service
attack, you can contact the FedCl RC on our tel ephone hotline. The FedCl RC
i ncident hotline nunber is: (888) 282-0870.

Cccasionally, a conpronm sed system s electronic mail may be under
surveillance by the intruder. If that is the case or if it is suspected,
you are advised to use other neans (tel ephone or FAX) to file your report.

When el ectronic mail is not available or provides inadequate security, and
you have logs or other information that is not easily conveyed on the



t el ephone, you may want to send that information to us via FAX. The
FedCl RC FAX machine is checked regularly. The FAXis STU-1I1l capable (up
to SECRET | evel) and can be reached by dialing (412) 268-6989.

C. Encrypting Reports to the FedCIRC

El ectronic mail provides little or no privacy for the information you send
across the Internet. If you wish to ensure that unauthorized persons do
not read mail sent to the FedCIRC while in transit, we encourage you to
use a strong encryption algorithm The FedCIRC currently supports the use
of “Pretty Good Privacy (PGP)”. The FedCl RC public encryption key is
avail abl e on the web site at:

http://ww2. fedcirc. gov/ pgp/ FedCl RC pgp- key. htnl .

If you encrypt nessages sent to the FedCIRC, related responses will be
encrypted whenever possible. Since it can be difficult for us to confirm
the validity of your public PGP key, please be sure to include your public
key in the body of any encrypted messages sent.

The FedCIRC signs all outgoing mail with our PGP key. If you receive any
comuni cation fromus wthout a PGP signature, or with an invalid PGP
signature, please consider the nessage suspect, and advi se FedCl RC

i mredi ately. FedCl RC encourages all sites conmunicating with us to encrypt
and sign their e-mail nmessages with PGP

More informati on about PGP is available fromhttp://ww. pgp. com

VI. When should I report an incident?

Incident reports that are sent shortly after the incident occurred are the nost
likely to be of value. This does not inply that an incident report becones
usel ess after sone period of time. FedClRC encourages agenci es and departnents
to report all suspicious activity, even if the intruder’'s activity is quite old
at the tinme of reporting. Other than exercising added caution to ensure that the
date of the activity is clearly identified, FedCl RC encourages the reporting of
the incident as you would any other incident, since other sites may not yet be
aware of the incident. Remenber, a report not only is the first step in
recovery for your agency or departnent but it hel ps raise the awareness across
government and contributes to the overall protection of the nation's critica

i nformati on infrastructure.



Attachment 1 — FedCIRC Incident Reporting Criteria

When sites report incidents to us, our main goal in collecting information is to help them
understand what happened, how to recover from the attack, and how to prevent it from happening
again. We also collect information that will help us understand the state of Internet security and
what types of attacks intruders are using so we can best inform the Internet community about how
to defend their systems. Since our focus is not on legal or law enforcement issues, the information
we recommend to be collected might not be the same as needed for those purposes.

When an incident reporting form is used to assist sites in handling the incident (as opposed to
reporting details of an incident after the fact), we do not expect it to be able to provide al of the
information necessary for us to completely assess what has happened or to provide all of the advice
necessary to recover. Because reporting sites might not have all of the information available at the
time of the report, or might not have the expertise

necessary to discover al of the incident details, the incident reporting form should be viewed as the
first step in a dialogue to determine what has happened and the best actions to take to recover. The

goal of the incident reporting form is to provide as much key information as possible at the
initiation of the dialogue, so that we can provide effective recommendations to the reporting site
from the start. Information needed to respond to incidents falls into several categories:

Category Fidds Need Explanation
* name This set of information is needed to
* organization name ensure that we can get in contact
contact information * email address high with the reporting site to obtain
* phone number(s) additional information or provide
assistance.
* sector type This information helps us categorize
(government, reports based on the types of
demographic information energy, education, etc.) | medium | organizations affected. It also can
help us determineif aU.S.
Government agency or an
organization that is in the
critical infrastructure is involved.




Category

Fields

Need

Explanation

for attacked machines
and source of attack:

While host names and |P numbers
are not required to provide

* host name assistance to gites, they help us
* |P address collate areport with other reportsto
hosts/networks involved * time zone for host medium | determine how widespread the
* purpose of host activity is and to understand other
that was attacked technical issues relating to the attack
which might have been observed at
other sites, but not by the reporting
Ste.
* dates of activity This description of the activity
» methods of provides us with the information we
intrusion need to help the site determine what
* intruder tools involved has happened and how to recover.
and any logs/output from | high It also allows usto give advice on
Attack Description those tools steps the site can take to minimize
» software and operating the potential that they will be
system versions and affected by this type of attack in the
patch levels future.
vulnerabilities exploited
* log extracts
Damage Assessment » Cost of handling
incident
» Monetary damage low
caused by attack

(lost business, €etc.)




Category Fidds Need Explanation
Does the site grant Site identifying information will not
permission for us to be released without explicit
reved their permission, however, such

e domain name
* hosts involved

permission and release of
information is rarely needed to

* contact information medium | provide advice to the reporting site

» to other parties, such as on how to recover and prevent future
Permission to Contact * other involved sites activity

* other response teams

* |law enforcement

Detailed information on In most cases, this information is not

the security defenses needed to provide advice on how to

used at the site, recover, however, it can be helpful

including in providing advice on how to

« authentication tools low prevent future attacks. Knowing

Security Tools and Methods
in Use

« file integrity checking
tools

* network monitoring
tools

* service filtering tools
* vulnerability scanning
tools

* automated patch or
configuration

tools

what the site is using to defend their
systems can help you identify areas
where they can do better.
Compiling this information can aso
help a site determine themselves
where they might be deficient.
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