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The security of our nation, the viability of
our economy, and the health and well
being of our citizens rely on infrastruc-
tures for communication, finance, energy

distribution, and transportation (1, p. 12). When
these networked information systems are compro-
mised, life and property are at risk.

The Federal Aviation Administration (FAA)
develops, maintains, and operates one of the largest
and most complex of these critical infrastructures;
an infrastructure that is almost totally information-
centric. Destroying information or changing it im-
properly can disrupt the work of FAA and the
national airspace system. The disclosure of sensitive
information about ongoing, critical transportation
functions to unauthorized entities can harm the
operations of FAA and other government agencies.

For FAA, information systems security extends
beyond the computer environment to the security
of airspace and the national airspace system. The
structural, operating, and procedural foundations
of information systems security provide the mech-
anisms for achieving FAA’s safety, security, and effi-
ciency goals. 

Directed Efforts
Presidential Decision Directive 63 (PDD-63) on
critical infrastructure protection, signed in May
1998, called for a national effort to secure the
increasingly vulnerable and interconnected infra-
structures of the United States, including tele-
communications, banking and finance, energy,
transportation, and essential government services.
The directive required immediate federal govern-
ment action, including risk assessment and plan-
ning, to reduce exposure to attack and stressed
cooperation with the private sector.

Although facing severe budget constraints in
Fiscal Year (FY) 1999 and FY 2000, FAA has com-

plied proactively with PDD-63. In February 1999,
the agency hired its first chief information officer.
In March 1999, FAA published its Critical Infra-
structure Protection Plan, a mission statement for
information systems security. Other efforts are un-
der way both to protect the infrastructure and to
ensure that new systems incorporate information
systems security. These efforts include

◆ Certifying and authorizing systems,
◆ Training FAA personnel in security aware-

ness and vulnerability assessment,
◆ Developing an information systems security

strategy, and
◆ Establishing capability for immediate detec-

tion of intrusions.

FAA Order 1370.82, Information Systems Secu-
rity, recently updated organizational and manage-
ment responsibilities for implementing several
earlier laws and policies, such as the Computer
Security Act of 1987, taking into account the tech-
nological changes and challenges of the 21st cen-
tury. Through presentations at the TRB Annual
Meeting in January 2000, at the Computer Security
and Information Assurance Conference in May
2000, and in meetings with the National Security
Council and other government agencies, FAA has
presented its approach and solicited input, as called
for by PDD-63. FAA also has worked with the
Office of Management and Budget, the White
House, and Congress to ensure that the informa-
tion systems security budget for FY 2001 reflects
the sizable challenge.

The possibilities of new information technolo-
gies bode well for a healthy economy but also bring
formidable security challenges to government and
industry. Information systems security poses one of
the most critical challenges to our nation in the
first decade of the new millennium.
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Complex Network
FAA’s networked information systems are among the
most complex in the world. The systems comprise

◆ Critical command and control capabilities
essential to air traffic control;

◆ Complex weather and environmental net-
works essential for the safety and efficiency of air
flight; and

◆ The essential operations of a large, geo-
graphically dispersed government agency.

Budget Sources

FAA has nearly 50,000 employees overseeing federal
interests in a national airspace system of more than
3,000 public use airports. The agency’s FY 2000 bud-
get was nearly $10 billion, provided through annual
and multiyear appropriations by Congress. The
largest appropriation is for operations, funding 
the salaries and associated costs of operating and
maintaining the air traffic control (ATC) system and
carrying out safety inspections and other regulatory
and security responsibilities. The FAA budget also
includes three capital investments:

◆ The facilities and equipment appropriation,
which authorizes funds to modernize and expand
the ATC systems;

◆ The Airport Improvement Program (AIP),
which provides grants to expand and improve the
nation’s public use airports; and

◆ The research, engineering, and development
appropriation, which provides funds to develop
new aviation technology and systems.

FAA’s FY 2000 budget included $5.9 billion for
operations, $2.1 billion for facilities and equip-
ment, $1.9 billion for AIP grants and $0.15 billion
for research, engineering, and development (Fig-
ure 1). FAA’s information systems security budget
primarily comes from the budgets for operations
and for facilities and equipment. A new research,
engineering, and development program awaits
Congressional approval.

Essential Safeguards

A recent General Accounting Office (GAO) report
on aviation security stated:

Securing the ATC computer systems that
provide information to controllers and flight
crews is critical to the safe and expeditious
movement of aircraft. Failure to adequately
protect these systems, as well as the facilities
that house them, could cause nationwide
disruption of air traffic or even loss of life.
Moreover, malicious attacks on computer
systems are becoming an increasing threat,
and it is essential that the FAA ensures the
integrity and availability of the ATC com-
puter systems and protects them from un-
authorized access. Numerous laws, as well as
FAA’s policy, require that these systems be
adequately protected. (2, p. 4)

The protection of FAA’s information systems
begins by defining the primary security services
required and then mapping these services appro-
priately to subsystems and facilities. Information
systems security operations protect and defend
through authentication and access control, main-
taining integrity, confidentiality, and availability.
FAA also plans to address additional security ser-
vices such as nonrepudiation (see Glossary of
Terms, page 10).

Holistic Approaches
Information systems security supports FAA’s safety,
security, and efficiency goals by enabling the devel-
opment and operation of trustworthy systems. A
trustworthy system performs only as expected,
despite environmental disruptions, human or sys-
tem errors, or hostile attacks. The system must
avoid or eliminate design and implementation
errors or must be so robust that potential errors can
have no impact. Addressing only some of these
dimensions or assembling trustworthy components
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FIGURE 1  FAA budget, FY 2000 (dollars in billions).
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is not sufficient—trustworthiness is holistic and
multidimensional.

Information systems security is not a technical
problem only but must be addressed through struc-
tural, operational, and process models:

◆ The structural model defines the layers of
protection needed to safeguard FAA’s information
systems.

◆ The operational model details the facility and
organizational relationships necessary for an effec-
tive and efficient security program.

◆ The process model explains the steps needed
to develop and maintain trusted systems. 

The following text describes the FAA’s structural
model for information systems security.

Layered Pyramid
The structural model provides the focus for infor-
mation systems security efforts. The model can be
depicted as a pyramid (Figure 2) with five rein-
forcing layers of protection:

◆ Personnel security,
◆ Physical security,
◆ Compartmentalization and information sys-

tems security,
◆ Site-specific adaptation, and
◆ Redundancy.

Some of these elements have been in place at FAA
in response to other requirements. For example,
redundancy ensures that no single point of failure
causes an accident. Other elements are unique and
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Glossary of Terms
Access control prevents unauthorized access
to—and unauthorized use of—resources.

Air traffic control (ATC). The mission of ATC
is to ensure the safe and efficient operation,
maintenance, and use of the air transportation
system and to increase the system’s safety,
capacity, and productivity in the future.

Authentication verifies the identity of a prin-
cipal.

Availability ensures that a resource is acces-
sible and usable on demand by any authorized
principal.

Computer security incident response
capability (CSIRC). A proactive approach to
security, the CSIRC seeks to anticipate and gain
control of external and internal incidents that
threaten denial and disruption of FAA’s national
airspace, mission support, and administrative
systems and networks.

Confidentiality ensures that sensitive or clas-
sified information is neither available nor dis-
closed to unauthorized parties.

Information systems security is an over-
all approach to providing confidentiality, au-
thentication, integrity, nonrepudiation, and
access control to an information technology
infrastructure.

Integrated capability maturity model
(FAA-iCMM). The FAA-iCMM describes the
acquisition, engineering, and management proc-

ess for compatible software-intensive systems;
it does not specify a particular process or
sequence of actions, but identifies practices
generally employed in industry and government
to serve as a reference. Features of three sepa-
rate CMMs in use for software acquisition, soft-
ware, and systems engineering are combined.
The merged model provides guidance on an
integrated approach to implementing and im-
proving systems and software acquisition, man-
agement, and engineering practices.

Integrity ensures that data cannot be altered
without detection.

National airspace system. A complex,highly
interactive “system of systems,” the national air-
space system comprises subsystems and com-
ponents on the ground and in aircraft—
including facilities, equipment, and computer
hardware and software, as well as personnel—
enabling hundreds of thousands of people to fly
safely every day. The national airspace system is
evolving into a more integrated information-
sharing system to support collaborative deci-
sion making in tactical and strategic operations.

Nonrepudiation is proof that a message was
sent or received.

Public Key Infrastructure is a management
framework of mechanisms, procedures, and
policies that enable deployment of public key
(asymmetric key) cryptography in a range of
applications.
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new or are facing dramatic change. All five layers are
necessary to maintain trustworthiness as FAA sys-
tems increase their interconnections in cyberspace.

Personnel Security

The top layer of the pyramid, personnel security,
ensures that personnel with sensitive roles or
access to sensitive information are trustworthy.
Authorized personnel directly oversee the most
sensitive FAA operations and contractors must
have solid reputations in the industry. FAA person-
nel, contractors, and subcontractors must undergo
appropriate background checks.

Several ongoing FAA initiatives, such as the
integrated Capability Maturity Model, will ensure
that FAA’s acquisitions and operations follow best
practices and hire contractors with solid experi-
ence to build, field, and operate reliable and trust-
worthy systems (3). In addition, only authorized
personnel will have access to information technol-
ogy (IT) resources.

Physical Security

The second layer of the pyramid, physical security,
ensures that FAA facilities are safe from unautho-
rized access and harm. Unescorted access in facili-
ties is allowed only to authorized and screened
personnel. FAA personnel must escort all other vis-
itors within sensitive facilities. 

In addition, critical elements of the infrastruc-
ture are located behind protected boundaries with
a variety of barriers against intrusion. In sensitive
locations, other detection and surveillance tech-
niques increase security. The agency also is in-
vestigating several promising new technologies,
including biometrics (iris scans and fingerprints)
and smart key encryption devices, to ensure that
only authorized personnel use the IT resources. 

Compartmentalization and 
Information Systems Security

The third or middle layer of the protection pyra-
mid, compartmentalization and information sys-
tems security, provides mechanisms to constrain
and control the impact of any single security inci-
dent. For example, FAA’s ATC facilities are resilient
because a security incident at one facility cannot
spread to another. Each of the 20 centers that man-
age long-distance air traffic can operate indepen-
dently. If one center is disabled, the other 19 would
still operate.

The historically prevalent isolation of FAA com-
puter systems—which aided compartmentalization—
now is eroding as modernization and emerging infor-
mation superhighways improve efficiency by closely
interlinking systems. FAA’s information systems
security program must include electronic check-

points and roadblocks to compensate for the loss of
isolation.

Site-Specific Adaptation

The fourth layer of the structural model, site-
specific adaptation, is the result of long-standing
procedures at FAA. Each site uses its own specific
“vanilla” code, adapted through a special database.
The adaptation provides each facility with a unique
“fingerprint” of airspace, geography, equipment,
and procedures; makes each facility’s ATC system
work properly; and is critical to the information
systems security structure.

The adaptation database must match the finger-
print of each facility before a new ATC system can
be installed. The process is labor-intensive and
complex, requiring detailed understanding of a
facility, but also makes it difficult for unauthorized
personnel to insert bogus code into an ATC facil-
ity. To improve efficiency, however, this process
must become simpler, faster, and more open, rais-
ing new security risks to address.
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Redundancy

The final layer of the information systems security
structural model is redundancy, a core element of the
system design philosophy. Redundancy provides the
robustness to ensure that FAA systems perform as
expected. No single point of failure can keep FAA
from operating and carrying out its mission, despite
attempts to disrupt and alter code in the national air-
space system. Multiple levels of redundancy protect
the system so that FAA could perform its mission
even if there were incidents of code tampering.

Primary, secondary, and manual mechanisms
ensure that national airspace systems operate as
safely and as efficiently as possible under adverse
circumstances, allowing no compromise. Every
critical system element has backups. Nonetheless,
new and emerging threats can attack several sys-
tems simultaneously, taking more than one system
off-line at the same time. FAA must address this
kind of threat in part through increased redun-
dancy in computing and communications.

Implementing Security
These five layers of protection constitute the front
face of the information systems security pyramid.
The right and left faces of the pyramid deal with
awareness and execution and with architecture and
engineering, respectively. These two themes apply
to all layers of the pyramid.

Awareness and execution address the short- and
intermediate-term implementation of information
systems security, and architecture and engineering
deal with longer-term aspects of implementation.

Awareness and Execution

Awareness and execution activities determine the
vulnerabilities of information systems through
assessments and penetration tests and establish
strategies for countermeasures. Awareness also
includes the operational training of system admin-
istrators and integrated product teams.

Virtually all FAA personnel have received secu-
rity awareness training. In addition, more than 
200 employees have trained to perform vulnerabil-
ity assessments, and a growing cadre has passed a
rigorous six-hour exam to become Certified Infor-
mation Systems Security Professionals. FAA is
cooperating with other government agencies, such
as the National Security Council, the Department
of Defense (DOD), and the National Institute of
Standards and Technology (NIST), to develop a
process for certification and authorization in both
new and legacy systems.

In accordance with NIST recommendations,
FAA also has established a proactive computer
security incident response capability (CSIRC) to
protect systems and networks from external and
internal denial or disruption (4). The CSIRC seeks
to accomplish six goals:

◆ Centralize reporting of computer security
incidents involving national airspace, mission sup-
port, and administrative systems;

◆ Provide expert assistance to detect, isolate,
contain, and eliminate incidents and malicious
code that threaten the integrity, availability, or con-
fidentiality of FAA systems;

◆ Coordinate response to computer security
incidents;

◆ Provide direct technical assistance to secure
FAA information systems under the jurisdiction of
other entities;

◆ Provide an electronic clearinghouse for com-
puter security information; and

◆ Provide liaison to law enforcement agencies
and criminal investigations.

Aiming at near-term objectives and benefits, the
awareness and execution activities rely on disci-
plined program management, analogous to the
skills that made FAA’s Y2K program successful.
FAA is not only taking advantage of lessons learned
from Y2K but also has assigned some of the sea-
soned Y2K managers to the information systems
security program.

Architecture and Engineering

The left face of the pyramid, architecture and engi-
neering, addresses longer-term planning for FAA
information systems security. Architecture and engi-
neering requires the effective management of an
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ongoing research and development program, includ-
ing the application of new technologies—such as
biometrics to reduce reliance on passwords—and
dividing security measures optimally among trans-
port, network, and applications systems. 

The architecture and engineering endeavors
have made early progress with the recent release 
of the FAA information systems security archi-
tecture, which will be updated regularly. The archi-
tecture document details security requirements 
and services and allocates proposed services to 
the national airspace subsystems that process, com-
municate, and control sensitive ATC information.
In addition to providing a design for integrating
security measures into the national airspace sys-
tem, the architecture offers alternatives for the
analysis of capital investments and a phased road-
map for responding to PDD-63. 

The security services derive from requirements
defined in policy assessments of ATC operations as
well as

◆ Vulnerability analyses that indicate what and
where security services are needed to prevent inter-
ference with safe and continuous ATC operations;

◆ Threat assessments that emphasize why
security is needed, revealing mechanisms capable
of exploiting vulnerabilities; and

◆ Risk assessments that show how extensively
and when security services are needed, examining
the impact of combined threats to points of vul-
nerability in the system.

Several industry advisory groups and other gov-
ernment agencies reviewed the FAA’s information
systems security architecture. Revisions based on
their comments and suggestions were inserted in
Version 1.1. FAA expects to provide the next ver-
sion by the end of FY 2001.

R&D activities will include the development of 

◆ Intrusion detection technology that pro-
duces fewer false positives than current commer-
cial products (1, p. 113),

◆ Tools to aid in the design of information sys-
tems security architectures,

◆ Tools to monitor and overcome agents that
attack IT resources,

◆ Technologies and procedures for Public Key
Infrastructure (1, pp. 124–132), and 

◆ Tools to defend against denial-of-service
attacks (1, pp.149–150).

The architecture and engineering area involves
long-term planning and deliberations, facing more
extensive challenges than those of Y2K, which
involved a known problem with a known solution
and a known date. In contrast, information systems
security faces threats in many forms, at many

times, ever changing as technology forges ahead.
To meet this challenge, FAA is drawing on talents
of personnel from DOD and also from systems
engineers who have worked on the design of the
national airspace system.

The architecture-and-engineering and the
awareness-and-execution activities complement
each other, providing a world-class, near-term pro-
gram management process that receives new direc-
tion as technology evolves. The goal is to blend
these two sides of the pyramid to ensure the
strength of all the layers of protection.

Life-Cycle Model
Figure 3 depicts the FAA’s life-cycle model for
information systems security, applicable to the
structural, operational, and process models. The
four interconnected steps of the plan, do, check, 
act model—that is, plan, protect, detect, and
respond—repeat as new threats emerge and new
technology and procedures are applied.

A security system should protect against known
threats, detect attacks, determine the success or fail-
ure of the attacks, and respond as necessary. After
each attack, the system should initiate procedures
to analyze what happened, assess the impact, and
revise plans accordingly, designing and installing
new and improved protections and keeping protec-
tion and response capabilities current and effective.

Meeting the Critical Challenge
Information systems security promises to be one of
the most critical challenges facing the United States
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Information Systems Security
continued 

in the next decade. FAA is establishing plans and
programs to meet the challenge. 

Although efforts in FY 1999 and FY 2000 faced
severe budget constraints, FAA has responded
proactively to PDD-63, establishing a base for
future initiatives. If the FY 2001 budget reflects the
size and scope of the information systems security
task, FAA will be able to implement its full infor-
mation systems security program.

FAA’s objective is to expand both the certification
and authorization processes as well as the operation
of the CSIRC. In addition, FAA intends to revise its
information systems security architecture to address
the national airspace system and other elements by
the end of FY 2001. FAA should meet and even
exceed the PDD-63 requirements by the May 2003
deadline and expects to continue information sys-
tems security endeavors beyond that.
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